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BACKGROUND OF THE INVENTION

[0003] The present invention relates generally to a system and method for storing
information in a computer system. More specifically, the present invention encompasses a
system and method for storing personal identifiable information and associated records in a
computer system in which the personal identifiable information and the associated records
are stored separately and any link between the information and records is hidden.

[0004] Computer or cyber crime is a fact of life in today’s business environment
especially with the proliferation of Internet use. Many businesses have suffered security
breaches of one form or another and, as a result, have suffered both tangible and intangible
losses. Significantly, security breaches have lead to the loss of both proprietary and
sensitive or confidential information. Losses of this type have cost companies money,
have tarnished corporate images, and have caused the disruption of business. In addition,
several recent government regulations, such as HIPAA and the Gramm-Leach Act, require
data confidentiality to ensure consumer privacy. Failure to comply with these regulations,

that is allowing the disclosure of confidential consumer information, could result in a
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[0006 Traditionally, when companies sought to protect their computer systems

and the information stored on those systems, they focused on the unauthorized interception
of data transmissions and the unauthorized entry into the system. To combat the
unauthorized interception of electronic transmissions, companies developed or purchased
communication protocols that employed well-established, sophisticated encryption tools
that encrypted data prior to its transmission. To prevent the unauthorized access of its
computer system, companies installed complex firewalls to intercept transmissions before
they entered the system in order to determine whether the sender had authorization to
access the system. Authorization may take the form of a user account and password (or
passwords), possession of a smart card, or possession of a computer disc for example.

[0007]) - Unfortunately, these programs fail to fully protect the information stored on

a computer system. In particular, because they focus on events that occur outside of the
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analyze or search the data would introduce unnecessary and significant delays into the
process. For example, with regard to the medical profession, pharmaceutical companies
may be interested in information concerning the usage of certain drugs, that is, how often
the drugs are prescribed, the dosages, and the length of the prescription. Often, knowledge
of patient information is not necessary for studies of this type. Therefore, it would be
convenient if patient information and patient records were stored separately and the link
between the information and records was hidden so that the records could be accessed

without the need for decryption and without revealing confidential or sensitive patient

information.



data is time-consum ng. Al so, certain types of data or
records are in continual or heavy demand because of

w0 b@enemwds t 0 search the records or conpil e stap¢BHUBIS5/020696
about the information contained therein. Requiring
decryption every tinme sonmeone wanted to anal yze or

]h the ﬁ\g]t ?og%%&g% {ic{]ﬁgﬂ&ﬁarg R&%&cﬁ@}?@%%mgrmanon ixhdata

S|gn|f|cant € process

r gtgr%ﬁ %n a%tor{,gﬁ% (%‘\:f‘ge ?r m @fl%%‘z%&lg g hl%r s‘l‘fts:“:%lliI %!hod however,

ormaty on concerﬁ ng
d Ir']'lu élslﬁsngrge ngfgcran@%g) { E{ %\%ra dloogera m Oré)ﬁgo%anC? cost ?ff}ﬁ %ystem
t he prescrlptlon Oten, knomﬂedge of patient
information is not necessary for studies of this type.
Therefore, it RBIEH SHMMARMEOFIHE INVEXTION
i nformati on and patient records were stored separately

appdiohe | i nhehedReRehdi proVids MRbinpieahided LRSI Wathod for
hi dden so that the records coul d be accessed w t hout

t h@is-RRAGk " peR6HaY Rdeh@fabRN oMb OGHLPTE f)ea\‘l@ akdoBted records (AR).
confldenglal or sensitive patient 1 nformation.[0009]

ThREESBEifcal B, BY %’g%m Al thetBl BRAIRES sRERE ?@at@d)seﬂﬁ@\;egﬁhlons of

|nfornat|on or ta stored on a storage device f

. h e mem%lzﬁgnt%ﬁﬁsﬁfor&%ns Fﬁill? M- sedBHRO g?rtﬂaﬁé"’@i"' @le: %ersonal

d not add significant o the over oper at

O[deﬂﬁfafbi%rlﬂﬁﬁlnﬁ oﬁgﬁgfﬁ{i_ﬁﬁch&s&}’a%derg&or&% Eé: aéltg% deg\:wth each

THE | NVENTI ON e present |nvent|on prOV|

C RITRAEE ecgrgsiﬁ&iu@)f%%? A clﬁlﬁ eﬂﬁésnﬂﬂ cfa? sz I éds to d&as nine Iytfén{] gglted

per sona entl ormati1 on

r %%91%9&1 {éﬁ)’lat oBE Sne? %lomep @.ﬁltzlb\‘/isest Jfﬁe aS’dYIﬁl zm e%gs Enc?yptcd
or e

provi de st oring related sensitive por

so that the relationship between the database records is hidden. In one embodiment, the
SPII, NSPII, and AR, are stored in plain text so that they may be more easily utilized.

[0011] In a preferred embodiment, the system of the present invention generally
includes a system manager module that is operable to communicate with a client terminal,
an encryption and key management module, and a storage module in a computer
environment. In one embodiment, the system manager communicates with the client
terminal, the encryption module, and/or the storage module over a network. The system
manager is operable to request and receive a hidden link from the encryption and key
management module. The system manager is further operable to provide data to the
encryption and key management module, to request the encryption or decryption of the
data, and to receive the results of the encryption or decryption. The system manager is

also operable to communicate information to the storage module for storage, to generate
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encrypt or decrypt data. In one embodiment, the encryption and key management module
is physically separate from the storage module and system manager module. In addition,
in one embodiment, the key database is physically separate and/or isolated from the
remaining portions of the encryption and key management module and from the storage
module and system manager module.

[0014] The present invention also includes a method for storing the PII and AR.
Initially, the PII is separated into SPII and NSPII. Next, a first hidden link HLp; is
obtained. Thereafter, the SPII and the HLp; are inserted into a SPII database record. HLp;
is then sent for encryption, which produces Epi(HLp;). Next, the AR and Epi(HLp;) are
inserted into one or more AR database records. Thereafter, a second hidden link HLg; is

obtained, and HLp; is encrypted a second time to produce Eri(HLp;). The NSPII, HLg;,
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Thereafter, HLy is used to find the desired SPII record.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] Further features of the present invention will become apparent to those
skilled in the art to which the present invention relates from reading the following
description with reference to the accompanying drawings, in which:

[0018] Fig. 1 is a schematic diagram of a computer system according to one
embodiment of the present invention;

[0019] Fig. 2 is a schematic diagram of a system according to another embodiment
of the present invention;

[0020] Fig. 3 is a block diagram showing the SPII, NSPII and AR tables;

[0021] Fig. 4 is a block diagram showing tables that include a patient’s sensitive

information, non-sensitive information, and prescription information;
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relates fromreading the foll owi ng description with

I ebRpRETCRviFAANIchE PaREMITIRARYyRE@m@F MdipRgdht inventidh] seiikitive personal
identifiable information (SPH), such as a patient’s name and address, non-sensitive
personal identifiable information (NSPII), such as a patient’s age, and associated records
(AR), such as the medication prescribed to a p-atient on a specific day, are inserted into
separate databases and the link between the database records is hidden. Because there is
no identifying information in the associated records or a link directly to identifying
information, the records are dis-identified. The method of the present invention includes
steps for storing SPII, NSPI], and AR and the hidden links associated with SPII, NSPII,
and AR in separate databases. The method further includes steps for retn'eving the SPII for
a given AR and for retrieving the AR associated with a given SPIIL.
[0028] Referring first to Fig. 1, shown is a system 10A according to one
embodiment of the present invention. The system 10 includes a system manager module

20 that is coupled to an encryption and key management module 30 and a storage module

40. The system manager module 20 is also coupled to a client terminal 50.
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[0018] Fig. 1 is a schematic diagram of a conputer
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from storage module 40. In another embodiment, the system manager module 20 is a
computer, and, as such, also includes a central processing unit and one or more memory
devices containing computer executable instructions. In a further embodiment, the system
manager module 20 includes computer executable instructions contained in the memory of
a computer such as a server.

[0030] The encryption and key management module 30 also includes one or more
communications interfaces or devices, such as a graphical user interface or a network
connector and software driver. In a manner similar to the system manager module 20, in
one embodiment, the encryption and key management module 30 is a computer, and, as
such, also includes a central processing unit and one or more memory devices containing
computer executable instructions. The encryption and key management module 30 may
also consist of computer executable instructions contained in the memory of a computer
such as a server. The encryption and key management module 30 may also include one or

more objects in an object-oriented computing environment. In this embodiment, the
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key identifiers which will be provided by the key generator 60 and the key identifier
generator 70. The key database 80 includes functionality that allows for receiving a search
query that includes a key identifier and returning the encryption key associated with the -
key identifier. The cryptographic module 90 is further operable to receive data and to
provide the data either encrypted or decrypted.

[0032] Encryption and key management module 30 is also operable to produce
hidden links, to encrypt hidden links and to decrypt an encrypted hidden link. Stated
generally, to produce a hidden link, key generator 60 generates an encryption key and key
identification generator generates 70 a key ID. Thereafter, cryptographic module 90
encrypts the key ID, and the encrypted key ID is then returned as the hidden link. When

HLp; is returned for encryption using encryption key Di (as will be described below),
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instructions contained in the nmenory of a conputer
Sineéntds. dntB@ati@ial Pubilieatma¥ yiphier OO A3MIREGA Ahisaigesrporhted fully
nmodul e 30 may al so include one or nore objects in an
ohéreia by e¢ferendeed conputing environment. In this
enbodi nent, theobjects would operate to performthe
f [0083] ONS  dihe Glesspe thodele aWidchides SESINEHatgRRET0R, NS database
the key identifier 70, and the cryptographi c nodul e

9010, and an AR database 120. Preferably, each database 100, 110, 120 resides on a
separate, physically isolated database server. Like the key database 80, the storage module
40 includes functionality that allows for receiving a query seeking certain information and
returning the information sought. Also, storage module 40 includes one or more
communications interfaces or devices, such as a graphical user interface or a network
connector and software driver.

[0034] Fig. 3 shows a functional embodiment of the SPII database 100, the NSPII
database 110, and the AR database 120. Each row of the SPII table 150 includes multiple
columns 152 containing sensitive personal identifiable information and a column 154
containing the hidden link HLp;. As mentioned above, SPII may include the name,
address, telephone number, and social security number of a patient. Each row of the NSPIT

table 160 includes multiple columns 162 of non-sensitive personal identifiable information
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[0031] Continuing with Fig. 1, the encryption and key
managenent nodul e 30 includes a key generator 60, a
wegocioabsmt | fi er generator 70, a key dat abase 8ECT/ESTIORI0696
crypt ographi c nodul e 90. The key generator 60 is
operable to generate an encryption key, such as a
triple data encryption standard (3DES) key. The éey
i tHeh a3 gendar. highe Wateht agracs 2phRrTAR) sttysyVidTRpftage gimeal value
uni que nunmber or other reference to a specific
enbengorrelaisd kAR §eRashapw af thy NE Rl tabls1 6§ alse roptains tgpoolumns 164,
Preferably, the key identifier generator 70 is a
hiG6ematainingthe 6hsTHRIPHh Biddegdinds Ep€HLoi) nddirHilgiaad a column 168
under stood that the key qenerator 60 may include the
aprinkdinipg the hgiéﬁelrrm@m-egma Weerch faveofshe R dableoQligrludes multiple
elimnate the need for key identifier generator 70.
TerduResyl erontsining 8O infergiatiensofohe asspeisfed jecordyiseeh agrpfescription
preferably will have the form of a database or table
hifarmgtionyend olcalwmn Biddconainingothe enerysed iHddercinlyFm€llaf). The
the key database 80 will store encrypted encryption
k bigdendimits Hhei and 8 s oo dteederyptpd hiddentlinks it and Bai(HLpi) will
be provided by the key generator 60 and the key
| beeedpldinediin greater detadlrbe®.. The key dat abase 80 i ncl udes
functionality that allows for receiving a search query
t [0885)i ncl udés 4shosws theleabldsfof dfig.ahas rthetyunmyi he usdtlein a medical
encryption key associated with the key identifier. The
cappbicaphaph thisnfigurt,eth® SPIk tabler 190eis empdedaiPaiehtoTatde édenstive
data and to provide the data either encrypted or
degsnmaties.” 5PN 33junmedsY piciude calnthnk &y anfariagBmanie 1504 ulddress
30 is also operable to produce hidden links, to
ensaby §cialbaddety nuinblsl 5a8dnd Gatel eCBipP 1SRN The Giddpi Bk column 154
hi dden | i nk. Stated

remains the same. The NSPII table 160 is entitled “Patient Table (non-sensitive
information).” In this table 160, NSPII column 162 includes columns for a patient’s sex
162a, age 162b, marital status (M/S) 162c, and race 162d. The columns containing the
encrypted hidden links Epi(HLp;) and Eg;(HLp;) 164, 166 and the hidden link HLg; 168
remain the same. The AR table 170 is entitled “Prescription Table.” The AR column 172
includes a column for a date 172a, a drug (Rx) 172b, a strength 172c, a dose 172d, and a
quantity 172¢). The column containing the encrypted hidden link Epi(HLp;) 174 remains
the same.

[0036] Continuing now with Fig. 1, the client terminal 50 generally includes a
central processing unit, a data entry mechanism, such as keyboard or a pointing device
(i.e., a mouse), and a display. The client terminal 50 also includes one or more

communications interfaces or devices, such as a graphical user interface, a modem, or a

-11 -



generally, to produce a hidden |ink, key generator 60
generates an encryption key and key identification
w@eonenadcas generates 70 a key ID. Thereafter, PCT/US2005/020696
crypt ographi c nodule 90 encrypts the key ID, and the
encrypted key IDis then returned as the hidden |ink.
When HLoi is returned for encryption using encryption .
kRsjwesK conpect@y and spitwere diyaryEhe OBE'F%WOF%SF%P%@P QpFiplde toreceive
nodule 90 wi Il decrypt the hidden link to reyeal the,
kiaput] fromothe odatd \eptry gReqkagis; to Tef&IVApHY| eendoinfgrmptiqmjp the
find encrypted encryption key Di in key database 80 ]
uedmaunigaEon ierfiacs orgavice pRdde eyt BopYuThe comralprogestiagunit
encryption key Di to encrypt HLm |If HLDI is submtted
f oay dpeeopgel @her gempeeredericopiurines amintaRior dishdrive dden
link HLR1 is used to find encryption key R in the
sH37Imanne A sgeondgabodimsny i0Bef the Systan efithapresghfapveBonii pilown
1) is submtted for decryption, HLR, is used to find
emdiig @t ilothisemboRimenOHIB, davinber of hldnt {omingls S8 thesystemamanager
encryption and key nmanagenent nodule 30 for this
i modui¢ 2@ thei SPIHdatabhsesldf, the NSHH database dHakndhb ARcdtabase 120 are
Nurmber WO 03/098864 Al, which was filed with the Wrld
| exingédieiod aattwierlol®r ThuQeaghof thatdrmmak?g, thisystem rsanager module
assigned to the assignee of the present invention.
| 20, eienSPII dxabaséu00, i tocaNSBH dhlabdse rl 10¥2nd 3D BB3BuhbAde 1§26 include
incorporated fully herein by reference. [0033] The
Stomiragecationl ihterfatds ondévicte sha pr&ile fol akadvals eorhfd@nication. The
NSPI | dat abase 110, and an AR dat abase 120.
Prig#edkalaloymayees; Hordadamp RS ehe I0@med, h0local AfkarmesiadigSorcnwile area
separate, physically isolated database server. Like
t hawkigy dat abase 80, the storage nodul e 40 incl udes
functionality that allows for receiving a query

SPOB8INg cermhakmbodiiertTeB iskdwman Big. 2 also includes an encryption and key
management module 130 that includes a key generator 60, a key identifier generator 70,
and an cryptographic module 90. Notably, the key database 80 is physically separate and
isolated from encryption and key management module 130 for additional security. Also,
the embodiment 10B does not include a separate storage module 40. Instead, the SPII
database 100, the NSPII database 110, and the AR database 120 are also physically
separate, isolated database devices. The key database 80 and the SPII database 100, the
NSPII database 110, and the AR database 120 all consist of memory devices such as a
database server and all are operable to receive a search request and return the information
sought.

[0039] Referring now to Fig. 5, the present invention also includes a method for

storing personal identifying information and associated records. Initially, in box 180, a
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returning the information sought. Also, storage nodul e

40 i ncludes one or nore conmuni cations interfaces or
walewcoesds such as a graphical user interface OPCHUS2005/020696

networ k connector and software driver. [0034] Fig. 3

shows a functional enbodi nent of the SPII database

100, the NSPI| database 110, and th%@@?*%gt ase_ 120.
st GO R PlTgad sppyaeatsreidt 8B FERYidedt a1 pBdersiood tha
colums 152 containing sensitive_ personal identifiable

i e seqratti iBrudes dhey indgmakion thak comprisss Mienkl! 2R thi GBepr includes
link HLDI . AS nentioned above, SPIl may include the .
niAFREMatiolel$ush as a filg paph 81epaintiigdhe Pihid f‘s‘%éﬂ et i 9P¢ the PILis
nunber of a patient. Each row of the NSPII table 160

i fpRraige sntwﬁl’ﬁ iapd NSRBI Imbex 20820 fist iddendiak & requgsted, for example
personal identifiable informationsuch as gender, .
higpmlan encreptightand gpemanagerment apnduleedO; 34, ard, an bax Q) kidden link
may have clinical value when correlated to AR s. Each

r Blhwio$ rechizediSPhareafighlie baw 024 |tkeo S andithedirstinddes | lipkrdELo: are
164, 166 containing the encrypted hidden links E D (HL
Dinyered dnt&Rrechiid iDihe SPladathbase d 60.ulmihelgefegohembadiimentttheSPIl is
hidden Iink HLR 1. Finally, each row of the AR table
1st@red ircélep ésct.ninl aniafttraate enbodimendts he SBHtigenTryptedtusimg encryption
i nformati on of the associated records, such as
pkeydoirtiefitré ois storédr mat i on, and a col utm 174 cont ai ni ng
the encrypted hidden link EDI (HLDI) . The hidden |inks
HOD4d] and IdoRtiduisgnwlith Fig. &néeyypdrag ths SRIER requestds b toldherypt
D1) and ER 1(HLDI) will be explained in greater detai
bHLg\Wsinf (M3 Bivdt erfcirghtiod k&DMB bdA B30t Nk teia bok 240 Epi(HR.pA S received.
they may be used in a nedical application. In this

f inak €50, tHeessoBlate récdbds A RLpOins&ted irt the ABRMatabat i1 20yvitH edoh eow or

(sensitive

record also including Epj(HLp;). As stated above, in the preferred embodiment, the AR is
stored in clear text, while in an alternate embodiment, the AR is encrypted using
encryption key Di before it is stored.

[0041] In box 260, a request for second hidden link is sent, and, in box 270, HLg; is
received. In box 280, a request is sent to encrypt HLp; using the second encryption key Ri
and, in box 290, Eg;(HLyy) is received. Finally, in box 300, the NSPII, the second hidden
link Ri, and the two versions of the encrypted first hidden link, Epi(HLpi) and Eg;(HLy;),
are inserted into a record in the NSPII database. Again, in the preferred embodiment, the
NSPII is stored in clear text, while in an alternate embodiment, the NSPII is encrypted
using encryption key Di before it is stored.

[0042] Fig. 6 shows a flowchart depicting a method for storing personal

identifiable information PII. Initially, in box 310, a request to add a PII record is received.
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information)." SPIl colums 152 include colums for a
patient's nane 152a, address 152b, social security
worebenIcdb2c, and date of birth 152d. The hi ddeoT/UBI0K5/020696

colum 154 remains the sane. The NSPIl table 160 is
entitled "Patient Table (non-sensitive informati on)

In this table 160, NSPII col 62 J ncludes col.u
£ s ey eectoge sk M soatest R ps 9 IETATOR FOBPY G PI or
(MS) 162c, and race 162d. Th col ums cont ai ni E IS
cntrypsashpsasiihoe B FolllEi ! %aa%“ S
164, 166 and the hidden link HLR 1 168 remain th

sharbex 33tha fipgrhidden linkiyigagested angip bex 348, ki rﬁ?ﬁl%?ﬂ Thereafter,
Table." The AR columm 172 includes a colum for a date
1ipdax 350, dha 3PLY #ud) tha firsphiddendinkdHepy pre insored igtofgeerqd ptge SPIL
and a quantity 172e). The col um containing the
efftabpset o8- hi dden |ink EDL(HLD1) 174 renains the same.
[0036] Continuing nowwith Fig. 1, the client term na
59048ner al CentinwnamidsFig. & afiersidring theoddk pmrflugsjig sentto encrypt
data entry nechanism such as keyboard or a pointing
ddlbiowingi the first gnerppiivn)key dPidinboyi36p] dNext, Thdot I37@nEpi(HLp), is
term nal 50 al so includes one or nore comuni cations

i mtavddade oo B8l e véquest forssaednddgddan ¢jnk jstsenta | Thersedter, in box 390,
interface, a nodem or anetwork connector and software
dHLyewe rebhiged et bat 400, ccregsdshiy w¢ni to ¢rsryppéilabhsng the second
receive input fromthe data entry mechanism to

r @cejiptien keyRiseddn box ©l0Exi(Hbs) isirecetvhé Kioatiyin toa 2@ rihe NSPII,
interface or device, and to control the nonitor. The
chntsecdhd hiddere sk Hllzyand theayo aksmne ofithe @ncrgptaé ffirst hidden link,
conmput er devices such as a printer or disc drive.

[ BO3H]5:)Ans Eg (I, e e ddbemaiinto B 0ad inttheNSPE tanbasé. t he
present invention is shown

[0044] Fig. 7 shows a flowchart depicting a method for storing associated records

AR. First, in box 430, arequest is received to add one or more AR’s related to specific PII
entry. It should be understood that the request includes the information comprising at least
the SPII and the AR. In box 440, the SPII is used to lookup the hidden link HLp;
associated with the SPII. Thereafter, in box 450, a request is sent to encrypt HLp; using
encryption key Di, and in box 460, Epi(HLp;) are received. Finally, in box 470, the
associate records AR are inserted into a record in the AR database 170 with each row or
record also including Ep;(HLp;).

[0045] Referring now to Fig. 8, the present invention also includes a method for
retrieving AR related to a particular PII. In box 480, a request is received to retrieve the
associated records AR for a particular PII. The request includes the specifics of the PII

including the SPII. Next, in box 490, the hidden link HLp; stored with the SPII is
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in Fig. 2. In this enbodinent 10B, a nunber of client
termnals 50, the system manager nodul e 20, the SPI
waoladoaeses 100, the NSPI| database 110, and t heP@&RUS2005/020696
dat abase 120 are connected to a network 140. Thus,
each of the termnals 50, the system nmanager nodul e
20, the SPn database 100, the NSPI| database 110, and
trptsieyed, A £xamRpebY BeringE fegish QEYPNIOMAIBHIEI 0B OF MPErACKIES of the
or devices that provide for network communication. The
rgtlie the SPAbdatabpsepS0. Thereadien ipbax S00hereayrskis mage tognprypthlo:
area network, or a w de area network. [0038] The
anbe¢nerepionked Rihand in box11§, Ea(Hlglos ireseivadie Kinglly, in box 520,
encryption and key managenent nodul e 130 that includes
Er Loy rveeddp ind 819 assgeiktey recerdnior hiaincludafam(Gilov, foigexamplg by
an cryptographic nodule 90. Notably, the key dat abase
86puing apharsh query gonsapag Biviéllando the dVRadatabase Bih encrypt i on
and key managenent nodul e 130 for additional security.
ADe4$] t he AntsbalvmenFigl @Bthd pessemtanveanton ade iscleleparmgthod for
storage nodul e 40. Instead, the SPI|l database 100, the
NSk Ving SPH bdaed th 40 ARabdbax 380, AR qledt &y slesS PIROlaed € anlaswciated
physical ly separate, isolated database devices. The
kregordl aRa aseciBi. aNecebdasilySRiel regadsa babmdes] 0@, AR hdn NSR[$40, the
dat abase 110, and the AR database 120 all consist of
reatBpied drMeciak By Elyasiord dah alasitissarived, fanekagiple byiguing a
operable to receive a search request and return the
| S35rOK Gy v taSHhinformhtAZBtained i e AR totBMA R datkbage 179, Next, in
the present invention also includes a nethod for
box 550, the hidden link Ep;(HLp;) is used to find the NSPII entry that is related to the SPII

entry for example by issuing a search query containing Ep;(HLp;) to the NSPII database
160. The hidden link HLg; and the encrypted hidden link Eg;(HLp;) are retrieved from the
NSPII record associated with the Ep;(HLp;). Thereafter, in box 560, a request to decrypt
the second encrypted hidden link Eg;(HLp;), and, in box 570, HLp; is received. Finally, in
box 580, the hidden link HLyp; is used to find the desired SPII for example by issuing a
search query containing HLp; to the SPII database 150.

[0047] From the above description of preferred embodiments of the invention,
those skilled in the art will perceive improvements, changes and modifications. Such
improvements, changes and modifications within the skill of the art are intended to be

covered by the appended claims.
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storing personal identifying information and
associ ated records. Initially, in box 180, arequest to
wadahemodeus and associ ated records AR i s recei VEBRCT/UB2005/020696
shoul d be understood that the request includes the
information that conprises the PIl and the AR or
i ncludes information, such as a file nanme, that points
to the PIl and AR Next, FHABM;S 190, the PIl is
separated into SPI1 and NSPII. In box 200, a first
hi ddeMakinp Kdeicsibéd auest enk plefeired xmbpdimeftr afintha@imvention, what is
encryption and key nmanagenent nodul e 30, 130, and, in
kmedd; hidden link HLDI is received. Thereafter, in
box 220, the SPIl and the first hidden link HLD are
inserted into a record in the SPIl database 150. In
t he pnef er Aegstetmibfoel prostting tHeereBRbishipsbeswern getrsonal di@sifiable
text. In an alternate enbodi nent, the SPII is
ahfoFfion AndiShe g nBR€ isgplidtedrebayls, Ble shaémcempdisings st or ed.
[0040] Continuing with Fig. 5 after storing the SPI
a request is sefdysttR n@gdey Plodiik,the migiagg niddelelopérable to receive
encryption key Di in box 230. Next, in box 240 ED (HL
DG s recei ¥gdder IthkRad aRk&fRryptdddikies ek /b ah e@ypdisn Addule, to
are inserted in the AR database 170 with each row or
record al sgsdrbhb pétsdigl iE&ifilble let)nnatl&l a%d&ﬁe?dsﬁﬁ’la@é@(w&rds into
in the preferred enbodinment, the AR is stored in clear

text, whil gphRtedfatdabelrinad Qtoﬁ@@(?l_%dﬂﬁ:nbnd ' @etAdVel the personal
encrypted u3|ng encryption key Di before it is stored.

[0041] In ReXifdd informBEMERd Rl asSRfeadreBd e €O theksepaﬁate
sent, and, in box 270, HLRI is received. |In box 280,

requ est is dst8ikest WO f th¥ fﬁErsHlamdUﬁifﬁgletlﬁ}ﬁm%&Qm the assoc1ated
encryption key R and, I n box 290, ER (HLDI) is

L e 8 g I ved. Féc%g h¥ stoted wibnS80nork Hﬁd&lﬁﬁlkg or én@l%'pﬁag £486h links

so that there is no direct link between the personal identifiable information

and the associated records.

2. The system of claim 1 wherein the personal identifiable information
includes a sensitive information portion and a non-sensitive information portion and
wherein the system manager module is operable to separate the personal identifiable
information into a sensitive information portion and a non-sensitive information portion, to
insert the sensitive information and the non-sensitive information portions into separate
databases, and to retrieve the sensitive information and the non-sensitive information

portions from their separate databases.
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link Ri, and the two versions of the encrypted first
hi dden link, EDI (HL DI) and ER 1(HLD), are inserted
w0 ndoe/os9enecord in the NSPII database. Again, iPCT/082005/020696
preferred enbodi nent, the NSPp is stored in clear
text, while in an alternate enbodi ment, the NSPII is

encry ted n ke before .t is store
C00ad Fi ol SrBatoi s Dendinegn &ftcmaoraaw@?manaﬁgpem
storing g{sonal |dent|f|a | e |nfornat|%
m?qu#eaqppf} ojlpegsates pjdden link qpioreneryptAgg R Plcor d i s
recei ved. It should be understood that the request
i ncludes the information conprising the PII or
information pointing to the PH Next, in box 320, the
Pll is separated into SPI'l and NSPII. In box 330, a
T T Al Rk A o
fi HLD erted nto recor
gl a%&%gggbafeaﬂﬂa ViR eEh i pichong Rl i afirt podue
after storin a requ ent. t0

TS ST R ek Riop BEYeahe PyrBEn KedgesTerin R KRR se.
Next, in box 370, EDI (HL D), is received. In box 380,
a request for second hidden link is sent. Thereafter,
in box 390, HLR 1 are received. In box 400, a request
is sent to encrypt HL DI using the second encryption

Frnal Ty 1 RO e TR e S TR i i
i T Ot SR S 4555 s
recor patabase [0044] Fig. 7

T gon sand a 01a ke dentl ers .
§W8ﬁg ??oméhgﬁ{ d% e{9°h met hod for storing
aSSOCIated records

6. The system of claim 1 further including a storage module, the storage
module including databases for the personal identifiable information and associated

records.

7. The system of claim 2 further including a storage module, the storage
module including a sensitive information database, a non-sensitive information database,

and an associated records database.
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AR, First, in box 430, a request is received to add
one or nore AR s related to specific PIl entry. It

W@ baagloabelse under st ood t hat the request i ncl udeBCT/I82005/020696
i nformati on conprising at | east the SPp and the AR In
box 440, the SPII is used to | ookup the hidden Iink
HLD associated with the SPII. Thereafter, in box 450, .
a reqfest The vilm ofrlamct yherein aeh daiphase BnbF gisrass madulp is
D, and in box 460, EDI (HL DI) are received. Finally,
inhyHieslly sqraratedfeom hesemainias duasses AR are inserted into
a record in the AR database 170 with each row or
record also including ED (HLDI) . [0045] Referring now
to Fig. 8, the present invention also includes a
method for retrieving ARrelated to a particular Pl

I b 480 t.i ej t tri th .
assocPat od THEVBFRST AR TYPE RaF et Mg Sorfgrnoiule resides

request includes the specifics of the PII including
£ SQpArfte dagalase seryProy 490, the hidden |ink HLDI
stored wwth the SPIl isretrieved, for exanple by

i ssuing a search query containing one or nore portions
of the SPn to the SPIl database 150. Thereafter, in
box 500, a request is nade to encrypt HLD, using

encrypti on. ke ' d. i ox.5 j 1
recei @ d. EF%%(HSB@ Otﬁc:}]alglo;(?%r%f "EEI%H{RE)%S—E nse) cd{ggtdte?lgnal n
find the.assgi'ateg records f h that include ED
(KPERYpIcapg W g‘ﬁ'&'s HPTEEUPRY S search query

containing EDI(HL DI) to the AR database 170. [0046]

As shown in Fig. 9, the present invention also

includes a nethod for retrieving SPIIl related to an

AR I n box 530, a request for the SPIl related to an
associ ated record AR is received. Necessarily, the
request includes the AR In box 540, the
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encrypted hidden link E DI (HLDI) stored with the AR is
retrieved, for exanple by issuing a search query
wa@ombadwiusg | nf ormati on contained in the AR t oPCTYES2BS/020696
dat abase 170. Next, in box 550, the hidden |ink
ED (HLD) is used to find the NSPIl entry that is
related to the SPII entry for exanple by issui,ng
sear chl-quetle wesmaphelpig BEoyhemin gr )C“Fb ip e §8pHYe information
dat abase 160. The hidden |link HLR 1 and the encrypted
Idpigerspincludgs afisthidden link, e &irst biddsndink@ssopigtef! pith 2 Riopneryption
record associated with the ED (HL D) Thereafter, in
oy 28&each anireipubsassecintereoygst databasegad s dorseNIsiiye Frformation
hidden |ink ER (HL DO, and, in box 570, HLD, is
detabisy etatedortiz engry in the $spsiti Bg0formptéontdatibiesa inciudk tha finst hidden
used to find the desired SPIl for exanple by issuing a
diohreotrypeé rapcarding 40 thenfrsHemiryption tkaw, 8[| Whetein gha sen-i@eitive
[0047] Fromthe above description of preferred
emfooutitive dagbase futtkeriinaledes iaosecottdhhiddens kK, | thed sgcand higlder {ink
w || perceive inprovenents, changes and nodifications.
Ssohiatedwiith\aasamnt speryhian §exs amhttie fisdhiddandinkensypted dricording to
the skill of the art are intended to be covered by the
appeodaddnalyptionskeZl Al M5 Havi ng descri bed at | east one
preferred enbodi nent of the invention, what is clained
is: 1. Asystemfor protecting the relationship
bet ween personal identifiable information and one or
nore associ ated records, the systemconprising: a

syst em manager nodul e, the manager nodul e operable to
recei v&  Thesystem of claim 1 wherein the personal identifiable information and the

associated records are stored in clear text.

13.  The system of claim 1 wherein the personal identifiable information and the

associated records are encrypted before they are stored.
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a hidden link and an encrypted hidden link from an
encryption nodule, to insert the personal identifiable
wo ndosnnwits on and t he associ ated records into SPOBUSL85/020696
dat abases in a storage nodule, and to retrieve the
personal identifiable information and the associ at ed
records fromthe separate databases, wherein the =
per sokhl | AéHitem ifanpreteriifeohrdelptnnshin Petwren pesondl ideatifiable
records are stored with one or nore hidden links or
enfermayioe dnt perdemmprersiksocigted reeerdsy Hernersegal Adengifiphle infermapion
between the personal identifiable information and the,
awhwidn gtodcsensitive irfermagion apd aors seasityg informationthelsystpra cemprising:
t he personal identifiable information includes a
sensitive information portion and a non-sensitive
i nf or mati on porenieeiyRied anthisy dianagemenipeduis APAiRhS frgenerate an
nodul e i s operable to separate the personal
i dent i fi abliddandin apditoieaeryptang decrsdaiat j ve i nf ormati on
portion and a non-sensitive information portion, to
i nsert the sengi stosage imddylordhe Gipragedmpaide rippluding g penyidve
i nformati on portions into separate databases, and to
retrieve tinformetiani titolase,nd gropsensisive améprmpigon database, and an
non-sensitive informati on portions fromtheir separate
dat abases. &socidtel rsgadsedatabéisecdmdi m 1f urt her i ncl udi ng an
encryption and key managenent nodul e operable to
gener at e a hi ddeystem nianzgedmodyle the mapageamodudieapespble to separate
data. 4. The systemof claim 3 wherein the encryption
and key mathagenent idemifisble ifformhdtion intnsénsdies ifotmeyion and non-
dat abase and wherein the encryption and key managenent
nodul e sensitive information, to receive a hidden link from the encryption and key

management module, to insert the sensitive information, the non-sensitive
information and the associated records into separate databases in the
storage module, to retrieve the sensitive information, the non-sensitive
information and the associated records from the storage module, and to
receive an encrypted hidden link from the encryption and key management
module wherein the sensitive information, the non-sensitive information
and the associated records are stored with one or more hidden links and
wherein the one or more of the stored hidden links are encrypted so that
there is no direct link between the sensitive information and the associated

records.
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stores encrypted encryption keys and associ ated key
identifiers in the key database. 5. The system of
w@b@e/vs48 urt her including a key database thatPCBUS2005/020696
physically separate fromthe encryption nodul e, the
key dat abase operable to store encrypted encryption
keys and associ ated key identifiers. 6. The system of
clai m f ubhenwstemnef| deimit yheeig, 58“%&“&“‘1&/‘?@ management
storage nodul e includi ng dat abases for the persona
ingpenleityrtheningluperradieprdtpbase adavheseib e spErptioa apt by mapagement
The system of claim2 further including a_storage
mendulestorasigacrypted engey Phevsy sard aespeiafedhikey adeaitiars injtheekey database.
i nformati on dat abase, a non-sensitive informtion
dat abase, and an associ ated records database.8. The
systemof claim7 wherein each database in the storage
nodul e i s physically separated fromthe renaining
dat abases._9. The ste f claim.7 erei n each. .
dat abiGe Fhet%e@togifla'gb%amré“wgr&fé@ySﬁtaﬁasg HaLis gpygically
dat abase server. 10. The systemof claim 1l further
ispRaraieiiom de aneetion, modple; Britkey dafaparg  oppizdle to store encrypted
comuni cation with the system manager nodul e.11. The
SyevRiandeycindiasiosiatiddreidantfiitent ry in the sensitive
i nformati on database includes a first hidden link, the
first hidden link associated with a first encryption
key, and each entry in the associ ated records database
and the non-sensitive information database related to
it Egl EEZ’r %/htﬁ]ef %y?tgpsﬁ{]cZaéxtg:,]l\iewl{epefiIP gargﬁtdlat(a)l asg "ilrtn ﬁ‘lkc):as?o?age module is

physically separated from the remaining databases.

18.  The system of claim 14 wherein each database in the storage module resides

on a separate database server.

19.  The system of claim 14 further including at least one client terminal in

communication with the system manager module.

20.  The system of claim 14 wherein the system manager module, the encryption

and key management module and the storage module communicate via a network.
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link encrypted according to the first encryption key,
and wherein the non-sensitive information database

wo nooslnese4s ncl udes a second hidden |ink, the serONTS2005/020696
hi dden |ink associated with a second encryption key,
and the first hidden |link encrypted according to the
second encryption key. 12. The system of claim
lwherein the personal identifiable information and the
associ ated records are stored in clear text. 13. The

system of ¢l ai m lwher ei sonal bl e

i nf or friet i oAU Clﬁ’é‘%g%wgetrgge}f e“c?b"?‘ﬁg 18 ‘Efef“é fi"ilypt ed
before they are stored.14. A systemfor protecting the
rel ati onshi p between personal identifiable information
and one or nore associ ated records, the persona
identifiable information including both sensitive

| nf or Rt og, asggexﬂ%?cw% bhtein ol tﬁgfn%w&k i<Qhocd B2a RS LA
conpri’si ng: encr I on an managenent I'e
operable to generate an hi dden I|nk and to encrypt and
decrypt data; a storage nodul e, the storage nodul e
including a sensitive information database, a
non-sensitive informati on database, and an associ at ed
records database; and a system nmanager nodul e, the
manager nodul e operable to separate the persona
identifiable information into sensitive information
and nonsensitive information, to receive a hidden link
fromthe encryption and key
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managenent nodule, to insert the sensitive

i nformati on, the non-sensitive informati on and the
was®oniwmied records into separate databases i npe¢hES2005/020696

storage nodule, to retrieve the sensitive infornmation,

the non-sensitive informati on and the associ at ed

recor from st o . e&l:\ﬁ ifiabl

encry%f’ed ‘ﬁi %tgﬁdlé&%ﬁﬁg%@fﬁk&%ﬁ}?ﬁﬁ&@% gnc? Eleii;&nu rable

managenent, nodul e, wher,ei n,.the sensi t.i ve;.] f

{I];ﬁgrnFL.glﬂI} grédn%ﬁs?ﬁlrﬂl}%d rleﬁ?rg? SO %hlatotgere 1§1 1%(% itlllrec?hhlpgé%&?% dt'hQ Bersonal

g2 n and € assocCl a

g . y t ith | hid i . )

iRaREfte Pleimated 5 s e BRe e e nb ARk SRS R Hnation
ted . that t.h [ di [ i.nk t h

SRTARS S el e RO L S, BE B0 M

h

€

T system. of claim 14 erein the.encryption and ke
o R St S R L Kt S
wherein the encrygti on ndg key. management nodul e
&ps9rigied gqerdy detalys ﬁ%“r’?ﬁ‘?‘? TP &and associ ated key
identifiers in the key database. 16. The system of

claim 14 further including a ke at abasg that | .
physi cal |y sepéF%’EaémErtgﬁ]P?%“airfg?‘g‘g’f‘@%“ﬁﬁﬂ{}f"& mf%éensmve
key dat abase operabl.e to store_encrypted encryption
kezs and a@gﬁ@g%%dl?@gis?“é‘élﬁ? 1"If‘?rg‘ra§‘¥£17. The )SISStem of

s bhysi cal Ty SBESRGE Lot b il s gy PEEp Rt
18. The system of claim 14 wherein each database in
the stor agiShP¥IPE} Kt des

inserting the sensitive information and the first hidden link into the

sensitive information database;

receiving the first hidden link encrypted using the first encryption
key;

inserting the associated records and the first hidden link encrypted
using the first encryption key into the associated records database;

obtaining a second hidden link associated with a second encryption
key;

receiving the first hidden link encrypted using the second
encryption key;

inserting the non-sensitive information, the first hidden link
encrypted according to the first encryption key, the second hidden link, and
the first hidden link encrypted according to the second encryption key into

the non-sensitive information database.
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on a separate database server. 19. The system of claim
14 further including at |east one client termnal in

W@ oomaoodee®at i on Wit h the system nanager nodul e. PRDUSINE020696
system of claim 14 wherein the system manager nodul e,
the encryption and key managenent nodul e and the
storage nodul e conmuni cate via a network.2 1. The
system of claim 20 wherein the network is the
Internet. 22. The system of claim 20 wherein the
net wo rea network
Conputh: S BaphoF Samh PR o Bl SRt IR fre ghpdued by an
i nf or mat i and a3300|ateg records so that there is no
FPFrERYon ﬁ‘“ﬁgelb‘élf‘i}%éfﬁe‘l‘r‘i‘é"dﬂ rsonal identifiable
i nformati on and the associ ated records, the persona
identifiable information including sensitive
i nformati on and non-sensitive information, the
computer systemincluding a sensitive information

databgge, D00, 3 oF o {ah‘% 93! fl}lfttf’e{1 %ﬁﬁ@%g@&%‘ﬁ Saereq&@éjtoa&ore

associ at ed recor a

ee:ps qtldengifla € 19%&3&%%' an da%&)t a(edar%!:(%erdg rHl c{[]@&t anta{lll n% the

orna I on an non- rmati

gg%)%éﬁgpglg?wx?%nsgs ﬁhe Pertsonélnggrhif%aEl}é mf]érma%on anci:j asts?matec{' rﬁcords
sensitive informati on and the first h|dden link into
the sensitive information database; receiving the

first hidden |ink encrypted using the first encryption

26.  The method of claim 25 wherein the request is received from a client

terminal.

27.  The method of claim 23 further including sending the personal identifiable
information and associated records for encryption with the first encryption key and
wherein the encrypted personal identifiable information and associated records are inserted

into the databases.
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key; inserting the associated records and the first
hi dden |ink encrypted using the first encryption key

WO pioe/0bdses associ at ed records dat abase; obt ai ni PQI/ES2005/020696
second hidden |link associated with a second encryption
key; receiving the first hidden |link encrypted using

the segon dA%BﬁEthQttrbﬂleK ﬁiédluh{b%ﬁ{afnﬁﬂ'ég:oﬁlb@tef&@cmh&h&ﬁms
i nformati on e first hidden I'ink encrypted according

;fgdﬁe?i%nﬁlhﬁﬁtme ﬁr ﬁQHe%d%&){ I'ISE second hi dden Iink,

the frrst 1 nk cr pted according to the
second encryptlon key into the non-sensitive

i nf or Q&yat@R g@bé@&ﬁﬁd@lﬂrﬁaﬁ@ SRl GAn®kersti®d M¥#Ration and non-

wherein the hi dden |inks are generated by an
%g&ﬁ%gymggmggg key managenent nodule. 25. The nethod
of claim 23 further including receiving a request to

store r&em%rﬁirstmam liodid ARt hﬁﬁ&ﬁﬁ&@ Is%ga@@ i S 0E E@&ﬁ;@m

records e request containing t ormation t
ri ses the personal identifiable information and
as bciated records. 26. The nethod of claim?25 wherein

ther %ﬂﬁ[‘?gé ol#e seﬁﬁﬁ?é ﬁ%&ﬁn 4 s Fﬁg}n&&’eﬁrﬂnﬁlahﬁgﬁ% sepsitive

The net arm er I nc ng sen

qgirolsrgﬁf%n datqum:;l fiable

receiving the first hidden link encrypted using the first encryption key;

inserting the associated records and the first hidden link encrypted using the first
encryption key into the associated records database;

receiving a second hidden link, the second hidden link associated with a second
encryption key;

receiving the first hidden link encrypted using the second encryption key;

inserting the non-sensitive information, the first hidden link encrypted according to
the first encryption key, the second hidden link, and the first hidden link encrypted

according to the second encryption key into the non-sensitive information database.
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i nformati on and associ ated records for encryption wth
the first encryption key and wherein the encrypted
w@essonmis | dentifiable informati on and associ aPe€mUS2005/020696
records are inserted into the databases.28. A conputer
readabl e nedi um cont ai ni ng conput er executable
instructions for performng a pethod, the
conpr #5i ng TEHAA it 3 SATRUERE SYSENS (R ETISVETES O é‘B?Oé‘ated with the
information into sensitive information and
seNEA spforaionnpestemof on perpiakidantifjable ﬂ?ng?atlﬁPﬂ H@nsensmve
link, the first hidden |ink associated w
anfermpagen siarc dya sanpiges WfqTRatoTedatabass aﬂqnaémhr?ff&ﬁtrmqea hmk the
and the first hidden link into the sensitive )
ifinft bidden linknssoaintgd vith a fir%er@rxnnﬁgk%@dftm@Eocmtedld%c@rqs stgred in
encrypted using the first encryption ke inserting
h essagisted Fegpidsl datalasy dlgngyyith thedirstihidden hpkigranyRtgdrysing the first
encrypted using the first encryption key into the
asgpwiontkeyi so thabthers ivien ditsaslink Yepwesn whergnsiti wenersanal hdegtifizple
link, the second hidden Iink associated with a second
enfom}qdbh @nd Kieey asspcdatest veicongs,t the peispsdl ideintifiahle firiferknation further
encrypted using the second encryption key; inserting
tildudirgna sensersitive infofroativat pootgn  $theed fin ras horksedsitve Inferination
encrypted according to the first encryption key, the
slenbasel alohghalginthk firsk hiddendink hecrfptedsusidgiticidast eh¢rpption key, a second
encrypt ed
hidden link associated with a second encryption key, and the first hidden link encrypted

using the second encryption key, the method comprising:

retrieving the first hidden link from the sensitive information
database record for the sensitive information portion;

submitting the first hidden link for encryption using the first
encryption key; and

using the first hidden link encrypted with the first encryption key to

search for the associated records.

-26-



according to the second encryption key into the
non-sensitive informati on database.29. A nethod in a

W@ oonpobens system for retrieving records associ BCEUSW05/20696
the sensitive information portion of a persona
identifiable information, the sensitive informtion
stored in a sensitive information database along wth
a first hidden link, the first hidden |link associ ated
with a first encryption key, and the associ at ed
records stored in an_ associ ated records database al on
with e fThegnethodpichrim 28 whersiy iepicxiae g figt *P‘Efg" ik om the
encryption key so that there is no direct |ink between
Sensitive aformayion databass decordy fon ther seapifive Inferaatien PYHOR FemPprises
t he associ ated records, the personal identifiable
iferongmedarsh querytthas inglysdes theisersitiye dfAUaating ppitige, transmitting the
information portion stored in a non-sensitive '
iserrely greny tothechgpsitbedefopmation defbase.tand reaciving thy firsidridden Rk
encrypted using the first encryption key, a second
hi dden |ink associated with a second encryption key,
and the first hidden |link encrypted using the second
encryption key, the nethod conprising: retrieving the
first _hidden |lipk fromithe sensitiye_infaqrmgtion .
(it abdbe 1 PR <R pyke ey AERTaGRsvptah it
submtting the first hidden |ink for encrgptipn usng
theirpteperyPigRkey frlpekp E@?,Ssoﬁlﬁ‘ad TRSPT§ CQmpRIIseS foapingf seatep query
link encrypted with the first encryption key to search
Al inc o6 B s il e ERicci i, 1S AP HBHOTReY g e the
wherein retrieving the first hidden [ink fromthe :
seqieh request tp Hegssreiptedrecerds datnbate, pnskieqedyingihe aspeeiated records that

sensitive information portion conprises
include the first hidden link encrypted with the first encryption key.

32.  The method of claim 29 further including sending the first hidden link to an
encryption and key management module for encryption of the first hidden link according

to the first encryption key.
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form ng a search query that includes the sensitive
information portion, transmtting the search query to

w0 b@emessss t i ve i nformati on dat abase, and recei RETYS1008020696

first hidden link. 31. The nmethod of claim29 wherein
using the first hidden |link encrypted with the first
encrygtlon key to | ookup the associ ated records

conpr ?hes 4 BARYE readabiamediug Gantyining §eMpY{E cyeryiablefipstructions
first hidden |ink encrypted with the first encryption
[f@mermeTaﬁ&WthpﬁghQ%@hg‘gws}*‘équest to the associ at ed
records database, and receiving the associ ated records
that include the first hidden |ink encr)( pted with the
first encrypti d#riReYye theofirstrhiddegs fipk drogy the) sepsifiveg information
further including sending the first hidden |link to an
encrypt i orfasRaseREsprhiRh HigEPRsHi e FRSRRMAEOY BYtigh é‘ﬁf petibidden fink
the first hidden |link according to the first

encrypt i oreskasjatedavithye Grshaageverion kexeabl e nedi um

cont ai ni ng conput er executable instructions ormng a

met hod, the netshemitingnibeifypingjddanchink &yj angryptien fisipg tthe first
hidden Iink fromthe sensitive informati on database
record forenchyptigrekpyj atidve i nf ormati on portion, the

first hidden link associated wwth a first encryption
key; submi tti ngsingéheffirstbidden lakencryptak with the diest enepptiomkey to
using the first encryption key; and using the first

hi dden | i nicareh forylpt assbeiaitediredonds. f i r st encryption key to
search for the associated records.34. A nethod in a
conputer systemfor retrieving the sensitive

i nformation
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portion of a personal identifiable information rel ated
to certain associated records, the sensitive

WO pdosnnsis on stored in a sensitive informti onPOBRUSHESE20696
along with a first hidden link, the first hidden |ink
associated wwth a first encryption key, and the
associated records stored in an associated record .
dat abdbe af SR PR COMBULES P8EmHfoR FREpevimerRe é"ﬁ‘é‘t“ﬁ)l'&‘&}ma“o“
using the first encryption key so that there is no
@pyies oof pipaoRd idgaitiable,mformaton felatedja cetim pssociated records, the
identifiable information and the associated records,
sensitiye infermation sfeved i 4 sepsitive infonatian; dakebasg alopgwith a first hidden
i ncludi ng a non-sensitive information portion stored
ilink ghefinat hiddes link aseodiasgdoyithet firsheneraptidndsy and ta gsseriatad reperds
first hidden link encrypted using the first encryption
lstoyed in an essorigtedhiedordmditabake aleneowitnthe dirsihidderplinkeperypted using
encryption key, and the first hidden |link encrypted
ulss figt erveyption dmyl se that $hete i mokdinect littkebatwednglie sensitive personal
conprising: retrieving the first hidden |ink encrypted
wilenhfigteinforms tionsand thepissoorated egcosts othe pergana hideritidiable information
associ ated record; using the first hidden |ink
dadrey pcdingia hbn-sdusitif-¢ mEirmatimrpppidnetordday a semseesdti wiitfhrmation
the associated record to find the record in the
rianbse alohg Witk thd it bidden 1nkleadrgpied wirtghke firsieociyptiakey, a second
record; retrieving the second hidden Iink and the
fhiddsh lihit skdediatéd wkh e sebiypérecypribi keyt el the Sionbidésndinkpnirgpted
key stored with the non-sensitive database record from
tusiag ReSmA ShiryptRonday, alieaethsamipdising:

retrieving the first hidden link encrypted with the first encryption
key stored with the associated record;

using the first hidden link encrypted with the first encryption key
stored with the associated record to find the record in the non-sensitive
database related to the associated record;

retrieving the second hidden link and the first hidden link encrypted
with the second encryption key stored with the non-sensitive database
record from the non-sensitive database record;

submitting the first hidden link encrypted with the second
encryption key for decryption thereby receiving the first hidden link; and

using the first hidden link to retrieve the sensitive portion of the

personal identifiable information from the sensitive information database.
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submtting the first hidden link encrypted with the
second encryption key for decryption thereby receiving
W0 b@ehisesg hi dden |ink; and using the first hiBdEDSto0nb20696
to retrieve the sensitive portion of the persona
identifiable information fromthe sensitive
i nformati on database. 35. The nethod of claim 34
wherein retrieving the first hidden link encrypted
with the first encryption key stored with the
assocjated_record conprises form.ng a search,r est
Chat  Pct GERESnRHAGH AR Sho b Reraduter Bebod K anerypted
transmitting the search request tq the assqciated
rad et sncippaq-key saref @dbthrasgciplyd reCPISOMRTIY ngqweafch
encrypted with the first encryption key stored wth
fonses fubiar yfesdniparion it thepsseqidicdreetsd ERpapiting sy sgarch request
dat abase. 36. The net hod of claim34 wherein using the
fi¢ theasseridigd recpidrdatabaser yshrecsiving the fifs hfdid?fslc“ﬂ%?%’fyyk?gi"ﬂﬂ‘ the
key stored with the associated record to find the
fiett enadyntion kewestoredhw s e piso@iataditeatrd Siemiths assesiptadgeqorrbdatabase.
associ ated record conprises formng a search request
that includes the first hidden |link encrypted with the
first encryption key stored with the associ ated record
and transmtting the search request to the

non-sensitive informati dat abase. 37. T hod of = .
ol ai m&a vihestodaieam W@“?‘Hé“g%ﬁ‘%%fﬁt U‘Bs‘iig‘ﬁ‘ﬁ‘ieliﬂy}?ﬁd with
the personal identifiable information fromthe .

Senfist snGeYPRRR bPnHerEd ith dheAsersiaicddhenrd eling B FReAy' 18 the non-
search request that includes the hidden |jnk

aensiive drabpsqelateditp the pwpgiptad fegerd ForaPTEEHOIRING & sqshireagst that
of the personal identifiable information in the i
deghudes {theefinshhigdenalinkopncapiedpide thefirst fagiypHem ey fHered with the
search request to the sensitive information database;
asyciated record and transmitting the search request to the non-sensitive information

database.
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receiving the sensitive portion of the persona
identifiable information fromthe sensitive

wo mfoenepats on dat abase. 38. A conput er readabl e PETIUSIUNS/020696
cont ai ni ng conput er executable instructions ormng a
met hod, the met hod conprising: retrieving the first

hldde enc he first, encryption ke

0t o el 1 e REhARLEdri MivhEEinratetint A LRE haifon of the
hi dden .1 i nk ncr ted th the first encryption ke
PESPRAY idGinfiHal %éﬂfég%a&ev gﬂfoau theeteptifve B‘f‘rrf‘ﬁagff H@a‘?aé%s rgprises

in the non-sensitive database related to

feaing atcarsh reaugst dhat nstydesthe H’&d?fhlé"@éﬁ%}?&dﬁ’rlﬁb%ﬁrqc?fﬂlim the
and the first hidden |ink encrypted with the second
Spsitiyptregipniiyhe pepgl We't“hﬁalb}‘?e‘“%&ﬁa%@%l the yensigize dfersation
record fromthe non-sensitive database record,

Slatshgsex ragmiteg fher searchj rgenspt 10j g Sé‘?ft‘f")‘/‘pt@&"quhdat‘%bése’ and
second encryption key for decryption thereby receiving
trepsiving the sensiteperiionK theqpgrsonal identifigpte informatida; fepmethe sensttive
to retrieve the sensitive portion of the persona
iiefermdtion diyhlas¢.nf or mati on fromthe sensitive

i nformati on dat abase.

-31-



WO 2006/009648 PCT/US2005/020696

38. A computer readable medium containing computer executable instructions

for performing a method, the method comprising:

retrieving the first hidden link encrypted with the first encryption

key stored with the associated record;

using the first hidden link encrypted with the first encryption key
stored with the associated record to find the record in the non-sensitive

database related to the associated record;

retrieving the second hidden link and the first hidden link encrypted
with the second encryption key stored with the non-sensitive database

record from the non-sensitive database record;

submitting the first hidden link encrypted with the second

encryption key for decryption thereby receiving the first hidden link; and

using the first hidden link to retrieve the sensitive portion of the

personal identifiable information from the sensitive information database.
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