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i SEECFFICATION ELECTRONI C DOCUMENT FORMAT MANAGEMENT SYSTEM AND METHOD

TEGPINI CAL FI ELD The present invention relates to a technique for maha_éﬂ\ia

gocunent Tormats, and particularly to one enabling the recipient

docunent s of

of t Qe

el ectronic form Al'though in gensRECIRECATEON ant ages can be gai ned by
digitizing docunents, digitization facilitates the falsification of

docunents and other problens. It is therefore essential to be able to
confirmthe authenticity of docunents of 20 authorization and the |ike

t hrough a rigddrTRYFIC t PeCHERDER SEORNAD | MAEMERMEND 2ppF oV eABRCHEHeRment s.
Digital signatures and other technol ogi es have been devel oped to prevent
the reproduction and falsification of docunents. By affixing digital
signatures to docunents requiring a record of authenticity, the signature
25 guarSHtBEECAL FIRLR contents of the document have not been falsified.
However, in conventional technologies it has not been possible to
guarantee the authenticity of the format/formrequired for docunments of

aut hori zati onq For exa
of authori zat kb

document formats, and particularly to one enabling the recipient

of the document (document user) to confirm the formats required

10 for individual documents.

BACKGROUND ART

Today many types of documents, including documents

I5 authorization and correspondence, are being created

of

an

electronic form. Although in general many advantages can be gained

by digitizing documents, digitization facilitates

the

falsification of documents and other problems. It is therefore

essential to be able to confirm the authenticity of documents of .

20 authorization and the like through a record of. the process

implemented to approve such documents. Digital signatures and

other technoclogies have been developed to prevent the reproduction

and falsification of documents. By affixing digital signatures to

documents requiring a record of authenticity, the signature

25 guarantees that the contents of the document have not been

falsified.

However, 1in conventional technologies it has not been
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“docunent (doc to confirmthe formats required 10 for.indivit@ual
docunents. B m Today many types of docunents, including
auf, orization and correspondence, are being created in an

le, if M. Adigitally signs.a prescribed docunent
$h PHUTE™H %quntlon relates to“a techniqu Oor managing



intentioned M. B subsequently erases M. A s digital signature, 5 tanpers
with the contents, and transmts the document to M. C under M. A's name,
dhen M. C cannot verify whether the format of the docunent of

“aut horization requires a digital signature. Hence, there is a chance that
M. Cwll be deceived by M. B. Next, this problematic point will be
described using a nore 10 detailed exanple. Fig. 16 shows a description of
ent ri epdgsidnle apphieatinvae figrareusbennhen tiyegliestd Migrimhe /porchasegudfegoods.
It is assuned here that the application process involves an applicant

(‘aut horfo rsattiney tsh e fagpitineatiizevt ifcsy.m Faft exanhileh theMacchuntginahhger
verifies the estimated cost, and a supervisor (authorizer) 15 authorizes

t he puritdse. @ nPERPSTéR&AP| @ocdngint aloki gnethads #tgron t heugcceuntianager
-and authorizer are affixed to the docunment. The authenticity of the
docunment" (&I ST &d SHP seLarintilg SrRess Mai ght al ds¢ yhat uy Benasihey,
public key certificates for the account rmanager and the authorizer.

Howev er 2R L8 B CORGERGEI 2AR T &r‘FaZ@HFetcﬁJlgbédjcf%%m%qﬁ §otNine Cognder
application formcannot be understood fromthe descri Eti on of entries in

t he do@%ﬁ’rennt S G anist %8111 & CPBPCéxdRprEY WHEHher the &PgfehloSiiature

of the account menager is required. Hence, it is possible to create an .
appl i ca‘%%ﬁ“eﬂ&ho a%“‘tt %Ifl?s%%g\?fllﬂewjg]?eﬁﬁ ?hg%?ghs%ﬂEaEBﬁ?rrn%??%%' dat e
of thet%S account nager,_.(prqoof of confirmation) h been falsified _
wi t hout™ " the “dccodnt® atgpa%JC i&mo@d“@&&e.pe Sﬁﬁ%cc%g‘f%iskﬁ%gglﬁ p$l on of entries
7t 7 e A LA BOGBRN LR EL; P 0L e MR o 1
10 detailed example. Fig. 16 shows a description of entries in an
application form used when requesting the purchase of goods. It
is assumed here that the application process involves an applicant
(author) creatinq the application form, after which the account
manager verifies the estimated cost, and a supervisor (authorizer)
15 authorizes the purchase. In this example, digital signatures for
the account manager and authorizer are affixed to the document.
The authenticity of the document can be verified by examining these
digital signatures using public key certificates for the account
manager and the authorizer. However, the process of authorization
20 required for this type of application form cannot be understood
from the description of entries in the document. One cannot tell,
for example, whether the digital signature of the account manager
is required. Hence, it is possible to create an application such
as that shown in Fig. 17, in which the confirmation date of the
25 account manager (proof of confirmation) has been falsified without

the account manager’s knowledge. Since the description of entries

in the forged application shown in Fig. 17 do not indicate whether



docynment may be m staken as authentic, provided the docunment includes the
signatures of the applicant (author) and authorizer. |In other words, it is
4+ npossi ble to detect the above falsification. 5 SUMVARY OF THE | NVENTI ON
In view of the foregoing, it is an object of the present invention to
provi de a device and nethod for managi ng el ectronic 10 docunent formats
capabl e of preventing the recipient of the docunent from being deceived

r egar dith¢ thed dorunghengtpequiofed HeorageountThingnadgecti san aptieds withe be
descri bed based on the construction described in the acconpanying clains.
Next, &PCUSiBddi Rent P6f mhePresent ianidanitarr wi Probedeesdshiebethcumenthis 15
enbodi nent. of the present invention, a formor format accounting for

di gi t allN§ilgiasucbs anarehBrerkef ithe rorldgaind (SUbhPEY ednd U dlok 7rit -
certificate authority for certifying the form This form stipulates

whet her' dPHREAI YT Ghatilr 28 RO SRS &Pydewhat ther gaAY2ata bh brcapvi dual
is tequired to affix a digital signature, 20 and the |like. The fornmat of

t he"docunent itself is described using the eXtensible Markup Language

(XM) Qi&§313&¥§$“&@ﬁ%%§fs has been made in standardi zing XML and in
its supp or di ures. The persons attenpting to register the
format of the 25 docunent (the creator or manager of the format) generate
digital signatures and attach the data representing these signatures to

the dOCUﬁEﬂtI%O%T%WIng%ﬁé E%regoing, it is an object of the present

invention to provide a device and method for managing electronic
10 document formats capable of preventing the recipient of the document
from being deceived regarding the document’s required format.

This object and others will be described based on the
construction described in the accompanying claims. Next, an
embodiment of the present invention will be described. 1In this

15 embodiment of the present invention, a form or format accounting
for digital signatures and the like is created and submitted to
a format certificate authority for certifying the form. This form
stipulates whether digital signatures are necessary, what
organization or individual is required to affix adigital signature,
20 and the like.

The format of the document itself is described using the
eXtensible Markup Language. (XML) or the like. Much progress has
been made in standardizing XML and in its support for digital
signatures. The persons attempting to register the format of the

25 document (the creator or manager of the format) generate digital
signatures and attach the data representing these signatures to

the document format itself.



The above-described data is sent to a certificate authority or agency
establ i shed to guarantee document formats. The authority adds to it the
{ime.of reception, a digital signature for the format, and a unique ID
created by the certificate authority itself and 5 issues a certificate of
an attribute certificate formto the applicant. The author of a docunent
attaches this attribute certificate and format to their electronic
docunent. Whehe elbioviecatsisorr idfed Hetadbsusemt tics aneeessdnygatanaappbirtayi on
program for processing the 10 electronic docunment can performthe

f ol | owiqagencverstfabtimhddmarugantves dbgungndi Hptedtsi giTaeueeshonetuded
in the format itself) 2. Confirmthat the certificate authority has

at t achexflds §ogifaithntteldne paserrept t¢re @ ¢l ¢atabisguarine cofot dealiohoatty
that issued the 15 attribute certificate (format certificate authority) 3.
Conpar éth | WetTwni P doeeaedl ko the o1yl htabe esebbedity iheelf orndt
certificate authority by querying the authority that issued the attribute
cer i filHteY 1 8r mEC tddiCiaticcat®e a0t RAGPUtEpt FoRbl icate Qlery tie the
certificate authority regarding whether the format 20 has been updated
(opt i orff9l s ak%uery an authority at which the format was valid (optional)
The user of the formpat can performthe follow ng verifications  according
to need: 25 ( e@élltggﬁ %ﬁéat ﬁ@?ugeé}i‘tg‘?‘?%‘i’c}é?ﬁﬁeﬁjlﬁ L& PR5HI Febt Akt EBfng to
Eﬂg Lg;%r%a# gég%}%%sggsﬁﬁ#]’gteellesﬁ Lllf%rl’li Zdogzﬁneg?). Vﬁl’qél"rlyvemﬁe%ihceartj:[or}leoffo’g}qeat_ was

document is necessary, an application program for processing the

10  electronic document can perform the following:
1. Verify the format (by verifying digital signatures included in
the format itself)
2.Confirmthatthecertificateauthorityhasattacheditsguarantee
based on the digital signature of the.authority that issued the

15 attribute certificate (format certificate authority)
3. Compare an electronic document to the original preserved in the
format certificate authority by querying the authority that issued
the attribute certificate (format certificate authority; optional)
4. Query the certificate authority regarding whether the format

20 has been updated (optional)

5. Query an authority at which the format was valid (optional)

The user of the format can performthe following verifications
according to need:
25 (a) Verify whether a digital signature was applied according to
the format intended by the issuer (2, 3) .

(b) Verify whether the format was the most recent version at the



4 time of the signature request and signature verification (4) (c) Verify

whether the format was valid for ol der docunents at the time the docunent

was issued (5) Verification (a) is primarily used when the recipient need

5 not append a digital signature and only wi shes to know the result of a

digital signature affixed to for exanple the notification of a manageri al

decision, or the |like case (for exanple, notification of a manageri al

deci si an,nearp fautheord izpth tpure haspiesguesd , s oynatier vewt Hiorad zedh do€unment

wi th which sone request is to be nade for sone 10 action). Verification

(b) is wedewhdly ghetkengthidhed comtenes vhlad Hocunehtr dedenmgoitisgat the

aut hori zation (for exanple, a request for managerial decision being

revi eméd)‘n%rfdi%fchwmﬁgﬁtor‘r@% iowiieil gitlal  signature, or when defining the

wor k process in groupware or the 15 like. Verification (c) is used when

savi ng documfftis ficoticaet(s)) itshar ipast lheusetavhen £be Be¢iReanperedd to

veri fy whether the contents are correct while referrlng to results of past
3

decPsi &1 2&@RENSast dEBhERACEEIN2BUAPPITE AT oh w&%@%ﬁf@ AMOFRE nEeE L E hi s
R AT R e
o U g ABRLLcant e SaLe,of PRLLCRll o0 couLnorLaer dele of L ctien,
entry nqﬁg ména&é?ggi%ﬁﬁhggxg9nghtgggﬁbrlggd purchase request, or other
authorized document with which some request is to be made for some
10 action).

Verification (b) is used when checking the contents of a
document undergoing authorization (for.example, a request for
managerial decision being reviewed) and affixing one’s own digital
signature, or when defining the work process in groupware or the

15 1like.

Verification (c) is used when saving documents (contracts)
that must be retained for a fixed period to verify whether the
contents are correct while referring to results of past decisions
and past contracts. |

20 Application programs conforming to this method can be
provided in the form of a digital signature plug-in.

The document format can regulate the logical structure of
mandatory entries, including applicant, date of application,
authorizer, date of authorization, and the like, and such mandatory

25 items as signatures, entry number, authorization conditions, and

the like. Alternatively, the format may physically restrict the

layout or the like. Hence, the document format can regulate any



the like. Alternatively, the format may physically restrict the |ayout or
thelike. Hence, the docunent format can regulate any 5 conditions of the
document. To expand on this description, according to one aspect of the
present invention, a device for managi ng el ectronic docunent formats

i ncl udes neans for inputting format data for an electronic 5 docunent;
nmeans for generating digital signatures for data related to the electronic
docunemordirneins edectiromecworuent format  storing nmeans for storing the
format data for an el ectronic docunent and the digital signatures for the
data rel at ed Toerhend| @etihor desdocnhenn, faraardiand omeans: frctontfpuitei ng
the format data for an 10 el ectronic docunent and the digital signatures
for thelRietelatvedaties tfe @PBEErofiar doenashdf erlvmt rondicedddyundet

el ectroni ¢ docunent format storing nmeans when required. Wth this

const r UGRETHH, S d&Ca UFeGararAg e inerratinds fagnal data thie apcehentreblfake
f al |f|cat|on by digital signature 15 inpossible, thereby elimnating the
ri SE of IR HEIY U MERTSs fOiC&ﬁfﬁ@ﬁl%ﬁﬁ@l&ééeﬁf%ﬂawr% % dréa Fofaeed The
above data reI a ed to the format of _the electronic  ,docunent can_be the
format ‘dat B"of © ﬁé?téloé‘&tcr ST RSEUnERE? t s et 54 Ot S At fof L P HRAT

| t d t f 20 f ther, of these t
[t T GRS Y BOSDRACt RLOSA BBt G o BBRUIT “For s e CEEATITRIEDY A

o eser e sy 1 sate SR The geTi1J] LS SVIOCLLY, esps,t3t oo

document format; and means for outputting the format data for an

10 electronic document and the digital signatures for the data related
to the electronic document format stored by the electronic document
format storing means when required.

With this construction, data regarding the format is added
to the document to make falsification by digital signature

15 impossible, thereby eliminating the risk of the document’s
recipient being deceived by an altered format.

The above data related to the format of the electronic
aocument can be the format data of the electronic document itself,
a description of the electronic document format, or reference data

20 for either of these two.

It is desirable. that the electronic document formats be
certified by a prescribed certificate authority. The certificate
authority keeps custody of the verification data and can provide
the user with data regarding the document’s validity, conditions

25 for invalidation, updated versions, and the like. The certificate

authority certifies the document format by affixing a digital

signature to the electronic document format. Certification may



the user with data regarding the docunent's validity, conditions 25 for
i nval i dation, updated versions, and the like. The certificate authority
certifies the docunment format by affixing a digital signature to the
el ectroni ¢ docunent format. Certification may 6 also be performed using an
attribute certificate. Wen certifying a docunent format, the certificate
authority <can affix a digital signature to the format data, which is the
obj ect algfo der tpd1 tatnah, uprncan dfixilbute gieat iSigmat ure to
identification 5 data that can uniquely identify the format data by a
reception i démn featidyinkea [docament ddineterthocardeviiceteragylsoentyt he
present invention can also be inplenented by a nethod. A portion of this
met hod @habéixigrplersat et giathiee tonphr éorprdgiam , Y0 ithese thspeleiecof the
present invention and others will be described in nore detail below wth
ref er effecestihécatéorpatyrag afdriahe fdy idmd S §he Aurdd oskdpet bf i¢qleion
attached cl ains. BRI EF DESCRI PTI ON OF THE DRAWNGS 15 In the draw ngs:
Fi g2 1933 YrafekC aghagiehowi A§nEREYolreraltio rEd s tdadet iksh @ ofe@pption
el ectroni c docunent faornmat nanagenment system according to the preferred
enbodi MERMof L e Pr et ifRention; 20 Fig. 2 is a flowchart show ng a
portion of the steps.in a d&)roce.ss executed by the format  issui ng agency

n can

accordi ng t o Thé99Prerer FRSP &fyodisrenRt System, "the present inventi

also be implemented by a method. A portion of this method can be
implemented with a computer program.

10 These aspects of the present invention and others will be
described in more detail below with reference to the accompanying

drawings and within the scope of the attached claims.

BRIEF DESCRIPTION OF THE DRAWINGS

15

In the drawings:

Fig. 1 is a block diagram showing the overall construction
of an electronic document format management system according to
the preferred embodiment of the present invention;

20 Fig. 2 is a flowchart showing a portion of the steps in a

process executed by the format issuing agency according to the
preferred embodiment;
Fig. 3 is a flowchart showing the steps in the process executed
by the format certificate authority according to the preferred
25 embodiment;
Fig. 4 is a flowchart showing the another portion of the steps

in the process executed by the format issuing agency according to



Fig. 3 is a flowhart showing the steps in the process executed by the
format certificate authority according to the preferred 25 enbodinent;
Fig. 4 is a flowhart showi ng the another portion of the steps in the
process executed by the format issuing agency according to 7 the preferred
enbodinent; Fig. 5is a flowhart showng the steps in a process for
creating a docunent using a format provided according to the preferred
enbodi et ;prFyred pedfrieovichart showi ng the steps in a process for
verifying the format of a docunment created in the preferred enbodi nent;
Fig. 7 is anlaxpl anatory @iagrharsheWengnohéheomitiegsr aitli on podcéds nhvrdat a
managed by the format issuing agency; 10 Fig. 8 is an explanatory di agram
showi ng-19RL IgBhf f gdestiMeRt ofs H%oe umerimadr eaf @il ded ngcchediogndio daka of
the preferred enbodinent; Fig. 9 is an explanatory di agram show ng an
exanpl G §orrhtemRg @tcording to the preferred enbodi ment:; 15 Figs. 10A
and 10B are expl anatory diagrans show ng an exanple docunent created,
confirmed, ard-%uthot§ zediba¥edash EREVEHANENS RS nFigy. PRCEFFHston1A
and 11B are_explanatory diagrans showing a portion of falsified data in
the dociFferiy 319 UBEFatzRF 14T FPgs.2 10ACHREN 108 S DG Fi ¢8. IPA RREFI2E dre

expl anaetmqbrgldidnlleargcr;arrs showi ng a portion

Fig. 7 is an explanatory diagram showing the configuration
of format data managed by the format issuing agency;

10 Fig. 8 is an explanatory diagram showing the configuration
of a document created using the format data of the preferred
embodiment;

Fig. 9 is an explanatory diagram showing an example of format
data according to the preferred embodiment;

15 Figs. 10A and 10B are explanatory diagrams showing an example
document created, confirmed, and authorized based on the format
data in Fig. 9;

Figs. 11A and 11B are explanatory diagrams showing a portion
of falsified data in the document illustrated in Figs. 10A and 10B;

20 Figs. 12A and 12B are explanatory diagrams showing a portion
of altered format data in addition to the portion of falsified data
in the document illustrated in Figs. 10A and 10B;

Fig. 13 is an explanatory diagram showing an example of format
data that can be referenced based on a reference code;

25 Fig. 14 is an explanatory diagram showing a document that has
been created, confirmed, and authorized by referencing the format

data in Fig. 13;



of altered format data in addition to the portion of falsified data in the
document illustrated in Figs. |0A and 10B; Fig. 13 is an expl anatory

di agram showi ng an exanple of format data that can be referenced based on
a reference code; 25 Fig. 14 is an explanatory di agram show ng a docunent
that has been created, confirned, and authorized by referencing the format
data in Fig. 13; 8 Fig. 15 is an explanatory di agram showi ng a portion of
fal sified dattad.n theidocmeakpbénktgryl4iakirgm léhowiran explcandtoor yof

di agram show ng a docunment based on a prescribed format; and 5 Fig. 17 is
an explfanatioriedidegraamrs hove npamexanpf eFof. B terati ons made to the
docunent of Fig. 16. BEST MODE FOR CARRYI NG OUT THE | NVENTION 10 A
preferred entiodi-ngrit isf anhexplesenvriyndeaviren whbhihe adéscribed bhasow.

Fig. 1 shows an el ectronic docunent format managenent system according to
a pref exr ed rardsodti et fofrndie present invention, and in this figure, the
system conprises a format certificate 15 authority 10, a format issuing
agefcy 20, afdig-ent’t &fnPhalex30,anairdt hdlagkan ghpwébfinést ekafi & of
conmmuni cation network 40, such as the Internet. The el ectroni c docunent

f or mat erfaeErtS Bt ddtordRHYReD- the ptef etfed enbodi ment provides a
format in response to requests fromthe client termnal 30. The fornmat of
el ectroni c 20 docunents managed by the issuing agency 20 can be an existing

BEST MODE FOR CARRYING OUT THE INVENTION

10 A preferred embodiment of the present invention will be
described below.

Fig. 1 shows an electronic document format management system
according to a preferred embodiment of the present invention, and
in this figure, the system comprises a format certificate

15 authority 10, a format issuing agency 20, a client terminal 30,
and the like, all connected via a communication network 40, such
as the Internet. The electronic document format management system
according to the preferred embodiment provides a format in response
to requests from the client terminal 30. The format of electronic

20 documents managed by the issuing agency 20 can be an existing
standard format created by the issuing agency 20 or a specific format
author, or a format specific to a registered user according to a
request from the user of the client terminal 30. The certificate
authority 10 serves to certify the formats issued by the issuing

25 agency 20 and, in the present embodiment, issues an attribute
certificate tocertify the format. Naturallyanymethod can be used,

provided that a digital signature is affixed to the document to



standard format created by the issuing agency 20 or a specific format
author, or a format specific to a registered user according to a request
fromthe user of the client termnal 30. The certificate authority 10
serves to certify the formats issued by the issuing 25 agency 20 and, in

t he present enbodi ment, issues an attribute certificate to certify the
format. Naturally any nmethod can be used, provided that a digital

si gnat wrexrtiist yathexeornat t hé'cdoenarpi et alid el siihpatheekorambe &Hoplexdnpl e,
digital signatures can be applied using XM.'s detached, envel oped, or

envel opimighgixgidtsude tmsthtecd. enThéd operdt, i bircaheedaphopi s¥ghdtvan mesioger f or m
the functions of the issuing agency 20. 5 The issuing agency 20 incl udes,
for exdif® esradivielsaser gekho0lity bh cpppkilsat Penfgenvidre ZOR\ ctammhsacdatabase
managenment system 203 all connected to a LAN 204. The LAN 204 connects to
the corffiinirtatddanNGietddbrk 40 via a router 205. The web server 201

provides a user interface with the client termnal 30. 10 The issuin

agefcy 20 serfhssipgusngragediy Andyel Wiett Lo/ exXamptamenteh Geraes. 2@80n
receiving a request fromthe client termnal 30, the issuing agency 20
provi de¥! #PR} &R T SHotRme2 (Gt 4%¢%¢%§%Im%ﬁﬁg?%@%¥n%YS%@mv¥%3the
connunic%yion network 40. An ent8¥ for an el ectronic docunent format

i ncl udést! a§oPReCES St neC exanpfl of VFi g. e d&PE foP 4t IPTEISTES ofiPe o' unent

format, a digital signature the issuing a cy 20, an attribute
Lot et e by S EE 01 bes: 6 i BP5Y, e s H95R" “2ta for

the el epCJ_IorvOincieCs daocuusneerntirgtoér a'EceStvElPt% a%ﬁes éfleer%?pt?g{n?'{]r?ael 30.

10 The issuing agency 20 serves to store and manage electronic
document formats. Upon receiving a request from the client
terminal 30, the issuing agency 20 provides an electronic document
format to the client terminal 30 via the communication network 40.

An entry for an eiectronic document format includes, as in

15 the example of Fig. 7, data for the electronic document format,
a digital signature of the issuing agency 20, an attribute
certificate issued by the certificate authority 10, and the like.
Data for the electronic document format stipulates the appearance
of the document (size, ruled lines, and the like), essential items

20 (required content), and essential procedures (affixing a digital
signature). A more detailed example of format data will be
described below based on Fig. 9. The database management system
203 stores and manages format entries in a format database 215.

The application server 202 in the issuing agency 20 executes

25 various services for the issuing agency 20. For example, the

application server 202 functions as a signature calculating unit

211, a temporary format registering unit 212, a main format

10



of the docunent (size, ruled lines, and the like) , essential itenms 20
(required content), and essential procedures (affixing a digital
signature). A nore detailed exanple of format data will be described bel ow
based on Fig. 9. The database managenent system 203 stores and nanages
format entries in a format database 215. The application server 202 in the
i ssui ng agency 20 executes 25 various services for the issuing agency 20.
For examdisstatieng applt cdti,or Senrwert 2@2 richnoii ons tagld, sagdatoeelike.
calculating unit 211, a tenporary format registering unit 212, a main
format 10 r dfisstaanitig lgsitte 213 hog iftor ARt isearshihgruhiite2ddrt ahdcahes| i ke.
The certificate authority 10 issues attribute certificates for format

ent ri est &t drogmagndnianagedit pyed nd sEiass cagenelye 205 snicng aloseont 8Pesndnd
manages attribute certificates. The certificate 5 authority 10 provides

t he cli%®rto tsrhTfalangd ANy SisnREtraGs 68 thE L€aneent Taﬁt%ﬁﬂg‘w@te
perlod of validity, and the like of attribute certlflcates upon request.
For Jt hialthassiny th@rauedas itha elagriotFEy 110 1hd8 vhENshECEypeier orb

server and the |ike as the issuing agency 20. 10 Exchanges between the
issuindjgbéMRF%RFanﬂuE%??F%?%EYe gﬁﬁﬂﬁ@r?@ v 1l dquestichd hdl 1 k& P hg
attribute certificates)_.can erforned over a res ri bed dedi cated |ine.
Fig. 295 ‘fto%ﬁgrrttl HERTTG SPEBE i °Aptoress” 'S B§2SPRe |E}é%| ng
a0ty 26 foLerboran Ly ren s o s decun Tt e o8
f or mat d%&?&ﬁ?Qﬂ%?issuléhfgég%éhe &Ilent
10 Exchanges between the issuing agency 20 and certificate
authority 10 (requesting and issuing attribute certificates) can
be performed over a prescribed dedicated line.
Fig. 2 is a flowchart showingl steps in a process executed by
the issuing agency 20 to temporarily register a document format.
15 As shown in Fig. 2, format data is inputted into the issuing agency
20 in S10. The inputted format data can be issued from the client
terminal 30. In S11 a unique entry number is assigned to the format
data entry. An identifier indicating the source of the format data,
such as whether the data was prepared independently by the issuing
20 agency 20, prepared by an outside vendor, received from the client
terminal 30, or the like can be attached to the entry number. 1In
512 the digital signature of the issuing agency 20 is calculated
by the signature calculating unit 211 and applied to the combination
including the entry identifier and format data. In S13, the data
25 set including the entry identifier, format data, and signature is

temporarily registered in a prescribed storage area.

Fig. 3 shows steps in a process executed by the certificate

11



termnal 30. In S11 a unique entry nunber is assigned to the format data
entry. An identifier indicating the source of the format data, such as
Whet her the data was prepared i ndependently by the issuing 20 agency 20,
prepared by an outside vendor, received fromthe client term nal 30, or
the like can be attached to the entry nunber. In S12 the digital signature
of the issuing agency 20 is calculated by the signature calculating unit
211 ancruppiiiddy L0 the scorbanatt onibute lceditnd iché¢ eent Aftedentiofrinat lang
format data. In S13, the data 25 set including the entry identifier, format
data, drRPTsiigEERIE Ly lerpd @dtyrdeyl sterett imrecpresef i bed. s?ordlge
area. Fig. 3 shows steps in a process executed by the certificate 11

aut hor i ¥SFUING (Idyxibe %h re&asisHst éh@eﬁﬁfﬁléa?éteAﬁtléFlOélfi(ﬂr At thaksspeen

tenmporarily stored according to the process of Fig. 2, the issuing agency
20 reqUESES tEROUES EREF AL 82 RAt FRFT Y 1T (49 §§a§en5no%ttthq batrBager t?¥i cate
certlfylng the content_of the format. As 5 shown in Fig the client

ter /i nath QKPréEeFV@b(ﬁMatPErQJl%QﬁnﬁﬁéW%P?lré&fﬁ%ﬁ%&yﬁ%rﬁﬁFafﬁﬂﬁt%e

i ssuing agency 20 in S20. The certificate authority 10 generates a

certifi 4] Yfﬁe&ls‘ieﬁf%ﬂzfo%r 085 ths ACEHIHGt 89EBFYi £PcafeSTH- S22,

and sends the certificate to the issuing agency 10 jp. S23. The at%rlbute

10 cor LT G § £l fdb e G UTE K HbP AT {Toat L SYst bHe2 Cht BOSRDHELFR ng

t he for.mat s certlfled b ital si ature of certifi

aut hor 1 1y 7.7 P& afﬁ e S P L ITeaF 8L F S OGS 4™ RAZ i S50 REPABeRES 20

along Wih the for ma dﬁ 1Te; 6b1 ento doer m pal, , 39, 5an Syl y, end, e
|ca She hé

attri bute cer

10 certificate 1is based on the X.509 certificate system. Data
concerning the format is certified by the digital signature of the
certificate authority 10. The attribute certificate is sent to the
issuing agency 20 along with the format data. The client terminal
30 can simply send the attribute certificate alone when the format

15 issuing agency 20 can identify the attribute certificate without
the format data.

Fig. 4 shows the steps in the main format registration process
executed by the issuing agency 20. The issuing agency 20 executes
this main registration process after receiving the attribute

20 certificate sent from the certificate authority 10 in the process
of Fig. 3. As shown in Fig. 4, the issuing agency 20 receives data
for the temporarily registered format in S30 and also the attribute
certificate corresponding to this data in S31. All of this data
is recorded in the format database 215 in -S32.

25 The client terminal 30 can extract format data from the
issuing agency 20 via the communication network 40. The client

terminal 30 extracts desired format data using the format searching
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15 issuing agency 20 can identify the attribute certificate without the
format data. Fig. 4 shows the steps in the main format registration process
executed by the issuing agency 20. The issuing agency 20 executes this
main registration process after receiving the attribute 20 certificate sent
fromthe certificate authority 10 in the process of Fig. 3. As shown in
Fig. 4, the issuing agency 20 receives data for the tenporarily registered
format umitS30 dand thsolshelng tadanute 20ckyt i fipetat ene orlrespyerdofigt o omahi s
data in S31. Al of this data is recorded in the format database 215

i n- S32.p25ickhec kol vakhtditeyr i viahe BO(@ahheX: r agndf oremtiidata fromthe issuing
agency 20 via the comuni cation network 40. The client termnal 30
extracts desifredupernaf tdet alisnigt ¢ el iak pék usSearT Birgg criPegdndecengndf t he
i ssuing agency 20 by inputting the type of format, period of validity,
owner (RAFRTIINGAPPLACALleE OTH qidakeoko tiwud] fafe trerdrithal e8bragesda
prescri bed docunent processing application or the like to input data into
the%ﬂﬁ%ﬂ@ﬁd@ﬁoﬁﬁ%%&%?%Mfm%ﬁ%§%ﬁmm%ﬁq§¥%m%i nEpgo &t |n
S40 of Fig. 5, the client termnal 30 extracts format data fromthe issuing

agency 207+ Ar b $ltieng, te B iders CaKtvert Fyf THEA sFGhaL b ¥ 60 S heSUi RS ui ng
o Vet 193216 ont Bh CBES LTS orHASFRG PRB PUBHTE I BRI PeLES gt
the certificate authority. 10 dthe attribute  certifjcate described
above. AT G Cat i CRGL et F by 80T} EqbFT ettt EmkEr R S53* arbea
di gi talisssi 'nr% lé'l'&_;%nic?/ %%ra%(e:gligi}/n&iet 2ontent of the form using the public
10 key certificate of the certificate authority 10 and the attribute
certificate described above. After verification, the user inputs
required items in S42 and a digital signature in $43 according to
the format data. The final appearance of the electronic document
created by the user is similar to that shown in Fig. 8. 1In 544,
15 the electronic document is outputted to the intended recipient.
The digital signature of the author can also be included in a portion
of the document. A detailed example of the authorization process
and the like performed by the authorizer after the entire process
described above is completed will be described later with reference
20 to Figs. 10A and 10B.
Fig. 6 shows steps in the process executed by the recipient
of the electronic document created by the user. As shown in Fig.
6, according to need the recipient can verify the signature of the
document author in S50, confirm the authenticity of the format
25 according to the digital signature of the issuing agency 20 in S51,

further verify the authenticity based on the attribute certificate

in 852, or acquire data from the certificate authority 10 in S53
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the format data. The final appearance of the electronic docunent created

by the user is simlar to that shown in Fig. 8. In S44, 15 the electronic
docunent is outputted to the intended recipient. The digital signature of

the author can also be included in a portion of the docunent. A detailed
exanpl e of the authorization process and the |like perfornmed by the

aut hori zer after the entire process described above is conpleted wll be

descri bedlilcattemonthle velédihgeof 2Met doEugent16Ad artte tid: o gotba shwwmsr st eps

in the process executed by the recipient of the electronic docunent

cr eat edehns itdme exsiert.s.As shown in Fig. 6, according to need the recipient

can verify the signature of the docunent author in S50, confirmthe

aut henti ci t y Iof orfler ftor aEec25cadtopdiong stse st fleodn gint Bigsi ghet and wfhehe

i ssuing agency 20 in S51, further verify the authenticity based on the

attri bdeeldged pPreacesepmisyhe eera¢qurpeccitthdron tlie tepvinpcaaency

authority 10 in S53 13 indicating the validity of the docunent and whet her

or ot 28/ némsr chigndi dierdxinstls . 30/n IRt 9l REGIATS tdee prvtieskerd shihn i n

Figs. 3-6 and other required processes at the certificate authority 10,

i ssui n§ tRFEEy Mestign S0ang Lel RBAt Ster AT n&l2 30, CUBAPUL &3 t Brd el Bk e on
‘installed via storage nmedia 50, 51, and 52, or via a conmmunication network,
on pr @LESBEPECoRPUPEF ey SY RREMPrioRA Helrd it hBecertFHftaR ke AT 1YY 10,
i ssui ng .agency ,20, and client term_nal 30. Next, nore detailed exanple
will bgodeslc's ed. [P Y 23110\/%1 f&]&%ﬁ%@d}%ﬁ%ta for a docunent used

to request t%%x%gngggﬁ%adetailedexamplevﬁjj_bedescribed. Fig. 9 shows

10 example format data for a document used to request the purchase
of goods or the like. 1In the presumed process for this document,
the author creates the document; the account manager confirms the

estimated costs; and the authorizer subsequently authorizes the

purchase. In this example, requirements are listed in the
15 “Mandatory sections,” wherein required details are specified for
the author, account manager, and authorizer. “Signature required”

indicates that the digital signatures of the account manager and
authofizer are required in this document. The digital signature

of the issuing agency is added to the format data of the document,

20 as is the attribute certificate from the certificate authority.
A document that has been created, confirmed, and authorized

according to the process described above is shown in Figs. 10A and
10B. In this example, the contents of the application are
concatenated onto the document format data of Fig. 9. 1In addition,

25 digital signatures of the account manager and authorizer are affixed
to the document. Various configurations can be employed, wherein

the digital placement of the digital signatures and the like for
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of goods or the like. In the presumed process for this docunent, the

aut hor creates the docunent; the account nmanager confirms the estimated
costs; and the authorizer subsequently authorizes the purchase. In this
exanple, requirenents are listed in the 15 "Mandatory sections,” wherein
required details are specified for the author, account manager, and

aut horizer. "Signature required" indicates that the digital signatures of
t he acaduntautimagercapdntanthenkezerand eaugtur T 2elr ideddrids doctirenhetAbe
digital signature of the issuing agency is added to the fornmat data of the
docunertf 2eadsinie thwe fatrnr iangt ¢ heemveirflifdate fonomrvlgerager t Foércaxample,
authority. A docunent that has been created, confirmed, and authorized
accor dire teottthe preossess tdeweridsed abelveuicboshewn caANFygeerdDA dhditddB. In
this exanple, the contents of the application are concatenated onto the
docurmergidrrtimte Hater ofeH PN A Baddindi on, respecgival vsi ghafu@esl OB/ t he
account manager and authorizer are affixed to the docunent. Various

confi gl atittha Wddp heagnplespedt aviefdpatadhe igngittar pratkaentonferhe”
digital signatures and the like for 14 the author, account manager, and
aut hor i ¥t tRIpénds” bt e r?@tqud@nfo?héraé:ﬁqqﬁt PRE3ALEE M Akt e heOCVefREFCat i on
program For exargjl“e, t he aut hor, account manager, and authorizer can
gener at¥ T A9 siigrR e dlaG9 e c SiEGe OR Y B,ndaﬁheC?UFggﬁéEFirvéPth?n
Fig. 10B; 5 or_the author can generate a gigital signature in the

A)

" Cont ent St LER | PN AR PorP U SRR AR t HeChERBunt manager in the
"Cont ent s" ection and " Account nager." section,. and the authorizer in
the "Contents" §8@Fil§ﬁca?ﬁ&m/§u?ﬁ%/ra?‘%gfa'tesczﬁc &R, the above ekample. ““In

10 the example document of Fig. 17, it 1is conceivable that the
confirmation date of the account manager could be falsified when
there is no signature for the account manager. However, if the same
irregularity were attempted in the document of Figs. 10A and 10B,
the result would be similar to that shown in Figs. 11A and 11B.

15 First the recipient verifies that the digital signature of the
issuing agency for the “Mandatory sections” and the attribute
certificate of the certificate aufhority are correct. Then, by
checking the "“Data” section, the recipient can confirm whether
requirements in the “"Mandatory sections” have been satisfied. When

20 checking the "“Data” section, the recipient detects that the
stipulation requiring the account manager’s signature has not been
met. Hence, the recipient discovers the irregularity.

Now let’s consider a case when the description in the
“Mandatory sections” is altered along with the falsification of

25 data. Here, the confirmation date for.the account manager has been

altered, and the signature for the account manager has not been

included. In addition, the "“Signature Required” description

15



Any falsifications can be detected in the above exanple. In 10 the exanple
docunent of Fig. 17, it is conceivable that the confirnmation date of the
account nmanager could be falsified when there is no signature for the
account manager. However, if the sanme irregularity were attenpted in the
docunent of Figs. 10A and 10B, the result would be simlar to that shown
in Figs. 11A and 11B. 15 First the recipient verifies that the digital

si gnat Urisstafd ffhe thssuauprageaoygtorin ide" Miadads beyy secttiionss” and héaen
attribute certificate of the certificate authority are correct. Then, by
checki rg ttedheed Dat A'Sispettiworg Aoie aredli g1 edty thhscoader npwheehefying the
requirenents in the "Mandatory sections" have been satisfied. Wen 20
checki mjgditea ' Pagpatseetionthehs sudgipheancdetieths “hadatiesy se¢piudasi on
requiring the account nmanager's signature has not been nmet. Hence, the
reci pi emd dilse ey sl Hee | ¢eegulf beaty . o Nowr e ete st Ebihei derawt kaset whehh¢ he
description in the "Mndatory sections" is altered along with the

fal 8i f itath@eYiy 125fdapd.p CAHA I HARF ke i SR NEE® Mo P SFRé CREC dim®
manager has been altered, and the signature for the account manager has not

been iRRSTuded-©19f addition, the "Signature Required" description 15
|isted for the account nmanager_in the "Mandatory sections" has been
altered to " 3l Yitart &Pee@‘E‘PB%a‘?f.'prloﬁeﬁﬁilélngcas(ioc%ﬁrer\ll%t’“’ihflgieh§f2ﬁérlaﬂgwaI
4 TaLULe 191, L7 d S3ung, 295K B e, Nendat oLy, sORLLONGT pcand,0F,
found QXEC¥35¥§gé¥£&r¥gr%£¥adé A@da%%g% %gg%ggnagtgaéanbggnagé£§£gg'via
10 the network by specifying the name “URI,” for example. 1In this
example, the format data is stored on a file server. The format
identifier is specified by the “FormID,” which in this example is
“ExampleCompany2002-1234.” Fig. 14 shows a document after being
created, confirmed, and authorized. To verify the document format,
15 format data is acquired based on the specification “FormURI.”
“URI” alone can also be used as the ID of the format data.

Fig. 15 shows the document in which the confirmation date of
the account manager has been falsified. Naturally, the signature
for the account manager is missing. In this case, the request for

20 the format data is first verified. Subsequently, it is determined
whether the document conforms to the specifications in the format
data. The irregularity is discovered after determining that the
signature of the account manager is required but is miésing from
the document.

25 In the preferred embodiment described above, the present

invention can confirm the authenticity of an electronic document

format based on the digital signatures of the format author (format
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Next, an exanple of processing a docunent while referring to registered

format data will be described. Fig. 13 shows an exanple of registered
format data. This fornmat data can be acquired via 10 the network by
specifying the name "URI," for exanple. In this exanple, the format data

is stored on a file server. The format identifier is specified by the
"Formi D, " which in this exanple is "Exanpl eConpany2002-1234." Fig. 14
shows anatooyementarad tertiberdigoacreated; i Condte nedihandt aut Andi zed. aToiderify
t he docunent format, 15 format data is acquired based on the specification
" For mMURI raudulgRice ghonedclan fallse e aisen as thredpbaoformet {f ofiemicedatae Fi g.
15 shows the docunment in which the confirmation date of the account
managerpirseieehn Vel si ¢ edanNRravarey a ea vsingigdtturen v ¥ gamneiet akeouhle
manager is mssing. In this case, the request for 20 the format data is
first verigiRti®ubsehuentdgtronics deeerpinhed thwmet hernt hendeeanehtgh
confornms to the specifications in the format data. The irregularity is

di scoverebi At ekt eter A A§SLARE ARE MSGEINGT © ofeteet BRtbuntoFaRager s
required but is mssing from the docunment. 25 In the preferred enbodi nent
descri beF®bove, the present invention can confirmthe authenticity of an
el ectroni c docunent format based on the digital signatures of the fornat
author (format 16 manager) and a third party certificate authority, and
can avoid fraudul ence caused by falsification of the data format. Hence,
the present invention can provide a convenient environnment for the
circulation of electronic docunents that can ensure high
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S5 reliability in the issuing and managi ng of el ectronic docunent formats.
17 CLAIMS What is clainmed is: 1. An electronic docunent fornmat managenent
system conprising: 5 means for inputting format data for an electronic
docunent; - means for generating digital signatures for data related to the
el ectroni ¢ docunent format; electronic docunent format storing nmeans for
storing the format data for an el ectronic docunent and the digital
signatures 10 for the data rel at edCLAIMSe el ectroni ¢ docunent format; and
means for outputting, when required, the fornmat data for an electronic
docunenthadnd ¢ el adimgid ails si gnatures for the data related to the electronic
docunent format stored by the el ectronic docunent format storing neans. 15
2. An el ectrdnic Abcupkattfonhat Aasagentnt foyswem meomgdndry: eYeeemoni c
docunent format storing neans for storing format data for an electronic
docunetCTHT 1@s'dBti ation with a digital 20 signature for data related to
the _el ectronic docunent format; and means for outputting, when required,
thedformat d&SRToLCEniNBLEELPENferBRdE MR Tafdephel 8r§r PR CsHranenes for

the data related to the electroni¢c docunent format stored by the
el ectronic d&EﬁﬁﬁhFor generating digital signatures for data related to

the electronic document format;
electronic document format storing means for storing the
format data for an electronic document and the digital signatures
10 for the data related to the.electronic document format; and
means for outputting, when required, the format data for an
electronic document and the digital signatures for the data related
to the electronic document format stored by the electronic document
format storing means.
15 |
2. An electronic document format management system
comprising:
electronic document format storing means for storing format
data for an electronic document in association with a digital
20 signature for data related to the electronic document format; and
means for outputting, when required, the format data for an
electronic document and the digital signatures for the data related
to the electronic document format stored by the electronic document
format storing means.
25
3. An electronic document format management system as recited

in Claim 1, wherein the data related to the electronic document

18



format storing neans. 25 3. An el ectronic docunent format nanagenent system
as recited in Caiml, wherein the data related to the el ectronic docunent
18 format is the electronic docunent format data itself. 4. An electronic
docunent format nmanagenent systemas recited in Claim1, wherein the data
related to the electronic docunment 5 format is a description of the format
data. 5. An electronic docunent format managenent systemas recited in

d ai m Ifomtet e the edatetrelat edotonehie ebovdt ofdcadocsaeht format is
reference data for the electronic docunent format or a 10 description of
the el ectronic docunent format. 6. An el ectronic docunent format nanagenent
systemas recited in Claiml1l, wherein the el ectronic docunent fornmat
storing nmeans?- Rorelrgt xaroresogimgntri pinat sengiogeneaites Yot cr @S g1 hgdt he
15 el ectronic docunent format. 7. An el ectronic docunent format certifying
syst em it dritisi hy: Whreshish fiohe | dpta tT PP BRE at ¢ et 2t ctll €6 PN &F e@PFORERT
docunent 20 format; neans for generating a unique reception identifier;
meads HotrTyEheratd eI REFIbute ce? t19T8aE ed2?ng the data related to
the el ectronic docunent format and the reception identifier; and 25 nmeans
for storing the attribute certificate.

5. An electronic document format management system as recited
in Claim 1, wherein the data related to the electronic document
format is reference data for the electronic document format or a

10 description of the electronic document format.

6. An electronic document format management system as recited
in Claim 1, wherein the electronic document format storing means
further stores an attribute certificate for certifying the

15 electronic document format.

7. An electronic document format certifying system
comprising:

means for inputting data related to an electronic document

20 format;

means for generating a unique reception identifier;

means for generating an attribute certificate using the data
related to the electronic document format and the reception
identifier; and

25 means for storing the attribute certificate.

8. An electronic document format certifying system

19



8. An electronic docunent format certifying system 19 conprising: neans
for inputting data related to an el ectronic docunent format; nean's for
generating a unique reception identifier; 5 means for generating a digital
signature for the data related to the el ectronic docunent format and the
reception identifier; and neans for storing the data related to the

el ectroni c docunent format, the reception identifier, and the digital

si gnat waamprliGihg:An el ectroni ¢ docunent outputting system conpri sing:

means for creating an el ectronic docunent according to operations by a
docunent aut eanardans iputdssocidattiengedatadr ebatrdet ectnoel ecdoomnent
docunent 15 format to the el ectronic docunent; and nmeans for outputting

t he el éstm@ti;c docunent associated with the data related to the electronic
docunent format. 10. An el ectronic docunent outputting systemas recited in
20 O ai m9 ameaiseddh TUHLATCIIDR MitIdwe efeetrior® ooinentes or mat
managenent system conprising: neans for inputting format data for_an

el eétroni ¢ dOEAENEOT GRS T DT getbp hE R I@ngittEle Spgridhefas af belayatd
related to the electronic docunent format; 25 el ectronic docunent fornat
Storin§Qﬂ£ﬂﬁ;qkﬁ¢%ﬁQﬂ%9mF??ﬁment format and the reception identifier;

and
means for storing the data related to the electronic document
format, the reception identifier, and the digital signature.
10
9. An electronic document outputting system comprising:
means for creating an electronic document according to
operations by a document author;
means for associating data related to an electronic document
15 format to the electronic document; and
means for outputting the electronic document associated with

the data related to the electronic document format.

10. An electronic document outputting system as recited in
20 Claim 9 and used in conjunction with a electronic document format
management system comprising:
means for inputting format data for an electronic document;
means for generating digital signatures for data related to
the electronic document format;
25 electronic document format storing means for storing the
format data for an electronic document and the digital signatures

for the data related to the electronic document format; and

20



format data for an el ectronic docunment and the digital signatures for the
data related to the electronic docunent format; and 20 nmeans for
outputting, when required, the format data for an electronic docunent and
the digital signatures for the data related to the el ectronic docunent
format stored by the electronic docunent format storing neans; 5 whereby
the data related to the electronic docunent format wth affixed digital

si gnat ur e outmrarted or omtphé tehget vbancregotte@ntt Horfratmatadagenténtr syst em
is associated with the electronic docunent. 10 11. An el ectronic docunent
out put td rer oyt iemdoonpensi argd theedhgital scropstiune afioel dot datiacr dbzuaent
according to operations by a docunent author; neans for associating data
rel at edca dhare & ecronint codomement ornar mgtonas! bhietled edecsmion idodemmement 15
means for generating a digital signature of the docunent author for

el ect r drftEnafociirEnit g déeiated with the data related to the electronic
docunent format; and neans for outputti ng t he el ectroni ¢ docunent

assdci at ed witlerate tdat datel aedates tRetbreeteohrendecunenncnbr hafmahd t he
digital = 20 signature of the document author. 12. An el ectronjc docunent

di spl ay’isyst Bf e 8RPr ikiHgal ndhaRafoF e r SERH G ant BPBcthEni L oktrieht
associ g%}ed wth_ data related to an el ectroni ¢ docunment fornat that

i ncl ud cpmeyE: épé{n@am%qwgﬂtesystem is associated with the electronic
document.
10 11. An electronic document outputting system comprising:

means for creating an electronic document according to
operations by a document author;

means for associating data related to an electronic document
format to the electronic document;

15 means for generating a digital signature of the document
author for electronic documents associated with the data related
to the electronic document format; and

means for outputting the electronic document associated with
the data related to the electronic document format and the digital

20 signature of the document author.

12. An electronic document display system comprising:
means for receiving an electronic document associated with
data related to an electronic document format that includes a
25 digital signature;
means for verifying the digital signature; and

means for displaying the electronic document format based on
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means for verifying the digital signature; and neans for displaying the
el ectroni ¢ docunent format based on 21 the data related to the electronic
docunent. 13. An el ectroni c docunent format nanagenment nethod conpri sing
the steps of: 5 inputting format data for an el ectronic docunent;
generating digital signatures for data related to the electronic docunent
format; storing the fornmat data for an el ectronic docunent and the digital
si gnat urtes dajra tihel dlat@d rel @tedcleoct henet eddconect docunent 10 format; and
out putting, when required, the fornmat data for an el ectronic docunent and
the digital signatures for the data related to the electronic docunent
format stored in the step of storing the electronic document format. 15
14. An el ect rlohi ¢ Adocuessrt foriat deedyenent foendod manageretied NOLICPAI m
13, wherein the electronic docunment format storing step further stores an
attri buBEREYTiH9 cHhe $pshef el ectronic docunent format. 20 15. A storage
medi_ um that can be read by a conputer and stores a conputer program for
managi ng el ecit'MBHi Id Mo &t ST compt 18 heen he afR_CY R § hput t i ng
format data for an el ectronic docunent;
generating digital signatures for data related to the
electronic document format;
storing the format data for an electronic document and the
digital signatures for the data related to the electronic document
10 format; and
outputting, when required, the format data for an electronic
document and the digital signatures for the data related to the
electronic document format stored in the step of storing the
electronic document format.
15
14. An electronic document format management method as
recited in Claim 13, wherein the electronic document format storing
step further stores an attribute certificate for the electronic
document format.
20
15. A storage medium that can be read by a computer and stores
a computer program for managing electronic document formats
comprising:
means for inputting format data for an electronic document;
25 means for generating digital signatures for data related to

the electronic document format;

electronic document format storing means for storing the
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25 nreans for generating digital signatures for data related to " the

el ectroni c docunent format; electronic docunent format storing neans for
storing the 22 format data for an el ectroni c docunent and the digital
signatures for the data related to the electronic docunent format; and
means for outputting, when required, the format data for an electronic
docunent and the digital signatures for the data related 5 to the

el ect r dmmmadociarrent offoamet L &t or @ui bydadenagiteetndonhe doguhehtsidoaates

storing neans. 23
for the data related to the electronic document format; and

means for outputting, when required, the format data for an
electronic document and the digital signatures for the data related
5 to the electronic document format stored by the electronic document

format storing means.
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