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INFORMATION FEEDBACK METHOD AND RELATED APPARATUS 

[0001] This application claims priority to Chinese Patent Application No. 202111677172.9, filed 

with the China National Intellectual Property Administration on December 31, 2021 and entitled 

"INFORMATION FEEDBACK METHOD AND RELATED APPARATUS", which is incorporated 

herein by reference in its entirety. 

TECHNICAL FIELD 

[0002] This application relates to the field of communication technologies, and in particular, to 

an information feedback method and a related apparatus. 

BACKGROUND 

[0003] A wireless local area network sensing technology is inferring and sensing a surrounding 

environment by analyzing a wireless signal, for example, channel state information (channel state 

information, CSI), "modulated" by various obstacles. A sensing session in a wireless sensing 

technology includes several stages: a discovery stage, a negotiation stage, a measurement stage, a 

feedback stage, and a termination stage. The CSI information is mainly transmitted in the 

measurement stage and the feedback stage of the sensing session. To be specific, the CSI is obtained 

in the measurement stage, and the CSI is fed back in the feedback stage. If an unauthorized person 

obtains the CSI in the sensing session, the unauthorized person may analyze the surrounding 

environment based on the CSI information, and determine whether there is a person in a room, or the 

like. Therefore, to avoid monitoring by the unauthorized person, the measurement stage and the 

feedback stage of the sensing session need to be protected, to avoid privacy disclosure. 

[0004] Currently, for the feedback stage of the sensing session, a feedback person feeds back a 

CSI feedback frame, and the CSI feedback frame is an unprotected action frame, and is easy to be 

detected by the unauthorized person to determine a sensing result. Therefore, protecting the feedback 

stage of the sensing session is still an urgent problem that needs to be studied currently. 

SUMMARY 

[0005] Embodiments of this application provide an information feedback method and a related 

apparatus, to ensure security of feedback information in a feedback stage. 
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[0006] According to a first aspect, an embodiment of this application provides an information 

feedback method. In the method, a first apparatus sends, to a second apparatus, a first frame that 

carries a first field used to perform channel estimation, and the first apparatus receives a first feedback 

frame from the second apparatus. The first feedback frame includes channel state information CSI, 

the CSI is CSI from the first apparatus to the second apparatus, the CSI is obtained by the second 

apparatus by performing channel estimation based on the received first field and a second field, and 

the second field is not the first field. 

[0007] It can be learned that, the second apparatus feeds back, to the first apparatus, the CSI 

obtained by performing channel estimation based on the received first field and the second field, 

instead of CSI obtained by performing channel estimation based on the received first field and a 

known first field. In this case, even if an eavesdropper eavesdrops information in a feedback stage, 

the CSI from the first apparatus to the second apparatus cannot be obtained, to ensure information 

security in the feedback stage. 

[0008] In an optional implementation, when the first apparatus and the second apparatus perform 

measurement and sensing on a low frequency band, the first field is a secure long training LTF field. 

[0009] In another optional implementation, when the first apparatus and the second apparatus 

perform measurement and sensing on a high frequency band, the first field is a secure training TRN 

field. 

[0010] In an optional implementation, before the first apparatus sends, to the second apparatus, 

the first frame that carries the first field used to perform channel estimation, the first apparatus may 

further send a request frame to the second apparatus. The request frame is used to request to perform 

channel estimation based on a field different from the secure LTF field or the secure TRN field. 

Therefore, the first apparatus may further receive a response frame from the second apparatus. The 

response frame is used to respond to the request frame. 

[0011] It can be learned that, before performing measurement and sensing, the first apparatus and 

the second apparatus may further determine, through negotiation by using the request frame and the 

response frame, that the second apparatus performs channel estimation based on the field different 

from the secure LTF or the secure TRN field, so that the second apparatus feeds back CSI obtained 

by performing channel estimation based on the field different from the secure LTF or the secure TRN 

field, to ensure information security in the feedback stage. 

[0012] In an optional implementation, the request frame is further used to request not to exchange 

a security parameter of the first field, and the response frame is further used to respond to the request 

frame. In this case, the second field is a preset LTF field or a preset TRN field. 

[0013] It can be learned that, the first apparatus and the second apparatus may determine, through 

negotiation, not to exchange the security parameter of the first field, so that the CSI fed back by the 

second apparatus is CSI obtained by performing channel estimation based on the received first field 
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and the preset LTF field or the preset TRN field, to ensure information security in the feedback stage. 

In addition, in a manner in which the first apparatus and the second apparatus do not exchange the 

security parameter of the first field, resources may be further reduced, and complexity is reduced. 

[0014] In another optional implementation, when the second apparatus is a station STA that has 

a capability of generating the first field or an access point AP, the request frame further includes a 

security parameter of the second field, the security parameter of the second field is used to generate 

the second field, and the response frame is further used to respond to the request frame. 

[0015] It can be learned that, when the second apparatus is a STA that has a capability of 

generating the secure LTF or the secure TRN field or an AP, the first apparatus may send the security 

parameter of the second field to the second apparatus by using the request frame, and the second 

apparatus may respond to the request frame by using the response frame. Therefore, the second 

apparatus feeds back CSI obtained by performing channel estimation based on the received first field 

and the second field generated based on the security parameter of the second field, and information 

security in the feedback stage may also be ensured. 

[0016] In still another optional implementation, the request frame is further used to request the 

second apparatus that does not have a capability of generating the first field to perform channel 

estimation based on a field different from the secure LTF field or the secure TRN field; and the 

response frame is further used to respond to the request frame. 

[0017] It can be learned that, the first apparatus and the second apparatus may further determine, 

through negotiation by using the request frame and the response frame, that the second apparatus that 

does not have a capability of generating the first field is allowed to perform channel estimation based 

on the field different from the secure LTF field or the secure TRN field. Therefore, the second 

apparatus that does not have a capability of generating the first field may also feed back, to the first 

apparatus, CSI obtained by performing channel estimation based on the received first field and a 

preset LTF field or a preset TRN field. In other words, the second apparatus that does not have a 

capability of generating the first field may also participate in a measurement process and a sensing 

process of the first apparatus, to improve a system compatibility capability, and provide more 

resources for measurement and sensing. 

[0018] In an optional implementation, the security parameter of the second field is one of security 

parameters of the first field that are sent historically by the first apparatus, so that the second apparatus 

feeds back, to the first apparatus, CSI obtained by performing channel estimation based on the 

received first field and the second field generated based on a historical security parameter of the first 

field, instead of CSI obtained by performing channel estimation based on the received first field and 

a field generated based on a current security parameter of the first field, to ensure security of feedback 

information in the feedback stage. 

[0019] Optionally, the security parameter of the second field is a parameter that is not once-sent 
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by the first apparatus to the second apparatus, and is different from the security parameter of the first 

field. In this case, the CSI fed back by the second apparatus is not CSI obtained by performing channel 

estimation based on the received first field and the first field generated based on the security parameter 

of the first field, to ensure security in the feedback stage. 

[0020] In an optional implementation, when the first apparatus sends the security parameter of 

the second field to the second apparatus, the first apparatus may further receive a second frame that 

carries a second field and that is from the second apparatus, and perform channel estimation based on 

the received second field and the second field generated based on the security parameter of the second 

field, to obtain second CSI. In other words, the first apparatus may further obtain CSI from the second 

apparatus to the first apparatus. Therefore, the first apparatus may further perform sensing based on 

the CSI from the second apparatus to the first apparatus. 

[0021] In an optional implementation, the first apparatus may further parse the CSI based on the 

second field and the first field, to obtain the first CSI. In other words, the first apparatus may further 

parse the CSI fed back by the second apparatus, to obtain the CSI from the first apparatus to the 

second apparatus. Therefore, the first apparatus performs sensing based on the CSI from the first 

apparatus to the second apparatus. 

[0022] According to a second aspect, this application further provides an information feedback 

method. In the method, a first apparatus sends, to a second apparatus, a first frame that carries a first 

field used to perform channel estimation. The first apparatus receives a first feedback frame from the 

second apparatus, and receives a second feedback frame from the second apparatus. The first feedback 

frame includes channel state information CSI, CSI is CSI from the first apparatus to the second 

apparatus, the CSI is obtained by the second apparatus by performing channel estimation based on 

the received first field and a second field, and the second field is not the first field. The second 

feedback frame includes encrypted third CSI, and third CSI is CSI from a third apparatus to the second 

apparatus. 

[0023] It can be learned that, in this embodiment of this application, the second apparatus feeds 

back, to the first apparatus, the CSI from the first apparatus to the second apparatus and the CSI from 

the third apparatus to the second apparatus. Therefore, the first apparatus performs more precise 

sensing based on a plurality of pieces of CSI. In addition, the first feedback frame fed back by the 

second apparatus is the CSI obtained by the second apparatus by performing channel estimation based 

on the received first field and the second field, so that security of the feedback stage information can 

be ensured. When the second apparatus feeds back the CSI from the third apparatus to the second 

apparatus, the second apparatus feeds back the encrypted CSI, so that an eavesdropper cannot 

eavesdrop the CSI from the third apparatus to the second apparatus, to ensure information security in 

the feedback stage. 

[0024] In an optional implementation, the encrypted third CSI is obtained by the second apparatus 
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by encrypting the third CSI based on the second field generated based on a security parameter of the 

second field. The security parameter of the second field is sent by the first apparatus to the second 

apparatus. Therefore, the first apparatus may parse the second feedback frame based on the second 

field generated based on the security parameter of the second field, to obtain the CSI from the third 

apparatus to the second apparatus. 

[0025] In an optional implementation, before the first apparatus sends, to the second apparatus, 

the first frame that carries the first field used to perform channel estimation, the first apparatus may 

further send a request frame to the second apparatus. The request frame is used to request the second 

apparatus to measure the third channel state information CSI from the third apparatus to the second 

apparatus, and encrypt the third CSI and feed back the encrypted third CSI to the first apparatus to 

the first apparatus. Therefore, the first apparatus may further receive a response frame from the second 

apparatus. The response frame is used to respond to the request frame. 

[0026] It can be learned that, before the first apparatus and the second apparatus perform 

measurement and sensing, the second apparatus may further negotiate about the third channel state 

information CSI from the third apparatus to the second apparatus by using the request frame and the 

response frame, and encrypt the third CSI and feed back the encrypted third CSI to the first apparatus 

to the first apparatus, so that the first apparatus obtains the CSI from the third apparatus to the third 

apparatus. 

[0027] In an optional implementation, the first apparatus may further receive a second frame that 

carries a second field. The first apparatus performs channel estimation based on the second field, to 

obtain second CSI. The first apparatus receives a third feedback frame from the second apparatus. 

The third feedback frame includes CSI obtained by the third apparatus by performing channel 

estimation on a channel between the second apparatus and the third apparatus based on the received 

second field and a preset long training LTF field or a preset training TRN field. The first apparatus 

parses the CSI in the third feedback frame based on the second field and the preset LTF field or the 

preset TRN field, to obtain fourth CSI. 

[0028] It can be learned that, the first apparatus may further perform channel estimation based on 

the received second field, to obtain CSI from the second apparatus to the first apparatus. In addition, 

the first apparatus may further receive the CSI that is obtained by the third apparatus by performing 

channel estimation based on the received second field and the preset LTF field or the preset TRN field 

and that is fed back by the second apparatus. Therefore, the first apparatus further obtains the CSI 

from the second apparatus to the first apparatus and the CSI from the second apparatus to the third 

apparatus, so that the first apparatus performs more precise sensing. 

[0029] In another optional implementation, the first apparatus may further receive a second frame 

that carries a second field. The first apparatus performs channel estimation based on the received 

second field and the second field, to obtain second CSI. The first apparatus receives a third feedback 
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frame from the second apparatus. The third feedback frame includes encrypted fourth CSI, the 

encrypted fourth CSI is obtained by the second apparatus by encrypting fourth CSI based on the 

security parameter of the second field, the fourth CSI is obtained by the second apparatus by parsing 

a fourth feedback frame fed back by the third apparatus, and the fourth feedback frame includes CSI 

information obtained by the third apparatus by performing channel estimation based on the received 

second field and a field generated based on a parameter different from the security parameter of the 

second field. The first apparatus parses the third feedback frame based on the security parameter of 

the second field, to obtain the fourth CSI. 

[0030] It can be learned that, the first apparatus may further obtain the CSI from the first apparatus 

to the second apparatus based on the received second field. The first apparatus may further receive 

encrypted CSI from the second apparatus to the third apparatus. Therefore, the first apparatus 

implements more precise sensing based on CSI of a plurality of channels. 

[0031] According to a third aspect, this application further provides an information feedback 

method. The information feedback method in this aspect corresponds to the information feedback 

method in the first aspect, and the information feedback method in this aspect is described from a 

second apparatus side. In the method, a second apparatus receives a first frame that carries a first field 

used to perform channel estimation. The second apparatus sends a first feedback frame to a first 

apparatus. The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[0032] It can be learned that, after the second apparatus receives the first field used to perform 

channel estimation, CSI fed back by the second apparatus to the first apparatus is the CSI obtained 

by performing channel estimation based on the received first field and the second field different from 

the first field, instead of CSI obtained by performing channel estimation based on the received first 

field and a known first field. Even if the CSI is eavesdropped by an eavesdropper, the eavesdropper 

cannot obtain the CSI from the first apparatus to the second apparatus. Further, in such a feedback 

manner, information security in a feedback stage can be ensured. 

[0033] In an optional implementation, when the first apparatus and the second apparatus perform 

measurement and sensing on a low frequency band, the first field is a secure long training LTF field. 

[0034] In another optional implementation, when the first apparatus and the second apparatus 

perform measurement and sensing on a high frequency band, the first field is a secure training TRN 

field. 

[0035] In an optional implementation, before the second apparatus receives the first frame that 

carries the first field used to perform channel estimation, the second apparatus may further receive a 

request frame from the first apparatus. The request frame is used to request to perform channel 
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estimation based on a field different from the secure LTF field or the secure TRN field. Therefore, 

the second apparatus may further send a response frame to the first apparatus. The response frame is 

used to respond to the request frame. 

[0036] It can be learned that, before performing measurement and sensing, the first apparatus and 

the second apparatus may further determine, through negotiation by using the request frame and the 

response frame, that the second apparatus performs channel estimation based on the field different 

from the secure LTF or the secure TRN field, so that the second apparatus feeds back CSI obtained 

by performing channel estimation based on the received first field and the field different from the 

secure LTF or the secure TRN field, to ensure information security in the feedback stage. 

[0037] In an optional implementation, the request frame is further used to request not to exchange 

a security parameter of the first field, and the response frame is further used to respond to the request 

frame. 

[0038] It can be learned that, the first apparatus and the second apparatus may determine, through 

negotiation, not to exchange the security parameter of the first field, so that the CSI fed back by the 

second apparatus is not the CSI obtained by performing channel estimation based on the received first 

field and the known first field, to ensure information security in the feedback stage. In addition, in a 

manner in which the first apparatus and the second apparatus do not exchange the security parameter 

of the first field, resources may be further reduced, and complexity is reduced. 

[0039] In another optional implementation, when the second apparatus is a station STA that has 

a capability of generating the first field or an access point AP, the request frame further includes a 

security parameter of the second field, the security parameter of the second field is used to generate 

the second field, and the response frame is also used to respond to the request frame. 

[0040] It can be learned that, when the second apparatus is a STA that has a capability of 

generating the secure LTF or the secure TRN field or an AP, the first apparatus may send the security 

parameter of the second field to the second apparatus by using the request frame, and the second 

apparatus determines, by using the response frame, to perform estimation based on the second field 

generated based on the security parameter of the second field. Therefore, the second apparatus feeds 

back CSI obtained by performing channel estimation based on the received first field and the second 

field generated based on the security parameter of the second field, and information security in the 

feedback stage may also be ensured. 

[0041] In still another optional implementation, the request frame is further used to request the 

second apparatus that does not have a capability of generating the first field to perform channel 

estimation based on a field different from the secure LTF field or the secure TRN field; and the 

response frame is further used to respond to the request frame. 

[0042] It can be learned that, the first apparatus and the second apparatus may further determine, 

through negotiation by using the request frame and the response frame, that the second apparatus that 
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does not have a capability of generating the first field is allowed to perform channel estimation based 

on the field different from the secure LTF field or the secure TRN field. Therefore, the second 

apparatus that does not have a capability of generating the first field may also feed back, to the first 

apparatus, CSI obtained by performing channel estimation based on the received first field and a 

preset LTF field or a preset TRN field. In other words, the second apparatus that does not have a 

capability of generating the first field may also participate in a measurement process and a sensing 

process of the first apparatus, to improve a system compatibility capability, and provide more 

resources for measurement and sensing. 

[0043] In an optional implementation, the security parameter of the second field is one of security 

parameters of the first field that are sent historically by the first apparatus, so that the second apparatus 

feeds back, to the first apparatus, CSI obtained by performing estimation based on the received first 

field and the second field generated based on a historical security parameter of the second field, 

instead of CSI obtained by performing channel estimation based on the received first field and a field 

generated based on a current security parameter of the first field, to ensure security in the feedback 

stage. 

[0044] Optionally, the security parameter of the second field is a parameter that is not sent by the 

first apparatus to the second apparatus, and is different from the security parameter of the first field. 

In this case, the CSI fed back by the second apparatus is not CSI obtained by performing channel 

estimation based on the received first field and a first field generated based on a current security 

parameter of the first field, to ensure security in the feedback stage. 

[0045] In an optional implementation, when the first apparatus sends the security parameter of 

the second field to the second apparatus, the second apparatus may further send, to the first apparatus, 

a second frame that carries a second field, so that the first apparatus performs channel estimation 

based on the received second field, to obtain CSI from the second apparatus to the first apparatus, so 

that the first apparatus implements more precise sensing. 

[0046] According to a fourth aspect, this application further provides an information feedback 

method. The information feedback method in this aspect corresponds to the information feedback 

method in the second aspect, and the information feedback method in this aspect is described from a 

second apparatus side. In the method, a second apparatus receives a first frame that carries a first field 

used to perform channel estimation. The second apparatus sends a first feedback frame to a first 

apparatus, and sends a second feedback frame to the first apparatus. The first feedback frame includes 

channel state information CSI, the CSI is CSI from the first apparatus to the second apparatus, the 

CSI is obtained by the second apparatus by performing channel estimation based on the received first 

field and a second field, and the second field is not the first field. The second feedback frame includes 

encrypted third CSI, and third CSI is CSI from a third apparatus to the second apparatus. 

[0047] It can be learned that, after receiving the first field that is from the first apparatus and that 
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is used to perform channel estimation, the second apparatus feeds back, to the first apparatus, CSI 

obtained by performing channel estimation based on the received first field and the second field, and 

feeds back the CSI obtained after the CSI from the third apparatus to the second apparatus is encrypted. 

Therefore, the first apparatus may obtain the CSI from the first apparatus to the second apparatus and 

the CSI from the third apparatus to the second apparatus, so that the first apparatus implements precise 

sensing. In addition, the CSI that is from the first apparatus to the second apparatus and that is fed 

back by the first apparatus is the CSI obtained by performing channel estimation based on the received 

first field and the second field, to ensure security of feedback information; and the CSI that is from 

the third apparatus to the second apparatus and that is fed back by the first apparatus is the encrypted 

CSI, to also ensure the security of the feedback information. 

[0048] In an optional implementation, the first apparatus sends a security parameter of the second 

field to the second apparatus, so that the encrypted third CSI is obtained by the second apparatus by 

encrypting the third CSI based on the second field generated based on the security parameter of the 

second field, to help the first apparatus parse the encrypted third CSI based on a sequence generated 

based on the security parameter of the second field, and obtain the CSI from the third apparatus to 

the first apparatus, namely, the third CSI. 

[0049] In an optional implementation, before the second apparatus receives the first frame that 

carries the first field used to perform channel estimation, the second apparatus may further receive a 

request frame from the first apparatus. The request frame is used to request the second apparatus to 

measure the third channel state information CSI from the third apparatus to the second apparatus, and 

encrypt the third CSI and feed back the encrypted third CSI to the first apparatus to the first apparatus. 

Therefore, the second apparatus sends a response frame to the first apparatus. The response frame is 

used to respond to the request frame. 

[0050] It can be learned that, before the first apparatus and the second apparatus perform 

measurement and sensing, the second apparatus may further negotiate about the third channel state 

information CSI from the third apparatus to the second apparatus by using the request frame and the 

response frame, and encrypt the third CSI and feed back the encrypted third CSI to the first apparatus 

to the first apparatus, so that the first apparatus obtains the CSI from the third apparatus to the first 

apparatus. 

[0051] In an optional implementation, the second apparatus may further send, to the first 

apparatus and the third apparatus, a second frame that carries a second field. The second apparatus 

receives a third feedback frame from the third apparatus. The second apparatus sends the third 

feedback frame to the first apparatus. The third feedback frame includes CSI obtained by the third 

apparatus by performing channel estimation on a channel between the second apparatus and the third 

apparatus based on the received second field and a preset long training LTF field or a preset training 

TRN field. 
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[0052] It can be learned that, the second apparatus may send, to the first apparatus, the second 

frame that carries the second field, so that the first apparatus performs channel estimation based on 

the received second field, to obtain CSI from the second apparatus to the first apparatus. The second 

apparatus may further send, to the third apparatus, the second frame that carries the second field. The 

third apparatus feeds back, to the second apparatus, the CSI obtained by performing channel 

estimation based on the received second field and the preset long training LTF field or the preset 

training TRN field, so that the second apparatus feeds back the CSI to the first apparatus, and the first 

apparatus parses the CSI based on the second field and the preset long training LTF field or the preset 

training TRN field, to obtain the CSI from the second apparatus to the third apparatus. 

[0053] In another optional implementation, the second apparatus may further send, to the first 

apparatus and the third apparatus, a second frame that carries a second field. The second apparatus 

receives a fourth feedback frame from the third apparatus. The fourth feedback frame includes CSI 

information obtained by the third apparatus by performing channel estimation based on the received 

second field and a field generated based on a parameter different from a security parameter of the 

second field. The second apparatus parses the fourth feedback frame based on the sent second field 

and the field generated based on the parameter different from the security parameter of the second 

field, to obtain fourth CSI. The second apparatus encrypts the fourth CSI based on the security 

parameter of the second field, to obtain a third feedback frame. The second apparatus sends the third 

feedback frame to the first apparatus. 

[0054] It can be learned that, the second apparatus may further send, to the first apparatus, the 

second frame that carries the second field, so that the first apparatus performs channel estimation 

based on the second field, to obtain CSI from the second apparatus to the first apparatus. The second 

apparatus sends, to the third apparatus, the second frame that carries the second field, so that the 

second apparatus may obtain CSI from the second apparatus to the third apparatus, and feed back the 

CSI from the second apparatus to the third apparatus to the first apparatus after encrypting the CSI, 

and the first apparatus obtains the CSI from the second apparatus to the third apparatus. Therefore, 

the first apparatus performs more precise sensing based on a plurality of pieces of CSI. 

[0055] According to a fifth aspect, this application further provides a communication apparatus. 

The communication apparatus has some or all functions of the first apparatus in the first aspect, or 

has some or all functions of the first apparatus in the second aspect, or has some or all functions of 

the second apparatus in the third aspect, or has some or all functions of the second apparatus in the 

fourth aspect. For example, a function of the communication apparatus may be a function in some or 

all embodiments of the first apparatus in the first aspect of this application, or may be a function of 

independently implementing any embodiment of this application. The function may be implemented 

by hardware, or may be implemented by hardware executing corresponding software. The hardware 

or software includes one or more units or modules corresponding to the function. 
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[0056] In a possible design, a structure of the communication apparatus may include a processing 

unit and a communication unit, and the processing unit is configured to support the communication 

apparatus to execute a corresponding function in the foregoing methods. The communication unit is 

configured to support communication between the communication apparatus and another 

communication apparatus. The communication apparatus may further include a storage unit, and the 

storage unit is configured to: be coupled to the processing unit and a transceiver unit, and store 

program instructions and data that are necessary for the communication apparatus. 

[0057] In an implementation, the communication apparatus includes a processing unit and a 

communication unit, and the processing unit is configured to control the communication unit to send 

or receive data/signaling. 

[0058] The communication unit is configured to send, to a second apparatus, a first frame that 

carries a first field used to perform channel estimation. 

[0059] The communication unit is further configured to receive a first feedback frame from the 

second apparatus. 

[0060] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[0061] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the first aspect. Details are not described herein again. 

[0062] In another implementation, the communication apparatus includes a processing unit and a 

communication unit, and the processing unit is configured to control the communication unit to send 

or receive data/signaling. 

[0063] The communication unit is configured to send, to a second apparatus, a first frame that 

carries a first field used to perform channel estimation. 

[0064] The communication unit is further configured to: receive a first feedback frame from the 

second apparatus, and receive a second feedback frame from the second apparatus. The first feedback 

frame includes channel state information CSI, the CSI is CSI from the first apparatus to the second 

apparatus, the CSI is obtained by the second apparatus by performing channel estimation based on 

the received first field and a second field, and the second field is not the first field. The second 

feedback frame includes encrypted third CSI, and third CSI is CSI from a third apparatus to the second 

apparatus. 

[0065] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the second aspect. Details are not described herein again. 

[0066] In still another implementation, the communication apparatus includes a processing unit 

and a communication unit, and the processing unit is configured to control the communication unit 
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to send or receive data/signaling. 

[0067] The communication unit is configured to receive a first frame that carries a first field used 

to perform channel estimation. 

[0068] The communication unit is further configured to send a first feedback frame to a first 

apparatus. 

[0069] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[0070] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the third aspect. Details are not described herein again. 

[0071] In still another implementation, the communication apparatus includes a processing unit 

and a communication unit, and the processing unit is configured to control the communication unit 

to send or receive data/signaling. 

[0072] The communication unit is configured to receive a first frame that carries a first field used 

to perform channel estimation. 

[0073] The communication unit is further configured to: send a first feedback frame to a first 

apparatus, and send a second feedback frame to the first apparatus. 

[0074] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. The second feedback frame includes encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

[0075] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the fourth aspect. Details are not described herein again. 

[0076] In an example, the transceiver unit may be a transceiver or a communication interface, the 

storage unit may be a memory, and the processing unit may be a processor. 

[0077] In an implementation, the communication apparatus includes a processor and a transceiver, 

and the processor is configured to control the transceiver to send or receive data/signaling. 

[0078] The transceiver is configured to send, to a second apparatus, a first frame that carries a 

first field used to perform channel estimation. 

[0079] The transceiver is further configured to receive a first feedback frame from the second 

apparatus. 

[0080] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 
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first field. 

[0081] In addition, for another optional implementation of an uplink communication apparatus in 

this aspect, refer to related content of the first aspect. Details are not described herein again. 

[0082] In another implementation, the communication apparatus includes a processor and a 

transceiver, and the processor is configured to control the transceiver to send or receive data/signaling. 

[0083] The transceiver is configured to send, to a second apparatus, a first frame that carries a 

first field used to perform channel estimation. 

[0084] The transceiver is further configured to: receive a first feedback frame from the second 

apparatus, and receive a second feedback frame from the second apparatus. 

[0085] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. The second feedback frame includes encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

[0086] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the second aspect. Details are not described herein again. 

[0087] In still another implementation, the communication apparatus includes a processor and a 

transceiver, and the processor is configured to control the transceiver to send or receive data/signaling. 

[0088] The transceiver is configured to receive a first frame that carries a first field used to 

perform channel estimation. 

[0089] The transceiver is further configured to send a first feedback frame to a first apparatus. 

[0090] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[0091] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the third aspect. Details are not described herein again. 

[0092] In still another implementation, the communication apparatus includes a processor and a 

transceiver, and the processor is configured to control the transceiver to send or receive data/signaling. 

[0093] The transceiver is configured to receive a first frame that carries a first field used to 

perform channel estimation. 

[0094] The transceiver is further configured to: send a first feedback frame to a first apparatus, 

and send a second feedback frame to the first apparatus. 

[0095] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 
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first field. The second feedback frame includes encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

[0096] In addition, for another optional implementation of the communication apparatus in this 

aspect, refer to related content of the fourth aspect. Details are not described herein again. 

[0097] In another implementation, the communication apparatus is a chip or a chip system. A 

processing unit may also be embodied as a processing circuit or a logic circuit. A transceiver unit may 

be an input/output interface, an interface circuit, an output circuit, an input circuit, a pin, a related 

circuit, or the like on the chip or chip system. 

[0098] In an implementation process, the processor may be configured to perform, by way of 

example but not limitation, baseband related processing, and the transceiver may be configured to 

perform, by way of example but not limitation, radio frequency receiving/sending. The foregoing 

components may be separately disposed on chips independent of each other, or may be at least 

partially or completely disposed on a same chip. For example, the processor may be further divided 

into an analog baseband processor and a digital baseband processor. The analog baseband processor 

and the transceiver may be integrated on a same chip, and the digital baseband processor may be 

disposed on an independent chip. With continuous development of an integrated circuit technology, 

more components may be integrated on a same chip. For example, the digital baseband processor and 

a plurality of application processors (by way of example but not limitation, a graphics processing unit, 

a multimedia processor, and the like) may be integrated on a same chip. Such a chip may be referred 

to as a system on a chip (system on a chip, SoC). Whether all components are independently disposed 

on different chips or are integrated onto one or more chips depends on a product design requirement. 

An implementation form of the component is not limited in this embodiment of this application. 

[0099] According to a sixth aspect, this application further provides a processor, configured to 

perform the foregoing methods. In a process of performing these methods, a process of sending the 

foregoing information and a process of receiving the foregoing information in the foregoing methods 

may be understood as a process of outputting the foregoing information by the processor and a process 

of receiving the foregoing input information by the processor. When outputting the foregoing 

information, the processor outputs the foregoing information to a transceiver, so that the transceiver 

transmits the foregoing information. After the foregoing information is output by the processor, other 

processing may further need to be performed on the foregoing information before the foregoing 

information arrives at the transceiver. Similarly, when the processor receives the foregoing input 

information, the transceiver receives the foregoing information, and inputs the foregoing information 

into the processor. Further, after the transceiver receives the foregoing information, the foregoing 

information may be input into the processor only after other processing is performed on the foregoing 

information. 

[00100] Based on the foregoing principle, for example, sending the first frame that carries the first 
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field used to perform channel estimation in the foregoing methods may be understood as that the 

processor outputs the first frame that carries the first field used to perform channel estimation. 

[00101] Unless otherwise specified, or if operations such as transmitting, sending, and receiving 

related to the processor do not contradict an actual function or internal logic of the operations in 

related descriptions, all the operations may be more generally understood as operations such as 

outputting, receiving, and inputting of the processor, instead of operations such as transmitting, 

sending, and receiving directly performed by a radio frequency circuit and an antenna. 

[00102] In an implementation process, the processor may be a processor specially configured to 

perform these methods, or a processor, for example, a general-purpose processor, that executes 

computer instructions in a memory to perform these methods. The memory may be a non-transitory 

(non-transitory) memory, for example, a read-only memory (read-only memory, ROM). The memory 

and the processor may be integrated on a same chip, or may be separately disposed on different chips. 

A type of the memory and a manner of disposing the memory and the processor are not limited in this 

embodiment of this application. 

[00103] According to a seventh aspect, this application further provides a communication system. 

The system includes at least one first apparatus and at least one second apparatus in the foregoing 

aspects. In another possible design, the system may further include another device that interacts with 

the first apparatus and the second apparatus in the solutions provided in this application. 

[00104] According to an eighth aspect, this application provides a computer-readable storage 

medium, configured to store instructions, and when the instructions are executed by a communication 

apparatus, the method according to any one of the first aspect, the second aspect, the third aspect, and 

the fourth aspect is implemented. 

[00105] According to a ninth aspect, this application further provides a computer program product 

including instructions. When the computer program product is run on a communication apparatus, 

the communication apparatus performs the method according to any one of the first aspect, the second 

aspect, the third aspect, and the fourth aspect. 

[00106] According to a tenth aspect, this application provides a chip system. The chip system 

includes a processor and an interface, the interface is configured to obtain a program or instructions, 

and the processor is configured to invoke the program or the instructions to implement or support the 

first apparatus to implement a function in the first aspect, or is configured to invoke the program or 

the instructions to implement or support the first apparatus to implement a function in the second 

aspect, or is configured to invoke the program or the instructions to implement or support the second 

apparatus to implement a function in the third aspect, or is configured to invoke the program or the 

instructions to implement or support the second apparatus to implement a function in the fourth aspect. 

For example, at least one of data and information involved in the foregoing methods is determined or 

processed. In a possible design, the chip system further includes a memory. The memory is configured 
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to store program instructions and data that are necessary for a terminal. The chip system may include 

a chip, or may include a chip and another discrete component. 

BRIEF DESCRIPTION OF DRAWINGS 

[00107] FIG. 1 is a diagram of a structure of a communication system according to an embodiment 

of this application;

[00108] FIG. 2 is a diagram of a wireless sensing scenario according to an embodiment of this 

application;

[00109] FIG. 3 is a diagram of a frame structure of an NDP frame that carries a secure LTF field 

according to an embodiment of this application;

[00110] FIG. 4(a) is a schematic flowchart of a TB ranging mode according to an embodiment of 

this application;

[00111] FIG. 4(b) is a schematic flowchart of another TB ranging mode according to an 

embodiment of this application;

[00112] FIG. 5(a) is a schematic flowchart of an NTB ranging mode according to an embodiment 

of this application;

[00113] FIG. 5(b) is a schematic flowchart of another NTB ranging mode according to an 

embodiment of this application;

[00114] FIG. 6 is a diagram of interaction of an information feedback method according to an 

embodiment of this application;

[00115] FIG. 7(a) is a diagram of a structure of a request frame according to an embodiment of 

this application;

[00116] FIG. 7(b) is a diagram of a structure of a response frame according to an embodiment of 

this application;

[00117] FIG. 8(a) is a diagram of a structure of another request frame according to an embodiment 

of this application;

[00118] FIG. 8(b) is a diagram of a structure of another response frame according to an 

embodiment of this application;

[00119] FIG. 9(a) is a schematic flowchart of interaction between an AP and a STA according to 

an embodiment of this application;

[00120] FIG. 9(b) is another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00121] FIG. 9(c) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00122] FIG. 9(d) is still another schematic flowchart of interaction between an AP and a STA 
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according to an embodiment of this application;

[00123] FIG. 9(e) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00124] FIG. 9(f) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00125] FIG. 9(g) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00126] FIG. 9(h) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00127] FIG. 10 is a diagram of interaction of another information feedback method according to 

an embodiment of this application;

[00128] FIG. 11(a) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00129] FIG. 11(b) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00130] FIG. 11(c) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00131] FIG. 11(d) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00132] FIG. 11(e) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00133] FIG. 12(a) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00134] FIG. 12(b) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00135] FIG. 13(a) is a diagram of a structure of a CSI feedback frame according to an embodiment 

of this application;

[00136] FIG. 13(b) is a diagram of a structure of another CSI feedback frame according to an 

embodiment of this application;

[00137] FIG. 13(c) is a diagram of a structure of a secure LTF feedback frame according to an 

embodiment of this application;

[00138] FIG. 14(a) is a diagram of a structure of a trigger frame according to an embodiment of 

this application;

[00139] FIG. 14(b) is a diagram of a structure of an NDPA frame according to an embodiment of 

this application;

[00140] FIG. 15 is a diagram of a structure of a feedback trigger frame according to an embodiment 
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of this application;

[00141] FIG. 16 is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00142] FIG. 17(a) is a diagram of a structure of still another CSI feedback frame according to an 

embodiment of this application;

[00143] FIG. 17(b) is a diagram of a structure of still another feedback frame according to an 

embodiment of this application;

[00144] FIG. 17(c) is a diagram of a structure of still another feedback frame according to an 

embodiment of this application;

[00145] FIG. 17(d) is a diagram of a structure of still another feedback frame according to an 

embodiment of this application;

[00146] FIG. 18(a) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00147] FIG. 18(b) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00148] FIG. 18(c) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00149] FIG. 18(d) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00150] FIG. 18(e) is still another schematic flowchart of interaction between an AP and a STA 

according to an embodiment of this application;

[00151] FIG. 19 is a diagram of a structure of a communication apparatus according to an 

embodiment of this application; and

[00152] FIG. 20 is a diagram of a structure of another communication apparatus according to an 

embodiment of this application. 

DESCRIPTION OF EMBODIMENTS 

[00153] The following clearly and completely describes technical solutions in embodiments of this 

application with reference to the accompanying drawings in embodiments of this application. 

[00154] First, a communication system to which embodiments of this application are applicable is 

described, to better understand an information feedback method disclosed in embodiments of this 

application. 

[00155] I. Communication system 

[00156] FIG. 1 is a diagram of a structure of a communication system according to an embodiment 

of this application. The communication system may include but is not limited to one access point 
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(access point, AP) and two stations (station, STA). A quantity and forms of devices shown in FIG. 1 

are used as examples, and do not limit this embodiment of this application. In an actual application, 

two or more APs and three or more STAs may be included. The communication system shown in FIG. 

1 is described by using an example in which there are an AP 101, a STA 1021, and a STA 1022 and 

the AP 101 can provide a wireless service for the STA 1021 and the STA 1022. In FIG. 1, that the AP 

101 is a base station is used as an example, and that the STA 1021 and the STA 1022 are mobile 

phones is used as an example. 

[00157] FIG. 2 is a diagram of a wireless sensing scenario according to an embodiment of this 

application. As shown in FIG. 2, a communication scenario includes a first apparatus, a second 

apparatus, and an eavesdropper other than the first apparatus and the second apparatus. The first 

apparatus sends, to the second apparatus, a null data packet (null data packet, NDP) frame that carries 

a secure long training field (secure long training field, secure LTF) used to perform channel estimation, 

or sends a measurement frame that carries a secure training sequence (secure training field, secure 

TRN) used to perform channel estimation. After receiving the NDP frame/measurement frame, the 

second apparatus performs channel estimation, and needs to feed back, to the first apparatus, channel 

state information (channel state information, CSI) obtained through channel estimation. In a process 

in which the second apparatus feeds back the CSI to the first apparatus, the CSI may be eavesdropped 

by the eavesdropper. Therefore, information in a feedback stage needs to be protected. 

[00158] In this embodiment of this application, the communication system may be a wireless local 

area network (wireless local area network, WLAN), a cellular network, or another wireless 

communication system that supports parallel transmission on a plurality of links. This embodiment 

of this application is mainly described by using an example in which a network of IEEE 802.11 is 

deployed. Aspects of this application may be extended to other networks that use various standards 

or protocols, for example, Bluetooth (Bluetooth), a high performance radio LAN (high performance 

radio LAN, HIPERLAN) (which is a wireless standard similar to an IEEE 802.11 standard, and 

mainly used in Europe), a wide area network (WAN), a personal area network (personal area network, 

PAN), or another network that is known currently or developed in future. Therefore, regardless of a 

used coverage area and wireless access protocol, various aspects provided in this application are 

applicable to any proper wireless network. 

[00159] In this embodiment of this application, the STA has a wireless transceiver function, and 

may support an 802.11 series protocol, and communicate with the AP or another STA. For example, 

the STA may be any user communication device that allows a user to communicate with the AP and 

further communicate with a WLAN, for example, includes but is not limited to user equipment that 

may be networked, for example, a tablet, a desktop computer, a laptop computer, an ultra-mobile 

personal computer (ultra-mobile personal computer, UMPC), a handheld computer, a netbook, a 

personal digital assistant (personal digital assistant, PDA), or a mobile phone, an internet of things 
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node in the internet of things, or a vehicle-mounted communication apparatus in the internet of 

vehicles. Optionally, the STA may alternatively be a chip and a processing system in the foregoing 

terminals. 

[00160] In this embodiment of this application, the AP is an apparatus that provides a service for 

the STA, and may support the 802.11 series protocol. For example, the AP may be a communication 

entity such as a communication server, a router, a switch, or a bridge; or the AP may include a macro 

base station, a micro base station, a relay station, or the like in various forms. Certainly, the AP may 

alternatively be a chip and a processing system in the devices in various forms, to implement a method 

and a function in embodiments of this application. 

[00161] To facilitate understanding of embodiments disclosed in this application, the following 

two points are described. 

[00162] (1) A scenario in embodiments disclosed in this application is described by using a 

scenario of a Wi-Fi network in a wireless communication network as an example. It should be noted 

that the solution in embodiments disclosed in this application may be further applied to another 

wireless communication network, and a corresponding name may also be replaced with a name of a 

corresponding function in the another wireless communication network. 

[00163] (2) In embodiments disclosed in this application, various aspects, embodiments, or 

features of this application are represented around a system including a plurality of devices, 

components, modules, and the like. It should be appreciated and understood that each system may 

include another device, component, module, and the like, and/or may not include all devices, 

components, modules, and the like discussed with reference to the accompanying drawings. In 

addition, a combination of these solutions may be further used. 

[00164] II. Related concepts in embodiments of this application 

[00165] 1. Wireless local area network sensing (wireless local area network sensing) technology 

[00166] The wireless local area network sensing technology is inferring and sensing a surrounding 

environment by analyzing a wireless signal (for example, CSI)" modulated" by various obstacles. A 

sensing session in a wireless sensing technology includes several stages: a discovery stage, a 

negotiation stage, a measurement stage, a feedback stage, and a termination stage. The CSI 

information is mainly transmitted in the measurement stage and the feedback stage of the sensing 

session. To be specific, the CSI is obtained in the measurement stage, and the CSI is fed back in the 

feedback stage. 

[00167] 2. Secure long training (secure LTF) field and secure training (secure TRN) field 

[00168] 2.1. Secure LTF field 

[00169] In an 802.11ax protocol, a high efficiency secure long training field (high efficiency secure 

long training field, HE-LTF field) in a null data packet NDP frame provides a receive end with a 

means for estimating a multiple-in multiple-out (multiple-in multiple-out, MIMO) channel between 
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a constellation mapper output set and the receive end. The 802.11ax protocol specifies a sequence for 

the HE-LTF in a case of different bandwidths. However, the NDP frame is a frame with only a 

physical header. Therefore, an NDP frame that is not modified or encrypted is easily eavesdropped 

by an eavesdropper (eavesdropper), to obtain CSI. Therefore, to ensure that valid information is not 

obtained by the eavesdropper from a measurement procedure in the wireless local area network 

sensing technology, a secure long training field (secure LTF) is designed in an 802.11az protocol to 

protect a measurement process. In an 802.11bf protocol, the secure LTF field may also be used to 

encrypt the NDP frame. However, a manner of encrypting the NDP frame in the 802.11bf protocol is 

not limited in embodiments of this application. 

[00170] A frame structure of an NDP frame that carries the secure LTF field is shown in FIG. 3. 

The NDP frame that carries the secure LTF field includes fields such as a legacy short training field, 

a legacy long training field, ..., and a secure long training field (secure LTF). The secure LTF field is 

used to generate a group of random LET sequences. Only a STA that learns of an original random 

LTF sequence can correctly parse the NDP frame that carries the secure LTF field, to obtain the CSI, 

and another STA can obtain only wrong CSI. A secure LTF generation process is as follows: 

[00171] 2.11. Initial stage 

[00172] In an access authentication stage of an association process, the receive end and a transmit 

end perform key agreement by using a four-way handshake, to obtain pairwise transient key security 

association (pairwise transient key security association, PTKSA) information. The PTKSA 

information includes a pairwise transient key (PTK). 

[00173] 2.12. Negotiation stage 

[00174] In the 802.11az protocol, a trigger based (trigger based, TB) ranging mode and a non 

trigger based (non trigger based, Non TB) ranging mode have a same negotiation procedure. The 

transmit end sets a secure LTF support subfield to 1 in an initial fine timing measurement frame 

(initial Fine timing measurement frame, IFTMR) to request to enable a secure ranging mode, and the 

receive end also sets a secure LTF support subfield to 1 in an IFTM frame to respond. The transmit 

end and the receive end generate a same secure long training field key seed (secure-LTF-key-seed) 

based on a KDK intercepted from the PTK based on a hash (Hash) algorithm. The receive end uses 

the IFTM frame to carry parameters such as a secure LTF counter and a secure LTF sequence 

authentication code (sequence authentication code, SAC) for indication. 

[00175] 2.13. Encryption stage 

[00176] The transmit end and the receive end generate an ista-ltf-key and a rsta-ltf-key based on 

the secure-LTF-key-seed and the secure LTF counter based on an algorithm, and then generate 

respective random sequences based on the secure LTF counter and the ista/rsta-ltf-key, to obtain the 

secure LTF field. 

[00177] 2.2. Secure TRN field 
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[00178] When a transmit end and a receive end performs measurement and sensing on a high 

frequency band, the transmit end sends, to the receive end, a secure TRN field used to perform channel 

estimation, so that the receive end may perform channel estimation based on the secure TRN field, to 

obtain CSI from the transmit end to the receive end. 

[00179] 3. Trigger based (trigger based, TB) ranging mode and non trigger based (non trigger based, 

NTB) ranging mode 

[00180] TB ranging mode: Current schematic flowcharts of the TB ranging mode are shown in 

FIG. 4(a) and FIG. 4(b). After an AP and a STA obtain PTKSA by using a four-way handshake, an 

AP that has a capability of generating a secure LTF field and that has a secure ranging requirement 

requests to enable a secure ranging mode by setting a secure LTF required field to 1 in an IFTMR 

frame. The STA sets a secure LTF support field (secure LTF support field) to 1 in a fine timing 

measurement frame (fine timing measurement frame, FTMR) to respond, and provides parameters of 

a counter (counter 1) and a SAC 1 required for a current round of measurement in a negotiation frame. 

The AP sends a ranging poll frame (TF sensing poll) to the STA, to send polling to the STA. The STA 

returns a clear-to-send-to-self (CTS-to-self) to the AP, to determine whether the STA can participate 

in a session. When the AP determines that the STA participates in the session, the AP may send a 

ranging sounding frame (TF ranging sounding) to the STA, to trigger the STA to send an NDP frame 

that carries a secure LTF field. Therefore, the STA sends the NDP frame to the AP. The STA and the 

AP generate a same secure LTF field based on a same counter. The AP sends a null data packet 

announcement frame (null data packet announcement, NDPA) to the STA, to announce, to the STA, 

that the NDP frame that carries the secure LTF field is to be sent, and the AP sends, to the STA, the 

NDP frame that carries the secure LTF field. In addition, the AP indicates, in a location measurement 

report (location measurement report, LMR) frame, parameters of a counter 2 and a SAC 2 that need 

to be used in a next round of measurement process. 

[00181] NTB ranging mode: Current schematic flowcharts of the NTB ranging mode are shown in 

FIG. 5(a) and FIG. 5(b). 

[00182] After a STA and an AP obtain PTKSA in a same four-way handshake procedure, in a 

negotiation stage of an FTM session, the STA and the AP determine to enable a secure ranging (secure 

Ranging) mode, and the AP provides values of a counter 1 and a SAC 1 required for a current round 

of measurement. The STA sends an NDP frame, to perform contention-based access. The STA 

indicates, in NDPA, to currently generate a SAC corresponding to a counter value of the secure LTF, 

and the AP and the STA generate a same secure LTF. The AP indicates, in the LMR frame, a counter 

2 and a SAC 2 that are to be used in a next round of measurement process. 

[00183] 4. Explicit feedback and implicit feedback 

[00184] Implicit feedback: When a receive end is an end that needs to obtain measurement 

information, a transmit end sends, to the receive end, a PPDU that is used for measurement and that 
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carries a secure LTF field or a secure TRN field used to perform channel estimation, and the receive 

end performs channel estimation based on the secure LTF field/secure TRN field, to obtain CSI from 

the receive end to the transmit end. Therefore, the receive end does not need to feed back the CSI, 

and this manner is implicit feedback. 

[00185] Explicit feedback: When a transmit end is an end that needs to obtain measurement 

information, the transmit end sends, to a receive end, a PPDU that is used for measurement and that 

carries a secure LTF field or a secure TRN field used to perform channel estimation. After the receive 

end performs channel estimation and obtains CSI from the transmit end to the receive end, the receive 

end needs to feed back the CSI to the transmit end, so that the transmit end obtains the CSI. Such a 

feedback manner is explicit feedback. 

[00186] III. Technical problem to be resolved in this application 

[00187] In the communication scenario shown in FIG. 2, after performing channel estimation, a 

second apparatus feeds back obtained CSI to a first apparatus, so that the first apparatus obtains the 

CSI. Currently, the CSI fed back by the second apparatus is an unprotected frame. In a feedback 

process of the second apparatus, an eavesdropper can eavesdrop the CSI, to determine a sensing result, 

and cause privacy disclosure. Therefore, security protection needs to be performed on a feedback 

stage of a sensing session. 

[00188] Embodiments of this application may be applied to an explicit feedback scenario of a 

wireless sensing technology. 

[00189] In embodiments of this application, when the first apparatus is a STA, the second apparatus 

is an AP. When the first apparatus is an AP, the second apparatus is a STA. 

[00190] IV. Information feedback method 100 

[00191] An embodiment of this application provides an information feedback method 100. FIG. 6 

is a diagram of interaction of the information feedback method 100. The information feedback method 

100 is described from a perspective of interaction between a first apparatus and a second apparatus. 

The information feedback method 100 includes but is not limited to the following steps: 

[00192] S101: The first apparatus sends, to the second apparatus, a first frame that carries a first 

field used to perform channel estimation. 

[00193] S102: The second apparatus receives the first frame that carries the first field used to 

perform channel estimation. 

[00194] In an optional implementation, when the first apparatus and the second apparatus perform 

measurement and sensing on a low frequency band, the first field is a secure long training LTF field. 

Therefore, the first apparatus sends, to the second apparatus, an NDP frame that carries the secure 

LTF field. 

[00195] In another optional implementation, when the first apparatus and the second apparatus 

perform measurement and sensing on a high frequency band, the first field is a secure training TRN 
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field. Therefore, the first apparatus sends, to the second apparatus, a first frame that carries the secure 

TRN field. 

[00196] In an optional implementation, before the first apparatus sends, to the second apparatus, 

the first frame that carries the first field used to perform channel estimation, the first apparatus may 

further send a request frame to the second apparatus. The request frame is used to request to perform 

channel estimation based on a field different from the secure LTF field or the secure TRN field. 

Therefore, the second apparatus receives the request frame, and sends a response frame to the first 

apparatus. The response frame is used to respond to the request frame. 

[00197] For example, the response frame is used to make a response indicating whether to agree 

to perform channel estimation based on the field different from the secure LTF field or the secure 

TRN field. When the response frame sent by the second apparatus to the first apparatus is used to 

make a response indicating to agree to perform channel estimation based on the field different from 

the secure LTF field or the secure TRN field, the first apparatus may send, to the second apparatus, 

the first frame that carries the first field used to perform channel estimation. 

[00198] For example, the response frame is used by the second apparatus to: when the second 

apparatus receives the first field from the first apparatus, perform channel estimation based on the 

received first field and a second field different from the first field, and send, to the first apparatus, 

CSI obtained through channel estimation. 

[00199] When the first field is a secure LTF field, the second field may be one of an HE-LTF field 

and an enhanced high throughput (enhanced high throughput, EHT)-LTF field. Optionally, when the 

first field is a secure LTF field, the second field may be a secure LTF field different from the secure 

LTF field. For example, the first field is a secure LTF field #1, the second field is a secure LTF field 

#2, and the secure LTF field #2 is generated by the second apparatus based on a security parameter 

sent by the first apparatus to the second apparatus. 

[00200] When the first field is a secure TRN field, the second field may be a directional multi-

gigabit (directional multi-gigabit, DMG) TRN field, or may be an enhanced directional multi-gigabit 

(enhanced directional multi-gigabit, EDMG) TRN field. Optionally, when the first field is a secure 

TRN field, the second field is a secure TRN field different from the secure TRN field. For example, 

the first field is a secure TRN field #3, the second field is a secure TRN field #4, and the secure TRN 

field #4 is generated by the second apparatus based on a security parameter sent by the first apparatus 

to the second apparatus. 

[00201] Optionally, the first field may alternatively be a randomly generated field, a sequence 

length of the randomly generated field satisfies a characteristic of an HE-LTF, or satisfies a 

characteristic of an EHT-LTF, or satisfies a characteristic of a DMG-TRN, or satisfies a characteristic 

of an EDMG-TRN, and the second field may be one of an HE-LTF, an EHT-LTF, a DMG-TRN, and 

an EDMG-TRN, or may be any field different from the first field. 
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[00202] Optionally, in consideration of encrypted measurement feedback implemented based on a 

legacy device (legacy device), the first field may alternatively be a randomly generated field, a 

sequence length of the randomly generated field satisfies a characteristic of an L-LTF, and the second 

field may be an L-LTF, or may be a field different from the first field. 

[00203] In other words, before the first apparatus and the second apparatus perform measurement 

and sensing, the first apparatus requests, by using the request frame, the second apparatus to perform 

channel estimation based on the field different from the secure LTF field or the secure TRN field, and 

the second apparatus makes, by using the response frame, a response indicating whether to agree to 

perform channel estimation based on the field different from the secure LTF field or the secure TRN 

field. When the second apparatus makes, by using the response frame, a response indicating to agree 

to perform channel estimation based on the field different from the secure LTF field or the secure 

TRN field, the second apparatus may subsequently perform channel estimation based on the field 

different from the secure LTF field or the secure TRN field, so that the second apparatus may feed 

back, to the first apparatus, CSI obtained by performing channel estimation based on the received 

first field and the field different from the secure LTF field or the secure TRN field, to ensure security 

of CSI from the first apparatus to the second apparatus. 

[00204] In another optional implementation, the request frame is further used to request to 

send/receive an NDP frame that carries the secure LTF field, or is used to request to send/receive a 

measurement frame that carries the secure TRN field. Correspondingly, the response frame is further 

used to make a response indicating whether to agree to send/receive the NDP frame that carries the 

secure LTF field, or is further used to make a response indicating whether to agree to send/receive 

the measurement frame that carries the secure TRN field. 

[00205] That is, the first apparatus and the second apparatus may further negotiate, by using the 

request frame and the response frame, about whether secure measurement may be performed. If the 

first apparatus and the second apparatus determine, through negotiation by using the request frame 

and the response frame, that secure measurement may be performed, the first apparatus may send, to 

the second apparatus, the NDP frame that carries the secure LTF field, and the second apparatus may 

perform channel estimation based on the received secure LTF field and a field different from the 

secure LTF field; or the first apparatus may send, to the second apparatus, the measurement frame 

that carries the secure TRN field, and the second apparatus may perform channel estimation based on 

the received secure TRN field and a field different from the secure TRN field. 

[00206] In another optional implementation, the request frame is further used to request not to 

exchange a security parameter of the first field, the response frame is used to respond to the request 

frame, and the security parameter of the first field is a parameter used to generate the first field. For 

example, the response frame is used to make a response indicating to agree not to exchange the 

security parameter of the first field. For example, the response frame is used by the second apparatus 
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to: after receiving the first frame that carries the first field, perform channel estimation based on the 

received first field and a preset LTF field or a preset TRN field, and feed back, to the first apparatus, 

CSI obtained through channel estimation. That is, the first apparatus and the second apparatus may 

further determine, through negotiation by using the request frame and the response frame, not to 

exchange the security parameter of the first field. After the first apparatus sends the first frame that 

carries the first field, the second apparatus performs channel estimation based on the received first 

field and the preset LTF field or the preset TRN field by default, and feeds back CSI obtained through 

channel estimation. When the second apparatus performs channel estimation based on the received 

first field and the preset LTF field or the preset TRN field, to obtain the CSI, security of the CSI from 

the first apparatus to the second apparatus may also be ensured. The preset LTF field is a non-secure 

LTF field in a current protocol, and the preset TRN field is a non-secure TRN field in the current 

protocol. The non-secure LTF field may be an HE-LTF field, or may be an EHT-LTF field. The non-

secure TRN field may be a DMG-TRN field, or may be an EDMG-TRN field. 

[00207] The security parameter includes parameters such as a counter (counter) and a SAC. The 

security parameter of the first field is a parameter such as a counter used to generate the first field. 

[00208] When the NDP frame is encrypted in another encryption manner in an 802.bf protocol, the 

security parameter includes a parameter corresponding to the encryption manner, and may include a 

parameter that is not the counter or the SAC. 

[00209] In this manner, regardless of whether the second apparatus is an AP, a STA that has a 

capability of generating the first field, or a STA that does not have a capability of generating the first 

field, the first apparatus may request, by using the request frame, not to exchange the security 

parameter of the first field, so that after receiving the first frame that carries the first field, the second 

apparatus performs channel estimation based on the received first field and the preset LTF field or 

the preset TRN field. In a manner in which the first apparatus and the second apparatus do not 

exchange the security parameter of the first field, resources may be further reduced, and complexity 

is reduced. 

[00210] In still another optional implementation, if the second apparatus is a STA that does not 

have a capability of generating the first field, the first apparatus considers by default that the 

parameter of the first field does not need to be exchanged with the second apparatus. Therefore, the 

first apparatus requests, by using the request frame, not to exchange the security parameter of the first 

field, or the first apparatus does not use a function that is of the request frame and that is used to 

request whether to exchange the security parameter of the first field. 

[00211] In still another optional implementation, when the first apparatus is an AP and the second 

apparatus is a STA that has a capability of generating the first field, or when the first apparatus is a 

STA that has a capability of generating the first field and the second apparatus is an AP, the request 

frame further includes a security parameter of the second field, and the response frame is further used 
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to respond to the request frame. For example, the response frame is used to make a response indicating 

to agree to perform channel estimation based on the second field. 

[00212] For example, the response frame is used by the second apparatus to: after receiving the 

first frame that carries the first field, perform channel estimation based on the received first field and 

the second field generated based on the security parameter of the second field, and feed back, to the 

first apparatus, CSI obtained through channel estimation. The security parameter of the second field 

is used to generate the second field. The second field is a secure LTF field different from the first 

field, or a secure TRN field different from the first field. 

[00213] In other words, the response frame is used for a second apparatus that cannot generate or 

identify the first field, and is also used by a second apparatus that does not have a capability of 

generating the first field to: agree to receive the first field that cannot be accurately identified and 

parsed by the second apparatus, and obtain wrong CSI based on an indication of the first apparatus, 

in other words, perform channel estimation based on the received first field and a preset LTF field or 

a preset TRN field, to obtain CSI. That the second apparatus that does not have a capability of 

generating the first field performs channel estimation based on a field different from the first field is 

jointly controlled by another protocol and a behavior of the request frame. 

[00214] In an optional implementation, the security parameter of the second field is one of security 

parameters of the first field that are sent by the first apparatus historically. For example, before the 

first apparatus sends the first frame that carries the first field, the first apparatus sends the security 

parameter of the first field to the second apparatus for five times. In this case, the security parameter 

of the second field may be any one of security parameters sent for the five times. For example, the 

security parameter of the second field is a security parameter that is of the first field and that is sent 

by the first apparatus to the second apparatus at the third time. In other words, the security parameter 

of the second field is not a security parameter of the first field when the first apparatus and the second 

apparatus perform current measurement and sensing, so that CSI obtained by the second apparatus 

by performing channel estimation based on the received first field and the second field generated 

based on the security parameter of the second field is not CSI from the first apparatus to the second 

apparatus. 

[00215] Optionally, the security parameter of the second field may alternatively be a security 

parameter that is of the first field and that is not sent by the first apparatus historically, and is not the 

security parameter of the first field when the first apparatus and the second apparatus perform current 

measurement and sensing. Therefore, the CSI obtained by the second apparatus by performing 

channel estimation based on the received first field and the second field generated based on the 

security parameter of the second field is also wrong CSI. An implementation of the security parameter 

of the second field is not limited in this embodiment of this application. 

[00216] It can be learned that, when the second apparatus has a capability of generating the first 
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field, the first apparatus may further send the security parameter of the second field to the second 

apparatus, and the second apparatus responds, by using the response frame, whether to agree to 

perform channel estimation based on the second field. When the second apparatus makes, by using 

the response frame, a response indicating to agree to perform channel estimation based on the second 

field, after receiving the first frame that carries the first field, the second apparatus generates the 

second field based on the security parameter of the second field, performs channel estimation based 

on the received first field and the second field, and feeds back, to the first apparatus, CSI obtained by 

performing channel estimation based on the received first field and the second field. The CSI obtained 

by the second apparatus by performing channel estimation based on the received first field and the 

second field is not the CSI from the first apparatus to the second apparatus. Therefore, in a manner in 

which the second apparatus feeds back the CSI, information security in a feedback stage may be 

ensured. 

[00217] In still another optional implementation, the request frame is further used to request the 

second apparatus that does not have a capability of generating the first field to perform channel 

estimation based on a field different from the secure LTF field or the secure TRN field; and the 

response frame is further used to respond to the request frame. For example, the response frame is 

used to make a response indicating whether the second apparatus that does not have a capability of 

generating the first field agrees to perform channel estimation based on the field different from the 

secure LTF field or the secure TRN field. When the response frame is used to make a response 

indicating that the second apparatus that does not have a capability of generating the first field agrees 

perform channel estimation based on the field different from the secure LTF field or the secure TRN 

field, the second apparatus that does not have a capability of generating the first field may participate 

in measurement and sensing of the first apparatus. For example, the response frame is used by the 

second apparatus that does not have a capability of generating the first field to: perform channel 

estimation based on the received first field and the preset LTF field or the preset TRN field when 

receiving the first frame that carries the first field, and feed back, to the first apparatus, CSI obtained 

through channel estimation. 

[00218] It can be learned that, the first apparatus and the second apparatus may negotiate, in a 

negotiation stage by using the request frame and the response frame, about whether the second 

apparatus that does not have a capability of generating the first field may be allowed to participate in 

measurement and sensing of the first apparatus. In this manner, the second apparatus with a weaker 

capability may also participate in measurement and sensing of the first apparatus, and a capability 

requirement for the second apparatus may be reduced, to improve a system compatibility capability, 

and provide more resources for measurement and sensing. 

[00219] In another optional implementation, when the first apparatus and the second apparatus 

perform measurement and sensing on a low frequency band, the first apparatus may further send an 
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NDPA frame to the second apparatus before sending, to the second apparatus, the first frame that 

carries the first field used to perform channel estimation. The NDPA frame is used to announce, to 

the second apparatus, that an NDP frame that carries a secure LTF field is to be sent. The NDPA frame 

includes a SAC that may be used by the second apparatus. Optionally, the NDPA frame may further 

include parameters such as a bandwidth and a periodicity that are used for a current round of 

measurement. 

[00220] In still another optional implementation, when the first apparatus and the second apparatus 

perform measurement and sensing on a low frequency band, the first apparatus may further receive 

an NDPA frame from the second apparatus before sending, to the second apparatus, the first frame 

that carries the first field used to perform channel estimation. The NDPA frame is used to announce, 

to the first apparatus, that the second apparatus is to send an NDP frame that carries a secure LTF 

field. The NDPA frame includes a SAC that may be used by the first apparatus. 

[00221] The request frame and the response frame may be an FTM_Request frame and an FTM 

frame in an 802.11az protocol, that is, may be of frame structures of the FTM_Request frame and the 

FTM frame in the 802.11az protocol, and may be applied to frame structures of the request frame and 

the response frame that may be used in an 802.bf protocol in the future. Optionally, the request frame 

and the response frame may alternatively be a sensing request frame and a sensing response frame 

that are newly designed. Optionally, the request frame may alternatively be a measurement setup 

request frame (measurement setup request), and the response frame may be a measurement setup 

response frame (measurement setup response). Optionally, the request frame is a sensing setup request 

frame (sensing setup request), and the response frame is a sensing setup response frame (sensing 

setup response). 

[00222] When the request frame and the response frame are an FTM request frame and an FTM 

frame, frame structures of the request frame and the response frame are as follows: As shown in FIG. 

7(a), the request frame is obtained by adding a new sensing parameters field after the FTM_Request 

frame, and the sensing parameters field includes a secure sensing indication field. As shown in FIG. 

7(b), the response frame is obtained by adding an optional sensing parameters field after the FTM 

frame, and the sensing parameters field includes a secure sensing indication field. 

[00223] When the request frame and the response frame are the sensing request frame and the 

sensing response frame that are designed in this embodiment of this application, frame structures of 

the request frame and the response frame are shown in FIG. 8(a) and FIG. 8(b). The sensing request 

frame and the sensing response frame are newly added frames in a reserved field of an action frame, 

and the sensing request frame and the sensing response frame each include a secure sensing indication 

field. For example, the sensing request frame and the sensing response frame are newly added frames 

in reserved fields 46 and 47 of the action frame. 

[00224] In an optional implementation, the frame structures of the request frame and the response 
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frame are shown in FIG. 7(a), FIG. 7(b), FIG. 8(a), and FIG. 8(b). The request frame and the response 

frame each include a secure sensing indication field, and the secure sensing indication field includes 

various subfields. The following describes functions of the various subfields with reference to the 

foregoing functions of the request frame and the response frame. 

[00225] 1. Secure sensing enable field 

[00226] The request frame and the response frame each include a secure sensing enable field. A 

secure sensing enable field in the request frame is used to request to perform channel estimation based 

on the field different from the secure LTF field or the secure TRN field, in other words, request the 

second apparatus to perform secure feedback. A secure sensing enable field in the response frame is 

used to respond to the request frame. For example, the response frame is used to make a response 

indicating whether to agree to perform channel estimation based on the field different from the secure 

LTF field or the secure TRN field, in other words, make a response indicating whether to agree to 

perform secure feedback. For example, the response frame is used by the second apparatus to: when 

receiving the first frame that carries the first field, perform channel estimation based on the received 

first field and the second field, and feed back, to the first apparatus, the CSI obtained through channel 

estimation. Optionally, the secure sensing enable field may also be replaced with a secure sensing and 

feedback field, and a function implemented by the secure sensing and feedback field is the same as a 

function implemented by the secure sensing enable field. 

[00227] For example, when the secure sensing enable field in the request frame is set to 1, the 

secure sensing enable field is used to request the second apparatus to perform channel estimation 

based on the field different from the secure LTF field or the secure TRN field. When the secure 

sensing enable field in the response frame is set to 1, the secure sensing enable field is used to make 

a response indicating to agree to perform channel estimation based on the field different from the 

secure LTF field or the secure TRN field; or when the secure sensing enable field in the response 

frame is set to 0, the secure sensing enable field is used to make a response indicating to disagree to 

perform channel estimation based on the field different from the secure LTF field or the secure TRN 

field. 

[00228] Optionally, the secure sensing enable field in the request frame may be further used to 

request to send/receive, in "measurement setup", the NDP frame that carries the secure LTF field, or 

may be used to request to send/receive, in a sensing session, the measurement frame that carries the 

secure TRN field. Correspondingly, the secure sensing enable field in the response frame may be 

further used to make a response indicating whether to agree to receive/send the NDP frame that carries 

the secure LTF field, or may be used to make a response indicating whether to agree to receive/send 

the measurement frame that carries the secure TRN field. That is, the secure sensing enable field in 

the request frame and the secure sensing enable field in the response frame may be further used to 

negotiate about whether the first apparatus and the second apparatus perform secure measurement. 
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[00229] For example, when the secure sensing enable field in the request frame is set to 1, the 

secure sensing enable field is used to request to send/receive, in the sensing session, the NDP frame 

that carries the secure LTF field, or is used to request to send/receive, in the sensing session, the 

measurement frame that carries the secure TRN field. When the secure sensing enable field in the 

response frame is set to 1, the secure sensing enable field is used to make a response indicating to 

agree to receive/send, in the sensing session, the NDP frame that carries the secure LTF field, or is 

used to make a response indicating to agree to receive/send the measurement frame that carries the 

secure TRN field; or when the secure sensing enable field in the response frame is set to 0, the secure 

sensing enable field is used to make a response indicating to disagree to receive/send, in the sensing 

session, the NDP frame that carries the secure LTF field, or is used to make a response indicating to 

disagree to receive/send the measurement frame that carries the secure TRN field. 

[00230] That is, the first apparatus and the second apparatus may negotiate, by using the secure 

sensing enable field, about whether the second apparatus performs secure feedback, in other words, 

negotiate about whether the second apparatus feeds back, to the first apparatus, the CSI obtained by 

performing channel estimation based on the field different from the secure LTF field or the secure 

TRN field. Alternatively, the first apparatus and the second apparatus may determine, through 

negotiation by using the secure sensing enable field, that the first apparatus and the second apparatus 

perform secure measurement and secure feedback, in other words, negotiate about whether the first 

apparatus sends, to the second apparatus, the first frame that carries the secure LTF field or the secure 

TRN field, whether the second apparatus receives the first frame that carries the secure LTF field or 

the secure TRN field and that is from the first apparatus, and whether the second apparatus feeds back, 

to the first apparatus, the CSI obtained by performing channel estimation based on the received first 

field and the second field different from the first field. 

[00231] 2. Secure sensing parameters exchange field 

[00232] Optionally, the request frame and the response frame each may further include a secure 

sensing parameters exchange field. 

[00233] In an optional implementation, a secure sensing parameters exchange field in the request 

frame is used to request whether to exchange the security parameter of the first field, a secure sensing 

parameters exchange field in the response frame is used to respond to the request frame, and the 

security parameter of the first field is used to generate the first field. 

[00234] For example, when the secure sensing parameters exchange field in the request frame is 

used to request to exchange the security parameter of the first field, the secure sensing parameters 

exchange field in the response frame is used to make a response indicating whether to agree to 

exchange the security parameter of the first field; or when the secure sensing parameters exchange 

field in the request frame is used to request not to exchange the security parameter of the first field, 

the secure sensing parameters exchange field in the response frame is used to make a response 
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indicating whether to agree not to exchange the security parameter of the first field. 

[00235] For example, when the secure sensing parameters exchange field in the request frame is 

used to request to exchange the security parameter of the first field, the secure sensing parameters 

exchange field in the response frame is used by the second apparatus to: when receiving the first 

frame that carries the first field, perform channel estimation based on the received first field and the 

first field generated based on the security parameter from the first apparatus; or when the secure 

sensing parameters exchange field in the request frame is used to request not to exchange the security 

parameter of the first field, the secure sensing parameters exchange field in the response frame is used 

by the second apparatus to: when receiving the first frame that carries the first field, perform channel 

estimation based on the received first field and the preset LTF field or the preset TRN field, and feed 

back, to the first apparatus, CSI obtained through channel estimation. 

[00236] For example, when the secure sensing parameters exchange field in the request frame is 

set to 0, the secure sensing parameters exchange field is used to request not to exchange the security 

parameter of the first field; and when the secure sensing parameters exchange field in the response 

frame is set to 1, the secure sensing parameters exchange field is used to make a response indicating 

to agree not to exchange the security parameter of the first field; or when the secure sensing 

parameters exchange field in the response frame is set to 0, the secure sensing parameters exchange 

field is used to make a response indicating to disagree not to exchange the security parameter of the 

first field. When the secure sensing parameters exchange field in the request frame is set to 1, the 

secure sensing parameters exchange field is used to request to exchange the security parameter of the 

first field; and when the secure sensing parameters exchange field in the response frame is set to 1, 

the secure sensing parameters exchange field is used to make a response indicating to agree to 

exchange the security parameter of the first field; or when the secure sensing parameters exchange 

field in the response frame is set to 0, the secure sensing parameters exchange field is used to make a 

response indicating to disagree to exchange the security parameter of the first field. 

[00237] In another optional implementation, a secure sensing parameters exchange field in the 

request frame includes the security parameter of the second field, and a secure sensing parameters 

exchange field in the response frame is used to respond to the request frame. For example, the secure 

sensing parameters exchange field in the response frame is used to make a response indicating 

whether to agree to perform channel estimation based on the second field. For example, the secure 

sensing parameters exchange field in the response frame is used by the second apparatus to: when 

receiving the first frame that carries the first field, perform channel estimation based on the received 

first field and the second field generated based on the security parameter of the second field, and feed 

back, to the first apparatus, the CSI obtained through channel estimation. 

[00238] For example, when the secure sensing parameters exchange field in the response frame is 

set to 1, the secure sensing parameters exchange field is used to make a response indicating to agree 
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to perform channel estimation based on the second field; or when the secure sensing parameters 

exchange field in the response frame is set to 0, the secure sensing parameters exchange field is used 

to make a response indicating to disagree to perform channel estimation based on the second field. 

[00239] It can be learned that, the secure sensing parameters exchange field in the request frame 

and the secure sensing parameters exchange field in the response frame may be used to negotiate 

about whether to exchange the security parameter of the first field, or used to negotiate about whether 

the second apparatus performs channel estimation based on the second field. 

[00240] When the second apparatus also needs to perform sensing based on the CSI from the first 

apparatus to the second apparatus, the secure sensing parameters exchange field in the request frame 

and the secure sensing parameters exchange field the response frame may be used to determine, 

through negotiation, to exchange the security parameter of the first field, so that the second apparatus 

performs channel estimation based on the first field generated based on the security parameter of the 

first field, to obtain the CSI from the first apparatus to the second apparatus, and further, the second 

apparatus performs sensing based on the CSI. When the second apparatus does not need to perform 

sensing based on the CSI from the first apparatus to the second apparatus, the secure sensing 

parameters exchange field in the request frame and the secure sensing parameters exchange field the 

response frame may be used to determine, through negotiation, not to exchange the security parameter 

of the first field, so that the second apparatus feeds back the CSI obtained by performing channel 

estimation based on the preset LTF field or the preset TRN field, to ensure the information security 

in the feedback stage, omit a parameter exchange process, and save resources. 

[00241] 3. Additional secure LTF field 

[00242] Optionally, the request frame and the response frame each further include an additional 

secure LTF field. 

[00243] An additional secure LTF field in the request frame is used to request the second apparatus 

that does not have a capability of generating the first field to join a measurement and sensing process 

of the first apparatus, in other words, used to request the second apparatus that does not have a 

capability of generating the first field to perform channel estimation based on the field different from 

the secure LTF field or the secure TRN field. An additional secure LTF field in the response frame is 

used to respond to the request frame. 

[00244] For example, the additional secure LTF field in the response frame is used to make a 

response indicating whether the second apparatus that does not have a capability of generating the 

first field is allowed to join measurement and sensing of the first apparatus. For example, the 

additional secure LTF field in the response frame is used to: when the second apparatus that does not 

have a capability of generating the first field receives the first frame that carries the first field, perform 

channel estimation based on the received first field and the preset LTF field or the preset TRN field, 

and feed back, to the first apparatus, the CSI obtained through channel estimation. 
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[00245] For example, when the additional secure LTF field in the request frame is set to 1, the 

additional secure LTF field is used to request the second apparatus that does not have a capability of 

generating the first field to join the measurement and sensing process of the first apparatus. When the 

additional secure LTF field in the response frame is set to 1, the additional secure LTF field is used 

to make a response indicating that the second apparatus that does not have a capability of generating 

the first field agrees join the measurement and sensing process of the first apparatus; or when the 

additional secure LTF field in the response frame is set to 0, the additional secure LTF field is used 

to make a response indicating that the second apparatus does not have a capability of generating the 

first field disagrees to join the measurement and sensing process of the first apparatus. 

[00246] It can be learned that, the first apparatus and the second apparatus may further negotiate, 

by using the additional secure LTF field, about whether the second apparatus that does not have a 

capability of generating the first field is allowed to join the measurement and sensing of the first 

apparatus, to improve a system compatibility capability, and provide more resources for measurement 

and sensing. 

[00247] 4. Encrypted feedback field 

[00248] Optionally, the request frame and the response frame each further include an encrypted 

feedback field. 

[00249] An encrypted feedback field in the request frame is used to request to feed back an 

encrypted feedback frame, in other words, used to request the second apparatus to feed back the CSI 

obtained by performing channel estimation based on the second field different from the first field. An 

encrypted feedback field in the response frame is used to respond to the request frame. For example, 

the encrypted feedback field in the response frame is used to make a response indicating whether to 

agree to feed back the encrypted feedback frame, in other words, used to make a response indicating 

whether the second apparatus agrees to feed back the CSI obtained by performing channel estimation 

based on the second field different from the first field. For example, the encrypted feedback field in 

the response frame is used by the second apparatus to: when receiving the first frame that carries the 

first field, perform channel estimation based on the received first field and the second field, and feed 

back, to the first apparatus, the CSI obtained through channel estimation. 

[00250] For example, when the encrypted feedback field in the request frame is set to 1, the 

encrypted feedback field is used to request to feed back the encrypted feedback frame. When the 

encrypted feedback field in the response frame is set to 1, the encrypted feedback field is used to 

make a response indicating to feed back the encrypted feedback frame; or when the encrypted 

feedback field in the response frame is set to 0, the encrypted feedback field is used to make a response 

indicating not to feed back the encrypted feedback frame. 

[00251] It can be learned that, the first apparatus and the second apparatus may further negotiate, 

by using the encrypted feedback field, about whether the second apparatus feeds back the encrypted 
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feedback frame, in other words, re-determine, by using the encrypted feedback field, whether the 

second apparatus agrees to feed back the CSI obtained by performing channel estimation based on 

the second field different from the first field. 

[00252] S103: The second apparatus sends a first feedback frame to the first apparatus, where the 

first feedback frame includes channel state information CSI, the CSI is the CSI from the first 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and the second field, and the second field is not the first 

field. 

[00253] It may be understood that the first field received by the second apparatus is a field obtained 

after the first field sent by the first apparatus passes through a radio channel. In other words, the first 

field received by the second apparatus is a field obtained after the first field carries channel state 

information. The second field is described in S102, and is not described again. 

[00254] That the second apparatus performs channel estimation based on the first field and the 

second field, to obtain the CSI means that the second apparatus performs comparative analysis on the 

received first field and the second field in a channel estimation method, to obtain the channel state 

information CSI. If the second apparatus learns of the first field, the CSI obtained by the second 

apparatus by performing channel estimation based on the received first field and the known first field 

is CSI from the first apparatus to the second apparatus, and the CSI represents real channel state 

information from the first apparatus to the second apparatus. The known first field may be locally 

stored by the second apparatus, or may be sent by the first apparatus to the second apparatus. 

Therefore, if the second apparatus performs channel estimation based on the received first field and 

the second field different from the first field, the CSI fed back by the second apparatus to the first 

apparatus is not CSI from the first apparatus to the second apparatus. In this case, because the 

eavesdropper cannot obtain the first field even if the CSI fed back by the second apparatus is 

eavesdropped by the eavesdropper, the CSI from the first apparatus to the second apparatus cannot 

be obtained, to ensure security of the feedback information in the feedback stage. 

[00255] In an optional implementation, when the second apparatus is an AP, a STA that has a 

capability of generating the first field, or a STA that does not have a capability of generating the first 

field, and the first apparatus and the second apparatus determine, through negotiation in a negotiation 

stage, not to exchange the security parameter of the first field, after receiving the first frame that 

carries the first field, the second apparatus performs channel estimation based on the received first 

field and the preset LTF field or the preset TRN field. In other words, the preset LTF field or the preset 

TRN field is the second field. Therefore, the second apparatus feeds back, to the first apparatus, the 

CSI obtained by performing channel estimation based on the received first field and the preset LTF 

field or the preset TRN field. The CSI is not CSI from the first apparatus to the second apparatus. 

Therefore, in such a feedback manner, the information security in the feedback stage may be ensured. 
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[00256] In another optional implementation, when the second apparatus is an AP or a STA that has 

a capability of generating the first field, and the first apparatus sends the security parameter of the 

second field to the second apparatus in the negotiation stage, after receiving the first frame that carries 

the first field, the second apparatus generates the second field based on the security parameter of the 

second field, and then performs channel estimation based on the received first field and the second 

field, to obtain CSI. The second field may be an LTF field or a TRN field, may be a secure LTF field 

different from the first field, or may be a secure TRN field different from the first field. Further, the 

second apparatus feeds back, to the first apparatus, the CSI obtained by performing channel 

estimation based on the received first field and the second field generated based on the security 

parameter of the second field, namely, CSI obtained by performing channel estimation based on the 

received first field and a field different from the first field. In this case, the fed back CSI is not CSI 

from the first apparatus to the second apparatus, to ensure the information security. 

[00257] S104: The first apparatus receives the first feedback frame from the second apparatus. 

[00258] In an optional implementation, if the first apparatus and the second apparatus determine, 

through negotiation in the negotiation stage, not to exchange the security parameter of the first field, 

the second apparatus feeds back, to the first apparatus, the CSI obtained by performing channel 

estimation based on the received first field and the preset LTF field or the preset TRN field. Therefore, 

the first apparatus may further parse the CSI based on the sent first field and the preset LTF field or 

the preset TRN field, to obtain the CSI from the first apparatus to the second apparatus. 

[00259] In another optional implementation, if the first apparatus sends the security parameter of 

the second field to the second apparatus in the negotiation stage, and the second apparatus agrees to 

perform channel estimation based on the second field, the second apparatus feeds back, to the first 

apparatus, CSI obtained by performing channel estimation based on the received first field and the 

second field generated based on the security parameter of the second field. Therefore, the first 

apparatus may further parse the CSI based on the sent first field and the second field, to obtain the 

CSI from the first apparatus to the second apparatus. 

[00260] It can be learned that, in this embodiment of this application, the first apparatus sends, to 

the second apparatus, the first frame that carries the first field used to perform channel estimation, 

and the second apparatus performs channel estimation based on the received first field and the second 

field different from the first field, and feeds back, to the first apparatus, the CSI obtained through 

channel estimation. The second apparatus feeds back, to the first apparatus, the CSI obtained by 

performing channel estimation based on the received first field and the second field different from 

the first field. Even if the CSI fed back by the second apparatus is eavesdropped by the eavesdropper, 

the eavesdropper still cannot obtain the CSI from the first apparatus to the second apparatus. 

Therefore, in a manner in which the second apparatus feeds back the CSI, the information security in 

the feedback stage may be ensured. 
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[00261] The following describes a plurality of implementations of the information feedback 

method 100 by using an example in which a first apparatus and a second apparatus perform 

measurement and sensing on a low frequency band and with reference to a TB ranging mode, an NTB 

ranging mode, unilateral interaction, multilateral interaction, and different communication scenarios 

when the first apparatus is an AP and the second apparatus is a STA or when the first apparatus is a 

STA and the second apparatus is an AP. Unilateral interaction is a scenario in which there is only 

uplink communication or downlink communication between the first apparatus and the second 

apparatus, and bilateral interaction is a scenario in which there is both uplink communication and 

downlink communication between the first apparatus and the second apparatus. 

[00262] I. Non TB ranging mode 

[00263] Scenario 1: The first apparatus is a STA, the second apparatus is an AP, and the STA and 

the AP perform unilateral interaction. 

[00264] A flowchart of interaction when the first apparatus is a STA, the second apparatus is an 

AP, and the STA and the AP perform unilateral interaction is shown in FIG. 9(a). 

[00265] In this scenario, the STA sets a secure sensing enable field in a request frame to 1 in a 

negotiation stage, to request the AP to perform channel estimation based on a field different from a 

secure LTF field. The AP sets a secure sensing enable field in a response frame to 1 in the negotiation 

stage, to make a response indicating to agree to perform channel estimation based on the field 

different from the secure LTF field. The STA sets a secure sensing parameters exchange field in the 

request frame to 0 in the negotiation stage, to request not to exchange a security parameter of the 

secure LTF field, and the AP sets a secure sensing parameters exchange field in the response frame 

to 1 in the negotiation stage, to agree not to exchange the security parameter of the secure LTF field. 

In this case, CSI in a CSI feedback frame fed back by the AP to the STA is CSI obtained by performing 

channel estimation based on the secure LTF field and a preset LTF field. In such a manner in which 

the STA and the AP determine, through negotiation in the negotiation stage, not to exchange the 

security parameter of the secure LTF field, a parameter interaction process may be omitted, resources 

are saved, and complexity is reduced. 

[00266] As shown in FIG. 9(a), after the STA and the AP complete negotiation in the negotiation 

stage, the STA initiates contention-based access to the AP, that is, the STA actively sends an NDPA 

frame to the AP, to announce, to the AP, that an NDP frame (NDP with secure LTF) that carries the 

secure LTF field is to be sent. Then, the STA sends, to the AP, the NDP frame that carries the secure 

LTF field. Because the STA and the AP determine, through negotiation in the negotiation stage, not 

to exchange the security parameter of the secure LTF field, after receiving the NDP frame, the AP 

directly performs channel estimation based on the received secure LTF field and the preset LTF field, 

and feeds back, to the STA by using the CSI feedback frame, CSI obtained through channel estimation. 

Then, the STA parses the received CSI based on the sent secure LTF field and the preset LTF field, to 
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obtain CSI from the STA to the AP. 

[00267] Scenario 2: The first apparatus is an AP, the second apparatus is a STA, and the AP and 

the STA perform bilateral interaction. 

[00268] A flowchart of interaction when the first apparatus is an AP, the second apparatus is a STA, 

and the AP and the STA perform bilateral interaction is shown in FIG. 9(b). 

[00269] In this scenario, the AP determines, through negotiation in a negotiation stage, to measure 

CSI from the STA to the AP, and measure CSI from the AP to the STA. In addition, the AP sets a 

secure sensing enable field in a request frame to 1, to request the STA to perform channel estimation 

based on a field different from a secure LTF field. The STA sets a secure sensing enable field in a 

response frame to 1 in the negotiation stage, to make a response indicating to agree to perform channel 

estimation based on the field different from the secure LTF field. The AP and the STA perform 

bilateral interaction. To be specific, the AP sends an NDP frame to the STA, and the STA also sends 

an NDP frame to the AP. Therefore, the AP may use the secure sensing parameters exchange field in 

the request frame to carry a security parameter of a second field in the negotiation stage, and the STA 

sets the secure sensing parameters exchange field in the response frame to 1, to make a response 

indicating to agree to perform channel estimation based on the second field. The second field is a 

secure LTF field different from the secure LTF field sent by the AP. Therefore, the STA may also 

generate the second field based on the security parameter of the second field, and send, to the AP, an 

NDP frame that carries the second field. In other words, the STA may also send, to the AP, an NDP 

frame that carries the secure LTF field different from the secure LTF field sent by the AP. 

[00270] As shown in FIG. 9(b), after the STA and the AP complete negotiation, the STA sends an 

NDPA frame to the AP, to announce, to the AP, that the NDP frame that carries the secure LTF field 

is to be sent, and the STA sends, to the AP, the NDP frame that carries the second field. The AP 

performs channel estimation based on the received second field and the second field generated based 

on the security parameter that is of the second field and that is sent to the STA, to obtain CSI from 

the STA to the AP. The AP sends, to the STA, the NDP frame that carries the secure LTF field used to 

perform channel estimation, and then sends a feedback trigger frame (feedback trigger) to the STA, 

to trigger the STA to feed back, to the AP, CSI obtained through channel estimation. After receiving 

the NDP frame that carries the secure LTF field, the STA performs channel estimation based on the 

received secure LTF field and the second field generated based on the security parameter of the second 

field, and feeds back, to the AP by using a CSI feedback frame, CSI obtained through channel 

estimation. Then, the AP parses the received CSI based on the second field generated based on the 

sent security parameter of the second field and the sent secure LTF field, to obtain CSI from the AP 

to the ST. Further, the AP performs precise sensing based on the CSI from the AP to the STA and the 

CSI from the STA to the AP. 

[00271] Scenario 3: The first apparatus is a STA, the second apparatus is an AP, and the STA and 
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the AP perform bilateral interaction. 

[00272] A flowchart of interaction when the first apparatus is a STA, the second apparatus is an 

AP, and the STA and the AP perform bilateral interaction is shown in FIG. 9(c). 

[00273] In this scenario, the STA and the AP determine, through negotiation in a negotiation stage, 

to measure CSI from the STA to the AP, and measure CSI from the AP to the STA. In addition, both 

the first apparatus and the second apparatus respectively set a secure sensing enable field in a request 

frame and a secure sensing enable field in a response frame to 1, to determine, through negotiation, 

that the AP performs channel estimation based on a field different from a secure LTF field. Because 

the AP and the STA each need to send an NDP frame, the STA uses a secure sensing parameters 

exchange field to carry a security parameter of a second field, and the AP sets the secure sensing 

parameters exchange field to 1, to make a response indicating to agree to perform channel estimation 

based on the second field. Therefore, the AP may generate the second field based on the security 

parameter of the second field, and send, to the STA, an NDP frame that carries the second field. 

[00274] As shown in FIG. 9(c), the STA sends an NDPA frame to the AP, to announce, to the AP, 

that the STA is to send an NDP frame that carries the secure LTF field, and then the STA sends, to the 

AP, the NDP frame that carries the secure LTF field. After receiving the NDP frame, the AP performs 

channel estimation based on the received secure LTF field and the second field generated based on 

the security parameter the second field, and feeds back, to the STA by using a CSI feedback frame, 

CSI obtained through channel estimation. The STA generates the second field based on the security 

parameter of the second field, and then parses the CSI based on the second field and the sent secure 

LTF field, to obtain the CSI from the STA to the AP. The AP sends, to the STA, an NDP frame that 

carries the second field, and the STA performs channel estimation based on the received second field 

and the second field generated based on the security parameter of the second field, to obtain the CSI 

from the AP to the STA. Further, the STA performs precise sensing based on the CSI from the AP to 

the STA and the CSI from the STA to the AP. 

[00275] Scenario 4: The first apparatus is an AP, the second apparatus is a STA that does not have 

a capability of generating a secure LTF field, and the STA and the AP perform unilateral interaction. 

[00276] A flowchart of interaction when the first apparatus is an AP, the second apparatus is a STA 

that does not have a capability of generating the secure LTF field, and the STA and the AP perform 

bilateral interaction is shown in FIG. 9(d). 

[00277] In this scenario, both the STA and the AP respectively set a secure sensing enable field in 

a request frame and a secure sensing enable field in a response frame to 1 in a negotiation stage, to 

determine, through negotiation, that the AP performs channel estimation based on a field different 

from the secure LTF field or a secure TRN field. Because the STA does not have a capability of 

generating the secure LTF field, the AP and the STA set an additional secure LTF field in the request 

frame and an additional secure LTF field in the response frame to 1 in the negotiation stage, to 
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determine, through negotiation, that the STA that does not have a capability of generating the secure 

LTF field is allowed to perform channel estimation based on the field different from the secure LTF 

field. That is, the AP allows the STA that does not have a capability of generating the secure LTF field 

to join measurement and sensing of the AP. In this manner, the STA that has a limited capability is 

helped join measurement and sensing of the AP. In addition, because the STA does not have a 

capability of generating the secure LTF field, the STA cannot generate a second field based on a 

security parameter of the second field. Therefore, the AP and the STA need to determine, through 

negotiation in the negotiation stage, not to exchange a security parameter of the secure LTF field. To 

be specific, the AP sets a secure sensing parameters exchange field in the request frame to 0, to request 

not to exchange the security parameter of the secure LTF field; and the STA needs to set a secure 

sensing parameters exchange field in the response frame to 1, to make a response indicating to agree 

not to exchange the security parameter of the secure LTF field. 

[00278] As shown in FIG. 9(d), the STA sends an NDPA frame to the AP, to notify the AP to send 

an NDP frame that carries the secure LTF field. Therefore, the AP sends, to the STA, the NDP frame 

that carries the secure LTF field used to perform channel estimation. The STA performs channel 

estimation based on the received secure LTF field and a preset LTF field, and feeds back, to the AP, 

CSI obtained through channel estimation. The AP parses the received CSI based on the sent secure 

LTF field and the preset LTF field, to obtain the CSI from the AP to the STA. Further, the AP performs 

sensing based on the CSI. 

[00279] II. TB mode 

[00280] Scenario 2.1: The first apparatus is a STA, the second apparatus is an AP, and the STA and 

the AP perform unilateral interaction. 

[00281] A flowchart of interaction when the first apparatus is a STA, the second apparatus is an 

AP, and the STA and the AP perform unilateral interaction is shown in FIG. 9(e). 

[00282] In this scenario, both the STA and the AP respectively set a secure sensing enable field in 

a request frame and a secure sensing enable field in a response frame to 1 in a negotiation stage, to 

determine, through negotiation, that the AP performs channel estimation based on a field different 

from a secure LTF field. The STA and the AP may determine, through negotiation in the negotiation 

stage, not to exchange a security parameter of the secure LTF field. To be specific, the STA sets a 

secure sensing parameters exchange field in the request frame to 0, to request not to exchange the 

security parameter of the secure LTF field. The STA needs to set a secure sensing parameters 

exchange field in the response frame to 1, to make a response indicating to agree not to exchange the 

security parameters of the secure LTF field. 

[00283] As shown in FIG. 9(e), the AP sends a TF sensing poll to the STA, to send a poll to the 

STA. The STA returns CTS-to-self to the AP, to determine whether the STA can participate in a session. 

When the AP determines that the STA participates in the session, the AP may send TF sensing 
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sounding to the STA, to trigger the STA to send an NDP frame that carries the secure LTF field. After 

receiving the NDP frame that carries the secure LTF field, because the AP determines, through 

negotiation in the negotiation stage, not to exchange the security parameter of the first field, the AP 

performs channel estimation based on the received secure LTF field and a preset LTF field, and feeds 

back, to the STA, CSI obtained through channel estimation. The STA parses the CSI based on the sent 

secure LTF field and the preset LTF field, to obtain CSI from the STA to the AP. Further, the STA 

performs sensing based on the CSI. 

[00284] Scenario 2.2: The first apparatus is an AP, the second apparatus is a STA, and the STA and 

the AP perform bilateral interaction. 

[00285] A schematic flowchart of interaction when the first apparatus is an AP, the second 

apparatus is a STA, and the STA and the AP perform bilateral interaction is FIG. 9(f). 

[00286] In this scenario, both the STA and the AP respectively set a secure sensing enable field in 

a request frame and a secure sensing enable field in a response frame to 1 in a negotiation stage, to 

determine, through negotiation, that the STA performs channel estimation based on a field different 

from a secure LTF field. Because the AP and the STA each need to send an NDP frame, the AP uses 

a secure sensing parameters exchange field to carry a security parameter of a second field, and the 

STA sets the secure sensing parameters exchange field to 1, to make a response indicating to agree to 

perform channel estimation based on the second field. Therefore, the STA may generate the second 

field based on the security parameter of the second field, and send, to the AP, an NDP frame that 

carries the second field. 

[00287] As shown in FIG. 9(f), the AP sends a TF sensing poll to the STA, to send a poll to the 

STA. The STA returns CTS-to-self to the AP, to determine whether the STA can participate in a session. 

When the AP determines that the STA participates in the session, the AP may send TF sensing 

sounding to the STA, to trigger the STA to send an NDP frame that carries the second field. The AP 

performs channel estimation based on the received secure LTF field and the second field generated 

based on the security parameter of the second field, to obtain CSI from the STA to the AP. The AP 

sends an NDPA frame to the STA, to announce, to the STA, that an NDP frame that carries the secure 

LTF field is to be sent. Then, the AP sends, to the STA, the NDP frame that carries the secure LTF 

field used to perform channel estimation, and then sends a feedback trigger frame to the STA, to 

trigger the STA to feed back CI obtained through channel estimation. After receiving the NDP frame 

from the AP, the STA generates the second field based on the security parameter that is of the second 

field and that is received in the negotiation stage, performs channel estimation based on the received 

secure LTF field and the received second field, and feeds back, to the AP, CSI obtained through 

channel estimation. The AP generates the second field based on the security parameter of the second 

field, and then parses the received CSI based on the second field and the sent first field, to obtain CSI 

from the AP to the STA. 
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[00288] Scenario 2.3: The first apparatus is a STA, the second apparatus is an AP, and the STA and 

the AP perform bilateral interaction. 

[00289] A flowchart of interaction when the first apparatus is a STA, the second apparatus is an 

AP, and the STA and the AP perform bilateral interaction is shown in FIG. 9(g). 

[00290] In this scenario, both the STA and the AP respectively set a secure sensing enable field in 

a request frame and a secure sensing enable field in a response frame to 1 in a negotiation stage, to 

determine, through negotiation, that the AP performs channel estimation based on a field different 

from a secure LTF field. Because the AP and the STA each need to send an NDP frame, the STA uses 

a secure sensing parameters exchange field to carry a security parameter of a second field, and the 

AP sets the secure sensing parameters exchange field to 1, to make a response indicating to agree to 

perform channel estimation based on the second field. Therefore, the AP may generate the second 

field based on the security parameter of the second field, and send, to the STA, an NDP frame that 

carries the second field. 

[00291] As shown in FIG. 9(g), a procedure of this scenario is basically the same as a procedure 

of Scenario 2.2, except that in a feedback stage, the STA is the first apparatus, and therefore, the AP 

does not need to send a feedback trigger frame to the STA; instead, needs to perform channel 

estimation based on the received secure LTF field and the second field generated based on the security 

parameter of the second field, and feed back, to the STA by using a CSI feedback frame, CSI obtained 

through channel estimation. The STA parses the CSI based on the sent secure LTF field and the second 

field generated based on the security parameter of the second field, to obtain CSI from the STA to the 

AP. 

[00292] Scenario 2.4: The first apparatus is an AP, the second apparatus is a STA that does not 

have a capability of generating a secure LTF field, and the STA and the AP perform unilateral 

interaction. 

[00293] A flowchart of interaction when the first apparatus is an AP, the second apparatus is a STA 

that does not have a capability of generating the first field, and the STA and the AP perform unilateral 

interaction is shown in FIG. 9(h). 

[00294] In this scenario, both the STA and the AP respectively set a secure sensing enable field in 

a request frame and a secure sensing enable field in a response frame to 1 in a negotiation stage, to 

determine, through negotiation, that the STA performs channel estimation based on a field different 

from a secure LTF field. Because the STA does not have a capability of generating the secure LTF 

field, the AP and the STA set an additional secure LTF field in the request frame and an additional 

secure LTF field in the response frame to 1 in the negotiation stage, to determine, through negotiation, 

that the STA that does not have a capability of generating the secure LTF field is allowed to participate 

in measurement and sensing of the AP. That is, the AP allows the STA that does not have a capability 

of generating the secure LTF field to join measurement and sensing of the AP. In addition, because 
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the STA does not have a capability of generating the secure LTF field, the STA cannot generate a 

second field based on a security parameter of the second field. Therefore, the AP and the STA need 

to determine, through negotiation in the negotiation stage, not to exchange a security parameter of 

the secure LTF field. To be specific, the AP needs to set a secure sensing parameters exchange field 

in the request frame to 0, to request not to exchange the security parameter of the secure LTF field; 

and the STA needs to set a secure sensing parameters exchange field in the response frame to 1, to 

make a response indicating to agree not to exchange the security parameter of the secure LTF field. 

In this case, resources can be reduced. 

[00295] As shown in FIG. 9(h), the AP sends a TF sensing poll to the STA, to send a poll to the 

STA. The STA returns CTS-to-self to the AP, to determine whether the STA can participate in a session. 

When the AP determines that the STA participates in the session, the AP sends TF sensing sounding 

to the STA, to announce, to the STA, that an NDP frame that carries the secure LTF field is to be sent. 

Then, the AP sends, to the STA, the NDP frame that carries the secure LTF field, and then sends a 

feedback trigger frame to the STA. After receiving the NDP frame, the STA performs channel 

estimation based on the received secure LTF field and a preset LTF field, and feeds back, to the AP 

by using CSI feedback frame, CSI obtained through channel estimation. The AP parses the CSI based 

on the preset LTF field and the sent secure LTF field, to obtain CSI from the STA to the AP. 

[00296] It can be learned that, when the AP and the STA perform measurement and sensing on the 

low frequency band, in different scenarios, the AP may feed back, to the STA, the CSI obtained by 

performing channel estimation based on the received secure LTF field and the field different from the 

secure LTF field, or the STA may feed back, to the AP, the CSI obtained by performing channel 

estimation based on the received secure LTF field and the field different from the secure LTF field, 

to ensure security of feedback information in the feedback stage. 

[00297] V. Information feedback method 200 

[00298] An embodiment of this application further provides an information feedback method 200. 

FIG. 10 is a diagram of interaction of the information feedback method 200. The information 

feedback method 200 is described from a perspective of interaction between a first apparatus and a 

second apparatus. In the information feedback method 200, the first apparatus is a STA, and the 

second apparatus is an AP. The information feedback method 200 includes but is not limited to the 

following steps: 

[00299] S201: The first apparatus sends, to the second apparatus, a first frame that carries a first 

field used to perform channel estimation. 

[00300] S202: The second apparatus receives the first frame that carries the first field used to 

perform channel estimation. 

[00301] For implementations of S201 and S202, refer to the implementations of S101 and S102. 

Details are not described again. 
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[00302] In an optional implementation, before the first apparatus sends, to the second apparatus, 

the first frame that carries the first field used to perform channel estimation, the first apparatus may 

further send a request frame to the second apparatus. The request frame is used to request the second 

apparatus to measure third CSI from a third apparatus to the second apparatus, and encrypt the third 

CSI and feed back the encrypted third CSI to the first apparatus. Therefore, the second apparatus 

sends a response frame to the first apparatus. The response frame is used to respond to the request 

frame. For example, the response frame is used to make a response indicating whether to determine 

to measure the third CSI from the third apparatus to the second apparatus, and encrypt the third CSI 

and feed back the encrypted third CSI to the first apparatus. For example, the response frame is used 

by the second apparatus to: when receiving a second frame that carries a secure LTF field and that is 

from the third apparatus, perform channel estimation based on the received secure LTF field and a 

field different from the secure LTF field, to obtain CSI from the second apparatus to the third 

apparatus, encrypt the CSI based on the security parameter of the second field, and then feed back 

encrypted CSI to the first apparatus. 

[00303] In other words, before the first apparatus and the second apparatus perform measurement 

and sensing, the first apparatus and the second apparatus may determine, through negotiation by using 

the request frame and the response frame, that the second apparatus assists in measuring the third CSI 

from the second apparatus to the third apparatus, and forwards the measured third CSI to the first 

apparatus, so that the first apparatus obtains CSI of a plurality of channels, and then performs more 

precise sensing. 

[00304] In this embodiment of this application, the request frame may further include the security 

parameter of the second field, and the response frame may be further used to respond to the request 

frame. For example, the response frame is used to make a response indicating whether to perform 

channel estimation based on the second field. For example, the response frame is used by the second 

apparatus to: when receiving the first frame that carries the first field and that is from the first 

apparatus, perform channel estimation based on the received first field and the second field, and feed 

back CSI obtained through channel estimation to the first apparatus. 

[00305] In this embodiment of this application, for another implementation of the request frame 

and the response frame, refer to the descriptions in the information feedback method 100. Details are 

not described again. 

[00306] S203: The second apparatus sends a first feedback frame to a first apparatus, and sends a 

second feedback frame to the first apparatus. The first feedback frame includes channel state 

information CSI, the CSI is CSI from the first apparatus to the second apparatus, the CSI is obtained 

by the second apparatus by performing channel estimation based on the received first field and the 

second field, and the second field is not the first field. The second feedback frame includes encrypted 

third CSI, and third CSI is CSI from the third apparatus to the second apparatus. 
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[00307] S204: The first apparatus receives the first feedback frame from the second apparatus, and 

receives the second feedback frame from the second apparatus. 

[00308] It may be understood that after receiving the first frame from the first apparatus, the second 

apparatus performs channel estimation based on the received first field and the second field, and feeds 

back, to the first apparatus in a form of the first feedback frame, CSI obtained through channel 

estimation. Therefore, after receiving the first feedback frame, the first apparatus parses the CSI in 

the first feedback frame based on the sent first field and the second field, to obtain the CSI from the 

first apparatus to the second apparatus. 

[00309] In addition, the first apparatus and the second apparatus negotiate in a negotiation stage, 

to determine, through negotiation, that the second apparatus measures the CSI from the third 

apparatus to the second apparatus, and feeds back the CSI to the first apparatus. Therefore, the second 

apparatus triggers the third apparatus to send a third frame that carries the secure LTF or a secure 

TRN field, and feeds back, to the first apparatus by using the encrypted CSI, the obtained third CSI 

from the third apparatus to the second apparatus, so that the first apparatus obtains the third CSI from 

the third apparatus to the second apparatus. 

[00310] When the second apparatus negotiates with the third apparatus, the second apparatus sends 

a security parameter of the secure LTF field or a security parameter of the secure TRN field to the 

third apparatus. The second apparatus generates the secure LTF field based on the security parameter 

of the secure LTF field, or generates the secure TRN field based on the security parameter of the 

secure TRN field, and then sends, to the third apparatus, the first frame that carries the secure LTF 

field or the secure TRN field. Further, the second apparatus may perform channel estimation based 

on a received field and the secure LTF field or the secure TRN field generated based on a security 

parameter from the second apparatus, to obtain the third CSI from the third apparatus to the second 

apparatus. The second apparatus encrypts the third CSI based on the second field generated based on 

the security parameter that is of the second field and that is sent by the first apparatus, and feeds back 

the encrypted third CSI to the first apparatus by using the second feedback frame. Therefore, the first 

apparatus parses the encrypted CSI based on the second field generated based on the security 

parameter of the second field, to obtain the CSI from the third apparatus to the second apparatus. 

[00311] That the second apparatus encrypts the third CSI based on the second field generated based 

on the security parameter of the second field sent by the first apparatus may mean that the second 

apparatus multiplies the security parameter of the second field by the third CSI, to obtain the 

encrypted third CSI. Alternatively, the second apparatus performs another mathematical operation on 

the third CSI and the second field generated based on the security parameter of the second field, to 

obtain the encrypted third CSI. In this embodiment of this application, an encryption manner in which 

the second apparatus encrypts the third CSI based on the second field generated based on the security 

parameter of the second field is not limited. 
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[00312] In an optional implementation, the second apparatus may further send, to the first 

apparatus and the third apparatus, a second frame that carries a second field. After receiving the 

second frame that carries the second field, the first apparatus performs channel estimation based on 

the received second field and the second field generated based on the security parameter of the second 

field, to obtain CSI from the second apparatus to the first apparatus. 

[00313] When the second apparatus and the third apparatus determine, through negotiation in the 

negotiation stage, not to exchange the security parameter of the second field, after receiving the 

second frame that carries the second field, the third apparatus performs channel estimation based on 

the received second field and a preset LTF field or a preset TRN field, and feeds back, to the second 

apparatus in a form of a third feedback frame, CSI obtained through channel estimation. The second 

apparatus forwards the third feedback frame to the first apparatus. After receiving the third feedback 

frame, the first apparatus parses the CSI in the third feedback frame based on the second field and the 

preset LTF field or the preset TRN field, to obtain fourth CSI from the second apparatus to the third 

apparatus. 

[00314] When the second apparatus sends a parameter different from the security parameter of the 

second field to the third apparatus in the negotiation stage, after receiving the second frame that 

carries the second field, the third apparatus performs channel estimation based on the received second 

field and a field generated based on the parameter different from the security parameter of the second 

field, and feeds back, to the second apparatus by using a fourth feedback frame, CSI obtained through 

channel estimation. Therefore, the second apparatus parses the CSI in the fourth feedback frame based 

on the sent second field and the field generated based on the parameter different from the security 

parameter of the second field, to obtain the fourth CSI from the second apparatus to the third apparatus. 

Then, the second apparatus encrypts the fourth CSI based on the security parameter of the second 

field, and sends encrypted fourth CSI to the first apparatus by using the third feedback frame. 

Therefore, the first apparatus parses the third feedback frame based on the security parameter of the 

second field, to obtain the fourth CSI from the second apparatus to the third apparatus. 

[00315] It can be learned that, in this embodiment of this application, the first apparatus requests 

the second apparatus to assist in measuring and feeding back the CSI from the third apparatus to the 

second apparatus, and the second apparatus feeds back, to the first apparatus, the CSI from the first 

apparatus to the second apparatus. The CSI fed back by the second apparatus is encrypted CSI. Even 

if an eavesdropper eavesdrops feedback information in a feedback process of the second apparatus, 

the eavesdropper cannot obtain CS from the third apparatus to the second apparatus or the CSI from 

the first apparatus to the second apparatus. Therefore, in this feedback manner, information security 

in a feedback stage can be ensured. 

[00316] The following describes a plurality of implementations of the information feedback 

method 200 by using an example in which a first apparatus and a second apparatus perform 
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measurement and sensing on a low frequency band and with reference to a TB ranging mode, 

unilateral interaction, multilateral interaction, and different communication scenarios when the first 

apparatus is a STA 1, the second apparatus is an AP, and the third apparatus is a STA 2. 

[00317] I. TB ranging mode 

[00318] Scenario 1.1: The AP performs unilateral interaction with the STA 1 and the STA 2. 

[00319] A schematic flowchart of interaction between the AP and each of the STA 1 and the STA 

2 is shown in FIG. 11(a). 

[00320] In this scenario, the STA 1 and the AP determine, through negotiation in a negotiation 

stage, that the AP may perform channel estimation based on an LTF field different from a secure LTF 

field. In addition, the STA 1 sends a security parameter of a second field to the AP in the negotiation 

stage. The second field is different from the secure LTF field. The AP sets a secure sensing parameters 

exchange field in a response frame to 1, to make a response indicating to agree to perform channel 

estimation based on the second field. The STA 2 and the AP determine, through negotiation in the 

negotiation stage, that the STA 2 may perform channel estimation based on a field different from the 

second field. When the STA 2 negotiates with the AP, the AP sends a security parameter of the secure 

LTF field to the STA 2, so that the STA 2 generates the secure LTF field based on the security 

parameter of the secure LTF field, and sends, to the AP, an NDP frame that carries the secure LTF 

field. 

[00321] As shown in FIG. 11(a), the AP sends a TF sensing poll to the STA 1 and the STA 2, to 

send a poll to the STA 1 and the STA 2. The STA 1 and the STA 2 return CTS-to-self to the AP, to 

determine whether the STA 1 and the STA 2 can participate in a session. When the AP determines that 

the STA 1 and the STA 2 participate in the session, the AP sends TF sensing sounding to the STA 1 

and the STA 2, to trigger the STA 1 and the STA 2 to send the NDP frame. The STA 1 sends, to the 

AP, the NDP frame that carries the secure LTF field, and the AP performs channel estimation based 

on the received secure LTF field and the LTF field generated based on the security parameter of the 

LTF field sent by the STA 1, to obtain CSI from the STA 1 to the AP. Then, the AP feeds back the CSI 

to the STA 1. The STA 1 parses the CSI fed back by the AP based on the sent secure LTF field and 

the LTF field generated based on the security parameter of the LTF field, to obtain the CSI from the 

STA 1 to the AP. 

[00322] In the negotiation stage with the STA 2, the AP sends the security parameter of the secure 

LTF field to the STA 2. Therefore, the STA 2 generates the secure LTF field based on the security 

parameter of the secure LTF field, and the STA 2 sends, to the AP, the NDP frame that carries the 

secure LTF field. After receiving the NDP frame, the AP performs channel estimation based on the 

received secure LTF field and the secure LTF field generated based on the security parameter of the 

secure LTF field, to obtain CSI from the STA 2 to the AP. Then, the AP encrypts the CSI based on the 

security parameter of the LTF field sent by the STA 1, and feeds back encrypted CSI to the STA 1. 
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Therefore, the STA 1 parses the encrypted CSI based on the security parameter of the LTF field, to 

obtain the CSI from the STA 2 to the AP. 

[00323] It can be learned that, the AP feeds back, to the STA 1, the CSI from the STA 1 to the AP 

and the CSI from the STA 2 to the AP, and the AP encrypts and feeds back the two pieces of CSI, to 

ensure security in the feedback stage when the AP provides feedback. Further, the AP may perform 

sensing based on the CSI from the STA 1 to the AP and the CSI from the STA 2 to the AP. 

[00324] Scenario 1.2: The AP performs bilateral interaction with the STA 1 and the STA 2. 

[00325] A schematic flowchart of interaction between the AP and each of the STA 1 and the STA 

2 is shown in FIG. 11(b). 

[00326] In this scenario, transmission between the STA 1 and the AP, transmission between the 

STA 2 and the AP, and feedback provided by the AP to the STA 1 are the same as those in an interaction 

procedure in FIG. 11(a). A difference lies in that, the AP may further send an NDPA frame to the STA 

1 and the STA 2, to announce, to the STA 1 and the STA 2, that an NDP frame that carries a second 

field is to be sent. Then, the AP sends, to the STA 1 and the STA 2, the NDP frame that carries the 

second field. The second field is generated by the AP based on a security parameter of the second 

field from the STA 1. After receiving the NDP frame sent by the AP, the STA 1 may perform channel 

estimation based on the received second field and the second field generated based on the security 

parameter of the second field, to obtain CSI from the AP to the STA. 

[00327] Then, the AP sends a feedback trigger frame to the STA 2, to trigger the STA 2 to feed 

back CSI obtained through channel estimation. If the STA 2 and the AP determine, through 

negotiation in the negotiation stage, not to exchange the security parameter of the second field, after 

receiving the NDP frame from the AP, the STA 2 performs channel estimation based on a received 

secure LTF field and a preset LTF field, and feeds back, to the AP, CSI obtained through channel 

estimation. The AP forwards the CSI to the STA 1. The STA 1 parses CSI in a CSI feedback frame 

based on the preset LTF field and the second field generated based on the security parameter of the 

second field, to obtain CSI from the AP to the STA 2. 

[00328] If the AP sends a parameter different from the security parameter of the second field to the 

STA 2 in the negotiation stage, and the STA 2 agrees to perform channel estimation based on a field 

generated based on the parameter different from the security parameter of the second field, after 

receiving the NDP frame from the AP, the STA 2 performs channel estimation based on the received 

second field and the field generated based on the parameter different from the security parameter of 

the second field, and feeds back, to the AP by using a CSI feedback frame, CSI obtained through 

channel estimation. The AP parses the CSI based on the second field generated based on the security 

parameter of the second field and the field generated based on the parameter different from the 

security parameter of the second field, to obtain CSI from the STA 2 to the AP. Then, the AP encrypts 

the CSI from the STA 2 to the AP based on the second field generated based on the security parameter 
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of the second field, and feeds back encrypted CSI to the STA 1. Therefore, the STA 1 parses the 

encrypted CSI based on the second field generated based on the security parameter of the second field, 

to obtain the CSI from the STA 2 to the AP. 

[00329] It can be learned that, in this scenario, the AP not only feeds back, to the STA 1, the CSI 

from the STA 2 to the AP and CSI from the STA 1 to the AP, but also feeds back, to the STA 2, the 

CSI from the AP to the STA 2 and the CSI from the STA 2 to the AP, so that the STA 1 can perform 

more precise sensing based on a plurality of pieces of CSI. 

[00330] Scenario 1.3: The AP performs unilateral interaction with the STA 1, the STA 2, and the 

STA 3, the STA 2 is a STA that has a capability of generating a first field, and the STA 3 is a STA that 

does not have a capability of generating the first field. 

[00331] A schematic flowchart of interaction between the AP and each of the STA 1, the STA 2, 

and the STA 3 is shown in FIG. 11(c). 

[00332] In this scenario, the STA 1 and the AP determine, through negotiation in a negotiation 

stage, that an NDP frame that carries a secure LTF field may be received or sent. In addition, the AP 

sends a security parameter of the secure LTF field to the STA 1 in the negotiation stage, so that the 

STA 1 may perform channel estimation based on the secure LTF field generated based on the security 

parameter of the secure LTF field, to obtain CSI from the AP to the STA 1. 

[00333] The STA 2 and the AP determine, through negotiation in the negotiation stage, that the 

STA 2 may perform channel estimation based on an LTF field different from the secure LTF field. 

The AP and the STA 2 may determine, through negotiation by using a secure sensing parameters 

exchange field in the negotiation stage, not to exchange the security parameter of the secure LTF field. 

To be specific, the AP sets the secure sensing parameters exchange field to 0. The STA 2 sets a secure 

sensing parameters exchange field to 1, to make a response indicating to agree not to exchange the 

security parameters of the secure LTF field. Alternatively, the AP may send a security parameter of a 

second field to the STA 2 by using a secure sensing parameters exchange field in the negotiation stage, 

and the STA 2 sets a secure sensing parameters exchange field to 1, to make a response indicating to 

agree to perform channel estimation based on an LTF field generated based on the security parameter 

of the second field. 

[00334] The STA 3 and the AP determine, through negotiation in the negotiation stage, that the 

STA 3 may perform channel estimation based on the LTF field different from the secure LTF field. 

The AP and the STA 3 set an additional secure LTF field in a request frame and an additional secure 

LTF field in a response frame to 1 in the negotiation stage, to determine, through negotiation, that the 

STA that does not have a capability of generating the secure LTF field is allowed to participate in 

measurement and sensing of the AP. That is, the AP allows the STA that does not have a capability of 

generating the secure LTF field to join measurement and sensing of the AP. In addition, the STA 3 is 

a STA that does not have a capability of generating the secure LTF field. Therefore, the AP and the 
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STA 2 may determine, through negotiation by using a secure sensing parameters exchange field in 

the negotiation stage, not to exchange the security parameter of the secure LTF field. To be specific, 

the AP sets the secure sensing parameters exchange field to 0. The STA 2 sets a secure sensing 

parameters exchange field to 1, to make a response indicating to agree not to exchange the security 

parameters of the secure LTF field. 

[00335] As shown in FIG. 11(c), the AP sends a TF sensing poll to the STA 1, the STA 2, and the 

STA 3, to send a poll to the STA 1, the STA 2, and the STA 3. The STA 1, the STA 2, and the STA 3 

return CTS-to-self to the AP, to determine whether the STA 1, the STA 2, and the STA 3 can participate 

in a session. When the AP determines that the STA 1, the STA 2, and the STA 3 participate in the 

session, the AP sends an NDPA frame to the STA 1, the STA 2, and the STA 3, to announce, to the 

STA 1, the STA 2, and the STA 3, that an NDP frame that carries the secure LTF field is to be sent. 

The AP sends, to the STA 1, the STA 2, and the STA 3, the NDP frame that carries the secure LTF 

field, and then the AP sends a feedback trigger frame to the STA 2 and the STA 3, to trigger the STA 

2 and the STA 3 to feed back, to the AP, CSI obtained through channel estimation. 

[00336] The STA 1 performs channel estimation based on the received secure LTF field and the 

secure LTF field generated based on the security parameter of the secure LTF field, to obtain the CSI 

from the AP to the STA 1. 

[00337] When the STA 2 and the AP determine, through negotiation in the negotiation stage, not 

to exchange the security parameter of the secure LTF field, after receiving the NDP frame from the 

AP, the STA 2 performs channel estimation based on the received secure LTF field and a preset LTF 

field, and feeds back, to the AP in a form of a CSI feedback frame, CSI obtained through channel 

estimation. Then, the AP sends the CSI feedback frame to the STA 1. Therefore, the STA 1 parses the 

CSI in the CSI feedback frame based on the preset LTF field and the secure LTF field generated based 

on the security parameter of the secure LTF field, to obtain CSI from the AP to the STA 2. 

[00338] When the AP sends the security parameter of the second field to the STA 2 in the 

negotiation stage, after receiving the NDP frame from the AP, the STA 2 performs channel estimation 

based on the received second field and the second field generated based on the security parameter of 

the second field, and feeds back, to the AP by using a CSI feedback frame, the CSI obtained through 

channel estimation. The AP parses CSI in the CSI feedback frame based on the sent secure LTF field 

and the second field, to obtain the CSI from the AP to the STA 2. Then, the AP encrypts the CSI from 

the AP to the STA 2 based on the security parameter of the secure LTF field, and sends encrypted CSI 

to the STA 1. The STA 1 parses the encrypted CSI based on the secure LTF field, to obtain CSI from 

the AP to the STA 2. 

[00339] After the STA 3 and the AP determine, through negotiation in the negotiation stage, not to 

exchange the security parameter of the secure LTF field, and the STA 3 receives the NDP frame from 

the AP, the STA 3 performs channel estimation based on the received secure LTF field and the preset 
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LTF field, and feeds back, to the AP in a form of a CSI feedback frame, CSI obtained through channel 

estimation. Then, the AP sends the CSI feedback frame to the STA 1. Therefore, the STA 1 parses the 

CSI in the CSI feedback frame based on the preset LTF field and the secure LTF field generated based 

on the security parameter of the secure LTF field, to obtain CSI from the AP to the STA 3. 

[00340] In another optional implementation, as shown in FIG. 11(a), the AP and the STA 1 

determine, through negotiation, to exchange a security parameter of a secure LTF field #1, and the 

AP and the STA 2 also determine, through negotiation, to exchange a security parameter of a secure 

LTF field #2. After receiving an NDP frame from the STA 1, the AP performs channel estimation 

based on a received secure LTF field and the secure LTF field generated based on the security 

parameter of the secure LTF field #1, to obtain CSI from the STA 1 to the AP. After receiving an NDP 

frame from the STA 2, the AP performs channel estimation based on a received secure LTF field and 

the secure LTF field generated based on the security parameter of the secure LTF field #2, to obtain 

CSI from the STA 2 to the AP. Then, the AP encrypts the CSI from the STA 1 to the AP and the CSI 

from the STA 2 to the AP based on the security parameter of the secure LTF field #1 exchanged with 

the STA 1, and sends encrypted CSI to the STA 1 by using a CSI feedback frame. After receiving the 

encrypted CSI, the STA 1 parses the encrypted CSI based on the security parameter of the secure LTF 

field #1 exchanged with the AP, to obtain the CSI from the STA 1 to the AP and the CSI from the STA 

2 to the AP. 

[00341] It can be learned that, if the AP and the STA 1 determine, through negotiation, to exchange 

the security parameter of the secure LTF field #1, and the AP and the STA 2 determine, through 

negotiation, to exchange the security parameter of the secure LTF field #2, as shown in FIG. 11(d), 

the AP may combine and feed back, to the STA 1, the CSI from the STA 1 to the AP and the CSI from 

the STA 2 to the AP, to reduce signaling overheads. When the AP provides feedback, encrypted CSI 

is fed back. Therefore, information security in the feedback stage may also be ensured. 

[00342] In still another optional implementation, in a scenario shown in FIG. 11(b), the AP may 

alternatively feed back, to the STA 1 in a combination-based feedback manner shown in FIG. 11(d), 

the CSI from the STA 1 to the AP and the CSI from the STA 2 to the AP. For the combination-based 

feedback manner, refer to the foregoing combination manner. Details are not described again. 

[00343] In still another optional implementation, in a scenario shown in FIG. 11(c), after receiving 

a feedback frame from the STA 1, the AP parses CSI in the feedback frame based on a secure LTF 

field and a preset LTF field, to obtain CSI from the AP to the STA 1. Alternatively, the AP parses CSI 

in a feedback frame based on a secure LTF field and an LTF field generated based on a security 

parameter of the LTF field exchanged with the STA 1, to obtain CSI from the AP to the STA 1. After 

receiving a feedback frame from the STA 2, the AP parses CSI in the feedback frame based on a 

received secure LTF field and a preset LTF field, to obtain CSI from the AP to the STA 2. As shown 

in FIG. 11(e), the AP encrypts the CSI from the AP to the STA and the CSI from the AP to the STA 2 
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based on the security parameter of the secure LTF field exchanged with the STA 1, to obtain encrypted 

CSI, and feeds back the encrypted CSI to the STA 1. After receiving the encrypted CSI, the STA 1 

parses the CSI based on the security parameter of the secure LTF field exchanged with the AP, to 

obtain the CSI from the AP to the STA 1 and the CSI from the AP to the STA 2. It can be learned that, 

the AP may alternatively combine and feed back, to the STA 1, the CSI from the AP to the STA 1 and 

the CSI from the AP to the STA 2, to reduce signaling overheads. 

[00344] In still another optional implementation, when the first apparatus is an AP, the second 

apparatus is a STA 1, and the third apparatus is a STA 2, and the AP performs bilateral interaction 

with the STA 1 and the STA 2, a diagram of interaction between the AP and each of the STA 1 and 

the STA 2 is shown in FIG. 12(a). The AP and the STA 1 determine, through negotiation in a 

negotiation process, that the STA 1 may perform channel estimation based on an LTF field different 

from the secure LTF field. The AP and the STA 2 determine, through negotiation in a negotiation 

process, that the STA 2 may perform channel estimation based on an LTF field different from the 

secure LTF field. 

[00345] As shown in FIG. 12(a), the AP sends a TF sensing poll to the STA 1 and the STA 2, to 

send a poll to the STA 1 and the STA 2. The STA 1 and the STA 2 return CTS-to-self to the AP, to 

determine whether the STA 1 and the STA 2 can participate in a session. When the AP determines that 

the STA 1 and the STA 2 participate in the session, the AP sends TF sensing sounding to the STA 1 

and the STA 2, to trigger the STA 1 and the STA 2 to send the NDP frame. The STA 1 and the STA 2 

each send, to the AP, an NDP frame that carries the secure LTF field. The AP separately performs 

channel estimation based on the received secure LTF field and secure LTF fields generated based on 

security parameters of the secure LTF fields sent by the STA 1 and the STA 2, to obtain the CSI from 

the STA 1 to the AP and the CSI from the STA 2 to the AP. The AP sends an NDPA frame to each of 

the STA 1 and the STA 2, to announce, to the STA 1 and the STA 2, that an NDP frame that carries 

the secure LTF field is to be sent. The AP sends, to each of the STA 1 and the STA 2, the NDP frame 

that carries the secure LTF field. 

[00346] After receiving the NDP frame from the AP, the STA 1 performs channel estimation based 

on the received secure LTF field and the preset LTF or the second field generated based on the security 

parameter of the second field, and feeds back, to the AP, CSI obtained through channel estimation. 

After receiving a feedback frame from the STA 1, the AP parses CSI in the feedback frame based on 

the preset LTF field and the sent secure LTF field, to obtain the CSI from the AP to the STA 1; or 

parses CSI in the feedback frame based on the sent secure LTF field and the second field generated 

based on the security parameter of the second field, to obtain the CSI from the AP to the STA 1. 

[00347] After receiving the NDP frame from the AP, the STA 2 performs channel estimation based 

on the received secure LTF field and the preset LTF or the second field generated based on the security 

parameter of the second field, and feeds back, to the AP, CSI obtained through channel estimation. 
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After receiving a feedback frame from the STA 2, the AP parses CSI in the feedback frame based on 

the preset LTF field and the sent secure LTF field, to obtain the CSI from the AP to the STA 2; or 

parses CSI in the feedback frame based on the sent secure LTF field and the second field generated 

based on the security parameter of the second field, to obtain the CSI from the AP to the STA 2. 

[00348] In still another optional implementation, when the first apparatus is an AP, the second 

apparatus is a STA 1, and the third apparatus is a STA 2 that does not have a capability of generating 

a secure LTF field, and the AP performs unilateral interaction with the STA 1 and the STA 2, a diagram 

of interaction between the AP and each of the STA 1 and the STA 2 is shown in FIG. 12(b). 

[00349] The AP and the STA 1 determine, through negotiation, that the STA 1 may perform channel 

estimation based on an LTF field different from the secure LTF field, and the AP and the STA 1 may 

determine, through negotiation, not to exchange the security parameter of the secure LTF field, or the 

AP sends the security parameter of the second field to the STA 1. The STA 2 is a STA that does not 

have a capability of generating the secure LTF field. Therefore, the AP and the STA 2 determine, 

through negotiation in the negotiation stage, that a STA that does not have a capability of generating 

the secure LTF field is allowed to join measurement and sensing of the AP, and the AP and the STA 

2 determine, through negotiation, not to exchange the security parameter of the secure LTF field. 

[00350] As shown in FIG. 12(b), the AP sends a TF sensing poll to the STA 1 and the STA 2, to 

send a poll to the STA 1 and the STA 2. The STA 1 and the STA 2 return CTS-to-self to the AP, to 

determine whether the STA 1 and the STA 2 can participate in a session. When the AP determines that 

the STA 1 and the STA 2 participate in the session, the AP sends an NDPA frame to each of the STA 

1 and the STA 2, to announce, to the STA 1 and the STA 2, that an NDP frame that carries the secure 

LTF field is to be sent. The AP sends, to each of the STA 1 and the STA 2, the NDP frame that carries 

the secure LTF field. Then, the AP sends a feedback trigger frame to each of the STA 1 and the STA 

2, to trigger the STA 1 and the STA 2 to feed back CSI obtained through channel estimation. After 

receiving the NDP frame from the AP, the STA 1 performs channel estimation based on the received 

secure LTF field and the preset LTF field or the second field generated based on the security parameter 

of the second field, and feeds back, to the AP, CSI obtained through channel estimation. The AP parses 

the CSI based on the sent secure LTF field and the preset LTF field or the second field generated 

based on the security parameter of the second field, to obtain the CSI from the AP to the STA 1. After 

receiving the NDP frame from the AP, the STA 2 performs channel estimation based on the received 

secure LTF field and the preset LTF field, and feeds back, to the AP, CSI obtained through channel 

estimation. The AP parses CSI in a CSI feedback frame based on the preset LTF field and the sent 

secure LTF field, to obtain the CSI from the AP to the STA 2. 

[00351] An embodiment of this application further provides an information feedback method 300. 

In the information feedback method 300, a first apparatus sends, to a second apparatus, a first frame 

that carries a first field used to perform channel estimation. The second apparatus receives the first 
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frame that carries the first field used to perform channel estimation. The second apparatus sends a 

complex sample of a secure LTF field or a secure TRN field to the first apparatus. The first apparatus 

receives the complex sample of the secure LTF field or the secure TRN field from the second 

apparatus. The first apparatus parses the complex sample of the secure LTF field based on the secure 

LTF field, to obtain CSI from the first apparatus to the second apparatus; or the first apparatus parses 

the complex sample of the secure TRN field based on the secure TRN field, to obtain CSI from the 

first apparatus to the second apparatus. 

[00352] In other words, the second apparatus feeds back the complex sample of the secure LTF 

field or the secure TRN field to the first apparatus. Even if an eavesdropper eavesdrops the complex 

sample, because the secure LTF field/the secure TRN field is unknown, the CSI from the first 

apparatus to the second apparatus cannot be learned of. Therefore, in such a feedback manner, 

information security in the feedback stage may also be ensured. 

[00353] The information feedback method 300 is applicable to all communication scenarios in 

which an AP and a STA do not exchange a security parameter of the secure LTF field or the secure 

TRN field. 

[00354] In an optional implementation, the first apparatus and the second apparatus may negotiate, 

in a negotiation stage, about whether the second apparatus feeds back the CSI or the complex sample 

of the secure LTF field. In other words, the foregoing request frame may be further used to request to 

feed back a CSI feedback frame, or feed back the complex sample (secure LTF feedback frame/secure 

TRN feedback frame) of the secure LTF field/secure TRN field. When the request frame is used to 

request to feed back the CSI, a response frame is used to make a response indicating whether to agree 

to feed back the CSI; and when the request frame is used to request to feed back the complex sample 

of the secure LTF field/secure TRN field, the response frame is used to make a response indicating 

whether to agree to feed back the complex sample of the secure LTF field/secure TRN field. 

[00355] In an optional implementation, the first apparatus and the second apparatus may negotiate, 

by using a secure sensing feedback type field in the request frame and a secure sensing feedback type 

field in the response frame, about whether to feedback the CSI or the complex sample of the feedback 

secure LTF field. When the secure sensing feedback type field in the request frame is set to 1, the 

request frame is used to request to feed back the CSI; and when the secure sensing feedback type field 

in the response frame is set to 0, the response frame is used to make a response indicating to disagree 

to feed back the CSI; or when the secure sensing feedback type field in the response frame is set to 1, 

the response frame is used to make a response indicating to agree to feed back the CSI. When the 

secure sensing feedback type field in the request frame is set to 0, the request frame is used to request 

to feed back the complex sample of the secure LTF field/secure TRN field; and when the secure 

sensing feedback type field in the response frame is set to 0, the response frame is used to make a 

response indicating to disagree to feed back the complex sample of the secure LTF field/secure TRN 



55 

field; or when the secure sensing feedback type field in the response frame is set to 1, the response 

frame is used to make a response indicating to agree to feed back the complex sample of the secure 

LTF field/secure TRN field. 

[00356] It can be learned that, in this embodiment of this application, the first apparatus sends, to 

the second apparatus, the first frame that carries the first field used to perform channel estimation, 

and the second apparatus does not perform channel estimation, but directly feeds back the complex 

sample of the secure LTF field/the secure TRN field to the first apparatus. After receiving the complex 

sample of the secure LTF field/the secure TRN field, the second apparatus may parse the complex 

sample of the secure LTF field based on the secure LTF field, or parse the complex sample of the 

secure TRN field based on the secure TRN field, to obtain the CSI from the first apparatus to the 

second apparatus. In such a feedback manner of the second apparatus, information security in the 

feedback stage may also be ensured. 

[00357] Optionally, an implementation in which the second apparatus feeds back encrypted CSI is 

not limited in this embodiment of this application. For example, the second apparatus may further 

encrypt the complex sample of the secure LTF field or the secure TRN field based on a random 

number, and then feed back an encrypted complex sample of the secure LTF field or the secure TRN 

field to the first apparatus. 

[00358] In this embodiment of this application, when the second apparatus feeds back CSI 

obtained by performing channel estimation based on a preset LTF field or feeds back CSI obtained 

by performing channel estimation based on the second field generated based on a security parameter 

of the second field, the second apparatus feeds back, to the first apparatus by using a CSI feedback 

frame, the CSI obtained by performing channel estimation. In other words, the first feedback frame 

in the foregoing information feedback method is the CSI feedback frame. The following describes a 

frame structure of the CSI feedback frame when the first apparatus and the second apparatus perform 

measurement and sensing on a low frequency band. 

[00359] In an optional implementation, as shown in FIG. 13(a), the CSI feedback frame is obtained 

by newly adding an encryption CSI report field (encryption CSI report field) to a CSI feedback frame 

in a high throughput (high throughput, HT) action frame, and the encryption CSI report field includes 

encryption of the CSI subfield (encryption of the CSI subfield) and a reserved subfield (reserved 

subfield). 

[00360] In another optional implementation, the CSI feedback frame is shown in FIG. 13(b). A 

CSI feedback frame in a current HT action frame is reused for the CSI feedback, and the CSI feedback 

frame is obtained by adding the encryption of the CSI subfield and the reserved subfield to a control 

field and a reserved field in the CSI feedback frame. 

[00361] Currently, only feedback of a CSI matrix of 20/40 MHz is supported in an HT standard, 

and feedback of the CSI matrix is not supported in a subsequent standard. In an 802.11bf protocol, 
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the feedback method in this embodiment of this application may be extended to feedback of the CSI 

matrix in a case of a larger bandwidth. It should be noted that FIG. 13(b) shows only an example of 

a modification based on the HT standard. The feedback method in this embodiment of this application 

may further be correspondingly applied to feedback of the CSI matrix in a case of a larger bandwidth 

in a future 802.11bf protocol. In addition, in FIG. 13(b), the feedback frame is described only by 

using the CSI matrix as an example. This embodiment of this application is also applicable to a 

feedback frame in feedback calculation performed through noncompressed beamforming and 

compressed beamforming. 

[00362] The encryption of the CSI subfield indicates whether CSI sent by the second apparatus is 

correct CSI. When the encryption of the CSI field is set to 0, it indicates that the CSI fed back by the 

second apparatus is correct CSI; or when the encryption of the CSI field is set to 1, it indicates that 

the CSI fed back by the second apparatus is wrong CSI. In this embodiment of this application, the 

CSI fed back by the second apparatus to the first apparatus is the CSI obtained by performing channel 

estimation based on the received first field and the preset LTF field or the preset TRN field, or the 

CSI obtained by performing channel estimation based on the received first field and the second field 

generated based on the security parameter of the second field. The second field is a field different 

from the secure LTF field or the secure TRN field. Therefore, the CSI fed back by the second 

apparatus to the first apparatus is wrong CSI. Therefore, when the second apparatus sends the CSI 

feedback frame to the first apparatus, the encryption of the CSI field in the CSI feedback frame is set 

to 1. 

[00363] In this embodiment of this application, when the second apparatus feeds back the complex 

sample of the secure LTF field or the secure TRN field to the first apparatus, the second apparatus 

feeds back the complex sample of the secure LTF field to the first apparatus by using the secure LTF 

feedback frame. In other words, the first feedback frame in the foregoing information feedback 

method is the secure LTF feedback frame. 

[00364] In an optional implementation, the secure LTF feedback frame is shown in FIG. 13(c). 

The secure LTF feedback frame is obtained by adding the secure LTF feedback field to the reserved 

field of the HT action frame, and the secure LTF feedback field includes a secure LTF report subfield. 

The CSI LTF report subfield indicates the second apparatus to feed back the complex sample of the 

secure LTF field. The secure LTF feedback field includes feedback content (for example, a secure 

LTF), a size (bits) occupied by the feedback content, and a meaning (meaning) represented by the 

feedback content. 

[00365] In this embodiment of this application, when the first apparatus and the second apparatus 

perform measurement and sensing on a low frequency band, a trigger frame sent by the first apparatus 

or the second apparatus may be shown in FIG. 14(a). For a frame structure of the trigger frame, refer 

to a frame structure of a trigger frame in 802.11az. A difference lies in that the frame structure of the 
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trigger frame is obtained by adding a secure sensing enable field to a reserved field in the trigger 

frame in 802.11az. 

[00366] In this embodiment of this application, when the first apparatus and the second apparatus 

perform measurement and sensing on a low frequency band, an NDPA frame sent by the first 

apparatus or the second apparatus may be shown in FIG. 14(b). For a frame structure of the NDPA 

frame, refer to a frame structure of an NDPA frame in 802.11az. A difference lies in that a secure 

sensing enable field is added to a reserved field in the NDPA frame in 802.11az. 

[00367] The secure sensing enable field indicates an encrypted NDP frame to be sent, in other 

words, indicates, to a peer end, that an NDP frame that carries the secure LTF field is to be sent. In 

addition, if the first apparatus and the second apparatus exchange a security parameter in the NDPA 

frame, the exchanged parameter is also a wrong parameter. Therefore, the second apparatus needs to 

feed back an encrypted feedback frame, and the first apparatus needs to be ready to receive and 

process based on negotiation content. 

[00368] In other words, in addition to the foregoing request frame and the foregoing response 

frame, the secure sensing enable field may be placed in the trigger frame and the NDPA frame. When 

the secure sensing enable field is placed in the trigger frame and the NDPA frame, it indicates the 

encrypted NDP frame to be sent and a subsequent encrypted measurement feedback process. 

[00369] In an optional implementation, when the request frame and the response frame each 

include one or more of a secure sensing parameters exchange field, an additional secure LTF field, or 

an encrypted feedback field, and the trigger frame and the NDPA frame each may further include one 

or more corresponding fields in the secure sensing parameters exchange field, the additional secure 

LTF field, and the encrypted feedback field. 

[00370] In another optional implementation, the request frame and the response frame do not 

include one or more of the secure sensing parameters exchange field, the additional secure LTF field, 

and the encrypted feedback field, and the trigger frame and the NDPA frame may include one or more 

of the secure sensing parameters exchange field, the additional secure LTF field, and the encrypted 

feedback field. 

[00371] It can be learned that, the frame structure of the trigger frame and the frame structure of 

the NDPA frame are not limited to the frame structures in FIG. 14(a) and FIG. 14(b). 

[00372] In this embodiment of this application, the frame structure of the trigger frame and the 

frame structure of the NDPA frame refer to frame structures in the 802.11az protocol. However, the 

frame structure of the trigger frame and the frame structure of the NDPA frame are not limited in this 

embodiment of this application. The frame structure of the trigger frame and the frame structure of 

the NDPA frame may further adapt to a new frame structure in the 802.11bf protocol. However, the 

NDPA frame and the trigger frame still include the secure sensing enable field, or the NDPA frame 

and the trigger frame still include one or more of the secure sensing parameters exchange field, the 
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additional secure LTF field, and the encrypted feedback field. 

[00373] In this embodiment of this application, the feedback trigger frame structure is shown in 

FIG. 15. The feedback trigger frame includes the encryption of feedback field, and the encryption of 

feedback field indicates whether a feedback frame fed back by the second apparatus is an encrypted 

feedback frame. When the encryption of feedback field is set to 0, it indicates that the feedback frame 

fed back by the second apparatus is not an encrypted feedback frame; or when the encryption of 

feedback field is set to 1, it indicates that the feedback frame fed back by the second apparatus is an 

encrypted feedback frame. Optionally, the feedback trigger frame includes the secure sensing enable 

field. 

[00374] As shown in FIG. 15, the encryption of feedback field may be placed in user info to be 

separately indicated to the STA. Optionally, the encryption of feedback field may also be uniformly 

indicated in common info. 

[00375] In this embodiment of this application, when the first apparatus and the second apparatus 

perform measurement and sensing on a high frequency band, an encryption manner of the secure 

TRN field and an encryption manner of the secure LTF field are similar, and the first apparatus may 

also extract available CSI from the secure TRN field for sensing (sensing). In a process in which the 

first apparatus and the second apparatus negotiate, the secure sensing enable field in the request frame 

and the secure sensing enable field in the response frame are still set to 1, to determine, through 

negotiation, that the second apparatus may perform channel estimation based on a field different from 

the secure TRN field. For a process in which the first apparatus and the second apparatus perform 

measurement and sensing on the high frequency band, refer to a beam training process in an 802.11ay 

protocol. 

[00376] Optionally, the secure sensing parameters exchange field in the request frame and the 

secure sensing parameters exchange field in the response frame may be set to 1 or 0 based on a 

requirement. 

[00377] Optionally, "secure sensing feedback type" in the request frame and "secure sensing 

feedback type" in the response frame may also be set to 0 or set to 1 based on a requirement. When 

the secure sensing feedback type field is set to 0, the second apparatus feeds back wrong CSI obtained 

by performing channel estimation based on the preset TRN field; or when the secure sensing feedback 

type field is set to 1, the second apparatus feeds back the complex sample of the received secure TRN 

field. 

[00378] In an interaction procedure between the first apparatus and the second apparatus, the first 

apparatus sends, to the second apparatus, a first frame that carries the secure TRN field. When the 

first apparatus and the second apparatus determine, through negotiation in the negotiation stage, to 

feed back the CSI feedback frame and not to exchange the security parameter of the secure TRN field, 

the second apparatus feeds back, to the first apparatus, CSI obtained by performing channel 
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estimation based on the received TRN field and the preset TRN field; or when the first apparatus 

sends the security parameter of the TRN field to the second apparatus, the second apparatus feeds 

back, to the first apparatus, CSI obtained by performing channel estimation based on the received 

TRN field and the TRN field generated based on the security parameter of the TRN field. The first 

apparatus parses the received CSI based on the preset TRN field and the sent secure TRN field, or 

parses the received CSI based on the TRN field generated based on the security parameter of the TRN 

field and the sent secure TRN field, to obtain the CSI from the first apparatus to the second apparatus. 

[00379] When the first apparatus and the second apparatus perform measurement and sensing on 

the high frequency band, the first frame may be a beam refinement protocol (beam refinement 

protocol, BRP) frame. In other words, the first apparatus may send, to the second apparatus, a BRP 

frame that carries the secure TRN field. It may be understood that the BRP frame may also be referred 

to as a beam refinement protocol frame, a beam refinement protocol frame, or the like. 

[00380] Optionally, the first apparatus and the second apparatus are sampled in the negotiation 

stage. The first apparatus obtains the CSI from the first apparatus to the second apparatus based on 

the complex sample of the secure TRN field and the secure TRN field. 

[00381] For example, the first apparatus is an AP, and the second apparatus includes a STA 1, a 

STA 2, and a STA 3. A schematic flowchart of interaction when the AP performs measurement and 

sensing on the high frequency band with the STA 1, the STA 2, and the STA 3 is shown in FIG. 16. 

In the negotiation stage with the STA 1, the STA 2, and the STA 3, the AP sets the secure sensing 

enable field to 1, to determine, through negotiation, that the STA 1, the STA 2, and the STA 3 may 

perform channel estimation based on a field different from the secure TRN field. Optionally, in the 

negotiation stage with the STA 1, the STA 2, and the STA 3, the AP may choose, based on a 

requirement, to set the secure sensing parameters exchange field to 1 or 0. 

[00382] After the AP sends, to each of the STA 1, the STA 2, and the STA 3, a measurement frame 

(sensing measurement frame) that carry the secure TRN, the STA 1, the STA 2, and the STA 3 each 

feed back, to the AP based on an indication determined through negotiation with the AP in the 

negotiation stage, the CSI obtained by performing channel estimation based on the received secure 

TRN field and the preset TRN field, or feed back, to the AP, the CSI obtained by performing channel 

estimation based on the received secure TRN field and the TRN field generated based on the security 

parameter of the TRN field from the AP. Therefore, the AP receives a feedback frame (CSI feedback 

frame) from each of the STA 1, the STA 2, and the STA 3, and parses CSI in the feedback frame based 

on the preset TRN field and the sent secure TRN field, or parses CSI in the feedback frame based on 

the TRN field generated based on the security parameter of the TRN field and the sent secure TRN 

field, to obtain CSI from the AP to the STA 1, CSI from the AP to the STA 2, and CSI from the AP to 

the STA 3. 

[00383] In this embodiment of this application, when the first apparatus and the second apparatus 
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perform measurement and sensing on the high frequency band, the CSI feedback frame fed back by 

the second apparatus to the second apparatus is fed back by using a digital beamforming feedback 

element in 802.11ay. As shown in FIG. 17(a), the second apparatus places obtained secure SCI in 

digital beamforming feedback information in 802.11ay for feedback. 

[00384] In this embodiment of this application, when the first apparatus and the second apparatus 

perform measurement and sensing on the high frequency band, and the second apparatus feeds back 

the complex sample of the secure TRN field to the second apparatus, the complex sample is fed back 

by using the secure TRN feedback frame. 

[00385] In an optional implementation, the CSI feedback frame and the secure TRN feedback 

frame on the high frequency band are feedback frames newly designed in 802.11bf, and a diagram of 

frame structures of the CSI feedback frame and the secure TRN feedback frame is shown in FIG. 

17(b). It can be learned that, the secure sensing feedback field includes a secure TRN feedback 

subfield and a CSI feedback field. When the CSI feedback field is set to 1, it indicates to feed back 

the CSI; or when the secure TRN feedback field is set to 1, it indicates to feed back the complex 

sample of the secure TAN field. The secure TRN feedback field and the CSI feedback field each 

include feedback content (for example, the secure TRN or the secure CSI), a size (bits) occupied by 

the feedback content, and a meaning (meaning). 

[00386] In another optional implementation, the second apparatus provides feedback by using a 

current FTM frame. As shown in FIG. 17(c), a secure sensing feedback field is added after the 

encryption of the CSI field of the FTM frame. Because the FTM frame is a protected frame, the 

second apparatus provides feedback by using the FTM frame, to protect security of feedback 

information. Structures of the secure TRN feedback field and the CSI feedback field are the same as 

structures in FIG. 17(b). Details are not described again. 

[00387] In still another optional implementation, as shown in FIG. 17(d), the second apparatus 

provides feedback by adding a field to the BRP frame. Structures of the secure TRN feedback field 

and the CSI feedback field are the same as structures in FIG. 17(b). Details are not described again. 

[00388] This embodiment of this application may be further applied to a communication scenario 

in which a receive end performs channel estimation based on the L-LTF field in FIG. 3, and the 

receive end needs to feed back, to a transmit end, CSI obtained through channel estimation. If the 

transmit end sends a secure L-LTF compatible with the L-LTF field, the receive end performs channel 

estimation by using a preset L-LTF field (or a field different from the secure L-LTF field of the 

transmit end). Optionally, this embodiment of this application may be further applied to a 

communication scenario in which the receive end performs channel estimation based on a next-

generation secure LTF field in a protocol, and the receive end needs to feed back, to the transmit end, 

CSI obtained through channel estimation. For example, when the transmit end sends an EHT secure 

LTF field based on a Wi-Fi 7/EHT (or a further next generation standard, for example, Wi-Fi 8) 
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protocol to the receive end, and the receive end performs channel estimation by using a preset EHT-

LTF field (or different from the EHT secure LTF field of the transmit end), the information feedback 

procedure in this embodiment of this application may be applied to a manner in which the receive 

end feeds back CSI. For example, the receive end feeds back, to the transmit end, the CSI obtained 

by performing channel estimation based on the received EHT secure LTF field and a field (the preset 

EHT-LTF field or another field different from the EHT secure LTF field of the transmit end) different 

from the EHT secure LTF field. 

[00389] In this embodiment of this application, some fields in the request frame and a negotiation 

frame may be applied to an implicit feedback scenario. The following describes an implementation 

of some fields in the request frame and the negotiation frame by using an example in which an AP 

and a STA perform measurement and sensing on a low frequency band and with reference to a TB 

ranging mode, an NTB ranging mode, unilateral interaction, and multilateral interaction. 

[00390] I. Non TB ranging mode 

[00391] Scenario 1.1: An AP is a party that needs to obtain measurement information, and a STA 

is a party that sends a measurement frame. 

[00392] In this scenario, a flowchart of interaction between the AP and the STA is shown in FIG. 

18(a). The AP and the STA set a secure sensing enable field in a request frame and a secure sensing 

enable field in a response frame to 1 in a negotiation stage, to determine, through negotiation, that an 

NDP frame that carries a secure LTF field may be sent or received. In addition, the AP sets a secure 

sensing parameters exchange field to 1 in the negotiation stage, to request to exchange a security 

parameter of the secure LTF field, and the STA sets a secure sensing parameters exchange field to 1 

in the negotiation stage, to make a response indicating to agree to exchange the security parameter of 

the secure LTF field. 

[00393] As shown in FIG. 18(a), the STA sends an NDPA frame to the AP, to announce, to the AP, 

that the NDP frame that carries the secure LTF field is to be sent. The STA sends, to the AP, the NDP 

frame that carries the secure LTF field. After receiving the NDP frame that carries the secure LTF 

field, the AP generates the secure LTF field based on the security parameter of the secure LTF field 

exchanged with the STA in the negotiation stage, and then performs channel estimation based on the 

secure LTF field and the received secure LTF field, to obtain CSI from the STA to the AP. 

[00394] Scenario 1.2: A STA is a party that needs to obtain measurement information, and an AP 

is a party that sends a measurement frame. 

[00395] In this scenario, a flowchart of interaction between the AP and the STA is shown in FIG. 

18(b). Negotiation between the AP and the STA in the negotiation stage may be the same as the 

negotiation manner in FIG. 18(a). Details are not described again. 

[00396] As shown in FIG. 18(b), the STA sends an NDPA frame to the AP, to announce, to the AP, 

that an NDP frame that carries a secure LTF field needs to be received. Therefore, the AP sends, to 
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the STA, the NDP frame that carries the secure LTF field. After receiving the NDP frame that carries 

the secure LTF field, the STA generates the secure LTF field based on the security parameter of the 

secure LTF field exchanged with the AP in the negotiation stage, and then performs channel 

estimation based on the secure LTF field and the received secure LTF field, to obtain CSI from the 

AP to the STA. 

[00397] II. TB ranging mode 

[00398] Scenario 2.1: An AP is a party that needs to obtain measurement information, and a STA 

is a party that sends a measurement frame. 

[00399] In this scenario, a flowchart of interaction between the AP and the STA is shown in FIG. 

18(c). Negotiation between the AP and the STA in the negotiation stage may be the same as the 

negotiation manner in FIG. 18(a). Details are not described again. 

[00400] As shown in FIG. 18(c), the AP sends a TF sensing poll to the STA, to send a poll to the 

STA. The STA returns CTS-to-self to the AP, to determine whether the STA can participate in a session. 

When the AP determines that the STA participates in the session, the AP sends TF sensing sounding 

to the STA, to notify that the STA needs to receive an NDP frame that carries a secure LTF field. 

Therefore, the STA sends, to the AP, the NDP frame that carries the secure LTF field. After receiving 

the NDP frame that carries the secure LTF field, the AP generates the secure LTF field based on the 

security parameter of the secure LTF field exchanged with the STA in the negotiation stage, and then 

performs channel estimation based on the secure LTF field and the received secure LTF field, to obtain 

CSI from the STA to the AP. 

[00401] Scenario 2.2: An AP is a party that needs to obtain measurement information, and a STA 

is a party that sends a measurement frame. 

[00402] In this scenario, a flowchart of interaction between the AP and the STA is shown in FIG. 

18(d). Negotiation between the AP and the STA in the negotiation stage may be the same as the 

negotiation manner in FIG. 18(a). Details are not described again. 

[00403] As shown in FIG. 18(d), the AP sends a TF sensing poll to the STA, to send a poll to the 

STA. The STA returns CTS-to-self to the AP, to determine whether the STA can participate in a session. 

When the AP determines that the STA participates in the session, the AP sends an NDPA frame to the 

STA, to announce, to the STA, that an NDP frame that carries a secure LTF field is to be sent. The AP 

sends the NDP frame to the STA. After receiving the NDP frame that carries the secure LTF field, the 

STA generates the secure LTF field based on the security parameter of the secure LTF field exchanged 

with the AP in the negotiation stage, and then performs channel estimation based on the secure LTF 

field and the received secure LTF field, to obtain CSI from the AP to the STA. 

[00404] Scenario 2.3: An AP is a party that needs to obtain measurement information, and a STA 

1 and a STA 2 is a party that sends a measurement frame. 

[00405] In this scenario, a flowchart of interaction between the AP and each of the STA 1 and the 
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STA 2 is shown in FIG. 18(e). Negotiation between the AP and each of the STA 1 and the STA 2 in 

the negotiation stage may be the same as the negotiation manner in FIG. 18(a). Details are not 

described again. 

[00406] As shown in FIG. 18(e), the AP sends a TF sensing poll to each of the STA 1 and the STA 

2, to send a poll to the STA 1 and the STA 2. The STA 1 and the STA 2 return CTS-to-self to the AP, 

to determine whether the STA 1 and the STA 2 can participate in a session. When the AP determines 

that the STA 1 and the STA 2 participate in the session, the AP sends TF sensing sounding to each of 

the STA 1 and the STA 2, to notify that a STA needs to receive an NDP frame that carries a secure 

LTF field. Therefore, the STA 1 and the STA 2 each send, to the AP, the NDP frame that carries the 

secure LTF field. Further, the AP separately performs channel estimation based on the received secure 

LTF field and the secure LTF field generated based on the security parameter of the secure LTF field 

exchanged with the STA 1 and the STA 2 in the negotiation stage, to separately obtain CSI from the 

STA 1 to the AP and CSI from the STA 2 to the AP. 

[00407] VI. Communication apparatus 

[00408] To implement functions in the methods provided in the foregoing embodiments of this 

application, a first apparatus or a second apparatus each may include a hardware structure and/or a 

software module, and implement the foregoing functions in a form of the hardware structure, the 

software module, or a combination of the hardware structure and the software module. Whether a 

function in the foregoing functions is performed by using the hardware structure, the software module, 

or the combination of the hardware structure and the software module depends on particular 

applications and design constraints of the technical solutions. 

[00409] As shown in FIG. 19, an embodiment of this application provides a communication 

apparatus 1900. The communication apparatus 1900 may be a component (for example, an integrated 

circuit or a chip) of a first apparatus, or may be a component (for example, an integrated circuit or a 

chip) of a second apparatus. The communication apparatus 1900 may alternatively be another 

communication unit, configured to implement the method in the method embodiments of this 

application. The communication apparatus 1900 may include a communication unit 1901 and a 

processing unit 1902. Optionally, the apparatus may further include a storage unit 1903. 

[00410] In a possible design, one or more units in FIG. 19 may be implemented by one or more 

processors, or implemented by one or more processors and a memory, or implemented by one or more 

processors and a transceiver, or implemented by one or more processors, a memory, and a transceiver. 

This is not limited in this embodiment of this application. The processor, the memory, and the 

transceiver may be separately disposed or integrated. 

[00411] The communication apparatus 1900 has a function of implementing the first apparatus 

described in embodiments of this application. Optionally, the communication apparatus 1900 has a 

function of implementing the second apparatus described in embodiments of this application. For 
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example, the communication apparatus 1900 includes a corresponding module, unit, or means (means) 

of a first apparatus that performs steps related to the first apparatus described in embodiments of this 

application. The corresponding module, unit, or means (means) may be implemented by software, or 

may be implemented by hardware, or may be implemented by hardware executing corresponding 

software, or may be implemented by combining software and hardware. For details, further refer to 

corresponding descriptions in the foregoing corresponding method embodiments. 

[00412] In a possible design, the communication apparatus 1900 includes a processing unit 1902 

and a communication unit 1901, and the processing unit 1902 is configured to control the 

communication unit 1901 to receive and send data/signaling. 

[00413] The communication unit 1901 is configured to send, to a second apparatus, a first frame 

that carries a first field used to perform channel estimation. 

[00414] The communication unit 1901 is further configured to receive a first feedback frame from 

the second apparatus. 

[00415] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[00416] In an optional implementation, the first field is a secure long training LTF field, or the first 

field is a secure training TRN field. 

[00417] In an optional implementation, before the communication unit 1901 sends, to the second 

apparatus, the first frame that carries the first field used to perform channel estimation, the 

communication unit 1901 is further configured to: send a request frame to the second apparatus, 

where the request frame is used to request to perform channel estimation based on a field different 

from the secure LTF field or the secure TRN field; and receive a response frame from the second 

apparatus, where the response frame is used to respond to the request frame. 

[00418] In another optional implementation, the request frame is further used to request not to 

exchange a security parameter of the first field, and the second field is a preset LTF field or a preset 

TRN field; and the response frame is further used to respond to the request frame. 

[00419] In still another optional implementation, the request frame further includes a security 

parameter of the second field, and the security parameter of the second field is used to generate the 

second field; and the response frame is further used to respond to the request frame. 

[00420] In still another optional implementation, the request frame is further used to request the 

second apparatus that does not have a capability of generating the first field to perform channel 

estimation based on a field different from the secure LTF field or the secure TRN field; and the 

response frame is further used to respond to the request frame. 

[00421] In an optional implementation, the communication unit 1901 is further configured to 
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receive a second frame that carries a second field; and the processing unit 1902 is further configured 

to perform channel estimation based on the received second field and the second field, to obtain 

second CSI. 

[00422] In an optional implementation, the security parameter of the second field is one of security 

parameters of the first field that are sent by the first apparatus historically. 

[00423] In another optional implementation, the security parameter of the second field is a 

parameter that is not once-sent by the first apparatus to the second apparatus, and is different from 

the security parameter of the first field. 

[00424] In an optional implementation, the processing unit 1902 may further parse the CSI based 

on the second field and the first field, to obtain first CSI. 

[00425] This embodiment of this application and the foregoing shown method embodiments are 

based on a same concept, and technical effects brought by this embodiment of this application are 

also the same. For a specific principle, refer to the descriptions of the foregoing shown embodiments. 

Details are not described again. 

[00426] In another possible design, the communication apparatus 1900 includes a processing unit 

1902 and a communication unit 1901, and the processing unit 1902 is configured to control the 

communication unit 1901 to receive and send data/signaling. 

[00427] The communication unit 1901 is configured to send, to a second apparatus, a first frame 

that carries a first field used to perform channel estimation. 

[00428] The communication unit 1901 is further configured to: receive a first feedback frame from 

the second apparatus, and receive a second feedback frame from the second apparatus. 

[00429] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. The second feedback frame includes encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

[00430] In an optional implementation, the encrypted third CSI is obtained by the second apparatus 

by encrypting the third CSI based on the second field generated based on a security parameter of the 

second field. 

[00431] In an optional implementation, before the communication unit 1901 sends, to the second 

apparatus, the first frame that carries the first field used to perform channel estimation, the 

communication unit 1901 may further send a request frame to the second apparatus, where the request 

frame is used to request the second apparatus to measure the third channel state information CSI from 

the third apparatus to the second apparatus, and encrypt the third CSI and feed back the encrypted 

third CSI to the first apparatus; and the communication unit 1901 may further receive a response 

frame from the second apparatus, where the response frame is used to respond to the request frame. 
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[00432] In an optional implementation, the communication unit 1901 may further receive a second 

frame that carries a second field. The processing unit 1902 performs channel estimation based on the 

received second field and the second field, to obtain second CSI. The communication unit 1901 

receives a third feedback frame from the second apparatus, where the third feedback frame includes 

CSI obtained by the third apparatus by performing channel estimation on a channel between the 

second apparatus and the third apparatus based on the received second field and a preset long training 

LTF field or a preset training TRN field. The processing unit 1602 parses the CSI in the third feedback 

frame based on the sent second field and the preset LTF field or the preset TRN field, to obtain fourth 

CSI. 

[00433] In an optional implementation, the communication unit 1901 may further receive a second 

frame that carries a second field. The processing unit 1902 performs channel estimation based on the 

received second field and the second field, to obtain second CSI. The communication unit 1901 

receives a third feedback frame from the second apparatus, where the third feedback frame includes 

encrypted fourth CSI, the encrypted fourth CSI is obtained by the second apparatus by encrypting 

fourth CSI based on the security parameter of the second field, the fourth CSI is obtained by the 

second apparatus by parsing a fourth feedback frame fed back by the third apparatus, and the fourth 

feedback frame includes CSI information obtained by the third apparatus by performing channel 

estimation based on the received second field and a field generated based on a parameter different 

from the security parameter of the second field. The processing unit 1902 parses the third feedback 

frame based on the security parameter of the second field, to obtain the fourth CSI. 

[00434] This embodiment of this application and the foregoing shown method embodiments are 

based on a same concept, and technical effects brought by this embodiment of this application are 

also the same. For a specific principle, refer to the descriptions of the foregoing shown embodiments. 

Details are not described again. 

[00435] In still another possible design, the communication apparatus 1900 includes a processing 

unit 1902 and a communication unit 1901, and the processing unit 1902 is configured to control the 

communication unit 1901 to receive and send data/signaling. 

[00436] The communication unit 1901 is configured to receive a first frame that carries a first field 

used to perform channel estimation. 

[00437] The communication unit 1901 is further configured to send a first feedback frame to a first 

apparatus. 

[00438] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[00439] In an optional implementation, the first field is a secure long training LTF field, or the first 
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field is a secure training TRN field. 

[00440] In an optional implementation, before the communication unit 1901 receives the first 

frame that carries the first field used to perform channel estimation, the communication unit 1901 

may further receive a request frame from the first apparatus, where the request frame is used to request 

to perform channel estimation based on a field different from the secure LTF field or the secure TRN 

field; and the communication unit 1901 may further send a response frame to the first apparatus, 

where the response frame is used to respond to the request frame. 

[00441] In an optional implementation, the request frame is further used to request not to exchange 

a security parameter of the first field, and the second field is a preset LTF field or a preset TRN field. 

[00442] The response frame is further used to make a response indicating to agree not to exchange 

the security parameter of the first field. 

[00443] In another optional implementation, the request frame further includes a security 

parameter of the second field, and the security parameter of the second field is used to generate the 

second field; and the response frame is further used to respond to the request frame. 

[00444] In still another optional implementation, the request frame is further used to request the 

second apparatus that does not have a capability of generating the first field to perform channel 

estimation based on a field different from the secure LTF field or the secure TRN field; and the 

response frame is further used to respond to the request frame. 

[00445] This embodiment of this application and the foregoing shown method embodiments are 

based on a same concept, and technical effects brought by this embodiment of this application are 

also the same. For a specific principle, refer to the descriptions of the foregoing shown embodiments. 

Details are not described again. 

[00446] In still another possible design, the communication apparatus 1900 includes a processing 

unit 1902 and a communication unit 1901, and the processing unit 1902 is configured to control the 

communication unit 1901 to receive and send data/signaling. 

[00447] The communication unit 1901 is configured to receive a first frame that carries a first field 

used to perform channel estimation. 

[00448] The communication unit 1901 is further configured to: send a first feedback frame to a 

first apparatus, and send a second feedback frame to the first apparatus. 

[00449] The first feedback frame includes channel state information CSI, the CSI is CSI from the 

first apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing 

channel estimation based on the received first field and a second field, and the second field is not the 

first field. 

[00450] The second feedback frame includes encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

[00451] In an optional implementation, the encrypted third CSI is obtained by the second apparatus 
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by encrypting the third CSI based on the second field generated based on a security parameter of the 

second field. 

[00452] In an optional implementation, before the communication unit 1901 receives the first 

frame that carries the first field used to perform channel estimation, the communication unit 1901 

may further receive a request frame from the first apparatus, where the request frame is used to request 

the second apparatus to measure the third channel state information CSI from the third apparatus to 

the second apparatus, and encrypt the third CSI and feed back the encrypted third CSI to the first 

apparatus; and the communication unit 1901 may further send a response frame to the first apparatus, 

where the response frame is used to respond to the request frame. 

[00453] In an optional implementation, the communication unit 1901 may further send, to the first 

apparatus and the third apparatus, a second frame that carries a second field. The communication unit 

1901 may further receive a third feedback frame from the third apparatus. The communication unit 

1901 may further send the third feedback frame to the first apparatus, where the third feedback frame 

includes CSI obtained by the third apparatus by performing channel estimation on a channel between 

the second apparatus and the third apparatus based on the received second field and a preset long 

training LTF field or a preset training TRN field. 

[00454] In an optional implementation, the communication unit 1901 sends, to the first apparatus 

and the third apparatus, a second frame that carries a second field. The communication unit 1901 

receives a fourth feedback frame from the third apparatus, where the fourth feedback frame includes 

CSI information obtained by the third apparatus by performing channel estimation based on the 

received second field and a field generated based on a parameter different from the security parameter 

of the second field. The processing unit 1902 parses the fourth feedback frame based on the second 

field and the field generated based on the parameter different from the security parameter of the 

second field, to obtain fourth CSI. The processing unit 1902 encrypts the fourth CSI based on the 

security parameter of the second field, to obtain a third feedback frame. The communication unit 1901 

sends the third feedback frame to the first apparatus. 

[00455] This embodiment of this application and the foregoing shown method embodiments are 

based on a same concept, and technical effects brought by this embodiment of this application are 

also the same. For a specific principle, refer to the descriptions of the foregoing shown embodiments. 

Details are not described again. 

[00456] An embodiment of this application further provides a communication apparatus 2000. FIG. 

20 is a diagram of a structure of a communication apparatus 2000. The communication apparatus 

2000 may be a first apparatus or a second apparatus, may be a chip, a chip system, a processor, or the 

like that supports the first apparatus to implement the foregoing methods, or may be a chip, a chip 

system, or a processor that supports the second apparatus to implement the foregoing methods. The 

apparatus may be configured to implement the method described in the method embodiments. For 
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details, refer to the description in the method embodiments. 

[00457] The communication apparatus 2000 may include one or more processors 2001. The 

processor 2001 may be a general-purpose processor, a dedicated processor, or the like, for example, 

may be a baseband processor, a digital signal processor, an application-specific integrated circuit, a 

field programmable gate array or another programmable logic device, a discrete gate or transistor 

logic device, a discrete hardware component, or a central processing unit (central processing unit, 

CPU). The baseband processor may be configured to process a communication protocol and 

communication data. The central processing unit may be configured to: control a communication 

apparatus (for example, a base station, a baseband chip, a terminal, a terminal chip, a distributed unit 

(distributed unit, DU), or a central unit (central unit, CU)), execute a software program, and process 

data of the software program. 

[00458] Optionally, the communication apparatus 2000 may include one or more memories 2002. 

The memory 2002 may store instructions 2004, and the instructions may be run on the processor 2001, 

so that the communication apparatus 2000 performs the method described in the method embodiments. 

Optionally, the memory 2002 may further store data. The processor 2001 and the memory 2002 may 

be disposed separately or integrated together. 

[00459] The memory 2002 may include but is not limited to a nonvolatile memory such as a hard 

disk (hard disk drive, HDD) or a solid-state drive (solid-state drive, SSD), a random access memory 

(random access memory, RAM), an erasable programmable read-only memory (erasable 

programmable ROM, EPROM), a read-only memory (read-only memory, ROM), a compact disc 

read-only memory (compact disc Read-Only memory, CD-ROM), and the like. 

[00460] Optionally, the communication apparatus 2000 may further include a transceiver 2005 and 

an antenna 2006. The transceiver 2005 may be referred to as a transceiver unit, a transceiver machine, 

a transceiver circuit, or the like, and is configured to implement a transceiver function. The transceiver 

2005 may include a receiver and a transmitter. The receiver may be referred to as a receiver machine, 

a receiving circuit, or the like, and is configured to implement a receiving function. The transmitter 

may be referred to as a transmitter machine, a transmitter circuit, or the like, and is configured to 

implement a sending function. 

[00461] The communication apparatus 2000 is a first apparatus, and the transceiver 2005 is 

configured to perform S101 and S104 in the information feedback method 100. The transceiver 2005 

is configured to perform S201 in the information feedback method 200. 

[00462] The communication apparatus 2000 is a second apparatus. The transceiver 2005 is 

configured to perform S101, S103, and S104 in the information feedback method 100. The transceiver 

2005 is configured to perform S202 and S203 in the information feedback method 200. 

[00463] In another possible design, the processor 2001 may include a transceiver configured to 

implement a receiving function and a sending function. For example, the transceiver may be a 
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transceiver circuit, an interface, or an interface circuit. The transceiver circuit, the interface, or the 

interface circuit configured to implement the receiving function and the sending function may be 

separated, or may be integrated together. The transceiver circuit, the interface, or the interface circuit 

may be configured to read and write code/data. Alternatively, the transceiver circuit, the interface, or 

the interface circuit may be configured to transmit or transfer a signal. 

[00464] In still another possible design, optionally, the processor 2001 may store instructions 2003, 

and the instructions 2003 are run on the processor 2001, so that the communication apparatus 2000 

may perform the method described in the method embodiments. The instructions 2003 may be cured 

in the processor 2001. In this case, the processor 2001 may be implemented by hardware. 

[00465] In still another possible design, the communication apparatus 2000 may include a circuit, 

and the circuit may implement a sending, receiving, or communication function in the method 

embodiments. The processor and the transceiver described in this embodiment of this application may 

be implemented on an integrated circuit (integrated circuit, IC), an analog IC, a radio frequency 

integrated circuit RFIC, a mixed signal IC, an application-specific integrated circuit (application 

specific integrated circuit, ASIC), a printed circuit boards (printed circuit board, PCB), an electronic 

device, or the like. The processor and the transceiver may be manufactured by using various IC 

technologies, for example, a complementary metal oxide semiconductor (complementary metal oxide 

semiconductor, CMOS), an N-type metal oxide semiconductor (N-type metal oxide semiconductor, 

NMOS), a P-channel metal oxide semiconductor (positive channel metal oxide semiconductor, 

PMOS), a bipolar junction transistor (Bipolar Junction Transistor, BJT), a bipolar CMOS (BiCMOS), 

silicon germanium (SiGe), and gallium arsenide (GaAs). 

[00466] This embodiment of this application and the foregoing shown method embodiments of the 

information feedback method 100 and the information feedback method 200 are based on a same 

concept, and technical effects brought by this embodiment of this application are also the same. For 

a specific principle, refer to the descriptions of the foregoing shown embodiments of the information 

feedback method 100 and the information feedback method 200. Details are not described again. 

[00467] This application further provides a computer-readable storage medium, configured to store 

computer software instructions, and when the instructions are executed by a communication apparatus, 

a function of any one of the method embodiments is implemented. 

[00468] This application further provides a computer program product, configured to store 

computer software instructions, and when the instructions are executed by a communication apparatus, 

a function of any one of the method embodiments is implemented. 

[00469] This application further provides a computer program, and when the computer program is 

run on a computer, a function of any one of the method embodiments is implemented. 

[00470] All or some of the foregoing embodiments may be implemented by using software, 

hardware, firmware, or any combination thereof. When software is used to implement embodiments, 
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all or some of embodiments may be implemented in a form of a computer program product. The 

computer program product includes one or more computer program instructions. When the computer 

instructions are loaded and executed on the computer, the interaction or functions according to 

embodiments of this application are all or partially generated. The computer may be a general-purpose 

computer, a dedicated computer, a computer network, or another programmable apparatus. The 

computer instructions may be stored in a computer-readable storage medium or may be transmitted 

from one computer-readable storage medium to another computer-readable storage medium. For 

example, the computer instructions may be transmitted from one website, computer, server, or data 

center to another website, computer, server, or data center in a wired (for example, a coaxial cable, 

an optical fiber, or a digital subscriber line (digital subscriber line, DSL)) or wireless (for example, 

infrared, radio, or microwave) manner. The computer-readable storage medium may be any usable 

medium accessible by the computer, or a data storage device, for example, a server or a data center, 

integrating one or more usable media. The usable medium may be a magnetic medium (for example, 

a floppy disk, a hard disk, or a magnetic tape), an optical medium (for example, a high-density digital 

video disc (digital video disc, DVD)), a semiconductor medium (for example, a solid state drive (solid 

state drive, SSD)), or the like. 

[00471] The foregoing descriptions are merely specific implementations of this application, but 

are not intended to limit the protection scope of this application. Any variation or replacement readily 

figured out by a person skilled in the art within the technical scope disclosed in this application shall 

fall within the protection scope of this application. Therefore, the protection scope of this application 

shall be subject to the protection scope of the claims. 
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CLAIMS 

What is claimed is: 

1. An information feedback method, wherein the method comprises: 

sending, by a first apparatus to a second apparatus, a first frame that carries a first field used to 

perform channel estimation; and

receiving, by the first apparatus, a first feedback frame from the second apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the first 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and a second field, and the second field is not the first 

field. 

2. The method according to claim 1, wherein the first field is a secure long training LTF field, or 

the first field is a secure training TRN field. 

3. The method according to claim 1 or 2, wherein before the sending, by a first apparatus to a 

second apparatus, a first frame that carries a first field used to perform channel estimation, the method 

further comprises: 

sending, by the first apparatus, a request frame to the second apparatus, wherein the request 

frame is used to request to perform channel estimation based on a field different from the secure LTF 

field or the secure TRN field; and

receiving, by the first apparatus, a response frame from the second apparatus, wherein the 

response frame is used to respond to the request frame. 

4. The method according to claim 3, wherein 

the request frame is further used to request not to exchange a security parameter of the first field, 

and the second field is a preset LTF field or a preset TRN field; and

the response frame is further used to respond to the request frame. 

5. The method according to claim 3, wherein 

the request frame further comprises a security parameter of the second field, and the security 

parameter of the second field is used to generate the second field; and

the response frame is further used to respond to the request frame. 

6. The method according to claim 4, wherein 

the request frame is further used to request the second apparatus that does not have a capability 

of generating the first field to perform channel estimation based on a field different from the secure 

LTF field or the secure TRN field; and

the response frame is further used to respond to the request frame. 

7. The method according to claim 5, wherein the method further comprises: 

receiving, by the first apparatus, a second frame that carries a second field; and
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performing, by the first apparatus, channel estimation based on the received second field and the 

second field, to obtain second CSI. 

8. The method according to any one of claims 1 to 7, wherein the method further comprises: 

parsing, by the first apparatus, the CSI based on the second field and the first field, to obtain first 

CSI. 

9. An information feedback method, wherein the method comprises: 

sending, by a first apparatus to a second apparatus, a first frame that carries a first field used to 

perform channel estimation; and

receiving, by the first apparatus, a first feedback frame from the second apparatus, and receiving 

a second feedback frame from the second apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the first 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and a second field, and the second field is not the first 

field; and

the second feedback frame comprises encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

10. The method according to claim 9, wherein 

the encrypted third CSI is obtained by the second apparatus by encrypting the third CSI based 

on the second field generated based on a security parameter of the second field. 

11. The method according to claim 9 or 10, wherein before the sending, by a first apparatus to a 

second apparatus, a first frame that carries a first field used to perform channel estimation, the method 

further comprises: 

sending, by the first apparatus, a request frame to the second apparatus, wherein the request 

frame is used to request the second apparatus to measure the third channel state information CSI from 

the third apparatus to the second apparatus, and encrypt the third CSI and feed back the encrypted 

third CSI to the first apparatus; and

receiving, by the first apparatus, a response frame from the second apparatus, wherein the 

response frame is used to respond to the request frame. 

12. The method according to any one of claims 9 to 11, wherein the method further comprises: 

receiving, by the first apparatus, a second frame that carries a second field;

performing, by the first apparatus, channel estimation based on the received second field and the 

second field, to obtain second CSI;

receiving, by the first apparatus, a third feedback frame from the second apparatus, wherein the 

third feedback frame comprises CSI obtained by the third apparatus by performing channel estimation 

on a channel between the second apparatus and the third apparatus based on the received second field 

and a preset long training LTF field or a preset training TRN field; and
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parsing, by the first apparatus, the CSI in the third feedback frame based on the second field and 

the preset LTF field or the preset TRN field, to obtain fourth CSI. 

13. The method according to any one of claims 9 to 11, wherein the method further comprises: 

receiving, by the first apparatus, a second frame that carries a second field;

performing, by the first apparatus, channel estimation based on the received second field and the 

second field, to obtain second CSI;

receiving, by the first apparatus, a third feedback frame from the second apparatus, wherein the 

third feedback frame comprises encrypted fourth CSI, the encrypted fourth CSI is obtained by the 

second apparatus by encrypting fourth CSI based on the security parameter of the second field, the 

fourth CSI is obtained by the second apparatus by parsing a fourth feedback frame fed back by the 

third apparatus, and the fourth feedback frame comprises CSI information obtained by the third 

apparatus by performing channel estimation based on the received second field and a field generated 

based on a parameter different from the security parameter of the second field; and

parsing, by the first apparatus, the third feedback frame based on the security parameter of the 

second field, to obtain the fourth CSI. 

14. An information feedback method, wherein the method comprises: 

receiving, by a second apparatus, a first frame that carries a first field used to perform channel 

estimation; and

sending, by the second apparatus, a first feedback frame to a first apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the first 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and a second field, and the second field is not the first 

field. 

15. The method according to claim 14, wherein the first field is a secure long training LTF field, 

or the first field is a secure training TRN field. 

16. The method according to claim 14 or 15, wherein before the receiving, by a second apparatus, 

a first frame that carries a first field used to perform channel estimation, the method further comprises: 

receiving, by the second apparatus, a request frame from the first apparatus, wherein the request 

frame is used to request to perform channel estimation based on a field different from the secure LTF 

field or the secure TRN field; and

sending, by the second apparatus, a response frame to the first apparatus, wherein the response 

frame is used to respond to the request frame. 

17. The method according to claim 16, wherein 

the request frame is further used to request not to exchange a security parameter of the first field, 

and the second field is a preset LTF field or a preset TRN field; and

the response frame is further used to respond to the request frame. 
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18. The method according to claim 16, wherein 

the request frame further comprises a security parameter of the second field, and the security 

parameter of the second field is used to generate the second field; and

the response frame is further used to respond to the request frame. 

19. The method according to claim 15, wherein 

the request frame is further used to request the second apparatus that does not have a capability 

of generating the first field to perform channel estimation based on a field different from the secure 

LTF field or the secure TRN field; and

the response frame is further used to respond to the request frame. 

20. An information feedback method, wherein the method comprises: 

receiving, by a second apparatus, a first frame that carries a first field used to perform channel 

estimation; and

sending, by the second apparatus, a first feedback frame to a first apparatus, and sending a second 

feedback frame to the first apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the first 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and a second field, and the second field is not the first 

field; and

the second feedback frame comprises encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

21. The method according to claim 20, wherein 

the encrypted third CSI is obtained by the second apparatus by encrypting the third CSI based 

on the second field generated based on a security parameter of the second field. 

22. The method according to claim 20 or 21, wherein before the receiving, by a second apparatus, 

a first frame that carries a first field used to perform channel estimation, the method further comprises: 

receiving, by the second apparatus, a request frame from the first apparatus, wherein the request 

frame is used to request the second apparatus to measure the third channel state information CSI 

between the third apparatus and the second apparatus, and encrypt the third CSI and feed back the 

encrypted third CSI to the first apparatus; and

sending, by the second apparatus, a response frame to the first apparatus, wherein the response 

frame is used to respond to the request frame. 

23. The method according to any one of claims 20 to 22, wherein the method further comprises: 

sending, by the second apparatus to the first apparatus and the third apparatus, a second frame 

that carries a second field;

receiving, by the second apparatus, a third feedback frame from the third apparatus; and

sending, by the second apparatus, the third feedback frame to the first apparatus, wherein 
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the third feedback frame comprises CSI obtained by the third apparatus by performing channel 

estimation on a channel between the second apparatus and the third apparatus based on the received 

second field and a preset long training LTF field or a preset training TRN field. 

24. The method according to any one of claims 20 to 22, wherein the method further comprises: 

sending, by the second apparatus to the first apparatus and the third apparatus, a second frame 

that carries a second field;

receiving, by the second apparatus, a fourth feedback frame from the third apparatus, wherein 

the fourth feedback frame comprises CSI information obtained by the third apparatus by performing 

channel estimation based on the received second field and a field generated based on a parameter 

different from the security parameter of the second field;

parsing, by the second apparatus, the fourth feedback frame based on the second field and the 

field generated based on the parameter different from the security parameter of the second field, to 

obtain fourth CSI;

encrypting, by the second apparatus, the fourth CSI based on the security parameter of the second 

field, to obtain a third feedback frame; and

sending, by the second apparatus, the third feedback frame to the first apparatus. 

25. A communication apparatus, wherein the communication apparatus comprises: 

a communication unit, configured to send, to a second apparatus, a first frame that carries a first 

field used to perform channel estimation, wherein 

the communication unit is further configured to receive a first feedback frame from the second 

apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and a second field, and the second field is not the first 

field. 

26. The apparatus according to claim 25, wherein the first field is a secure long training LTF 

field, or the first field is a secure training TRN field. 

27. The apparatus according to claim 25 or 26, wherein before the communication unit sends, to 

the second apparatus, the first frame that carries the first field used to perform channel estimation, the 

communication unit is further configured to: 

send a request frame to the second apparatus, wherein the request frame is used to request to 

perform channel estimation based on a field different from the secure LTF field or the secure TRN 

field; and

receive a response frame from the second apparatus, wherein the response frame is used to 

respond to the request frame. 

28. The apparatus according to claim 27, wherein 
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the request frame is further used to request not to exchange a security parameter of the first field, 

and the second field is a preset LTF field or a preset TRN field; and

the response frame is further used to respond to the request frame. 

29. The apparatus according to claim 27, wherein 

the request frame further comprises a security parameter of the second field, and the security 

parameter of the second field is used to generate the second field; and

the response frame is further used to respond to the request frame. 

30. The apparatus according to claim 28, wherein 

the request frame is further used to request the second apparatus that does not have a capability 

of generating the first field to perform channel estimation based on a field different from the secure 

LTF field or the secure TRN field; and

the response frame is further used to respond to the request frame. 

31. The apparatus according to claim 29, wherein the apparatus further comprises a processing 

unit, and the processing unit is configured to: 

receive a second frame that carries a second field; and

perform channel estimation based on the received second field and the second field, to obtain 

second CSI. 

32. The apparatus according to any one of claims 25 to 31, wherein the processing unit is further 

configured to: 

parse the CSI based on the second field and the first field, to obtain first CSI. 

33. A communication apparatus, wherein the communication apparatus comprises: 

a communication unit, configured to send, to a second apparatus, a first frame that carries a first 

field used to perform channel estimation, wherein 

the communication unit is further configured to: receive a first feedback frame from the second 

apparatus, and receive a second feedback frame from the second apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the 

apparatus to the second apparatus, the CSI is obtained by the second apparatus by performing channel 

estimation based on the received first field and a second field, and the second field is not the first 

field; and

the second feedback frame comprises encrypted third CSI, and third CSI is CSI from a third 

apparatus to the second apparatus. 

34. The apparatus according to claim 33, wherein 

the encrypted third CSI is obtained by the second apparatus by encrypting the third CSI based 

on the second field generated based on a security parameter of the second field. 

35. The apparatus according to claim 33 or 34, wherein before the communication unit sends, to 

the second apparatus, the first frame that carries the first field used to perform channel estimation, the 
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communication unit is further configured to: 

send a request frame to the second apparatus, wherein the request frame is used to request the 

second apparatus to measure the third channel state information CSI from the third apparatus to the 

second apparatus, and encrypt the third CSI and feed back the encrypted third CSI to the first 

apparatus; and

receive a response frame from the second apparatus, wherein the response frame is used to 

respond to the request frame. 

36. The apparatus according to any one of claims 33 to 35, wherein the apparatus further 

comprises a processing unit, and the processing unit is configured to: 

receive a second frame that carries a second field;

perform channel estimation based on the received second field and the second field, to obtain 

second CSI;

receive a third feedback frame from the second apparatus, wherein the third feedback frame 

comprises CSI obtained by the third apparatus by performing channel estimation on a channel 

between the second apparatus and the third apparatus based on the received second field and a preset 

long training LTF field or a preset training TRN field; and

parse the CSI in the third feedback frame based on the second field and the preset LTF field or 

the preset TRN field, to obtain fourth CSI. 

37. The apparatus according to any one of claims 33 to 35, wherein the processing unit is further 

configured to: 

receive a second frame that carries a second field;

perform channel estimation based on the received second field and the second field, to obtain 

second CSI;

receive a third feedback frame from the second apparatus, wherein the third feedback frame 

comprises encrypted fourth CSI, the encrypted fourth CSI is obtained by the second apparatus by 

encrypting fourth CSI based on the security parameter of the second field, the fourth CSI is obtained 

by the second apparatus by parsing a fourth feedback frame fed back by the third apparatus, and the 

fourth feedback frame comprises CSI information obtained by the third apparatus by performing 

channel estimation based on the received second field and a field generated based on a parameter 

different from the security parameter of the second field; and

parse the third feedback frame based on the security parameter of the second field, to obtain the 

fourth CSI. 

38. A communication apparatus, wherein the communication apparatus comprises: 

a communication unit, configured to receive a first frame that carries a first field used to perform 

channel estimation, wherein 

the communication unit is further configured to send a first feedback frame to a first apparatus, 
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wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the first 

apparatus to the apparatus, the CSI is obtained by the apparatus by performing channel estimation 

based on the received first field and a second field, and the second field is not the first field. 

39. The apparatus according to claim 38, wherein the first field is a secure long training LTF 

field, or the first field is a secure training TRN field. 

40. The apparatus according to claim 38 or 39, wherein before the communication unit receives 

the first frame that carries the first field used to perform channel estimation, the communication unit 

is further configured to: 

receive a request frame from the first apparatus, wherein the request frame is used to request to 

perform channel estimation based on a field different from the secure LTF field or the secure TRN 

field; and

send a response frame to the first apparatus, wherein the response frame is used to respond to 

the request frame. 

41. The apparatus according to claim 40, wherein 

the request frame is further used to request not to exchange a security parameter of the first field, 

and the second field is a preset LTF field or a preset TRN field; and

the response frame is further used to respond to the request frame. 

42. The apparatus according to claim 40, wherein 

the request frame further comprises a security parameter of the second field, and the security 

parameter of the second field is used to generate the second field; and

the response frame is further used to respond to the request frame. 

43. The apparatus according to claim 39, wherein 

the request frame is further used to request the second apparatus that does not have a capability 

of generating the first field to perform channel estimation based on a field different from the secure 

LTF field or the secure TRN field; and

the response frame is further used to respond to the request frame. 

44. A communication apparatus, wherein the communication apparatus comprises: 

a communication unit, configured to receive a first frame that carries a first field used to perform 

channel estimation, wherein 

the communication unit is further configured to: send a first feedback frame to a first apparatus, 

and send a second feedback frame to the first apparatus, wherein 

the first feedback frame comprises channel state information CSI, the CSI is CSI from the first 

apparatus to the apparatus, the CSI is obtained by the apparatus by performing channel estimation 

based on the received first field and a second field, and the second field is not the first field; and

the second feedback frame comprises encrypted third CSI, and third CSI is CSI from a third 
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apparatus to the apparatus. 

45. The apparatus according to claim 44, wherein 

the encrypted third CSI is obtained by the apparatus by encrypting the third CSI based on the 

second field generated based on a security parameter of the second field. 

46. The apparatus according to claim 44 or 45, wherein before the communication unit receives 

the first frame that carries the first field used to perform channel estimation, the communication unit 

is further configured to: 

receive a request frame from the first apparatus, wherein the request frame is used to request the 

apparatus to measure third channel state information CSI between the third apparatus and the 

apparatus, and encrypt the third CSI and feed back the encrypted third CSI to the first apparatus; and

send a response frame to the first apparatus, wherein the response frame is used to respond to 

the request frame. 

47. The apparatus according to any one of claims 44 to 46, wherein the communication unit is 

further configured to: 

send, to the first apparatus and the third apparatus, a second frame that carries a second field;

receive a third feedback frame from the third apparatus; and

send the third feedback frame to the first apparatus, wherein 

the third feedback frame comprises CSI obtained by the third apparatus by performing channel 

estimation on a channel between the apparatus and the third apparatus based on the received second 

field and a preset long training LTF field or a preset training TRN field. 

48. The apparatus according to any one of claims 44 to 46, wherein the apparatus further 

comprises a processing unit, and the processing unit is configured to: 

send, to the first apparatus and the third apparatus, a second frame that carries a second field;

receive a fourth feedback frame from the third apparatus, wherein the fourth feedback frame 

comprises CSI information obtained by the third apparatus by performing channel estimation based 

on the received second field and a field generated based on a parameter different from the security 

parameter of the second field;

parse the fourth feedback frame based on the second field and the field generated based on the 

parameter different from the security parameter of the second field, to obtain fourth CSI;

encrypt the fourth CSI based on the security parameter of the second field, to obtain a third 

feedback frame; and

send the third feedback frame to the first apparatus. 

49. A communication apparatus, comprising a processor and a transceiver, wherein the 

transceiver is configured to communicate with another communication apparatus; and the processor 

is configured to run a program, so that the communication apparatus implements the method 

according to any one of claims 1 to 8, or the communication apparatus implements the method 
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according to any one of claims 9 to 13, or the communication apparatus implements the method 

according to any one of claims 14 to 19, or the communication apparatus implements the method 

according to any one of claims 20 to 24. 

50. A computer-readable storage medium, wherein the computer-readable storage medium stores 

instructions, and when the instructions are run on a computer, the method according to any one of 

claims 1 to 8 is performed, or the method according to any one of claims 9 to 13 is performed, or the 

method according to any one of claims 14 to 19 is performed, or the method according to any one of 

claims 20 to 24 is performed. 

51. A computer program product comprising instructions, when the computer program product 

is run on a computer, the method according to any one of claims 1 to 8 is performed, or the method 

according to any one of claims 9 to 13 is performed, or the method according to any one of claims 14 

to 19 is performed, or the method according to any one of claims 20 to 24 is performed. 


