|  LOCATI ON SYSTEM AND METHOD FIELD OF THE | NVENTI ON By | ocating the
position of the nobile phone carried by people, their whereabouts can be
tracked. Over a period of tine, associating the places they 5 had been to
and the people they had nmet, it is possible to deduce their activities. Mre
specifically, this nethod relates to the tracking of identified suspects and
associating with their novenent pattern to deduce their activities.
BACKGROUND OF THE I NVENTION Wth the increase threat of terrorism
activities, there is a need to track the 10 locality of a large group of
suspect ed i ndi vi dual s ovBOGAT? 8 ANDMETHOD ext ended period of
time. Using association and deductlon technlque one can determne if there
are any correlations of the places visited by these individuals together
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BACKGROUND OF THE INVENTION

With the increase threat of terrorism activities, there is a need to track the

10 locality of a large group of suspected individuals over huge geographical area for
extended period of time. Using association and deduction technique, one can
determine if there are any correlations of the places visited by these individuals
together with the people they've met or called. In the event of suspicious
activities among various individuals, investigative actions can be taken to further

15 explore the details.

Common real-time tracking of human location involve the use of
“Identification Tag” (transponder) coded with an identification code to be worn by
each individual in the group. For an active “ID Tags”, it may transmit information
at regular time interval to the “ID stations” to determine their locality. On the

20  other hand, a passive “ID Tags” will only respond when polled by the “ID
stations”. Numerous “ID stations” will be strategically placed within the
environment of interest for end-users to activate a request on the system to locate
the group of individuals, and to display a map indicating their location. A couple

of US Patents employ similar technique such as US6344794 Ulrich et al,



of US Patents enploy simlar technique such as US6344794 U rich et al, 2
US6424264 Graldin et al, US6747562 Graldin et al, US6798349 Ri chley et al,
and US6802005 Berson et al. Inplenmentation such tracking systemrequires
each individual, who are to 5 be tracked, to consciously put on the "ID
tag". Multiple "ID stations" have to be2 setup to ensure sufficient coverage
in the area of interest for tracking the people. This dictates the need to
predi ct the possible places that the people will be visiting during the
tracking period and have the "ID stations” installed in advance. Any

i naccurate prediction will affect the tracking coverage and failed to track
the 10 pddpbo424dtde Gitaddinactealp UfS@T4 715608 Girabdin rey aly 8567198340 dRichiey et abk

t hese individuals over |arge geographical area, many ID stations have to be
set up anoﬂ@aﬂsﬁgow%Be@Qth?% In addition, to monitor suspicious individual
dictates the need of not alerting themduring the tracking operation, thus
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10  people once they are out of the tracking area. In order to track these individuals
over large geographical area, many ID stations have to be setup and can be very
costly. In addition, to monitor suspicious individual dictates the need of not
alerting them during the tracking operation, thus the mandatory of wearing “ID

tags” system is not a feasible solution.

15 Another commonly used technique to determine the location of people or
object of interest is GPS . Coupled with a radio transmitter (preferably a mobile
phone) and/or a datalink transmitter, an individual's location or position can be
transmitted to and monitored by the remote station. This solution requires that the
individual carry the GPS system wherever they go, and hence not suitable for

20 suspicious character monitoring.  GPS based solutions are described in
US5225842 Brown et al, US5379224 Brown et al, US5752218 Harrison et al,
US6226622 Dabbiere, and US6744403 Milnes et al.

US6542621 Brill et al describes a tracking system using a video solution.
The system compares video frames taken at different times. A video directed
25 approach, however, is suited only for tracking individuals in a very limited space

such as a convenient store area.



The system conpares video franes taken at different tines. A video directed
25 approach, however, is suited only for tracking individuals in a very
limted space such as a convenient store area. 3 Mbbile phone networks are
al so used for tracking purpose. Conmon applications include |ocating novable
objects in an energency, such as vehicles, cyclists, and pedestrians.
US5515419 Sheffer et al describes one such system In such systens a
central nonitoring station is provided for receiving the energency 5 signals
generated by the individual, and conputing an approxi mate | ocation of the
mobi | e phone. Non-emergency applications3incl ude assi stance or
position-related, "yellow pages" information systens such as US6047192
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invention to provide a tracking systemthat overcones the above

di sadvantSageignals genetagesby pheoindiiadualhandpodrnpeting an approximatei lopation efseul
choi ce. Accordingly in first enbodipment the esent invention consists in
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of parties;
Tapping on the existing infrastructure of the mobile phone networks
coupled with its wide coverage and all time availability, it make sense to utilize

10 this platform for other innovative applications other than those listed above.

The present invention seeks to expand the usage of the mobile phone
network for human tracking purposes, and further associate their calls pattern and

physical movement to deduce their type of activities.
SUMMARY OF THE INVENTION

15 It is an object of the present invention to provide a tracking system that
overcomes the above disadvantages or at least provides the public or industry with

a useful choice.

Accordingly in a first embodiment the present invention consists in a

method of identifying associated parties and their location comprising the steps of:
20 identifying the mobile cellular phone used by a plurality of parties;

storing a location and/or time of each call made or received by each of said

plurality of parties; and

identifying associated parties based on the location and/or time of calls



storing a location and/or time of each call nmade or received by each of said
plurality of parties; and identifying associated parties based on the
| ocation and/or tinme of calls 4 Preferably said associated parties are

identified based on their location at the tinme each call is nade.
Preferably said associated parties are identified based on the tinme each
call is made. 5 Preferably the location of a said party when a call is nade

is identified wusing nobile cellular phone network systems. Accordingly in a
second enbodi nent the present invention consists in a systemfor
identifying associated parties and their4location conprising: means for
identifying the nobile cellular phone used by a plurality of 10 parties;
storage neans for storing a location and/or tinme of each call nade or

recei ved by eac hPr@lfergbliydsq@d @ssndiated partipsrare ddentifind hesedson deif troatipn \at ng
associ at ed rt| es c?\a@gp (fhe | ocation and/or tinme of calls 15 Preferably
sai d associ éﬁmbg? 5% enti fi ed based on their location at the tine
each call is made. Preferably said associated parties are identified based
on the tine eachPrftrablyi midrastocidrzdpatiabhie tdentifiet hasadnowtheatimaiedcipaally when
acall is nmpde |s identified 20 using nobile cellular phone network

syst ens. 1s made.

5 Preferably the location of a said party when a call is made is identified

using mobile cellular phone network systems.

Accordingly in a second embodiment the present invention consists in a

system for identifying associated parties and their location comprising:

means for identifying the mobile cellular phone used by a plurality of

10 parties;

storage means for storing a location and/or time of each call made or

received by each of said plurality of parties; and

means for identifying associated parties based on the location and/or time

of calls

15 Preferably said associated parties are identified based on their location at

the time each call is made.

Preferably said associated parties are identified based on the time each call

is made.

Preferably the location of a said party when a call is made is identified

20 using mobile cellular phone network systems.

In a third embodiment, the present invention consists in software for

affecting the above methods.



In a third enbodi nent, the present invention consists in software for
affecting the above nethods. 5 In a fourth enbodi nent, the present

i nvention consists in storage nedia containing software affecting the above
met hods. This invention nay al so be said broadly to consist in the parts,
elements and features referred to or indicated in the specification of the
application, 5 individually or collectively, and any or all conbinations of
any two or nore of said parts, elenents or features, and where specific
integers are nentioned herein which have known equivalents in the art to
which this invention relates, such knowh equival ents are deemed to be
incorporated herein as if individually set forth. 10 BRI EF DESCRI PTI ON OF

THE DRAW NGS Di s¢l osed enbodi pents and net hods of utili.zing the invenption
will be furtherﬁhésfg‘l‘lrtge?@g%ﬁ%}\mﬁe r RISERNL 1BV eIHEON, CORSTE isﬁﬁragPdU?‘g%, by

way of exanplaindil Yo WrtAANE ddiendingnbg be 11 m ting, wherein, Figure 1
is an illustPafior of & tracker carrying a tracking systeminput 15 device
and a suspect carrying a_nobile phone, Figure 2 is an illustration of the
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said parts, elements or features, and where specific integers are mentioned herein
which have known equivalents in the art to which this invention relates, such
known equivalents are deemed to be incorporated herein as if individually set

forth.
10 BRIEF DESCRIPTION OF THE DRAWINGS

Disclosed embodiments and methods of utilizing the invention will be
further described, with reference to the accompanying figures, by way of example

only and without intending to be limiting, wherein;

Figure 1 is an illustration of a tracker carrying a tracking system input

15 device and a suspect carrying a mobile phone,

Figure 2 is an illustration of the process of tracking system input device
updating the tracking system through the mobile phone network while tracking the

suspect mobile phone location,

Figure 3 is a block diagram on the interface of the tracking system 303

20 with existing mobile phone networks,

Figure 4 is a flow diagram of the process of determining the mobile phone

number carried by a suspect with sufficient information input by the tracker,

Figure 5 is a flow diagram of the process of mobile phone location tracking

and calls monitoring.



nunber carried by a suspect with sufficient information input by the
tracker, Figure 5 is a flow diagramof the process of nobile phone | ocation
tracking and calls nonitoring. 6 Figure 6 is a flow diagram of the process
of correlating and determ ning the relationship of numerous suspects based
on the time information in the database of suspects list, Figure 7 is a

fl ow di agram of the process of correlating and determning 5 the

rel ati onshi p of nunerous suspects based on the location information in the
dat abase of suspects list, Figure 8 is a flow diagram of the process of
correlating the information in tinme andélocation domains to identify the
group of suspects. DETAILED DESCRI PTI ON OF THE I NVENTION 10 In this context,
t he person who carries the “tracked" ile phone . is called .the "Suspect"”.
The person who oﬁb‘a’éﬂ'@e@lsaﬁcﬂ‘{"&idllgﬁlﬁeggg’@pﬁ@ﬁeﬁss"fc%r@@"@&énd'J;F%Wéﬂg.
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Figure 8 is a flow diagram of the process of correlating the information in

time and location domains to identify the group of suspects.
DETAILED DESCRIPTION OF THE INVENTION

10 In this context, the person who carries the “tracked” mobile phone is called
the “Suspect”. The person who observes and tails the suspect is called the

“Tracker”.

Hamessing on the existing mobile phone networks, it is possible to narrow

down and pinpoint the locality of a mobile phone. The tracker will observe the

15 suspect for a short period of time and provide information to the Tracking System
on the locality of the suspect at regular interval. Other information such as the

time and place when he uses his mobile phone will be useful too.

With sufficient inputs from the tracker, the Tracking System will be able to

determine the mobile phone number of the suspect. Armed with this information,

20 the Tracking System will be able to perform all day tracking on the positions of
the suspect as well as the people he called together with the recording of the
content of their conversations. Any computer system will be able to perform the
required tracking task provided the processing power is sufficient. The system can
include the existing mobile phone system processor or a separate computer system

25 linked to the existing mobile phone system processors.



the suspect as well as the people he called together wwth the recording of
the content of their conversations. Any conputer systemw || be able to
performthe required tracking task provided the processing power is
sufficient. The system can include the existing nobile phone system
processor or a separate conmputer systenY 25 linked to the existing nobile
phone system processors. 7 By expanding the tracking to nmultiple suspects
and associating their activities anong each other, it is possible to check
for a correlation anong their activities. Any suspicious activities wll
deserve a nor éBy nexiepiding nthes triagkinigono byultplehsudpeatskeind Rsfaviating theirFi gur e
1 a tracker 101 using a tracking systeminput device 102 follows a suspect
103 ar ouraftivities ampngfeacheothetadkés possibls wsehepk far 2 gemelgtiamamongethaiinber
of a nobile tel ephone 104.in the.suspect' s possessian., The.tracker 01
havi ng i dskVitiGSe Y SYSBISAQUS pFATvIleY ?"éﬁl@eﬁ Si BTG 1p-aqqp£h ﬂ‘h‘éﬁsgﬂétb%%’ylw
for a 101%Q%%Ekleriod of time. During this tine, the tracker 101 regularly
inputé the l'ocation of the suspect 103 using the input device 102. The
tracker 101 will in addition record information such as the tinme the

suspect 103 usgsfel rto”fﬁ@hfeelin‘thQ:kéP‘lOllelinngWa@ﬁﬁx‘gogs't&nti&@ﬂﬁ'ﬂ'ebfc@d to
the tracking systemtihrough the nobile phone network.” Referring to figure 3
t he trackl0failostseasdspecti463 artnndiuifhe qols of the hraskersisabiassist RO ideanifyinge

sw tching center 302 of the nobile network. Referring to Figure 4 once the
tracker 1the masberoof fai m@bilgetelgphoam Uik infthe shgpestis assessianoc dihieotrackas

system 303, usi ng the information ovi ded by the tracker 101 in ing time
of “call _olo} Besife ddemsiedinoesd I3ia gk phusigRncaly iid nbpest dPADY 06 o
the bgse gl f)&"i"odggf}’tih{%?t Dhﬁﬁgttﬁﬁctﬁﬁé,sth%"at?as&gte 1W§eélﬁlfiﬂ¥(?9puts the location

of the suspect 103 using the input device 102. The tracker 101 will in addition

record information such as the time the suspect 103 uses their mobile phone 104.

All information is transmitted to the tracking system through the mobile
phone network. Referring to figure 3 the tracking system 303 uses the numerous

15  base stations 201 and the switching center 302 of the mobile network.

Referring to Figure 4 once the tracker 101 has notified the system 402 of
the suspect's location the system 303 using the information provided by the
tracker 101 including time of call or location 405 will trace all mobile phones in the
vicinity 406 of the base station 303 that the trackers message was relayed

20 through. The system 303 stores the information. The system 303 does this for

every location and/or call update 408.

When the system 303 has sufficient information, the system 303 checks
which mobile phone numbers are common in all the record occurrences 410. This
will narrow the list of to a small number of mobile phone numbers if not one. If

25 thelist is not small enough 413, the system will prompt the tracker 101 for more
inputs 414. The purpose of this process is to determine the mobile phone number

carried by the suspect 103 so that a track can be initiated on this mobile number.



20 through. The system 303 stores the information. The system 303 does this
for every location and/or call update 408. Wen the system 303 has
sufficient information, the system 303 checks which nobile phone nunbers

are common in all the record occurrences 410. This wll narrow the list of
to a small nunber of nobile phone nunbe8s if not one. If 25 the list is not
smal | enough 413, the systemw || pronpt the tracker 101 for nore inputs

414. The purpose of this process is to determ ne the nobile phone nunber
carried by the suspect 103 so that a track can be initiated on this nobile
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processes 4 by the systemon each tine group with the rest
of the gr%cgggtgétgaé%%c:%&?ﬂg&'l ocation"” information to determ ne the

commonal ity of the suspects appearing at the same 15 tine at the same place.
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time frane are identified to the tracking system user
10  profile of the suspects and whom they meet using a correlation process. In the time
domain referring to Figure 6 the suspects are divided into different groups at each
predefined time of the day 604. Intersection processes 606 are conducted by the
system on each time group with the rest of the groups based on the “location”
information to determine the commonality of the suspects appearing at the same

15 time at the same place. The telephone numbers of those in close proximity and

within the desired time frame are identified to the tracking system user 608.

In the location domain referring to figure 7 the suspects are divided into
different groups based on their locality 704. Intersection processes 706 are carried
out on each location group with the rest of the groups based on the “time”

20 information to determine the duration of the suspects meeting together. The
telephone numbers of those in close proximity and within the desired time frame

are identified to the tracking system user 708.

To further reduce the suspect list and narrow down to a specific group of
suspects gathering together, intersection process can be apply to the “time” group

25  and the “location” group to determine the common suspects. Referring to figure



In the location domain referring to figure 7 the suspects are divided into
different groups based on their locality 704. Intersection processes 706 are
carried out on each location group with the rest of the groups based on the
"time" 20 information to determ ne the duration of the suspects neeting
together. The tel ephone nunbers of those in close proximty and within the
desired tinme frane are identified to the tracking systemuser 708. To
further reduce the suspect list and narrow down to a specific group of
suspects gathering together, intersection process can be apply to the "tine"
group 25 and the "location"” group to dePernine the conmon suspects.
Referring to figure 9 8, the list of nobile phone based on "tine" 803 or

b d " ti.on" .802. b t ith her. 8| 812 t
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certain |location, this process ill’ustrated In Igure I'S ‘useful. Thus

the user will decide whether the "tine list" or the "location list" is
sufficient for tM&ien thesysom usysvishes tonextacd @alistyoft sspects soming togsthert he
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invention has been presented for purposes of illustration and description.
It is not i itheusgedan optde intgxestitheitwe losts 8@8,1812it the invention to the
preci se forns di scl osed, since many

Once there is sufficient evidence that a group of suspects has gathered for
extended periods of time, investigation can be done to probe their traveling habits
10 and the places they visit. Further, detailed investigation by other means can be

deployed too.

The foregoing description of the preferred embodiment of the invention has
been presented for purposes of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms disclosed, since many

15 modifications or variations thereof are possible in the light of the above teaching.
All such modifications and variations are within the scope of the invention. The
embodiments described herein were chosen and described in order best to explain
the principles of the invention and its practical application, thereby to enable
others skilled in the art to utilise the invention in various embodiments and with

20 various modifications as are suited to the particular use contemplated thereof. It is
intended that the scope of the invention be defined by the claims appended hereto,
when interpreted in accordance with the full breadth to which they are legally and
equitably suited.



15 nodifications or variations thereof are possible in the [ight of the
above teaching. Al such nodifications and variations are within the scope
of the invention. The enbodinents described herein were chosen and
described in order best to explain the principles of the invention and its
practical application, thereby to enablﬁ)E others skilled in the art to
utilise the invention in various enbodil¥ents and with 20 vari ous

nodi fications as are suited to the particular use contenplated thereof. It
is inten E&Q@Egt the scope of the invention be defined by the clains
appended ;> when interpreted in accordance with the full breadth to
which they are legally and equitably suited. 10 CLAIMS 1. A nethod of

identifyipg as i ' €S] : - of i o i fying the
nobi | e cer'l ul aéq%ﬂgtﬁg%tgggéd{ thgﬁln,E;%%B%l? {%gr%rﬁu%gf(lﬁ% Hg]flgﬁgﬁtsjf%g?btf' for each
identified nobidegtifehd teamobllerellgla phofe asddERbAEoPA leﬁlig}d@ma&ibgd 5
nobi |l e cel lul ar phone at regular intervals along with the ti'ne the location
was stored; afod eadiendérftifiedgmadslecichinéa phonei sterifig anhosatioh pif whe idenyifed
parties based on_the |ocation and/or tinme., 10 2. A nethod of identifying
associat e@opHe tGellylagsphong abdegiat interyals whargeiwith dhe twne Hhe desatiqn &dsnobi | e
cellular tel ephone the details of each call nmade or received are stored. 15
3. A net h%ﬂregf MYent i fying associated parties as clained in claim2 wherein

for identifying associated parties from said plurality of parties based on the

location and/or time.

10
2. A method of identifying associated parties as claimed in claim 1 wherein for
each identified mobile cellular telephone the details of each call made or received

are stored.

15
3. A method of identifying associated parties as claimed in claim 2 wherein for
calls made to or received from mobile cellular telephones not identified as used by
one of said plurality of parties identifying the party using said mobile cellular
telephone and adding them to said plurality of parties.

20

4. A method of identifying associated parties as claimed in any one of claims 1

to 3 wherein said associated parties are identified based on their location.

25
5. A method of identifying associated parties as claimed in any one of claims 1

to 3 wherein said associated parties are identified based on the stored time.



calls made to or received fromnobile cellular tel ephones not identified as
used by one of said plurality of parties identifying the party using said
nobile cellular tel ephone and adding themto said plurality of parties. 20
4. A method of identifying associated parties as clainmed in any one of
claims 1 to 3 wherein said associated qarties are identified based on their
| ocation. 25 5. A nethod of |dent|fy|nd associ ated parties as clained in any
one of clains 1 to 3 wherein said associated parties are identified based
on the stored tine. 11 6. A nmethod of identifying associated parties as
claimed in anyone of clains 1 to 5 wherein the location is identified usi ng

mobil e Seb! Ul oK AORE SO iR SRTRred Padics As YA P IRAGE L

associ ated parties co entrf | e ce uI ar

phone useg Whe@,@m}fé 1o@ai@inilisaidbhuﬁ@ci usmgrxhb@lfie céltﬂﬁ@ﬁﬁoﬁ@ﬁéﬁvd‘rlérs%@éﬁrsl ng for
each identified nobile cellular phone alocation 10 of the identified

nobi | e cel lul ar phone at regular intervals along with the tine the |ocation
was stored; and nmeans for identifying associated parties fromsaid plurality
of padties based on the location and/or tine. 15 8. A systemfor

means f oot or ARGSEBY {QSAAF U FSDEAIpRNTiES CRMPHFEE: ol ephone ¢ he det ai s
of means for identifying the mobile cellular phone used by each of a plurality of
parties;
storage means for storing for each identified mobile cellular phone a location
10  of the identified mobile cellular phone at regular intervals along with the time the
location was stored; and
means for identifying associated parties from said plurality of parties based

on the location and/or time.

15
8. A system for identifying associated parties as claimed in claim 7 including
storage means for storing for each identified mobile cellular telephone the details of

each call made or received.

20
9. A system for identifying associated parties as claimed in claim 8 wherein for
calls made to or received from mobile cellular telephones not identified as used by
one of said plurality of parties said system including means for identifying the party

using said mobile cellular telephone and adding them to said plurality of parties.
25

10. A system for identifying associated parties as claimed in any one of claims 7

to 9 wherein said associated parties are identified based on their location.



each call nade or received. 20 9. A systemfor identifying associated
parties as clainmed in claim8 wherein for <calls nade to or received from
nobi |l e cel lul ar tel ephones not identified as used by one of said plurality
of parties said systemincluding nmeans for identifying the party using said
nmobi | e cel lul ar tel ephone and addi ng th3n1to said plurality of parties. 25
10. A systemfor identifying associ at ed parties as clainmed in any one of
claimse 7 to 9 wherein said associated parties are identified based on their
| ocation. 12 11. A systemfor identifying associated parties as clained in
any one of clains 7 to 9 wherein said associated parties are identified
based on the stored tine. 5 .12. A systemfor identifyi.ng associ ated rties
as clai mebd-in %ﬁys%ﬁb%qsflde%ﬁlmg asSOC{ated PRRIES @5 §LMEd) AR, I PECIAHBRY | 11 od
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software for affecting the nethod of any one of 15 clains 1 to 6.

5
12. A system for identifying associated parties as claimed in any one of claims 7
to 11 wherein the location is identified using mobile cellular phone network
systems.

10

13.  Software for affecting the method of any one of claims 1 to 6.

14.  Storage media containing software for affecting the method of any one of

15 claims 1 to 6.





