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DI AGNOSTI C | NTERFACE ‘ACROSS A W RELESS NETWORK CROSS- REFERENCE TO RELATED
APPLI CATI ON [ 0001] Thi-s application is a continuation-in-part of U S. Patent
Appl i catworoodeedsal  No. 10/ 187,760, filed July 1, 2002, which application is
i ncorporated herein by reference. BACKGROUND OF THE INVENTION 1. Field of
the I nvention [0002] The present invention generally relates to conputer

net wor ks and Mor e
particul arl ﬁ*%ﬁf@ﬁﬁﬁ?c i unvgﬁw sis of data
from renot DENT PHAGNASTIENTERFAGE ACGROSS Ai WHRELESSnt er f ace,
on a wreless network 1. Descri NEPWOIRKhe Rel ated An [0003] Wrel ess
net wor ki ng connects one or nore w rel ess conputer devices to other conputer
devices without a direct electrical connection, such as a copper wire or
optical cable. Wrel ess conputer devices comunicate data, typically in the
form of packets, across a wireless or partially wreless conputer network
and. open a "data" or "communication" channel on the network such that the
devi ce can send anoCR&SSFREFEWCEEQRE&AWEBARFWIQNVi ces often have
-conp, . device, resoyrces, .such as pro rams rdware compon , Whi ch
i ndi @b@ﬁal ly uig ﬁ%pﬂlc tb‘?ﬂrﬂfnﬁc%ﬁ“%‘r‘lé) nR&eti ‘bfag'% t‘?’?‘aﬁ?ﬂli“ia“%dge‘?”é‘ ei ve
data on tke, r@iswrdo, fiRAOAy !N mcrzeIﬁ@h NI iR oRRFAted %e?ﬁﬁ‘:m%
poi nt-to-point) wireless network neans that each conputer can co ni cate
directly Wifftrhnc@very ot her conputer on the network. A cellular
t el econmuni cati on network can be a wirel ess network wherein the cellular
. devices transmt voice or data packets across the cellular network. As used
herein, the term "cell ul BACKGROUND QF THEEOVENTION | on network of any -
frequency band including, but not limted to the conmon wi rel ess networks
operati ngl-at 8B@idefthelopomior, 450ML1z, 1800MHz, and 2100MHz, and all forms
of wi SS ne and UMIS. Sorme
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communications across wireless computer networks. More particularly, the invention

relates to the collection and analysis of data from remote devices, provided from a

device-resident diagnostic interface, on a wireless network.

IL Description of the Related Art

[0003] Wireless networking connects one or more wireless computer devices to other
computer de‘vices without a direct electrical connection, such as a copper wire or optical
cable. Wireless computer devices communicate data, typically in the form of packets,

across a wireless or partially wireless computer network and. open a “data” or

SN

“communication” channel on the network such that the device can send and receive data
packets. The computer devices often have computer device resources, such as programs
and hardware components, which individually use open communication connections to
transmit and receive data on the network. '

[0004] In wireless networking, a peer-to-peer (or point—to—poi}lt) wireless network
means that each computer can communicate directly with every other computer on the
network. A cellular telecommunication network can be a wireless network wherein the
cellular deévices transmit voice or data packets across the cellular network. As used
herein, the term “cellular” includes a telecommunication network of any frequency band
including, but not limited to the common wireless networks operating at 300MHz,
1900MHz, 450MHz, 1800MHz, and 2100MHz, and all forms of wireless networks, to
include CDMA, GSM, TDMA, WCDMA, and UMTS. Some wireless networks are in



2 client/server architecture, and have an access point, which is a wired
controller that receivgs and transnmts data to the, vm reI ess adapters
installed in each conputér. There are generally four types of wireless
corrput\e/\}m?:ﬁﬁ)_ E% Bl uetooth, Infrared Data Association, HomeRF (SWAP); and
VECA (W WB)E[" 05] Bluetooth is not widely available yet and is not
expected to replace the need for high-speed data networks between
conputers. Infrared Data Association (IrDA) is a standard for conputer
devices to comunicate using infrared2 ight pulses, simlarly to how renote
control s operate. Since |IrDA conputer devices use infrared light, they i
depend on being in direct line of sight with each other. An |rDA-based

net wor k i diegiserventarshileeipeshlaad drave marpsedss tﬂoﬂg which iata spedconupliarohat negabi ts
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standard ir8Cdetielialg fouX tyisels Cef weh&webﬁxpmeﬁefétm}ki hBlLﬁ‘kcﬁitl’i alnfRpjaamaed
cordl ess tel econmuni cati ons standard and the | EEE 802. 11
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essent i al high- smmﬂatainétwmltshbeﬁwvaf t@hpudgrs Ofnfiafe]l DEfaEASD2iatidn SPRA)fik @At i on
known as | EEE 802.11 b. This specification focuses_on direct -sequence
spread sp¥datdhior permRyer dayicss; (g SPBINIaleaE wﬁraquiehghtgwésps ¢aidarhatoe it can

attain. S ATYS enever
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Wi rel ess dependok behgt incdirect diny ef tsighhwiithi each dtherdbAs KrAdapet iawodnise dat a
such that the net k can be optjm zed he various nodes.thereof.™In
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coverage area and record connectivity with the cellular base stations. This
met hod hdivelesy Acsesexbmmi/ésml?)np'héma hybiride stondesd ninclgding neix ofdieen cannot

obt ai n data f t he f cover.age are he cell 0 t he
oxi ot i ng st based Sndbt i) SRRt KoedeSaclerar Bmsanion GEGT SR | ¢
tools on ffahé IEEJHISUQ@E vH}e?ésfsttlﬁ@rH\él'sﬁéhﬁéa%oh)fo gah! ywiArchdiged midketste time of
manuf acture. The manufacture accesses the diagnostic tools through a serial
port or lupheer wicosd apdrirassmitat laMibpey dih uense cateheS Bid-hased reprorksnateer s of

the wirel eoslr?t tg-eia\(/)m(f The Wireless Ethernet Compatibility Alliance (WECA) is essentially

compliant with a variation of the IEEE 802.11 specification known as IEEE 802.11b.

This specification focuses on direct —sequence spread spectrum (DSSS) transmission
because of the higher data rate it can attain. Under 802.11b, devices communicate at a

speed of 11 Mbps whenever possibie.
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{0006} There are many diagnostic tools usable with an extant wireles_s network that can
give technicians feedback and performance data such that the network can be optimized
among the various nodes thereof. In cellular networks, one method to gather network
data is to equip automobiles with diagnostic equipment and have them drive around the
cell coverage area and record connectivity with the cellular base stations. “This method
however is expensive to implement, time consuming, and often carinot obtain data for
the full coverage area of the cell.

[0007] Moreover, the existing wireless telecommunication devices include resident
diagnostic toois on their computer platform which are typically included at the time of
manufacture. The manufacture accesses the diagnostic tools threugh a serial port or
other wired connection and evaluates the operating parameters of the wireless device

and the manufacture will appropriately adjust the hardware or software parameters of



and the manufacture will appropriately adjust the hardware or software
paraneters of WD 2004/004381 3 the device to yield optimal performance.
These di agnostic tools are nornmally inaccessible renotely without a serial
port connection. [0008] Accordingly, it would be advantageous to provide a
syst em avwel2oveobosh t hat all ows access to the diagnostic interface resident
-on the wireless device that is ordinarily not renotely accessible, thus
provi ding renote access to diagnostic data and tools. The system and net hod
may be inplenented within existing soffware resident on the wreless device
and wi thout causing interruption of t he exi sting data conmuni cation
occurring across the wireless network. Further, such system should be able

totake  agvadiads, Uil PleHhe bAGnEEEN! TRAGTRNIRMLAIAL R Wphdlfy CNi Pset

~of the wirel ess deviTce. tthe provi srfon of such a system and
met hod of inpcoewsidle ngnatelyavitdioat ¥ seral pas so1bleetidi. agnosti c i nterface that the
present _invention is Pri_ marily directed. SUVMARY OF THE | NVENTI ON [ 0009]
The $988knt i n(erardligaly; & yogleslfeeﬁﬂfvaﬁﬁéem@,t%mawsﬁ Ggtyata gnd Jeetodsthaly a

remote  dip@nostdse d mk’gfaf 6&icQRtefacid &ﬁh&ﬁ%nQﬁé/&«ﬁeleme}ie@tﬁﬁhsea%inaﬁ wor k

having at |east data co ni cat1 on between conmputer devices selectively
connect edndthremetely, acsessiblea shusqebviding remete acamsyimdiegnadsan dd\and ésolorlie cel | ul ar

t el econmruni cati on ne rk. The stemparticularly utilizes existing
it agnost | D aRe AR Mesh e AmpEEE By P X ang, Splvire SRS Oml¥ Such as

devi ce pe&fr@l‘é&@ﬂ&@c&@ﬁ@@iﬁh&!ﬁcaﬂ&l@lé QhteRiP\In HEINEOKstine i PBhhRRicadfld can use
commands to the diagnostic tools to alter device operations. In the system

a Wi r el esscongingoadeossi the witeldse astwatht aFurthemsuck systom shouhd boablettertaldevi ces

sel ectivel y caonnegted.thereto has and | U ity .of wireless devices

ocat e EEHBRS OF ISR SRl RoRRimts BrefeRle, by kAL SRR FEREROR i ¢ 1
ot her congeii®y. THRWhGE® th@fioVisor dTSuih & 8Y2EH ah@ EHdd. offreViditk aabmsglydevi ce
i ncludes a computer platform which can have an end-user thereof, ‘and the

conput er fAcatsilie Aingrastip initerfase (thay &y pieseatingerion igpagaoktditectedt er f ace for at
| east accessing status data that can include either device status data for
the operating paraneters of the wireless device, or network status data, or

both, and the resident JdiSAIVIMARY OFFHEINVENTHEINectively accessi bl e by
ot her conputer devices across the wireless network. Thus, other conputer

devi 8@Ican acdbeBresHd IRNeABOLI 3 systeihmeatheds and pepgsam fenaqcessing argmgte
therefromy, s0dualiiEHRa! & % wit@BsS A ATRNA ek hetW6ik having at least data

communication between computer devices selectively connected thereto, such as
cellular telecommunication devices on a cellular telecommunication network. The
system partiéula'rly utilizes existing diagnostic interfaces on the wireless device to
obtain : status data such as device performance parameters andfor other network
information, and can use commands to the diagnostic tools to alter device operations. In
N the system, a wireless network with at least data communication from ‘computer devices
selectively connected thereto has and a plurality of wireless devices located remotely
from each other and each in selective communication with other computer devices
across the wireless network. Each wireless device includes a computer platform, which
can have an end-user thereof, and the computer platform further includes a resident
diagnostic interface for at least accessing status data that can include either device status
data for the operating parameters of the wireless device, or network status data, or both,
and the resident diagnostic interface is selectively accessible by other computer devices
across the wireless network. Thus, other computer devices can access the diagnostic
interface and at least get data therefrom, and alternately, can send commands to the
diagnostic interface and alter the wireless device’s and/or the wireless network’s

functionality.




~diagnostic interface and alter the wreless device's and/or the wirel ess
network's functionali fy’” WO 2004/ 004381 4 [0010]@‘??33he nmet hod for renotely
interacting with a diagnostic interface of a wirel &s device across a
wi r el esWOREH9#3I8L ncl udes the steps of establishing the wrel ess network
bet ween conputer devices, with at | east one of the conputer devices a
renotely | ocated wreless device including a conputer platform The
wi rel ess device includes a resident %i agnostic interface through which at
| east the status data (either of the device, network, or both) is
accessi ble, and the nmethod includes the step of accessing the wireless
devif@® 0] di agnoRiel method €of dsotélyameaddtth$ ithCH BRighEdtichiaEree 3L hOgiselédie
wireless network, and then gathering at |east status data of the wrel ess
devi ce t Hie¥iGeACHOpEA Witk BYWREK, Insludesdihe §§ps of establisking sheewirglessgstvearkodi ed,
the neth I : 3 t .E L s t yagnostic
it ert ac ot sopE AehEe, i R B ATt ol GRERNE Rl Wl ™00
par anet eneirel¢s8@etike including beoripoese patfoah) Brt widdleishievipshatades ndesigédiod to
provi de renote, access the resident diagnhostic interface of a wrel ess
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W rel ess evi ces' diagnostjc tqols, the wi.reless device's functionality and
net wor k cg&ﬁ‘eﬂﬁgfsﬂtjt]éf‘séq&a%i é’gstL%t%‘ré]Fﬁssﬁ%"ﬁcef Hl‘fe't‘;rbﬁ'%e a‘{‘gfef.’f‘ﬁ% C¥K¥Fsol vi ng
and net Wofden8Rid etk OlF-so léibodilS RMMeMdd Wah hedudd e REPYI é&sﬁﬁnﬁgvant age
in that the renote wireless devices in a wreless network, such as a -
cel | ul ar cosimandstaithe chagnostimistentack of tanvirdiess gleviceite nvaipiubte hipalevice’snal '.dat a
accessed wi thout conpronising the functionality of the network, or the need
to use eXtPER _3$p?F8WFCBSFi ng equi pment or provide new equi pnent on the

W repR3p devijges thbRfdben %BF@ﬂbﬁhBtsystérﬁ%n@@ﬂe@%ﬁi foQprb¥ige dnad asdebCthnt er f ace
can be created with a sinple software extension within the device operating
syst em t Hegident [dgagyosticriaterfage ob g sviraless dhwice e persss divagmeéye ired taslserBhace.
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new di agnesidrk stdtbe dhacdetaiBng opaatiGnyaandaiatd orhee devioas bh the dedvogn t he
interface to another conputer device on the wireless network.
Further, through commands to the diagnostic interface and manipulation of the wireless

devices’ diagnostic tools, the wireless device’s functionality and network can be altered
which assists in such functions as problem-solving and network optimization. The
system and method thus provide an advantage in that the remote wireless devices in a
wireless network, such as a cellular telecommunication network, can".have their basic
operational data accessed without compromising the functionality of the network, or the
need to use external monitoring equipment or provide new equipment on the wireless
device. In one embodiment, the access to the diagnostic interface can be created with a -
simple software extension within the device operating system that allows direct access
to the chipset diagnostic interface. Alternately, an application (or software agent) can
be downloaded to or manufactured in the wireless devices to provide the access an
existing or new diagnostic interface, and can cause data to be transmitied from the
interface to another computer device on the witeless network.

[0012] Other objects, advantages, and features of the present invention will become
apparent after review of the hereinafier set forth Brief Description of the Drawings,

Detailed Description of the Invention, and the Claims.




[0012] O her objects, advantages, and features of the present invention wll
becone apparent after review of the hereinafter set forth Brief Description
of the Drawings, Detailed Description of the Invention, and the Cainms. WO
2004/ 00438bg04/fs R EF DESCRI PTI ON OF THE DRAW NGS [0013] Fig. 1 is a
representative di-agram of one enbodi nent of a wireless network, wth a
partial LAN, having several conputer devices that conmunicate with each

ot her across the network. [0014] Fig. 2 is a block diagram of the hardware
conponents of the system enbodied on & cellular wireless network providing
conmmuni cation between different wirel ess devices, such as cellular

t el ephones, and conputer devices. [0015] Fig. 3 is a flowhart illustrating
one enbodi nent of .the process executing on a wreless device status

dat a- gat hering server BRIEP@EE@IRPFTMNUFTH%]T)S!AWFN@SW ces across the
e

network and gathering status data fromthe resident diagnostic interfaces of
the WOIHl ess ddvg.cess a fgOdshtaRivg diagrins ofi oht embbdintent loF aswirelbésngettvbek, pr ocess

executing op a w.rel ess device eceiving a software agent that accesses the
resi dent &’Q‘&Bﬁ'?lj‘ﬁt@w%ﬁw% CUERHE LEVICES gk cpapumEye yuth ash oMef t ed t o

t he servehc@ks tht detwayrk [ 0017] Fig. 5 is an architecture diagram of the
interaction between the carrier-side devices and the diagnostic interface
resi 09 at t h&igii2 sladdeckidmpmen oDEE AatdRRreEBaRInRs Ol s jEtdm EiNvediEd ON

[0018] Wth reference to the fiqures in which |.i ke nuner represent |ike
clenents Pt GBHBUE TeleR ok o domasalivt SeMHER. Gkresd Hishng
pl ural ity detic&ssmuta8 celhlitlepRonks, 2h8 céBpudi@bvidsi N @ wireless network area
28. The wireless network 14 I's connected through an interface 26 to a

Ié_AN- HREBd net wdiig 16,2 lewdhapridpstratipg pnaembediment efitbe procebeseculing area st at us
lat a- gat her.i d/ or nagi ng,.server 16, and in this .enmbodi nent, the

server 16%%?2"%% %‘élggisbae Sﬁ%%‘ﬁ%‘ihsaag SEYV W B ABPHFL, B’HE ‘?5?%%%"&“% o the
wirel ess denkeee nkBvdiR.aaf gdtheAits Qsustdats Mbhehe Sident Biafastc 2MedMeh ofhat the
wi rel ess device. can supply status data back to the server 16 as is further

descri bedthfeviselpss dsyieps: conput er devi ces can include wirel ess devices, such
as ¢ | ar telephpne erson iqital assistant 18. t wo-way text
o2 ochlol 0, SHERNE0E s R RA e} Sl BRBLAAETh o Dl
receiving a software agent that accesses the resident diagnostic interface and causes
status data to be transmitted to the server of Fig. 3.
[0017] Fig. 5 is an architecture diagram of the interaction between the carrier-side

devices and the diagnostic interface resident at the wireless device.

DETAILED DESCRIPTION OF THE INVENTION

{0018} With refefence to the figures in which like numerals represent like elements
( ~ throughout, Fig. 1 illustrates a wireless network 10 having a plurality of computer
devices 12,18,20, and 22 in a wireless hetwork area 28. The wireless network 14 is
connected through an interface 26 to a LAN-based network 30, with preferably at least

one wireless device status data-gathering and/or managing server 16, and in this
embodiment, the server 16 can selectively download software applications or agents to

the wireless devices 12,18,20,22 across the wireless interface 26 such that the wireless
device can supply status data back to the server 16 as is further described herein. Such
computer devices can include wireless devices, such as cellular telephone 12, a personal
digital assistant 18, a two-way text pager 20, or even a separate computer platform 22

that has a wireless communication poftal, and may otherwise have a wired connection

24 to a network or the Intemet. The wireless device can be a remote-slave, or other

device that does not have an end-user thereof but simply communicates data across the



that has a wirel ess communi cation portal, and may otherw se have a wired .
connection 24 to a netwgfk or the Internet. The wirgekess device can be a
renot e-sl ave, or other d&Vice, that does not have afi‘end-user thereof but
sinply cowond£msiss data across the M5 ~ WD 2004/004381 6 wirel ess
network 14, such-as renote sensors, diagnostic tools, data relays, and the
like. The system and net hod can accordingly be perforned on any form of
conput er device conputer nodule including a wired or wirel ess conmunication
portal, including wthout limtation, Wreless nodens, PCMCI A cards, access
term nals, personal conputers, access termnals, tel ephones wthout a

di splay or JeyR’Gerdik 38 Ysucit QY RInAE gaﬂoﬁrﬂiag&sagm%%ia%m Denge li{()é)Olg]
| ul I ys has

The use of cellular telecommunication pat een I ncreasing because
wirel ess déliecgsiemsnd meiwdamh|antadingbl epeofeemt® pn an fdrei ofgcompuudraievisceed wit h
I ncreased con‘ﬁuti ngqviapacggjities .and are hecom ng tantanount to personal

conmput ers ZAEPHICHJTOHES dNPUHER rfalWIERGG PE aYIress; eqmampaicaligspRentsl, ipelpéingi cat i ng

packet s i nGliduDdinYiiies, wiiesgla,?lg%&e{sgrp DRI 8l S Scdast Vt@ﬁﬁﬁnallhggrgoﬁai"a”"

cellul ar tel ephones have insta pplication programm ng 1 nt aces
("API s") orpomputees, r adcessaltermomabs,t elephbadsf ovithonhat digdldyovers dkypues eordawel oper s
to create software a{)ﬁpubi catbl ons that .operate on the cellular telephone, and

control cerPHPH OB TU0HEM {naugh theredfdevi ce. Fig. 2 i s a block diagram that
more fighlgy 111 uStealseSortdafulaP QBRI IQioR &{é%‘s“}ag!; Ahs %éﬁirﬁ?%riggtﬁé@ﬁdﬁea”d

interrelation of the elenents of the prese yStem The ce ar wreless

net wor k i s wirsdeseldgvieose syshzasyceHuldr tdaphone L Zickee heiyg sysmactuntd with yincreased e

nodul es, such as wr Il ss devices 12,18,20,22, comuni cate over-fhe-air
bet vieen’ andOmRBREE EArahUiBFy U 215 FaFQRInE AYRBAIL 0 PSR ODMBIFS MG T2
Wi rel ess neelOpdsschd di'gﬂﬂlddﬁ%tggti (YWPIDASY! corhinlhitddgOfhckih TRIGHRe DELUWOR |

carriers and/or servers. [0 The system 10 can utilize the existing
Wi rel ess delatac evati thgrivistless natwerk acldess dsmart” gelulare trlehbonest banesinstadied ar e
manuf actured w t.n the device, such as gata throu t, signal, -strength,
AS1C. df agnaepibatidy RrerE MRS Rtfech P IS h el LT IRRH, ¢ori B RSt e
statistics,allf sfatd datelopersttbanedid Seftwite RPPREationd) thalobgratehdd heodeufiind
software diagnostic tools resident on the wirel ess device comon in the

art. The ddaelephomerand conireleesisin funchenalitiaer thesdgvirgi c ig Zeisof biark diagsam devi ce
perfor mnc?hataﬂl%res qgﬁ’y Oiflluétg?esd%ea components of a cellular wireless network and

| interrelation of the elements of the present system. The cellular wireless network is
merely exemplary and can include any system whereby remote modules, such as
wireless devices 12,18,20,22, communicate over-the-air between and among each other
and/or between and among components of a wireless network 14, including, without
limitation, wireless network carriers and/or servers.

{0020] The system 10 can utilize the existing wireless device diagnostic interface and ( _/
any resident tools that are manufactured with the device, such as data throughput, signal
strength, ASIC diagnosis, graphics display, dropped call statistics, access probe
statistics, RX sensitivity, transmission power, and other hardware and software
diagnostic tools resident on the wireless device common in the art. The data at the
diagﬁostic interface is indicative of wireless device performance, and some of the data
can be indicative of network status and performance issues. Both types of data can be -
supplied in the system 10. The device operational parameter data are typically accessed
from a serial connection at the time of manufacture or serving and are not traditionally
available as data reads or writes from a wireless device.computer platform 50 (Fig. 2).

In one embodiment, the wireless device 12,18,20,22 of the system 10 provides a

software extension on the computer platform 50 of the wireless device such that



can be indicative of network status and perfornmance issues. Both types of
data can be supplied in the system 10. The device operational paraneter
data are typically accessed froma serial connection at the tinme of
nanufactuvﬁ)ﬂh4ﬁ@%¥ﬂng and are not traditionally available as data reads or
wites froma wreless device conputer platform50 (Fig. 2). 1In one

enbodi nent, the wirel ess device 12,18, 20,22 of the system 10 provides a

sof tware extension on the conputer platform50 of the wirel ess device such
that WD 2004/004381 7 programcalls caid be made to the resident diagnostic
interface, and any individual diagnostic tools, froma resident |ayer on
the wirel ess device, which can be as _rudinmentary as ASIC or processor

n crocode tRIogram, eRllsncan be agdh texshe é?zsé‘ile“bfd_""’cgl‘iémwm‘@f?é§sa@b@ﬂl‘:é‘?di&iﬁiuﬁls shown
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extension, @ Tenbte server -16 af |east Teads Status dara ther&from%and in

some i nst anadspenvary tae SASIGnompseskar tiwocddatierdsamtvandced &l A0S laher opefeat i on
‘of the wireless device 12,18, 20,22. Accordingly, the access to the renote
devi ce di ad%‘é%lf:ﬁséie?“ﬁ?'é’tsﬂsaﬁf’é‘wélmg% Snetwor k optim zation, customer
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Wi rel ess device status data coll’ected fromthe wrel ess devices I n any

- form such iagractibh,asmoteeyisslesyrdapice czonitonng,, deplcaitestingangd centifigatyono i thedi spl ay
ag woul d be _known.to ?nown 'Ogo ski.ll _in the art. - The server 16 (or
plurality cﬁatf?é'l“gé’f@ec &SR m@%?‘%fﬁéf’é“%?@“éﬁf‘%"‘B * applications to wireless
devi cegodn, 18, 2008 thd PANhRIWAL8DEHE sHSEMRT dan B i8RoRBuiaRof Rath £ Bfardler €l ess
devices return data fromtheir resident diagnostic interface, such as

syst em per fatomgnd2 fatdthe data gatheted fraye dur replotec wireksss devices N@1IRG022, Buch By st em
I D, nodel 1D, .resident sqftware nd,the like. .Th i rel ess devices :

12 18, 20, 220ichTes e miint SRS 16 AL Bot kPt a R ol FuE R SEFHEEN 8 o

ot her conpukgdy Hewi dFehOwirkiess detReWRihls daeiiRLRA RN dft Wirdladd deQicesRdarfyor
pur poses such ‘as network optim zation, even in real-tinme or near-real-tine

i f desi red, fotreviush aglitabipsomaps, graphigaviewsi pizinglesi oearly ober display pt wouldde.

Further, el G @ koS ST iSUE S7° AndRBR9PTE Tor BRIARY of felvER) 28N terdd !
software agents or applications to wireless devices 12,18,20,22 in the wireless network
area 28 such that the wireless devices return data from their resident diagnostic
interface, such as system performance data, user ID, geographic position, Network ID,
System ID, model ID, resident software, and the like. The wireless devices 12,18,20,22

( then transmit the requested status data to the server 16, or other computer device on the
network, wherein the data can be used for purposes such as network optimization, even
in real-time or near-real-time if desired, device diagnosis, or data mining on end-user
device usage. Further, there can be a separate data management server 34 resident that
works in concert to provide data in usable formats to parties and/or a separate layer of
control in the data flow between the wireless devices 12,18,20,22 and the server 16 or
data storage 32.

[0023] The wireless device status data-gathering server 16 and the wireless device
status and, in this embodiment, a network optimization database 32, and data
management server 34, will be present on the cellular data network with any other
components that aré needed to provide cellular telecommunication services. The server

16, and/or data management server 34 communicate with a carrier network through a



works in concert to provide data in usable formats to parties and/or a \
separate |layer of contr ”;In the data fl ow between the wirel ess devices
12,18, 20,22 and the server”16 or data storage 32. [0023] The wirel ess

devi ce st WQuad0He+381gat heri ng server 16 and the wirel ess device status and,
in this enbodinent, a network optim zati on database 32, and data nanagenent
server 34, will be present on the cellular data network with any other
conponents that are needed to provide cellular tel ecommunication services.
The server 16, and/or data nanagenent server 34 communicate with a carrier
networ k through a WD 2004/ 004381 8 data manager 40, through a data |ink
such as th er
metvork conrara e 40, uBGRL S A, i es BE TRHAEL 2 RERLEAL, WAR, Sikdr
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downl oad sah¥8igel GrigdlesRIYRY theekitElEds ERiceST SucRas aam;aeqa‘@pﬁdaé 12, &4fppm 500
al so includes an application-specific int egrat ed circuit ("ASIC') 52, or

ot her chi pgeessagipg sfms@6rSMSn)mr@phe@@ésrstbﬁ-amroqh@deinpwun thecart other data

proces devi The ASI,.C .52 | |n time of yre of
Phe v P devhich AR S5EE shif o it dhe ddres utiel BAioRE st o)
processor aKfGdh @&eiveQnaRRéEJuEAI OArIPPUERTONS A8d displa® daRGRNimARR flonl tger 54
that interfaces with any resident prograns in the nenory 56 of the wirel ess
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58 that . processor, microprocessor, logic cu‘cmt or other data processing device. The ASIC 52

is installed at the time of manufacture of the wireless device and is not normally
upgradeable.: The ASIC 52 or other processor executes the application programming
interface (“API”) layer 54 that interfaces with any resident programs in the memory 56
of the wireless device. The memory can be comprised of read-only or random-access
memory (RAM and ROM), EPROM, EEPROM, flash cards, or any memory common to ‘j
computer platforms. The computer platform 50 also includes a local database 58 that
can hold the software applications, file, or data not actively used in memory 56, such as
the software applications or data downloaded from the server 16. The local database 58
is typically comprised of one or more flash memory cells, but can be any secondary or
tertiary storage device as known in the art, such as magnetic ‘media, EPROM, |
EEPROM, optical media, tape, or soft or hard disk. The local database 58 can
ultimately hold a resident copy of a network optimization application or agent as is |
further described herein
{00253 '. In one embodiment, the wireless device diagnostic interface can be accessed
" through a class of software commands on the wireless device 12,18,20,22. A software

class extension can communicate with the diagnostic tools of the phone, which allows



can hold the software applications, file, or data not actively used in
menory 56, such as the software appl I cations or data downl oaded fromthe
server 16. The local database 58 is typically conprised of one or nore

fl ash newonyosesiss, but can be any secondary or tertiary storage device as
known in the art, such as nmagnetic nedia, EPROM EEPROM optical nedia,
tape, or soft or hard disk. The | ocal database 58 can wultinmately hold a
resident copy of a network optim zation application or agent as is further
described herein [00251 In one enbodimBnt, the wirel ess device diagnostic

I nterface can be accessed t hrough a cI ass of sof tware commands on the
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tenporarily, on conputer platform 50 of each wreless device
12, 18, 20, 230Uﬂmﬁtocdwsnlsntahaﬁerﬁaccel ess device to selectively transmt
st at us dat for that dewc and/ or network status
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another computer device on the wireless network. Alternately, the network optimization
application can be placed on the platform 50 at the time of manufacture or initial
programming, or the wireless device 12,18,20,22 can “pull” the application from
another computer device on the network, such as server, either with a request from the
end-user, or automatically. The status data can include, but is not limited to, data from

( both the diagnostic tools and from other device components, such as sigrial strength,
Ec/lo, Latitude-Longitude or other geographical data, Time, FER, BER, RSSI, PN,
System ID, or Network ID, Model ID, and can capture wireless device 12,18,20,22 state
data, such as idleness, data or voice call, dormancy or inoperation, which is generated
from wireless device operation. Moreover, the wireless device status data can allow for
specific troubleshooting of a device within the wireless network 14 based upon the
gathered status data. The network optimization application or agent can be permanently
stored in the local database 58 of the wireless device computer platform 50, or can only
be temporarily held in memory 56 thereof for a one time (or n-time) execution to
transmit network status data.

{0027 In one embodiment, the network optimization application transmits the wireless

device status data from that wireless device 12,18,20, 22 to a server 16 across the



both the diagnostic tools and from ot her device conponents, such as signal
strength, Ec/lo, Latltc“’i%le Longi tude or other geogfaphical data, Tinme, PER
BER, RSSI, PN, System® D, or Network ID, Model | ‘and can capture wireless
devi ce W) #84/0@392 state data, such as idleness, data or voice call,
dormancy or inoperation, which is generated from wi rel ess device operation.
Moreover, the wireless device status data can allow for specific

t roubl eshooting of a device within th? wirel ess network 14 based upon the
gat hered status data. The network opt zation application or agent can be
permanently stored i-n the |ocal database 58 of the w rel ess device conputer
pl at f or m wPe1eQmeb@ttk A8/ When &@ﬁaoh%HaYel)QQﬁgn%}@ofipﬂBﬁé' ?13 tBfkRfted Or a one
time (or ntlmer5 executi on t% transmt network status 0 I n one
enbodi mentver tah epar tcomniondgtiomicaateciion &ppl itheavirelesst dearmniz,B 2(1)2‘2 v ted ess

devi ce status data Ij gmthg W, reg‘g%e device 12,18, 20, ,22 to a server 16
across t hBIGRssIEHMIddaand thes “RigayBrcked” ACPSIAMOPER CORMERtONs SiFBAS @doice
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‘wirel ess ahemvdnkFigAZ, the dwirtless dqmoggsyzhax: kletd"caacreosansanttap entheasenectli2on, such
as a voi cts{ f\ a call at. the cellular telephone 12. In a cellular network
conf i gur atYY&E" S mﬁ%';agfh%i’lr‘”c%hovm in Fig. 2, the wirel ess device status data
can k) ansmmees-abemctﬂ}sceg%f/a{e prorabd ERUGHSHP e SRR 28 S0 Githizf [0028]
The specific process of the program executl ng on the. server 16 f0|g ,
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is required of the end-user to have the application pushed thereto, as shown

at deci si pemission|inregrisechel the epdeerdnhavarths application prshed hares, ashoMa end- user
may be all 5.Lbah ¢kS Iﬁ‘gﬁo?ﬁ&ae%ohﬁn&f g@ fé%l?'ﬁg%lo%f%fttﬁgel?tpﬁgelr @y | T the
end- user permssion 15 require request to send a

dat a accemsat Bprcessatyi orpetadguishing Sf Sk tipplization, W deessl- ﬂex/paﬁuési’mﬂ& 20, 22,
as shown at step ,70.. G herwise, if end-user permssjion is not required at

deci si on @Bﬂlf@(dr?é degipign S8SRED 7 KEaER kRsend @ dekreacpss applicatign (agemt) Issensibown at
step 74. Retifeld M]&QZSI@ 2@) as éﬁot\ﬁré‘t’%&%%t %&@fsgﬁlf € -ué@éent gshas S een

determ nation as an approval transnit t
recei ved fiotoenuised anieoisi@s68, divari the agent is pushed to the wireless device, as shown at

step 74. Returning to step 70, afterwards the server 16 makes a determination as to
whether an approval to transmit the agent has been received from the wireless device
12, 18,20,22, as shown at decision 72. If the approval has not been received at the
server 16, then the process ends. Otherwise, if the approval has been received at the N
server 16 at decision 72, then the data access agent is transmitted to the wireless device (;)
12,18,20,22 as shown at step 74, and then the wireless device 12,18,20,22 is prompted
to transmit status data to the server 16, as shown at step 76. The prompting can be for
any active status data, or any data stored at the wireless device_ 12,18, 20,22, or both,

[0029) | A determination is made as to whether the status data has been received at the
server 16, aS shown at decision 78. If the status data has not been received, then an
error is returned to the calling process, as shown at step 80, and the process ends.
Otherwise, if the status data has been received at the server 16 at decision 78, then the
wireless network 14 is optimized with the gathered wireless device status data, as shown
at step 82. The optimization can occur on the specific server 16 that gathered the

wireless device status data, or alternately, the optimization can occur on another




12, 18, 20,22, as shown at decision 72. If the approval has not been received
at the server 16, then the process ends. O herwise, if the approval has
been received at the.. server 16 at decision 72, then the data access agent
is tranggizhd@dsdgp the wirel ess device 12,18,20,22 as shown at step 74, and

then the wirel ess device 12,18,20,22 is pronpted to transmt status data to

the server 16, as shown at step 76. The pronpting can be for any active
status data, or any data stored at the wirel ess device 12,18, 20,22, or
both. [0029] A determ nation is nmade Ys to whether the status data has been
received at the server 16, as shown at decision 78. If the status data has
not been i .t e LS. I d . | P, S, as
Shoun at “SfEgehFic BRA &b Blecifny S 3R ol Ak ekl deURe HOBR B3 2 has
been r ecegexsenhl abmpiner Zesvihe wifelat neteoilsiean 78, then the wreless network 14
is optimzed with the gathered wirel ess device status data, as shown at
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transm ssion, as shown at decision 86. If the wreless device 12,18, 20, 22
does haveagenido parspar status dete kthepthemirocsss wiurapisl step 6 and selectisg)y prompist r ansmi t

status data, .then.the process returns to step 76 sel ect i vel. ronpts
The. v r o RO YD e BUPEREH, S0l G i el RBeBBT T it RR T T
the wirel®ege 199820021dbed S0P Bavi2thd QBSui IR afpi¢@idnN6r AR théd thedprdkdsgat i on or
agent, then the process returns to Step and attenpts to | oad the

speci fi c relppisite siep 6, and atzagepis tadradbthe speajiie appdisationdendgent ong the VAEIR2 with any |

ond USSP TS0 SR Sl Sty Qs L1 ustrating the

12, 18089, 22 i rFig.apden Wolvdhidrh §11@6ES $he2 pesdés BPecAfing upon the computer
platform 50 of a wireless device 12,18,20,22 in tandem with the process executing on
the -server 16 shown in the flowchart of Fig. 3. The wireless devic;e 12,18,20,22
receives the attempted push of the agent, as shown at step 87, and then makes a
determination as to whether end-user action is requested for the push attempt, as shown

( at decision 88. If end-user interaction'is not requested, then the process forwardé to step
96 and downloads the pushed agent. Otherwise, if end-user action is requested, the
wirelcsé device and prompts (or notifies) the end-user to download the network
optimization application or agent, as shown at step 90. It should be noted Ethat such
prompting could occur from an application installed on the wireless device 12,18,20,22
at manufacture and which prompts the end-user thereof for download permission during
device configuration or at some other predefined moment. A determination is then
made as to whether the end-user has accepted the download, as shown at decision 92. If
not, ;ﬁe server 16 is notified of the end-user refusal to download the network
optimization application or agent, as shown at step 94, and the download process

terminates. Otherwise, if the end-user has accepted the download at decision 92, then

di agnostic tools, as




the server 16 shown in the flowhart of Fig. 3. The wrel ess device .

12, 18, 20,22 receives fTe attenpted push of the agent, as shown at step 87,
and then nakes a determ nation.as to whether end-‘uSer action is requested
for th&v@oshoassenpt, as shown at decision 88. If end-user interaction is
not requested, then‘the process forwards to step 96 and downl oads the
pushed agent. OQtherwise, if end-user action is requested, the wreless
device and pronpts (or notifies) the Snd-user to downl oad t he network
optim zation application or agent, as“shown at step 90. It should be noted
that such pronmpting could occur froman application installed on the
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server 16 at step 70 in Fig. 3. If no request has been nmade, then the
t hread pingutase as shewmat step Hi knrl e s@BIs dotagp transmitted iot the saguestingaeriver t he
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transmtted to the requesting server 16 or other conputer device on the
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whet her dexisiorab@l. dBilich i€y coredspards to el confratnddath aanditiesions eop 88 odthe he server
16, as shown at, _decision 104. Such step corresponds to the command data
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t hat can LJ7A t.hes r A | Ce L ion. If
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command data at least manipulating the device through the diagnostic interface to alter

wireless device performance or operation, as shown at step 106. If there is no-.command

data received at decision 104, or after wireless device modification at step 106, the
process returns to determine if status data has been requested at decision 98. If the data

access application or agent is only temporarily active, then the process will end after .,
step 106, and will only resume upon the redownload of a data access application, i.e.

return to step 90.

[0033] Fig. 5 is an architecture diagram of the interaction between the carrier side
devices and the diagnostic interface resident at the wireless device 12,18,20,22. On the
wireless device 12,18,20,22 side, the resident applications 110 include a diagnostic
interface application 112 which allows the remote access of the diagnostic interface 118
of the chipset operating system (OS) 120. In this embodiment, the Device OS 114
includes an application programming interface (API) extension to interface with the
resident diagnostic interface 118 of the éhipset 0OS 120. Thus, the wireless device

12,18,20,22 can access the application download server 122 or other carrier-side,



command data at | east mani pul ating the device through the diagnostic
interface to alter —wreless device performance or operation, as shown at
step 106. If there i.s no conmand ‘data received_at decision 104, or after ’
W r el e MeMbgggnodi fication at step 106, the process returns to determ ne
if status data has been requested at decision 98. If the data access ‘
application or agent is only tenporarily active, then the process will end
after step 106, and will only resunme upon the redownl oad of a data access
application, i.e. return to step 9013[0033] Fig. 5 is an architecture |
di agram of the interaction between the carrier side devices and the |
“diagnostic.interface resident at the wreless device ié%,l , 20,.22. On the 1
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appl i cat yoMmAeie] P REmBaIak6hs thdrtoPWithisBRWafa THeAmpsitaife HMEh2AR4BOA381 13

service ﬁr ovi di nig device, and also transmt data'to the carrier side, either;
wi t h t hethatafhisl fesigentodiagrosterigietfacel dhWhl whith isrtypisalbp ontie atdessiblaeriafar om ‘

app 1 Cat 1B e A5 A e Bl BB i, 8 FERDPR oS S e el v e

const r ucthecairitr RRrdINGT Retwoik Ertitynean Qicceds 15O alighéduicOfita L@ 0émiahdy Sof tware. |
The inportance of the interface is that the resident diagnostic interface
118, whi ¥Fossdha Resverk) witheahagdwissemBpdioni a a  hardwire connection during

(manyloagt ure ofye Bl Shiieq SoRCHERMR0GIC SRRELY SUBRIENGhelclGoar T o7 OF

oth etwor k ént can access I"agno Cc data and/ or ‘conmands acr oss

t he net wiit,k8,20\22 baiuthea Hearplvided fioan thecwireless de@dShroliple adidndageleTRt ed from |
t he diagnostic interface 118 of the wireless device 12,18, 20,22 can then be|
‘upl oadedSUch Ginshonn of bleske 424, gawthes RIE o dptp Wansferaatogolpreambe usegy ckbeas shown |

~at bl ockgelzd, 40F iOthgr fildrod dada SERBS 88 ana%%gcb%' oﬁ:ﬂnthgr% HSGler The |
g e er 1 an e

device data is then ga red at a data serv can stored there or
ot her pprocasssaan barxbmtaibeatpeh, sher supopost proctssas] Ay whixdit caprindedesor 130,

whi ch can i ncl ude cangni zat idon, nor nal i za&li on, data IBIQI ng or ot her
process.ca&’ﬁl&?“%s'?q{%’é zagion, data mining or other process. ther Business or

commercial systems, shown by block 128, can access the gathered data, preferably in a
monitored fashion such as through a user manager 132 to maintain security and/or
integrity of the data of the data server 126. Other computer devices, both storage and
processing, can be located on the carrier side, and accordingly, the carrier architecture is
readily scalable.

& [0036] The present system therefore provides a method for remotely interacting with a
diagnostic interface 118 of a wireless device 12,18,20,22 across a wireless network 14,
comprising the steps of establishing a wireless network 14 having at least data
communication between computer devices selectively connected thereto, at least one of
the computer devices a remotely located wireless device 12,18,20,22 including a
computer platform 50, i)ossibly having an end-user thereof, and the wireless device
12,18,20,22 including a resident diagnostic interface 118 through which at least status
data include the wireless device status of the operating parameters of the wireless device
and/or network 14 status data is accessible. Then the method can include the steps of
accessing the wiréless device diagnostic interface 118 from another computer device,
such as server 16, across the wireless network 14, and gathering at least the status data

of the wireless device 12,18,20,22 through the wireless device diagnostic interface 118.



comerci al systens, shown by block 128, can access the gathered dat a,
preferably in a nonitored fashion such as through a user nmanager 132 to

mai ntain security and/ﬁ%‘ integrity of the data offthe data server 126.

Ot her conput er devi ces,*bot h storage and processifg, can be | ocated on the
carri erWei280i/6043% accordlngly, the carrier architecture is readily

scal abl e. [0036] The present systemtherefore provides a nethod for renotely !
interacting with a diagnostic interface 118 of a wirel ess device '
12,18, 20,22 across a wirel ess networkj44, conprising the steps of
establishing a wirel ess network 14 having at |east data comrunication !
bet ween conputer devices selectively connected thereto, at |east one of the
conput er Thevh@ksd ear fipteinglube art eehswif sabeselydemisattibg skiis2fitRomn! udi ng a
conput er pl atform 50, pOSSIb|% havi ng an end-user thereof, and the wirel ess
devi ce Jeast gnowiziess sevigelildd a?Or?és'iOd%rit:asanoag@@‘m|C@mpmeeﬂmé@ speB ashr ough |
whi ch at u f the

oper at | ngar %%&@b%‘ﬁ’arf%?%@e%%%& B E RS Ralh Bl Bt s dara

i s accesdedst ene otharcohipatefrdéyicel can include the steps of accessing the

W rel ess devi di agnostic interface 118 from another conputer device, such

as 8P¥Rr 16, Hermeliod gan ycudeds sigpohopkmigng Hied™ eletferaterkats basadt t he
t at d f d
a2 S 07 B3, MO SOV DR LS, 90 oo

t he st epdrami tteekenttion @f ym tapalivation tesidgntnahe sompiter glatormai0 of thaalt leane

w reless device 12 18, 20,22 to al; |,east .one ]gt her Cglorrchter devi c such as
server 16NC3HrelFE W‘F% ¢ acqrsyeRdhg dpENOSYG dnteracs; RSt HRENOSIGENGTAcEd st at us

data at taE licion |1‘?§St1'h9'?ﬁetﬁ’éd‘&fn ALl (RSN b t&aﬂ%ﬂng m&a&acan

I ncl ude t step of optimzing the wrel ess network upon the -
recei ved aetom the wietless natvebrk ¢ to themt befasttana vareldss ldq'gcwvlz &3, é&,@Z,s'eeﬂmagdat(a ‘can
occur mthee utipon of an applic 0 res dent on the ca ut

o1 ot f or miBpasRpscig o4 e o Ge Mifirace 318 SRt beai e Yt erS gR 06l

di agnost irgodifAfY theGRirelssd dRvie oﬁéﬁ@&?&fréﬂ‘gh'rﬁﬁrﬁ?ﬁ]m opmkatﬁgtﬂa%éér@ The
met hod can al'so include the steps of transmt comand data across the

wi r el ess basadaepdn the reesi vddecammanshdata.olfisther, rthe @ﬁhcmlemnc@clyge 1% stop 2,

receivi n% Qe co nd dgt . at thet d[?_‘ nostt Lanttoerf f 8t01F ghe at | east !
one wirel élglg BV iPEE G AP aﬁ‘?‘&" 8 k&S 84 cé efat o Fhrough
mani pul atwlemes@fde@;@@rl@,tm,rm 2ab i@ BeceRRasFahe WP Abr I&Gmp@l‘éﬁdé’ﬁéks%n’tl’ﬁend dat a.

Further, the nethod ‘can include the step of
wireless network 14 to the dlagDOSllC interface 118 of that wireless device, such as

pushing diagnostic interface application 112 onto cellular telephone 12,

[0038] In one embodiment, the system can be implemented solely on the wireless
device 12,18,20,22 that provides remote access to its resident diagnostic interface. The
wireless device can have at least one application or agent resident (either permanent or —
temporarily) on the computer platform 50 thereof which éauses the gathering of status ‘)
data from the resident .diagnostic tools, such as diagnostic interface -application 112,
which can effect selective transmission of the status data for that wireless device to
another computer device (such as server 16) on the wireless network 14. If the wireless
device 12,18,20,22 is s0 embodied, the wireless device status data and/or network data
is transmifted over an open communication connection from the wireless device
12,18,20,22 to the wireless network 14, such as an open voice or data call. If the
wireless device is a cellular telephone 12 and the wireless network is a cellular
telecommunication network, such as shown in Fig. 2, the network status data can be
transmitted through short message service or other wireless communication methods.

[0039] In view of the method being executable on the computer platforms of a wireless

device 12,18,20,22, and a server 16, the method includes a program resident in a



pushing or pulling an application onto the conputer platform50 of the at

| east one wreless device 12,18,20,22 to provide access of one or nore
conput er devices on the wreless network 14 to the diagnostic interface 118
of that wirel ess device, such as pushing diagnostic interface application
112 ontwacmbd/edzar t el ephone 12. [0038] I n one enbodi nent, the system can be
i npl emented solely on the wireless device 12,18, 20,22 that provides renote
access to its resident diagnostic interface. The wreless device can have
at | east one application or agent reﬁigent (ei ther permanent or

tenporarily) on the conputer platfor 0 thereof which causes the gathering
of status data fromthe resident diagnostic tools, such as diagnostic

i nt er f ace, RRRtd: Gelda01B m, w/ﬂigehh&g%tgg:rﬁ%ﬁ&ctﬁ%'rc% hié?-d%@i%@ﬁﬁil%%?g of the

status data 'for that wreless devic anot her conput ér device uch”as
server l6javong 2 deeviasi plafessShet pafokmithe steps dhhe whatledde SSuchdgugras cadd, k8, 20, 22
is so enbodi ed, the wi.reless device_ status data and/or network data 1is

transmi tt"é‘&C‘H%P“aar?yp% € COMPURT AR BB chs HW]‘ftP’E?ﬁ‘ﬁl?qﬂé’_nﬂPg SFE3d devi ce
12,18, 20, g &rypﬁfo%sehﬁﬁénﬁ&tewekm%od Q¢ Be PpheARALyY 'pfekah fata call.
| es 12 and tthe wTe

If the wr evice Is a cellular tel ephone ess network
is a celldifeats a cempaantdenia atdhoas sevemik to perddrma shes stepm of ppHEinging thet he

net wof k st at ug 8€ta can,be transmtted throqua]kn}jl hor t message service or

ot her wi réNeE HEOHRINBERET RS Lt IBERSSINE 0B 3Lt Tomy BF  WRECHedRYEbei ng
execut abl g mpg e conputer platfornms of a wireless device 12,18, 20,22, and
a server 16, the method includes a programresident in a WO 2004/ 004381 15
conplod®] r eadaBheecommubien meadable meedivne cr beythe meaaryg $6 ©f theommputerrplatforinc e

- 12,18, 20, havi evi ce platform.50 tq per he steps. of the nethod.
Such pr ogﬁ?ﬁ %'ﬁr‘fe@"garatgggg et &h © {/Walfegf'ﬁf @eﬂ%%g’?@?%‘?ra?af“ n plocglan be
mul ti t hr eggledsc RRE0asSRYAN dikabaO 8P ot @e Bdvide SIEtIdrm 5olr FROHED R cdmffudet hod can

be inplenmented by a programthat directs a conputer device such as server

16 to pertfeadable medismeqas bgfingpiecendargiordge maska thet is lopdablgbntgat Wielessg and

processing status data from the wrel ss.g(evi es 2718,2 . [ Q040] The
Conput or  FRRGIBIERELRIRE AN EE ¥ RERERCHICUEES opid dhiobird syt B8t m 50
of the cehbibdy of @haRbRaS hedia 8¢ isqhbeh Mihealtess devi ce 18, 20,22, or can be
in a local database, such as |ocal database 58 of the device platform 50.

Furt H941] t he clnharcentext ellighl 2 anddi the pasenb aethpdamae beriwlgneniesk d¢fe nedi a
that is | gxaagn%i)el, %y 8Bérgtin% I\)Igrﬁgrll(g)s& the wireless network 14 and/or LAN 30 to execute a
sequence of machine-readable instructions, such as device platform 50 and server 16. .
The-instructions can reside in various types of signal-bearing or data storage primary,
secondary, or tertiarj media. The media may comprise, for example, RAM Enot shown)
accessible by, or residing within, the components of the wireless network 14 or LAN
30. Whether contained in RAM, a diskette, or other secondary storage media, the
( instructioﬁs may be stored on a variety of machine-readable data storage media, such as
DASD storage (e.g., a conventional “hard drive” or a RAID array), magnetic tape,
electronic read-only memory (e.g., ROM, EPROM, or EEPROM), flash memofy cards,
an optical' storage device (e.g. CD-ROM, WORM, DVD, digital optical tape), paper
“punch” cards, or other suitable data storage media including digital and analog
transmission media.
[(0042] While the foregoing disclosure shows illustrative embodiments of the invention,
it should be noted that various changes and modifications could be made herein without
departing from the scope of the invention as defined by the appended claims.

Furthermore, although elements of the invention may be described or claimed in the

singular, the plural is contemplated unless limitation to the singular is explicitly stated.



devi ce conmputer platform such as a magnetic disk or tape, optical disk,
hard di sk, flash nenory, or other storage nedia as is known in the art.
[0041] In the context of Figs. 3 and 4, the present nmethod nay be
i npl enented, for exanple, by operating portion(s) of the wirel ess network
14 and/or LAN 30 to execute a sequence of machi ne-readabl e instructions,
such as device platform 50 and server 16. The instructions can reside in
vari ous types of signal-bearing or data storage primary, secondary, or
tertiary media. The media may conprise, for exanple, RAM (not shown)
accessible by, or residing within, the conponents of the wreless network 14
or LAN 30 Whet her contained in ﬁhﬁf § diskette, or other secondary storage
medi a, ons may be stored on a variety of machine-readabl e
data stor %EW@‘E‘@ "as DASD storage (e,g., a conventional "hard drive"
or a RAID array), magnetlc tape, electronic read-only nenory (e.g., ROM
EPROM or EEP 1 rrermr cards an optical storage device (e.g.
ee&?%“tc%llcm%}%rf tape), paper "punch” cards, or other
sui tabl e dadimplmstr@laefgm aedi a i ncl ud| ng digital and analog transm ssion
medi a. [0042 ilet efo i sclosure sh ustr.ative enbodi nents
of the i n\a}en%“lleg diagn Q[SP F{S‘ﬁ éSp%S‘? t[]%ﬁ?m%?rl @gior'@hgﬁg'&lg 19$B%If i cati ons
coul wltb&cﬂapmumanwswtathmMa cohgpiging ankgast pmemft deeics clape dath firhke b;mm‘ngi on as
ot ! DR Al FUCHETIR e AL SRS, B 1
cont eclpdtis¢le ebcemibeds othlemotlmtmemwvtce} dcfoes asmnz@sé @twork. explicitly stated. 16
CLAIMS WHAT IS CLAIMED IS: 1. A wireless device, conprising: a conputer
platform and a resident diagnostic interface disposed on the conputer
pl at f orm 2t he ?fbsi’viﬂ@ws delieegriobim d. whantie tHeaesideopdiagnbitie interfame fiether dlows us dat a
conpr, . fa for the operating paraneters
of th]l'ee%!\}vle{E ePg%rls fﬂ’fm ‘EQS%?E@E‘@I&%E%& ata t he resident diagnostic
interface being selectlvely acceSS|bIe by ot her conputer devices across a
wi rel ess et VORke yReles BB RkFRS. ARKIREm A zi%'dftljmza%}@e{p?h&n&hl%mﬁgf' dent
di agnostic interface furt tion of the operating
par ae tlhercgmptert phasfog. rteg @%@n@ém @@hcason qm@bkmtfr éqleég\selbd@wsaz the gtatug datpang |

fur t REL i ORRELsS HR%iRRss W MoZaklRRy ARRIIGRT AR a3 8RMer computer device on

the wireless network.

4, The wireless device of claim 1, further comprising an application resident on the
computer platform, wherein the application is operable to cause a transmission of the status data from the

diagnostic interface to another computer device across the wireless network.

5. The wireless device of claim 1, wherein the wireless device is operable to transmit the

status data over an open communication connection from the wireless device to the wireless network.

6. The wireless device of claim 1, wherein the wireless device is a cellular telephone and the

wireless network is a cellular telecommunication network.

7. The wireless device of claim 1, further comprising an application that provides access to
the diagnostic interface, the application being pushed onto the computer platform of the wireless device

from across the wireless network.



on the conmputer platform the optim zation application operable to

sel ectively access the status data, and operable to cause the wrel ess
devi-ce to selectively transmt the status data to another conputer device on
the wireless network. 4. The wirel ess device of claim1l1, further conprising
an application resident on the conputer platform wherein the application
is operable to cause a transm ssionldf the status data fromthe diagnostic
interface to anot her corrputer device across the wireless network. 5. The

Wi rel ess evicg | ai.m 1 V\G |nthe wirel ess device is gperable to
transnit fhe <PaviEesydeicesy B ho@umn g Pt 2RPiie o B eI Aeeisdim t he

Wi reltl&ScBagdes'ﬁb beerface, tuammessaieelssse[wﬁwﬂmhn@ the BpglicWidnet @b shotheVdetRe Rirosg| @l m 1,
vvhere he Wi re*ess device is a cellular tel ephone and the wreless

net worK TSRS ul ar t el ecormuni cation network. 7. The wirel ess device of
claim1, further conprising an application that pr ovi des access to the

di agnostl interfac e a ti ant o e co

pl atform gf th%fle ergFSesdgw%Fe(\E}Pc alm% 8%313?} "g@ ?Sh ev\}ﬁe %P%% n%lt tﬁi? 8.
The wtatue lgs B aderveram tigf wicdlas matvigrk f urt her conprising an appl [ catl on t hat

provi des access to the diagnostic interface, the wirel ess device selectively
pul ling the application from another device across the wireless network. 9.
The wirel é8s déld wacles devied off @gimihevherkin thdndiagﬂw'elietss‘aodés/hmblestooqmeivabl eto
tran h e The

w o Sanoi o Eh ASp AP ST By I 08 B EERR BRI madBiad 20 6 ¢
I ec eitheevirefeondeaivel speratiag pavirhtersltoanedds wirthhe dwwee:lpe@tsomet work fromthe server,
the commands operable to nmanipulate the wireless device operating
parameters to nodify wireless device operation. 11. The wirel ess device of
claim 1, wher eifhe wirdess dariepsofgdaim i wherein thecstanes dalads wiored lab s vdesiesscdevicand

sel eGhi é@@cerveiyrt@aﬁﬁmééteqnmr S0P Lo RRIRHL L VIRWLCRAAGEOSS the wi rel ess

net wor k . The wreless device of claim7, furt conprising an end-user
notifi catl on of the application being pushed t her eto 13. A wireless device
for comunpcat TRY wRQlcd HEV[C@'(f?Sc?anﬂeﬁ VWafiter CGRAPINideS b Gnd-Rel ANRILRN JFR@DS having
status data conprising at | east one of device status data for the operating
par artRlisptionyeing peshegthdttess devi ce and network status data; and a di agnostic
interface neans resident on the conputer neans, the diagnostic interface
means operable to provide access to the status data, and the diagnostic
means bei ng ac TSt devisy fos AepRucating 0RA i iEslestiaiverk cQEPHERE t he wi r el ess

net wor K. a computer means having status data comprising at leasi one of device status data for the
operating parame’ters of the wireless device and network status data; and

a diagnostic interface means resident on the computer means, the diagnostic interface means

operable to provide access to the status data, and the diagnostic means being accessible by another

computer device across the wireless network.

14. A method for remotely interacting with a wireless device, comprising:

accessing, from across a wireless network, a diagnostic interface resident on a computer platform
of a wireless device, the resident diagnostic interface providing access to status data comprising at least
one of device status data for the operating parameters of the wireless device and network status data; and

gathering the status data through the wireless device diagnostic interface.

15. The method of claim 14, wherein gathering the status data further comprises receiving the
status data at another computer device across the wireless network based on selective transmissions from

the wireless device.



14. A method for renotely interacting with a wireless device, conprising:
accessing, fromacross a wireless network, a diagnostic interface resident
on a conputer platform of a wireless device, the resident diagnostic
interface providing access to status data conprising at |east one of device
status data for the operating paraneters of the wirel ess device and network
status data; and gathering the statys data through the wrel ess device

di agnostic interface. 15. The nethod of claim 14, wherein gathering the
status data further conprises receiving the status data at another conputer
devi ce acnéss The maihnélof skinnatwWirtkerbasedsignogRligfg iay Badt road SNilseSkiddss f r om
the wrel.ess.device. 18 . 16. The nmethod of claim 15, further conprising

opti m té‘fo%lkgana{helwengfs%fs d(%\r’llée %alse Her ‘\‘(/%vf3 Feéfléés%lsStaﬁugfl #8rk and the wirel ess device
based upon the received status data. 17. The nethod of claim 15, wherein the
receiving.of t ! C . f.romt.he cution of an | i cation
resi dent (%?1 thgﬁec%{r?%h?:orf %Eaﬁrgtls b%&r#%f‘ t{‘ %éec\%\l,iwrn %Iog)s{tge tgg\l/lf ggtat%c%l"trs %@%‘e@lges t he
di agresviia ifninepplaeeon ré@dent bre thewphpaergflatlmiofithtSyiraidse dedoe thdtecoemesthwi ng of
the statlis. dat@.f romthe wirel ess device further conprises receiving the
status~data at a server across the wireless network. 19. The nethod of claim
15, further conprising transmtting command data across the wreless

Networ K tqs! Ne it hehabet oY 1 & Smek R OIIAND AR LAOBAR ABhoh R reREU N, N
wirel ess device operation through manipultation of the opera{lng par anet er s.
20. Thrédhensonipoers ofceiging thnstelis ditupitlenverconsithesvirespogsierig an appl i cation onto
the conmputer platformof the wireless device to provide access by one or
nore conputer devices on the wireless network to the diagnostic interface
of the wi l@ esdhejapthed of Ziaim Tiie fyriherh enroibing [teanymitiBg chm fatg @erpssi BF ng
receiwiel® AethGUUSIhe {vrQIBstdagicWM he l:ﬁl%ﬁangedé{acgpera@fér@Slﬁﬂ(fi?@hé’““fir@ﬂegs&vﬂ@t wor k

for transm ssion of an application downl oadabl e onto the conputer platform
of t Heerpfiondhrewgs ngpaipplabon of theopsrpiéng rae@eiss- by one or nore conputer devices on
the wireless network to the diagnostic interface of the wirel ess device.

22. The nethod of claim 20, further conprising generating an end-user
notificati?bn t Akt methed obglpim Balyrher oepHeEPsH B sps 4 drrlisalioatagto thg compuigst hod f or

r enDtRkiirh BF Bl afitdlddg dWidehio HroVideCdc8SS bl @Hd &emo&oasmghﬁi Bgidebian Sheepei@f. a step
for accessing,. fromacross a wreless network, a diagnostic interface

. ] I
r esi demiorkdn thg diagpqstic ierfagsiofibe Siigledsrdedicsni 1 el ess device, the resi dent
di agnostic interface providing access to status data conprising at |east

one of deyice status dat ,f?r the o eraxin%,,araneterﬁ of the mﬁéeless
devi ce and!net B etap ‘ffo im 135, further comprising receiving a request from the wireless device
across the wireless network for transmission of an application downloadable onto the computer platform
of the wireless device to provide access by one or more computer devices on the wireless network to the

diagnostic interface of the wireless device.

22. The method of claim 20, further comprising generating an end-user notification that the

application is being pushed thereto.

23. A method for remotely interacting with a wircless device, comprising the steps of:

a step for accessing, from across a wireless network, a diagnostic interface resident on a computer
platform of a wireless device, the resident diagnostic interface providing access to status data comprising
at least one of device status data for the operating parameters of the wireless device and network status
data; and

a step for gathering the siatus data through the wireless device diagnostic interface.



data; and a step for gathering the status data through the wrel ess device
di agnostic interface. 19 24. At |east one processor for inplenenting a

met hod for renotely interacting with a wreless device, conprising: means
for executing at | east one sequence of instructions, wherein execution of
the instructions by the processor causes the processor to performthe acts
as clainmed in claim52. 25. At |east.,one processor for inplenenting a nethod
for renote interaction with a wﬁrelé s device, conprising: neans for
executing at |east one sequence of instructions, wherein execution of the
instructi as by 1bReoRy %@&%rfoﬁﬁhﬁﬁﬁemﬁﬁg‘aa%&ﬁiﬁsﬁpﬁ?rreﬁl&el?qmeﬁ&m?t\bﬁm gcts of:
creating a renotely accessible interface to a diagnostic interface on a
conpu‘f‘??esi)‘ileéﬂcF=c9P‘i‘i‘Prbgfngt' he wreless device, the diagnostic interface operable

to provi densCRs Sxeb@ing hflehts ofkodequet @M ihsGLABNA WhE@RASIke@A6h ofGhe BEMIcEEsST at US

data for the operating paraneters of the wreless device and network status
dat a, OVt PRePTOESHDRIES the PSS i) %erglé’ﬁ‘féfaf‘cé%aé CQIH’&E@é’%FIHF’eSQby ot her conputer

devi ces across a wirel ess network; and selectively providing access to the
ot her con%gt er

devi ces across the wireless network to the djagnostic
Cntor f aco 35t 1 b HFREE BRCSSe ST BRI BORA TEIES RETORYT PR LT B S or f ace,
26. Tdeeicgeaagii@r of claim 25, further conprising neans for selectively
transmtting the status data fromthe di nostic.interface, of the wirel ess
oo oo L i it Rk PR bR LhBM T ARES P RGO i I lignt &
ot herbyalapotesnr @ests te poestdier pucbeh e sctet wor k. 27. The processor of claim
26, further comprisj nmeans .f.or. openi.n . CO nication. c ecti.on from
The at | edSE DI SISO ST & 1 HASRTe Tk QA SPRICHARRSE B ¢ he
act i omireddss ddvicanbaibgnony istbrddce spaaieao ipovide acswitd statngddthengrising st leklat meover t he
open communi.cation.caonnecti.on. 28 Th rocessor.of c¢laim?2 rein the
o o ST B P 1o R O per el BEURVARRES i anf hELEM s G B0 (0
Wi r el resstelf ewdessible iatadack uccessible Wyatier egnputeedgyicecassor wirdespectivoikmandhe act of :

recei vi ng GoIBO%, Sk okl QA P AL S AGERISHE el RRLAES, AR at the

di agnosti c i ace, Trom another conputer VI Ceé across e wmreless
net wodidgnostin chtarfadi dfyhiervgretdsedewice tk@gls thd eapiotedly pessibleiimderiachr ough mani pul ati on of
the operating paraneters based upon the received conmand data. 29. An
apparatus for renpotely interacting with a wirel ess device, conprising: a
server opéabl &ht pragesserse, clfimolh, Aethosermpriving alearssion seloptively transgiitiphést i ¢
I nt e:jstt%(atl {a%x%hqﬁyaiaé?xgstﬁ int?r%:fp ot &L WH%JQSE fdQJiJQ, @Jough We'ié?ﬁo@é?acggs\!i'bﬁ%terﬁ!a@,
resi dent di agnostic interface providing access to status data

and to at least one other computer device on the wireless network.

27. The processor of claim 26, further comprising means for opening a communication
connection from the at least one wireless device to the wireless network, and wherein the action of

transmnitting status data is transmitting the status data over the open communication connection.

28. The processor of claim 25, wherein the diagnostic interface allows manipulation of the
operating parameters of the wireless device, and further causing the processor to perform the act of:

receiving command data, through the remotely accessible interface and at the diagnostic interface,
from another computer device across the wireless network; and

modifying the wireless device operation through manipulation of the operating parameters based

upon the received command data.

29. An apparatus for remotely interacting with a wireless device, comprising:
a server operable to access, from across a wireless network, a diagnostic interface resident on a

computer platform of a wireless device, the resident diagnostic interface providing access to status data



20 conprising at | east one of device status data for the operating
paraneters of the wirel ess device and network status data; and wherein the
server is further operable to gather the status data through the wrel ess
device diagnostic interface. 30. The apparatus of claim 29, further
operable to optimze at |east one of the wireless netwrk and the wrel ess
devi ce based upon the received stat$ data. 31. The apparatus of claim 29,
further operable to receive the status data in response to the execution of
an ag Iicatiop residgnt_on t he conputer platformof the wreless device that
ac c e SRS &1 legt 085 8k flyvice; sttusr feliclar the pperslig nepgsiert eisthe pvirglessi davivg and yr t her
oper ahlverktsatk dansnd t conmand data across the wireless network to the

wirel ess devi.ce, the co nd data operable to dify the wirel ess device
oper at | on""ﬁetr’f’ﬂ1 glﬂFgﬁer‘f?éﬁ? e ?Q?F?E’gf totgff@e‘bg'ﬁr%af‘fs%tap%%‘ﬁ%tﬂé"r wirelegs devipg,
appadiagnsstiodfteiddcai m 29, further operable to push an application onto the
conputer platformof the wireless device to provide access by one or nore
conput er devices on the wireless network to the diagnostic interface of the
Wi rel ess 8levi cCEhe dpparatihef alpipat@t fushedfoperhtad m 2@imikau bt laae onpef tblvdreless r ecei ve
a request fromthe wreless device .across.the wreless network for

t rangéri‘lwg%ia%nt%% el SR P B O R G AR %attaont o the conputer platform of
the wirel ess device to provide access by one or nore conputer devices on the
W rel ess t k to the I, ostic interface. of th j.rel ess device. 35.
The appar glﬁu\é\ng © a&’P o %ff?alrf'l%rg t uréﬁrler 85%?})3%110@6%33'6 tﬂ}easrt‘uaglfﬁmta CURCl i %‘?etﬁe noti ce

t 0 t kecwionelf @s spplideion gesidenidinctat congpuger plagthrnodf thé eviralepl degiae itahadossdshiee Wi r el ess
devi g8, 38 inAR.apparatus for remotely interacting with a wireless device,
conprising: neans for accessing, fromacross a wireless network, a

di agnostic interface resident on a conputer platformof a wreless device,
the resident dy I C el Ldi , .

conpri si néﬁ?at dr]geg@?ﬁ%%seo% Bﬁ%%?@@e@{pgﬁ%lg 'to(r}gatn%ql? goﬁlﬁ?#g d%%g%rgig it%§$1%§r$ Aneters
of t hetwoikrie|teeswirelesyidewiceantlt comanand dkta gipereble telatodifly thedvindesn devfiesr opgrtitrer i ng t he
st at . | evi ce diagnostic interface. 21 37. A
nethg%M%?h%%g?%gwgﬁmgpﬁgﬂﬁﬁ?%ﬁ@%ggdevice, conprising: accessing status data
resident on the wirel ess device, the status data conprising at |east one of

devi ce st3ius fal 2l bPAuRPRl AriBdoRABRE HilSarPlppliliBoitbi kRS Rafifid ce and

network status data relating

platform of the wireless device to provide access by one or more computer devices on the wireless

network to the diagnostic interface of the wireless device.

34. The apparatus of claim 29, further operable to receive a request from the wireless device
across the wireless network for transmission of an application downloadable onto the computer platform
of the wireless device to provide access by one or more computer devices on the wireless network to the

diagnostic interface of the wireless device.

35. The apparatus of claim 33, further operable to transmit an end-user notice to the wireless

device indicating a push of the application to the wireless device.

36. An apparatus for remotely interacting with a wireless device, comprising:

means for accessing, from across a wireless network, a diagnostic interface resident on a
computer platform of a wireless device, the resident diagnostic interface providing access to status data
comprising at least one of device status data for the operating parameters of the wireless device and
network status data; and

means for gathering the status data through the wireless device diagnostic interface.



wirel ess network on which the wireless device is operable; and transmtting
the status data to another conputer device across the wirel ess network. 38.
The nethod of claim 37, further conprising nmanipulating the operating
paranmeters of the wreless device based on the transmtted status data. 39.
The nethod of claim 37, further conprising receiving commands transmtted
across the wreless network, the gpmands operable to nmani pul ate the

wi rel ess device operating paraneters to nodify wrel ess device operation
based on the transmtted status data. 40. A processor enbodyi ng nmeans for
inpl enenting a method for operation of a wireless device, the processor

conpri si Bg: ”ﬁ%&ﬂx@%fm%ﬁ&&ééh mﬁ%@&%&eqakﬁhg sident on the wirel ess device,

the status data conprising at |east one o vice status data for the
oper at i néccpwing riatue data (15¢s1dpmg>nvﬂa¢ wirdess dedce, e sk daletopmpiising aitleast adach

rel AbidthR dda W) (ﬁ@%tlt%éﬁ%m{e&rs% thwﬁiasstdaeicmd%%ﬁc 48Yd cﬁfa bigingRes abl e; and

means for transmtting tatus data to another conputer devicCe across the
Wi r evirgless ngoplperiovhich the wireless device is operable; and

transmitting the status data to another computer device across the wireless network.

38. The method of claim 37, further comprising manipulating the operating parameters of the

wireless device based on the transmitted status data.

39. The method of claim 37, further comprising receiving commands transmitted across the
wireless network, the commands operable to manipulate the wireless device operating parameters to

modify wireless device operation based on the transmitted status data.

40. A processor embodying means for implementing a method for operation of a wircless
device, the processor comprising:

means for accessing status data resident on the wireless device, the status data comprising at least
one of device status data for the operating parameters of the wireless device and network status data
relating to a wireless network on which the wireless device is operable; and

means for transmitting the status data to another computer device across the wireless network.




