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PORTABLE ELECTRONI C DEVI CE BACKGROUND CF TH

*159159* - 1 TITLE OF THE | NVENTI ON PORT
ELECTRONI C DEVI CE AND ACCESS CONTRCOL MET mmwm “llﬂﬂ'll
5 The present invention relates to control over ™"’

*

91

access to a data object stored in a filein, e.g., an
IC card as a portable electronié device. In an IC
card, there is a file format called a binary record
rality of data 10 objects
(record data) heretof Y ELE EAChTfat BNV BN in  the
binaré record file can be accessed bg sorting from

CC T

file that stores a plu

the f

¢ ccoPARFRPEECaRRGT Bt

PTOPLENFSEFTRENIEnDBY heF 4P a8

ERSaCONTROL METHOD IN

a object in the binary

G Peety e

essed. 15 I n recent

years, data to be pragessefchas heenodiangh(ied with

diversification of ©
When dat arppogessed by

erati on nodes

nbgﬁthghCQEg

types of data or data structures
in theckEscarda EQFaeXpHBLE, stbrbg ohtenr20ethg, casg., an

that the binary record

ile stores

0 an [ pard.
at8s gbV€6ﬁkEb§SSger

econe conplica

a large anount of

dat azascargl asaki pyrobbdat alebreechsc dE&owewer, as
descri bed above, in the conventional IC card, each
dat a obj eét Bn fhechbirdar yheeeornd fi félausbrmbe sedfied a

fromthe top of the fi

le. In such

access

binary record file that stores a plurality of data

objects (record data) heretofo

re. Each data object in

the binary record file can be accessed by sorting from

the top of this file.

conventional IC card,

In other words, in a

each data object in the binary

record file cannot be directly accessed.

In recent yea

rs, data to be processed has been

diversified with diversification of operation modes of

an IC card. When data processed by the IC card is

diversified, types of data or data structures become

complicated in the

IC card. For example, it is often

the case that the binary record file stores a large

amount of data as a plurality of data objects.

However, as described above,

in the conventional IC

card, each data object in the binary record file must

be sorted from the top of the file. 1In such access

control, when data objects in the binary record file

are diversified, processing for a specific data object

takes a. long time.

Therefore,

an IC card that enables
N —

A
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25 control, when data objects in the binary record
file are diversified, processing for a specific data
object takes a. long time. Therefore, an IC card that
enables 111211121 (10 vever vever veeer veeer ol

[111 *000002* F 2 efficiently accessing each data
object in a binary record file has been denanded.

BRI EF SUMMARY OF THE | NVENTI @GN 2Accordi ng to an aspect
of the present invention, 5 it is an object of the
present invention to provide a portable electronic
devi eé fiikaencan efftkeepéntl gagbcdsasa abpeakalnty binary
data objects stored in a file and a control nethod of
t he P6FCEBI é1éPebRFoRRENdEFMERICA. portable el ectronic

nventi on has: |3 CoHaany C4ERBA OF pick rREENE RN
per f or ms %pnnunlcatlon wi th_an ext: gﬁal deV|%eina

ccordin an as ect resen Vention
data nenory mhlcthtor PECor aving a ’

pluqulgg QB g@ﬁ@c %CEEe rgg ﬁgegﬁognE§ghet$hF98vide a

st ores managenent ornatl n each data ObjeC

15 therkeeakd ﬁbb%r@%l@ndQQQ@asthaegsgnsgeﬁgeléntipeaccess
data nenory; and an access control unit which

accessesuzaldataosbiiaet spgectkedcbyeca cammandle and a

requesting access to the data object based on the

managememb li neahoat odn thst ppetdabhet héemanagenedeviabl e

when the command is 20 received fromthe externa

devi ce. AR accdsdlcomstlesit rpptikodeivaca pecpahiag to an

el ectronic , , , _
aspect of the present invention has: a communication
interface which performs communication with an external
device; a data memory which stores a record file having
a plurality of data objects; a management table which
stores management information of each data object in
the record file as an access target stored in the data
memory; and an access control unit which accesses a
data object specified by a command requesting access to
the data object based on the management information
stored in the management table when the command is
received from the external device.

An access control method in a portable electronic
device according to an aspect of the present invention
includes: storing a record file having a plurality of .
data objects in a data memory; storing management
information for the plurality of data objects in the

record file as an access target in a table; and

controlling access to a data object specified by a



.l

-

10

15

20

25

devi ce according to an aspect of the present invention
includes: storing a record file having a plurality of
data objects in a data nenory; storing managenent 25
information for the plurality of data objects in the
record file as an access target in a table; and
controlling access to a data object specified by a 1 f

- 3 command specifying a specific data object to
request access based on the managenent information of
each data object stored in the table when the conmand

i s supprieed sPeemiannexetespalcidagi detasonddicti dralkequest
obj ects and advantages of the invention wll e set

f or t RGCF SGeSEPEPL Pon thiet AAPGORBREE AR OIrRatgant oW BRCh data

b byi. f the d ipti b I d b .
AR s A A A o SR
of t@@o'n%%n%&Q%rg%X %%VE%%Lized and 10 obtai ned by

means of the instrumentalities and conbinations

par ti cul any4;R9iH-9d r einaf : (= ; :
PESCR PT! QTR SEVEtISAJI}%VI%E\%aO: a?ﬁﬁ‘%gﬁA\XfNéh?hénve“tlon

accopRanyieng car wirkgs i n\dleel r_a?;e ibRCQLREr #bedowis) and in
constitute a part of the specification, 15 illustrate
enmbogiamentg 1af behebivivert ifeom and dHegetrhetiow,t brt hay be
general description given above and the detailed
descHrieptrined ofy phrecerbediofenhe gnventhehow, Theeobgetts and
explain the principles of the invention. FIG 1 is a

bl ocRAVEAFRENSs SheFhE daveptikowmay & 2Eadiirget anal

exanple of an IC card and an |I.C card o
obtained by means of the instrumentalities and

combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram schematically showing a
structural example of an IC card and an IC card
processing device;

FIG. 2 is a block diagram schematically showing a
hardware structural example of the IC card;

FIG. 3 is a view schematically showing a
structural example of a file stored in a data memory;

FIG. 4 is a view showing a data structure in a

memory region of a record file storing a plurality of
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processing device; FIG 2 is a block diagram
schematically showing a hardware structural exanple

of the ICcard; FIG 3 is a view schematically show ng

a 25 structural exanple of a file stored in a data
menory; FIG 4 is a view showing a data structure in

a nenory region of a record file storing a plurality

of el - 4 - data objects; FI'G % is a view showing a
data structure in the nenory region of the record

file storing a plurality of data objects; 5 FIG 6 is

a st rdedtaurcdl] etantpl e of a CURRENT poi nter setting

table; FIG_7 is a view showi ng a second structural
exanpl e off e CURRENT 1531 mther 196t & 1§ talsiteuatuge gn the
is a flowhart for explaining an _exanple of 10 _
CURREN I3 rﬁe@rloéletotfr NSt 68 *Gertdri&t PERTPINGcEsBitNgality of
FI G is a.flomchart for explaining processing for a
read Ogaotr%éjn&eg%sé write conmand specifyi ng CURRENT;

FIG 10 i s viewsShow %cacrﬂﬁ%’ia@a%p‘ife %flg. CURRENT
nman

processing result based on the wite co

specidaim@ r GdRRENE tBb®e;11 is a flowchart for
expl ai ning processing for a read command or a wite

command spEd.fyi ng NEXTew ElhGwihd iaS s@ e sehewithg aa
state of the CURRENT
example of the CURRENT pointer setting table;

FIG. 8 is a flowchart for explaining an example of
CURRENT pointer setting table generation processing;

FIG. 9 is a flowchart for explaining processing
for a read command or a write command specifying
CURRENT;

FIG. 10 is a view showing an example of a
processing result based on the write command specifying
CURRENT;

FIG. 11 is a flowchart for explaining processing
for a read command or a write command specifying NEXT;

FIG. 12 is a view showing a state 6f the CURRENT
pointer setting table after processing a command
specifying NEXT;

FIG. 13 is a view showing an example of a
processing result based on a write command specifying
NEXT;

FIG. 14 is a flowchart for explaining processing
for a read command or a write command specifying

PREVIOUS;
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20 pointer setting table after processing a command
specifying NEXT; FIG 13 is a view showi ng an exanpl e
of a processing result based on a wite conmand
specifying NEXT;, 25 FIG 14 is a flowhart for

expl ai ning processing for a read command or a wite
command specifying PREVIQUS, - 5 FIG 15 shows a
state of the CURRENT pointer - sétting table after
processi ng a command specifying PREVIOUS, and FIG 16
is a view showi ng an exanple of a 5 processing result
based on &lw-i tle chewenad sSpedief piinghePRERRENS. pointer
DETAI LED DESCRI PTI ON OF THE | NVENTI ON Herei nafter, an
enbo&@&éﬁPGaéééﬁﬁu étﬁé PRECeSFa8ENE FATEANHOAPRELEYBEY
descrl det with 10 reference to the

accoﬁﬁ ﬁgOHS ngs FIG 1 is a block diagram

schenatlc%hky %meﬁn% ‘9 str%ctural exanpl e .of an

ew S

card (a portable érectrom ¢ d&vi"def ™ e&@@@%&lﬁg ?o
this %%Q%@%E%gtr%%@ %nbhgéﬁa%g aPLQGeask %m9%¥ Sggg 8%1ing
v un

an external ice aV|ng a Cormunt cati n
wi t hprespeels.to the IC card 1. As shown |n_FIG. 1,
the IC card processing device 2 has a term nal device

11, a displ ay oEZaTa doeyiisard pTIBN @Enumer itaveeyat 14,
a card reader/witer 15, and others.

Hereinafter, an embodiment according to the
present invention will be described in detail with
reference to the accompanying drawings.

FIG. 1 is a block diagram schematically showing a
structural example of an IC card (a portable electronic
device) 1 according to this embodiment and an IC card
processing device 2 as an external device having a
communicating function with respect to the IC card 1.

As shown in FIG. 1, the IC card processing device
2 has a terminal device 11, a display 12, a keyboafd
13, a numeric keypad 14, a card reader/writer 15, and
others.

The terminal device 11 controls an entire
operation of the IC card processing device. The
terminal device 11 is constituted of a CPU, various
kinds of memories, various kinds of interfaces, and
others. For example, the terminal device 11 is formed
of a personal computer (PC).

The terminal device 11 has a function of

trénsmitting a command to the IC card 1 by using the -
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20 The term nal device 11 controls an entire

operation of the |IC card processing device. The

term nal device 11 is constituted of a CPU, various

ki nds of nenories, various kinds of interfaces, and
others. For exanple, the termnal device 11 is forned
25 of a personal conputer (PC). The term nal device 11
has a function of transmittimg® command to the IC
card 1 by using the 6 card reader/witer 15, a
function of performng various kinds of processing
basegasd dapderdvaiived flbomat henpCiopapd Perdpdming various
ot hers. For exanple, the term nal device 11 executes
cont#épdéf0$kF%Pﬁ§Séaﬂa PAsgddaradataorgcpa vsdt Reopcthe IC

card 1 transm t awite command for data to

t he Férg td f”?hP&b rheF85r8X€@8&§r/%P?té@fTsnal device
Furt her e t er m_nal evice 1 exe utes.contr,0
read?ﬁgééa FFOEPF%rOgan e ttﬁe Hc? cgﬁéa mSVOfY in

tran%ﬂ%t&tngaédrg gﬁlEQlBH g g%gdc%mmﬁngqgr data

display 12 is a eV|ce t pl'ays vari ous

klnd%oothbn&@r&a&aom HHQ%E gBORKEOLaRH tBEJeLEL MRl 15,
device 11. The keyboard 13 functlons as an operation

uni t rapenatedthy aBropesat devatet he E&eeaktds control of
processi ng device 2, and the operator inputs various

15 kirrdsiiofy dpératfiron tbemaads oemdataihothke IKeyheard by
13. The nuneric keypad 14 functions as an input unit

t hat trpgspééding menpendi pPomgadi 6 sbehI&scardsér | D

or a password. The card reader/witer 15 is an
|nterfaceT@§vﬁé§plaY 12 is a display device that displays

various kinds of information under control of the
terminal device 11. The keyboard 13 functions as an
operation unit operated by an operator of the IC card
processing device 2, and the operator inputs various
kinds of operation commands or data to the keyboard 13.
The numeric keypad 14 functions as an input unit that
is used to input information such as a user ID or a
password.

The card reader/writer 15 is an interface device
that is used to communicate with the IC card 1. The
card reader/writer 15 is formed of an interface
conforming to a communication scheme of the IC card 1.
For example, when the IC card 1 is a contact type IC
card, the card reader/writer 15 is formed of, e.g., a
contact unit that is used to be physically and
electrically connected with a contact unit of the IC

card 1.
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20 that is used to communicate with the I1C card 1. The
card reader/witer 15 is fornmed of an interface
conform ng to a communi cati on schene of the IC card 1.

For exanple, when the ICcard 1 is a contact type IC
card, the card reader/witer 15 is forned of, e.g., a

25 contact unit that is used to be phyS|caIIy and

el ectrically connected with a cohtact unit of the IC
card 1. 7 Furthernore, when the ICcard 1 is a
contactless type IC card, the card reader/witer 15

i s forned O Hif rgfeenmdena themignicead dn isort cohitect less

and others that are used to achieve wrel ess
connﬁﬁTfhﬁloﬁ%ﬁQJwqpﬁecﬁédsrééﬁﬁriwrPﬁthé5Cé§df0rmed of an

d / t he I1C card
Fooprsdon” o Zonf S AT apR a%agg Zr'ha?d otthers that
t uc unction
EapEEel Hst e S0 ol %‘%%é SnnHSLIRR! LTS, she IC

(boot)), of thellct%%r@a}d E%QH@@V%%EQ@rOEP a b%g§ ghBB%y for

10 of commands, reception of a response

tran&mbtH@dcaQ@”HQn@do@mdsQEBQ&s based @BnQQBQrOEndeata
the termnal device 11. A hardware structural exanple

of theanGmdarsdoh/ reicdelbtinow beedeseriubed.. 15ubpofiunctions
recei ving supply of power froma host device, e.g.,

the lQabded tpreocessi ngadevi/ee i2etrhibugh bkefoamdactivation
reader/witer 15 the ICcard 1 is activated (becones

oper dBIOF) Pdr tégakpl €arghdn thensTisaidnlofnzhudessakinds

contact txgl comrmuni cati.ng function, i.e., when the IC
of ands, receptioh of a response for a transmitted

command, and others_based on control by the terminal
- device 11.

A hardware structural example of the IC card 1
will now be described.

Upon receiving supply of power from a host device,
e.g., the IC card processing device 2 through the card
reader/writer 15, the IC card 1 is activated (becomes
operable) . For example, when the IC card 1 includes a
contact type communicating function, i.e., when the IC
card 1 is formed as a contact type IC card, the IC card
1 is activated by receiving supply of operation power
and an operation clock from the card reader/writer 15
through a contact unit as a communication interface.

Moreover, when the IC card 1 includes a
contactless type communicating function, i.e., when the
IC card 1 is formed as a contactless type IC card, the

IC card 1 receives an electric wave from the card
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20 card 1 is forned as a contact type IC card, the IC

card 1 is activated by receiving supply of operation

power and an operation clock fromthe card

reader/witer 15 through a contact unit as a

comuni cation interface. Mreover, when the IC card 1

i ncludes a 25 contactl ess type conmmuni cati ng functi on,

i.e., when the ICcard 1 isfofred as a contactl ess

type I1C card, the ICcard 1 receives an electric wave
fromthe card 8 reader/witer 15 through, e.g., an

ant efifddand va 1 tRgddibatharrdrodubati 6n entenng asdaa
conmuni cation interface, and generates operation
poweCgHd 24H ONdFEFRENAA tePBC K LE FEhtt RiSs 2eFeBpnd Cakden

by usin non 5 illustrated power supply unit,

Uher 8B SBAPAG - adFiy FE0E T2 PPCODE P 147 PGER SrBgr

sche i_cal.l i, N rdware structural , exanpl e

of ¢ REor et B & G B B E o e i TRES) & mon-
card; [ I LR a Ore :
cons#%&g??ﬁgtgengﬁxegogggé}9Tﬁélﬁﬁdﬁﬁg§%F'stﬁF g?gfﬁyated'

fornmed inracst at @ swhena ceme dalh gFRke slkGemhitiSa® 13 @ howing a
connected with an external interface for conmunication

(a coamumiacat isemudhiutrl Ehemptdubé Mhies Thucked natherding
mai n body B of the IC card 1. The nodule Mof the IC

15 cardthikasmpoBGRepa.control el enment) 21, a data

menory 22, an RAM (a working nenory) 23, an ROM (a
program r&sory) c2xd d dgsmanbedtliton numodud’s, Mang a case
others as, shown in FIG 2. The control unit 21
contF8P§tﬂﬁ€téﬁ9iPemﬁe“cheylﬁ- The module M is integrally

formed in a state where one or more IC chips C are
connected with an external interface for communication
(a communication unit). The module M is buried in the
main body B of the IC card 1. The module M of the IC
card 1 has a CPU (a control element) 21, a data memory
22, an RAM (a working memory) 23, an ROM (a program
memory) 22, a communication unit 25, and others as
shown in FIG. 2.

The control unit 21 controls the entire IC card 1.
The control unit 21 operates based on a control program
and control data stored in the program memory 24 or the
data memory 22, thereby realizing various kinds of
functions. For example, the control unit 21 performs
basic operation control over the IC card 1 by executing
a program of an operating system. Moreover, the
control unit 21 éarries out various kinds of operation

controls associated with operation modes of the IC card



10

15

20

25

20 The control unit 21 operates based on a control
program and control data stored in the program nenory
24 or the data nenory 22, thereby realizing various
ki nds of functions. For exanple, the control unit 21
perfornms basic operation control over the IC card 1
by executing 25 a program of an operating system
Moreover, the control unit 21 caétries out various

ki nds of operation controls associated with operation
nodes of the IC card 9 by executing an application

pr ogreamereety tigia arutidp lzaritde np pmegge o inetstie nigCacar d
1. The data nmenory 22 is a rewitable nonvolatile
nenDr%Fll'FrF@tdla?tfa emsse 2F ithef dCmsdirst la data 5
witablelr qQabl e nonvol atile nenory such as an

EEPROM ( El A IR RS el & SPrio g R SRELVOHAF T le
Me or a ash ROM_ A control. program neetin
opgtr)a |monrypur pose d6"ftat ﬁ?”\oéyc Fd lfpof?o%fﬂ m&s akld%&g of

datamet Wd LR iR R 433 e oy hgndata 40
2a, varlous Ies aseén o & St an ard

Of tfﬁﬁd§5Mx¥E1éE6¥f%é¥¥y @%@sa@ﬂ% %@@g@%%mﬁ%ﬁ%s fad- Only

data are witten in thése files. An exanple of af|

st or etkrigy yh)he at eﬂrg%mormMZZ W Ido e Hesiddhech Im@te%rmg an
The RAM 23 is a volatile nmenory that functions as

a worddengp tnenppurpbse RAMt223 flunclbErons as adhuffer klnds of
that tenporarily stores, e.g., data in processing. For
exansaga iare e iRAMM23 ni $her oleitdedierey. 22a maEmagéretata
tabl e (a CURRENT pointer setting table) 23a storing

i nf of AT 4%ndiveations fings o] ddtleshdesiest jom @ standard

of the IC card 1 are defined, and various kinds of data
are written in these files. An example of a file
stored in the data memory 22 will be described later.

The RAM 23 is a volatile memory that functions as

i a working memory. The RAM 23 functions as a buffer

that temporarily stores, e.g., data in processing. For
example, in the RAM 23 is provided, e.g., a management
table (a CURRENT pointer setting table) 23a storing
information indicative of an object that is in a
current state in each record file.

The ROM 24 is a non-volatile memory such as a mask
ROM that functions as a program memory. The ROM 24
stores a control program or control data in advance.
The ROM 24 is incorporated in the IC card 1 in a state
where a control program or control data is stored on a
manufacturing stage of the IC card. The control

program or the control data stored in the ROM 24
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20 current state in each record file. The ROM 24 is a
non-vol atile nmenory such as a mask ROM that functions
as a program nmenory. The ROM 24 stores a contro
programor control data in advance. The ROM 24 is
incorporated in the ICcard 1 in a state 25 where a
control programor control data is stored on a

manuf acturing stage of the | € cafd.-The contro
programor the control data stored in the ROM 24 - 10
controls a basic operation of the IC card and is

i ncocportated ian basdor darce twionh od specilfi catridoandf ishe
IC card 1 in advance. The comunication unit 25 is an
i nt elf&Oe POFAteds igorrgRirdanes with ghépeCifacdtion of the
processi ng apparatus 2 through the reader/witer 15.
When ih&ar€ dartdt #4v@nceeal i zed as a contact type IC
card, the _communication. unit 25 s constitute

of a
communi cat’ith CHMPGCAHY Vartd 55cdﬁt§8t1@ﬁFF%€ﬁ§tthat

physical |y . I ically.10 _come into_contact with
Pro- rERimeh Gtes: S 8% domer ¥ BroPesene 2oergnars 2
Furt herrouwpen nthe hGecard 1S 1 of ealized as &c carg 1 is
contactless type I1C card, the comunication unit 25

Is corstliitbledsoh, @®nBactdtypeMiniceati, 0rRreoRbRALNYBEE i on
such as a 15 nodul ati on/ denpdul ation circuit that

W r eledsl 95 denmahiseates e bif theomheadechwibhetohbrandunit
an antenna that is used to transmt/receive an
el ectanidc anavetakitl @sist shed physheadatyaanmeneilygc22iwally
now be descri bed.
come into contact with the reader/writer 15 to transmit
or receive a signal. Further, when the IC card 1 is
realized as a contactless type IC card, the
communication unit 25 is constituted of, e.g., a
"communication control unit such as a
modulation/demodulation circuit that wirelessly
communicates with the reader/writer 15 and an antenna
that is used to transmit/receive an electric wave.
Files stored in the data memory 22 will now be
described.
FIG. 3 is a view schematically showing a
structural example of files stored in the data memory
22,
FIG. 3 shows a file structural example in the
portable electronic device such as an IC card. The
example shown in FIG. 3 is a file structural example

defined in ISO/IEC7816-4 as a standard concerning

portable electronic devices such as an IC card. In the
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20 FIG 3 is a view schematically show ng a

structural exanple of files stored in the data nenory
22. FIG 3 shows a file structural exanple in the
portabl e el ectronic device such as an IC card. The 25
exanple shown in FIG 3 is a file structural exanple
defined in I SO 1EC7/816-4 as a standard concerni ng
portabl e el ectroni c devices suchlas-an IC card. In the
- 11 file structural exanple depicted in FIG 3,
various kinds of files are nmanaged in a tree

st r udtidree stasicdhvovid iexaFipGe 3lepiie telde idatfd Grerdor wazdous
a plurality of fines having a hierarchy structure 5

i ncl ddindy &F VR lewaseer Meinaged 4rDR (Dedi Gatred thites) |
and an EF (Elenentary File), and others. In the

struct ur al®% e defilGed i nTFItEe $Hateh menpe|22, a

f ol | ow h t fil MF) 31. t he hi ghest
| over T %0ie: T eine pi R ¢ b i8deonn ny',g,gc(rg; ey
: ) | | 1w t | rst , -
i rst g RRER s (RN r] Tk Qe e ) Fie)
and %h@h%&dEEEEEQ%%EQkaQQﬂ%%#%?,a%%dp%%%%ggu T&% Mp 31

is placed at the top in the file structure for
vari eus udtnds 10k fainas stepried ddn ithe dat &, 15 nEenerye]

22. The respective DFs (DF 1 and DF 2) 32 and 33 are

pr ovifaddd awi ngc cordaace ew tfh,lee.(0F) @aploncatiecoms.ghelst level,

this case, each of DFs 32 and 33 functions as a

f ol der fagsteDIoriding )t G2eackl appleicoatd ®F. (E&cl?)of33ERse

34, 35, and 36 is a record file (a data file) storing
present. On a level following the first DF, a first EF
(EFID: 0001) 34, a second EF (EFID: 0002), and a third
EF (EFID: 0003) 36 are present.

The MF 31 is placed at the top in the file_
structure for various kinds of files stored in the data
memory 22. The respective DFs (DF 1 and DF 2) 32 and
33 are provided in accordance with, e.g., applications.
In this case, each of DFs 32 and 33 functions as a
folder‘corresponding to each application. Each of EFs
34, 35, and 36 is a record file (a data file) storing
actual data. That is, each EF 34, 35, or 36 provided
under the DF 1 stores data that is used in an
application associated with the DF 1. It is to be
noted that the EF can be provided on the level
immediately below the MF Bi. Further, in the following
description, it is assumed that the first EF 34 and the

second EF 35 are binary record files each storing a

plurality of data objects.
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20 actual data. That is, each EF 34, 35, or 36

provided under the DF 1 stores data that is used in

an application associated with the DF 1. It is to be
noted that the EF can be provided on the |evel

i medi ately below the MF 31. Further, in the follow ng
25 description, it is assuned that the first EF 34 and
the second EF 35 are binary-retdrd-files each storing
a plurality of data objects. 12 A structure of the
record file (EF) will now be described. Each of FIGS.
4-and 5 i $ atvivewugikowitnghe deatardstfidet UEE)ofidl now be
record file in a nmenory region of the 5 data nenory
22. PPE&CridbsHows a data structure of a first EF

(EFID: 0001) 34. FIG 5 shows a data structure of the
second EFCER 8L 666%). ‘TREY 8cdiSd of ViFeWdepPriad pndata

FIG 4 ort5 is Eorned of .plurality of data ob%ec%s.h
Each YaPs “667 et Fsrefﬁrgoﬁé Pt af'ed BF™RAYi GERALPFi 8F the
T ; I th h d.a a I

(Varberd BBl BB o B a2 s AP e, g 2

i s calil-ed, ce. ger1d: Th¥Yo19bkect . pThe ¥LV.ghiegt jhas a
data structure in which data of the identifier "Tag",

dat asefrutherdab@ keagkbcdad” kengtk'ip:andodata of the
data val ue "Value" are sequentially coupled. An

entire daffaesirzeocatd Sudlk aecpliVteh| eat Faan keorj Bdgedformed
based on a data size of the "data value" indicated by
t he '‘“dataprilemgihtyi pbfaddapaobiizetef tBech data object is

constituted of an identifier (Tag), a data length
(Length), and a data value (Value). The data object
having such a data structure is called, e.g., a TLV
object. The TLV object has a data structure in which
data of the identifier “Tag”, data of the data length
“Length”, and data of the data value “Value” are
sequentially coupled.

An entire data size of such a TLV object can be
judged based on a data size of the “data value”
indicated by the “data length” if a data size of the
“identifier” and a data size of the “data length” are
determined. Thefefore, the plurality of TLV objects
can be continuously stored in a storage region of the
record file. 1In-the record file storing the TLV
objects depicted in FIG. 4 or 5, an identifier, a data
length, and a data value of each data object are
sequentially arranged from the top of a data region in

the record file. Therefore, even in case of the record
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20 "identifier" and a data size of the "data | ength"

are determned. Therefore, the plurality of TLV

obj ects can be continuously stored in a storage

region of the record file. In-the record file storing

the TLV objects depicted in FIG 4 or 5, an

identifier, a data 25 length, and a data val ue of

each data object are sequentialBy arranged fromthe

top of a data region in the record file. Therefore, -

even in case of the record - 13 file storing the

pl ur dliiley sifordardn tols] ediugal isequentdadlal yhdewftist, m ng

the "identifier" and the "data |ength" of each data

obj eGtEFIYhitHe % GPdfl THED Ithe eralsingd fderdcringg the “data
speci.fic data object. In neral, 5 lengths (sizes) of

ag " ilEERY T & elzi‘ﬁ%‘ H2tGa PR IS g oM &he doPeafi hé@ Tile
base the standard, e.g., .1SOin. a record file
usedq¥%&d§% ﬁ%%ﬁgii g%ﬁe?%?&?égcaqaéﬁgpﬁjefé'sif@)gﬁperal'
an entd.. bj ect n J. UG on l_ength _( "
size?kgﬁ%gghggﬁfg%glﬁg?akndgggpgg%g%ra @35&5 %ﬁta %ength

| engtadhfe der@hmafned @ sStiuetukale %%%%%E%%,d%QbQRGQSEﬂin a
FIGS. 4 and 5 shows a state where the plurality of TLV

obj ectes:caide fStler G edn flolte aheqar @afrid.e. Thi relf6®e 4 sandngth
5, a storage region of an 15 identifier of each data

obj edta iss z&)r edi @am whnerieea obijuner icadl bealjuelgest based on a
surrounded by a rectangular. A storage region of a

dat a leaggth (6f séaeh @4t @ dbjedet viedued regiioatekeby a “data
nurerical value is underlined. A storage region of a

dat a 1\#&194é of each data object is a

Each of the structural examples depicted in
FIGS. 4 and 5 shows a state where the plurality of TLV
objects.are stored in the record file.

In FIGS. 4 and 5, a storage region of an
identifier of each data object is a region where a
numerical value is surrounded by a rectangular. A
storage region of a data length of each data object is
a region where a numerical value is underlined. A
storage region of a data value of each data object is a
region where a numerical value having no rectangular
and no underline given thereto is written (a region
excluding identifiers and data lengths). However, one
column at a left end in each of FIGS. 4 and 5 indicates
an example of each address (a top address of each row)
in the memory. It is to e noted that all numerical
values depicted in FIGS. 4 and 5 are hexadecimal

numbers.



20 region where a nunerical value having no

rectangular and no underline given thereto is witten

(a region excluding identifiers and data | engths).
However, one colum at a left end in each of FIGS. 4

and 5 indicates an exanple of each address (a top

address of each row) 25 in the nenory. It is to e

noted that all nunerical value$d4depicted in FIGS. 4

and 5 are hexadeci mal nunbers. 14 For exanple, in

the record file depicted in FIG 4, an identifier of

a top TLV Kbj evtan(ra ;i rist thebjrectord rfitlle slefdilogeids in

"01". A data length of this first object is "01".

Ther éf6t-e 4 AR igend iddea wdl ge toroffLihebhiecst (ebjféest

is stored in a region corresponding to one byte _

fol | GRIFFTIORT &5nd id&t 451 efdth of* ERé2 fligpgth of this
obj ect.._ Furthernore, .an,identifier "02" qf a

sutsg%ﬁﬁﬂi(#l % f@bt%?a'seg%ﬁ&egﬁfgct)A%s étofefefg value
foll t ta.val "AA" Qf f.irst abj.ect, and a .
10 datte TEndi SiogPiBec e S5ehtT ot Sororath seddcpBonding

fol | Qy the iHent ifii186yi0" ~oh™ LEJI-ARS LLRLr ‘i%ﬂg%i B¢ the
to 3 bytes followng "03" as the data | ength of the

SECOHﬂJthQﬁﬁedeB'Fdf@gémm@&@,nﬁﬁui@%n@@&@e%ah@Qg off a
the second object are stored. 15 In the record file

havi rgpsuciuentdaila’ sbrjketur@ aecotepiobtjiedtiyn ieashoektd to
FIGS. 4 and 5, sequentially confirmng an identifier

and doddtow [térgtdatef vedele daP4 odbjtéet ffirem bhgetap and a
enabl es accessing a specific data object as explai ned
abovéaten leneéh woids ofi heuekcand object is stored to

follow the identifier “02”. 1In regions corresponding
to 3 bytes following “03” as the data length of the
second object, “BB”, “BB”, and “BB” as data values of
the second object are stored.

In the record file having such a data structure as
depicted in each of FIGS. 4 and 5, sequentially
confirming an identifier and a data length of each data
object from the top enables accessing a specific data
object as explained above. 1In other words, in such a
record file as depicted in FIG. 4 or 5, respective data
objects must be sequentially retrieved from the top in
order to directly access a specific data object.
Therefore, this IC card 1 holds information required to
directly access each data object in the record file.
Additionally, it is assumed that one data object in the
record file can be set to a CURRENT state in this IC

card 1.
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20 record file as depicted in FIG 4 or 5, respective
data objects nust be sequentially retrieved fromthe
top in order to directly access a specific data
object. Therefore, this IC card 1 holds information
required to directly access each data object in the
record file. 25 Additionally, it is assuned that one
data object in the record firleléan-be set to a
CURRENT state in this IC card 1. 15 Managenent of
the data objects in the record file wll now be
descri bed Mamageient] Cfcahed Hattshebdatck sobjrecths irreclrel file
record_ file are managed by using a CURRENT pointer
set t g 15 Cablke 285c&s bednanagenent tabl e. Furt her,

the CURRENT painter setting table 23a also
cor r espondS t8'1S oGRS dn TG Skttiay ©Pgreca scdiy éfe record

LRG0 30018 SR, N LIe SULIGI B examLe, o
23 i i i RA L+ -Lnci n |1 , Pt
232 \SeBroued b 10, Cha Al 23 nel dentally, b Logeen

to bepresentdit idg $HENAYS LEY1Qn wagre datascap be
witten or rewitten by the control unit 21. For

exaningo ridae i CHRRENT cpeiiRteb rsat g echablse s23acrmy Bata
provided in the data 15 nenory 22. The CURRENT

poi ntodrjeset.t i Ag takl et2dativsageranaied depdctpdatiedrhg. 2,

the control unit 21. For exanple, the control unit 21

genertdre SURRENCURRENT epoiset-éri ngettiibdg 28ablie 23aviided in

rega%%et%Aﬁ E%Qor%nzaggnighﬁgae?taisagood enough for the
CURRENT pointer setting table 23a to be present in a
storage region where data can be written or rewritten
by fhe control unit 21. For example, the CURRENT
pointer setting table 23a may be provided in the data
memory 22.

The CURRENT pointer setting table 23a is generated
and updated by the control unit 21. For example, the
control unit 21 generates the CURRENT pointer setting
table 23a in regard to a record file selected as a
current file. In this case, when a specific record
file is selected as a current file at the time of
activation of the IC card 1 or based on a command from

- an external device, generating the CURRENT pointer
setting table 23a can suffice. Furthermore, the data
memory 22 may store the CURRENT pointer setting table

23a with respect to each record file. 1In this case,

the control unit 21 appropriately updates the CURRENT
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20 current file. In this case, when a specific record
file is selected as a current file at the tinme of
activation of the I1C card 1 or based on a command from

an external device, generating the CURRENT pointer
setting table 23a can suffice. Furthernore, the data

25 nmenory 22 may store the CURRENT pointer setting

table 23a with respect to eachlfecord file. In this

case, the control unit 21 appropriately updates the
CURRENT - 16 pointer setting table 23a in accordance

Wi t h Reddtregt sefdrdingus albiled 3ef ipr ecessidagceomtient $ach of
FIG 6 shows a structural exanple of the CURRENT

poi nt’ér 1981t ikdg dSalbife PERE Sfs6r nOh € onitedt sEF l(EFI D: |

0001 5 as arecord file. In the structural exanple

depi Z:t ed iFfFGHé OWHh& %@Rﬁéﬁfadoiemaé\ﬁlsegﬂfu ﬁ@;t SHIRRENT
23a stares _managenent . i.nfarmation of al ata obj ects

Tt ROTFIFEL SR T340 GEHIG 84 OB &heal VFRkL M, O 0001
CURRENT _paintely 1Q,getting table 23a depicted in FIG

6 stores information such as file identification

i nformati o (ER Dyorudidgntl féx%%p(lﬁagi)elpii%ft%f tHetc. 6, the

address (Address) information, data I'ength (Length) '

| nf OICURRIEGIT, p@nchtad rcyerenhdf kag1eagur kenk eROANGGement
Fl ag) as nmanagenent 15 information of each data

obj ednfiormatie ohi St aEE 34 tasboyecits EhGché. fARsEFEDR 34

stored in the CURRENT pointer setting table 23a is

i nf oreRticésdt hat Fil§.uded ffbaitdénti tyrea CURBEN philneer

Storgg t?%%htg%hchEangpgé%ggl?nsgggh %nstores information
such as file identification information (EFID),
identifier (Tag) information, address (Address)
information, data length (Length) information, and a
current flag (a current pointer Flag) as management
information of each data object in the first EF 34
shown in FIG. 4.

An EFID stored in the CURRENT pointer setting

table 23a is information that is used to identify a
record file storing each object. The example shown in
FIG. 6 is a table that manages data objects in the
first EF 34 depicted in FIG. 4. Therefore, in the
example depicted in FIG. 6, an EFID of each data object
is "0001”. TIdentification information and data length
information stored in the CURRENT pointer setting table
23a are an identifier and a data length of each data

object. In the example shown in FIG. 6, as the

identifier information and the data length information
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20 FIG 6 is a table that nmanages data objects in the
first EF 34 depicted in FIG 4. Therefore, in the

exanpl e depicted,in FIG 6, an EFID of each data

object is "0001". ldentification information and data
length information stored in the CURRENT poi nter
setting table 25 23a are an identifier and a data

| ength of each data object. Fn fhe exanpl e shown in

FIG 6, as the identifier information and the data

l ength information 17 of each data object, an

i dentdf isachasdta ¢dtizdtengirh idetdrigeleresinof aedehadatagth
object stored in the first EF 34 depicted in FIG 4

are StGTEE L VATdIOds £ Garrat iodn esttoré@ riel tihe tOBRRENSt EF
ointgr 5 setting table 23a is information indicative
gf a1 ﬁeP&&%Eéjségbfngacﬂ §&ta S50*6Ced in the data
menory 22. e address information, aof ch .
obj ec%/ is 't |d:¢,g(}rslsmlnna EheteqlemtiCA9Y) 1y gc%earq%%&m pointer
i dentd fd.er, a.le f h .dat. ect -in
the fTer I 55710 dopioted TAoET 4 CRGPLRGFmSfed toP
the cdens ragashomed d BohRe (CHRRENT ROk er n3ebling, .
tabl e 23a indicates whether a correspondi ng data

obj eathd siddreds Quficeiatsloat ©f Bachexawpl epjkhe is
current flag of the data object that is in the

curr glitsstiatimaitedseequentl'al 135 fanea the identedt el agd a
of the data object that is not in the current state

i s sékteo leggthFpd erchs datei ewiskowing thesécontd EF 34
structural exanple of the CURRENT pointer setting

t abl &ePigtedrig F2Gshdws &ustheereralr &kanpharentt héag

CURR%@Ered in the CURRENT pointer setting table 23a

indicates whether a corresponding data object is in a
current state. For example, the current flag of the
data object that is in the current state is set to “17,
and the current flag of the data object that is not in
the current state is set to “0”.

FIG. 7 is a view showing a second structural
example of the CURRENT pointer setting table 23a.

FIG. 7 shows a structural example of the CURRENT
pointer setting table 23a for the first EF 34 depicted
in FIG. 4 and the second EF 35 shown in FIG. 5.

The CURRENT pointer setting table 23a in the
second structural example holds information indicative
of a current state in accordance with each logical
channel. 1In the structural example depicted in FIG. 7,
the CURRENT pointer setting table 23a stores management

information of all data objects in the first EF 34
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20 pointer setting table 23a for the first EF 34
depicted in FIG 4 and the second EF 35 shown in FIG

S. The CURRENT pointer setting table 23a in the

second structural exanple holds information indicative
of a current state in accordance with each |ogical 25
channel. In the structural exanple depicted in FIG 7,

t he CURRENT pointer setting tabl8 23a stores

managenent information of all data objects in the

first EF 34 - 18 shown in FIG 4 and the second EF 35
depi ¢thedni in FlIIG. 3. aHer ¢hei seicongs STMSG dleati cteel in
first EF 34 is selected as a current file in a

| ogi ¢dG-cRanndlerep” idnds Eve Secondatr tds if rsél &€t 84 is
as a c nt filein a5 laogical channel "1". That is,
t he é@; P GinPeCUTLEN IFaBP 23 g6 ghagnrgl “0” and
obj e [ the f| .St EF 34 t in the cu .
statgkfn%thenloglcgp &ﬁaﬁﬁél % o a§n8 §u&§F5togﬁégthna
the s ER atwqi.s i e ; Lcurken .t h
Ioglcal%qr&%a%nngl%%‘p a fO Thgh%g ﬁgél h%akgik%h% %lﬁF%r

nean%e%tﬁ%@lQ%%lecb@n%%bw%naW@ng B%%e%%nﬁkokh%nkﬁr%% EF 34
can execute various kinds of processing in th

car d thatEaeh inl agiecalurchannekaicle tihe the Q@QQCEQ channel “0”
defi ned based on, &e.g., ISOIEC/816-4. That is, in

t he le@dcar diata bh@et& d@nth@ls&ﬁbhdZEFC&ﬁ Caary ieutin the
various kinds of processing in parallel in accordance

W t h cgggienitogitedle ichameelloghgathichacase, “tlife |1 C card

1 hol ds each _processing content (e.g., current

i nfor mat i ORE iPESEH Aeginedl dehamrdily means a logical

channel in which the control unit 21 can execute
various kinds of processing in the IC card 1. Each
logical channel in the IC card is defined based on,
e.g., ISO/IEC7816-4. That is, in the IC card 1, the
control unit 21 can carry out various kinds of
processing in parallel in accordance with each logical
channel. 1In this case, the IC card 1 holds each
processing content (e.g., current information) in each
logical channel.

For example, there is an IC card that supports
four logical channels (Ch. 0, Ch. 1, Ch. 2, and Ch. 3).
In this case, if a default logical channel is “Ch. 07,
the logical channel “Ch. 0” can be constantly utilized,
and processing that open the logical channels (Ch. 1,
Ch. 3, and Ch. 3) (make these channel available) in
response to a command specifying a logical channel

(e.g., a manage channel command) must be carried out.
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20 For exanple, there is an IC card that supports

four | ogical channels (Ch. 0, Ch. 1, Ch. 2, and Ch.

3). Inthis case, if a default |ogical channel is
"Ch. 0", the logical channel "Ch. 0" can be
constantly utilized, and processing that open the

| ogi cal channels (Ch. 1, 25 Ch. 3, and Ch. 3) (nake

t hese channel avail able) in -response to a command
speci fying a | ogical channel (e.g., a manage channe
conmand) nust be carried out. 19 The CURRENT poi nter
setting tdilee QFRENEpirctied eim sekltGng7 trmiagesSadaepicted in
objects in each record file in accordance with each

| ogi ¢dlC-cHamielades sanagererctsi ahoemehi ogcotrdeddhe in
data object in the first EF 34 5 depicted in FIG 4
and BELECORE ER TEhERR DI A oBrGals charhe lcBRRERTagement

oi nt.er. setti.ng table 23 hown .in FIL.G tores
Pnfofﬁ%?%gﬁflgggp% FS&%cgﬁ%éhgﬁﬁgFtiﬁPoF%ﬁt%&ﬁ?t EE| B*

i nf orymat:i i.denti-fi gr a i nf.armat i.an, . addr ess

(Addre SCQ%ﬁfégng?Fdn? gégag%gngfﬁog%a?g gﬁg%hf“lSIG' >

i nf orrFR! ICORREATC Yo Gk of 1589 6 AoCURLER! 2BAI BhEL N FLAgk1c. 7
and ot hers as nmanagenent information of each data

obj egttorEhe ih@gireak ieohanaek .i nfegretiopnsheced ihRotR&tion,
CURRENT poi nter setting table 23a is information 15

i ndi EAtLDv é ndbo raaltdging alidehanfek ri nTaki) chn@okeaanidnf i k&@dress
storing each data object is selected. The exanple

depi dediriessiFl Gnfpringtaost atletwhéeegthe (Patst LERg34)

shown in FIG 4 is selected in the |ogical channel "O0"

and tRé cSBESAGNEFadepireead faapl G2 sursess| petadeirnFlag),

t he
and others as management information of each data

object.

The logical channel information stored in the
CURRENT pointer setting table 23a is information
indicative of a logical channel in which a record file
storing each data object is selected. The example
depicted in FIG. 7 is a state where the first EF 34
shown in FIG. 4 is selected in the logical channel “0”
and the second EF depicted in FIG. 5 is selected in the
logical channel “1”. Therefore, as shown in FIG. 7,
logical information associated with each data object
having the EFID “0001” is “0” and logical channel
information associated with each data object having the
EFID “0002” is “1”.

Each identifier and each data length stored in the
CURRENT pointer setting table 23a are an identifier and

a data length themselves of each data object. In the
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20 | ogi cal channel "1". Therefore, as shown in FIG 7,

| ogi cal information associated with each data object
having the EFID "0001" is "0" and | ogi cal channe

i nformati on associ ated with each data object having

the EFID "0002" is "1". 25 Each identifier and each
data length stored in the CURRENT pointer setting
table 23a are an identifier and20a data | ength

t hensel ves of each data object. In the 20 exanple
shown in FIG 6, an identifier and a data |ength of
eachedatmplebpbownstor EdGi n6t henf idsht EFi84 adeépa ctada

in FIG 4 are stored as the identifier and the data

| engtRnetheaéhedatadebpeebieEachtaddress §b©réar§tiﬁF 34
the CURRENT pointer setting table 23a is informtio
|nd|€§P99E68f18 Fop- aéd?é%sSBPréﬁcﬁsdBF% bB?%E%fiﬁrtﬁ%d the

b] 0T Ere 1EpREP S PoaeSahuBRERaPPy S Fom FAS | AT E estored
and gﬂeﬁﬂétéuhEEQEhP§§ 85 0P80k 8B4 o 3 1ef 1150 ac ton

EF 1 shown F con

in  ELG:-3¢;FHrthes, tBBeaBHEEQQto%|é9cﬁt85€Q 683&8€ in the
CURRENT pointer setting table 23a is indicative of

whet gk aamefBkespondirng datiac8bj etorsat NohhgrcoaERNtata
state in 15 each | ogical channel. In the exanple shown

in FbGjedr i%1%pksisekdt eeyhencunient fEbagtbé eaehtodfier
an object that is in the current state in the |ogica
chanmel tbe dahd aedgth offj eetht Hatai sbjacthénctheefirst EF

state in the 1|ogical channel "1".
34 shown in FIG. 4 and the second EF 35 depicted in

FIG. 5.

Further, the current flag stored in the CURRENT
pointer setting table 23a is indicative of whether a
corresponding data object is in the current state in
each logical channel. In the example shown in FIG. 7,
“1” is set to the current flag of each of an object
that is in the current state in the logical channel “0”
and a data object that is in the currenf state in the
logical channel “17.

Current pointer setting table creation processing
will now be described.

FIG. B8 is a flowchart for explaining an example of
creation processing for the CURRENT pointer setting
table 23a.

First, the IC card 1 is activated based on supply
of the power from a host device, e.g., the IC card

processing device 2 (a step S1). 1In this state, the IC

L\
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20 Current pointer setting table creation processing
will now be described. FIG 8 is a flowhart for
expl ai ni ng an exanple of creation processing for the
CURRENT pointer setting table 23a. 25 First, the IC
card 1 is activated based on supply of the power from
a host device, e.g., the IC card processing device 2
(a step S1). In this state, the2lC 21 card 1 can
receive a command fromthe IC card processing device

2 (a step S2). When a command is received fromthe IC
car d cprre és siemg re¢egiive 2, comeangordtrool timei tLC2tagk t he
IC card 1 judges whether the 5 received command is a
com‘r&ﬁ@cleﬁﬁtlnéipél@i"flicés 2i dentiteiPc &L on Whesr maciosmand 1is
EFII) of, a record file and an identifier (Tag) of a
dat a 8&eéafted(£r§f“e5h§3)lc fher PRECEomiRAd SERACE 2, the
speci fi s the o rd fi d t he dat.a

bcei Ve c1set vie 1% (a8, 3 BeBRs hathesy che

receive %%he Ste

J udges WheLher ER%Q%R%QT c%%!m%%s& Aokt 'Fe,g;% &ighls 23a

is present in G (a ste exanple it

can Q@e%@ﬁ%h@%&@@ntH@@or%%t@gRRgHFIDgob& %rr%%%tbnglle and
table 23a is not created in the RAM i medi atel y

af t emnadtievatiifoR rof(Thlle LE eandtd. objekur theswrie s3)

when t he CURRENT pointer setting table 23a IS

present, thhercamter alormurintd 2haamste dilfd sGURRENFecord file
poi nter setting table creation processing. If it is

det eamidnédet gt at ol JEURRENT rgsienved (séet isngpt &8, e YZ8a, the

is not present (the step S4, NO, the
control unit 21 judges whether the CURRENT pointer

setting table 23a is present in the RAM 23 (a step S4).
For example, it can be considered that the CURRENT
pointer setting table 23a is not created in the RAM 23
immediately after activation of the IC card 1.
Furthermore, when the CURRENT pointer setting table 23a
is present, the control unit 21 omits the CURRENT
pointer setting table creation processing.

If it is determined that the CURRENT pointer
setting table 23a is not present (the step S4, NO), the
control unit 21 creates the CURRENT pointer setting
table 23a for the record file specified by the received
command (a step S5). 1In this case, management
information of each data object in the record file is
extracted by sorting data in the record file specified
by the received command. That is, the control unit 21
reads an identifier and a data length of each data

~object sequentially from the top of the record file.
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20 control unit 21 creates the CURRENT pointer setting

table 23a for the record file specified by the

received command (a step S5). In this case,

managenent information of each data object in the

record file is extracted by sorting data in the

record file specified 25 by the received command. That

is, the control unit 21 reads 2h identifier and a

data | ength of each data object sequentially fromthe

top of the record file. - 22 As a result, the contro

uni t AZ1 asaggenti-althg cdnsepilminategdlaseqpeatddaédy, an

identifier, and a data |ength of each data object.

The Pdértifieptasdat kerdacddreengt Anofdeacéhidara and a data

object is information itself read fromthe record

filele™¥h8 Pdpaddr 88&20PPd8ER dat a object is

di scrimnated. ba e%.on, e.g., a data.len bh f each

dat a objegkqmﬁ:en%ﬁ éefoﬁngdépgsgag? 9ﬁ8g? c8?dePFﬁedata

bei ngdeter Fined 33,a2 1661 eLenee. 10! csy fnlo i

addreg o? afirst data ?O ogjectrln tﬁe rego%dp???éd tile.

i's thect eppaddnesssobrt Bgchr 860RAoELer TAP4AdAL 835RSted

of second and subsequent data objecCts are _

di scbhgenabed baged anddakaikeagghhsfobacheghest b¥®ect with

previ ous data objects. For exanple, the top address

of théeseopnddadresabséquant rdabadobbjieéet bhaagadeldrmined as

addr ess val ue obtai ned by adding a size of an

i dengi federgndea sifretofisa datapl eddrhsef odna first data

i medi atel y precedi ng object and a size of a data

val uePIeRrdi éat 8ebyetredditael éfgthet 6oraatgpeaddpésshe

' [ I r in ' .

of tQ%coE%”%?h%{e %o gggggs egag 22%8%5 and subsequent
data objects are discriminated based on data lengths of
respective previous data objects. For example, the top
address of the second or subsequent data object has an
address value obtained by adding a size of an
identifier and a size of a data length of an
immediately preceding object and a size of a data value
indicated by the data length to a top address of the
immediately preceding data object.

When the management information of each data
object in the record file specified by the received
command 1s extracted, the control unit 21 stores the
extracted management information of each data object in
association with an EFID of the record file, thereby
creating the CURRENT pointer setting table 23a. In
this case, the control unit 21 sets the current flag in

management information of a data object specified by
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20 When the managenent informati on of each data

object in the record file specified by the received
conmand is extracted, the control unit 21 stores the
extracted managenent information of each data object

in association with an EFID of the record file,

thereby 25 creating the CURRENT pointer setting table
23a. In this case, the control 2dnit 21 sets the

current flag in managenent information of a data

obj ect specified by - 23 the received command in the
CURRENE peiaftigeds etommagd tiabltée2 S¥RRENGe poriedked seAs iag
result, such a CURRENT pointer setting table 23a as

depi &2€d S 3P GO 69 sregihest-ed Aisn at KeSRAM, 23uch Bt CURRENT
to be noted that, when executing processing in the

pl ur ROHY- S5 SE3GiteQ t@Rafnére, ath&ledrted 1aniftlG-2f is
crea%%%a%u%hia %g%R@g&ugginter setting table 23

assocCi ated with t'fe I'ity of |ogical channels as
shown in RLG. 7 .Since .t ve-explained tahle is 10 .
created i nIItaclcsor an%%e nvaﬁt%hdagg]cec’r @%oe%d e?‘lelcél%sléllgec?tréjgessmg

in  eachnogicala1channel 1 Mhen it he ,GURRENT pai o %%;ol unit

setting table 23a for the "record file specifie

t he peceireedcommRMAd al SURRERTERLEL @ seR@AnGheable 23
CURRENT poi nter setting table 23a 15 is already

pr esestsoctihe econtircdl thei pl2ta@XegUbEs 1opiee@sshignels as
requested by the received command (a step S6). Wen

t he phevassirng lteqiestiedebyhehebreeeiewed a icenmuntlies is
executed, the control unit 21 updates the CURRENT

poi nCEFa&ECt itRg 2CaPIrEapss Wa thcEordanesowidt file selected in

each logical channel.

When the CURRENT pointer setting table 23a for the
record file specified by the received command is
created, or when the CURRENT pointer setting table 23a
is already present, the control unit 21 executes
processing requested by the received command (a step
S6). When the pfocessing requested by the received
command is executed, the control unit 21 updates the
CURRENT pointer setting table 23a in accordance with
contents of the executed processing (a step S7). For
example, when a data object that is in the current
state is changed, the control unit 21 updates a state
of the current flag in the CURRENT pointer setting
table 23a.

Processing for a command that specifies a data
object that is the current state will now be explained.

FIG. 9 is a flowchart for explaining processing
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20 contents of the executed processing (a step S7).

For exanple, when a data object that is in the

current state is changed, the control unit 21 updates

a state - of the current flag in the CURRENT pointer
setting table 23a. 25 Processing for a commuand that
specifies a data object that is the current state

will now be explained. FIG -9 4 a-flowchart for
expl ai ning processing - 24 for a comuand (a read

conmmand or a wite command specifying CURRENT) that
speciffdres aamatandbjesteadhatonmagid rt ke walitke rbrataatde.
First, it is assuned that the I1C card 1 has 5 received

a r edPLOEAY GURRENT)t & hedmemed ifpesi yidaga CUBRENT that
froma host device, e.g., the IC card processing

devi & 2T £1& e ISED: SR -t he command  t hat

speci fies a data obj.ect as CURRENT i s received t he

cont r ol unrialtr%l' i e 3CUOEY Hhatedds tire SeuRRENT2F0

oi nt {] e 23a associated with a e
gorrergerﬁ:oef]i ierég%?e%e%?ild FIE T4t & &1 e COBRERS! Seficd fying
21 dicgiRalimnaten 3 healCale ghannel of the recelyad
command. Wen the | ogical channel of 'the receive
comiides AirgC ldefiiRat ed, (at RR «porRlNgl. URinkn2the command
specifies 15 a data object that is in the current

st at ehat tdpecilfdgiscal deltanpeljcof thke cuereNved sCorBAGd,
fromthe CURRENT pointer setting table 23a (a step

S12) thegrcomtamd! enivh@d tine tGBERRENEapoi At eeasiet ttheg CURRENT

table 23a is in such a state as showmn FIG 7, the
pointer setting table 23a associated with a

corresponding record file. That is, the control unit
21 discriminates a logical channel of the received
command. When the logical channel of the received

* command is discriminated, the control unit 21 specifies
a data object that is in the current state in the
logical channel of the received command from the
CURRENT pointer setting table 23a (a step S12).

For example, when the CURRENT pointer setting
table 23a is in such a state as shown FIG. 7, the
control unit 21 that has received the command with the
logical channel “0” confirms a current flag of each
data object with the logical channel “0” from the
CURRENT pointer setting table 23a. That is, the
control unit 21 retrieves a data object having the
logical channel “0” and the current flag “1” from the
CURRENT pointer setting table 23a. In the example

shown in FIG. 7, the data object having the logical
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20 control wunit 21 that has received the comand wth

the || ogical channel "0" confirnms a current flag of

each data object with the |ogical channel "0" from

the CURRENT pointer setting table 23a. That is, the
control unit 21 retrieves a data object having the 25

| ogi cal channel "0" and the current flag "1" fromthe
CURRENT poi nter setting table 23& Fn the exanple

shown in FIG 7, the data object having the |ogical 25
channel "0" and the current flag "1" is a data object _
havi i3 eBFI ™ GOGHL "t hendt v tead "fDRQL ™1 “Ther ef oleeéa bhgect
control unit 21 determ nes that the data object having
the 8@ B D Y9 d aMd @ rad nGROAE -EFTberedore, the

5is in.the current state. This data object having the
EFI DGOdtRﬁﬁ anld & %el G TPERP éttertiien€d to kg ey having
t he t st 4s_deternmined to have a top addres .,
" OOSSCJQ%G[)ZC;L‘é’d ofﬁlot elncﬁRﬁﬁﬁPrﬁgidfﬁileer h?éftlﬂgné:%tea@IFé:DZB;OOl
as shaw § td G lerdO Jdhthi s manner, the control

unit 21 can readily discrimnate the top address of

the data ofectydhatodecd Mdhgi £ WL al) By and the
maki ng reference to the CURRENT ~ pointer setting table

23a idad hicromenreite S n2d e@slllde, int R@eCORt@htURicht2lis
can directly access the data object 15 that is in the
cur r et estrdined Woematviee ar eogi \veld recring s9pe diafsieas ohhe he
data object in the current state as an access target,
the CHGRENG p@grdinteX] sieddgey waétlieeR 3ehe sr sbeiwedn FIG. 7.

command is a read command or a wite command (a step
SlS)In this manner, the control unit 21 can readily

discriminate the top address of the data object that is
in the current state by making reference to the CURRENT
pointer setting table 23a in this manner. As a result,
the control unit 21 can directly access the data object
that is in the current state.

When the received command specifies the data
object in the current state as an access target, the
control unit 21 judges whether the received command is
a read command or a write command (a step S13).

When the received command is a write command (the
step S13, the Qrite command), the control unit 21
eXecutes processing of writing data specified by the
received command in a data region of the data object in
the current state (update processing) (steps S14 to
S16). Here, the control unit 21 specifies a top
address of the data object in the current state by

using the CURRENT pointer setting table 23a.
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20 When the received command is a wite command (the
step S13, the wite command), the control unit 21
execut es processing of witing data specified by the
recei ved conmand in a data region of the data object
in the current state (update processing) (steps Sl14
to 25 S16). Here, the control unit 21 specifies a top
address of the data object in the cdrrent state by
usi ng the CURRENT pointer setting table 23a. 26 That
is, the control unit 21 initializes a region (a data
regi on) offhatdata talkueopVabluehnitoreadihdtifdlilzew anregion
identifier (Tag) and a data length (Length) fromthe
top dadddess skgthe)datfaaobpeet vehae i(¥ailpethetbred to

current state (the step S14). When the data regi on of
the dataosbpectdprtifécsudTanl 3pdte Patanienathzdédength)

th t it 2 it d ified by the .
cofaBH Stk ARoFRetrRelTLE, SRSCLLbSLeRY bR dhoin cne
t Wh th ta,l dat ‘egl f the 10

dat ACRELERE CRAFY SR CREPcaridn BPafetrE Spdagadton of
the eaalhakauBlle2l 9ANELA! s LERPOURE datE LAGLYiRgeq,
information indicative of a result of the wite

processi BgntThe GaAALroh WRkte31qhtansphtsstibBe by the
regenerated response data to the 1 C card procesSing 15

devi eec2iasdacbrmnsfi $8i OReSQHLE€a0f zEHi BakaCeEYEEn (the

command (the step S16). Wen the received command is a

readstepménd) (t hBhest epeSd3tat he rthaddeoamard)iont Bé the

control unit 21 executes processing of reading data

of tRetdaphleBfe&éhat is in the current state is updated,
the control unit 21 generates response data including
information indicative of a result of the write
processing. The control unit 21 transmits the
regenerated response data to the IC card processing
device 2 as a transmission source of this received
command (the step S16).

When the received command is a read command (the
step S13, the read command), the control unit 21
executes pfocessing of reading data of the data object
that is in the current state (steps S17 and S18).
Here, the control unit 21 specifies a top address of
the data object in the current state by using the
CURRENT pointer setting table 23a.
That is, the control unit 21 reads a data value

(Value) stored to follow an identifier (Tag) and a data

length (Length) from the top address of the data object

" in the current state (the step S17). When the data of
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20 that is in the current state (steps S17 and S18).
Here, the control unit 21 specifies a top address ' of
the data object in the current state by using the
CURRENT pointer setting table 23a. That is, the

control unit 21 reads a data value 25 (Value) stored

to follow an identifier (Tag) and a data |ength
(Length) fromthe top address of7the data object in

the current state (the step S17). Wen the data of 27
the data object that is in the current state is read
out, thse dednt ] earti tth2t denematiése @urespanseadat as read
|nclud|ng the read data, and transmts the generated
resp&ide ddrea aon titied Mo icard geocgssieng adeespenzeaslaga

5 transm ssion source of the received command (the

st ep 1nstg)d l”ﬁmﬁ%ﬁdﬁ@@%@ﬁéaﬁo@“phér@@éﬂléénwﬁﬁdg@ﬁeﬁﬁéed
wite command peC|f gSRRE IS executed based _on
the ZEBERSEHA an&ﬂ’é E.r é?rroé?ﬁa?ﬁﬁlné‘ devgcerq as a

I S at%%nsm\géy% an eéaQQe recel resué%mg&lndthe step

processi ng based on e Write€ omrand
CURRENE) FIG 10 shoms an exanpl e where a data obj ect
in the current state in the first EF 34 depicted in

FIG 4 |STﬁﬁé/\ﬁprtotc%n&smhgn%rnQ:HeEfr%ra@f‘%%nﬁTﬁntdh%rC@RBEM1te
poi nter setting table 15 23a depicted in FIG 7. In

t he exampirel spewn fiyd nigl GURRENTJALA cixe cateladadedr egi @Re
inthe drawing is rewitten in the first EF 34
depi etred sir:FllE@ingd P30Cedsira .datrarl engtplef, aIdatad is a
object is stored in a region i medi ately before the
view showing an example of a result of processing based
on the write command specifying CURRENT. FIG. 10 shows
an example where a data object in the current state in
the first EF 34 depicted in FIG. 4 is rewritten by
making reference to the CURRENT pointer setting table
23a depicted in FIG. 7.
In the example shown in FIG. 10, data in a shaded
region in the drawing is rewritten in the first EF 34
depicted in FIG. 4. “30” as a data length of a data
object is stored in a region immediately before the
data region having rewritten data depicted in FIG. 10,
and “"DFO1” as an identifier of the data object is
stored in a region immediately before this region.
That is, the example depicted in FIG. 10 shows that
each data value (Value) of the data object having the
identifier “DF01” is rewritten. This data object

having the identifier “DFO0l” is the data object in the

current state shown in the CURRENT pointer setting
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20 data region having rewitten data depicted in FIG
10, and "DF0O1" as an identifier of the data object is
stored in a region i Mmediately before this region.

That is, the exanple depicted in FIG 10 shows that
each data val ue (Value) of the data object having the
25 identifier "DFO1" is rewitten. This data object
having the identifier "DFO1"-i s2B8he-data object in the
current state shown in the CURRENT. pointer setting 28
tabl e 23a depicted in FIG 7. That is, when the
CURRHENP [50i4tee depdiatiany itnalfll& -23a | Shiat swch whest athe
as depicted in FIG 7, the IC card 1 that has

r ecei et e PAWHSE SGifdnd $9ddief idmg IGURRENPCh a state as

rewites the, dat ohject in the first EF 34 in FIG
e T o e S0 e 34 B ot o bas theseived the

dat a ghj.ect | current s es not, have to be
change t|een ct%ngna%%‘rsosggé:sl’lfeﬁd nfgoﬁc%?%g%%e§§w€&mn&h§r %efé
Wit olpasect S Ifyi RRE Therefqre, in the
abov g)-bg]x pl airlgle (JJIC A ee gg%lte Ertftg ﬁguéﬁREEﬁT go ia%t %’rh %é"l et tin g

t abl ¢123a1igs not updated. However, when information
stored in the CURRENT pointer setting table 23a
varies dudt dds he mexecitied tiacess RGta RS IH el the
unit 21 updates the 15 CURRENT pointer setting table
23a. dugrregtamplagce woers aotdabae eongble echaagdat d nokjhect
in the current state is changed due to, e.g., rewite
pr oc &F$IGEG S 1A%t 6P radieessadofcomaenddatra thlsj ectite command

foIIovvin%the data object that is in the current .
st at PES VLG I AIRGENT -1 nTo§EK {8 r€asén the above-explained

example, the CURRENT pointer setting table 23a is not
updated. However, when information stored in the
CURRENT pointer setting table 23a varies due to the
executed processing, the control unit 21 updates the
CURRENT pointer setting table 23a. For example, when a
data length of a data object in the current state is
changed due to, e.g., rewrite processing, a top address
of each data object following the data object that is
in the current state is also changed. 1In such a case,
the control unit 21 discriminates the changed top
address of each data object to update the CURRENT
pointer setting table 23a.

In the processing for the read command or the
write command specifying CURRENT, repeatedly reading or
writing data with respect to a data object in the
current state shown in the CURRENT pointer setting

table is easy. For example, when a command specifying



20 the control unit 21 discrimnates the changed top
address of each data object to update the CURRENT

poi nter setting table 23a. |.n the processing for

the' read command or the wite command specifying
CURRENT, repeatedly reading or 25 witing data with
respect to a data.object in the current state shown in
t he CURRENT pointer setting -taBPe rs easy. For
exanpl e, when a command specifying 29 CURRENT is
continuously issued, the IC card can inmmediately
speciFURRENJatis clgrddnuaustliye issneent toeatl€ day dusiang

t he CURRENT pointer setting table and efficiently
accesidiah adetly Sjesdtt v i dadac@bjestt Snsttéiee current state
Processi ng for connand that specifies a data object

fol | G iy 4% hé?(%]R&EtN rPOtlﬁ‘éeéurSreéﬁtlné&&ta@ (eaan
| h FI G
T R B St ity ChPGCaearng "o 5 UG

readfggﬂnpnd or a wite command specifying NEXT.
First, 1t is assuned that the IC card 1 has received a

read Com"rm&,fss@d@' {5 COIRRG RPeH Y i o NEXE f Q@l@ta

a host device, e.g., the IC card processing devi ce 2

(a steep es20)folWeenriche commmrejsReciihyitngd EaMeXT sSate (a
received, the control unit 21 in the ICcard 1

di scrdarimzatce spedidgiica NEXanneli 1af niohe beeceisved bed.
command. Wen the | ogical channel of the received

conmand i F1d-scrli nisnat €d,owdhe rdorftorolexpriiatirdhg processing
specifies a data object in the current state in the

10 |og|é§p'a read command or a write command specifying NEXT.

15

20

25

First, it is assumed that the IC card 1 has
received a read command or a write command specifying
NEXT from a host device, e.g., the IC card processing
device 2 (a step S$20). When the command specifying
NEXT is received, the control unit 21 in the IC card 1
discriminates a logical channel of the/received
command. When the logical channel of the received
command is discriminated, the control unit 21 specifies
a data object in the current state in the logical
channel of the received command from the CURRENT
pointer setting table 23a (a step S21).

As explained above, the data object in the current
state is discriminated based on whether a current flag
is set to “1”. When the data object in the current
state is specified, the control unit 21 further

specifies a data object following the data object in

the current state (a data object specified as NEXT) (a
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20 channel of the received command fromthe CURRENT
poi nter setting table 23a (a step S21). As expl ai ned
above, the data object in the current state is

di scrim nated based on whether a current flag is set
to "1". Wen the data object in the current 25 state
is specified, the control unit 21 further specifies a
data object followi ng the data éBject in the current
state (a data object specified as NEXT) (a 30 - step
S22). For exanple, when the CURRENT pointer setting

t abl €t2%aS28)i-n such a state as shown in FIG 7, the
control unit 21 that has received the command 5 .
speci fyi ngd NERFKARRYE 1t h@qug:ih@aICUcﬂWeIPOl@terfetsleité\lélg
a data qbj havi.ng a | ogi cal channel "0"

curr&ﬁpqé ééa"fﬁ FpgﬁPFﬁe RRERT 350iShCER §§t€ﬂﬁg , the

bl t ed FIG 7, t
dat o CB 2 RAVT R TREY GG B RSBl Peoe oA e
curre %C%Qgﬁngg £ @HQ% Q%%al%@l%%tFl a%%%&curgﬁg%trleves

state ob ect havin 1"

tag DAl ob@ec%h%%VQ%%ea ﬁ%%l@%ﬁacﬂ%h%%ﬁ ol gwiyng
the data object in the current state is a data object

havi rg rirke tEf1Rg" 0001t rafd taet @YRRENG2' b0 i HRerek@kRing table
t he control unit 15 21 determ nes that the data

obj e€3ahavilmg tihke ekkip1e" GePlictand inheItcag 7', DEBE" dasa
the data object specified as NEXT. The data object
havi 9§ ielse ERVDNOOGOE" lagd cele chagnelDROT" adet ¢hei nedrent

as the data obj ect specified as NEXT _
“1” (the data object in the current state) is a

data object having an EFID “0001” and a tag “DF01”. 1In
this case, the data object following the data object in
the current state is a data object having the EFID
“0001” and a tag “DF02”. Therefore, the control unit
21 determines that the data object having the EFID
"0001” and the tag “DF0l” as the data object specified
as NEXT.

The data object having the EFID “0001” and the tag
“"DFO01” determined as the data object specified as NEXT
is determined to have a top address “008C” by using the
CURRENT pointer setting table 23a depicted in FIG. 7.
The control unit 21 can readily judge the top address
of the data object specified as NEXT (the data object
following the data object in the current state) by
making reference to the CURRENT pointer setting table
23a in this manner. As a result, the contrcl unit 21

can directly access the data object specified as NEXT.
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20 is determ ned to have a top address "008C' by using

t he CURRENT pointer setting table 23a depicted in FIG

7. The control unit 21 can readily judge the top

address of the data object specified as NEXT- (the

data object followng the data object in the current
state) by 25 making reference to the CURRENT poi nter
setting table 23a in this mannéil. As a result, the

control unit 21 can directly access the data object
specified as NEXT. - 31 Wen the data object

speci fi ed WHseINEXT tdedta ich It agpesist tat get NBXT that is an
specified by the received coomand, the control unit

21 j RS SetIsat tife shecdified! domidvd deseigadarpmmand, the
conmand or a wite command (a step S23). 5 When the _
r ecei SREY UM i%h & U9 SSe SRS fhishe e cgigipdspmmand is
t he Qgh;e onnanq% t he contr ol unitcﬁl execut es
procesSHY o WA F datd e GFTEI Dy & 5 et ved
command i region o dat a. obj ect..  specifie

as NEXT (urwp argzg%r o%g%esﬁn\ﬁegg cgots}%%apnsé S74 %0 Tot eSf(ﬁn}mandd (the
Her e,sddye Lont rq) it Skecidi e t dr,

t he daté}eobj ect sepg{:k:lfﬁeééc as Elg%'l‘ gcyk%usci%glgtIaoslheu%sisC %
CURRENE iy @frsxfiddingy (ol & rd3anglhatcd Spddier icntdiPline
unit 21 initializes a region (a égta region) of a

dat a neadeliergdValae)arst drech tdathb fer)ilcow o trtenrtdtfd @bject
(Tag) and a data length (Length) fromthe top address

of t e edatia egbjasc NEB{Ie ciutided ca® rAEXE i(tde SttepsSBL)4. to
Wien the data region of the data object specified as

NEXT S48 )i-ni theds z &g e teodp uszs) 21 tsme qddfitarsola et

21 wites data specified by the
a&ﬁress é% é%e data og%ect specified as NEXT by using

the CURRENT pointér setting tale 23a.

That is, the control unit 21 initializes a region
(a data region) of a data value (Value) stored to
follow an identifier (Tag) and a data length (Length)
from the top address of the data object specified as
NEXT (the step S24). When the data region of the data
object specified as NEXT is initialized (the step $25),
the control unit 21 writes data specified by the
received command in the initialized data region (the
step S25). When the data in the data region of the
data object specified as NEXT is updated, the control
unit 21 generates response data including information
indicative of a result of the write processing. The
control unit 21 transmits the generated response data
to the IC card processing device 2 as a transmission

source of the received command (the step S26).
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20 received conmmand in the initialized data region
(the step S25). When the data in the data regi on of
the data object specified as NEXT is updated, the
control unit 21 generates response data including
information indicative of a result of the wite
processing. The 25 control unit 21 transmts the
gener ated response data to the3EC card processing
device 2 as a transm ssion source of the received
command (the step S26). - 32 When the received
conmand i §'herr edre corArEed (deemagice g sS23, retalde cogaidnd  (the
conmand), the control unit 21 executes processing of

r eadiTHG RIS roft Nehe edsk £COBBIREEY - $PHECITPNE Ods UREXT21
(steps 827 and S28). Here, the 5 control unit 21
speciFi%¢d %(ﬂf%ﬂﬁﬂ%&ﬁ@ O £K&9380a Ja6hj 8t t8Felirfreqiect

NEXT, 1 CURRENT t ting tabl
230, SHEALTEY e QR ol U £ 221 T 8adeoh -dara-val 4B°
Val f | d
éaf‘a@f&sffogrngt  CanGERy st tha Fop Sdrees of "Engat

dat a PBjeeat adesnaGidd %@ A xNEXT, Usfi%gstt% é%ﬁ)zgw‘ﬁhsemter
the data of the data object specifié€ed as

read,sdthengcantoie 2wai.t 21 generates response data
including the read data and transmts the generated

data to tHEhdAtC ik ddred quracedsiung td\i ceaisas aata value
transnission source of the received command (the step
S28) .(Viad uehie srogegs Siond ofldowt ke helsdtddimandTen)t hed a data
write command specifying NEXT, a current state of the

dat a 6Bt (hesto the cfﬁéﬁ‘gé@e the dscacssj edt topedirfred

objected specified as NEXT (the step S27). When the
data of the data object specified as NEXT is read, the
control unit 21 generates response data including the
read data and transmits the generated data to the IC
card processing device 2 as a transmission source of
the received command (the step S28).

In the processing for the read command or the
write command specifying NEXT, a current state of the
data object must be changed. The data object specified
as NEXT is changed to the current state. Therefore,
the control unit 21 updates the current flag in the
CURRENT pointer setting table 23a (a step S$S29). In
this update processing, the current flag of the data
object specified as NEXT is rewritten to “1”, and the
current flag'of the data object in the current state is
rewritten to “0”.

For example, FIG. 12 shows a state of the CURRENT
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20 as NEXT is changed to the current state. Therefore,
the control unit 21 updates the current flag'in the
CURRENT pointer setting table 23a (a step S29). In
this update processing, the current flag of the data
obj ect specified as NEXT is rewitten to "1", and the
25 current flag of the data object in the current
state is rewitten to "0". For 38xample, FIG 12 shows
a state of the CURRENT 33 pointer setting table 23a
after processing a coommand specifying NEXT. FIG 12
depi ¢tost re st e talfncert algreo des iafy <& mmm“ﬂjsr;mecal fopmmgnd
NEXT that is received when the CURRENT pointer

set t IFRFXBI@RIEANTs | Flhe 13 semie tehaws tiat sFlagtez,
That is, when a conmmand speC|fy| ng NEXT i s executed,

a curﬁ’reorﬁ Stat% aofcoﬁmlfé’tda p(%i’éé'ilqgs NEReh g &t & 5t H@ceived
t e]o] t, wh
(r:](lji(r en nfI agé |GC§JtRsReEt-[P[l c?q'lf‘ gfggtlﬁqga%%ﬁﬁ?kﬂfﬁ jish 1 1% %he

such &4 Igl.}:,g[, nt setti 0 tabl 23a as
depi ct egLéR éloqﬁ‘ EeIrGlze]eveﬁslat]% e 't R he Comaland
specidgddnig NEXT Neexecuhed Based Qnurtr.ré%t state of a data

above-expl ai ned procedure, processing for the rea

comuetd et tike oMarige Camame sRea futg oNEXE i S This means
executed. For exanple, FIG 13 is a view 15 showi ng an

exanpglhatofa alartesultjeaft pihoces siutg dvased aen 1 ¢ ke twddt e 17
command speci fying NEXT. That is, FIG 13 shows a

r esulseaenpricddssishg fofs tilme swalt @ COMMENT repedicfryisegting
NEXT that is received when the CURRENT pointer

set t iF9PCamPe 23a depiqrechd nstfdGe dhewn li2n every time the

command specifying NEXT is executed.

Based on the above-explained procedure, processing
for the read command or the write command specifying
NEXT is executed. For example, FIG. 13 is a view
showing an example of a result of processing based on
the write command specifying NEXT. That is, FIG. 13
shows a result of processing of the write command
specifying NEXT that is received when the CURRENT
pointer setting table 23a is in the state shown in
FIG. 7.

In the example shown in FIG. 13, data in a shaded
region in the drawing is rewritten in the first EF 34
depicted in FIG. 4. ™“11” as a data length of the data
object is stored in a region immediately before the
data region having the rewritten data shown in FIG. 13,
and “DF02” as an identifier of the data object is

stored in a region immediately before this region.
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20 FIG 7. In the exanmple shown in FIG 13, data in a
shaded region in the drawing is rewitten in the

first EF 34 depicted in FIG 4. "11" as a data |length

of the data object is stored in a region imediately
before the 25 data region having the rewitten data

shown in FIG 13, and "DF02" as an identifier of the

data object is stored in a regBén rmedi ately before

this region. 34 That is, in the exanple depicted in

FIG 13, each data value (Value) of the data object

havi ng t h&hatdem,i firertHeDEGRIMpls cempiidtesh inTHIIS .ddt3a each
object having the identifier "DF02" is a data object

(a d&t?d3s vsdjiect(Vspeeif irdd ths NEXT) obdlelcowihag inke that a

obj e he current state shown in the CURRENT
po{nt%ﬂeﬂﬁhéH%ﬁ;QQFgglel§35ewﬁlﬁFGP Thist deda RRefct

t he RRENT 0|nte ettin € 23a is in _such
statggalngho% TS té?l?r %é%? ¢&r @ fafdvicRgect Ta data
receiy he 0§ [ . .
remmltggx%h 3Q?§%§%pgg?%g%T§he fgﬁrst¥1g %h§4 B aFPEQeEt n

as shoewn dut L@ s%%tel%hb%nthb%hQOE%@R%®§tﬁTH%ter setting
control unit 21 |ikew se updates the CURRENT poi nter

sett ita@ltealtize 23a rnehen .i nreeratiisQn wvakhek neth@bRRRET pointer
current flag in the 15 CURRENT pointer setting table

23a isstchangedbdee 23a iexeautsedhproceasiengs Ebbwn in
exanpl e, when a data length of a data object that is

i n t AdCGeurrenthestIgt eairs! lchanged deeetiogedetye, wrewei temmand
processin% a top address of each data object

f ol | GWSFg ﬂH@gdgﬁéToﬁF@éﬂt?ﬁ the data object in the first

EF 34 in FIG. 4 as shown in FIG. 13.

It is to be noted that the control unit 21
likewise updates the CURRENT pointer setting table 23a
when information other than the current flag in the
CURRENT pointer setting table 23a is changed due to
executed processing. For example, when a data length
of a data object that is in the current state is
changed due to, e.g., rewrite processing, a top address
of each data object following the data object in the
current state is also changed. 1In such a case, the
control unit 21 discriminates the changed top address
of each data object to update the CURRENT pointer
setting table 23a.

In the processing for the read command or the
write command specifying NeXT, the data object in the
current state shown in the CURRENT pointer setting

table can be determined as a reference to sequentially
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20 current state is also changed. In such a case, the
control unit 21 discrimnates the changed top address
of each data object to update the CURRENT poi nter
setting table 23a. In the processing for the read -
conmand or the 25 wite command specifying NeXT, the
data object in the current state shown in the CURRENT
poi nter setting table can be débermined as a
reference to sequentially - 35 read or wite data in
the data objects. For exanple, when a command
specirfegich INEXT ties dedrt iimuahs! ylagiaven,jecttlse | Cocardample,
can efficiently execute processing of sequentially
acceddisig & KeTHed gRes idbjiest NBKTusisngos tihe ocQoRRENT ven,
pointer setting table with the data object in the
curré%@ Hat @ heicig Gétdtcndd Yas s éfePéREEssing of
Processinglfor a comand th%% specifies a data_ o

& %obj

Cect
i e dioateT Y erdr &5 SO £3Lar P ﬁFCtsgg?§Slng

(ac i fyi. PR . i_ll, _now, be 10 .
R b
processich@ Qh<R 1+ e3¢ tcomERRY %%t%é%ﬁh%@_%g"gaﬁgference.
specifying PREVIOUS. First, It I1s determned that the

I C card 1 thasesks feaved Rniad GOETRRG R 13 MW ixt Qlata
command specifying PREVIOQUS froma host device such

as ambj€ctarithmepiietedsi bg fdee @e dAdt@aoseptS30) a Wiekent
the conmmand specifying PREVIOUS is received, the
cont sélatgnile Zbmmandt beekCiyang PRAVIOUISM maflés naw be

| ogi cal channel of the
described.

FIG. 14 is a flowchart for explaining processing
for a read command or a write command specifying
PREVIOUS.

First, it is determined that the IC card 1 has
received a read command or a write command specifying
PREVIOUS from a host device such as an IC card
processing device 2 (a step S30). When the command
specifying PREVIOUS is received, the control unit 21 in
the IC card 1 discriminates a logical channel of the
received command. When the logical channel of the
received command is discriminated, the control unit 21
specifies a data object in a current state in the
logical channel of the received command from the.
CURRENT pointer setting table 23a (a step S31).

As explained above, the data object in the current
state is discriminated based on whether its current

flag is “1” in the CURRENT pointer setting table 23a.
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20 received command. Wen the | ogical channel of the
recei ved conmand is discrimnated, the control unit 21
specifies a data object in a current state in the

| ogi cal channel of the received comand fromthe-
CURRENT pointer setting table 23a (a step S31). 25 As
expl ai ned above, the data object in the current state
is discrimnated based on whetheéé its current flag is
"1" in the CURRENT pointer setting table 23a. - 36

Wien the data object in the current state is
specihead thet Heteonrbiektunnt tR¢ specehiestatdatia specified,
object (a data_ object specified as PREVI QUS)

i medingt erytieforeithél greaidbpece Fatehebiaftens data
state a step S32). 5 For _exanpl e, en the_ CURRENT
p0|nP e§§tFBﬁ§lfﬂﬁﬁlé52§§EV§nBﬁ)s&@ﬁe§l§P§%é BsfsrBWARNe

FILG, 7, h t th
commiRi® BRAEFyTRg  PREGI 008" Fn ko FbgilaaP  CRARNED -+ 0"

retr'eveSFOQ @@%ﬁpﬁgge%%ﬁga%hggC%RR%%EREQ+%@%QneEtE9%g

and a 10 current m t he p0|n

settingitabhg 1333, Lochhg exanpl ssdgab%e? '@16'67 Tthe
the data object having the |ogical channel "0"

the evntest uhhagziltnb&theadatacebjieat thB tbﬁmgﬁarent
state) is a data object having an EFID "0001" and a

tag SPEG1lftyihpg PBEVDOEScasea aodatalobheahelnmredi atekyeves
before the data object in the current state is a data

obj eét dr&wi agjant EFVDNY0B01bgandlachagne09™0” and a
Therefore, the control unit 21 determ nes that the

dat aCHBFERE KAPENGL{ hErEr bhe” GUBRENZnHOLAESragetogng table

as a.data qbj e t specified a
g ? J e e ampE gepicted in FIG. 7, the data

object having the logical channel “0” and the current
flag “1” (the data object in the current state) is a
data object having an EFID “0001” and a tag “DF01”. 1In
this case, a data object immediately before the data
object in the current state is a data object having an
EFID “0001” and a tag “09”. Therefore, the control
unit 21 determines that the data object having the EFID
"0001” and the tag “09” as a data object specified as
PREVIOUS.

That data object with the EFID “0001” and the tag
“09” determined as the data object specified as
PREVIOUS is determined to have a top address “0027”
based on the CURRENT pointer setting table 23a depicted
in FIG. 7. The control unit 21 can readily discriminate
the top address of the data object specified as

PREVIOUS (the data object immediately preceding the
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20 PREVI QUS. That data object with the EFID "0001" and

the tag "09" determ ned as the data object specified

as PREVIOUS is determ ned to have a top address

"0027" based on the CURRENT pointer setting table 23a
depicted 25 in FIG 7. The control unit 21 can readily
discrimnate the top address of the data object

speci fied as PREVIOUS (the data7object inmrediately
preceding the 37 data object in the current state) by
maki ng reference to the CURRENT pointer setting table

23a idattehiodbjemdnner thas camresul statke bgntralingniref2tence
can directly access the data object specified as
PREVItQUS.he5 OlRé&d NiTh ¢ odaitt e rolsieé ¢t ngpsebfliced 3as iPREVIEUS
that is an access target is specified by the received
commilRd e 4-he ASoRt FEISUdtirt tHE Coa§Es lnwHBl kel 1t gen directly
received conmmand,_ is a.read co nd or a wite command

(a SCEH 853 PANIGH 2 REIFECePvad Caffand PEEY Pt e

command (t st S33,. the writ.e.command)., .
contr ol ugﬁgﬂbigm%fggh é%”ﬁ?%c&&%c&glg ﬁﬁig%%ggggéathat s
specifi t ceiwv dnin d r.egi0

he S s Ro T S0 5 PRV LS fupdgea Teu BoRhand,

prQCQﬁﬁ|aaht&%ﬁe@%i$3@lt?ud§%§)wh@%h%r the ¢@BLriokd command
unit 21 specifies a top 15 address of the data object

speciifs ed raadPREVIEHS by ausiriget ken@RBENE poikpt 8B3) .
setting table 23a. That is, the control unit 21
initializédhen rédg oreceixvedatmmegidon)y af waideat @aowalunel (the
(value) stored to follow an identifier (Tag) and a
dataqtgmgﬁﬁBQLéﬁ@twyite command), the control unit 21

executes processing of writing data specified by the
received command in a data region of the data object
specified as PREVIOUS (update processing) (steps S34 to
S36). Here, the control unit 21 specifies a top
address of the data object specified as PREVIOQUS by
using the CURRENT pointer setting table 23a.

That is, the control unit 21 initializes a region
(a data region) of a data value (Value) stored to
follow an identifier (Tag) and a data length (Length)
from the top address of the data object specified as
PREVIOUS (a step S34). When the data region of the
data object specified as PREVIOUS is initialized, the
control unit 21 -writes data specified by the received
command in the initialized data region (a step S35).
When the data in the data region of the data object
specified as PREVIOUS is updated, the control unit 21

generates response data including information
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20 fromthe top address of the data object specified
as PREVIOUS (a step S34). Wien the data region of the
data object specified as PREVIOUS is initialized, the
control unit 21-wites data specified by the received
command in the initialized data region (a step S35).
25 When the data in the data region of the data object
specified as PREVIOUS is updatedd the control unit 21
generates response data including informtion 38
indicative of a result of wite processing. The
cont rloldigrittl v21 offr answmistd tt lod generatpedcessponse Gata
to the 1 C card processing device 2 as a transm ssion
sour CONGE ohandédc dily éd apemiard the SEas 836y, risppase data
the received command is a read command (the step S33,
the r@adlCoraf@Fd PRECESHLNGl dEMiliCe2E agxéclragsmission
processing of. reading data of the data objec

e %p 3 ﬁé@é; t he

speciFiéd as TPREGI BO5S¢YEEpS 887 ghd as88FP

control upjt. 2 i £ t addr.ess of the data 10

obj ect spg%F¥}éﬁ&g§%¥$%§%%§l§ﬁ§%aﬂgﬁ&§ theéﬂgﬁﬁﬁﬁand (the
POi Nks@EpSBl3YI, NG Heahles 23ammIRAY , i $nel Re,60RHT Gl ; YNkt

21 readg a data valﬁe (Vg?he))storgd tggggﬁlgﬁlgnZI

| dentixbicart e TaghcaRe iagdatta rebengyh abkangteh )k nkr emcbhepsect
top address of the data, object 15 specified as

PREVIsQESi(ftikel atseREITpUSWIeReple sdat anaf s3Bhe dakae, the

obj ect specified as PREVIOUS is read, the contro

uni t c2itgederatiés 2lespense idat a itoel adidngstshef rteaddata

data and transmts the generated data to the IC card

proc€83eR§ gevicéd 12das sa PREYASHSs Sivors¢odr E8eofURRENT
pointer setting table 23a.

That is, the control unit 21 reads a data value
(Value) stored to follow an identifier (Tag) and a data
length (Length) from the top address of the data object
specified as PREVIOUS (the step S37). When the data of
the data object specified as PREVIOUS is read, the
control unit 21 generates response data including the
read data and transmits the generated data to the.IC
card processing device 2 as a transmission source of
the received command.
In the processing for the read command or the

write command specifying PREVIOUS, a current state of a
data object must be changed. That is, thé data object
specified as PREVIOUS is changed to the current state.
Therefore, the control unit 21 updates the current flag

in the CURRENT pointer setting table 23a (a step S$S39).

In this update processing, the current flag of the data
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20 the received command. In the processing for the
read command or the wite comand specifying

PREVI QUS, a current state of a data object nust be
changed. That is, the data object specified as

PREVI QUS i s changed to the current state. 25
Therefore, the control unit 21 updates the current
flag in the CURRENT pointer-seBfing table 23a (a step
S39). In this update processing, the current flag of
the data - 39 object specified as PREVIOUS i s

rew iattjerctt epelif igdd ast PRESIOUSNT sf Iray rdft tiehe tadat'd”, and
object that is in the current state is rewitten to
"0". e exalte,f lROGo L1 B heheing aa obgcd Ghatthé SCURRENE
5 pointer setting table 23a after processing a conmand

speciFVAiTT PREATAOUSS FEETitSedepioct ¥ a state after
processi ng.a command speci fying PREVI OUS receiyve en

t he CURRE rpo?’?ﬁ”%’rrlese&&dng %Sa%hé)wi’.%é’ iS5 (He e\z:l\dt?: RRENT
sho .. ElG_ 7. . S, n mmand._speci fying 10
PRQM% %E%g‘gfﬁéﬁ}@@%agiguﬁgénﬁ%g%gfgrgfeg%dgga oﬁ%gand

I's changed 1o, A sRRgeAUent dat a lgﬂd%%ti:c ¢ Ehi s S:;‘E%QZ%S after

that a data obj ect whose current ag Is set to "1"
sequeIHdld i rehid tco ey sidel® f%el%rrm@dz 18ReCideNGed when
PREVI OUS i s executed in such a RRENT poi nter setting

15 t abhlee QBREAY $hdwterm skk@ing aabl®. 2Based dm the state
above-descri bed procedure, processing for a read
comeidwor i WIG.e TcomTiwad speciwhginng cPREMINOUSpesifying
executed. For exanple, FIG 16 is a view show ng an
exanplife VgD riés f7e ot of oGe seirpgnifasédten o @ data object

is changed to a subsequent data object. This means
that a data object whose current flag is set to “1”
sequentially shifts every time a command specifying
PREVIOUS is executed in such a CURRENT pointer setting
table 23a as shown in FIG. 7 or 15.

Based on the above-described procedure, processiﬂg
for a read command or a write command specifying
PREVIOUS is executed. For example, FIG. 16 is a view
showing an example of a result of processing based on a
write command specifying PREVIOUS. FIG. 16 shows an
example of a result of processing for a write command_
specifying PREVIOUS received when the CURRENT pointer
setting table 23a is in a state depicted in FIG. 7.

In the example depicted in FIG. 16, data in a
shaded region in the drawing is rewritten in the first
EF 34 shown in FIG. 4. “30” as a data length of a data

object is stored in a region immediately preceding the
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20 wite command specifying PREVIOUS. FIG 16 shows an
exanple of a result of processing for a wite comand
speci fyi ng PREVI QUS recei ved when t he CURRENT pointer
setting table 23a is in a state depicted in FIG 7. In
t he exanple depicted in FIG 16, data in a 25 shaded
region in the drawving is rewitten in the first EF 34
shown in FIG 4. "30" as a data4Pength of a data
object is stored in a region inmedi ately preceding the
40 data region having the rewitten data depicted in
FI G dega ard '009'hagd ngn tiheemeivfriieér eof dbhe dapacobpech
is stored in a region imediately preceding this

regi 6AC-TR& Ped "% héseranplbenshdéwari pfFtGe t8taeabhect
5 dat.a val ue (Value) of the data object having the

i dentliSf iSéPTedoLn & F@@ﬂpptéﬂmeﬁﬂﬁ§eéét&réﬁFééPghéUFﬁg

the identif ta obj ect dat a obj ect
SpeclFEad as BRE &5) et U8y Lbr SR ng"a Gt al6, cach
bj h h

oot el dlReC R zﬁﬁt B atla PRO R TS EhR . FRe

Whean@%t@@RBENTO@G'@%e e%%&k%@g ta?k%szégé hgeégcnav1ng

a state as depicted in he 1 C ca

recem%%d1aew&uE@eQ0Nw@Wd1§p§CuBangb€86Y|@Qsdé%wﬁb5§§ct
the data object in the first EF 34 in FIG 4 as shown

15 | BpEk@fika. akt PREVIOUBe nahedithal yt beeceAihgl aufkta

21 likew se updates the CURRENT pointer setting table

23a ohherti ahotimt icom rethestihanshhencanr ene thageNm

the CURRENT pointer settln% table 23a varies due to .
pointer setting table 23a depicted in FIG. 7. That is,
when the CURRENT pointer setting table 23a is in such a
state as depicted in FIG. 7, the IC card 1 having
received a write command specifying PREVIOUS rewrites
the data object in the first EF 34 in FIG. 4 as shown
in FIG. 16.

It is to be noted that the control unit 21
likewise updates the CURRENT pointer setting table 23a
when information other than the current flag in the
CURRENT pointer setting table 23a varies due to
executed processing. For example, when a data length
of a data object specified as PREVIOUS is changed due
to, e.g., rewrite processing, a top address of each
data object following the data object specified as
PREVIOUS is also changed. In such a case, the control
unit 21 discriminates the changed top address of each

data object to update the CURRENT pointer setting

table.



20 executed processing. For exanple, when a data
length of a data object specified as PREVIOQUS is
changed due to, e.g., rewite processing, a top
address of each data object follow ng the data object
specified as PREVIQUS is also changed. In such a
case, the control 25 unit 21 discrimnates the changed
top address of each data objfec4lto-update the CURRENT
poi nter setting table. 41 1In the processing for the
read conmand or the wite command specifying

PREVI OUS, leathedatacebjsecy fommedratekyl poecedidngrathe
data object in the current state as a reference shown
in t HE1CBRRENMapei Aperifysant PREVEQBFe eashbdata object
sequentially read or witten. For exanple, when a
connéﬂﬂegbé¥ﬁﬁyl §ePREWP€US Pétaceﬁﬂﬁﬁﬁoa§l§h?s§ué6ent

t he Ig can e cien p oceSS|ng
sequS ?|§IF§ 3058§§Fﬁﬁcﬁréﬁ889nén EFa Cobredts 8§“ter
5 USTNg L GURRENT BOLNLE! -SGHLLDYL03D! 840 Wi acdata oo,

b ect curr termned as

refee&a&gleAd@hEhoaahoﬂﬂﬁ t@g@éﬁ?ggngvghEV§ebeQ§

will readily occur tot e ski e art

Ther ebatenuctiBeyl A¥ENLHONthB TtscRraadgh aspeectisntsy
not limted to 15 the specific details and

r epr egephati peoesbedngebts seghenniandydaseesbedg preceding
herein. Accordingly, various nodifications my be
made dwicehobt edepabli ngihgorheh€URBBNTi podntscopetofing table
the general inventive concept as defined by the

10 appehdéd el dpis ahdetheiln &6i vaFeaps. state being

determined as a reference.

Additional advantages and modificatioﬁs will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to

15 the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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- 42 - WHAT IS CLAIMED IS: 1. A portable electronic
devi ce conprising: a comunication interface which
performs comrunication with an external device; 5 a
data nmenory which stores a record file having a
plurality of data objects; a managenent table which
stores managenent information of each data object in
the record file as an access tékget stored in the
data nenory; and 10 an access control unit which
accesses a data object specified by a command
requesting access to thelATdatsa WD PBesed on the
managenent_ i nformation stored in the managenent table
when the conmEn®aadeeiniedt rorgm ey iowt son@irising:
device. 15 2. The device accordlng to claim1, further
havi ng a Fh61§mﬁgﬂé@§ﬁ9ﬂwl@ﬁ@F test "gdirdr e&<ogms
nana%cnent taQ % storei gggnent i nformation
of &RCRFACE &8 gﬂ n3Ch&E*FEEHF eWécﬁhen t he
record fll 3@h3&§g%%ﬁc%r%%ore%2%el d flqe hﬁ ing a

The deV|ce accor am fﬁrther havi

a ta@l%r%gqageoqnbgtghgb dpdates stored contents in
the nanagenent table in accordance with contents of

processi ng feinyeemrardyieceineth tomeshaaesbemnaak
device. 25 4. The device according to claim

wher ginf oirima t inmnagererh talke obtjeres inntaematicond file as
indicative of a data object that is in a current
st at @n @g¢ess target stored in the data memory; and

an access control unit which accesses a data
object specified by a command requesting access to the
data object based on the management information stored
in the management table when the command is received
from the external device.

2. The device according to claim 1, further
having a table generation unit that generates a
management table which stores management information of
each data object in the record file when the record
file as an access target is selected.

3. The device according to claim 1 or 2, further
having a table update unit that updates stored contents
in the management table in accordance with contents of
processing for a command received from the external
device.

4. The device according to claim 1, wherein the

management table stores information indicative of a

data object that is in a current state, and
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- 43 the access control unit specifies the data

object that in the current state fromthe nanagenent
table when a command specifying the data object in

the current state is received through the

conmuni cation 5 interface, and accesses the data

obj ect based on the nmanagenent information of the

data object specified as berng4idn the current state.

5. The device according to claim1, wherein the

managenent table stores information indicative of a

10 dat a objlectaddwats iconitircd curirterdpestidties ame tda@a object
access control unit specifies the data object in the

cur r &R tstidt & Mfer emntied tnetagemdmont dihlee mgheyement table
command specifying a data object follow ng the data

obj edPS & KOG FeSPestidtve Nids thec Siaiad cbirstgh Nt Bel5
communi cation interface, and accesses the data object,
based "dr Tite haTSgetert S Mt TGO 90f e CRAFANSBRELPD
fol |l qu d ject in.the current. state. 6. Th
devigﬁh%%ggg Vn%%?o%%kgfﬁF ,t%ﬁrpﬁéﬁ o%é?F%g%§SF§b98 Ehe
updat@ uRichhpti G AWRAALES i RO AR IR 4 %%'%%@'%%%EK%ied as
of the data object in the current state td

I nf oEALicon ni RGeCAtIRGnthat stthe next data obj ect
specified by the received command is in the current

state in tshe maragerEne taldording tBhe1dewi € wherein the
according to claim1, wherein the 25 managenent table

st or @gniagieoemt itatr lienditoarkisv é ndb raatdaha iobjieat itvkabf a
isin acurrent state, and the access control unit
Specﬁﬁﬁésopﬁ@céaﬁga@bpécﬂn a current state, and

the access control unit specifies the data object
in the current state from the management table when a
command specifying a data object following the data
object in the current state is received thfough the
communication interface, and accesses the data object
based on the management information of the data object
following the data object in the current state.

6. The device according to claim 5, further
having a table update unit which updates information
indicative of the data object in the current state to
information indicating that the next data object
specified by the received command is in the current
state in the management table.

7. The device according to claim 1, wherein the
management table stores information indicative of a
data object that is in a current state, and

the access control unit specifies the data object
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when a comand specifying a data object imediately
preceding the data object in the current state is
received through the comunication interface, and
accesses the 5 data object based on the managenent
information of the data object immedi ately preceding

the data object in the current 44tate. 8. The device
according to claim7, further having a table update

unit that updates information 10 indicative of the

dat a iobjtget durndre curatentf reimattéiet manrfg@metti aable when a
indicating that the imedi ately preceding data object
specidimRisy snRe rfedeioved dedmmaid sics ilmmeldd a teunyr eteceding
state in the nmanagenent table. 9. An access control

net hdd'§ it Hp&ighite 1M & NE setrenite Sd@fiscd s received

conpr,i,si ng:, storing a record file having a pjurality

of ddtHoBH) et ‘?Q%mﬁr‘“dﬁta&w;ergta&ﬁ'n@“ﬁjaﬁégc&?éﬁﬁ the
i nformtion for the ural.it of data.obhjects in the
recor a}loeojaesCtar?azf’ggJesosn A EET 255K ta ltn?k:ﬂré“,atéﬁ)@ of the
cont roldd ng, pcces; - ject: ifi b -
command speci fyi na“ﬁae%‘s?%é%%?ﬁ?g%?%%fg&e td%%raeé?gs?t(:t m

accessdased o thedmnagenent i nformation of each
data object stored in the table when the command is

supplied 25 framadied efd@rdiey e AGinhe meihoctr
according to claim9, further conprising generating
t he trebiiensteoriaig & hpdmragenentthat updates information
indicative of the data object in the current state to
information indicating that the immediately preceding
data object specified by the received command is in the
current state in the management table.
9. An access control method in a portable
electronic device, comprising:
storing a record file having a plurality of data
objects in a data memory;
storing management information for the plurality
of data objects in the record file as an access target
in a table; and
controlling access to a data object specified by a
command specifying a specific data object to request
access based on thg management information of each data
object stored in the table when the command is supplied
from an external device.

10. The method according to claim 9, further

comprising generating the table storing the management
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record file when the record file as the access target
is selected. 11. The nethod according to claim9,
wherein 5 information indicative of a data object
that is in a current state is stored in the table;
and the data object in the current state is specified
fromthe table when a command spéci fying the data
object in the current state is received, and the data
10 object is accessed based on the managenent

i nf orimdtorowat ioh tofe edatha deltjae ob jepeciihi ed sad ebeieng renord
the current state in the access control. 12. The

met hdd 1&cebedi iget & eclogiomig lewasr éihe  aicekeesmagirget is
indicative of a data object that is in a 15 current
st at §51€$E6red in the table, and the data object in
the curre e |s pecified fromthe table when a

conmand sglelm f daa&ﬁoer&l“gf 39 Gwicrg: t9hewt¥i‘§tr§l“
0b] e, 11,9 UL ca%t Yo one SR KB sandntRe A o

object i's accessed ase on the

i nf orBtion Qk Jthe ;data QRest, ftw | ‘E‘é('bri% .they data

object in the current state in the access contro

13. The metrkodiacc i tio, ¢l @d%ré%&e%%%Qe is spec1f1ed
informati on- indicative of a data object that is in a

curr énforsttake tiad let ahed ian coh@ahablseecaig idy the data

object in the current state is specified fromthe

t abl @bikert dncoimracdrspaci Syieng asdabacdlpect and the data

i medi ately preceding the data object in the current
object’ is accessed based on the management information
of the data object specified as being in the current
state in the access control.

12. The method according to claim 9, wherein
information indicative of a data object that is in a
current state is stored in the table, and

the data object in the current state is specified
from the table when a command specifying a data object
following the data object in the current state is
supplied, and the data object is accessed based on the
management information of the data object following the
data object in the current state in the access control.

13. The method according to claim 9, wherein
information indicative of a data object that is in a
current state is stored in the table, and

the data object in the current state is specified

from the table when a command specifying a data object

immediately preceding the data object in the current



46 state is received, and the data object is accessed
based on the managenent information of the data object
i mredi ately preceding the data object in the current
state in the access control.
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state is received, and the data object is accessed
based on the management information of the data object

immediately preceding the data object in the current

state in the access control.



