WO 02/ 19643 PCT/ SG00/ 00127 "I nstant Messagi ng System and Method for Renote
Net works Using a Sequential Message Handshaking Protocol" Field of the

I nvent i onywHhg,BE/SENt invention relates to a conputer netwrkhapfld,i Nst ant
nmessaging 5 systemand a nethod for communicating instant nessages between
an instant nessaging server and a renote conmuni cati on network that
utilises a sequential nessage handshaki ng protocol. The invention has
particular utility with instant nmessagi ng systens using the 10 internet to
comuni cat e“insgdanhtMessagings Syetemeand Meihadi for sfersotec Networks adsincprces,
where at | egst on t hese clients.or appliances forns part of a renote
comuni cat i 8§49 “vavg%lleg-@geﬁa,n%‘rhaﬁﬂgg Fﬁ‘og‘??@d to, a dobal Systemfor

Mobi | e Conmuni cations ("GSM') network that utilises a sequential nessage
handshaki ng_pr qt | .. 15 Throughout the specification, unless the context
requires ot ﬁgﬁ"a/io(jgﬂet'mé enlied  “conprise" or variations such as "conprises"
or "conprising", wll be understood to inply the inclusion of a stated

i nteger or @helmeeénﬁ mvegtos relatesdd & berr@mérwsé’mmrlofbasedymsﬂahermeiasvagg‘g or
group of _integers. Back Art 20 |.nstant rressa i n : systens have
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i nternet anghea@Bjin béér@éﬂaﬁ@‘étr‘é t8lcohfRufRERT hbHyGIR (fat GABBYR

medium Wth |ntgrnet use pervagﬁ) ar eas OP M% Jonesti;ggy% deef[ﬁ'i’fglnd
bei ng takenmﬂsSBgey@udgb&Klng@mmcelr-I i ter ate generations as a SOCI al

rredi umin its own right, a need has arisen for spontaneous and

"I nst ant aneous” 25 nessages to be exchanged between two or nore parties
connect ed t PhehigvehiidrerHzet pattiduldrad@myshih iddthat MessbaRy @9§tehﬁseusmgl fhd 0
have been satisfied by the use of traditional email Systeirs and

consequdft | iptemnet sips cemenunicates fsirdd messages hatwesnat Rvplusalitydpfualients cor

email. WO Ogbﬁl?aqldc%sp%{e‘?@g/ %%tz%neg‘f these clients or appliances forms part of a

remote communication network such as, but not limited to, a Global System for

Mobile Communications (“GSM”) network that utilises a sequential message
handshaking protocol.

15 Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to
imply the inclusion of a stated integer or group of integers but not the exclusion of
any other integer or group of integers.

Background Art

20 Instant messaging (“IM”) systems have become very popular in recent times with
the increasing use of the internet and email by all sectors of the community as a
communication medium. With internet use pervading the areas of the domestic
market and being taken up by younger, computer-literate generations as a social
medium in its own right, a need has arisen for spontaneous and “instantaneous”

25 messages to be exchanged between two or more parties connected to the
internet simultaneously. This need has not been able to have been satisfied by
the use of traditional email systems and consequently, IM systems have spawned
as an alternative or adjunct to email.



"I nstantaneous"” in the context of IMneans the ability to receive nessages
w thout pronpting a nessage-handling server. This is in contrast to the
way typicelo @nesdss are sent and received by internet usengrsgob@oend and
receive e-mail nmessages, one uses popul ar personal conputer- based enai l
applications such as Eudora TMor Mcroso®t Qutlook TM which enploy the
Sinple Mail Transfer Protocol ("SMIP') and the Post O fice Protocol

("POP"). UstingtaRtEheceglin e domtexted ildimeanothebiblydo re¢aive igspages pithapt  an
emai|l server to which it has subscri bed, for'rressa?ﬁes to downl oad to the

user's 10 PRI 2 LepgRaoernanapg seprera hisds reeontrst to dhe wakiweealeraals ce.
Emai | rressag,%sS%ea tce%fjf"%ﬁﬁmé{(@éﬁﬁn emai |l PC client application
c 00

(e.g., Eudora roso on that user's PCto a nmail server
to which it has subscribed using SMIP. The mail or SMIP server then
server via the

f orwar ds thﬁ rressda%E] to 15 the gesi red recipient's malal
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forwarded froma sender”s client application, nornmally a PC based I
client appléwgiawihepbimgplanylail dramsienBrotncen@8MTIREL apd éhe 'Rost IQféies Protocol

appl i cati on.Mi-ayan ||l or .directly.to the recipient's client, alnost
in "real ti{'rgtfﬂec 'onvyﬂge%¢ﬁir%%"gsat%ﬁe@éﬁﬁ%nti F@@rﬁmg@?? r?éieéb_ér?&e?ff’w an
received byefna@ deviserovRhichYis haBsubBetssd, ‘b fictRbges N9 doullvad b trie ne&ded
to get a nessage to its intended recipient, reflecti ng nore of a "pushing”

t echnol 8y, Pekspaal eomputeri(iS’) or anpfodherdniesnel-monestassdedicgone popul ar | M
systens in the 25 market include ACL's AIM TM and 1 CQ TM A characteristic
of nmost IMsystens is that a client user is able to set up a network of

friends or Enldiemgeeagesmaire septmyniyuderdvemasn ‘il PEs clighit pslicagd®nesy.,
whom nessages can IV|be exchanged i nst ant |y. 30 Although current |IMsystens in
the main i nFHQE Budﬂvrmsgwu%o&e%) Qiptratbrgss PCla @ mailssver fonafich dtchasc

amongst | di 1 Pararegiul SPTETPIO TR, GRSIR: SATREther Pvnls B TERREE 1 Y

PCT/ SQ05 00the7desired recipient’s mail server via the internet.

Instant messaging systems work in a different fashion to email, requiring minimal
if any user action, to receive messages. Messages are forwarded from a sender’s
client application, normally a PC-based IM client application program, to the
20 intended recipient’s client application via an IM server or directly to the recipient’s
client, almost in “real time” from the time that a message is sent by the sender, or
received by the IM server system — hence “instant”. No querying is needed to get
a message 1o its intended recipient, reflecting more of a “pushing” technology,
than a “pulling” of information. Examples of some popular IM systems in the
25 market include AOL’'s AIM ™ and ICQ ™.

A characteristic of most IM systems is that a client user is able to set up a network
of friends or colleagues, more commonly known as “buddies” with or amongst
whom messages can be exchanged iristantly.

30
Although current IM systems in the main involve buddy networks set up amongst
client users that are PC based, more recently IM systems have been proposed
that allow connectivity amongst different client types and different types of IM



-3 systens. For exanple, other client applications may include enuil -based
client applications (eg Eudora TM M crosoft Qutl ook TM and browser based
client apw jxzatgzons (eg I nternet Explorer TM and Net scapeciidgoomoihe
internet, and also devices connected into a GSM network, such as nobile
phones. 5 GSM networks have their own fordrof |Msystemfor cormuni cating
short textual nessages between different subscribers known as "Short
Message Sersysterhs. FoBMRampl¥y btheBMlient abﬁh\cattonls’emayqaclaeevemau -6apéd lient
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of the i tended receiver. Under the SMS protocol, the textual nessage from
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the intended recipient for downl oading, 1n accordance wth n
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to connect $@vet MerdughewnRh HRiggSamRashed! iRdt AFOBRPhNndIRRENEENbY WieR: t he
parti cul ar GSM phone ~ and network manufacturer. For exanple, Noki a TM use

Conput eil 01 nshscabers nses Agadiedst The unessagasotase osharer inieallpwimiter vop) 16025

oot e OB 4, Bl Yol e SRS RS Yl by, wir
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an SMSC sendi ng to an external network, requires a confirmation to
t

be recei ved'$ij anpPURMHMDER S g fntengRy E%ﬁei“fﬂj URder theeSHs pgtoed, t he
external Nk Rk AR RbERAR ER KBHILNE Mk f%eﬁﬁkﬁ?ﬁ? sprsEneivarllaid inePe

sent. In the case o server receivin rom an ex
net wor k15t heeltdanielepboappigtestk. her@$C thenSimEstke vezssagklandadilocates it to

the intended recipient for downloading, in accordance with normal GSM protocol,

when the recipient is identified to be active within a cell.

SMS messaging is normally only provided between GSM clients that specifically

20 subscribe to it, however, by virtue of the SMSC server, it is possible to connect to
the internet using a particular protocol, dependent upon the particular GSM phone
and network manufacturer. For example, Nokia ™ use Computer Interface
Message Distribution protocol version Two (CIMD2).

25 The CIMD2 protocol, like virtually all SMSC protocols providing connectivity to the
internet or other external networks, works on sequential message handshaking.
This type of handshaking, in the case of an SMSC sending an IM to an external
network, requires a confirmation to be received by the SMSC from the network
indicating that the server of the exiernal network has safely received the IM,

30 Dbefore another IM will be sent. In the case of an SMSC server receiving an 1M
from an external network, the converse applies, whereby the SMSC server will not
receive another IM until it has sent a confirmation to the external network server
that the previous IM received by it has been received.



receive another IMuntil it has sent a confirmation to the external network
server that the previous IMreceived by it has been received. WO 02/ 19643
PCT/ S0/ A®ldfse434 Thus, only one nessage at a tine can bedisuhessed by the
SMBC, whereby it nust receive confirmation each tine that it sends or
receives an IMfromthe server on the' ekternal network with which it is
comuni cating. In addition to this 5 sequential handshaki ng each instant
nmessage itself nmust have its own unique confirmation. The problemw th

this t handshaki that it d t d it t
meseages. r abUyORl e TASEAE et lisiacaat A PIecEset Putine SMSCIOMaoy v an
i nherent | aiy PYec%%ﬁF‘ﬁwQﬁoh Ukhihe iy INSYAN CTSERFLEGSYRIASF 1)V
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undesi r abl ecafiRgbhact s fromthe virtues of instant nessaging. Wil st the

probl em can be addressed by creating direct |inks between the IM server
and the SMSC server, in a global I Msystem such an arrangerrent woul d 20 be

prohi bitiv e Lve.dfothe | M v to he raII Iocted
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system whegemrridnideging afcdsabés rapidipeate ek’(@n&leﬁéfvﬁirwq{dai M‘éeﬂﬁé@éblé Nord
tier 1 internet exchange residing in an area of very reliable internet

i nf r ast 1 8ct iBvalve@hinherery 'Qtﬁéc‘ﬂrﬁ@cﬁsz@eﬁ‘@m%t of America or Europe. Such
| ocation of an I M server provides maximal reliability and redundancy of
i nternet access. On the other hand, the geographical |ocation and

di stri buti oAsoinsEsiY metseagky systems relyunpeh athed speeti hat gevigh abby cabnvey
| ocation of tier 1 |nte )%é exchanges and, 30 _consequently stability and
| at ency fac“t‘“@%a%%a{?gr{? Iy g acgBmmegatinac difieiant Glienb hyoesciumbens anakue

servers thabnGs Bshrlesad filo 'arGﬁM tfué’t ik aé%ﬁrlbhf&%%ﬁhﬁ'gh%hfr@%%ﬁw fr6% &ns
of the world and an | M server ocate inatre
15 mall slow communications between an IM server and an SMSC server is highly

undesirable and detracts from the virtues of instant messaging.

Whilst the problem can be addressed by creating direct links between the IM
server and the SMSC server, in a global IM system such an arrangement would
20 Dbe prohibitively expensive if the IM server was to be centrally located.

Centralisation of the IM server, however, is desirable in a global IM system, where
it is preferable to locate the centralised IM server in a tier 1 internet exchange
residing in an area of very reliable internet infrastructure such as in the United

25 States of America or Europe. Such location of an IM server provides maximal
reliability and redundancy of internet access.

On the other hand, the geographical location and distribution of GSM networks is
quite unrelated to the geographical location of tier 1 internet exchanges and

30 consequently stability and latency factors can vary considerably with
communications between SMSC servers that can be located in different and
indeed quite remote regions of the world, and an IM server located in a tier 1
internet exchange.



I nt ernet exchange. WD 02/19643 PCT/ S0/ 00127 -5- Disclosure of the
Invention It is an object of the present invention to provide for instant
nmessagi ngwleaiyweeis 5 an i nstant messagi ng server and a serpegrs@b/ogi2r enot e
network where that server relies upon sequential message handshaking for
confirmation of the transmission and red®ipt of nessages at optinum
speeds, even in situations where the conmmunication network between the | M
server and the server of the renote network is relatively unstable and

experiences_high | ate roblens. 10 It is a further object of the present
i nvention tQ'%ﬁBWEﬁa&ﬁye P"H%et"é'f'i’t" messagi ng whi ch substantially obviates or
all eviates the problens associated with the speed at which nessages are
comuni cat ed between an | M server and an SMSC server of a GSMvia the

i nternet. 1B i$ mnaclhjecidahtte picsknbimveaiprdsd podvidd dopinstemimessagirg betweaemer e
Is provided in gn  instant nessagi ng systemconprising: an |IMserver having
& pl ur al Pt y@BinSRNLIESSagg Sery CRTbASCAVI 7GR TBAE BFWORK Woighe Ta! server

di fferent tpgpgs.updn’ SSRIAIBPMEREaE hehESRakiRy foredsHinfREoR bf tHrahd RRERN S
connected, a corrp@t er network intéér cqnnectiﬁ% the 20 I'Mserver anc{ﬁt he
renot e ser vandtigcpipdvoldeneggagesmainoptimuom sspaselse Eene im situaliensiwharaethe

renote serv i e | al ssage._handshakj.n rotogo), for
transmtti ng&gﬁﬁjq’@@?’vﬁﬁ@v%i%&%gnt a ?é]réfﬁ{ ot hﬂg§§'ﬁ/\%rq eFeé'BQtea
confi rmat i one@fork RerefatdRns shsthble & BXSsrichte8 higeReeMly SfobRen@ssage i s
required to be received or sent by said renote server before a subsequent

messagems able 25 to be transmtted or received, and wherein that portion
o et SorIEea T Boictr S5 haSFaah bl 1o 39588, o8 AERDE phondh
i nt er connecwaithvgubistaritially eyvigtes er wHeviaiisnBedproblpnentssdcidted yatethe3dpeed
Cﬁg?:?ﬁki "af’ K/v%tlc(:)hc%lweé:s%rgregsgr%n%grm%wﬁlﬁcétgzdﬂ bg’g/veeoelanmsjmt|rI]\/(la SI’;\/N;’[ gng ee;rY eSrl\’/ISC |
server of a GSM via the internet.
15
In accordance with one aspect of the present invention, there is provided in an
instant messaging system comprising: an IM server having a plurality of clients
with IM client applications of the same or different types, a remote server to which
at least one of the clients is connected, a computer network interconnecting the
20 [IM server and the remote server to provide IM communications therebetween,
wherein the remote server utilises a sequential message handshaking protocol for
transmitting and receiving messages to and from the IM server, whereby a
confirmation of the successful transmission or receipt of a message is required to
be received or sent by said remote server before a subsequent message is able
25 to be transmitted or received, and wherein that portion of the computer network
interfaced with the IM server is prone to latency and instability; the computer

network including:

a buffer server interconnected with the remote server using a sequential message

30 handshaking protocol corresponding to that used by the remote server, wherein
the interconnection provides for the communication of messages between the
buffer server and the remote server in steady, timed flows with minimal latency
and connection disruptions;



the interconnection provides for the communication of nessages between the
buffer server and the renote server in steady, tined flows with m ni mal
latency @igFhp9p@aect ion disruptions; WO 02/ 19643 PCT/ SG00/8QlhonoB7t he
buffer server also being interconnected with the I M server using a protocol
conpatible therewith in a manner where me@sage handshaking is not required
to be perfornmed sequentially and thus accommobdate hi gher |atency and
instability 5 problenms with the conmputer network; and wherein the buffer
server is optimally connected relative to both the |IMserver and the

renot e serviée Beffelsseryer@lgnbsionivieraganesied uyitplite I'Mrsgreenbsing a msotasat f er

server is c : j dir i i ¢ A 0 as
o 10 ensur SREIES e s e S e fignsdte hhdrb B BB oL UL RS
the renote begerdrmed sdqamyially iamedthUastomrmbdatenhighér |aéescinandstability
connection disruptigns. Alternatively, if the renote network is located in
a hi ghl y5r ePliobifres WithdhgonuaERgRVori th a highly reliabl e internet
infrastructure, the buffer server may be located in 15 close proximty to
the renote server and be connected via the highly reliable internet
exchange anand mheasinr thet buféertservdrds optimiadly sennected Irelatice (o HaihcieiMt derver

th f th t i ti , .th i i ded t ant
messagl ng YAl 4 COMBIT SERGY SS0S A0 IVAUEISA FISRsaRQNEUIRIE) gIeBRoI et

with I'Mcligiferaecaldpngctid Jile HAGER eMctrdiid it R het RftS SSénie?%tés to

server to which at |east one of the ents IS connecte a conputer
net wor k10 nt @nsioailee conynumeation sbmessagesibetmeandhetbeffee serer aind the oerinde | M

i cati th bet d wherein th ti f the . t
networ k | nt oy aLBEERGY, o e SFLRtwe) et o Godheqion StRbeaD: 1 ¢y
30 the renpte server utilising a sequential nmessage handshaki ng protocol

for transmtting and receiving nmessages to and fromthe | M server, whereby
a Alternatively, if the remote network is located in a highly reliable internet exchange

with a highly reliable internet infrastructure, the buffer server may be located in
15 close proximity to the remote server and be connected via the highly reliable
internet exchange and infrastructure to the remote server.

In accordance with another aspect of the present invention, there is provided an
instant messaging system comprising:-

20
an IM server having a plurality of clients with IM client applications of the same or
different types;
a remote server to which at least one of the clients is connected;

25

a computer network interconnecting the IM server and the remote server to
provide IM communications therebetween and wherein that portion of the
computer network interfaced with the [M server is prone to latency and instability;

30 the remote server utilising a sequential message handshaking protocol for
transmitting and receiving messages to and from the IM server, whereby a
confirmation of the successful transmission or receipt of a message is required to



confirmation of the successful transm ssion or receipt of a nmessage is
required to WO 02/ 19643 PCT/ S0/ 00127 -7 be received or sent by the
renot e sewoar/b&fore a subsequent nessage is able to be tpa@angmbbed or
recei ved; a buffer server interconnected with the renote server using a
sequential message 5 handshaking protocof -corresponding to that used by
the renote server, the interconnection providing for the communication of

messages bebaeeceivée obséhieby tteerenestesstivéhisefomatsebsequ@tt messsigedd wbid tored
flows with Bﬂ ni mal | aien%?and_ connection disruptions; 10 the buffer
server al soPBHPHEMHREPLEIRE%d with the | M server using a protocol

conpati ble therewith in a manner where nessage handshaking is not required
to be perfornmed sequentially to accomopdate higher |atency and instability
of the conphuéier setveoirketdoanebiEhwitin thearaindi® sereertusingn seeuentialbeessage
optimal Iy connected relative to both the IMserver and the renote server
so as t ogmﬁ?ﬁé@m ﬁg@@ﬁp&ﬁrgﬁaeydmﬁ 9 g/'!r’%tbll@?di by 3h? H&MAIE peiebs thene

i nvention, jhgcBHhéQIorSEIoVRIing ForBRNRMRENIaRoA of éRelye8 RANESM e bl t O
the renote server so as to ensure the communication of = 20 nessages between
t he buffer S@veeangdnthe remptenseresanvaieady, Emeddiows iwithdniniows lateihcy and

m ni mal | at ' i.on disruptions. Alternatively, in either aspect
FofiadteR GeBeeh

of the inve te network is located in a highly reliable
i nternet exchange with a highly reliable internet infrastructure, the 25
buffer server may be |ocated in close proxinmty to the renote server and be
connect 8 vihg buléemseivey alsg bglﬁlgelfﬁf?fp@ﬁlﬁ%@t%%%hﬁ@% IMneerver paisgra gratosot o

Fenot o ser e pafls EREUER A marhef il eSS FandrhBilrdlE M 2By Eo
connect ed t e tgeefoBviBG seguartiatipve ¥Bmnddatapsghéi lateridyatind snstabitityodd g and

managed by the SMSC server tq provide for SM5 there between and instant
messagi ng b‘é‘?’%@@??rtnﬁ’éwg;(ﬁbe WEeBd he IM server.

15 the buffer server being optimally connected relative to both the IM server and the
remote server so as to maximise message throughput.

Preferably, in either aspect of the invention, the buffer server is connected via a
direct electronic link to the remote server so as to ensure the communication of

20 messages between the buffer server and the remote server in steady, timed flows
with minimal latency and connection disruptions.

Alternatively, in either aspect of the invention, if the remote network is located in a
highly reliable internet exchange with a highly reliable internet infrastructure, the

25 Dbuffer server may be located in close proximity to the remote server and be
connected via the highly reliable internet exchange and infrastructure to the
remote server.

Preferably, in either aspect of the invention, the remote server is an SMSC server
of a GSM network and the client types cornected to the SMSC server have SMS

30 capability that is controlled and managed by the SMSC server to provide for SMS
there between and instant messaging between the SMSC server and the IM
server.



WO 02/ 19643 PCT/ SG00/ 00127 Preferably, in either aspect of the invention,
the conmputer network interconnecting the |IMserver and the buffer server

is the i nfyeyabessPreferably, in either aspect of the inverﬁdmoomb@ﬂ M
server is located within a tier 1 internet exchange. 5 Preferably, in

ei ther aspect of the invention, the conpu8er network i nterconnecting the
buf fer server and the renote server or host is a direct electronic |ink.

Pref er abl y, Preferibiyhén eithpeaspedt of e inveatidmn,che cohgpuitdd rﬁawmﬂ{ intérconnecting y
i nt erconnecte 0 a lyrality of renpte servers via the conputer network,
each renot eﬁ@gpﬁ/@?wﬁfgpaéh%ﬁu}éﬁf SYBEIRINGIN®ERIage handshaki ng protocol for

transmtting and receiving 10 nessages with the | M server, whereby a buffer

server is apga6izMEan WithBr aéwec_t%@%@mvgﬂgf:ﬁ, ﬁt%qkn £S0BER |§é‘éﬂé83vi’%r§ﬁ taﬁgrab' Y,

in either aspect of the invention, sali I'ent types connecte “the
conput er nenigrNRt oXchange. GSM net wor k have SMS capability and are initially
connected via an SMSC server to control and nanage said SMS t herebet ween,

sai d conput e R TR R B0 of 1S rBEh R RO RET AR FirEhifest P ne”
| M server ithefsidigrdedvemdritl the reaToid BeAR iophoBLikLdirdtt lolsutRmhid thik he buf fer
of said buffer server of the renote network, and each buffer conprises a

circular array to contain the nessages 20 currently being processed by the
i nstant mes8 ?Wg’%ygt%ﬁ‘?ﬁétasﬁﬁ?t Qnidie invantiom dhe Webasver is 'BFQIG@MQ%TIGQ‘)N a
statuses ar ' ﬁgﬂﬁ Ladi C | Lt :

st age of coﬂ%ﬁ%g?%ﬂaﬁéﬁéhﬁﬁghgﬁ% rv%¢ H%%%’h%%ﬁ%%%\%\tr’érclﬂlhgrng.
Preferably,ai sequarial message ofiatdshaknge rprotutol dac hiraesnditting feard irsceivipig ded

with sypchronization ans, .t o _reconstruct ages that may, have been | ost
'n tranidt PESBITRA B DIntRINPE AU NEIEONR IRAEhSaYR PNRSRAALSd A e

buf fer servgsdightcti edcBMBhRIEEMRY. @S a result of an extended interruption
to the conmputer network [|inking the sane. Preferably, in either aspect of

the invention, the synchronization neans reconstructs nessages from said
circul ar arPegferebi, i eitgaraspest ohdhe dnvaniioss said clant dypes tonnesteddesthisei ng

processed by, b BStek TidtABHk ViS A9 E8M network have SMS capability and are initially

connected via an SMSC server to control and manage said SMS therebetween,

15 and wherein said SMSC server is directly connected to said IM server via said
computer network.

Preferably, in either aspect of the invention, the IM server is provided with a
communication buffer mirrored to the buffer of said buffer server of the remote
network, and each buffer comprises a circular array to contain the messages
20 currently being processed by the instant messaging system at any one time, and
wherein a plurality of statuses are recorded against each message to indicate its
particular stage of communication between the IM server and the SMSC server.

Preferably, in either aspect of the invention, each said buffer is provided with
synchronization means to reconstruct messages that may have been lost in transit
25 between the communication buffer of the IM server and the buffer server at the
remote server as a result of an extended interruption to the computer network
linking the same. Preferably, in either aspect of the invention, the synchronization
means reconstructs messages from said circular array having regard to the

statuses of the current messages being processed by the instant messaging
30 system



30 system WD 02/ 19643 PCT/ S&0/ 00127 -9 In accordance with another aspect
of the present invention, there is provided a nethod for instant nessaging
bet ween aw) @43ty of clients connected to a centraliseddd@emyes, one
client having an | M application provided via a renote 5 network connected
to the | Mserver via a conputer network @hd a renpte server, and the
renote server utilising a sequential nessage handshaki ng protocol for
transmtting and receiving nmessages to and fromthe | M server wher eby a
confirmatio e successful transni ssjon or recerg% a _ness &% |

ded Fent
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handshaki nghé seceived o sehedy tsaid eemprr $arveebders desidstlqunt hselye is able
accomodati ng higher |atency and instability that may be associated with

that pof?Piol® B? s mibag A ePCAREdoInd W@ﬁée'Qﬁh@bPﬂB'Pﬁ\ #fgtheneorppeies mehyorkn a
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performed via a onic Irn SEe
ensure the «:mnpusslngatlon of nmessages between the buffer server and the
renote server in steady, tined flows with mniml |atency and connection

di srupti onsyyfing communications with that portion of the computer network interfaced
with the remote server and using a sequential handshaking protocol
15 corresponding to that used by the remote server, so that the communication of
messages with the remote server is provided in steady, timed flows with minimal

latency and connection disruptions;

. simultaneously buffering communications with that portion of the computer

20 network interfaced with the IM server using a communication protocol compatible
therewith in a manner where message handshaking is not required to be
performed sequentially thereby accommodating higher latency and instability that
may be associated with that portion of the computer network; and

25 performing the buffering in a manner so as to maximise message throughput.
Preferably, the buffering is performed via a direct electronic link to the remote
server so as to ensure the communication of messages between the buffer server
and the remote server in steady, timed flows with minimal latency and connection
disruptions.

30
Alternatively, if the remote network is located in a highly reliable internet exchange
with a highly reliable internet infrastructure, the buffering may be performed in



Alternatively, if the renote network is located in a highly reliable
internet exchange wth a highly reliable internet infrastructure, the
buf f er i ngwigegs/bgsper formed in WO 02/ 19643 PCT/ SG00/ 00127 pchk@bhese7
proximty to the renmote server and via the highly reliable internet
exchange and infrastructure to the renotl@-server. Brief Description of the
Drawings 5 The invention wll be better understood in the light of the
fol | owi ng delese ippbxionityab themenmpe cefuet amadéda tthe highly rdllablel irgemiep bikcimarige
made with ref r?nc to the accon%:lsn ing drawi ngs, wherein: Figure 1 is a
schematic b@%‘i!{‘@ YekedadNg e odi ment of the IMsystem 10 with
the M server connected to a plurality of SMSC servers of one or nore GSM
networks via a conputer network incorporating buffer servers and the

i nternet; BrighDesgripdiom etthenBrawingjsagr am showi ng the circul ar array
structurgs that reside in the comunication buffer of the | Mserver and
the buffer server of the renote server; and 15 Figure 3 is a logic flow

di agram shoyy . Sy I j i i : e
mvent i on TS SisploR ANt BeRar L i BIQRER 8 ot 8o Rriithg HeStudtin 467 .
t owar ds an o® s$peifintmos sthgrewf. (THeM Jessyiptienm isnchaalematitho deferenaes tianthe
nmessagi ng, whereby the | M system conprises an | M server to which a nunber
of users ora%qqr%P%’y"ﬂ%gr%'”g eVBB&Nel y connected via the internet or
direct electronic links. Mre particularly the enbodi nent is concerned

wi th the conputer network interconnecting a  plurality of renote servers of

a GSM nobi | BI0HFRAdS RettRfratitabliogly dingsagupmwingithe epspagiment petheMMs sysiem | n

t he presggnt i Ty S
and maniges R Gver doyiE b aGIRIN & FOSERENRE Ehne REmfRLSH

al l ows for métevorksmiara campaterafetwoe ianbrpoestiapesifdredamens drivethehieenster and
a 30 nobile phone user of the GSM networ K.

Figure 2 is a schematic diagram showing the circular array structures that reside
in the communication buffer of the IM server and the buffer server of the remote
server; and

15 Figure 3 is a logic flow diagram showing the synchronisation procedure.

Mode for Carrying Out the invention

The preferred embodiment of the mode of the invention is directed towards an
20 instant messaging (‘IM”) system and a method of instant messaging, whereby the

IM system comprises an IM server to which a number of users or clients may be

selectively connected via the internet or direct electronic links. More particularly

the embodiment is concerned with the computer network interconnecting a

plurality of remote servers of a GSM mobile phone network having SMS capability
25 with the IM server.

In the present embodiment, the remote server is an SMSC server that controls

and manages the SMS of one or more GSM networks and wherein the SMSC

allows for the communication of instant messages between the IM server and a
30 mobile phone user of the GSM network.



WO 02/ 19643 PCT/ SG00/ 00127 -11 The basic functions of the IMsystem ie
the basic actions it can undertake on behalf of a user, consist of sending
and recei wig@/beet ant nmessages and detecting users who arper/sgwioney, 1.€.,
“connected to the internet or otherw se accessible by instant nmessagi ng
right at, or around, that particular nomdit-in time. Users are 5 al so
referred to as "buddies"” in the |Msystem There can be no absol ute

assurance tThe trasics @undtidnaodfuthiel W eykione ier theebadiakictions iacan wederakemin by
i nstant nmessa 'n1g due to the |l ess than perfect stability of the internet
and GSM net @%’P%ﬁ? aiser | Ganpishof epadingans iesevinginstaly anassagrs and defecting
server syst | Walc=Ya® d : far 1! '
notions 11 FsouigSraneinicr, HEY ERhAEaE S sRp e e Btk by
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SMS nessage to the I Mserver via C C e GSM™net wor
i s part andmessagivgpiuesio thetless thanipartact stabdity ohthe interssBihd 6SM nebwarkshe

| M server. £ or pat he delivere informati on, such as the actual
nessage or %‘@ﬁi"%’?8ﬂ&]%ﬁ%&\48 %rﬁbgr’cﬁﬂqdﬁ%fm' necessarily depends on the

appliance type and thus in the case of a GSM device 20 will be in SMS
format. In a GSMbased client, a GSM device such as a nobile phone is the
t er mi naflOor TheBil sefivee sysiam ishdesigred &7 undedaigeany of dbe ederementioned dasic

aretr anam tRiAT s ERerB 3G IR o R STBYIHP el Bi aldSlaVEE udte 2gene e ©
create a cehtedsaingterMiserders Thictrigyering wobubs ahichethe BMEnTrBB SRR cOSBrRISCSM
net wor k i ncl U(égé\qtl%ﬂﬁl nf or mati on packet conprising the sender’' s nuneric

address (th" POV PEOMPIHYROMTIADE O d1e I seseidB R C-bared egpligation will do
the Feoel vert Bsendiiy eBimatdEie hio iy el ith BIRUAICRP Meflef iRl Kl
t he nes3ageGSiMhdiesicemuilhdasthis By Geotmgaah SMS message to the IM server via the
SMSC of the GSM network of which it is part and the computer network
interconnecting the SMSC server and the IM server. The format of the delivered
information, such as the actual message or notification of who is online,
necessarily depends on the appliance type and thus in the case of a GSM device
20 will be in SMS format.

In a GSM-based client, a GSM device such as a mobile phone is the terminal or

appliance, and the user of this device operates it as a subscriber to the GSM

network where telecommunications between subscribers are transmitted
25 wirelessly through GSM cellular sites disposed to create a cellular network.

A subscriber-to-subscriber SMS message on a GSM network includes an

- information packet. comprising the sender’'s numeric address (the GSM mobile
phone number of the sender), the target recipient's numeric address (typically the

30 GSM mobile phone number of the receiver), the GSM mobile number of the

SMSC server which will process the message, and as much as a 160-character
message.



message. WO 02/ 19643 PCT/ SG0/ 00127 -12 The SMSC server controls and
manages the transm ssion of all SMS nessages between subscribers. The SMSC

server i ngloudasea dat abase of all SMS subscribers and st araasscobbo127
information packets sent by subscribers for subsequent downl oadi ng by
targeted recipients when the GSM device- d-a 5 recipient is switched on
and is within a cell. The SMSC server nmay be connected to the | Mserver via
a direct el €oeSMSEC $emkr oontrolbearndiimenages the tansmissiereof altrBMEimessagds i s
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subscri bers of SMs on e GSM network and vi c ver sa t nmessages ar
sent and reﬁdlseadlenétdmwﬂoadiegl M/sfal’g&iedalr&d:lpIMSSWBQn ﬁmrﬁﬁMudewgetttxbaGSM

network' s nessa roto esen node, the particular protocol
used is %I ,\)@g]plgrhetégssy,vgp OHC%{II '&ﬁ‘ Qsedpport other 15 protocols such as
Si mpl e Message Pagi ng Pr ot ocol (" SNVPP" ). These protocols are characterised

by sequential nessage handshaking whereby a confirmation of the successful
transmi ssi ohhe SMECeagsyeronay besosmgetadsiortbguivi satven \va eedirant eloptronter lirdeort by

or ecor ved eBi BEtc fehfREREY EMRIIRREPR "o Mebted Puctal S SRR

nore det ai | petork s:bmmusmg Ficeribingtiodf oft the tdioaWhig meddagek Mrsrekafie sl ses
an I Mserver 11 having communi cation buffer 12, which is connected to
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I nside the Sane CO stem constitu |ng the server _
server 11 |Shphyrses:aagas lam:aea’dahd rectiveti dsstweenr et Iy sentdr and ittes SMSC
i nt er net exchan%e so that it wll e close to a | arge anount of i nternet

traffic profRYPhysHIG e @$Mbpffﬁ"‘f(§i SniNeEERM PAAOFobfINi theePrasenk derdsy . theo

particular protocol used is CIMD2. The system, however, can support other
15 protocols such as Simple Message Paging Protocol (“SMPP”),

These protocols are characterised by sequential message handshaking whereby

a confirmation of the successful transmission or receipt of a message is required

to be received or sent by the SMSC server before a subsequent message is able
20 1o be transmitted or received.

Now describing the configuration of the present embodiment in more detail, as
shown in Figure 1 of the drawings, the IM system comprises an IM server 11
having a communication buffer 12, which is connected to part of a computer
25 network comprising the internet 13. The communication buffer 12 is a process or
program consiruct that forms a buffer array inside the same computer system
constituting the IM server 11. The IM server 11 is physically located to interface
directly with a tier 1 internet exchange so that it will be close to a large amount of
internet traffic providing high reliability and redundancy of internet access.
30
An SMSC buffer server 14 is located proximate to an SMSC server 15 of a remote
GSM carrier network 16. The SMSC buffer server 14, on one side, is connected to



An SMSC buffer server 14 is |ocated proximate to an SMSC server 15 of a
renote GSM carrier network 16. The SMSC buffer server 14, on one side, is
connect edwign2465432/ 19643 PCT/ SG)0/ 00127 -13 the I nternet p&/adoen7t he
other side is directly connected via an electronic link 19 to the SMSC
server 15. Thus the conmputer network |inKkBng the |Mserver 11 to the SMSC
server 15 5 conprises a conbination of the internet 13 and the direct

el ectroni ¢ thenkictfet t®dndon thetathéesidd isdirbetlyheorildctet viararldlebirontedink 1of

t he conmmuni Caﬁ']i?é‘\/l ffer 12 and the SMSC server 15 by neans of the SMSC
buf fer servEriNeAMel] $&V€" 1% the form of PC users 17 (and other users of
the I Msystem) connect to 10 the IMserver 11 primarily through the
internet 13. Clients in the formof GSM devices 18, however, connect to

t he SVMBC sefkigs ih6 campuicharedeorediskiggsthe Wi sdrven 11 utonthes SNBEcséiver 15
connected with the SMSC huffer rver 14 and it iSs th SMBC buffer server
T4 that - ZorfuEpbSee SRR ofFetilemet 1580 HieHiest Slactiofic i 19: andS
interface ofdrmRcRORTA M AllisBR/ U 5 mbAnYidfihd BEmhliritédiRin thittdrS 20d fhe
reliable due to the positioning of the IMserver 11 in a tier 1 internet
exchange, tBMSC servest! Siacmeansiof ihaSMRE buffaesemneedface of the SMSC buffer
server 14 to the internet 13. If the location of the SMSC server 15 and
GSM network 16 is renote fromthe IMserver 11 and not in a tier 1

i nternet exchemgdn tMéiieim ios PaseRSE? (ahdBiHdnQiserE6EHe IBTBYSERB Honnkbetd t he

connection to the internet 13 can be q%ite unst abl e and suffer hi

h
| at ency]OThiendY seeeyabbPrimainioueh he nkasnebidurPlients in thefewn 0%@8%1

renote buf fer: \en ' | aly.t h QA S t f y
W ih the condipes 6hobeh, foMEd Qe SISE SeRr 1% 1d Philbad inesEREY
use a cor r ewpizhdinngrrs & diettiyatonmessted evithatnds BMS buffepteselr 140 anbat igigrd by
t he SMSC seé&lg éS so that the SMSC buffer server exchanges SMS instant
nessages Wi G autigiseerver | ¢ dhatonpects 10dhn IMesanere! T ¥gdheimgm&3dB: r mat i on
that it has been received by either the SMSC server 15 fromthe SMSC
buffer server 14 or the SMSC buffer 30 server 14 fromthe SMSC server 15,
bef ore 1he Whilst thes pderdacmof e semmunication buffer 12 with the internet 13 is quite

reliable due to the positioning of the IM server 11 in a tier 1 internet exchange, this
is not necessarily so with the interface of the SMSC buffer server 14 to the
internet 13. If the location of the SMSC server 15 and GSM network 16 is remote
from the IM server 11 and not in a tier 1 internet exchange, which is the case in

20 the present embodiment, then the connection to the internet 13 can be quite
unstable and suffer high latency.

The way messages are handled by the communication buffer 12 and remote
buffer server 14 is crucial to minimising the effects of latency with the computer
25 network. The SMSC buffer server 14 is configured to use a corresponding
sequential message handshaking protocol to that used by the SMSGC server 15 so
that the SMSC buffer server exchanges SMS instant messages with the SMSC
server 15 with each message requiring confirmation that it has been received by
either the SMSC server 15 from the SMSC buffer server 14 or the SMSC buffer
30 server 14 from the SMSC server 15, before the next message can be sent.
Although this would create a major speed problem if directly connected to the
internet which has intrinsic latency and stability problems, since the SMSC buffer



Al t hough this would create a maj or speed problemif directly connected to
the internet which has intrinsic |latency and stability problens, since the
SVBC buf f@ip 0@e8d/ 19643 PCT/ SG00/ 00127 -14 server 14 is geanambetdi rectly
to or co-located with the SMSC server 15, |atency and connection

di sruptions between the two are kept to- 614m nimum On the other hand, the
exchange of nessages or SMS between the 5 commrunication buffer 12 and t he
SMSC buf f er semevaéd i 4odnestedatirectly uo roe coslecmedtwm theeSMEIE: spr/er M8s fdgtcy

confirmation before any new nmes sent or exchanged. Though
message, coﬂ@‘?Pﬁﬁ??@@@?@P&'@ﬂP%é‘@aﬁn a"éedtw‘? 8fe 'ﬁ%%@%@é“mt'mblg'ki ng purposes,
the confirmati ons can cone at random as opposed to sequentially. 10
Consequently, the SMSC buffer server 14 is also configured to connect to

the IM serQgr the withen Hmn‘dqt élnmeexamngza' ngf anessagesolort [BMSpdetiveésn the ]
nmessages.to_be sent off nd celv ans _or batches to or. fromthe
I M serveP 199RAWNGAOR 5’6’3 tar}desh \%M%(tggg)é%%r r%ﬁM%rha% Mges oNPle require

per f or med S@éﬁ{féﬁh‘aﬁh{é@sagé &5ye é&flﬁ%ﬁﬁ@:ﬁl%ewré AP thedRdgbs eah s
The SMSC buffer server I's aI so provided wth a buffer nenory to store up
to 255 Sl\/&eemmraanchﬁﬁge@g@@ottgh G}@SS@QQGOHWE)@S@TS stithcenuiedatoonasshgee
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nmessage it seqedntigdly, fromthe SMSC server 15 and provide the sequenti al
handshaki ng confi rmation that is required with each nmessage, thereby
mnim sﬂﬂg the delay that arises wwth the comunication of nessages

bet ween t he p@&; uf_f I

rapi dly seng§rres (geg{etge h&%wﬁ@ tt&)}?fe{ §%r¥%r{? q%o ﬁﬁﬁ@geelﬁﬁggb\gé&}?athé(m
concur r ent | gerver dheia theninesrnebnd iusingsa pkdtoedﬂ&tlamemﬁtsaﬁb@édge%fted)e/\sém oft he
i nt er net, vmthout hayi ng. to concern itself with nessage rece

confirmat i oRRd T@FRIVEM i1k SHERMSON, RAGHES de ok yeun dhe éﬁ‘ﬂfm@iﬂﬂ)@ﬂda‘fv@w&‘yd%ﬁﬁj
i nstabi 1T tynhSpaififre AREIaHEIRthA¥NERING R bB! &G med sequentially between each

15 message transmitied and received.

The SMSC buffer server 14 is also provided with a buffer memory to store up to
255 SMS instant messages of up to 160 characters each to accommodate typical
latency and instability problems associated with the internet. By virtue of this

20 facility, the SMSC buffer server 14 can simply store each message it receives
from the SMSC server 15 and provide the sequential handshaking confirmation
that is required with each message, thereby minimising the delay that arises with
the communication of messages between the SMSC server 15 and the SMSC
buffer server 14. It can also rapidly send messages from the buffer memory to the

25 IM server 11 concurrently or once connection is established or re-established with
the internet, without having to concern itself with message receipt confirmations
and thus not be unduly delayed or affected by latency and instability issues
associated with the internet.

30 Likewise, the buffer memory of the SMSC buffer server 14 is sized to store up to
255 instant messages of 160 characters each received from the communication
buffer 12 of the IM server 11 to accommodate different speeds in the transfer of
messages from the SMSC buffer server 14 to the SMSC server 15. The need for



30 Likewi se, the buffer nenory of the SMSC buffer server 14 is sized to
store up to 255 instant nessages of 160 characters each received fromthe
comuni caWiam/ngmffer 12 of the IMserver 11 to accommodatptRdihasent
speeds in the transfer of nessages fromthe SMSC buffer server 14 to the
SMBC server 15. The need for WO 02/ 19643 1B6GT/ SG00/ 00127 -15 buffering at
this end arises not fromlatency and stability issues associated with the
link to theblsmmgsat Wds el adsed het freedlatencyha’am statballty lissuesaassdctated atigncy
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t he SMSC serve tated eed o rocessi ng t e nessa
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need for ering at both interfaces of thé buffer server 14 wt
conput er ne@QmmUnloﬂTl@I?@LRﬁ’iW@@qdbﬁtSl\éSCriﬁs‘%gﬁ@Nﬁnﬁ%aad|ﬂm@ SM;SG(ﬁerq‘LB fsed

traok ng 1 EETREHERREREBL Wit sfbed e lficalGhe Biéhiin A ESimaniritlipn
Hence, the bifferys2 entrHetSMBObfis sdraéuss, dncaam aftiffEadse BRICASGIGNEHEM t he
system and nmust —ensure mnimal nessage loss if at all. In case the

i nt er nefl Ocothgelgttet H"%Blﬂ/\?é‘@nn@% forppuffesingsal bethdnigstases wf dhe byffer serves 19vsC

buf f er serv\ﬁlﬁ Jfﬁeeg %le cation buffer 12 have synchroni zation
features, ena ing t e ef ective reconstruction of 20 nmessages, which
coul d have been |l ost. This feature will be discussed |ater. For

[ e flow of a nessage froma PC user

17 To o GO eSRENES MRSoRORe bR A Gl £ (RgLF st ko
é\%/nvl:grrmﬁl %&aﬁl on lf%ﬁ bJﬂf%r il%/l t eﬁgl\/gé\:ﬁé% tﬂ erSsséer{r)(\%re'ri]r'gs VI ggit%e&!}‘% er net
13. ThelbM nsenatbeless vy croeial forehigh pafatmamce delivery. Hence, the IM system
must know the status of each message going through the system and must
ensure minimal message loss if at all. In case the internet connection between the
buffer servers gets interrupted, the SMSC buffer server 14 and the communication
buffer 12 have synchronization features, enabling the effective reconstruction of
20 messages, which could have been lost. This feature will be discussed Iater.

For illustration, the following describes the flow of a message from a PC user 17
to a GSM device user 18.

25 A message is sent to the IM server system 11 via the internet 13. The IM server
11 relays the message through its own communication buffer 12 to the SMSC
buffer server 14, via the internet 13. The IM server 11 can continue to send more
messages to the SMSC buffer server 14 without waiting for confirmation that the
SMSC buffer server 14 has received the last message successfully.

30
Immediately the SMSC buffer server 14 receives a message, it stores it in its
buffer memory. As soon as a message is stored in its buffer memory, the SMSC
buffer server sends the oldest message stored to the SMSC server 15. The



messages to the SMSC buffer server 14 without waiting for confirmation that
the SMSC buffer server 14 has received the | ast nessage successfully. 30

| medi at ety d2he6s3VSC buf fer server 14 receives a nessage, pdr/sdoeg7it in
its buffer nmenory. As soon as a nessage is stored in its buffer nmenory,
the SMBC buffer server sends the ol dest 1Ressage stored to the SMBC server
15. The WD 02/19643 PCT/ SG00/ 00127 -16 SMSC server 15 confirns the receipt
of the messaliS@rseBMs by comfidnaghehecePVBE thafmessage verSNS by cendlingniia on.
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user of theotshMndaYiotembBsageP Wsetwean MBESAAB BEcYBwithhdtiningalt R8hcy and
transmtted to the SMSC server 15. Upon recognizing that the nmnessage 1s

nmeant for aNEPtEN, BaeoMpargd e mpuradtsvst cosneetionts rel ays the message
to the SMSC buffer server 14. As with nessages sent to the SMSC server 15
by the SMSC buffer server 14, the SMSC buffer server 14 nust |ikew se 15

confirm t heArshoamproekss gkareslasg foebessydd serby Beaise? 1YGBINIBRESS ABeS
from the SMSC server 15. The SMSC buffer server 14 transmts the nessage
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17 via the 4digf NsbykRe SMSC buffer server 14, the SMSC buffer server 14 must likewise
15  confirm the receipt of the message before it can receive any new messages from

the SMSC server 15.

The SMSC buffer server 14 transmits the message to the IM server 11 via the
internet 13 through the mirror communication buffer 12. The SMSC buffer server

20 14 can continue to send more messages to the IM server 11 since their exchange
of messages with the corresponding communication buffer server 12 does not
require sequential message per message confirmation before new messages can
be transmitied. Eventually, the IM server 11 transmits the message to the
intended PC user recipient 17 via the internet 13.

25 ”
The communication buffer 12 and the SMSC buffer server 14 possess circular
arrays containing the messages that are presently being processed by the IM
system. - Figure 2 illustrates the circular array structure that resides in each of the
buffer servers. Essentially the two circular arrays mirror each other, i.e. the same

30 messages reside (or eveniually get stored) in the same position in the other array.
Sometimes, however, the arrays can be out of synchronization for a protracted
period of time. This situation may occur when the internet connection between the



25 The conmuni cation buffer 12 and the SVMSC buffer server 14 possess
circular arrays containing the nessages that are presently being processed

by the | Myvospsgiben Figure 2 illustrates the circul ar ar r aypcaygaolob2e t hat
resides in each of the buffer servers. Essentially the two circular arrays

mrror each other, i.e. the sane 30 nessddes reside (or eventually get
stored) in the sane position in the other array. Sonetines, however, the

arrays can te butfesersgrepetsrintzatipted farrareextented peedd. rbfenhimlﬁbpﬁertsithie IMThi s
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period. |If this happens the IM system can reconstruct the nessages that
may have been lost in transit. Each data elenent in the circular array
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fol | ow ng: @?‘#&hggﬁﬁi 05, Sent 206, Confirned 207, and Processed 208.

Al so, each ) ray has four "pointers" or indices: Last Message
Retrieved 209 (Last Retrieved), Last Message Sent 210 (Last Sent), Last
Message Confirmed 211 (Last Confirnmed), and Last Message Processed 15 212
(Last Pi8c eaely platar ﬁ@@mdﬂlﬂé%@f%ﬁhﬁ”@m ol Beepage & that madar dresaigpesisks

in the ci r VA t I c
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queue, havi been recently sent a PC u 7. This nessage is
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communi cat i Pastbiek8agd CorffRREY 211 (Last Confirmed), and Last Message Processed
15 212 (Last Processed). These indices point to elements or particular addresses in

the circular arrays as suggested by the labels.

The processing of a message sent from the IM server 11 to a GSM device 18
takes place as follows.
20
The communication buffer 12 “retrieves” the message waiting on queue, having
been recently sent by a PC user 17. This message is marked retrieved with the
“last retrieved” pointer updated accordingly. The communication buffer 12 “sends”
the message to the SMSC buffer server 14. The communication buffer 12 flags
25 this message on the array as “Sent” and the “last sent” pointer is updated
accordingly.

Once the SMSC buffer server 14 successfully receives the message, it stores it in
its own array and sends an acknowledgement back to the communication buffer

30 12 whereby on receipt, the message is tagged “Confirmed” on the communication
buffer 12 and the “last confirmed” pointer is updated accordingly.



t he message to the SMSC buffer server 14. The conmunication buffer 12 fl ags
25 this nessage on the array as "Sent" and the "last sent"” pointer is

updat ed weaecRndéslgly. Once the SMSC buffer server 14 succeggidgooorecei ves
the nessage, it stores it in its own array and sends an acknow edgenent
back to the comunication buffer 30 12-wWfereby on receipt, the message is
tagged "Confirned" on the communi cation buffer 12 and the "last confirned"

pointer is Emyemeaswtﬁ@ibluﬂbysemmﬂ AGIFHES RETédaNnRalian bufféB 1Bithat tha
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addi ti onal R3E8§8% tlﬁt(bra’rﬁlﬂll@r%@aﬂdh Ay fsses Wi thin the array and whose
10 "Processed"” ?ag is turned on. The processing of a nessage sent fromthe

SMSC buffer server 14 to the PC user 17 takes place as follows. The SMSC

buf f 14" ' . it t he SMSC
server 15, RREaS d&HepbERIn e Ean B RioaiBly bdfercl I8 EoinkS Se8EVg ¢ or
server 14 "gegigshal hﬁbsﬁ‘;ﬁ%ééggtdrmd Rech CiaMayaiesabs onitiHf fher aara&em wiée
buffer server 14 flags this nessage on the array as "Sent

communi ¢8t i drrosassed’ @Q@lﬁ‘é@@gsﬁﬂﬂ |y receives the nessage, it sends an 20
acknow edgenent to the SMSC buffer server 14, whereby on receipt the
nmessage is tagged as "Confirnmed” on the SMSC buffer server 14. Finally,

t he communi The ipmcésssirfgeof é,lx?r;efssa'géiseﬂt trbﬁ\ tﬁg?MBu’f tﬁl?'f?er%r\x/eﬂﬁ Al thgﬂc Ubﬁr
nmessage has bee cessf sent to the user or is queued in the
25 "nessagel’i® %c x‘@seﬂ-hﬁswlﬁp puffer sRyvat 14t FRlNpeeS dhe messadse

tagged waiting on queue at the SMSC server 15, having been recently sent by a GSM
15 device 18. The SMSC buffer server 14 “sends” the message to the
communication buffer 12. The SMSC buffer server 14 flags this message on the

array as “Sent”.

Once the communication buffer 12 successfully receives the message, it sends an
20 acknowledgement to the SMSC buffer server 14, whereby on receipt the message
is tagged as “Confirmed” on the SMSC buffer server 14.

Finally, the communication buffer 12 notifies the SMSC buffer server 14 that the
message has been successfully sent to the PC user 17 or is queued in the

25 ‘“message inbox” of the PC user 17. At this point, the message will be tagged
“Processed” on the SMSC buffer server 14, which also means that the SMSC
buffer server 4 is ready to accept a new message in that particular location in its
array.

30 While this is happening, the SMSC buffer server 14 may continue receiving
additional messages from the SMSC server 15, storing each in addresses within
the array whose “Processed” flag is turned on. However, the SMSC buffer server
14 can only “retrieve” one message at a time from the SMSC server 15, only after



"Processed” on the SMSC buffer server 14, which also neans that the SVMSC
buffer server 4 is ready to accept a new nessage in that particul ar

| ocati on Wr(l)dzy13643array 30 Wiile this is happening, the SMsGdubioeryserver
14 may continue receiving additional nessages fromthe SMSC server 15,
storing each in addresses within the arrl& whose ' Processed flag S
turned on. However, the SMSC buffer server 14 can only "retrieve" one
message at # fellsethbr 8MS G escHVEC 15e thvar it 1tas sotyessftlpr “\ORiRH A643previous
PCT/ S@00/ 00127 -19 it tells the SMSC server 15 tha |t has successfully
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connectign In t rranner fs described in the IM server to GSM devi ce

pr ocedur g@f@parqda@[a;gur%@ HNEF CONNGRIOB- x can be "sent”, "received",
"confirmed" or "processed" are continuously updated. Every operation
successfull carried out wll nmerit a 10 correspondi ng change in one of the
poi nters. | hecsrine ¢ganneraas tdescritiadcinlithe I%mmewtwﬁ&&kdeﬂoewacmure the

constantly u ves the stem, t.he a N ,ecqver from an
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and the  svReTe, ReRE SBOGERRE poRRntY GsrdSaf B abes SRETIBGR shRTRV &

this synchrepoveefroonamidesuptorsimothe interfetwoneedtief. t he draw ngs. 20 The
routine causes the conmunication buffer 12 and the buffer server 14 to
nonitor its respective connection with the internet 13 as represented by

program | O?H%%/%tetrﬁgﬁ&uﬁéé R§hclontZ2ioRUhEERS 165bEG stAR nf&d2ldEdhat may

interruption
16 have been lost in transit should an extended interruption of the internet connection

between the buffer servers takes place. The synchronization means is in the form
of a routine programmed into the IM server 11/communication buffer 12 and the
SMSC buffer server 14. The logic flowchart of the algorithm for this
synchronization means is shown in Figure 3 of the drawings.

20
The routine causes the communication buffer 12 and the buffer server 14 to
monitor its respective connection with the internet 13 as represented by program
loop 301. Once either of the buffers detects an extended interruption 303, the
buffers try to reconnect 305 (though they would still continue to receive/retrieve

25 messages from the two ends of the IM system — the IM server 11 from various PC
users 17, and the SMSC buffer server 14 from the users of the GSM devices 18
via the SMSC server 15). Once connection has been re-established 307, the
buffers resend messages 309 from the “Last Confirmed” pointer up until the “Last
Sent” pointers. Hence, messages that may have been lost during the internet

30 connection interruption will be reconstructed/retransmitted.

It should be appreciated that the scope of the present invention is not limited to
the specific mode and the embodiment thereof described herein. Accordingly,



buffers try to reconnect 305 (though they would still continue to
receive/retrieve 25 nessages fromthe two ends of the IMsystem- the I M
server llwig@nwyadri ous PC users 17, and the SMSC buffer serny®tooddizbromthe
users of the GSM devices 18 via the SMSC server 15). Once connection has
been re-established 307, the buffers re€€nd nessages 309 fromthe "Last
Confirmed" pointer up until the "Last Sent" pointers. Hence, nessages that
may have beemanigest addrimpgovémentst & hie¢ endfodioené dhaipamounerio ups imorewiidn be
reconstructed/retransni{ked. It shoul d be ,gg%fcigted %hat t he scope of the
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t hereof desgfinRefvdifligp.n- Accordingly, WO 02/19643 PCT/ S&0/00127 -20
changes and | nprovenents to the enbodi nent that anpbunt to no nore than
common general know edge are not considered to depart fromthe spirit or
scope of the invention. WO 02/19643 PCT/ S0/ 00127 -21 The d ains
Defining the Invention are as Follows 1. In an instant nessaging system
conprising: an IMserver having a plurality of clients with IMclient
applications of the sanme or different types, a renbte server to which at

| east one of the clients is connected, a conputer network 5 interconnecting
the M server and the renote server to provide IM conmunications

t her ebet ween, wherein the renote server utilises a sequential nessage
handshaki ng protocol for transmtting and receiving nmessages to and from
the | M server, whereby a confirmation of the successful transm ssion or
recei pt of a nessage is required to be received or sent by said renote
server 10 before a subsequent nessage is able to be transmitted or

received, and wherein that portion of the conputer network interfaced with
the IMserver is prone to latency and instability; the conputer network
including: a buffer server interconnected with the renote server using a
sequential nessage handshaki ng protocol corresponding to that used by the
renot e
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appl i cati ons. d¢h anhiestarenessagind Systemt cdryipesingaan éservechagng bopluklighoft
| east one of said cl lenm I s connected; WO 02/19643 PCT/ SA00/ 00127 -22 a
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25

vesginnidiah goriare pE Bieh eemnpyteri neiwore intaracad, withdge Ayl server is
prone o latency and instability; the computer network including:

a buffer server interconnected with the remote server using a sequential
message handshaking protocol corresponding to that used by the remote
server, wherein the interconnection provides for the communication of
messages between the buffer server and the remote server in steady, timed
flows with minimal latency and connection disruptions;

said buffer server also being interconnected with the IM server using a
protocol compatible therewith in a manner where message handshaking is not
required to be performed sequentially and thus accommodate higher latency
and instability problems with the computer network;

and wherein said buffer server is optimally connected relative to both the IM
server and the remote server so as to maximise message throughput.

An instant messaging system comprising:-

an IM server having a plurality of clients with IM client applications of the same
or different types;

a remote server to which at least one of said clients is connected;



protocol conpatible therewith in a manner where nessage handshaking is not
required to be perforned sequentially to acconmodate hi gher | atency and

i nst abi | i 4w @f19é43e conput er network therebetween; and 3. sawimgkdwhber server
being optimally connected relative to both said | Mserver 20 and said
renote server so as to maxim se nessage-#Rroughput. The invention as
claimed in claim1l or 2, wherein the buffer server is connected via a
direct el ect rocompliarindtewotkhimiereonthecter said |Boserset angsaid eerhbie server to

communi cation of = nessages between the buffer server and {he renote server
St eady. ¢ 1 RERVICRT BRI IRN AN P REHE G AN AIRLEL: B FAPAD RS, 25
4. The inventig, eﬁ'n@t\%fk liftefrh8ed Wit the: | o6 id ‘;Prbﬁﬁ.foeﬁﬂ%éﬁcyf‘%rﬁrk
is located in a highly reliable I nternet exchange with a highly reliable

i nternet infrinsiabilitture, the buffer server is located in close proxinmity
to the renote server and is connected via the highly reliable internet

exchange_and _infrastructure to the renote.server. 02/ 19643

pCr S0P o012 pa 5mete SrlVer lishi ' StisrtRh mFShace M HRARENG Aretgseb et ng

cl ai ms, wher eitparsdifling Qﬁ@trécéiefngem%%as%és BVERdseomeheOfM Ssdhrd, Rgareby and
e se

said client types connected to th server have SM5 capability that is
control | ed andonfigRatient obihessticgestiBtirgasmissianorieseipef Adsnessagetiasequired

b d : .
Dot e Y 5B R Bl G e, 80t BEr el i '
sequenti al nestAge bendsBakitedoprededenl is CIMD2. 7. The invention as

clainmed in any one of the preceding clains, wherein said conputer network
i nt erconnecting sgid | M server and said buffer server is the 10 internet.

8. The iBvent ifoRUHE" QeLYSreiNirgopNeGtR 7WithRaidiramate JaveHsBY 2 sSaaseatial

wthin a tier ai'étee @1&@ | [ [ ' one

of the precedinr%Séc al héﬁa%\/nere Eﬁﬁgg%s @Hg%@ﬁoﬁ@ geﬁrqtaﬁru%%ﬁn ngy{%ﬂgte

plurality of rsemmre ther indersonnectidme pcavipingefor the communication of messages
between said buffer server and said remote server in steady, timed flows with
minimal latency and connection disruptions;

15 said buffer server also being interconnected with the IM server using a
protocol compatible therewith in a manner where message handshaking is not
required to be performed sequentially to accommodate higher latency and
instability of the computer network therebetween; and

3. said buffer server being optimally connected relative to both said IM server
20 and said remote server so as to maximise message throughput. The invention
as claimed in claim 1 or 2, wherein the buffer server is connected via a direct
electronic link to the remote server so as to ensure the communication of
messages between the buffer server and the remote server in steady, timed

flows with minimal latency and connection disruptions.

25 4. The invention as claimed in claim 1 or 2, wherein if the remote network is
located in a highly reliable internet exchange with a highly reliable internet
infrastructure, the buffer server is located in close proximity to the remote
server and is connected via the highly reliable internet exchange and
infrastructure to the remote server.



15 network, each renote server utilising a sequential nessage handshaki ng
protocol for transmtting and receiving nessages with the I M server

wher eby awgs@i@deg3uf fer server is associated with and dedi gatrGoo@oeach
renmote server. 10. The invention as clained in any one of the preceding
clains, wherein the nessages are conmuniE8ated in stream ng data between
said buffer server 20 and the renote server in well-defined tine

i ncrenents 6r Thecireention geockaithedlihyanydeperafithg precedieg ¢lhiensresisergs shiecome
avai lable to send, 11. The |n§§@élon as cl ai i n aﬁﬁfone of the Precedlng
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connecti on t o hoéweagead byrsa;d SMSE Thever ioeprovisie &3 SMS thextei betaegnoared o t he

precedin clal e buffer. s er has sufficient menory to
buffer u P@E"V?ﬁ%ﬁ%ﬁﬂﬁ‘g%a’e@g anﬁeté‘é(wle%erf’?om t he comuni cation buffer
to accorrm)date different comunication speeds between the buffer server

and the rengt areemvehtioNAs0dlakéd 3n %@V &@QJfQﬂéZHrece&ﬁgléafﬁf@ wheteH sam| as

clainmed in any one of the preceding clains, wherein the IM server is
provi ded wi t h S@dE6RtialnMessagehansdshaking protncedist 6/MB2. buffer of said buffer
server of the renpote network, and each buffer conprises a circular array

Lo contain 3hePGsaaRsn A BERMLY BedEons AP eBobhoai, WhardFESaH "9

5 system at any one erein‘ap uses aré recorded
agai nst each mesgager mmworkilrruatce)nhtastrmsaldcfm senvglr agd sHid baffeusewat iihe
bet ween éhe I M server and the SMSC server. 14.The invention as clained in
any onel!®f thdEM&edi ng clains, wherein the IM server is provided with a
comruni cati on buffer mrrored to the buffer of said 10 buffer server of

the renote gettM kveriish ﬁé%rﬁf@dqn%rfr?'? ke rﬁ\fhrf'ﬂq Wrbdy BIBCREAWiT on

means to reconstruct nessa%es that may have een ost In transit between
t he buffers adiealriatsingt @fchangext ended interruption to the conputer
network |inking the sane.

9. The invention as claimed in any one of the preceding claims, wherein the IM
server is interconnected to a plurality of remote servers via the computer
15 network, each remote server utilising a sequential message handshaking
protocol for transmitting and receiving messages with the IM server, whereby a

said buffer server is associated with and dedicated to each remote server.

10.The invention as claimed in any one of the preceding claims, wherein the

messages are communicated in streaming data between said buffer server

20 and the remote server in well-defined time increments or cycles or sporadically
depending on when the messages become available to send.

11.The invention as claimed in any one of the preceding claims, wherein the
buffer server has sufficient memory to buffer up to 255 instant messages
received from the remote server to accommodate latency and instability

25 problems associated with the computer network connection to the IM sérver.

12.The invention as claimed in any one of the preceding claims, wherein the
buffer server has sufficient memory to buffer up fo 255 instant messages
received from the communication buffer to accommodate different
communication speeds between the buffer server and the remote server.



15. The invention as clainmed in claim 14 as dependent on claim 13, wherein
said 15 synchroni zati on nmeans reconstructs nessages fromsaid circul ar
array havivgmegard to the statuses of the current nessages/<ongi27
processed by the instant messaging system 16.An instant nessagi ng system
substantially as herein described with r@erence to the acconpanying
drawi ngs as appropriate. 20 17. A nethod for instant nmessagi ng between a
plurality ol3dheeinveniiamasalaichddinaany eneraflthe guetddingroldims, ameraihitaotiM
having an | M application provided via a, renote network conﬂemd tog the I'M
&% ? evHee

server via a t'érprﬁ)é'fj r‘N'”bﬁ‘dC(H“”\“é‘l'ﬁ?tt'Qns@ rMirigred e d sz Salter
utilising a sefuePsbAler BFARAEEN0IRANGROAK PG QP AGR gdfrrs"ee%sﬂ%ég@ga;ﬁgf

receiving messages to and fromthe 25 | M server, ere a con
t he successf ultotcoatainitss innessagesextignily dfeing pnecessgd bystheeigeiant dnessalging

recei ved_.or sent. b aid renot.e server before ubs ent nessage i bl e
Lo be. transm CYEETbAl TOLIBAIaRa ANErERRDH AL Db IeHSen s oiepaided
net wor k i nt er featt Weadh ti8sdddes 86V Rididate piwgﬁrﬁana&aét YofeB8mimirtiedidn tY;
t he met hod conprising: WO 02/ 19643 PCT/ S&0/ 00127 -25 Dbuffering

comuni cat i ondeiween theatM servear émddhetdHdSCosgiveer network interfaced with
the renote server and using a sequential handshaki ng protocol

correspondi ] . A T sgryer : 1 he ' j on
of | meesagel it VRN B8 etk ST bBe 3 i preRRubd g et AR REIM L
5 minimal | at eeeyerdsprovidedokitton chramupidation; busfernthinned s litre buffeeor Baid
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15.The invention as claimed in claim 14 as dependent on claim 13, wherein said
15 synchronization means reconstructs messages from said circular array having
regard to the statuses of the current messages being processed by the instant

messaging system.

16.An instant messaging system substantially as herein described with reference
to the accompanying drawings as appropriate.

20 17.A method for instant messaging between a plurality of clients connected to a
centralised IM server, one client having an IM application provided via a
remote network connected to the IM server via a computer network and a
remote server, and the remote server utilising a sequential message
handshaking protocol for transmitting and receiving messages to and from the
25 IM server, whereby a confirmation of the successful transmission or receipt of
’ a message is required to be received or sent by said remote server before a
subsequent message is able to be transmitted or received and wherein that
portion of the computer network interfaced with the IM server is prone to

latency and instability; the method comprising:-



18. A method as clained in claim1l7, wherein the buffering is perforned via
a direct electronic link to the renote server so as to ensure the

comuni caivigar/19&30f nmessages between the buffer server angdisieimbe
server in steady, tined flows with mninmal |atency and connection

di sruptions. 19. A nmethod as claimed in-@%i m 17, wherein if the renote
network is located in a highly reliable internet exchange with a highly
reliabl e interuferingfoomsmunications gimhhaggbﬁﬁhidgghﬁim)nmfaagéit%mmtém?éd)se
roximty to the renote server and via 20 the hig ~reliable jnterne
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to the acconpangssagesr aithntie asmafeprsepraraisepr®4ded in steady, timed flows with

5 minimal latency and connection disruptions;

simultaneously buffering communications with that portion of the computer
network interfaced with the IM server using a communication protocol
compatible therewith in a manner where message handshaking is not required
to be performed sequentially thereby accommodating higher latency and

10 instability that may be associated with that portion of the computer network;
and

performing the buffering in a manner so as to maximise message throughput.

18. A method as claimed in claim 17, wherein the buffering is performed via a

direct electronic link to the remote server so as to ensure the communication

15 of messages between the buffer server and the remote server in steady, timed
flows with minimal latency and connection disruptions.

19. A method as claimed in claim 17, wherein if the remote network is located in a
highly reliable internet exchange with a highly reliable internet infrastructure,
the buffering may be performed in close proximity to the remote server and via

20 the highly reliable internet exchange and infrastructure to the remote server.

20.A method for instant messaging between a plurality of clients having IM
applications of the same or different types substantially as herein described
with reference to the accompanying drawings as appropriate.
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