[DESCRIPTION]

[Invention Title]

METHOD FOR CREATING/ISSUING ELECTRONIC DOCUMENT
DISTRIBUTION CERTIFICATE, METHOD FOR VERIFYING ELECTRONIC
DOCUMENT DISTRIBUTION CERTIFICATE, AND SYSTEM FOR

DISTRIBUTING ELECTRONIC DOCUMENT

[Technical Field]

The present invention relates to a method for
creating/issuing an electronic document distribution
certificate capable of providing a transparent and
efficient issuing service and enhancing reliability of
distribution of the electronic document due to
compatibility guarantee of a certificate, in creating,
distributing, and storing a distribution certificate within
a system for distributing an electronic document based on a
certified electronic addresg, a method for verifying an
electronic document distribution certificate, and a system

for distributing an electronic document.

{Background Art]

Generally, an electronic document distribution has
limitedly been conducted only within a specific industrial
group or a community based on individual inherent

regulations of enterprises/organizations.
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There are disadvantages in that e-mail has been used
as an auxiliary means between individuals and between
individuals and enterprises/organizations without a concept
of trusted electronic distribution or one-line
communications may be made only by a method of accessing
individuals, individual businesses, small-scale enterprises
to large-scale enterprises.

Therefore, enterprises holding a predetermined scale
of distribution system and individuals, individual
businesses, and small-scale enterprises need to build an
electronic document distribution based infrastructure
capable of guaranteeing reliability of distribution.

[Detailed Description of the Invention]

[Technical Problem]

The present invention has been made in an effort to
provide a method for creating/issuing an electronic
document disgtribution certificate capable of providing a
transparent and efficient issuing service‘and enhancing
reliability of distribution of the electronic document due
to compatibility guarantee of a certificate, in creating,
distributing, and storing a distribution certifiéate within
a system for distributing an electronic document based on a
certified electronic address. Further, the present

invention has been made in an effort to provide a method



for verifying a distribution certificate helping to
correctly utilize a certificate by defining a standardized
verifying method of a distribution certificate. 1In
addition, the present invention has been made in an effort
to provide a system for distributing an electronic document

capable of guaranteeing reliability of distribution.

[Technical Solution]

An exemplary embodiment of the present invention
provides a method of creating/issuing a distribution
certificate in a system for distributing an electronic
document including transmitting and receiving entities and
a distribution hub, the method including: (a) transmitting,
by a transmitting entity, a distribution message including
a transmitter’s electronic document to a receiving entity;
(b) creating, by a receiving entity, a reception
certificate by acquiring essential information after
reéeiving the distribution message; (c¢) transmitting, by
the receiving entity, the created reception certificate to
the transmitting entity; (d) completing, by the
transmitting entity, verification for the received
reception certificate and then, attaching verification
information on an electronic signature certificate of the

reception certificate to the reception certificate; and (e)

transmitting, by the transmitting entity, the reception



certificate to a third party storage authority and
requesting the storage thereto.

Another exemplary embodiment of the present
invention provides a method for verifying a distribution
certificate created/issued in a system for distributing an
electronic document including transmitting and receiving
entities and a distribution hub, the method including:
verifying whether a format of a distribution cerxtificate
observes constraints of a predefined structure and value;
verifying whether transmitting, receiving, and reading date
and time of a distribution message that are established in
a distribution certificate, an issuance date of a
distribution certificate, a verification time of a
certification, and an effect expiration date of a
certificate are ordered; verifying an electronic sgignature
attached to the distribution certificate; and verifying
validity of a certificate in which an electronic signature
ig written in the distribution certificate and verifying
identity with information on an issuer of the distribution
certificate.

Yet another exemplary embodiment of the present
invention provides a system for distributing an electronic
document, including: transmitting and receiving entities
that distribute an electronic document through a

distribution messaging server transmitting and receiving a



message based on an electronic document and issuing and
managing a distribution certificate for message
transmission and reception; a distribution hub that
registers/manages the electronic addresses of the
transmitting and receiving entities, sets an electronic
document distribution path between the transmitting and
receiving entities, performs message transmission when
errors are created during an electronic document
distribution process between the transmitting and receiving
entities, and issues the distribution certificate; and a
trusted third party storage authority that receives and
gstores the distribution certificate; wherein the
distribution certificate includes a reception certificate
for non-repudiation for the fact that a receive entity
receives a message, a transmisgsion certificate for
verifying a transmission try of the transmit entity, and a
reading certificate for non-repudiation for the fact that a

recelptor reads the received message.

[Advantageous Effects]

As set forth above, according to the exemplary
embodiments of the present invention, it is possible to
provide the transparent and efficient issuance service, in
cieating, distributing, and storing the distribution

ertificate within the gystem for distributing an
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electronic document based on the certified electronic
address.

According to the exemplary embodiments of the
present invention, it is pogsible to enhance the
reliability of distribution of the electronic document by
guaranteeing the compatibility in the certificate within a
system for distributing an electronic document based on a
certified electronic address.

According to the exemplary embodiments of the
present invention, it is possible to provide the method for
verifying a distribution certificate helping to correctly
utilize a certificate by defining the standardized

verifyving method for the distribution certificate.

[Brief Description of Drawings]

FIG. 1 1s a diagram for describing creation and
issuance of a distribution cerxtification according to an
exemplary embodiment of the present invention.

FIG. 2 is a diagram illustrating a process for
creating and issuing a distribution certificate according

to an exemplary embodiment of the present invention.

[Best Mode]

A method for creating/issuing an electronic document

digtribution certificate, a method for verifyving an



elecﬁronic document distribution certificate, and a system
for distributing an electronic document according to
exemplary embodiments of the present invention will be
described below with reference to the accompanying drawings
and Tables.

A method for creating an electronic document
distribution certificate according to an exemplary
embodiment of the present invention includes: (a)
transmitting, by a transmitting entity, a distribution
mesgage including a transmitter’s electronic document to a
receiving entity; (b) receiving, by the receiving entity,
the distribution message and acquiring essential
information to create a reception certificate; (c)
transmitting, by the receiving entity, the created
reception certificate to the transmitting entity; (d)
completing, by the transmitting entity, verification on the
received reception certificate and then, attaching
verification information on an electronic signature
certificate of the reception certificate to the reception
certificate; and (e) transmitting, by the transmitting
entity, the reception certificate to a third party storage
authority to request the storage.

A method for verifying an electronic document
distribution certificate according to another exemplary

embodiment of the present invention includes: verifying



whether a format of the distribution certificate observes
constraints of predefined structures and values; verifying
whether transmitting, receiving, and reading date and time
of a distribution message that are established in a
digtribution certificate, an issuance date of a
distribution certificate, a verification time of a
certification, and an effect expiration date of a
certificate are ordered; verifying an electronic signature
attached to the distribution certificate; and verifying
validity of an authentication certificate that an
electronic signature is written in the distribution
certificate and verifying identity with information on an
igguer of the distribution certificate.

A gystem for distributing an electronic document
according to yet another exemplary embodiment of the preset
inventicon includes: transmitting and receiving entities
that distribute an electronic document through a
distribution messaging server transmitting and receiving a
message based on an electronic address and issuing and
managing a distribution certificate for message
transmission and reception; a distribution hub that
registers/manages the electronic addresses of the
transmitting and receilving entities, sets an electronic
document distribution path between the transmitting and

receliving entities, performs message transmission when



errors are created during an electronic document
digtribution process between the transmitting and receiving
entities, and issues the distribution certificate; and a
trusted third party storage authority that receives and
stores the distribution certificate, wherein the
distribution certificate includes a reception certificate
for non-repudiation for the fact that a receiving entity
receives a message, a transmission certificate for
verifying a transmission try of the transmitting entity,
and a reading certificate for non-repudiation for the fact
that a receptor reads the received message.

The method for creating an electronic document
distribution certificate, the method for verifying an
electronic document distribution certificate, and the
system for distributing an electronic document according to
the exemplary embodiments of the present invention having
the foregoing configuration will be described in detail
with reference to FIGES. 1 and 2.

[Model for creating and issuing electronic document
distribution certificate]

FIG. 1 illustrates components for creating and
isguing a distribution certificate according to an
exemplary embodiment of the present invention and each

component will be described with reference to the following
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® A transmitting entity (or transmitting electronic
document mediator, hereinafter, referred to as transmitting
entity 101): basically transmits a transmitter’s electronic
document to a receiving entity or if necessary, requests a
transmisgssion to a distribution relay server. The
transmitting entity serves to verify the distribution
certificate received from the receiving entity or the
digtribution relay server and then, attach the verification
information to the distribution certificate to be stored in
a third party storage authority, in connection with the
distribution certificate.

@ A receiving entity (or receiving electronic
document mediator, hereinafter, referred to as receiving
entity 102): basically, transfers the electronic document
received from the tranpsmitting enﬁity or the distribution
relay server to a receiptor). The receiving entity serves
to create the reception certificate as soon as receiving
the electronic document from the transmitting entity or the
distribution relay server and transmit the created
certificate to the transmitting entity or the distribution
relay server as a regponse message or create a reading
certificate immediately after the receiptor reads the
electronic document and transfer the created reading
certificate to the transmitting entity, in connection with

the distribution certificate.



® An electronic document distribution hub (or
digtribution relay server 103): basically, transfers an
electronic document receiving a transmission reguest from
the transmitting entity to the receiving entity. The
electronic document distribution hub serves to create the
transmission certificate as soon as receiving the
transmisgion request of the electronic document from the

transmitting entity so as to be transmitted to the

transmitting entity or transfer the electronic document to

the receiving entity and then, transfer the reception
certificate received as a response to the transmission
certificate to the transmitting entity, in connection with
the distribution certificate.

@ A third party storage authority (certified
electronic document storage authority 104) serves to safely
store the distribution certificate as a trusted authority.
Hereinafter, in describing the present invention, reference
numerals of FIG. 1 will be omitted.

[Type and process of electronic document distribution
certificate]

The essential information reguired to create the
electronic document distribution certificate according to

the present invention is as the following Table 1.

[Table 1]

: f i ‘
I Type ‘Purpose |Creation
i i

I .
gEssentlal




Subject/Time information
Document
Non- , .
, , information,
repudiation . .
Recelving transmitter,
. for message ) , —
Reception o entity/immediate |receiptor,
p receiving .
certificate ly after transmitter
fact of : , , ) ,
- reception transmitting time,
receiving . .
. receliptor recelving
entity .
Time
e . Digtribution Document
Verification . .
for relay information,
Transmissio . . server/immediate |transmitter,
transmission .
n ly after receiptor,
Vo try of . .
certificate . . reception of trangmitter
transmitting . ) . ,
, transmission transmission
entity » . .
regquest message reguesting time
Document
Non- . .
, , information,
repudiation o .
Receiving transmitter,
for fact , . .
. entity/immediate |receiptor,
Reading that . -
o , ly after being transmitter
Certificate |receiptor . e .
reads read by transmitting time,
. recelptor receliptor recelving
received , .
time, receiptor
message .
reading time

A method for acguiring essential information on the

electronic document distribution certificate according to

the present invention is as the following Table 2.

[Table 2]

Esgential . . .

e , , Method for acguiring information

Typ information e S
Document o L
information Use the gensitive field value of
. " |the distribution message and the

ftransmltter, Ly
‘ . SOAP megsage within the
lreceiptor, ) . . ,

, fransmitter distributicn linkage message
Recept}on TS transmitted by the transmitting
certificate |[transmitting ent

. ntity
Time
Receiptor Use the receiving time of the
receiving distribution messaging server of
time the receiving entity




Use the sengitive f£ield value of
Document . . . . .
. , the distribution message within
information, , , . .
o the distribution linkage message
transmitter, . , .
) , . transmitted by the transmitting
Transmigsion |recelptor .,
o entity
certificate
Transmitter
transmission |Use the receiving time of the
reguesting distribution relay server
time
Document Cos .
. , Use the sensitive field value of
information, , \ . .
. the distribution megsage and the
transmitter, . .
. SCAP message within the
receiptor, , . . .
. distribution linkage message
transmitter , , .
, . transmitted by the transmitting
transmitting .
. entcity
Reading time
Certificate |Receiptor Use the receiving time of the
receiving digtribution messaging server by
time the receiving entity
Use the response time of the
Receilptor receiving entity for the document

reading time

information reguest of the
receiptor

O

The system time of the distribution messaging

gerver and the distribution relay server needs to be

periodically synchronized with the time of externally

authorized institution.

211 of the processgses involved in the electronic

document distribution certificate according to the present

invention are illustrated in FIG. 2.

The reception certificate is an electronic document

distribution certificate created for verifying the fact

that the

receivead

electronic document distribution message is

from the transmitting entity and the processes

involved in the reception certificate are as the following




Table 3.

[Table 3]

|0

Procegs Name

The transmitting entity transmits the distribution
message including the transmitter’s electronic document

to the receiving entity

The recelving entity receives the distribution message
and then, immediately receives the essential information

to create the reception certificate

The receiving entity transmits the created reception
certificate to the transmitting entity

The transmitting entity completes verification for the
reception certificate and then, attaches the
verification information on the electronic signature
certificate of the reception certificate to the
reception certificate

The transmitting entity transmits and stores the
reception certificate to the certified electronic
document storage authority.

When the transmitting entity tries the distribution

message transmission to the receiving entity but fails in

the distribution message transmission, and thus requests

the transmission of the corresponding message to the

distribution relay server, the transmission certificate is

created by the distribution relay server for verifying the

fact that the transmitting entity makes the transmisgion

request and transmitted to the transmitting entity. The

process involved in the transmission certificate is as the

fol

lowing Table 4.

[{Table 4]

!No T

L

IProcess Name

|




[

The transmitting entity transmits the distribution
message to the receilving entity.

When the distribution message transmigsion failsg, the
transmitting entity reguests the distribution message
transmission to the distribution relay server.

The distribution relay gerver creates the transmission
certificate for the requested transmission.

The distribution relay server transmits the transmission
certificate to the transmitting entity.

The transmitting entity completes verification for the
transmisgion certificate and then, attaches the
verification information on the electronic signature
certificate of the transmission certificate to the
transmisgion certificate.

The transmitting entity stores the transmission
certificate in the certified electronic document gtorage

authority.

The distribution relay server transfers the distribution
message to the receiving entity.

The receiving entity creates the reception certificate
immediately after the reception of the electronic
document.

The receiving entity transmits the reception certificate
to the distribution relay server

10

The distribution relay server transfers the reception
certificate to the transmitting entity.

11

The transmitting entity completes the verification for
the reception certificate and then, attaches the
verification information on the electronic gignature
certificate of the reception certificate to the
reception certificate

12

The transmitting entity transmits and stores the
reception certificate to the certified electronic

document storage authority.

The reading certificate is a certificate that is

created by the receiving entity and is transmitted to the

transmitting entity so as to verify that the receiptor

reads the message received from the transmitting entity by



the receilving entity and the process involved in the

reading certificate is as the following Table 5.

[Table 5]
{No. Process Name
The receiptor requests the reading of the distribution
1 megsage to the receiving entity to read the

distribution message received as a response.

2 The receiving entity creates the reading certificate.

The receiving entity completes the verification for
the reading certificate and then, attaches the

3 verification information on the electronic signature
certificate of the reading certificate to the reading
certificate. '

The transmitting entity transmits and stores the

4 reading certificate to the certified electronic

document authority.

[Basic preconditions and congiderations involved in
issuance and verification of distribution certificate]

The basic preconditions and considerations involved
in the issuance and verification of the distribution
certificate are as the following @ to @.

@® The distribution certificate is created and
verified by the distribution messaging server and the
digtribution relay server of the transmitting and receiving
entities.

@ In the present invention, the distribution
certificate is electronically signed and created only based
on an NPKI certificate.

® The corresponding distribution certificate is

created based on the distribution message. Even though at




least two electronic documents are included in a single
distribution message, only one distribution certificate
created.

@ The distribution certificate needs to be
allocated with an ID that can identify the distribution
megsage and an electronic document identifier or an
electronic document name that can identify the electronic
document within the distribution message.

® A gerial number of the distribution certificate
ig created by individual transmitting and receiving
entities and thus useg a random number of 32 bytes so as to
allocate uniguenesgs.

® Update and revocation of the distribution
certificate is not defined in terms of characteristics of
the distribution system.

@ The distribution messaging server needs to
maintain the synchronization with the visual information of
the external trusted institution at all times, thereby
guaranteeing the reliability of the visual information
within the distribution certificate.

® The policies of the distribution certificate use
only an object identifier (0OID) and a name that are defined
in the present technology standard.

® The transmitting entity verifies the received

distribution certificate and then, attaches the



verification information on the signature certificate of

the distribution certificate to the distribution

certificate.

[Structure of electronic document distribution certificate]
The electronic document distribution certificate is

created by the transmitting and receiving entities and

electronically signed by using the NPKI certificate of the

transmitting and receiving entities. The basic structure

of the electronic document distribution certificate uses a
SignedData structure of a CMS standard to usé the same
content identifier as the certificate of the certified
electronic document authority.

ContentType of the electronic document distribution

certificate is as the following Table 6.

[Table 6]
{id~kiec—arcCertReseponse OBJECT IDENTIFIER ::= { iso(l1)
'member-body (2) korea(410) kiec(200032) certificate(2) 2 }
| ARCCertResponse ::= CHOICE |

arcCertInfo [0] EXPLICIT ARCCertInfo,
arcErrorNotice [1] EXPLICIT ARCErrorNotice }

|
|

A basic field of the electronic document

distribution certificate ig as the following Table 7.

[Table 7]
ARCCertInfo ::= SEQUENCE ({
version [0] EXPLICIT ARCVersgion DEFAULT
‘vl
serialNumber SerialNumber,
issuer GeneralNameg,
dateQfIlssue GeneralizedTime,
dateOfExpire DateOfExpiration,




policy ARCCertificatePolicies,

regquestInfo RegquestInfo,
extionsions [1] EXPLICIT Extensions

OPTIONAL }

i
| |
t target TargetToCertify,

The detailed contents of the basic fiéld of the
foregoing distribution certificate are the following O to [.
® version, Version
A version of the structure of the electronic
document distribution certificate is represented.
For the electronic document distribution certificate, the
version is set to be v9 and uses a distributionInfos type
of a target field.

[Table 8]

ARCVersion ::= INTEGER {v1(1), v2(2), v9(9)}

@ SerialNumber, Serial number

The identification information of the electronic
document distribution certificate is represented.

The serial number of the electronic document
distribution certificate uses a random number of 32 bytes
so as to be created as a unigue amount of integer value.
In order to process the electronic document distribution

certificate, there i1s a need to process a serial number of

32 bytes.

[Table 9]

SerialNumber ::= INTEGER

® Issuer, Issuer of certificate



2 subject igsuing the electronic document
digtribution certificate is represented.

When the value of the present £field is created, a
directoryName field having a GeneralName structure is
necesgarily used and the receiving entity or the
distribution relay server extracts a subjectDN value of the
certificate in which the electronic document distribution

certificate is electronically signed so as to be set as it

is.
[Table 10]
|
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName |
GeneralName ::= CHOICE /{
otherName [0] OtherName,
rfcg822Name [1] IasString,
dNSName [2] Ia58tring,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
ibaddress [7] OCTET STRING,
registeredID [8] OBJECT
IDENTIFIER }
Name ::= CHOICE |
RDNSequence }
RDNSeqguence ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ::= SET OF AttributeTypeAndvalue
AttributeTypeAndvalue ::= SEQUENCE {
~ type AttributeType,
value AttributevValue }
httributeType ::= OBJECT IDENTIFIER
[Attribute\]alue ;1= ANY DEFINED BY AttributeType




DirectoryString ::= CHOICE {

teletexString TeletexString (SIZE
(1..MAX)),

printableString PrintableString (SIZE
(1..MAX)),

universalString UniversalString (SIZE
(1..MAX)),

utf88tring UTF8String (SIZE (1..MAX)),

bmpString : BMPString (SIZE (1..MAX)) }

@ DataOfIssue, Issuance date of certificate
The time when the electronic document distribution
certificate is issued is represented.

The dataCflIssue uses a GeneralizedTime format.

® dataOfExpire, Effect expiration date of
certificate

The time when the electronic document distribution
certificate expires is represented.

The dataOfExpire of the electronic document
distribution certificate is in the future, as compared with
the dataOfIssue and needs to be set to have a sufficient
spare 1in consideration of a period regquired to verify the
distribution fact.

[(Table 11]




DateOfExpiration ::= GeneralizedTime

® Policy, Certificate policy

The policy of the electronic document distribution
certificate is represented.

The presgent field is configured of Qualifier
information for representing a policy OID according to
types of electronic‘document distribution certificates and
types of electronic document distribution certificates. It
is to be noted that only userNotice is used as the

Qualifier information and cPSuri 1s not used. The types of

electronic document distribution certificates are displayed
using an explicitText field that is lower than the

userNotice field and a format thereof needs to use

BMPString.

[Table 12]



ARCCertificatePolicies ::= SEQUENCE SIZE (1..MAX) OF
PolicyInformation

PolicyInformation ::= SEQUENCE {
policyIdentifier CertPolicyId,
policyQualifiers SEQUENCE SIZE (1..MAX) OF

PolicyQualifierInfo OPTIONAL )}

CertPolicyId ::= OBJECT IDENTIFIER
PolicyQualifierInfo ::= SEQUENCE {
policyQualifierId PolicyQualifierid,
qualifier ANY DEFINED BY
policyQualifierid } '
PolicyQualifierId ::= OBJECT IDENTIFIER ( id-gt-cps | id-
gt-unotice )
Qualifier ::= CHOICE {
cPSuri cpSuri,
userNotice UserNotice )}
UserNotice ::= SEQUENCE ({
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL}
NoticeReference ::= SEQUENCE |
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER )}
DisplayText ::= CHOICE /{

“ia5String IABString (SIZE (1..200)),
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8string UTF8String (SIZE (1..200)) }

The policy OID within the electronic document
distribution certificate follows the types of certificates

and needs to use only the values designated in the present

invention.

The O0ID and the Qualifier information according to

the type of the electronic document distribution



certificate are as follows.

[Table 13]
Type of . L ES ae
Certificate Policy OID Qualifier
Trar i i “Tr igs]
ransmission 1.2.410.200032.6.1 Transmission .
certificate certificate”
Reception “Reception
. 1.2. .2000232.6.2 il
certificate 410.2 . certificate”
¥ ’ XY ]
Reading 1.2.410.200032.6.3 Reading
certificate certificate”

@ RequestInfo, Certificate request message

information

The present field is set to be null.

[Table 14]

RequestInfo ::= CHOICE {
arcCertReguest ARCCertReguest,
null NULL }

® Target, Objectvto certify

The present field includes the contents to be
verified.

The present field needs to set the information on
the distribution message by necessarily using the lower
distributionInfos field.

[Table 15]



TargetToCertify ::= CHOICE {

opRecord [0] EXPLICIT
OperationRecord,
| orgAndIssued [1] EXPLICIT
OriginalAndIssuedDocumentInfo,
dataHash [2] EXPLICIT HashedbDataInfo
digtributionInfos [10] EXPLICIT
DigtributionInfos }
DigtributionInfos ::= SEQUENCE OF DistributionInfo
DigtributionInfo ::= SEQUENCE {
senderAdd UTF8String,
receiptoradd UTF8String,
dateOfSend GeneralizedTime,
dateOfReceive [0] EXPLICIT
GeneralizedTime OPTIONAL,
dateOfReceiveConfirm [1] EXPLICIT
GeneralizedTime OPTIONAL,
distributionId UTF8String,
numberOfFileg INTEGER,
distributedFileInfos DistributedFileInfos }

1) SenderAdd, Transmitter’'s certified electronic

address

The certified electronic address of the transmitter
transmitting the electronic document distribution message

is represented.

2) ReceiverAdd, Receiptor's certified electronic
address

The certified electronic address of the receiptor
receiving the electronic document distribution message is
represented.

3) DateOfsend, Transmitting date and time

The time when the distribution message is

transmitted by the transmitter is represented.



The transmitting date and time of the reception
certificate and the reading certificate means the time when
the transmitting entity transmits the distribution message
and the value of the TimeStamp field that is included in
the SOAP megssage within the “message transmission”
distribution linkage message 1s represented in the
GeneralizedTime format.

It is to be noted that the transmitting date and
time of the transmission certificate means the time when
the transmitting entity reguests the transmission of the
disgtribution message to the distribution relay server and
uses the time when the distribution relay server receives
the "message transmission reguest” distribution message,
unlike other distribution certificates using time values
within the distribution linkage message. In connection
with the time field, only the present field is included in
the transmission certificate and the receiving date and
time field and the reading date and time field are not
created.

4) DateOfReceive, Receiving date and time

The time when the receiptor receives the
distribution message 1s represented.

The receiving date and time is a field that is
created only in the reception certificate and the reading

certificate and is set as the time when the distribution



messaging server of the receiving entity receives the
‘megsage transmission” distribution message.

The receiving date and time isg éfter the
transmitting date and time and is egqual to or earlier than
the time when the certificate is created.

5) DateCfReceivelonfirm, Reading date and time

The time when the receiptor reads the electronic
document after receiving the electronic document is
represented.

The reading date and time is a field that is created
only in the reading certificate and is set as the time when
the distribution messaging server of the receiving entity
regponds to the receiptor’s “megsage detailed information
request”. The time needs to be equal to a value of a
TimeStamp field included in the SOAP megsage within the
distribution linkage message responding to the receiptor by
the receiving entity represented in the GeneralizedTime
format.

The reading date and time needs to be equal to or
earlier than the time when the certificate is created and
is equal to or later than the receiving date and time.

6) DistributionId, Distribution identification value

An identification value for the distribution megsage

is represented.

An identifier of the distribution message that is



the igssuance object of the electronic document distribution
certificate ig set as it is.

7) NumberOfFiles, The number of distribution files
The number of electronic document files attached to the

distribution message is represented.

The number of electronic document files attached to

the actual distribution message is set.

8) DigtributedFileInfos, Distribution document
information

The distribution message may be attached with at
least one electronic document file and sets the information

on the individual files using a DistributedFile structure.

[Table 16]
DistributedFileInfos ::= SEQUENCE OF DistributedFile l
DistributedFile ::= SEQUENCE | |
fileHashedData HashedDatalInfo, »
fileId [0] EXPLICIT UTF8String ‘
OPTIONAL,
fileName [1] EXPLICIT UTF8String
| OPTIONAL }
HashedDatalInfo ::= SEQUENCE {
hashzlg Hashhlgorithm,
hashedData BIT STRING }
HashAlgorithm ::= AlgorithmIdentifier

9) FileHashedData, File hash information
Hash values of individual electronic document fileg
attached to the distribution message are represented.

The individual electronic document file is set in a




hashedData field after a hash value is created usging a hash
algorithm of a hashalg field.

10) Filed, File identification value

Identifiers of individual electronic document files
attached to the distribution message are represented.

The file identification value is not present within the
distribution message and a Content-ID value of the
individual electronic document file attached to the overall
distribution linkage megsage configured of a Multi Part
message in an MIME format is set as it is.

The field may be sgelectively used, but when the file
name field ig not used, ig necessarily used and it is
recommended that the file identification value field be
used.

When there are both the file identification value
field and the file name field at the time of the
verification of the distribution certificate, the
distribution certificate ig compared with the electronic
document file and verified by preferentially using the file
identification value field.

11) FileName, File nanme

The file names of the individual electronic document
files attached to the distribution message are represented.
When the file identification value field is not

created, the file name field is necessarily created and as



a value, the Content-ID value of the individual electronic
document file attached to the overall distribution linkage
message configured of the Multi Part message in the MIME
format is set as it is. When the file identification value
field ig created, the file name field may be omitted and
the value capable of auxiliarily identifying the electronic
document file is set at the time of the creation of the
file identification value field.

The electronic document distribution certificate

profile is as the following Table 17.

[Table 17]
.
Basic field Content Peculiar Matters
version Version vo
. , R " 3
serialNumber Serial Number andom number of 32
bytes
. Certificate subject DN of
igsuer , o
Issuer signature certificate
date , ,
datelfIssue Issuan??,. ) GeneralizedTime
of certificate
}
Effect
dateOfExpire expiration date |GeneralizedTime
of certificate
OID
1.2.410.200032.6.1
Ve (Transmission)
, Certif te
policy iii; tca . 1.2.410.200032.6.2
P Y (Reception)
1.2.410.200032.6.3
{(Reading)
Certificate
requestinfo regquest message jnull
information




iUse of

identifier

Verification . X .
target S distributionInfos
| object
structure
Transmitter’s
~ 1 - d ,
senderadd certifiec UTF8String
electronic
address
Receiptor’s
. ified .
receiptorAdd c?rtlfle’ UTF88tring
: electronic
address
date0fsend Transmlttlgg GeneralizedTime,
date and time necessary
. v dat Generali j
dateOfReceive Recelylng ate ne .1zedT1me,
, |and time selection
dateOfReceiveConfir Recelving GeneralizedTime,
acknowledgement .
m ) selection
date and time
, , . i ] io .
distributionId bistribution UTF8String

The numbexr of

numberOfFiles transmigsion
files

distributedFileInfo gf?:smlSSlon At least one

s o , DistributedFile
information

DistributedFile

fileHashedData File hash value | 8HA256

fileld (File ID One of two fields,

that ig, fileId and
fileName File name filename is essential

Considerations associated with the electronic

document digtribution certificate profile are as the

following © to @.

® At the time of electronic signature,

a public key




encryption algorithm uses RSA and a hash algorithm uses
SHAZ256

@ The electronic signature certificate is
necegsarily included in signedData

® Only one signerInfo is included in a signerInfos

field.

[Method for verifying electronic document distribution
certificate

The distribution message transmitting entity needs
to perform the verification on the certificate as soon as
receiving the electronic document distribution certificate.

The process of verifying distribution certificate is
largely divided intc the validity verification of the
certificate and the content verification of the certificate.
The validity verification of the certificate is a process
of confirming whether conditions for obtaining an effect as
the certificate are satisfied and the content verification
of the certificate is a process of confirming the fact by
comparing with the distribution message to be verified
through the certificate. Therefore, the contenﬁ
verification of the certificate is not the verification for
the certificate but may be considered to be performed to
confirm whether the distribution fact is truth.
The validity verification of the electronic document

digtribution certificate is performed by the processes of



® wverifying the certificate format, @ visually verifying
certificate, @ verifying the certificate electronic
signature, and @ verifying the signature certificate and
the content verification of the certificate is performed by
® the procesgs of comparing and verifying the distribution
message.

® Verification of Certificate format

The verification of the certificate format is a
process of confirming whether the format of the
distribution certificate to be verified observes the
constraints of the structure and value defined in the
present standard and the following 1) to 7) matters are

basically confirmed at the time of verifying the

certificate format.

1) Does the overall structure of the distribution
certificate meet the signedData format and observe a rule
onn whether the lower field defined in the present standard
is created?

2} Is the version to be set to v9?

3) Is the ser;al number created as the positive
integer value by using the random numbexr of 32 bytes?

4} Is the certificate issuer set by using the
dirctroyName field of the GeneralName structure?

5) Are the issuance date of the certificate and the

effect expiration date of the certificate set by using the



GeneralizedTime format?

6) Is the certificate policy created by using the
structure and values of the lower field defined in the
‘present standard?

7) Is the verification object field created by using
the distributionInfocs field and does the verification
object field obgerve a rule on whether the lower field
according to the types of certificates proposed in the
certificate policy is created?

@ Certificate visual verification

The certificate vigual verification is a process of
confirming whether the values of each visual field set in
“the distribution certificate are normal at the verification
reference time. That is, it ig confirmed that the values
of each visual field set in the distribution certificate

meetg the rule of the following Table 18 unlike those at

the verification reference time, during the present process.

[Table 18]

[

Transmitting date and time <« receiving date and time
reading date and time = issuance date of certificate
certificate verification time = effect expiration date of

certificate

N

]

® vVerification of certificate electronic signature
The verification of the electronic signature is a
process of verifying the electronic signature attached to

the distribution certificate for integrity guarantee and



non-repudiation for the contents to be verified by the
distribution certificate and follows the method for
verifying an electronic signature for the signedbData of a
general CMS.

@ verification of signature certificate

The verification of the signature certificate is a
process of verifying the validity of the certificate in
which the distribution certificate is electronically signed
and the identity with the issuer information of the
distribution certificate.

The validity verification of the electronic
gignature certificate is a process that is generally
included in the process of verifying the electronic
signature as a part thereof and is performed by the
procegses of verifying an available period of the
certificate, verifving the revocation, and verifying a path
with the upper CA certificates, and the like. This is
verified based on "technology standard [KCAC.TS.CERTVAL] of
verifying authorized certificate path” of the authorized
certificate system.

If the validity verification of the electronic
signature certificate succeeds, the comparison and
verification with the issuer information of the
distribution certificate needs to be performed. The isguer

information of the distribution certificate is formed to



set a subject DN value of the electronic signature
certificate as 1t is and therefore, two values are
extracted to perform the comparison and verification on
whether the two values coincide with each other.

® Comparigon and verification of distribution
message

The process of comparing and verifying a
distribution‘message is not a‘process of verifying the
validity of the distribution certificate but is a process
of confirming whether the distribution fact is truth by
comparing and verifying the information of the distribution
message included in the distribution certificate with that
of the actual distribution messsage.

When the transmitting entity transmits the
distribution message or receives the distribution
certificate after the transmission reguest, it is to be
necessarily confirmed that the corresponding distribution
certificate includes the information cn the distribution
message transmitted by the transmitting entity, by
performing the comparison and verification of the present
distribution message.

At the time of the comparison and verification of

the distribution mesgsage, the following matters are

basically confirmed.

- Do the transmitter’'s certificated electronic



address and the receiptor's certified electronic address
correspond to the distribution message?

- Does the transmitting date and time of the
reception certificate and the reading certificate coincide
with a value of TimeStamp field included in the SOAP
message within the “message transmission” distribution
linkage message?

- Is the transmitting date and time of the
transmission certificate the reasonable time for the
distribution relay server to receive the “message
transmisgion request” distribution message?

- Is the receiving date and time of the reception
certificate and the reading certificate for’the ‘message
transmisgion” distribution message directly transmitted to
the receiving entity by the transmitting entity the
reasonable time for the distribution messaging serveyr of
the receiving entity to receive the “message transmission”
distribution message?

- Is the receiving date and time of the reception
certificate and the reading certificate for the “mesgsage
transmission reqguegt” distribution message requested to the
distribution relay server by the transmitting entity the
reasonable time for the distribution messaging server of
the receiving entity to receive the “message transmission”

distribution message? (however, correspond to only to the



case in which the transmitting entity can know the time
when the distribution relay server transfers the
distribution message to the receiving entity).

- Doeg the reading date and time of the reading
certificate coincide with the value of the TimeStamp field
included in the S0AP megssage within the distribution
linkage message responding to the “message detailed
information request” of the receiptor by the receiving
entity (however, corresponding to only the case in which
the transmitting entity can know the value of the
corresponding TimeStamp field).

- Does the distribution identification value
coincide with the identifier of the distribution message
that is the issuance object of the distribution

certificate?

- Is the number of distribution files equal to the
number of electronic document files attached to the actual
distribution message?

- Do all of the file identification wvalues or the
file nameg of the individual files included in the
distribution document information coincide with the

Content-ID values of the electronic document file attached

to the actual distribution message?

- Does all of the file hash information of the

individual files included in the distribution document



information coincide with the values obtained by hashing
the electronic document files attached to the actual

digtribution message?

[Long-term verification information of electronic
signature]

When the verification for the issued distribution
certificate is completed in consideration of the importance
of the distribution certificate, the distribution
certificate is registered and stored in the certified
electronic document authority, which provides only the
long-term guarantee function for thevstorage time and
integrity of the distribution certificate but cannot
guarantee the long period of time for the validity of the
electronic signature certificate of the issuance time of
the distribution certificate after the available period of
the electronic signature certificate expires. That is,
after the valid period of the electronic signature
certificate expires, the wvalidity guarantee of the
distribution certificate is not permitted. In order to
gsolve the problem, i1t is possible to verify the
distribution certificate even after the available period of
the certificate in which the distribution certificate is
electronically signed expires, by storing the verification
information that can confirm that the corresponding

electronic signature certificate is valid at the time when



the distribution certificate is issued together with the
distribution certificate.

O Acquisition of verification information of
electronic signature certificate

The transmitting entity collects CRL and ARL and an
upper CA certificate and a Root CA certificate for
verifying the revocation of the electronic signature
certificate and the path so as to perform the process of
“5.2.4 verification of signature certificate” among the
procesgges of verifying the validity of the received
distribution certificate. It is possible to guarantee the
validity of the electronic signature certificate at the
time of the issuance of the distribution certificate by
storing the corresponding data in the certified electronic
document authority together with the distribution
certificate, such that the validity of the distribution
certificate is guaranteed.

@ storage of verification information of electronic
signature certificate

The transmitting entity includes the CRL and the ARL
and the upper CA certificate and the Root CA certificate
that are used for verification in a certificates field and
a crls field within the signedData structure of the
distribution certificate after the verification for the

electronic signature certificate succeeds. Precautions



need to perform only the work including each information in
the corresponding field regardless of an order of including
each information. Since the certificates field and the
crls field are not the electronic signature object
information of the signedbata, the verification for the

distribution certificate gtill succeeds even after the

corresponding work is performed.

[Table 19]
jSignedbata ::= SEQUENCE {
version CMSVergion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [0] IMPLICIT CertificateSet
OPTIONAL, |
crls [1] IMPLICIT
RevocationInfoChoices OPTIONAL,
signerInfosSignerInfos }

® Storage in certificated electronic document
authority

The transmitting entity stores the distribution
certificate in which the verification information of the
electronic signature certificate is included in the
certified electronic document authority, such that the

long-term verification for the distribution certificate can

be performed.



[CLAIMS]

[Claim 1]

A method for creating/issuing a distribution
certificate in a system for distributing an electronic
document including transmitting and receiving entities and
a distribution hub? the method comprising:

(a) transmitting, by a transmitting entity, a
distribution megsage including a transmitter’s electronic
document to a receiving entity;

(b) creating, by a receiving entity, a reception
certificate by acguiring essential information after
receiving the distribution message;

(¢) transmitting, by the receiving entity, the
created reception certificate to the transmitting entity;
(d) completing, by the transmitting entity,

verification for the received reception certificate and
then, attaching verification information on an electronic
signature certificate of the reception certificate to the
reception certificate; and

(e) transmitting, by the transmitting entity, the
reception certificate to a third party storage authority
and requesting the storage thereto.

[Claim 2]
The method of claim 1, wherein in the step (b), when

the receiving entity creates the reception certificate, the



essential Information includes electronic document
information, a transmitter, a receiptor, a transmitter
transmitting time, and a receiptor receiving time.
[Claim 3]

The method of claim 1, further comprising:

in the step (a), when the transmitting entity tries
the transmisgion of the distribution message to the
receiving entity but fails in the transmission of the
distribution message,

(al) requesting, by the tramsmitting entity, the
transmission of the distribution message to a distribution
relay server of the distribution hub;

(a2) creating, by the distribution relay server, the
transmission certificate for the requested transmission;

(a3) transmitting, by the distribution relay server,
the transmission certificate to the transmitting entity;

(a4) completing, by the transmitting entity, the
verification for the received reception certificate and
then, attaching the verification information on the
electronic signature certificate of the reception
certificate to the reception certificate; and

(a5) transmitting, by the transmitting entity, the
reception certificate to the third party storage authority
and reguesting the storage thereto;

(a6) transmitting, by the distribution relay server,



the distribution message to the receiving entity;

(a7) creating, by the receiving entity, the
reception certificate immediately after receiving the
electronic document;

(a8) transmitting, by the receiving entity, the
reception certificate to the distribution relay server;

b(a9) transmitting, by the distribution relay server,
the reception certificate to the transmitting entity; and

(a10) performing, by the transmitting entity, steps
(d) and (e) in order.

[Claim 4]

The method of claim 3, wherein in the step (a2),
when the distribution relay server creates the transmission
certificate, the essential information includes electronic
document information, a transmitter, a receiptor, and a
transmitter transmitting request time.

[Claim 5]

The method of claim 1, further comprising:

after the step (e),

(£f1) reading, by the receiptor, the distribution
message received by requesting the reading of the
digtribution message to the receiving entity;

(f2) creating, by the receiving entity, a reading
certificate;

(£3) completing the verification for the received



reading certificate and then, attaching the verification
information on the electronic signature certificate of the
reading certificate to the reading certificate; and

(f4) transmitting, by the transmitting entity, the
reading certificate to the third party storage authority

and requesting the storage thereto.

[Claim €]

The method of claim 3, further comprising:

after the step (al0),

(a1l) reading, by the receiptor, the distribution
message received by requesting the reading of the
distribution message to the receiving entity;

(al2) creating, by the receiving entity, the reading
certificate;

(213} completing the verification for the received
reading certificate and then, attaching the verification
information on the electronic signature certificate of the
reading certificate to the reading certificate; and

(214} transmitting, by the transmitting entity, the
reading certificate to the third party storage authority

and reguesting the storage thereto.

[Claim 7]

The method of claim 5 or 6, wherein when the
receiving entity creates the reading certificate, the

necegsary information includes electronic document



informaticon, a transmitter, a receiptor, a transmitter
transmitting time, a receiptor receiving time, and a
receiptor reading time.

[Claim 8]

A method of verifying a distribution certificate
created/issued in a system for distributing an electronic
document including transmitting and receiving entities and
a distribution hub, the method comprising:

verifying whether a formaﬁ of a distribution
certificate observes constraints of a predefined structure
and value;

verifying whether transmitting, receiving, and
reading date and time of a distribution message that are
established in a distribution certificate, an issuance date
of a distribution certificate, a verification time of a
certification, and an effect expiration date of a
certificate are ordered;

verifying an electronic signature attached to the
distribution certificate; and

verifying validity of a certificate in which an
electronic signature is written in the distribution
certificate and verifying identity with information on an
issuer of the distribution certificate.

[Claim 9]

The method of claim 8, further comprising:



comparing and verifying information of the
distribution message included in the distribution
certificate with an actual distribution message.
[Claim 10]

The method of claim 9, wherein the comparing and
verifying includes:

confirming whether a transmitter certified
electronic address and a receiptor certified electronic
address included in the distribution certificate coincide
with the transmitter certified electronic address and the

receiptor certified electronic address of the actual

distribution message; and

confirming whether the number of distribution files
included in the distribution certificate is egual to the
number of electronic document files attached to the actual
digtribution message.
[Claim 11]

The method of claim 9, wherein the comparing and
verifying includes:

when the distribution certificate is a reception
certificate or a reading certificate, confirming whether
the transmitting date and time included in the distribution
certificate coincides with a value of a TimeStamp field

included in a SOAP meggage within a “message transmission”

digtribution message; and



when the distribution certificate is a transmigsion
certificate, confirming whether the transmitting date and
time included in the distribution certificate is a
reasonable time for a distribution relay server to receive
a “message transmigsion request' distribution message.

[Claim 12]

The method of claim 9, wherein the comparing and
verifying includes:

when the distribution certificate is the receiving
certificate or the reading certificate for the “message
transmission" distribution megsage directly transmitted to
the receiving entity by the transmitting entity, confirming
whether the receiving date and time of the distribution
certificate is the reasonable time for the distribution
messaging server of the receiving entity to receive the
“megsage transmisgion” distribution message; and

when the distribution certificate is the receiving
certificate or the reading certificate for the “message
transmission request" distribution message reguested to the
distribution relay server of the distribution hub by the
transmitting entity, confirming whether the receiving date
and time of the distribution certificate is the reasonable
time for the distribution message server of the receiving

entity to receive the “message transmission” distribution

megsage.



[Claim 13]

The method of claim 9, wherein the comparing and
verifying includes:

when the distribution certificate is the reading
certificate, confirming whether the reading date and time
of the distribuﬁion certificate coinéides with the
TimeStamp field value included in the SOAP message within a
distribution linkage message that the receiving entity

regponds to a “message detailed information request" of the

recelptor.
[Claim 14]

The method of claim 9, wherein the comparing and
verifying includes:

confirming whether a distribution identification
value included in the distribution certificate coincides
with an identifier of the distribution message that is an
issuance object of the distribution certificate;

confirming whether all of the file identification
values or file identification names of individual files
included in the distribution document information of the
distribution certificate coincide with Content-ID values of
an electronic document file attached to the actual
distribution mesgage; and

confirming whether all of the file hash information

of the. individual files included in the distribution



document information of the distribution certificate
coincides with the values obtained by hashing the
electronic document files attached to the actual
distribution message.

[Claim 15]

2 system for distributing an electronic document,
compriging:

transmitting and receiving entities that distribute
an electronic document through a distribution messaging
gerver transmitting and receiving a message based on an
electronic document and issuing and managing a distribution
certificate for message transmission and reception;

a distribution hub that registers/manages the
electronic addresses of the transmitting and receiving
entities, sets an electronic document distribution path
between the transmitting and receiving entities, performs
message transmisgion when errors are created during an
electronic document distribution process between the
transmitting and receiving entities, and issues the
distribution certificate; and

a trusted third party storage authority that
receives and storeg the distribution certificate;
wherein the distribution certificate includes a reception
certificate for non-repudiation for the fact that a

receiving entity receives a message, a transmission



certificate for verifying a transmission try of the
transmit entity, and a reading certificate for non-
repudiation for the fact that a receiptor reads the
received message.

[Claim 16]

The system of claim 15, wherein the distribution
certificate includes:

a version of a distribution‘certificate structure,
identification information of the distribution certificate,
a subject issuing the distribution certificate, an issuance
date of the distribution certificate, an effect expiration
date of the distribution certificate, a policy of the
distribution certificate, distribution certificate request

message information, and a verification object.

[Claim 17]

The system of claim 16, wherein the verification
object includes:

a transmitter’s certified electronic address through
which a distribution mesgage is transmitted, a receiptor’s
certified electronic address through which the distribution

message 1s received, a time when the transmitter transmits

the distribution message, a time when the receiptor
receives the distribution message, & time when the
receiptor receives and reads the electronic document, an

identification value for the distribution message, the



number of electronic document files attached to the
distribution message, information on each of the electronic
documents attached to the distribution message, a hash
value of the individual electronic document file attached
to the distribution message, an identifier of the
individual electronic document file attached to the
distribution message, and a file name of the individual

electronic document file attached to the distribution

message.



