
Computer system and computer-implemented method for authenticating a contactless 

payment transaction 

Field of the invention 

[0001] The present invention relates to a computer system and computer-implemented 

method for authenticating a contactless payment transaction. In particular, the invention 

relates to authenticating a contactless payment transaction locally (i.e. at a Point of Sale 

(POS) terminal) or offline. 

Background of the invention 

[0002] Authentication of transactions using a payment card or a payment account is a typical 

step in completing a transaction process. Conventionally, a holder of the payment card or 

the payment account is required to provide a personal identification number (PIN) as part 

of an authentication process to verify his/her identity and ownership of the payment card or 

payment account before the transaction can proceed. 

[0003] Nonetheless, there are several problems with currently existing solutions, as discussed 

now. Firstly, a PIN cannot be stored on any customer mobile device without hardware­

backed secured storage as it is not permitted under current information security standards 

(e.g. Payment Card Industry's Data Security Standard (PCI DSS) or Compatibility 

Definition Document). Secondly, authenticating a transaction often requires a 

communication channel to be available (e.g. an internet connection) between a customer 

mobile device / a merchant device and a backend server which causes inconvenience to 

customers when such connection is not available. Thirdly, even if such a communication 

channel is available, communication between the customer mobile device / the merchant 

device and the backend server to authenticate the transaction often results in significant 

latency, thereby increasing transaction processing time leading to a poor customer 

experience. 

[0004] It is therefore an aim of the present invention to provide a computer system and 

computer-implemented method to ameliorate some or all of the aforementioned problems. 

Summary of the invention 

[0005] In accordance with a first aspect of the present invention, there is provided an 

application system for authenticating a contactless payment transaction. The system 

comprising: 

a verification module configured to: 

receive, from an operating system, a cipher if the customer is 

authenticated; and 
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an access module configured to: 

instruct the operating system to use the cipher to decrypt a transaction 

personal identification number (PIN) which is stored in the local database in an encrypted 

form; 

receive the transaction PIN once decrypted; and 

use the transaction PIN to access a token, the token being associated 

with payment details for processing the payment transaction. 

[0006] Embodiments of the invention therefore provide an application system for 

authenticating a contactless payment transaction. The application system may comprise 

software or hardware or a combination thereof. For example, the application system may 

be constituted by an application (e.g. a mobile application or App) for an electronic device 

to carry out embodiments of the invention. 

[0007] In particular, the application system stores a transaction personal identification number 

(PIN) in an encrypted form in a local database which is required to access a token for 

processing the contactless payment transaction. The PIN may be a string of numerals, 

alpha-numeric or symbols with varying lengths and in any combinations. To access the 

token, the customer is authenticated prior to accessing the application system (App) 

running on a customer electronic device. The customer may be authenticated by an 

operating system of the customer electronic device (e.g. using a fingerprint manager or 

other confirm credentials application programming interface (API)). Once the customer is 

authenticated, the App is configured to receive from the operating system a cipher which is 

used to decrypt the encrypted transaction PIN. The transaction PIN once decrypted is then 

used to access the token for processing the contactless payment transaction. In this way, 

the application system of the present invention is configured to authenticate a contactless 

payment transaction offline, advantageously overcoming a need to communicate with any 

server for authenticating the contactless payment transaction. Moreover, this 

advantageously avoids latency or time lag often encountered in authenticating contactless 

payment transactions, thereby providing a better customer experience. 

[0008] In addition, embodiments of the invention may advantageously use existing 

infrastructure for authenticating contactless card transactions so that minimal costs will be 

incurred to implement the above. The primary set-up required is to maintain registration 

records of relevant customers and/or systems registered to authenticate contactless 

payment transactions offline at an account server (e.g. an electronic wallet service provider 

server or a payment network server) which can be easily implemented using existing 

memory storages, servers and/or databases. 

[0009] The application system may comprise: 
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a registration module configured to: 

receive a registration request from the customer, the registration request 

being a request to register the system for use in authenticating the payment transaction; 

and 

instruct the operating system to generate a key; and 

wherein the application system further comprises a communication module, the 

communication module is configured to: 

transmit a result of the registration request to an account server, the 

account server being associated with a payment account used in the payment transaction; 

and 

receive a code from the account server, the code being associated with 

authenticating the payment transaction. 

[0010] In this way, the customer and/or the application system is registered with the account 

server once and he/she can subsequently authenticate contactless payment transactions 

using the payment account (e.g. an electronic waliet) using the system offline. 

[0011] In an embodiment where the key is a symmetric key, the code received from the 

account server is the transaction PIN, and the registration module is further configured to: 

instruct the operating system to: 

derive the cipher using the symmetric key; 

encrypt the transaction PIN using the cipher; and 

store the transaction PIN in encrypted form in the local database. 

[0012] In an embodiment where the key is an asymmetric key pair and the asymmetric key 

pair comprises a private key and a public key, the public key is used by the account server 

to encrypt the transaction PIN such that the code received from the account server is the 

transaction PIN in encrypted form, the communication module is further configured to: 

transmit the public key to the account server; and 

the registration module is further configured to: 

store the transaction PIN in encrypted form in the local database. 

[0013] The verification module of the system may be configured to: 

prompt a customer for a customer identifier input for authentication when the system 

is initialised; and 

prompt the operating system to receive the customer identifier input from the 

customer. 

[0014] The verification module of the system may be configured to instruct the operating 

system to prompt the customer for a customer identifier input for authentication. 
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[0015] In accordance with a second aspect of the present invention, there is provided a 

computer-implemented method for authenticating a contactless payment transaction, the 

method comprising: 

receiving, from an operating system, a cipher if a customer is authenticated; 

instructing the operating system to use the cipher to decrypt a transaction 

personal identification number (PIN) which is stored in a local database in an encrypted 

form; 

receiving the transaction PIN once decrypted; and 

using the transaction PIN once decrypted to access a token, the token being 

associated with payment details for processing the payment transaction. 

[0016] The method may further comprise: 

receiving a registration request from the customer, the registration request being 

a request to register the application system for use in authenticating the payment 

transaction; 

instructing the operating system to generate a key; 

instructing the operating system to authenticate the customer to verify the 

registration request; 

transmitting a result of the registration request to an account server, the account 

server being associated with a payment account used in the payment transaction; and 

receiving a code from the account server, the code being associated with 

authenticating the payment transaction. 

[0017] In an embodiment, where the key is a symmetric key, the code received from the 

account server is the transaction PIN, and the method comprises: 

instructing the operating system to: 

derive the cipher using the symmetric key; 

encrypt the transaction PIN using the cipher; and 

store the transaction PIN in encrypted form in the local database. 

[0018] In an embodiment, where the key is an asymmetric key pair and the asymmetric key 

pair comprises a private key and a public key, the public key is used by the account server 

to encrypt the transaction PIN such that the code received from the account server is the 

transaction PIN in encrypted form and the method further comprises: 

transmitting the public key to the account server; and 

storing the transaction PIN in encrypted form in the local database 

[0019] In some embodiments where the key is a symmetric key, the operating system 

initialises the cipher using the symmetric key if the customer identifier input matches the 

customer identifier. The customer identifier may be stored locally in an encrypted form. 
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[0020] In some embodiments where the key is an asymmetric key pair, the operating system 

initialises the cipher using the private key of the asymmetric key pair if the customer 

identifier input matches the customer identifier. 

[0021] The method may comprise the account server salting the transaction PIN if the 

transaction PIN is determined by the customer. 

[0022] In some embodiments, the transaction PIN is randomly generated by the account 

server. 

[0023] The method may comprise determining if the application system is eligible to register 

for authenticating the payment transaction, the application system is eligible if at least one 

customer identifier is stored in the local database. 

[0024] The key may be stored in a trusted execution environment (TEE) of the operating 

system. 

[0025] The customer identifier input may be selected from one of the following: a biometric, a 

fingerprint, a facial recognition, an iris recognition, a voice recognition, a gesture, or a 

password. 

[0026] In accordance with a third aspect of the present invention, there is provided a 

computerised network for authenticating a contactless payment transaction, the 

computerised network comprising: 

an application system comprising: 

a registration module configured to: 

receive a registration request from a customer, the registration request 

being a request to register the application system for use in authenticating the payment 

transaction; and 

instruct an operating system to generate a key; 

a verification module configured to: 

instruct the operating system to authenticate the customer to verify the 

registration request; 

a communication module configured to: 

transmit a result of the registration; and 

receive a code being associated with authenticating the payment 

transaction; and 

wherein the application system is registered, the verification module is further 

configured to: 

receive, from the operating system, a cipher if the customer is 

authenticated; and 
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the application system further comprises an access module, the access module 

is configured to: 

instruct the operating system to use the cipher to decrypt a transaction 

personal identification number (PIN) which is stored in the local database in an encrypted 

form; 

receive the transaction PIN once decrypted; and 

use the transaction PIN to access a token, the token being associated 

with payment details for processing the payment transaction; and 

an account server, the account server being associated with a payment account used 

in the payment transaction, wherein the account server comprises: 

a server communication module configured to: 

receive the result of the registration; and 

transmit the code to the application system. 

[0027] In accordance with a fourth aspect of the present invention, a non-transitory computer­

readable medium having stored thereon program instructions for causing at least one 

processor to perform the preceding method. 

[0028] The present invention aims to provide a new and useful computer system and 

computer-implemented method for authenticating contactless payment transactions. 

Brief description of the drawings 

[0029] Non-limiting embodiments of the invention will now be described for the sake of 

example only, with reference to the following drawings in which: 

Fig. 1 shows steps of a computer-implemented method which may be performed by a 

system in accordance with a first embodiment of the invention; 

Fig. 2 shows steps of a method for registering the system for use in authenticating 

contactless payment transactions in accordance with an embodiment of the invention; 

Fig. 3 shows a computerised network for performing the method of Fig. 2 in accordance 

with an embodiment of the invention; 

Fig. 4 shows steps of a method for authenticating a payment card transaction where 

the key is a symmetric key in accordance with an embodiment of the invention; 

Fig. 5 shows steps of a method for authenticating a payment card transaction where 

the key is an asymmetric key pair in accordance with an embodiment of the invention; 
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Fig. 6 shows steps of a method for registering the system for use in authenticating 

payment card transactions in accordance with an embodiment of the invention; 

Fig. 7 shows steps of a method for authenticating a contactless payment transaction in 

accordance with an embodiment of the invention; 

Fig. 8, comprising Figs. 8a and 8b, shows a non-exhaustive list of responses returned 

by the system for authenticating contactless payment transactions; 

Fig. 9, comprising Figs. 9a and 9b, shows schematically a functional structure of the 

customer electronic device (e.g. comprising the application system and the operating 

system), where Fig. 9a shows a process flow during a registration process while Fig. 9b 

shows a process flow between different modules in the customer electronic device during 

an authentication process for a payment transaction, in accordance with various 

embodiments of the invention; 

Fig. 10 shows schematically a hardware structure of the system which may be used in 

the computerised network of Fig. 3 to implement a method in accordance with an 

embodiment of the invention; and 

Fig. 11 shows schematically a hardware structure of a server which may be used in the 

computerised network of Fig. 3 to implement a method in accordance with an embodiment 

of the invention. 

Detailed description of the embodi~ent 

[0030] As used in this document, the term "contactless payment transaction" refers to any 

form of payment transaction which does not require a physical form of payment e.g. cash 

or a payment card. A "contactless payment transaction" may comprise, for example, an 

internet payment transaction or any form of card-not-present transaction or the like. In 

various embodiments of the present invention, a "contactless payment transaction" may be 

carried out using a mobile electronic device. 

[0031] The term "payment account" refers to any payment account or an electronic account 

such as an electronic wallet that is maintained with an electronic wallet service provider. 

The "electronic wallet" may exist as an application-based stored value account associated 

with an electronic wallet service provider tied in with an issuing institution. A payment 

account may be associated with a credit card, a debit card, a prepaid card, a charge card, 

a membership card, a promotional card, a frequent flyer card, an identification card, a 

prepaid card, a gift card, and/or any other payment device that may hold payment account 

information, such as mobile phones, smartphones, tablets, personal digital assistants 
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(PDAs), key fobs, transponder devices, near field communication (NFC)-enabled devices, 

and/or computers. 

[0032] Note that the term "institution" is used here in a sense which is not necessarily limited 

to organizations which are legally constituted as banks, since in some jurisdictions other 

organizations may be permitted to maintain financial accounts such as payment card 

accounts. An institution may be one of the following: a bank, a financial technology 

company, a telecommunication company, a financial institution, or other institution. 

[0033] The term "cipher" refers to any string of codes which can be used to encrypt and 

decrypt data. In particular, a cipher in various embodiments of the present invention is used 

to encrypt/decrypt a transaction PIN for use in accessing a token for processing 

contactless payment transactions. 

[0034] As used in this application, the terms "component," "module," "system," "apparatus," 

"interface," or the like are generally intended to refer to a computer-related entity, either 

hardware, a combination of hardware and software, software, or software in execution. For 

example, a component or a module may be, but is not limited to being, a process running 

on a processor, a processor, an object, an executable, a thread of execution, a program, 

and/or a computer. By way of illustration, both an application running on a controller and 

the controller can be a component or a module. One or more components/modules may 

reside within a process and/or thread of execution and a component/module may be 

localized on one computer and/or distributed between two or more computers. 

[0035] Furthermore, the claimed subject matter may be implemented as a method, system, or 

article of manufacture using standard programming and/or engineering techniques to 

produce software, firmware, hardware, or any combination thereof to control a computer to 

implement the disclosed subject matter. For instance, the claimed subject matter may be 

implemented as a computer-readable medium embedded with a computer executable 

program, which encompasses a computer program accessible from any computer-readable 

storage device or storage media. For example, computer readable media can include but 

are not limited to magnetic storage devices (e.g., hard disk, floppy disk, magnetic 

strips ... ), optical disks (e.g., compact disk (CD), digital versatile disk (DVD) ... ), smart 

cards, and flash memory devices (e.g., card, stick, key drive ... ). 

[0036] Fig. 1 shows a computer-implemented method 100 which may be performed by an 

application system for authenticating a contactless payment transaction in accordance with 

a first embodiment of the present invention. The application system may comprise software 

or hardware or a combination thereof. For example, the application system may be a 

standalone application on the electronic device to carry out embodiments of the invention. 

8 



[0037] In particular, the system of the computer-implemented method 100 is configured to: 

a} receive, from an operating system, a cipher if a customer is authenticated in a step 102; 

b} instruct the operating system to use the cipher to decrypt a transaction personal 

identification number (PIN) which is stored in a local database in an encrypted form, in a 

step 104; 

c} receive the transaction PIN once decrypted in a step 106; and 

d} use the transaction PIN to access a token, the token being associated with payment 

details for processing the payment transaction, in a step 108. 

[0038] Prior to receiving the cipher from the operating system of a customer electronic device 

in the step 102, the customer is required to be authenticated. The customer may be 

authenticated by a fingerprint manager or a confirm credential application programming 

interface (API). The fingerprint manager and the confirm credential API reside in the 

operating system of the customer electronic device. In the scenario where the 

authentication is carried out by the fingerprint manager, the application system may be 

configured to prompt the customer for a customer identifier input for authentication when 

the application system is initialised, and prompt the operating system to receive the 

customer identifier input from the customer. For the case of a confirm credential API, the 

application system is configured to receive the cipher from the operating system once the 

customer is authenticated via the confirm credential API (e.g. when the customer electronic 

device is reactivated from a lock screen). In some embodiments where the authentication 

is carried out by either the fingerprint manager or the confirm credential API, the application 

system may be configured to instruct the operating system to prompt the customer for a 

customer identifier input for authentication (e.g. during registration of the customer and/or 

the application system for authenticating contactless payment transactions offline). In any 

of these cases, to authenticate the customer, the customer is prompted (either by the 

application system or the operating system (via either the fingerprint manager or the 

confirm credential API)) to enter a customer identifier input at the customer electronic 

device and this is received at the operating system. The operating system is configured to 

authenticate the customer in a conventional manner. This may comprise comparing the 

customer identifier input received with a registered customer identifier in the local database 

of the customer electronic device and determining if the customer identifier input matches 

the registered customer identifier in the local database. The customer may be 

authenticated if the customer identifier input matches the registered customer identifier. If 

the customer identifier input does not match the registered customer identifier, the 

operating system may be configured to notify the customer (either directly or via the 
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application system) that authentication is unsuccessful and request the customer to re­

enter the customer identifier input. The customer identifier input may be one of the 

following: a biometric, a fingerprint, a facial recognition, an iris recognition, a voice 

recognition, a gesture, or a password. The customer identifier may have been registered 

with the operating system and stored in a local database of the customer electronic device. 

The customer electronic device may be a mobile phone, a smart phone, a tablet, a 

personal digital assistant (PDA), a computer or the like) which runs an application (App) 

that allows the customer to authenticate a contactless payment transaction offline. The 

customer electronic device may be NFC-enabled so that information may be transferred 

from the customer electronic device contactlessly. In various embodiments, the customer 

electronic device comprises other forms of communication protocols that allow wireless 

transfer of data from the customer electronic device to e.g. an account server. 

[0039] Once the customer is authenticated, the cipher may be initialised by a key by the 

operating system. The key may be a symmetric key or a private key of an asymmetric key 

pair. The key is generated during registration of the customer and/or the application system 

for the service of authenticating contactless payment transactions offline, and it is retrieved 

once the customer is authenticated via the operating system. Details of the different 

processes used to register the customer and/or the application system to authenticate 

contactless payment transactions locally/offline is discussed further in relation to Figs. 4 

and 5. In some embodiments, the cipher is used as it advantageously allows encryption or 

decryption of a large amount of data (e.g. transaction PIN) which may be inefficient 

otherwise if such data is encrypted or decrypted directly using a key. Moreover, both the 

cipher and the key are necessary to decrypt the transaction PIN in the present invention. 

This thus provides an additional layer of security to the customers using embodiments of 

the present invention for processing contactless payment transactions. 

[0040] If the operating system is unable to authenticate the customer, the customer may be 

prompted to re-enter the customer identifier input or the operation of the application to 

authenticate the contactless payment transaction may be terminated and the customer 

may be required to choose another form of payment. Different scenarios leading to an 

inability to authenticate the customer (e.g. using a fingerprint manager) is further discussed 

in conjunction with Figs. 8a and 8b. 

[0041] In the step 104, after the cipher is received from the operating system, the application 

system is configured to instruct the operating system to use the cipher to decrypt a 

transaction personal identification number (PIN) which is stored in the local database in an 

encrypted form. 
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[0042] Once decrypted, the application system is configured to receive the transaction PIN 

from the operating system in the step 106. 

[0043] In the step 108, the application system is configured to use the transaction PIN to 

access a token associated with payment details for processing the payment transaction. 

[0044] Fig. 1 thus provides a computer-implemented method 100 which advantageously 

allows authentication of a contactless payment transaction offline, thereby overcoming a 

need to communicate with any server for authenticating the -contactless payment 

transaction and advantageously avoids latency or time lag often encountered in 

authenticating contactless payment transactions. 

[0045] Moreover, the above method 100 advantageously utilises present infrastructures for 

authenticating contactless payment transactions so that minimal costs will be incurred to 

implement the method 100 above. The primary set-up required is to maintain registration 

records of relevant customers and/or systems registered to authenticate contactless 

payment transactions offline at an account server (e.g. an electronic wallet service provider 

server) or a payment network server which can be easily implemented using existing 

memory storages, servers and/or databases. 

[0046] Fig. 2 shows steps of a method 200 for registering the application system for use in 

authenticating contactless payment transactions. 

[0047] In a step 202, the application system receives a registration request from the customer 

where the registration request comprises a request to register the system for use in 

authenticating contactless payment transactions. In an embodiment, the customer initiates 

the registration request by activating the application system and selecting an option to 

register to use offline authentication for contactless payment transactions on a user 

interface of the application system. 

[0048] In a step 204, the application system instructs the operating system to generate a key. 

The key may be generated using conventional means, for example, by using Android 

Keystore™ (which is part of the operating system). The key may be a key used for 

decryption and encryption of data, for example, a transaction PIN in this case. The key 

may be stored in a trusted execution environment (TEE) of the operating system. The TEE 

is a secure area of the main processor of the operating system where code and data 

loaded inside is protected with respect to their integrity and confidentiality. The key may be 

a symmetric key or an asymmetric key pair. The asymmetric key pair comprises a private 

key and a public key. In particular, an encryption/decryption algorithm involving the 

symmetric key uses the same key (e.g. a secret key) for both encryption and decryption 

processes while that involving the asymmetric key pair typically uses different keys for 
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encryption and decryption (e.g. a public key for encryption and a private key for 

decryption). In various embodiments, the key may be stored in an Android Keystore™, 

which can subsequently be retrieved during authentication processes to initialise a cipher 

for decrypting an encrypted transaction PIN to authenticate a contactless payment 

transaction as shown in the method 100 of Fig. 1. 

[0049] In a step 206, the application system instruct the operating system to authenticate the 

customer to verify the registration request. 

[0050] In a step 208, the application system transmits a result of the registration request to an 

account server, the account server being associated with a payment account or an 

electronic wallet used in the contactless payment transaction. The account server may 

also be associated with a payment network server operating in conjunction with an 

electronic wallet service provider server or an issuer server to administer use of the 

system for authenticating contactless payment transactions offline. The payment network 

server is a server associated with a payment network such as the Banknet payment 

network operated by Mastercard®. The issuer server is associated with an issuer institution 

which maintains payment accounts for customers. 

[0051] In a step 210, the application system receives a code from the account server, the 

code being associated with authenticating the contactless payment transaction. The type 

of code received from the account server is dependent on the type of key (e.g. a 

symmetric key or an asymmetric key) used in the authentication process shown in Fig. 1. 

In an embodiment where the key is a symmetric key and the transaction PIN is randomly 

generated by the account server, the code is the transaction PIN. In another embodiment 

where the key is an asymmetric key pair and the transaction PIN is randomly generated by 

the account server, the code is the transaction PIN in encrypted form (Le. encrypted using 

the public key of the asymmetric key pair). 

[0052] Referring to Fig. 3, a computerised network 300 for performing the method 200 in 

accordance with an embodiment of the invention is shown. The computerised network 300 

comprises an account server 304 which maintains a payment account associated with the 

customer from which payment can be made. The account server 304 may be a server 

associated with an electronic wallet service provider or it may be associated with a 

payment network such as the Banknet payment network operated by Mastercard®. As 

shown in Fig. 3, the account server 304 is in communication with a customer electronic 

device 302 and an issuer server 306. The issuer server 306 is associated with an issuer 

institution which maintains payment accounts associated with customers for performing 

payment transactions. The customer electronic device 302 may be a mobile phone, a 

smartphone, a tablet, a personal digital assistant (PDA), a key fob, a transponder device, a 
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NFC-enabled device, or a computer. The customer electronic device 302, together with its 

operating system (e.g. an Android™ operating system) and the application system 

installed in the customer electronic device 302, may be configured to perform the 

operations as discussed in the methods 100 and 200 above. In addition, the computerised 

network 300 comprises a local database 303 in communication with the customer 

electronic device 302. The local database 303 may be a hardware component of the 

customer electronic device 302 such that data can be transferred to and fro the local 

database 303 and be processed at the customer electronic device 302 offline. In an 

embodiment, encrypted transaction PINs for authenticating payment transactions offline 

are stored in the local database 303. 

[0053] In an embodiment, the customer initiates registration of the customer electronic device 

302 and the application system for authenticating contactless payment transactions. The 

application system is associated with a customer account which may be used to fund the 

contactless payment transactions. The customer account may be an electronic wallet or 

any other payment account which can provide funds. The application system may check if 

the customer electronic device 302 is eligible for authenticating contactless payment 

transactions offline. For example, the application system checks (i) if the operating system 

of the customer electronic device 302 supports authentication operations, (ii) if a trusted 

execution environment (TEE) is present in the customer electronic device 302 and/or (iii) if 

a customer identifier is already enrolled or registered with the customer electronic device 

302. For example, if the customer identifier is a fingerprint, the application system verifies 

if a fingerprint sensor operationally connected to the customer electronic device 302 is 

available and checks that there is at least one fingerprint registered with the customer 

electronic device 302. In this case, the fingerprint may be enrolled with a fingerprint 

manager of the operating system and stored locally in the customer electronic device 302. 

Once the eligibility of the customer electronic device 302 is checked, the customer may be 

prompted to opt-in to authenticate contactless payment transactions offline using the 

application system. The application system is then configured to work with e.g. an Android 

Keystore™ to generate a key (e.g. a symmetric key or an asymmetric key pair). A unique 

crypto object may also be derived using the key which serves to recall the key from the 

Keystore TM. When making a payment, the crypto object is returned by the fingerprint 

manager after successful authentication of the fingerprint. The crypto object contains a 

handle (Le. an address or identifier) for the key such that the key can be retrieved from the 

Keystore™ and used in encrypting or decrypting data (e.g. the cypher) from the Android 

Keystore ™ so as to protect the integrity of the fingerprint authentication and to prevent a 

third party from intercepting the results. The application system is configured to prompt the 

customer for authentication or to prompt the operating system to authenticate the 
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customer. Once the customer is authenticated, the application system notifies the account 

server 304 that the customer has registered to be authenticated locally for contactless 

payment transactions. The application system may notify the account server 304 that the 

customer electronic device 302 is TEE enabled. Upon receiving a notification that the 

customer has registered to be authenticated locally for contactless payment transactions, 

the account server 304 is configured to transmit a code to the customer electronic device 

302. The code may be a transaction PIN, a transaction PIN in encrypted form or a salted 

transaction PIN. A salted transaction PIN is a transaction PIN which is added with a salt. A 

salt is typically some random data that is unique to each customer which is added as an 

input to a hash function to generate a salted code (Le. a salted transaction PIN) that is 

unique so as to improve security and prevent cyber-attacks. In embodiments, where the 

key is a symmetric key and the code is a transaction PIN or a salted transaction PIN, the 

code (Le. the transaction PIN or the salted transaction PIN) is encrypted using a cipher, by 

the operating system as instructed by the application system, derived from the symmetric 

key and stored as a transaction PIN in encrypted form locally in the database. The account 

server 304 may also be configured to notify the issuer server 306 that the customer has 

registered to authenticate contactless payment transactions locally using the customer 

electronic device 302. 

[0054] Although only one customer electronic device 302 is shown in Fig. 3, a plurality of 

customer electronic devices 302 may form part of the computerised network 300. Similarly, 

a plurality of issuer servers 306 may be in communication with the account server 304 and 

form part of the computerised network 300. There is provided an account server database 

308 in communication with the account server 304. The account server database 308 

serves at least to store information associated with the customer account and the customer 

electronic device 302 for use in authenticating contactless payment transactions offline. 

Moreover, an issuer database 310 is operationally connected to the issuer server 306. In 

embodiments where the issuer server 310 is notified that the customer and/or customer 

electronic device 302 has registered to authenticate contactless payment transactions 

locally using the customer electronic device 302, the issuer database 310 serves at least to 

store information pertaining to the registration, for example an indicator to note that the 

customer account maintained at the issuer server 306 can be authenticated offline. 

Communication between the servers and databases may take place via any type of 

network, for example, a virtual private network (VPN), the Internet, a local area and/or wide 

area network (LAN and/or WAN), and so on. 

[0055] Fig. 4 shows steps of a method for authenticating a payment card transaction where 

the key is a symmetric key in accordance with an embodiment of the invention. The 

method 400 provides further detail to the method 200 when the customer and the 
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application system registers to authenticate contactless payment transactions locally using 

the customer electronic device 302 with a symmetric key. 

[0056] In a step 402, where the key generated in the operating system (e.g. as instructed by 

the application system) is a symmetric key, the application system instructs the operating 

system to derive a cipher using the symmetric key. 

[0057] In a step 404, where the code received from the account server 304 in the step 210 is 

a transaction PIN, the application system is configured to instruct the operating system to 

encrypt the transaction PIN received from the account server 304 using the cipher derived 

in the step 402. In this case, the transaction PIN may be generated randomly by the 

account server 304. In embodiments where the transaction PIN is determined by the 

customer (the customer may determine the transaction PIN and transmit it to the account 

server 304 during the registration process as illustrated in the method 200), the code 

received from the account server 304 is a salted transaction PIN. In this case, the 

application system is configured to instruct the operating system to encrypt the salted 

transaction PIN using the cipher derived in the step 402, in the step 404. 

[0058] In a step 406, the application system is configured to instruct the operating system to 

store the transaction PIN in encrypted form (e.g. an encrypted transaction PIN or an 

encrypted salted PIN) in the local database 303 of the customer electronic device 302. 

[0059] Fig. 5 shows steps of a method 500 for authenticating a payment card transaction 

where the key is an asymmetric key pair in accordance with an embodiment of the 

invention. The method 500 provides further detail to the method 200 when the customer 

has registered to authenticate contactless payment transactions locally using the customer 

electronic device 302 with the asymmetric key pair. 

[0060] In a step 502, where the key generated in the operating system (e.g. as instructed by 

the application system) is the asymmetric key pair, the application system is configured to 

transmit a public key of the asymmetric key pair to the account server 304. The account 

server 304 is configured to use the public key to encrypt the transaction PIN before 

sending the transaction PIN in encrypted form as a code in the step 210. The transaction 

PIN may be generated randomly by the account server 304. 

[0061] After the application system receives the code (Le. the transaction PIN in encrypted 

form), the transaction PIN in encrypted form (Le. the encrypted transaction PIN using the 

private key) is stored in the local database 303 of the customer electronic device 302 in a 

step 504. 
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[0062] Fig. 6 shows steps of a method 600 for registering the customer and the application for 

use in authenticating payment card transactions in accordance with some embodiments of 

the invention. In an embodiment, the customer electronic device 302 comprises the 

operating system and the application system. Here, for simplicity in illustrating the process 

of registration between the different entities within the computerised network 300, the 

processes carried out by the application system, the operating system and/or components 

of the customer electronic device 302 are taken to be processed at the customer electronic 

device 302 in the figure. Details of the different processes carried out by the application 

system, the operating system and the components of the customer electronic device 302 

are illustrated in Fig. 9a below. In this example, a fingerprint is used in authenticating the 

customer for carrying out certain operations/processes with the application system installed 

in the customer electronic device 302. 

[0063] In a step 602, the customer initiates registration of the customer and the application 

system for authenticating contactless payment transactions. The application system is 

associated with a customer account which may be used to fund payment transactions. The 

customer account may be an electronic wallet or any other payment account which can 

provide funds for carrying out contactless payment transactions. 

[0064] Once prompted by the registration request, the application system is configured to 

check if the customer electronic device 302 is eligible for authenticating contactless 

payment transactions offline in a step 604. For example, the application system verifies (i) 

if the operating system of the customer electronic device 302 supports authentication 

operations, (ii) if a trusted execution environment (TEE) is present in the customer 

electronic device 302 and/or (iii) if a customer identifier (in this case, a fingerprint) is 

already enrolled or registered with the customer electronic device 302. The application 

system may verify if a fingerprint sensor is operationally connected to the customer 

electronic device 302 and checks that there is at least one fingerprint associated with the 

customer which is registered with the customer and stored locally in the customer 

electronic device 302. The fingerprint may be enrolled in a fingerprint manager (e.g. a part 

of the operating system) installed in the customer electronic device 302 which is associated 

with the application system. Once the eligibility of the device 302 is verified, the customer 

may be prompted to opt-in to authenticate contactless payment transactions offline using 

the application system with the registered fingerprint. 

[0065] In a step 606, the customer selects to register for authenticating contactless payment 

transactions offline. 

[0066] In a step 608, the application system is configured to work with e.g. an Android 

Keystore™ (also part of the operating system) to generate a key (e.g. a symmetric key or 
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an asymmetric key pair). If the key is a symmetric key, a crypto object may be derived 

using the symmetric key. If the key is an asymmetric key pair, a crypto object may be 

derived using a private key of the asymmetric key pair. The crypto object serves to recall 

the key from the Keystore™ once the customer is authenticated. In an embodiment, the 

customer is required to authenticate for each cryptography action. For example, each 

contactless payment transaction requires an authentication from the customer before each 

contactless payment transaction can proceed. 

[0067] The application system is configured to prompt the customer for authentication using 

the registered fingerprint in a step 610. In an embodiment, the customer is prompted 

through a customised screen within the application system. The application system may be 

associated with either a fingerprint manager or a confirm credentials application 

programme interface (API) to authenticate the customer. The customer provides his/her 

fingerprint for authentication in a step 612. Once the customer is authenticated and if the 

key is a symmetric key, the application system is configured to instruct the operating 

system to generate a cipher derived from the symmetric key. In any case, the application 

system, via the customer electronic device 302, is configured to notify the account server 

304 that the customer and/or the application system has registered to be authenticated 

locally for contactless payment transactions in a step 614. In the step 614, the application 

system may notify the account server 304 that the device 302 is TEE enabled. If the key is 

an asymmetric key pair where the asymmetric key pair comprises a private key and a 

public key, the App may transmit the public key to the account server in the step 614. 

[0068] Upon receiving a notification that the customer and/or the customer electronic device 

302 has registered to be authenticated locally for contactless payment transactions in the 

step 614, the account server 304 is configured to transmit a code to the customer 

electronic device 302 in a step 616. The code may be received at the application system. 

The code may be a transaction PIN or a salted transaction PIN if the key is a symmetric 

key, or a transaction PIN in encrypted form if the key is an asymmetric key pair. For some 

embodiments where the key is a symmetric key, the transaction PIN may be determined by 

the customer or generated randomly by the account server 304. In the case where the 

transaction PIN is determined by the customer, the code received from the account server 

304 maybe a salted transaction PIN. In the case where the transaction PIN is generated 

randomly by the account server 304, the code received from the account server 304 maybe 

a transaction PIN. For some embodiments where the key is an asymmetric key pair, the 

account server 304 is configured to encrypt the transaction PIN using the public key 

provided in the step 614 before transmitting the transaction PIN in encrypted form as the 

code to the customer electronic device 302 in the step 616. In this case, the transaction 

PIN maybe generated randomly by the account server 304. The account server 304 may 
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also be configured to notify the issuer server 306 that the customer has registered to 

authenticate contactless payment transactions locally using the customer electronic device 

302 in a step 618 depending on a requirement of the issuer institution associated with the 

issuer server 306. 

[0069] In a step 620, where the code is the transaction PIN or the salted transaction PIN (for 

cases where the key is symmetric), the code (Le. the transaction PIN or the salted 

transaction PIN) is encrypted using the cipher by the operating system (e.g. as instructed 

by the application system) and stored as a transaction PIN in encrypted form locally in the 

database of the customer electronic device 302. 

[0070] Fig. 7 shows steps of a method 700 for authenticating a contactless payment 

transaction in accordance with some embodiments of the invention. Similar to Fig. 6, for 

simplicity in illustrating the process of authenticating a contactless payment transaction 

between the different entities within the computerised network 300, the processes carried 

out by the application system, the operating system and/or components of the customer 

electronic device 302 are taken to be processed at the customer electronic device 302 in 

the figure. Details of the different processes carried out by the application system, the 

operating system and the components of the customer electronic device 302 are illustrated 

in Fig. 9b below. 

[0071] In a step 702, the customer launches the application system in the customer electronic 

device 302. The customer may initialise the application system in anticipation of making 

payment for a contactless payment transaction carried out in a store, for example via a 

point-of-sale (POS) terminal. 

[0072] In a step 704, the application system in the customer electronic device 302 prompts the 

customer for an input of his/her fingerprint for authentication. The application system may 

prompt the operating system to receive the input of the customer fingerprint for 

authentication. 

[0073] In a step 706, the customer provides his/her fingerprint as an input to the customer 

electronic device 302 for authentication. Once the customer electronic device 302 receives 

the input of the customer's fingerprint, the operating system of the customer electronic 

device 302 is configured to determine if the customer's fingerprint matches the one 

enrolled in the application system when the customer registered to authenticate contactless 

payment transactions using the application system offline in the method 600 discussed 

above. 

[0074] Once the customer is authenticated, the customer electronic device 302 together with 

its operating system is configured to initialise a cipher with the key. If the key is a 
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symmetric key, the cipher is initialised using the symmetric key generated. Alternatively, if 

the key is an asymmetric key pair, the cipher is initialised using the private key of the 

asymmetric key pair. In other embodiments, initialising a cipher includes generating a 

cipher in the customer electronic device 302 which mayor may not utilise a key. In various 

embodiments, depending on if the key is a symmetric key or an asymmetric key pair, the 

crypto object derived from either the symmetric key or the private key of the asymmetric 

key pair in the step 608 is generated once the customer is authenticated. The generated 

crypto object is used to recall its corresponding symmetric key or the private key of the 

asymmetric key pair for initialising the cipher. 

[0075] In any case, once the cipher is initialised, the operating system of the customer 

electronic device 302 is configured to use the cipher to decrypt a transaction personal 

identification number (PIN) which is stored in the local database 303 in an encrypted form. 

The transaction PIN may be encrypted by the cipher for the case of the symmetric key; or 

it may be encrypted by the public key of the asymmetric key pair in the case where the key 

is the asymmetric key pair. 

[0076] The transaction PIN once decrypted is received by the application system and can be 

used by the application system to access a token, where the token is associated with 

payment details for processing the contactless payment transaction. The token may be 

stored in the local database 303 of the customer electronic device 302. The token may 

then be used for further processing of the contactless payment transaction in a 

conventional method as known by a skilled person in the art. For example, the token is 

transmitted to a payment network where the payment details in the token are accessed for 

further processing of the payment transaction. 

[0077] Fig. 8, comprising Figs. 8a and 8b, shows a non-exhaustive list of responses for 

authenticating contactless payment transactions. In particular, examples of the Application 

Programming Interface (API) response, response code used, behaviour of the application 

system (App) and customer experience are listed for different scenarios when a device with 

an Android™ operating system is employed. 

[0078] The first row in Fig. 8a shows the corresponding processes carried out at the customer 

electronic device 302 together with the App once the customer has been successfully 

authenticated using his/her fingerprint. Once the authentication is successful, no response 

code is generated and the application can be accessed. The App will therefore continue 

to launch for normal operation and will allow known single tap, double tap or in-App check­

out to proceed with a payment transaction. In the background of the App, the fingerprint 

manager is configured to retrieve/generate the crypto object where the key can be 

accessed so as to retrieve the cipher for decrypting the transaction PIN as described in the 
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method 100 in Fig. 1. The App may also show a response on screen (e.g. "Fingerprint 

recognised") to notify the customer that his/her fingerprint has been authenticated. 

[0079] The second row in Fig. 8a shows different scenarios and their corresponding 

processes carried out at the customer electronic device 302 together with the App if there 

exists certain issues experienced by the fingerprint manager when the fingerprint is being 

acquired. In an example, the fingerprint acquired may be of a good quality but the App 

may not be able to process it due to some errors occurred during processing by the App. 

In this case, the App may return a failure message (e.g. "Fingerprint not recognised. Try 

again.") to notify the customer to retry inputting his/her fingerprint for authentication. 

Another five possible scenarios relating to errors experienced during the fingerprint 

acquiring process have also been listed in the second row. For instance, (i) the fingerprint 

image acquired may be too noisy due to suspected or detected dirt on the fingerprint 

sensor of the customer electronic device 302 (e.g. in the case of a response code 

"FINGERPRINT_ACQUIRED_IMAGE_DIRTY"); (ii) the fingerprint image may be too noisy 

to process due to a detected condition and the fingerprint image acquired is deemed 

insufficient (e.g. in the case of "FINGERPRINT_ACQUIRED_INSUFFICIENT"); (iii) there 

may only be a partial fingerprint image detected (e.g. in the case of a response code 

"FINGERPRINT_ACQUIRED_PARTIAL"); (iv) the fingerprint image was incomplete due to 

quick motion of the finger when the fingerprint is being acquired (e.g. in the case of a 

response code "FINGERPRINT_ACQUIRED_TOO_FAST"); (v) the fingerprint image was 

unreadable due to a lack of motion (e.g. in the case of a response code 

"FINGERPRINT_ACQUIRED_TOO_SLOW"). For all these 5 possible scenarios, the App 

may return a failure message (e.g. "Fingerprint not recognised. Try again.") to notify the 

customer to retry inputting his/her fingerprint for authentication. 

[0080] Fig. 8b shows other examples which lead to a failure for fingerprint authentication. In a 

first row of Fig. 8b, different scenarios are listed and their corresponding processes carried 

out at the customer electronic device 302 together with the App if there exists certain 

issues experienced by the fingerprint manager during fingerprint authentication (e.g. failure 

to receive a fingerprint). Six possible scenarios which have been listed are (i) the 

authentication operation was cancelled because the fingerprint sensor of the customer 

electronic device 302 is unavailable (e.g. in the case of a response code 

"FINGERPRINT_ERROR_CANCELLED"); (ii) the hardware is unavailable (e.g. in the case 

of a response code "FINGERPRINT_ERROR_HW_UNAVAILABLE"); (iii) the 

authentication process was cancelled because the API is locked out as a result of too 

many attempts (e.g. in the case of "FINGERPRINT _ERROR_LOCKOUT"); (iv) in the case 

of enrolment of a fingerprint, the process cannot be completed because there is not 

enough storage space remaining to complete the enrolment process (e.g. in the case of 
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"FINGERPRINT_ERROR_NO_SPACE"); (v) the authentication process has been running 

for too long without receiving an input of a fingerprint (e.g. in the case of a response code 

"FINGERPRINT _ERROR_ TIMEOUT"); (vi) the fingerprint sensor of the customer 

electronic device was unable to process the fingerprint image (e.g. in the case of a 

response code "FINGERPRINT_ERROR_UNABLE_TO_PROCESS"). Scenario (i) may 

occur when the customer presses a "power" key of the customer electronic device 302 (Le. 

the system) and turns off the screen of the customer electronic device 302, or another 

application comes onto the foreground and request to use the fingerprint sensor. No action 

is required on the part of the customer when this error occurs. Scenario (ii) and (iii) may 

cause the Android™ App to opt-out from fingerprint based authentication from the 

Android™ platform and clear all the keys and encrypted data in the Android™ device and 

fall back to use of a standard PIN. For the scenarios (iv) to (vi), the App may return a 

failure message (e.g. "Fingerprint not recognised. Try again.") to notify the customer to 

retry inputting his/her fingerprint for authentication. 

[0081] The second row of Fig. 8b shows the corresponding processes carried out at the 

customer electronic device 302 together with the App if the customer is not authenticated 

and no response code is generated. In this case, the App may return a failure message 

(e.g. "Fingerprint not recognised. Try again.") to notify the customer to retry inputting 

his/her fingerprint for authentication. 

[0082] Fig. 9, comprising Figs. 9a and 9b, shows schematically a functional structure of the 

customer electronic device 302 (e.g. comprising the application system and the operating 

system), where Fig. 9a shows a process flow between different modules in the customer 

electronic device 302 during a registration process while Fig. 9b shows a process flow 

between different modules in the customer electronic device during an authentication 

process for a payment transaction, in accordance with various embodiments of the 

invention. In order to simplify Figs. 9a and 9b, only functional modules involved in the 

registration process and the authentication process respectively are shown, although it 

should be noted that the functional modules shown in Figs. 9a and 9b may all be 

comprised in the customer electronic device 302 at the same time. 

[0083] Fig. 9a shows the process flow between different modules in the customer electronic 

device 302 during a registration process in accordance with various embodiments of the 

invention. The customer electronic device 302 comprises the application system (App) 902 

and the operating system 904. The App 902 comprises a verification module 906, a 

registration module 908 and a communication module 912. The operating system 904 

comprises an authentication module 914, a cryptography module 916. The customer 
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electronic device 302 also comprises I/O (inpuUoutput devices) 918, a local database 920, 

a device communication module 922 and a trusted execution environment (TEE) 924. 

[0084] The interactions of the different modules within the customer electronic device 302 are 

illustrated in the following steps. 

[0085] In step 1, a registration request is received at the registration module 908 of the App 

from the customer via the I/O device 918. The I/O device 918 may comprise a touch­

screen and/or a keyboard (virtual or physical) via which the customer may send a 

registration request to the registration module 908 of the App. 

[0086] In a step 2, the registration request is passed from the registration module 908 to the 

verification module 906 within the App. 

[0087] In a step 3, the verification module 906 prompts the authentication module 914 of the 

operating system 904 to request for an authentication from the customer. 

[0088] In a step 4, the authentication module 914 requests the customer to input a customer 

identifier via the I/O device 918 of the customer electronic device 302. The customer 

identifier may be one of the following: a biometric, a fingerprint, a facial recognition, an iris 

recognition, a voice recognition, a gesture, or a password. For example, the customer may 

be prompted via a display of the customer electronic device 302 to input the customer 

identifier. 

[0089] In a step 5, the customer may input a customer identifier input via the I/O device 918 

and received at the authentication module 914. For example, the customer may input 

his/her fingerprint (FP) via a fingerprint sensor of the customer electronic device 302. 

[0090] Once the FP input is received at the authentication module 914, the authentication 

module 914 is configured to authenticate the customer in a conventional manner. This 

may comprise comparing the FP input received with a registered FP in the local database 

920 and determining if the FP input matches the registered FP in the local database 920. 

The customer may be authenticated if the FP input matches the registered FP. If the FP 

input does not match, the authentication module 914 may be configured to notify the 

customer that authentication is unsuccessful and request the customer to re-enter the FP 

input (see Figs. 8a and 8b for more examples). 

[0091] Once the customer has been authenticated, a result of the authentication is sent to the 

verification module 906 in a step 6. The verification module 906 then notifies the 

registration module 908 that the customer has been authenticated in a step 7. 
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[0092] The registration module 908 is configured to instruct the cryptography module 916 to 

generate a key in a step 8. The key generated may be a symmetric key or an asymmetric 

key pair. The asymmetric key pair comprises a public key and a private key. The 

cryptography module 916 is configured to store the generated key in the TEE 924 in a step 

9. 

[0093] The registration module 908 may concurrently send a result of registration to the 

communication module 912 in a step 10 while it instructs the cryptography module 916 to 

generate the key. In some embodiments, the step 8 and the step 10 may happen one after 

the other in any combination. In any case, the result of the registration is received at the 

communication module 912. The communication module 912 is configured to at least 

transmit a result of a registration request to the account server 304 via the device 

communication module 922 in a step 11, and to receive a code from the account server 

304 via the device communication module 922 for use in authenticating contactless 

payment transactions offline in a step 12. If the key generated in the step 8 is an 

asymmetric key pair, the public key may be comprised in the result of the registration 

request when it is transmitted to the account server 304 in the step 11. In this case, the 

account server is configured to encrypt the transaction PIN using the public key received 

from the customer electronic device 302 in the step 11 and transmit an encrypted PIN as 

the code back to the customer electronic device 302 in the step 12. If the key is a 

symmetric key, the code received may be a transaction PIN or a salted transaction PIN. 

For some embodiments where the key is a symmetric key, the transaction PIN may be 

determined by the customer or generated randomly by the account server 304. In the case 

where the transaction PIN is determined by the customer, the code received from the 

account server 304 maybe a salted transaction PIN. In the case where the transaction PIN 

is generated randomly by the account server 304, the code received from the account 

server 304 may be a transaction PIN. The code received at the communication module 

912 at the step 12 may then be passed to the registration module 908. 

[0094] In some embodiments where the key generated is a symmetric key, the registration 

module 908 is configured to instruct the cryptography module 916 to encrypt the 

transaction PIN or the salted transaction PIN in a step 14a. Encryption of the transaction 

PIN or the salted transaction PIN may be done by the cryptography module 916 deriving a 

cipher (as instructed by the registration module 908) from the symmetric key and 

encrypting the transaction PIN or the salted transaction PIN with the cipher. The 

cryptography module 916 may be configured to store the encrypted transaction PIN I 

encrypted salted transaction PIN in the local database 920 of the customer electronic 

device 302 in a step 15a. 
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[0095] In some embodiments where the key generated is an asymmetric key, the registration 

module 908 is configured to store the encrypted PIN received at the local database 920 of 

the customer electronic device 302 in a step 14b. 

[0096] Fig. 9b shows a process flow between different modules in the customer electronic 

device during an authentication process for a payment transaction in accordance with 

various embodiments of the present invention. In this process flow, the App 902 further 

comprises an access module 910. The function of the access module 910 is described 

below. 

[0097] During authentication of a contactless payment transaction as exemplified by the 

method 700, the verification module 906 is configured to prompt the customer for a 

fingerprint (FP) input via the 110 devices 918 in a step (i). In addition, the verification 

module 906 is configured to prompt the authentication module 914 of the operating system 

904 to listen and react to FP authentication in a step (ii). In a step (iii), a FP input is 

received from the customer via the I/O devices 918 and is received at the authentication 

module 914. For example, the I/O devices 918 is associated with a fingerprint sensor 

which can receive a fingerprint from the customer. 

[0098] In some embodiments where a confirm credential API is used, the verification module 

906 may not need to prompt the customer for a customer identifier input. For example, the 

customer may unlock a screen on the customer electronic device 302 using a customer 

identifier input to the I/O device 918. For example, the customer identifier input may be 

received at a touch screen of the customer electronic device 302 as a password or a 

gesture from the customer. In some embodiments, the customer identifier input may be a 

facial expression or a pattern of an iris of the customer if facial or iris recognition captured 

by a camera of the customer electronic device 302. The customer identifier input may 

comprise voice recognition which can be captured by a microphone of the customer 

electronic device 302. 

[0099] In any of these cases (either by the fingerprint manager or the confirm credential API), 

once the customer is authenticated, the authentication module 914 may be configured to 

instruct the cryptography module 916 to initialise the cipher using the symmetric key or the 

private key of the asymmetric key pair in the step (iv). 

[00100] Once the cipher has been initialised at the step (iv), the cipher is passed to the 

verification module 906 in a step (v). The verification module 906 is configured to pass the 

cipher to the access module 910 in a step (vi). 

[00101] The access module 910 is configured to instruct the cryptography module 916 

to use the cipher to decrypt the transaction PIN, which is presently in an encrypted form, in 
24 



a step (vii). In some embodiments, the steps (v) to (vii) may not be required. In this case, 

once the customer is authenticated, the authentication module 914 is configured to notify 

the cryptography module 916 that the customer is authenticated and instruct the 

cryptography module 916 to retrieve the cipher which the cryptography module 916 can 

use to subsequently decrypt the encrypted transaction PIN. In any case, the cryptography 

module 916 is configured to prompt the local database 920 to provide the encrypted 

transaction PIN in a step (viii). In a step (ix), the local database 920 retrieves the 

encrypted transaction PIN and passes it to the cryptography module 916. 

[00102] The cryptography module 916 is configured to decrypt the transaction PIN and 

send the transaction PIN once decrypted to the access module 910 in a step (x). The 

access module 910 is configured to use the transaction PIN to access a token stored in 

the local database 920 in a step (xi). In a step (xii), the local database 920 sends the token 

to the access module 910 where the token can be used for processing a contactless 

payment transaction via the device communication module 922 in a step (xiii). 

[00103] Fig. 10 is a block diagram showing a technical architecture 1000 (Le. hardware) 

of a communication device (e.g. the customer electronic device 302). The technical 

architecture 1000 includes a processor 1002 (which may be referred to as a central 

processor unit or CPU) that is in communication with memory devices including secondary 

storage 1004 (such as disk drives or memory cards), read only memory (ROM) 1006, and 

random access memory (RAM) 1008. The processor 1002 may be implemented as one or 

more CPU chips. The technical architecture further comprises input/output (1/0) devices 

1010, and network connectivity devices 1012. 

[00104] The 1/0 devices 918 comprise a user interface (UI) 918a and a camera 918b. 

The UI 918a may comprise a screen in the form of a touch screen, a keyboard, a keypad, 

a graphical user interface (GUI) or other known input device. The camera 918b is a device 

for recording visual images in the form of photographs, film or video signals. In an 

embodiment, the UI 918a is configured to display information from the App 902 so as to 

interact with the customer during registration andlor authentication processes. The UI 

918a may also receive inputs such as a fingerprint, a password andlor gesture from the 

customer for authentication processes. The camera 918b may also be configured to 

capture a facial expression or an iris pattern of the customer for authenticating the 

customer. In addition, the 1/0 devices 918 may comprise a microphone (not shown) for 

receiving audio inputs from the customer. 

[00105] The secondary storage 1004 is typically comprised of a memory card or other 

storage device and is used for non-volatile storage of data and as an over-flow data 

storage device if RAM 1008 is not large enough to hold all working data. Secondary 
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storage 1004 and ROM 106 may be used to store programs which are loaded into RAM 

1008 when such programs are selected for execution. In this embodiment, the secondary 

storage 1004 has a processing component 1004a, comprising non-transitory instructions 

operative by the processor 1002 to perform various operations of the method of the 

present disclosure. The ROM 1006 is used to store instructions and perhaps data which 

are read during program execution. In some embodiments, the ROM 1006 may store the 

operating system 904 (e.g. Android™ operating system, Android Keystore™, Android 

Fingerprint Manager™ etc.) and the App 902 for use in a contactless payment transaction 

etc. The ROM 1006 may comprise a trusted execution environment (TEE) 1006a where 

code (e.g. a key for carrying the authentication processes described above) and data 

loaded inside is protected with respect to their integrity and confidentiality. The token of 

the present invention may also be stored in the TEE 924. The ROM 1006 may 

furthermore comprise a local database 920 for storing the transaction PIN of the present 

invention, in encrypted form. The secondary storage 1004, the RAM 1008, and/or the 

ROM 1006 may be referred to in some contexts as computer readable storage media 

and/or non-transitory computer readable media. 

[00106] The network connectivity devices 1012 may take the form of modems, modem 

banks, Ethernet cards, universal serial bus (USB) interface cards, serial interfaces, token 

ring cards, fiber distributed data interface (FOOl) cards, wireless local area network 

(WLAN) cards, radio transceiver cards that promote radio communications using protocols 

such as code division multiple access (COMA), global system for mobile communications 

(GSM), long-term evolution (L TE), worldwide interoperability for microwave access 

(Wi MAX), near field communications (NFC), radio frequency identity (RFIO), and/or other 

air interface protocol radio transceiver cards, and other network devices. These network 

connectivity devices 1012 may enable the processor 1002 to communicate with the 

Internet or one or more intranets. With such a network connection, it is contemplated that 

the processor 1002 might receive information from the network, or might output 

information to the network in the course of performing the above-described method 

operations. Such information, which is often represented as a sequence of instructions to 

be executed using the processor 1002, may be received from and outputted to the network, 

for example, in the form of a computer data signal embodied in a carrier wave. The device 

communication module 922 may comprise the network connectivity devices 1012 so as to 

enable the customer electronic device at least to communicate with the account server in 

order to carry out the processes described above. 

[00107] The processor 1002 executes instructions, codes, computer programs, scripts 

which it accesses from hard disk, floppy disk, optical disk (these various disk based 

systems may all be considered secondary storage 1004), flash drive, ROM 1006, RAM 
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1008, or the network connectivity devices 1012. While only one processor 1002 is shown, 

multiple processors may be present. Thus, while instructions may be discussed as 

executed by a processor, the instructions may be executed simultaneously, serially, or 

otherwise executed by one or multiple processors. In an embodiment, the processor 1002 

is configured to execute the App stored in the ROM 1006 and/or RAM 1008 or the 

secondary storage 1004 for registration and/or authentication processes as described in 

the exemplary embodiments. 

[00108] As is understood by a skilled person in the art, various hardware and software 

components as described may work in combination to form the various modules as 

described in Fig. 9 to perform their respective functions. 

[00109] Fig. 11 is a block diagram showing a technical architecture 1100 of the account 

server 304 and/or the issuer server 306. 

[00110] The technical architecture 1100 includes a processor 1102 (which may be 

referred to as a central processor unit or CPU) that is in communication with memory 

devices including secondary storage 1104 (such as disk drives), read only memory (ROM) 

1106, and random access memory (RAM) 1108. The processor 1102 may be implemented 

as one or more CPU chips. The technical architecture may further comprise input/output 

(I/O) devices 1110, and network connectivity devices 1112. 

[00111] The secondary storage 1104 is typically comprised of one or more disk drives 

or tape drives and is used for non-volatile storage of data and as an over-flow data storage 

device if RAM 1108 is not large enough to hold all working data. Secondary storage 1104 

may be used to store programs which are loaded into RAM 1108 when such programs are 

selected for execution. 

[00112] In this embodiment, the secondary storage 1104 has a processing component 

1104a comprising non-transitory instructions operative by the processor 1102 to perform 

various operations of the method of the present disclosure. The ROM 1106 is used to 

store instructions and perhaps data which are read during program execution. The 

secondary storage 1104, the RAM 1108, and/or the ROM 1106 may be referred to in some 

contexts as computer readable storage media and/or non-transitory computer readable 

media. 

[00113] I/O devices 1110 may include printers, video monitors, liquid crystal displays 

(LCDs), plasma displays, touch screen displays, keyboards, keypads, switches, dials, 

mice, track balls, voice recognizers, card readers, paper tape readers, or other input 

and/or output devices. 
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[00114] The network connectivity devices 1112 may take the form of modems, modem 

banks, Ethernet cards, universal serial bus (USB) interface cards, serial interfaces, token 

ring cards, fiber distributed data interface (FOOl) cards, wireless local area network 

(WLAN) cards, radio transceiver cards that promote radio communications using protocols 

such as code division multiple access (COMA), global system for mobile communications 

(GSM), long-term evolution (L TE), worldwide interoperability for microwave access 

(Wi MAX), near field communications (NFC), radio frequency identity (RFIO), and/or other 

air interface protocol radio transceiver cards, and other network devices. These network 

connectivity devices 1112 may enable the processor 1102 to communicate with the 

Internet or one or more intranets. With such a network connection, it is contemplated that 

the processor 1102 might receive information from the network, or might output 

information to the network in the course of performing the above-described method 

operations. Such information, which is often represented as a sequence of instructions to 

be executed using processor 1102, may be received from and outputted to the network, 

for example, in the form of a computer data signal embodied in a carrier wave. 

[00115] The processor 1102 executes instructions, codes, computer programs, scripts 

which it accesses from hard disk, floppy disk, optical disk (these various disk based 

systems may all be considered secondary storage 1104), flash drive, ROM 1106, RAM 

1108, or the network connectivity devices 1112. While only one processor 1102 is shown, 

multiple processors may be present. Thus, while instructions may be discussed as 

executed by a processor, the instructions may be executed simultaneously, serially, or 

otherwise executed by one or multiple processors. 

[00116] Although the technical architecture is described with reference to a computer, it 

should be appreciated that the technical architecture may be formed by two or more 

computers in communication with each other that collaborate to perform a task. For 

example, but not by way of limitation, an application may be partitioned in such a way as 

to permit concurrent and/or parallel processing of the instructions of the application. 

Alternatively, the data processed by the application may be partitioned in such a way as to 

permit concurrent and/or parallel processing of different portions of a data set by the two 

or more computers. In an embodiment, virtualization software may be employed by the 

technical architecture to provide the functionality of a number of servers that is not directly 

bound to the number of computers in the technical architecture. In an embodiment, the 

functionality disclosed above may be provided by executing an application and/or 

applications in a cloud computing environment. Cloud computing may comprise providing 

computing services via a network connection using dynamically scalable computing 

resources. A cloud computing environment may be established by an enterprise and/or 

may be hired on an as-needed basis from a third party provider. 
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[00117] It is understood that by programming and/or loading executable instructions 

onto the technical architecture, at least one of the CPU 1102, the RAM 1108, and the 

ROM 1106 are changed, transforming the technical architecture iri part into a specific 

purpose machine or system having the novel functionality taught by the present disclosure. 

It is fundamental to the electrical engineering and software engineering arts that 

functionality that can be implemented by loading executable software into a computer can 

be converted to a hardware implementation by well-known design rules. 

[00118] Whilst the foregoing description has described exemplary embodiments, it will 

be understood by those skilled in the art that many variations of the embodiments can be 

made within the scope of the present invention as defined by the claims. Moreover, 

features of one or more embodiments may be mixed and matched with features of one or 

more other embodiments. 
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Claims 

1. An application system for authenticating a contactless payment transaction, the 

application system comprising: 

a verification module configured to: 

receive, from an operating system, a cipher if a customer is authenticated; and 

an access module configured to: 

instruct the operating system to use the cipher to decrypt a transaction personal 

identification number (PIN) which is stored in a local database in an encrypted form; 

receive the transaction PIN once decrypted; and 

use the transaction PIN to access a token, the token being associated with 

payment details for processing the payment transaction. 

2. The application system of claim 1, wherein the system further comprises: 

a registration module configured to: 

receive a registration request from the customer, the registration request being 

a request to register the application system for use in authenticating the payment 

transaction; and 

instruct the operating system to generate a key; 

wherein the verification module is further configured to: 

instruct the operating system to authenticate the customer to verify the 

registration request; and 

wherein the application system further comprises a communication module, the 

communication module is configured to: 

transmit a result of the registration request to an account server, the account 

server being associated with a payment account used in the payment transaction; and 

receive a code from the account server, the code being associated with 

authenticating the payment transaction. 

3. The application system of claim 2, wherein the key is a symmetric key, the code 

received from the account server is the transaction PIN, and the registration module is 

further configured to: 

instruct the operating system to: 

derive the cipher using the symmetric key; 

encrypt the transaction PIN using the cipher; and 

store the transaction PIN in encrypted form in the local database. 
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4. The application system of claim 2, wherein the key is an asymmetric key pair and the 

asymmetric key pair comprises a private key and a public key, the public key is used by the 

account server to encrypt the transaction PIN such that the code received from the account 

server is the transaction PIN in encrypted form, the communication module is further 

configured to: 

transmit the public key to the account server; and 

the registration module is further configured to: 

store the transaction PIN in encrypted form in the local database. 

5. The application system of any preceding claim, wherein the verification module is further 

configured to: 

prompt the customer for a customer identifier input for authentication when the 

system is initialised; and 

prompt the operating system to receive the customer identifier input from the 

customer. 

6. The application system of anyone of claims 1 to 4, wherein the verification module is 

further configured to: 

instruct the operating system to prompt the customer for a customer identifier 

input for authentication. 

7. The application system of claim 5 or claim 6, wherein the customer identifier input is 

selected from one of the following: a biometric, a fingerprint, a facial recognition, an iris 

recognition, a voice recognition, a gesture, or a password. 

8. A computer-implemented method for authenticating a contactless payment transaction, 

the method comprising: 

receiving, from an operating system, a cipher if a customer is authenticated; 

instructing the operating system to use the cipher to decrypt a transaction personal 

identification number (PIN) which is stored in a local database in an encrypted form; 

receiving the transaction PIN once decrypted; and 

using the transaction PIN to access a token, the token being associated with payment 

details for processing the payment transaction. 

9. The method of claim 8 further comprising: 

receiving a registration request from the customer, the registration request being a 

request to register the application system for use in authenticating the payment transaction; 

instructing the operating system to generate a key; 
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instructing the operating system to authenticate the customer to verify the registration 

request; 

transmitting a result of the registration request to an account server, the account server 

being associated with a payment account used in the payment transaction; and 

receiving a code from the account server, the code being associated with 

authenticating the payment transaction. 

10. The method of claim 9, wherein the key is a symmetric key, the code received from the 

account server is the transaction PIN, and the method further comprises: 

instructing the operating system to: 

derive the cipher using the symmetric key; 

encrypt the transaction PIN using the cipher; and 

store the transaction PIN in encrypted form in the local database. 

11. The method of claim 9, wherein the key is an asymmetric key pair and the asymmetric 

key pair comprises a private key and a public key, the public key is used by the account 

server to encrypt the transaction PIN such that the code received from the account server 

is the transaction PIN in encrypted form, the method further comprises: 

transmitting the public key to the account server; and 

storing the transaction PIN in encrypted form in the local database. 

12. The method of claim 10 further comprising salting the transaction PIN by the account 

server if the transaction PIN is determined by the customer. 

13. The method of claim 10 or claim 11, wherein the transaction PI N is randomly generated 

by the account server. 

14. The method of anyone of claims 8 to 13 further comprising: 

prompting the customer for a customer identifier input for authentication when 

the system is initialised; and 

prompting the operating system to receive the customer identifier input from the 

customer. 

15. The method of anyone of claims 8 to 13 further comprising: 

instructing the operating system to prompt the customer for a customer identifier 

input for authentication. 
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16. The method of anyone of claims 9 to 15 wherein the key is stored in a trusted 

execution environment (TEE) of the operating system. 

17. A computerised network for authenticating a contactless payment transaction, the 

computerised network comprising: 

an application system comprising: 

a registration module configured to: 

receive a registration request from a customer, the registration request 

being a request to register the application system for use in authenticating the payment 

transaction; and 

instruct an operating system to generate a key; 

a verification module configured to: 

instruct the operating system to authenticate the customer to verify the 

registration request; 

a communication module configured to: 

transmit a result of the registration request; and 

receive a code from the account server, the code being associated with 

authenticating the payment transaction; and 

wherein the application system is registered, the verification module is further 

configured to: 

receive, from the operating system, a cipher if the customer is 

authenticated; and 

the application system further comprises an access module, the access module 

is configured to: 

instruct the operating system to use the cipher to decrypt a transaction 

personal identification number (PIN) which is stored in a local database in an encrypted 

form; 

receive the transaction PIN once decrypted; and 

use the transaction PIN to access a token, the token being associated 

with payment details for processing the payment transaction; and 

an account server, the account server being associated with a payment account used 

in the payment transaction, wherein the account server comprises: 

a server communication module configured to: 

receive the result of the registration; and 

transmit the code to the application system. 
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18. The computerised network of claim 17, wherein the key is a symmetric key, the code 

received from the account server is the transaction PIN, and the registration module of the 

application system is further configured to: 

instruct the operating system to: 

derive the cipher using the symmetric key; 

encrypt the transaction PIN using the cipher; and 

store the transaction PIN in encrypted form in the local database. 

19. The computerised network of claim 17, wherein the key is an asymmetric key pair and 

the asymmetric key pair comprises a private key and a public key, the code received from 

the account server is the transaction PIN in encrypted form, the communication module of 

the application system is further configured to: 

transmit the public key to the account server; 

the registration module of the application system is further configured to: 

store the transaction PIN in encrypted form in the local database; and 

the account server is further configured to: 

receive the public key from the application system; 

encrypt the transaction PIN using the public key; and 

transmit the transaction PIN in encrypted form to the application system. 

20. A non-transitory computer-readable medium having stored thereon program 

instructions for causing at least one processor to perform the method according to anyone 

of claims 8 to 16. 

34 


