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ABSTRACT 

 Disclosed herein are system, method, and computer program product embodiments for 

confirming transactions using zero-knowledge proofs (“ZKPs”). A data sending system may 

transmit a digital signature and transaction data to a data receiving system participating in a 

transaction with the data sending system.  The transaction data may include a ZKP as well as 

terms of the transaction.  The data receiving system may verify the ZKP, the terms of the 

transaction, and/or the digital signature to verify the accuracy of the transaction.  The data 

receiving system may then generate a private key signature and apply this signature to the 

transaction to provide verification and confirmation accepting the transaction.  The data 

receiving system may then publish the signed transaction data to a blockchain.  The private 

signature may acknowledge acceptance of the transaction in a confidential manner even on a 

public system such as a blockchain. 
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