DESCRI PTI ON | NFORVATI ON PROCESSI NG APPARATUS AND
| NFORMATI ON PROCESSI NG METHOD FI ELD OF THE | NVENTI ON
[ 0001] The present invention relates to an information
processi ng apparatus conprising plural devices for
executing the sanme processing nutually independently
and an information p ' t hod using pl ural
devi ces for executi naﬁ‘prr ocessing nmutual |y
i ndependently, and particularly to an information
processi ng apparatus having high reliability and an
i nformati on processi ng nmet hod. BACKGROUND ART [0002]
In order to inprove reliability of informtion
processing, there are cases where CPUs are dupl exed
and eacﬁN%pWéT@%P@mA@%’é&%@$Mane
processing. |In this case, the sane information
target ed f ANFRRMAIIONPROGESHNG MEEHOR)s | s gi ven
to each of the CPUs. JP-A-8-221290 is seen as a
related art. 1 DI SCLOSURE OF THE | NVENTI ON PROBLEMS
TO BE RESOLVED BY THE | NVENTI ON [0003] However, a
circuit configuration for inputting the same
information to the respective CPUs is required in
order to give t FEEERQFTHDINVENIION each of the
CPUs, but it maybe difficult to nount the
[0o01Gonfi guration. Particularly, when two CPUs are
nmounted in a nmutually insulated state, it is necessary
t 0 Thapeiat invehBiénRldteytoian pufotasidnproeRsdnEBpbdrituough
an insulating part such as a photo coupler, and
comptiBiRE QIR dek/ices foFRxed¥eing the same processing mutually independently

and an information processing method using plural devices for executing the same
processing mutually independently, and particularly to an information processing

apparatus having high reliability and an information processing method.

BACKGROUND ART
[0002]
In order to improve reliability of information processing, there are cases
where CPU# are duplexed and each of the CPUs is made to execute the same processing.
In this case, the same information targeted for processing in each of the CPUs is given
to each of the CPUs.

JP-A-8-221290 is seen as a related art.




difficult for reasons of nounting or cost. [0004]
Al so, when operation timng of a CPU does not match or
a mal function in a CPU occurs, it is necessary to .
properly detect its abnormality. [0005] An object of
the invention is to provide an information processing
apparatus hayd ' i-albi i an i nformation
processi ng ﬁm&%@%W%PR@LENB
[ 0006] The invention provides an informtion
processi ng apparatus conprising: a first device and a
second devi ce of which each executes the sane
processi ng 1independently; a status acquiring part
whi ch acquires a status of the first device; and an
event BRABIEMSIQRE RESQLVERRY JHHE INVENKION event
according to the acquired status 2 in the first device
[000FHNd the second device. In this information processing
apparatus, a commobn event according to the acquired
st atlgsveiver, geireritwadighratiph doff inpuiting éhel same anfbrmidorsecbad
device, so that processing in the first device can be
respentitec@RUs v rietpuipddn esdsir g giva thehansed ofomsatiayiocach 4f the CPUS,
"status" is not limted and, for exanple, a status
but iti muji ieadiffitulityto dicagtthe coafigurhidsira tHasticuba Uivhes twy CPUR @re
first device or information as to whether or not data
mourgéediaraaheshaldy idshiatedistaté, itieieeRsaf b traddeer sefoansticievpaieed to
match is also included in the "status". A "conmon
one CPIE fHro@gAY idéul&ing! fart sheh 8§ & pHSto colplBOtnd inip1b@B6utaBmay be
processing at the tine of abnormality, processing at
diffichii ®or fehdfis f moRAti diichst accept ance/ prohi biti on of data
output, etc. are also included, in the event. [0007]
[ooodihe invention also provides an information processing
appar atus conpri si ng:

Also, when operation timing of a CPU does not match or a malfunction in a
CPU occurs, it is necessary to properly detect its abnormality.
[0005]

An object of the invention is to provide an information processing apparatus

having high reliability, and an information processing method.

MEANS OF SOLVING THE PROBLEMS
[0006] |
The invention provides an information processing apparatus comprising: a
first device and a second device of which each executes the same processing
.independently; a status acquiring part which acquires a status of the first device; and an

event generating part which generates a common event according to the acquired status




a first device and a second device of which each
executes the sanme processing independently; a first
status acquiring part which acquires a status of the
first device; a second status acquiring part which
acquires a status of the second device; a status

. C rLn whi compares a first status acquired

n theo@‘g{) ICF%PE% ﬁeﬁ?’ﬂg HGuiring part wth a second
statug.acquired by the second status acquiri part;
st ai%i’lss‘égoé’é’ﬁl%l’ SPSISHRPURNS o ERpRoR £ % rac‘i‘%@ng e @'F
status or the secon(%,g tus when both the conpared

acquiggd-fafuwis gengrated in the diupdevics and Heaspeond H—'@r %& ﬁfgprsﬁﬁsmg
whi ch generates a conmmon event _accordi ng s

in thesfirsdauics can ke qptehed p¥ith prpeesping én/the seeond deM@e s eéd'ﬁ@tus
device. In this information processing apparatus, a

not limatedrend, dvieerampde orsthturgndisated gy diagnesticanfosmationsadqsired by
generated in the first device and the second device,

the fissp deviest ongnfpemaomas toiwhetliee of hetstataisanemteddanthb éirstaievibe end
Wi th processing in the second device. A "status" is

the savond Hevidet maitch ihlsd includrdimphe ' statiusly n o’ tdoenront evemtitéconding
acquired by the first device or information as to

to theosttidtas neylimiodd, dad progessinpak e thye dfubnbimality devtassingaicthe
the second 3 device match is also included in the

time oBioRinkBLy, acbepraideftolibitionsEldentoum, amy arealsd inchided in the
acquired statuses” is not limted and, for exanple, an

eventabnormal status indicated by diagnostic information
or a status indicated by the fact that data generated

[oooy the first device and the second device do not
match (a status indicating abnormality) can be

sel ¢6¢ BRentfon ARTHRVIIBY S0 InfRAHEIOH) ﬂgzeﬁé?né zﬂ%aﬁiﬁ?st dbtpristhg:

not 1 mted, and processing at he tinme

a firsCRRARETRL als %corﬁrdcgﬁﬁ OF Bt hleak i) Bxdchif¥E 11 salR fPBlesdide
acceptance prohi bition o ata out put, et'c. are al so
1ndep%ﬂcfe|n'dg C5itP sthiS a8 %ﬁﬁﬁﬁ dsfsp ”rIq oL 80 firs dev1ce a
rocessi ng apparat us y conprl es a s us sendi ng
f t
secon@is@a&%seé’}{dhﬁ:?xﬁiw f ggtg%ﬁ‘d&ggirééé stﬁ{ué‘gi*frﬁ s%&{Hd dick fc% §nt%tgsl ng
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with a seconé %t%% agcfurI]l%ld b% 1B sretcon statuts ggqu?r%(fgogaq‘t )y %atus selecting part

which selects either the first status or the second status when both the compared statuses
are different; and an event generating part which generates a common event according
to the selected status in the first device and the second device.

In this information processing apparatus, a common event according to the
acquired status is generated in the first device and the second device, so that processing
in the first device can be matched with processing in the second device. A "status" is
not limited and, for example, diagnostic information acquired by the first device or

information as to whether or not data generated by the first device and the second




Here, the status sending part may use asynchronous
comruni cation. [0009] The information processing
apparatus may conprise an abnormality determ ning
part which conpares states of the first device and the
second device after the event is generated and
det erni nes .as abnormal when hoth th ared state
devicgmatciys plseiugided p the "sfatus’s + Araethed forgeleqtingny eps efthe
and the second device after the event is generated”,
acquifest statuspspisdiot Hewisd and dar erainpis apabreorpied satus indieated by
generated by the first device and the second device
diagnastér infermationps aratabis kicatedhy Heert thas datateenerated by the first
may be decided that it is abnormal. [0010] The
devicermhé theesecand deviscalogioh masgh(a statussndieatmeabpoingality) can be
synchroni zi ng part which synchronizes an operation of
selectele A "cemmoba\ever agomdang to teer sdtigris nbt lithited; and prbcesting at
device. In this case, an operation of the first device
the time & f abnarpelint pracewingtdl chestnoofhormhaliiyc ecc@prance/prohibition of
synchroni zed, so that correct processing can be
data GutpGLEEChre B96 itk alERligtheveti tuation in which a
'status” is not acquired correctly based on a lag in
[ooogperation timng can be avoided. [0011] In the
i'nformati on processing apparatus, the status nay be a

di agpefitbmationppsdEadih@Rpfatards MR} B RFrises 2 Gtinlhs sch@Qd fhrt

The informati on processing apparatus my conprise a

whlcth ﬁégd?iﬂerfﬁsnoﬁéths E'Binctﬁe ﬁFs@ WbAtER thE Seddll AediBl ahd RS

irst device with the data generated by t he second

comp%%?{é g?rlt U %etd?%ﬁédqfl'ﬂ?e &E@fndo@ev?ce S the stibud fparing part

e collating
may compare a status sent from the status sendlng part with the second status.

Here, the status sending part may use asynchronous communication.
[0009]

The information processing apparatus may comprise an abnormality
- determining part which compares states of the first device and the second device after
the event is generated and determines as abnormal when both the compared states are
different.

Here, in "states of the first device and the second device after the event is
generated", for example, comparison may be made based on data generated by the first
device and the second device and when a mismatch between both the data occurs, it
may be decided that it is abnormal.

[0010]
The information processing apparatus may comprise a synchronizing part

which synchronizes an operation of the first device and an operation of the second




In this case, abnormality of the case where
essentially the sane data should be generated can be
detected as the "status". [0013] In the informtion
processi ng apparatus, the first device and the second
device may be separate CPUs. [0014] The invention
.also provides an information processing nmet hod which
devicgses a first device and a second device of which each
executes the sanme processing independently,
cont this gege. aa apeeghion ot thedlistrdenise and e operatien effbe s¢qond
~device; and a step of generating a commobn event
devicq eteoryarkrgnized.isedhatcguestqrocestingican be exeeuted.r sforgxeinpls, a
and the second device. In this information processing
situatiast inodhichea tatnshis eveaquied cortictly basedtdnen lag coperaibn timing
status is generated in the first device and the second
can bdavoided. so that processing 5 in the first device can
be matched with processing in the second device. A
[001l])status” is not limted and, for exanple, a status
i ndi cated by diagnostic information acquired by the
fir 3 théenfoe@ativn protasinB appitatas thostutng ilagbeqr digiostlat a
generated by the first device and the second device
inforfBdisof Smehmed chalittded in the "status”. A "common
event according to the status” is not limted, and
Hmrﬂrocessing at the tinme of abnormality, processing at
the time of normality, acceptance/ prohibition of data

out PHE infSinfatioRPRoctssify hpfatdttetlay BorthPfise £36Haking Eém%}ﬂch

The 1 nvention also provides an 1 nfofmtion processi ng
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executes the sanme processing
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acqul a status o r st € a
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generated can be detected as the "status".

[0013]

In the information processing apparatus, the first device and the second device
may be separate CPUs.
[0014]

‘The invention also provides an information processing method which uses a
first device and a second device of which each executes the same processing
independently, comprising: a step of acquiring a status of the first device; and a step of
generating a common event according to the acquired status in the first device and the
second device.

In this information processing method, a2 common event according to the

acquired status is generated in the first device and the second device, so that processing




of conparing a first status acquired by the first
status acquiring step with a second status acquired
by the second status acquiring step; a step of
selecting either the first status or the second
status when both the conpared statuses are different;

. .a step o eperating a conmon event .accordjpg to .
in thg st Qo Partibe pEHEEY ME PR SRR e $4C0R dAicq ek Satus is
second device. Jn this ipforpmation processing nethod,
not gt #fidn o8 FEpHIDlgc & SRS dfli¢ated biediagnagtic indormation asquired by
tg_enerat ed.in the first device and the second device,
the fifst deice op inferaationgs to whether on not datgSpnerated & thyofinshdevirsornd
W th ({)r_ocessi ng in the second device. A "status" is
the sqeand) detrice arptelnig alsognclodednip ithe " stites)n oét "cemmoeneventtacoording

acquired by the first device or information as to
to thejstatuse ks rot linoted dandaprgenssing atetlie bimetdfabhomelity prdcessimgat the
the second device match is also included in the
time"of natmedity, adcepidriveprdhaitits of data butgutaeteome atsh itidkeded in the
acquired statuses" is not limted and, for exanple, an
evenbnor mal status indicated by diagnostic informtion
or a status indicated by the fact that data generated
[0016y the first 6 device and the second devi ce do not
match (a status indicating abnormality) can be .
sel erfedfivenfion aOTREVIGMCMin REGONIEH FrocésBink RectRdPhvHRh Uk a
not limted, and processing at the tinme of
first 366 4Rl d de¥onddQGESS viiciabach RRedutd¥BhOE oRdskin
accept ance/ prohibition of data output, etc. are also
indepehAbsACeohpridil® £88Natul BQhG ng'8S éﬁceﬁiﬁﬁg 'acégxtus of the first
processi ng nethod may conprise a 'step of Sending the
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generating a common event according to the selected status in the first device and the
second device.

In this information processing method, a common event according to the
acquired status is generated in the first device and the second device, so that processing
in the first device can be matched with processing in the second device. A "status" is
not limited and, for example, diagnostic information acquired by the first device or
information as to whether or not data generated by the first device and the second
device match is also included in the "status". A method for "selecting any one of the
acquired statuses” is not limited and, for example, an abnormal status indicated by

diagnostic information or a status indicated by the fact that data generated by the first




abnormal when both the conpared states are different.
Here, in "states of the first device and the second
device after the event is generated", for exanple,
conpari son may be nade based on data generated by the
first device and the second device and when a

.ms ch be en pboth th ata occurs, it nmay be
deviGh Rl QReIoocE ok &0 B ILAA Statopadatie2morgai Farbe

processing net hod nmay conprise a step of synchronizing
selectgd.  dpSOMMPHSVERt qvarding iorthe) setus'cis satlimited pad Frogsasing at

the second device. In this case, an operation of the
the timeraftabaesmalisy, RFeressingop dhatime of oermality, seceptamnce/prohibiton of

are synchroni zed, so that correct processing can be
data ewtputy eledareflso includndlin thesevest.t uati on in which a

"status" is not acquired correctly based on a lag in
[001gperation tinmng can be avoided. [0019] 7 In the

i nformati on processing nethod, the status nay be a

di adihestformationf processing metiiodomap cortysrike ai stepuoftsend i ) first

The informati on processi ng nmethod nay conprise a step
statupfromahe first dgviae thatha secpad devit€ dnt yhet dant dtattis nagl®¢iceMmpared

with a data generated by the second device, and the

with Seaetind statys ethe step sHEdmpdringQkdtade ON by the col l ating
step. In this case, abnornmality of the case where

eSS @feké, ahd Hrst RBrus A bdaka @n%tusflndhﬁonoﬂg B&hafuditaten be
detected as the "status". [0021] The invention al so

[oo1Pr ovi des an information processing apparatus
conprising: a first device and a second device which

ar e TR Wib&Ratidd oééslﬁﬂ% AeBfbdSha) rgde}%g%fst%f{lﬂfccgt#pﬁﬂﬁgstates

executes the sanme processing I'nde ent

of th@fifH HE/iOGaRAhE si3h§ BediSe HERASERnt is generated and determining as

abnormal when both the compared states are different.

Here, in "states of the first device and the second device after the event is
generated", for example, comparison may be made based on data generated by the first
device and the second device and when a mismatch between both the data occurs, it
may be decided that it is abnormal.

[0018]

The information processing method may comprise a step of synchronizing an
operation of the first device and an operation of the second device.

In this case, an operation of the first device and an operation of the second
device are synchronized, so that correct processing can be executed. For example, a
situation in which a "status" is not acquired correctly based on a lag in operation timing
can be avoided.

[0019]




in the first device and acquires a diagnostic

informati on of a nounted part nounted in a

non-insul ated state with respect to the first device;

a sending part which sends the acquired diagnostic

information fromthe first device to the second

devi.ce; .apd a. process exeguting part ich.is .

di o Jb Ciednormatie HRECRReqRT e i taswaY Ped Gisghostic
. . praocessing based on the diagnostic information sent
1nﬁ”F?Bﬂ?Pﬁ%ﬁ§@H@3ﬁ§mﬁbrt. According to this information

rocessi ng apparatus, the first device acquires
Uwz&ﬁagnostic i nformation about a nounted part nounted in

a non-insulated state with respect to the first

deviTde infegmatipapreeassing atethnidagaioenninise afstapmeftcobatingrodata

the nmounted part can be acquired easily. Al so, the
generataglivrtbel fidit dgrioe with aj datogamatatesibyi the semond Byviee, agé bt stajus

part, so that the second device can effectively use
may b raiihigh ostlation by fte crdlatiogistep] 0022] I n the i nformation

processi ng apparatus, the sending part nmay send the

acqim thedcade,caynomsiality ofifhe casetwitere bysentintlyahe siine data should be

asynchronous comunication. 8 In this case, the
generdtedgnan bt idetectell @s trt"satusl's sent using asynchronous

communi cation, so that the diagnostic information can
[oo2ije sent easily while maintaining an insulated state

between the first device and the second device. [0023]

| n trAe idvRhAsnT®Ed provied 66 SFbittatRARPRS @SSy apyfalathd Ecthiprising:

device may be nounted in any one of the 'side of a

a firsE@Videnld A seBdtdl dehfReSitHEN 8 nfountddlif a9V A& kBte3nd lo?t egh

control system and the second device may be noun

each bibchiieS 1R ffle p%cetsﬁxgge %d@ erfdbntly Gn GORLfiRY f)ﬁ"é t\xglll‘?l el%j Bfposed

s!oclzeof.the.field evice. InThis Case; .
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acquired diagnostic information from the first device to the second device; and a
process executing part which is disposed in the second device and executes a processing
based on the diagnostic information sent from the sending part.

According to this information processing apparatus, the first device acquires
diagnostic information about a mounted part mounted in a non-insulated state with
respect to the first device, so that detailed diagnostic information about the mounted
part can be acquired easily.  Also, the acquired diagnostic information is sent by a
sending part, so that the second device can effectively use the diagnostic information.
[0022]

In the information processing apparatus, the sending part may send the

acquired diagnostic information by use of an asynchronous communication.




In the informati on processing apparatus, the first
devi ce and the second device are separate CPUs.
ADVANTAGEQUS EFFECTS OF THE | NVENTI ON [ 0025]
According to the information processing apparatus and
the informati on processing nethod, a conmon event
according to the acquired status is generated in the
f i r &1 thifespise dhaydiagngstic infeppationds, seabusing agymghropecessi ng
in the first device can be matched w th processing in
commuypication.otecthatdhe diegn@rr REOMELTR @Y boreroRasEV DR INGRing
9 [0026] [Fig. 1] is a block diagramfunctionally
an ingiwiod statedetweehdharbiast devier wddbe sacgnd deypes at us accor di ng
to the invention. [Fig. 2] is a block diagram
[002F]junctional | y show ng an information processing
apparatus according to the invention. [Fig. 3] is a
bl ofikthd iiefyt mamidnprotdseing lappyarasth s whefirsadevice maybé inoanted in
processi ng apparatus according to the invention.
any onEio@thedide of arcobtroltds a6l ks cde 6hoAeld dedice @i pBH @intehsyfem,
a safety systemto which an information processing

and tRPRR6R dsvicef may bd mdhnted oG THRE of thedRie! Jfekb cdnfrober &l the
is a block diagram show ng a part of the configuration

side &fthd H&d detikor mati on processi ng apparatus of the first
enbodinment. [Fig. 6] (a) is a flowhart showi ng a

Pr gL &sOfdeRfEd hiﬁﬁ&étf&@ﬂ%ﬁﬁ&rﬁﬁﬁh&%@é in SHe@r UREEdANdhe

(b) 1s a fl'omchart Show ng a procedure of conparison

contrBfi G M Vid bt the AlRSIevickEhbe daulrid Badilagh gqg;wfgg .

situation of state transition bot

. . [ ol E ence of comuni cation
mfon%l}%%lé%agib%glgg‘f %&&Wl{(‘]g}escgn "(b) are diagranms show ng
[Oo?_‘ﬁonfi gurations of comunication

In the information processing apparatus, the first device and the second device

are separate CPUs,

ADVANTAGEOUS EFFECTS OF THE INVENTION
[0025]
According to the information processing apparatus and the information
processing method, a common event according to the acquired status is generated in the
first device and the second device, so that processing in the first device can be matched

with processing in the second device.

BRIEF DESCRIPTION OF THE DRAWINGS




frames and (a) shows a configuration of individual
communi cation franmes and (b) shows an operation of
the case where a conmunication state is nornmal. [Fig.
10] is a block diagram showi ng a configuration of an
i nformati on processing apparatus of a second
odinment. [Fig. 11] is a bl ock diagram showi ng a
[0028n i guration of an inf or mat i on processi ng appar at us
of athlrdgﬂ iment. [Fig. |sablock di agram,
shokFigg ! bis gqe a%ﬂl@émﬂgmlbﬁ $h§>ﬂmeg amyipformmptigh RERGesRNg
processi ng apparatus of a fourth enbodi nent. 10
appapRSARFFHingNo e IMAEtIREFERENCE NUMERALS AND S| GNS
[0027] 101 Status Acquiring Part 102 Event Generating
Par {Fig02] isiatbdacktiagram fseaiohaliynghordng an inferndtion prbcessing
Status Acquiring Part 105 Status Conparing Part 106
appa@fustagsorSimigdothengvémdion. 107 Status Sending Part 111
Abnormality Determ ning Part 112 Synchronizing Part
113 [Figl 3t iarbjpcRatidgrarh Finclionally shogvilaan infdraiitiGe prhcegsing
Part 123 Process Executing Part BEST MODE FOR CARRYI NG
appaf@tik atttrdin\ENE iokentiof028] '
[Fig. 4] is a block diagram showing a configuration of a safety system to
which an information processing apparatus of a first embodiment is applied.
[Fig. 5] is a block diagram showing a part of the configuration of the
information processing apparatus of the first embodiment.
[Fig. 6] (a) is a flowchart showing a procedure of equalization processing of
statuses and (b) is a flowchart showing a procedure of comparison processing of frames.
[Fig. 7] is a diagram showing a situation of state transition of both the CPUs.
[Fig. 8] is a diagram showing sequence of communication processing.
[Fig. 9] (a) and (b) are diagrams showing configurations of communication
frames and (a) shows a configuration of individual communication frames and (b)
shows an operation of the case where a communication state is normal.
[Fig. 10] is a block diagram showing a configuration of an information
processing apparatus of a second embodiment.
[Fig. 11] is a block diagram showing a configuration of an information
processing apparatus of a third embodiment.
[Fig. 12] is a block diagram showing a part of a configuration of an

information processing apparatus of a fourth embodiment.
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Fig. 1 to Fig. 3 are block diagrans functionally
showi ng an information processing apparatus accordi ng
to the invention. [0029] In Fig. 1, a status acquiring
part 101 acquires a status of a first device. An

event generating part 102 generates a commpn event
according to the acquired status in 11 the first

devi ce and a second device. [0030] In Fig. 2, a first

status acquirin art 103 acquires a status of the
{1 MESGRIPEEON OF J4bt RERRENC N UMERAZS:AND SIGNS
acquires a status of the second device. A status
[002@bnparing part 105 conpares a first status acquired by
the first status acquiring part 103 wth a second
st atl¥d aMtguisAeduippgPhed second status acquiring part
104. A status selecting part 106 sel ects any one of
t he 102r sEvent SensratimgiPdrhe second status when both the
conpared statuses differ. The event generating part
102 igandfisdt Statas Acquiray Barent  according to the
selected status in the first device and the second
deviioe. $4208d Btatus Adqgiring Pagt st at us sendi ng part 107
sends the first status acquired by the first status

acquiosi NStafas Compaang Pa# the first device to the second
devi ce. The status conparing part 105 is disposed in

t he 198Cofthd G¥lebng B} conpares a status sent from
the status sending part 107 with the second status

acquigrredsihiys KBgyigepapd status acquiring part 104.
[0032] In Fig. 1 and Fig. 2, an abnormality

det enm ny : 20 s states of the first
devie%gn %%%{ﬁgﬁ@gz%%g&g‘e ?(%IZ after an event is

gengrat : ines that it is abnormal when
bot ﬁl?h;ﬂ?‘:‘gﬁ‘p@g?@s ates differ. [0033]

113 Collating Part

121  Acquiring Part
122 Sending Part

123 Process Executing Part

BEST MODE FOR CARRYING OUT THE INVENTION
[0028]
Fig. 1 to Fig. 3 are block diagrams functionally showing an information
processing apparatus according to the invention.
[0029]
In Fig. 1, a status acquiring part 101 acquires a status of a first device. An

event generating part 102 generates a common event according to the acquired status in
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In Fig. 1 and Fig. 2, a synchronizing part 112
synchroni zes an operation of the first device and an
operation of the second device. [0034] In Fig. 1 and
Fig. 2, acollating part 113 coll ates data generated
by the first device with data generated by the second
fdev' ce. The st aélds .acquiring parts 101, 103, 12 104
the firgt device and p secopd dYic& ol | ation by the collating part
113. [0035] Also, in Fig. 3, the first device and the
[003dkcond device are nounted in a nutually insul ated
state, [0036] An acquiring part 121 is disposed in the
fir o Fipdi & s patus@gqiiries part Aghaespuires a ptafusofthe first device.
about a nmounted part nounted in a non-insulated state
A seqgintlstatussasqeiring partH4 a¢quirss a dtafusod thersesembideviceparA stng
sends the diagnostic information acquired by the
compacing ipait1§S pampare? A fifst srahusheqiiraddty the first stathus dctypgiring pamd 03
device. A process executing part 123 is disposed in
with b second ctands atquirakbyathd secoad staas apquitieg pamdobashadtans t he
di agnostic information sent fromthe sending part
selecfig parf 008 Fdledts #Bt oref tigafitshstatb at 1heRécondfstdhizewhen both the
i nformati on processing apparatus according to the
compafedestitue’ diifdrl 1TBe SRBE gé@aﬂiﬁgqiaﬁwowi deflerb®b 8lcEMaERntent
Fig. 4 to Fig. 12. First Enbodinent [0038] Fig. 4 is

accorlinl 10GHe SHIARBSPMAENRWhO Hrst d6R8d AithakéRhAd @bvige.saf ety
systemto which the information processing apparatus

[oo3pf the first enbodinment is applied. This safety
systemis configured as a part of a plant control

systgeg bOP3RMus sending part 107 sends the first status acquired by the first
status acquiring part 103 from the first device to the second device. The status
comparing part 105 is disposed in the second device, and compares a status sent from
the status sending part 107 with the second status acquired by the second status
acquiring part 104.
[0032]

In Fig. 1 and Fig. 2, an abnormality determining part 111 compares states of
the first device and the second device after an event is generated, and determines that it
is abnormal when both the compared states differ.

[0033] |

InFig. 1 and Fig. 2, a synchronizing part 112 synchronizes an operation of the

first device and an operation of the second device.
[0034]
InFig. 1 and Fig. 2, a collating part 113 collates data generated by the first

device with data generated by the second device. The status acquiring parts 101, 103,

12




As shown in Fig. 4, the plant control system conprises
a controller 2 for integrally nmanagi ng and

controlling field devices 1, 1,... such as a sensor or
an electromagnetic valve arranged in each part of a
pl ant, and input-output devices 3, 3,... interposed

between the controller 2 and the field devices 1. The
104 4°ﬂb’l§?56‘?§PBl9f°61&H°6é’§t@‘? collgting part 133.e connected to the
controller 2 through a network 4. Also, the field
[003%levices 1, 1,... are connected to the input-output
devices 3 _through terminal boards 5. [0040] As shown
i n Blep, imFig. Apthe fissitdgvice amd the seeond Slevice arefropumdecbingt i ng
interface processing between the field devices 1 and
mutugleinsolatedoitater 1 are nounted in the input- output
devices 3. As described below, in these input-output
[003&inits 3a, 3b,..., the sane processing is executed
nmutual |y i ndependently for the purpose of inproving
r el iAabddquiring paftOR4 1§ disp@ked In 1he fdstldeoicl afld 8@uNEE diagnostic
showi ng a part of the configuration of the I nput-
informatiuibann atm@mted parth@int& in@imodXasmhted stedwitliidspéc® 'Ec]nc the
e o

processing an input value inputted fromthe sid

first deVicel | & @ndiRgivag 122WBAdshnd &ia@dﬁﬁ@%ﬁn@ﬁﬁh&%@lﬁﬁeﬂ%&gﬁg .

outputting a PV value (process value) to the si

nbn ' i t p | i
S R el SRR AL PAJESS g po

123 i8d &hin HRYedhdatyicR afli 8¥&ules raddssi i i
]r efsgggggt in\l/e eCI%U 10 alnd CPU 28 e gcufsén%e‘ggﬁéhe diagnostic

. [ L ' endently. Al so, the CPU 10
mfor%%g&tﬁﬁk%%ﬂ%g@é%ﬁ%p%gnosi s of nmounted parts

[003-1( peri pheral circuits) nounted in the respective
rJeri pheries. [0043] As shown in Fig. 5, an input value

10" Firbt18 ko EBdthefi br bl hAPMAG proeckilf apPBAST OV

accoral%rgl t8 %’?er i%%eﬁiogl%'ﬂtbe%scribed below with reference to Fig. 4 to Fig. 12.

First Embodiment
[0038]

Fig. 4 is a block diagram showing a configuration of a safety system to which
the information processing apparatus of the first embodiment is applied. This safety
system is configured as a part of a plant control system,

[0039]

As shown in Fig. 4, the plant control system comprises a controller 2 for
integrally managing and controlling field devices 1, 1,... such as a sensor or an
electromagnetic valve arranged in each part of a plant, and input-output devices 3, 3,...

interposed between the controller 2 and the field devices 1. The input-output devices 3,
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of the periphery of the master CPU 10 is di agnosed by
a diagnostic circuit 75. Also, a signal outputted
fromthe input buffer 72 is inputted to the diagnostic
circuit 75 and the presence or absence of abnormality
of the signal is diagnosed. The presence or absence
of abnornmplity of the peripheral circuit 74 and the
3,... ﬁff‘e%%‘ﬁe%g&o ¢ sepradlen? thraughymastivark 4.y Hlsos the figldgiexices 1,
outputted fromthe input buffer 72 are inputted to the
1,... ggsseanpectesig the inpyt-aniaghdayides 3 ithrovgintermingl boasds $.he
di agnostic circuit 75. [0044] Simlarly, the sane
[0040hput value fromthe field device 1 is inputted to the
slave CPU 20 through the input part 71 and an i nput
buf fAs shp@n inFigedi pipet-abtpet unita3e, 356 . ofor ekeeutipeintefiee y
of the slave CPU 20 is diagnosed by a di agnostic
processingbietweg thofield devices haad the aotitpoiler & dird moumtedin the frplat-
buffer 73 is inputted to the diagnostic circuit 77 and
outpiithizvices 8S eAs deseribedbeloweinahesa briput-Fadput ynief 3 Bie. S| 18 &me
i s diagnosed. The presence or absence of abnormality
procéfingheenenied heitadllyGhd €pehdentl§ fande phifposs SSW@Vigg reliability.
absence of abnormality of the signal outputted from
[oo4the input buffer 73 are inputted to the slave CPU 20
as diagnostic informati on fromthe diagnostic circuit

77. Hi@0Agh bk § Shdwifl a part bR fhe'BREE %Eraﬁ;?ﬂ-btﬂtﬂe inlp_ut—

1
conprises a PV value processing part 11 for executing

outp@hnkt¥Fet TEFRY QCﬁlséiiaHl%lé’\ﬂ.)ftarhlﬁteﬁpglg)Eegsﬁlg% i%lﬂ.g%u\é%ﬂﬁ?ted

Inputted via the 1nput buffer and “nmak

fromAEUEK 5 @B el RviteR\wiRh e ARLRGRES rg‘f@éegseancpéu\}:ﬁftg% ggv

capabl e of "processing I n an upstream process

valuél@??(%%g\?al@ b ﬁ'ﬁegsﬁ%:ufftﬂé !:t?ﬁroﬁer ich is Qﬂ ﬁﬁgrﬁ%%f H%%@egg fs

receivin agnostic rnformation from-t
shou%i agnostic circuit 75 and executing abnor nal
etection and determ ning and generating a status
Um4%EiCh is a diagnostic result. [0046] Al so, the nmaster
U 10 conprises a comruni cation block 13 for
conduct i N9 Fi . .
s shown in Fig. 5, this unit comprises a master CPU 10 and a slave CPU 20,
and the respective CPU 10 and CPU 20 execute the same processing mutually
independently. Also, the CPU 10 and the CPU 20 execute diagnosis of mounted parts
(peripheral circuits) mounted in the respective peripheries.
[0043]
As shown in Fig. 5, an input value from the field device 1 is inputted to the
master CPU 10 through an input part 71 and an input buffer 72. A peripheral circuit 74
of the periphery of the master CPU 10 is diagnosed by a diagnostic circuit 75. Also, a
signal outputted from the input buffer 72 is inputted to the diagnostic circuit 75 and the

presence or absence of abnormality of the signal is diagnosed. The presence or

absence of abnormality of the peripheral circuit 74 and the presence or absence of
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an asynchronous conmuni cation (UART) as a serial
communi cation with the slave CPU 20, and a code
generating part 14 for adding a CRC (Cyclic Redundancy
Check) code and an update counter to a PV value and a
status. [0047] 15 Al so, the slave CPU 20 conprises a

PV val processin rt 21 for ecutin arithnetic
abnomelits ok fitsisgel AUPLssLicem ths oAt taliet 79 ATIEPYHgD ircraster
the i pput buffer 73 and ki ng conversion into a PV
CPU\L9 aseliagppeiicaatonpation: OB the RERGHE cugyhbte of

processing in the upstream process which is the side
[0043F the controller 2, and a diagnostic part 22 for

recej ving diagnostic information fromthe diagnostic

i r Gumilarhy thamyiepeiahig et tierield delgeebis ioputteddo the slave

determ ning and generating a status which is a
CPUR0throogh the inpisylart, 71 200 48 inpit buffert e A peripheRUcip@it 76 of the

conpri ses a communi cation bl ock 23 for executing
periphyrycifitbaslarse CRUh20ns diagnased plaRTdgnasticacirssiti7dl  Also, a signal

communi cation with the master CPU 10, and a code
outpuptdeian tirgnpartufizd 73 srinpudtidng the duRGo@yctduit Remdnhkancy

Check) code and an update counter to a PV value and a
presaédic@btisbsendd®iabndiglity Gthepighdltis diagmdsed heThs gesnte bni t

wi Il be described. [0050] In the master CPU 10, a

absefdedif dbn@taAtitypé fible Parighatal diraBNMSindcthp prdsened c2@Bsedce of
status which is generated by the diagnostic part 24

abnofthaltth ©f SeaihalCRMpriedisn tife iapetbuRE 73 hikli d to the slave

comruni cation by the comuni cation bl ock 23 and the

CPUQOMdRichadticARfPmaGdn frdm tAE SiagMitRaEREL e equalized in
an equal i zation part 15. Equalization 1s processing

[004§]or equal i zing a status ‘handl ed by the master CPU 10
and a status handled by the slave CPU 20. In the

St afeRehIRERES; e B ORT: & SRR AER atl Epeptige pon
11 fok @}gécﬁﬁﬁ§ SrifRRRAL %ciegs){ngi Rith Pe%p&q Wtk ﬁ‘@hﬂ x%ﬁ]ueoﬁf)ﬁttelévia S
input buffer 72 and making conversion into a PV value (process value) of a format
capable of processing in an upstream process which is the side of the controller 2, and a
diagnostic part 12 for receiving diagnostic information from the diagnostic circuit 75
and executing abnormal detection and determining and generating a status which is a
diagnostic result.
[0046]

Also, the master CPU 10 comprises a communication block 13 for conducting
an asynchronous communication (UART) as a serial communication with the slave CPU
20, and a code generating part 14 for adding a CRC (Cyclic Redundancy Check) code

and an update counter to a PV value and a status.

[0047]
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abnormality is changed to the captured status and is
passed to the code generating part 14. As descri bed
bel ow, the statuses handl ed by the naster CPU 10 and
the slave CPU 20 are shared by performng simlar
processing also in the slave CPU 20. [0051] 16 APV

val u eper at e the PV v e processing part 11 is |
gi AT V%&SB%@%H‘%??% % ﬁ'éf‘te pracessipgayb 2l foffeacuting
..abnormality of a status is detected based on

arithipedie praceryng With Fespe¢darn ppt wHupputtadyia the inpypuffss 73 and
the PV value to the code generatin part 14 is broken

making cenyersigr g ad%y value(prpeesvdlug)efaernas ¢apahlanefiaocaging in
part 14, a CRC code is generated based on the status

the ypsireana pengessywhineisaheiside efithe santpeller 21 sndediagrivstic pat 22 &of
PV val ue. Also, every tine new PV value and status

receping disgnostie thformation fitomthetdeagnosticugitalt §@ aad dxeutingl@bnormal
added to a CRC code is generated. In the code

detegtmennd tdietegmprang ardigenarating astanedehich istadiagidstiadesslt. t he
status, the CRC code and the count nunber is generated

[0048y addi ng the code generated thus to the PV value and
the status. The count nunber is increnmented every
updaklgo,ahe staleCPV 20edousprizesh Editmehiehtith bib&OIBlor AxéduBAE

simlar to the frame created by the code generating
syncBffnbuslorhiBunisititn @ARTORGEAMIGSrINudiERiof 6 186 ARERE CPW
part 24 of the sl ave U 20 and is acquired through

10, 48510886 EdicrathaPart aeroe mm%a CRIC @Ycht ReMurdidn@CGnddi§ code
13. e f

comuni cat i on bl ock ramé created by the code
and aftd doteP 8 4 PY4/afiadink Agtdniame created by the code
generating part 24 are collated in a conparing part

[004%Y. The conparing part 17 decides that it is abnornal
en a m smatch between both the frames i s detected.

As [ I . j L l.ar processing
ar 5 S S ARy of e s BRUBL R | B nat he

[OosﬁLave CPU 20 nutually collate the other processing
result with ny

In the master CPU 10, a status generated by the diagnostic part 12 and a status
which is generated by the diagnostic part 24 of the slave CPU 20 and is acquired
through communication by the communication block 23 and the communication block
13 are compared and equalized in an equalization part 15. Equalization is processing
for equalizing a status handled by the master CPU 10 and a status handled by the slave
CPU 20. Inthe equalization part 15, OR information about the statuses is generated.
That is, when either status indicates abnormality in the equalization part 15, its
abnormality is changed to the captured status and is passed to the code generating part
14.  As described below, the statuses handled by the master CPU 10 and the slave CPU
20 are shared by performing similar processing also in the slave CPU 20.

[0051]
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processing result and decide that it is abnormal when
a msmatch occurs. Wien all the processing in the
master CPU 10 and the slave CPU 20 is normal, both the
frames match as a result of collation in the
conparing part 17. [0054] 17 The frane generated by

t he e generati| art. .14 is outputted to an out
oar A B SafEae ee @&‘%Y Jalip BFGEsstE Pkl @vendo the code

m.smat ch befween boih the frane is detected in the
gene@&ﬁ%ai*ﬁﬁé Y""Y[efs Whih iRopmality @ eSf@de%éq basedhon j t

i s, abnor outEut of the frame is broken by a
procgspiag iy eﬁ'aaltzaq@l P} £ andepud of the e walpetodife cofregengrating

m smat ch _between the frames is detected in a conparing
part feis prokendy abeakingpast U 20, an output of the frane

is broken in a fail-safe part 79. [0055] On the other
[005Hand, in the slave CPU 20, a status generated by the

di agnostic part 22 and a status which is generated by

t he Inithegods gerergmgtpattd 4p0é CRGcoriess geneCifbd HBed amthel status

acqui red through conmuni cati on by the conmuni cati on
genetateddly th8equadizstiom pactoifranditbainpottedPVoklug3 Aise, ewipamedcew

and equalized in an equalization part 25. In the

PV valgeahd stafuk are ippitted2d cotRnimber isapdaed alioditodedded to a CRC
statuses is generated. That is, when either status

codeisytneateds @URIOTEE pénérdtingtpas 108 Samedhdde DI BRI RV Falue | the
abnormality is changed to the captured status and is

statud) @ESERIC cadé i e d6urd D0 Libat s pendiatell by 4ddih8 @1%6&odé\|§¥nerated
val ue generated by the PV val ue processing part IS

thus @INEPViATRd $R0Ratusl © "Bleabl At R et 152iﬂcreﬁl%ﬁﬁs¥l %{lery%ﬁﬁe of
abnormality of a status is detected based on

theppr@ﬁ@sa%%ét&ughe equal ization part 25, an input of
the PV value to the code generating part 24 is broken

[005Ry a breaki ng part 26. [0057] In the code generating
art 24, a CRC code is generated based on the status

A frame similar to the frame created by the code generating part 14 is
similarly generated by the code generating part 24 of the slave CPU 20 and is acquired
through communication by the communication block 23 and the communication block
13. The frame created by the code generating part 14 and the frame created by the
code generating part 24 are collated in a comparing part 17. The comparing part 17
decides that it is abnormal when a mismatch between both the frames is detected. As
described below, by performing similar processing also in the slave CPU 20, the master
CPU 10 and the slave CPU 20 mutually collate the other processing result with my
processing result and decide that it is abnormal when a mismatch occurs. When all the
processing in the master CPU 10 and the slave CPU 20 is normal, both the frames
match as a result of collation in the comparing part 17.

[0054]
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generated by the equalization part 25 and the inputted
PV val ue. Also, every tine new PV value and status
are inputted, a count nunber is updated and a code
added to a CRC code is generated. In the code
generating part 24, a frane made of the PV value, the
status,. the CRC cqde, and the cqunt nunber is generated
by Eﬁﬂﬁﬁ@%&?@eré@égyg%@d&tg@aera&% PHLM Sevkpnsted(p gmpyiput
and the status. The count nunber is increnented every
part T§5ukiel 1sgm upsHeanpyracgssy e Hovepven e mismetgh between gpththe frames
. frame created by the code generating part 24 is
is detedied Hxthe camppring parhhbandinitkscase of deriding that §enashnarmed, by
the code generating part 14 of the master CPU 10 and
output of thadipmie sdrokenbygbreaking parc 58.1 oklstyyastdescribed below, when a
communi cation block 13 and the conmmunication bl ock 23
mismaich hetvoepdhe figmpaistde@eted it a cempatigiet 27aft the slavesCPU 20,
abnormal when a msmatch between both the franes is
an outpet ef thedranme is heokeanpafiithgafopart 727. [ 0059] When t he
m smat ch between the franes is detected in the
[005omparing part 27, a fail-safe signal indicating
abnormality is outputted fromthe conparing part 27

andOhnshe gih¢ehandintthesthod CPEAI 0L a BrRfds géferated by MheSdi@fRtic
inthe fail-safe part 79, an output of a frame from

art 2h8d @Rinddwhish by ﬁlte%ﬂgz A8 Bichb MG akA AIFehOMb A CPB1D
P 78 is inhi bited.éélﬁﬁst ead of greaki ng an out put by the

. 1 . . o i . t
o At SIS |

om : iy e .
comn]{cumc%tlﬁﬂﬁﬁ)ck N&r L dhpdfed aitd gﬁhl%d il ﬁ% E@%tﬁ%%ttloﬁi p‘%??ii]'sslln ghe

orcedly reset and ‘an, t tot

ol RSP B B ke

I'bit of the
i SR80 cas ity 9 A AEAA R, A Bl s

to thegc?éitgléedg#{{gg El%ciqig pg%a:c? goaﬁl% %{2@% gé}l%_a%%gr pgltt 23 st bsequent
[0056]

APV value generated by the PV value processing part 21 is given to the code
generating part 24. However, when abnormality of a status is detected based on
processing in the equalization part 25, an input of the PV value to the code generating
part 24 is broken by a breaking part 26.

[0057]

In the code generating part 24, a CRC code is generated based on the status
generated by the equalization part 25 and the inputted PV value. Also, every time new
PV value aﬁd status are inputted, a count number is updated and a code added to a CRC
code is generated. In the code generating part 24, a frame made of the PV value, the

status, the CRC code and the count number is generated by adding the code generated
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[0061] Fig. 6(a) is a flowhart show ng a procedure of
equal i zati on processing of the statuses described
above, and Fig. 6(b) is a flowhart showi ng a
procedure of conparison processing of franes. The
processing is respectively executed in a master 19 CPU

0 | CPy 20. 006 Si t t S7 sh
thos {57 B AR s, - TS g bR as greptentaabagoupate of

063] In step Si of Fig. 6(a), a status is generated
thepb{/)v"‘ﬁ a”&’itgﬁﬁtﬂ&i c part 12 or the diagnostic part 22
d the generated status is sent through the
[Oosgﬂm’mni cation block 13 or the comunication bl ock 23.
[0064] In step S2, the status sent fromthe other CPU
i s ridedrameccresedbiythecade gensrmatingipes 2ddncellasukwitiza flamehe
. comuni cation block 23. [0065] In step S3, the status
which énsimilady generatpd bpthejcode gensaating pairtt 14 afitee wstenSPU 10 and is
generated by the other CPU in the equalization part 15
acquised threughopeainiunigation by she cadBnunicationthdodkakSeamdiftheleci di ng
that the conpared statuses are not equal in step $4,
commimdcatioatblewks23anea coegpachg pat27n Bisdeckizd that it ik ebmasel when
deci ding that the conpared statuses are equal in step
a misSéhtcishetwedbbatls tirldiqupsads d¢te@EHin the colapatrghest Zbove, in
step S5, OR information about the statuses is
[0059Jener ated in equalization processing of the statuses
and thereby, abnormality of either status is

r epReiseIthe chidniateh bétakersthefftaates @ﬂd@édt@cﬁlhitﬁé‘c@lﬂllg’arfhg part 27,
status of the safe side in which the abnormality is

a fail 3 RAYSnal RidiR6hE dbRAmaltyaP BhpLiteNreh thdSorftpivinkSart 27 and is
created. Also, an

given to the fail-safe part 79. In this case, in the fail-safe part 79, an output of a frame

from the CPU 10 is broken and a new frame to the output part 78 is inhibited. Instead

of breaking an output by the fail-safe part 79, a reset signal may be outputted from the

CPU 20 to a reset circuit of the CPU 10. In this case, the CPU 10 receiving the reset

signal is forcedly reset and an output to the output part 78 is inhibited. |

[0060]

When the output to the output part 78 is inhibited, update of the count number
is stopped, so that it can be recognized that an output of information is stopped by only
referring to the count number in an upstream process of a subsequent stage after the
output part 78.

[0061]
Fig. 6(a) is a flowchart showing a procedure of equalization processing of the

statuses described above, and Fig. 6(b) is a flowchart showing a procedure of

comparison processing of frames. The processing is respectively executed in a master
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al gorithm of equalization of the statuses is the sane
bet ween the master CPU 10 and the slave CPU 20, and
the status after equalization obtained in the case of
correctly executing processing of equalization is
al ways shared between both the CPUs. [0067] 20 It is
ed . whe r or not the status after equalization
CITf @gﬁt%@mé%ﬂi fality in step S6, and when the
decision is affirmed, an input of a PV value to the
[006bde generating part 14 or the code generating part
24 is broken by the breaking part 16 or the breaking
par t3tep $ htostteipS Byhowag peacedire obeatializatioh rsoenssi®y of gatuses.
ended, the flowreturns to step S1. [0068] Wen the
[0063kci si on of step S6 is denied, step S7 is skipped and
the flow returns to step S1. The procedure of step SI
to dnetppSi dfFig éf@as stetused genefaredsby the dagasitivgantiase the
unit. [0069] In the enbodi ment thus, equalization
diagpuostic pars 2B gndthetdenerated tstitidsis bent eregat e communi@tion block 13
processi ng phase unit and the sanme status is

or the esmgninicedon blobloeh t he CPUs and the sane processing
is executed. That is, the sanme event is executed.

[0064PO70] Step S 1 | to step S15 of Fig. 6(b) show a
procedure of conparison processing of frames. [0071]

I N gheRpS2lthe stitusidest fréth Mo otBerl CIAMEs RBHGePlhrdh ﬁYhe
val ue, a status a CRC code and a count numb S

comﬁeﬁeat%%&mt&qwe@lﬁmaﬁfeawme&@3'”t 14 or the code

generating part 24 and the generated frane is sent
[oossrough the communi cation block 13 or the
conmuni cati on bl ock 23.

In step S3, the status generated by my CPU is compared with the status
generated by the other CPU in the equalization part 15 or the equalization part 25. In
the case of deciding that the compared statuses are not equal in step S4, the statuses are
equalized in step S5. In the case of deciding that the compared statuses are equal in
step S4, step S5 is skipped.

[0066]

As described above, in step S5, OR information about the statuses is
generated in equalization processing of the statuses and thereby, abnormality of either
status is represented in a status after equalization and a status of the safe side in which
the abnormality is always reflected on an operation of the CPU is created. Also, an
algorithm of equalization of the statuses is the same between the master CPU 10 and the
slave CPU 20, and the status after equalization obtained in the case of correctly
executing processing of equalization is always shared between both the CPUs,

[0067]

20




[0072] In step S 12, the frame sent fromthe other CPU
is received through the communication block 13 or the
comuni cation block 23. [0073] 21 In step S 13, the
frame generated by ny CPU is conpared with the frane
generated by the other CPU in the conparing part 17 or
the conparing part 27. In the case of deciding that
the conpared frames are not equal in step S 14, an

ou thiatde@fiect Wiketheroanet the sthue kider enuﬂlithésmﬁnéiakﬁem@prpamliti 8

in s%#; S‘é{q%gf ﬁ acie%lspo f%?lﬁle&] fﬁ?le u§1 Fug tQ Fﬁgoc ssi ng

gen¢ra@ndpart/¥resr theh@)dd gemaatﬁfg paft ZStlebroﬁélﬂby ﬁle tenaking ,paﬁtlﬁ lar

S15 i s I pped d the flow tur 0. step 11 The
the Pepiiag pesR S SP Algprgessng st dems7 qnéffieéli
tosteP S processi ng phase unit. [0075] In the enbodlnent
thus, the franmes are conpared in the processi ng phase
unit and when both the franmes differ, it is decided
[00 Eﬂ it i1s abnormal, and predeterm ned processing is
ecuted. In the enbodi nent, when both the franes
di fWieen, the Hecisanef stqprSae seniad) steprS7rieddagped and ghe flow

abnormality in cqoqmo t IS, .Sel ect conmon
retufR 10 HEB ShytheaPoRgT e Shisted 57 i eBr B & e
prodbKipibhab@init. 78, that is, the sane event is executed
in both the CPUs. [0076] Fig. 7 is a diagram show ng a
situation of state transition of both the CPUs by
mo@ﬂocessing shown in Figs. 6(a) and 6(b). [0077] As
shown in Fig. 7, by equalization of statuses, the sane
st dn the endodmpsnythiug,equalization processing of the statuses is executed in

the processing phase unit and the same status is recognized in both the CPUs and the

same processing is executed. That is, the same event is executed.

[0070]
Step S11 to step S15 of Fig, 6(b) show a procedure of comparison processing

of frames.

[0071]

In step S11 of Fig. 6(b), a frame made of a PV value, a status, a CRC code and

a count number is generated by the code generating part 14 or the code generating part
24 and the generated frame is sent through the communication block 13 or the

communication block 23.
[0072]
In step S12, the frame sent from the other CPU is received through the

communication block 13 or the communication block 23.

[0073]
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by both the CPUs. Al so, the sane input value is given
to both the CPUs. Therefore, in both the CPUs, a
common event i s always executed fromthe sane state
and states after execution of the event al so becone
equal . [0078] 22 Next, a nethod of comrunication
between the nmaster CPU 10 and the slave CPU 20 w ||
be dBsiEpilddhe famggsncratsd pyapn(RU is rompareddthdhe tpme 10
and the slave CPU 20, data is exchanged in real tine
genegatedl e gthes GPY iadhe eqraparingapagt 17e0s the cogtparing part 2zheln the
timng of processing in both the CPUs is off, separate
case pf dmagsg gt thesgmperediframasare notiegual in stap Si4ian witpsof then
are conpared and a m smatch of collation occurs. Asa
frame dwbken iofthe briesking part 48 nethedsikisyfe pant 79dn step I5¢5 CPAKet 0
al ways execute the sanme operation in the apparatus of
procesking jof step i3t 4 endnded, the flow Thrmftostep Sddntrol is
performed so that a timng phase trigger is sent from
[0074he side of the master CPU 10 using asynchronous
comrmuni cation ([ TART) and the slave CPU 20 can execute
pr oGk the dedisibh ef &ep814 elpuRdCeep 51 SKRRIPHOD hiible TWdw
[0079] Fig. 8 is a diagram show ng sequence of
returSOITREY SHEL | The PFREMASFE o Step 510 %0 stePS B isbalddDelot Ma
are di agranms show ng configurations of comrunication
procdskidfphasedmgt. Fi 9. 9(a) shows a configuration of
i ndrvi dual conmuni cation frames, and Fig. 9(b) shows
[oo7§§n operation of the case where a conmunication state
i's normal . [0080] As shown in Fig. 8, the master CPU
10 . o , .
ol g S gR TR st e off Ao AR e bodRRlpe ke i
‘ ) S _
ond VRO 155 RPN UckRR R i MERRRRE fad Breldipgd
4 S . CesSih: f both
procet‘iﬁgg %%ggﬁgdsyéghf %ﬁ?@%@l@gt F&B)%@ﬁ?t% tRE BEREs dl@f%r, e saine

processing for recognizing abnormality in common, that is, selecting a common status
and stopping an output of the frame to the output part 78, that is, the same event is
executed in both the CPUs.

[0076]

Fig. 7 is a diagram showing a situation of state transition of both the CPUs by
processing shown in Figs. 6(a) and 6(b).

[0077]

As shown in Fig. 7, by equalization of statuses, the same status is recognized
by both the CPUs.  Also, the same input value is given to both the CPUs.  Therefore,
in both the CPUs, a common event is always executed from the same state and states
after execution of the event also become equal.

[0078]
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As shown in Fig. 9(a), the master CPU 10 sends a
command with a timng phase trigger through the
conmuni cation block 13. The slave CPU 20 receives the
command t hrough the communi cation block 23. In the

sl ave CPU 20, a phase (sequence number) represented
|n t he receléfd command | s conpared W th_an expected

BYegt @ methed efroamuymeition betwien thesmagter{GRYd Oagd sheslave

|n Fi to be processed next and when both the
CPU sl debatied. | A deteeibabmamedinthomasccGRHLIMa0d thesieve
state is normal. In the case of recognizing that the

CPU@dndimiscxchanged inaeal timge pudt theldatatineolbitedy e AGRLIeRdlt of this,
replies a response including information (sequence

whentinvngrof provgissing inrhgth the GZsie offpsepsmtelprocessifg gesultf different
to the master CPU 10 through the conmmuni cati on bl ock

in a e axibhdiretmhare cofidrdandecmipniazchsofichBition denmsuniAGatresmi
state is nornmal when the response fromthe slave CPU

of thid (it ismetessariy\fechboth the CPEs teshivaysexetute tieene dpbasen in the
(sequence nunber) represented in the received

appafaffRftiscpresenpéab&diment) 0 8krefére fontroli@ HeEDEMEd S038& a timing
period for which a conmunication state is recognized

phasdirigEeid k&1 frmdibe@ERI oftRdmadtert OIRU A ORRAB ds@itiirdndBs

response, it shifts to a full-duplexing communication

comif@fi¢2n (BAR ggfasdmé dadUEBTE 2D Bsh e:&ameg;r&%ggl RRInRAE Atk
t he master U 10 and the slave CPU 20 respectively

sequégsgﬁygy%c]%g&gﬁ&i ng of the sane phase (phase 1 in Fig.
9(a)), and data MA is sent fromthe master CPU 10 to
[007%3(3 sI ave CPU 20 and data SL is sent fromthe slave

U 20 to the master CPU 10, concurrently. The data

VA 80510 gty Soui L@gn 8 SEAPLCASE, Od

at us e ana
o e S, P ] 0

Fig. SERAGRS P revraieietin V@&ﬁ%%@lg@%ﬁ%n@dy Fig 90)
show@ 0 O RiSIoL Be XSTULEL, LA SYRRHE QAT it 1 each
[0080]

As shown in Fig. 8, the master CPU 10 sends a command with a timing phase
trigger to the slave CPU 20 in a constant cycle. The slave CPU 20 receiving the
command replies a response to the master CPU 10. After such processing, both the
CPUs execute the same phase and Ithereby processing of both the CPUs is synchronized.
[0081]

As shown in Fig. 9(a), the master CPU 10 sends a command with a timing
phase trigger through the communication block 13. The slave CPU. 20 receives the
command through the communication block 23. In the slave CPU 20, a phase

(sequence number) represented in the received command is compared with an expected
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slave CPU 20. [0084] As described above, in the first
enbodi nent, statuses acquired by each of the CPUs are
equal i zed at the previous stage of mutually collating
data of both the CPUs. 24 As a result of this, when
abnormality of the status is detected in either CPU,
both the CPUs share recognition that the status is
phased(seanenes miggbes); that isz aphese (pliase han Eiga P(mkts. be proressemest and
at the tinme of abnormality of the status, a collation
whenrtiothntbe phasse mata itdaitesogitized the aseobaeenieationstaigis ndowsl. In
not occur and the status abnornmality can be recognized
the cae pérezbgdiying tiemthehmnuohdiedtionstate 5 matmél, thetslave CPHA2Greplies
and notification of an abnormal state can be provided
a respodsd @childing iAfosmatiom(stduentd mahberhinditiatingithe pghhie (phase 1 in
di agnostic part 12 of the master CPU 10 receives
Fig. Wh)y) g61hs imaster UPY DRibireuzhitheorhi@nidataditleék 23.Ci TiHRUhdstefS
and executes abnormal detection and determ nati on and
CPU 10 es@biizestthsit AédiSmuthitcAton statdis dndsnOBdN e F@BMsk ficn the
generated and this status is sent to the slave CPU 20.
slave SHU b@Is réceivdiowitlih adRASM It Rt ;ﬁ%s@(se%ﬁb%cé haSer$PU 20
recei ves diagnostic information fromthe diagnostic
j h bhel; ormal detection and
repre%@%%?ﬁ%a%?%@aﬁﬁﬁée?’?ﬁ?@é status which is a
[0082§|i agnostic result is generated-and this status is sent
o the master CPU 10. Thus, information targeted for

ComYg EE i il i o USSR
o870 R e BB
e PR, S SRR Fionggio
e RGO o A PSSR Bl e
s Re AR By USRI B LGS S B iy
CPU e N S BBt Y L6 Y0 o i BN Ehcenty

The data MA and the data SL include the frame (frame made of a PV value, a status, a

CRC code and a count number) sent and received for collation and the status sent and
received for equalization described above, respectively.
[0083]

As shown in Fig, 9(b), by sequentially repeating such phases, the same
processing is executed in synchronization with each other in the master CPU 10 and the
slave CPU 20.

{0084]
As described above, in the first embodiment, statuses acquired by each of the

CPUs are equalized at the previous stage of mutually collating data of both the CPUs.
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In the first enbodi ment, CRC codes are generated by
both the CPUs and collation is executed by data
(frames) with CRC, so that reliability of the
collation increases. Al so, only when both the data
match as a result of the collation by both the CPUs,
information is notified of an upstream process and

As ayipralt of ithis, ovhenabnenmalitpekthe staths iiedetediedinteither CRU; koth the
abnormal, an output of information to the upstream

CPUpshare £as0AItion thatthe states/ie abmeaimalley equabizarion of thet dhatesges.
reliability of the information outputted to the

Therefost, rtthmtipreoafebsomsatitpef the statasechilalibamismatch bertwkes data at
that a CRC code is normal by inspection in the

the sufpetuannsiape domss®t oeanand thatstahissabianeality cahelicarevdgnizeli gh
reliability collated between the CPUs inside the

sepatatifdy fromthe bbllation tmis@atchbsitveeh Hath hehdURSIFEARIN of Ak QB ASEal
by 1 nspecting the CRC code, the presence or absence of

state @RI BE pRvided coabetie AR A0S SilstReDodirteHe fth@l:liaﬁﬁdkﬁc Baﬁ 12 of
processes of han | ] ng data with CRC i nside

the lﬁag% CPTA BRceiVsd diffoRfid bt ﬁoﬁﬁﬂl\é@iﬁgngﬁié%ucgﬁvg and

wth CRCis sent and received and is collated by both

execategar%uﬁal &@echtaﬁltma Hetbﬁmﬁﬁﬂﬁ%ﬁstﬁér%)t Q sBRRARALIEIA make

check franmes conmuni cat1 on ‘bet ween CPUs,

alagyggﬁasﬁsat i géa 2 tan TR 34 Bnt toPRE staVe CPUOzo [ %Qlﬁﬁl,rly, the

rst ment 1S constructed so as

dlagxfo\ém{ir‘f’ ) EFth% pivE wgocglgws dibglfbsfic Hﬁr%ft%b #oﬂgth%f

ni cati on betwee resu

dlagﬂ{)gﬁoe gl?c?ﬁtafw 1% RE: o:{b Hﬁqﬂ'd%?é%n&{ 5 ‘?f?or ma 3’8 and thereby, a

roni Zat 1 'on an ion Tn

s By T %%ﬁﬁsﬁc?éwﬁﬁég%iea Hen SGE3EH gl by o
o m@nﬁwﬁ 8 SPALERRBRS i 9L b PR PR ton
D e b R i ot
so thipéfe BBAE A COPBUERO R B B BaTee %ﬁﬁeﬁ?& hand,
communication is reduced. Such status equalization is particularly more effective in
the case where it is necessary to loosely couple CPUs by decreasing a common circuit
part between the CPUs even though an independent peripheral circuit is increased every
CPU. Also, it is effective in the case where a peripheral circuit can be diagnosed in
only one CPU.
[0085]

In the first embodiment, CRC codes are generated by both the CPUs and
collation is executed by data (frames) with CRC, so that reliability of the collation

increases. Also, only when both the data match as a result of the collation by both the

CPUs, information is notified of an upstream process and when any one of the CPUs
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both the CPUs sinultaneously follow a transient state
change caused by a factor of the outside of the CPU,
so that a sudden collation m smatch between data does
not occur. Also, the CPU 20 basically has a relation
of executing a phase specified fromthe CPU 10, so
that return can be nmade easily even in the case of
detergrinesghatut is gbnerynd Hinovipud of wPrREok ta the pstplaasprocess is
[ 0088] The processing of equalization, addition of a
surelgRGveotdd, dequenlteofdlis,daliability of Heetinfonmatiorcoutphtbadroitive
the first enbodi nent can be inplenented easily by a
upstipamgreness cin belincréRed. Allksad is, tenfactrthatat CRE chdé ismenmalys
can be inplenented easily using an asynchronous
inspestiomimihe apstosan proeeEs nfeancthatits duva ivaiataywinfohigh eeliabitity he
CPUs. Also, by using serial communication as the

collacedrbetinéenahé CRUD érisideahe Hpub outpiiudit 330 iAdso, fifthe ipbiRéae
even when two CPUs are nounted in the side of a

roc€R By iabgeetin@tid CHE c6del eheGiresncd ditdbelerde bF SndrMaktyaak Ge
P nmut uygal Ili/. S%cond Enbodi r?tcei{]t [0089] An information

diagiisE Sasi Heer ANARE PrlobSssélf ofha @GR FhtLHRE TRIERL S iIRvepan
“exanple in which a master CPU and a slave CPU are

[ooggpunted in a nutually insulated state. [0090] Fig. 10
i's a bl ock diagram showi ng a configuration of an

o1 ol bl bGP it
ool PRSI PASH O UV s o Sy ke
e REF s RS0, PG L OANAR P B LB S RBE o200
paritﬁte?ct. e for the purpose of escaping the
[0087)

The first embodiment is constructed so as to synchronize processing every
phase using timing of communication between CPUs.  As a result of this, it is
unnecessary to perform useless processing for synchronization and reduction in
performance resulting from synchronization processing does not occur. That is, extra
processing is not required by only inserting a sequence number for identifying a phase
into the primarily essential contents of communication. Also, both the CPUs always
execute the same phase in synchronization with each other by such synchronization, so
that accuracy of data collation between the CPUs can be increased. On the other hand,
both the CPUs simultaneously follow a transient state change caused by a factor of the
outside of the CPU, so that a sudden collation mismatch between data does not occur.
Also, the CPU 20 basically has a relation of executing a phase specified from the CPU

10, so that return can be made easily even in the case of going out of synchronization

26




i nfluence of a thunderbolt or noise propagating the
surface of earth. As a result of this, it is
necessary to nmaintain an electrically insulated state
between the side of the controller 2 and each of the
field devices 1. 27 [0092] In an input-output unit 3b
sho in Fig. 10, a master CPU 10A is disposed in the
ba“@ﬁﬁgﬁfﬁ%strean1side) of the controller 2 and a sl ave
CPU 20A is disposed in the side (downstream side) of
[0088he field devices 1 t hrough an insul ati on boundary L.
An anal og input value fromthe downstreamside is
convidietpsacessing cheqmrlization, addifinn ofiaCRE code, seqgienes of data
part 33 via_ an input circuit 32 and is inputted to the
collagipm,aéc. Guw Grthe firstfeobodinianh candbd isiplerhentedseasily by anpgogram
potential with the slave CPU 20A, from a periphera
of the (CGPELIi tAISS, dommginieation betaween SFhsan be paplem@rted easibl 1simg an
an input value outputted fromthe input circuit 32 is
asyndhresoustconinneichtiag JOARI) fiprtibn 3drmdlly thévmntell imgho€PUs.  Also,
part 34, diagnostic information based on the input
by using seeiabodmpmihieakidy asrthé bemmopichtial tetwedn CRUS RbbunbiRg is
information fromthe peripheral circuit 35 is given to
facilitdied edeaweheaRWodTPUs 4r@ afbahte@in tHeaidy dtel cohftbller dnlShd HMIGE a
value fromthe downstreamside is also inputted to
ﬁddﬂbﬁcaﬁﬁﬁﬁﬁﬂGﬁuuﬂgAthrough a photo coupler 37. The
anal og input value is binarized in the photo coupler
37. Processing based on a binarized signal (digital
signal) is executed in the master CPU 10A. [0094] In
addi tion, the input sdahiErhbodiRRst ructed of plural
channel s (for exanple, 8 channels), and units of the
nggynber corresponding to the nunber of channels are
prepared in the input circuit 32, the AD conversion

oo A 2P G kg
exam%?@igeoﬂﬂch a master CPU and a slave CPU are mounted in a mutually insulated
state.

[0090]

Fig. 10 is a block diagram showing a configuration of an input-output unit as
the information processing apparatus of the second embodiment.
[0091]

In the plant control system as shown in Fig. 4, the controller 2 and the field
devices 1 are usually spaced. Therefore, grounds of the field devices 1 and the
controller 2 are disposed in a mutually separated state for the purpose of escaping the
influence of a thunderbolt or noise propagating the surface of earth.  As a result of this,
it is necessary to maintain an electrically insulated state between the side of the

controller 2 and each of the field devices 1.
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with a timng phase trigger and a response to the
command t hrough a communi cation block 11A between
CPUs and a conmuni cati on bl ock 21A between CPUs
di sposed respectively. Consequently, the sane
processing is executed in synchronization 28 nutually
i ndependently. Also, the master CPU 10A and the sl ave
[009¢PU 20A send and receive nutual data through the
communi cation block 11 A between CPUs and the
c ol AR BWLt-owpl wik3eshawnan ki A OCPwe stanGP Ueldiddis dispedey in
collate the data. Further, diagnostic information
the sidb (apstreamiside) hfths icanteoilePQ and A slave EPED2GAistdisposediim the side
master CPU 1 OA and statuses are equalized. [0096] In
(downitecamas d@rof (iRl fidlDdevieeshbtiroughankndifitios boohddry £d  @fn analog
data through a host communication bl ock 12A only when
inputbatue frdie tieedawnyrean side iacon@entd inff a diglthlaigmnin HEADEEN
the data of the master CPU I OA and the slave CPU 20A
convivsiol @att 3304 eetnpttcircaltr3ranalid inputedd tohke et PUROA.
statuses. Also, when an abnormal of a status, a
InforfiatioMtviflich fiRkaveaitotiaf gotetial WethBsHiSfe GRY26 AR oA Wpdi8eral
slave CPU 20A is detected in the slave CPU 20A, a
ircult 85 €4 g%kl i
cirouft 8 § givbARAY dibSnciBBba? lzﬂéép a{lj@ Iafs%%n E@ﬁu@gﬁ{pﬁ@ﬁlafﬁ%rg the

is case, the master is forcedly c

inputa%irﬁﬁ? 8% isséi@érﬁtokﬂie Hﬁglrlés%% %Eﬂ't Signgy tﬁg r(lﬁagﬂgﬁibclfﬂ;) 1 4i3 gﬁgfg{sﬁc

data fromthe nast OAto t st

inforfgim%és@&j on HRORG Vzﬂfézyu%l@tevﬁrg)ﬁﬁ gﬂ]&t gi?:?}g{jﬁ A et’}le

atuses are equalize

. 1a] £ zatd tpd) Al ty, of data

infor A 6 el Bt B dl SPRUTB R M R BAG  ,

[0093g°th the CPUs. That is, the sanme event is executed in
oth the CPUs. Consequently, an output of data to the

hos ock 3 an. _be inhi bi.ted,surel when there i
¢ he OpehE et Han™ B Mot SPRE 0Py o diBltreai S ¥ ppited
to thesn%gs?grdcm 8%%&%9%& a %ﬁgt% c%gﬂeerr .edl"hlenangl%tg ?nﬁulg %al%gyss are

binarized in the photo coupler 37. Processing based on a binarized signal (digital

signal) is executed in the master CPU 10A.
[0094]

In addition, the input value is constructed of plural channels (for example, 8
channels), and units of the number corresponding to the number of channels are
prepared in the input circuit 32, the AD conversion part 33 and the photo coupler 37.
[0095]

The master CPU 10A and the slave CPU 20A send and receive a command
with a timing phase trigger and a response to the command through a communication
block 11A between CPUs and a communication block 21A between CPUs disposed

respectively. Consequently, the same processing is executed in synchronization
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conpared and when a m smatch between the data is
detected, an output of data to the host conmunication
bl ock 12A is stopped in both the CPUs. That is, the
same event is executed in both the CPUs.
Consequently, an output of data to the host bl ock 38
can 29 be inhibited surely when there is the
mutupldy sidopendentlyof Adbm chenmbiter/CPU 108907 thaslawedCRY 8AA send and
transmi ssion |lines of a reset signal and a path of
receicomutual dais tlovoughhtbe vemmuGlRekombleck hbA betthveen C8Usaad thiche
master CPU 1 OA and the slave CPU 20A by a photo
commmipdtion bbdok. 2 liArbetween OBUS aid resp dotivetd aoNaté the[ dafd) O[Further,
Al'so, in the unit 3b shown in Fig. 10, the slave CPU

diagndgiic inforiatith ebtainddtiMthe stivd CPAS 2048 didcededt fatié arsted CRU
the input circuit 32 or information fromthe

10A BET diiekate equbkizedi t 35 of the side of the field
devices 1 is nounted in a state non-insulated fromthe

[ooo6] ave CPU 20A. As a result of this, the slave CPU 20A
can easily capture an input value via the input

cir %‘tﬂe AR VCPU‘fl@A,rEiBésQ Blokk 9Rd PRifRE bF Hﬁtﬁ tRbudi & ﬁb&tt
35 of the side of the field devices 1 and can nake a

comfBi@hdi oﬁ%l(wkal@% @A%]Prh% $6¢h thY a3 HAHAR MG Péf%ﬂﬁatlo

conmuni cat 1 on conmmuni cat1 on between

betw?e%nthg ﬁat%?ﬁ#tr‘{?éjst&kﬂj ?pﬁ'ahd tl{é‘é[%tig cpf 2 &Wﬁ%ﬂhﬁﬂ&lc

an |nSUf ted state can nalntakne
sbuofyfili e pPRapfickf ilblef A1 3%&?&??%@%%— PRER A At

betww&@%fﬁ?f&%ﬁﬂ???’cﬁ?e@&% S ERy T B Sh R S
crudirate o i fe En %lg%ﬁnf :egfaf&ﬁ’&i ﬂ@%mﬁttﬁ{s&%ﬁ%m
CPUiﬁ B ehpiecd i a rendt @ﬁphtsﬁg’sahgs%% vud GfHOaipp a daca

he side of the field  devj ces I d{g. 4) is converted

fr0m|ﬂilﬁlaa%efo¢]aﬂt18ﬁt%ﬂ§r%s blagk $3us 1 €% ecei ve the conmon
[0097]

Thus, in the second embodiment, statuses are equalized and when the status
after equalization indicates abnormality, an output of data to the host communication
block 12A is stopped in both the CPUs. That is, the same event is executed in both the
CPUs. Consequently, an output of data to the host block 38 can be inhibited surely
when there is the possibility of abnormality.

{0098]

Also, in the second embodiment, data generated in both the CPUs are
compared and when a mismatch between the data is detected, an output of data to the
host communication block 12A is stopped in both the CPUs. That is, the same event is

executed in both the CPUs. Consequently, an output of data to the host block 38 can
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digital signal and data is outputted to the side of
the controller 2 (Fig. 4). Fig. 11 is a block diagram
showi ng a configuration of the input-output unit as
the information 30 processing apparatus of the third
enbodi nent . [0102] An i nput-output unit 3c shown in
.Flig. 11 co es .a _mastey. CPU OB and a slave CPU
be inbyipifd sprely Wt higs f HiS ROSHBILEY SEAPBOTRE it ual | y
dependently, a main nultlplexer 41 and a sub
ngﬁﬂltlplexer 42 for receiving analog signals of plura
channels_ (for exanmple, 8 channelsl and sel ecting one
si grinladdigian, transmission) lines ef a rpsetrsignal andsq. path gf cem@unication
anal og signal fromthe nultiplexer 41, and an AD
betW@@hGB%s &re msplyted betavepr thei magtes CRYJ §PARndthepslave §PU 2ohby a
the input anplifier 43 into a digital signal and
photg icoupley ettrén thegnaulation bouhdaryhst er CPU | OB and t he
slave CPU 20B. [0103] CQutput signals of the main
[010681I ti pl exer 41 and the sub nultiplexer 42 are
respectively conpared in the master CPU 10B and the
s| avds@CRUtiROR e bdshowntih Fige 46 ethe lava CRUSION Bhmounted ia the
decided that a status is abnormal. Al so, the statuses
side af the €dehhduvipes 1 ayid tleoputvicait 32 or hfbM@fion GRS thapdripheal
statuses are equalized. Consequently, soundness of an

circut3sr Hith@sidebr the Sielddedvidel @Xemoddted $h £51a@nRSHwlAES Bom the
the input anmplifier 43 and the AD converter 44 are

slavecOPUROAL 0 A&l d rebliEofthRNiRlshve @PUT 2018 cai Akl Szﬁmﬁ%%n input
nmonitored by inputting a reference voltage to

valud ViR e RPBY difchR 3243 it Ruh e the('?éhghé}hleeiﬁ:ﬁltég df@heasl?e of

constant cycle and respectively ki ng an out put

the ﬁteﬂﬁde%%es ¢ %H %ﬁﬁ Blaké 4 d@tlﬁﬂécﬂﬁa%géfse r A%D Ubg gﬁn ricfifonous

sl ave CPU 20B. Alsomthls tat S are

comBURBARGSE fﬁﬁ Cé? 1b£[&8%§{x¥&$r€ﬁ%§an%deé%%ﬁ?d by small

st at USGS are equa lze he master

numl?e? q)f E&ﬁmﬁhﬁ}éﬁoﬁ: xlIéSZQoBchﬁfe gngﬂ&e& gtﬁfé' chfi b8 n?aﬁmgg easVY'&

I mng phase triyger response to
a resﬁl'i‘ 5?111'19:1? e Sty gv"h?ﬁ\t AIQ Hlagnostlc information are equalized between both

the CPUs by the communication between CPUs and thereby, a detailed diagnostic result

in the slave CPU 20A can also be effectively utilized in the master CPU 10A.

Third Embodiment
[0101]

An information processing apparatus of a third embodiment shows an
example of an input-output unit in which an analog signal from the side of the field
devices 1 (Fig. 4) is converted into a digital signal and two CPUs receive the common
digital signal and data is outputted to the side of the controller 2 (Fig. 4). Fig. 1lisa

block diagram showing a configuration of the input-output unit as the information
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bl ock 11B between CPUs and a conmuni cation bl ock 21B
bet ween CPUs di sposed respectively and thereby, the
same processing is executed in synchronization
mutual ly 31 independently. Al so, statuses obtained by
the master CPU | OB and the slave CPU 20B are

exchanged. by etween CPUs and the
procgis%@gﬂ%rai&\sgfggﬁgﬁg?g N IEﬁP her, the master CPU 10B
d the slave CPU 20B send and receive mutual data
KHO? rough the conmmunication bl ock 11B between CPUs and
the copmuni cation block  21B between CPUs and col |l ate
{ he ATRPRU-PEPBSIINY 3¢ AR EiEe! | cpupTites st SPUD W had o
45 is notified of data through a conmunication bl ock
slave] OB gRB\fonpracutieg the spae geacessigtmwiually tidependentlyop main
collation between the data of the master CPU | OB and
multiplexes # hord Trub moBiploxenddifor irengiving inatpg gnaty ofglirel clafinels
t he equal i zed statuses. Also, when an abnormality of
(for etaaples 8 channels) snd stledvigwee sigdal; an piput hreplifis 148 forfeceiving
OB and the slave CPU 20B is detected in the slave CPU
the aaglBg signaldsmn ths multiplexer 4leatd anADt nverer#dSbeconCRiting@B.
In this case, the master CPUI OB is forcedly changed
signdl putputted fromsthainpubymplifeer 48 S8t asdigitd Isiganichnd @ivihg €t sighal to
of data fromthe master CPU | OB to the host bl ock 45
the nmaster OPILDL] GBand he 3R6¢ CPLEOB.i n the third enbodi nent,
statuses are equalized and when the status after
[ol1ogpgual i zation indicates abnormality, an output of data
to the host block 45 is prohibited in both the CPUs.

ThaiQdtgut sigh@lsoT R Iﬁaﬁﬁ@ﬁum@e@m%adhé ShbbetpleRe 4Rk
Consequently, an output of data to the host bI ock 45

respé'éﬁ{ﬂelg @oﬂnﬁﬁb@ it @ SR CPIMED ad R Blave @Pﬁ@%ﬁgﬁntihé Lds¥ of
odi e

normality. [0107] Also, in the th

a misech, %E‘&Ecﬁ&&ﬁhh{h é@&ﬁhs BRorkaYs AL, ﬁlegﬂ HsEare 308,

a m Smatch between the data Is ecte an out put

comH@igatioR telFeddABULIRACHKe statuses are equalized. Consequently,

soundness of an operation of the multiplexer 41 is diagnosed. Also, the input amplifier

43 and the AD converter 44 are common to all the channels, and the statuses are
monitored by inputting a reference voltage to the input amplifier 43 through the
multiplexer 41 in a constant cycle and respectively checking an output of the AD
converter 44 by the master CPU 10B and the slave CPU 20B. Also in this case, the
statuses are exchanged by communication between CPUs and the statuses are equalized.
[0104]

The master CPU 10B and the slave CPU 20B send and receive a command
with a timing phase trigger and a response to the command through a communication
block 11B between CPUs and a communication block 21B between CPUs disposed

respectively and thereby, the same processing is executed in synchronization mutually
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45 is prohibited in both the CPUs. That is, the sane
event is executed in both the CPUs. Consequently, an
out put of data to the host block 45 can be inhibited
surely 32 when there is the possibility of

abnormality. Fourth Enbodi ment [0108] An information
processi ng apparatus of a fourth enbodi nent shows an

indepspdpiile  dHsastatuspuebizaed by thermaster CRIALOB andthe skivelCP3J 20B
CRC code inputted fromthe side upstream si de) of

are exphangethby edhapnigatias hetwegn CRUpandthe statisevare legualizad
(downstream side) of the field devices 1 (Fig. 4).

Furtleirghe fiastes CRUDIOBcdnddhaglrenCBUABragnd ambreceivé mmtual data
configuration of the input-output unit as the

throughftbe omhinonicaiiacdsc HP bepaemCBs ahd theeonfnaunidakion block
enbodi nent. [0109] The input-output unit shown in Fig.

21B betweenPisead aolldt the@aend a CPU 60 for executing
processi ng nutual ly i ndependently. [0110] The CPU 50

[ot0spnprises a code inspecting part 51 for inspecting a
CRC code based on data inputted via an input part 81,

a COAMAEngsér CPU ROBCKhSH bioRk 48 XE853HTiel Bf dSRTHSALIEAL i ON
with the CPU 60, and a set val ue processing part 53

combBRicARMAEK BB 60§ wheR BYH 186 detaththtd s RsiiP b Bt d
in the side of the field devices 1. [0111] The CPU 60

e LA NP M 0 RSP
ne Y AL RISENSEL | ko SRR M BT €1

i 0 SRRl eS8 R U BT e
the slave CPU 20B, a reset signal is sent out to the master CPU 10B. In this case, the
master CPU 108 is forcedly changed in a reset state by the reset signal and notification
of data from the master CPU 10B to the host block 45 is inhibited.

[0106]

Thus, in the third embodiment, statuses are equalized and when the status
after equalization indicates abnormality, an output of data to the host block 45 is
prohibited in both the CPUs. That is, the same event is executed in both the CPUs.
Consequently, an output of data to the host block 45 can be inhibited surely when there
is the possibility of abnormality.

[0107]

Also, in the third embodiment, data generated in both the CPUs are compared

and when a mismatch between the data is detected, an output of data to the host block

45 is prohibited in both the CPUs. That is, the same event is executed in both the

CPUs. Consequently, an output of data to the host block 45 can be inhibited surely
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Next, an operation of the input-output unit shown in
Fig. 12 will be described. 33 is [0113] Data fromthe
side of the controller 2 is inputted to the CPU 50
through the input part 81. This data includes a set
destination for identifying the field device 1 (for
exanpl an .el ectrqmagnetic valve), a set value (for
Whe’bﬁ'ﬁfrf‘rg‘ls @?e %Slgﬁigéh?ﬁﬂg’ﬂé?gﬂ%ﬁﬁy- el ect romagnetic valve) to
be set in the set destination, and a CRC code created
based on data of the set destination and the set
value. [0114] The data inputted to the CPU 50 is given
to the code inspect ifRyrthhmpbotimenty the code
i nspecting part 51, a CRC code is created based on
[0108t a of the set destination and the set val ue
recei ved. Then, a CRC code received as data is
c ot wépriwiatinn prasessgReppadtsof e dowth embadimeniohiews an
i nspecting part 51. The code inspecting part 51
exampéapfthasinputheutput tunit $n wbivhrdatd with e CRC nodenmpwtted fatmderside
both the CRC codes occurs, and in this case, data is
(upstoraoksde)i of the domtmKemy(Hiar4) iSdutpfitd:ti1s theQidd (dewabtneim side) of
hand, the data inputted to the CPU 50 is sent through
the fielledevivesndRigcd). i dig bi2de k btk didpears ehdwitigagartofhecei ved
by the CPU 60 through the comunication bl ock 62.
configrbfibh offthe ioRit-duERe hiy 8gthe YnfohRatldnlproessifig @ppaedtu 6f thoe
code inspecting part 61. In the code inspecting part
fourth tmbadigiat.code i s created based on data of the set
destination and the set received. Then, a CRC code
[o109Fcei ved as data is conpared with the CRC code
Created in the code inspecting part 61. The code

| NS AeE ARR- Rt ufid sitRf iﬁﬁ%g%%gonig}iseé SCRONSY Ry “PEBoFor

m smat ch bet ween both the es occurs, and In
execthtigSHr6@8€ng mutually independently.
[0110]

The CPU 50 comprises a code inspecting part 51 for inspecting a CRC code
based on data inputted via an input part 81, a communication block 52 for executing
communication with the CPU 60, and a set value processing part 53 for converting the
inputted data info a format used in the side of the field devices 1.

[0111]

The CPU 60 comprises a code inspecting part 61 for inspecting a CRC code
based on data transferred from the CPU 50, a communication block 62 for executing
communication with the CPU 60, and a set value processing part 63 for converting the
inputted data into a format used in the side of the field devices 1.

[0112]

Next, an operation of the input-output unit shown in Fig. 12 will be described.
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data is broken in a breaking part 64. [0117] 34 Then,

the CRC code created in the code inspecting part 51 of

the CPU 50 is sent through the communi cation bl ock

52. The sent CRC code is received by the CPU 60

t hrough the comuni cation bl ock 62. Also, the CRC code
[Ollﬁreat ed in the code inspecting part 51 of the CPU 50

S corrpared with the CRC code sent fromthe CPU 60 in

dect U PRARS ?1%15 ol shralr 2 hBRuT rtbﬁéP%%@tte%ﬁgg the

do not n'gé%g ; resul t. of co arlqgg hoth the
lnl"ltll?i‘r'5t8|11| S ta ygludes 3 sqf degtigation,tog id éﬁkgﬂ’@ﬁﬁkjr @evg@ 1 (for
[0119] In the CPU 60, the CRC code created in the code
exanipgs g gleptiopagtietic galvel agehieluer(forsugmplenan epmngmicat i on
bl ock 62. The sent CRC code is received by the CPU 50
electromagngiie alhie) do bersatiin theisefetinntionsand a7GRE copecrsaigd bassd on
conpared with the CRC code created in the code
data piithe et tdestinapion andtheiset value. conpari ng part 55 as
descri bed above. [0120] Also, the CRC code created in
[0114]he code inspecting part 61 of the CPU 60 is conpared
with the CRC code sent fromthe CPU 50 in a conparing

par Thédataifphite]l td tie CRUPAIs gigerparthe Eadedagiectisy panes1. i tin
is abnormal when both the CRC codes do not match as a

the codesititpectiig patPEHd CRIC koddis chatddMased dmddth bfthe aetQiestitatian
is broken in a breaking part 66. [0122] Then, in the

and theP4dt 5ﬂ?e I‘éttﬁlv@dt aThas iCR cddeqtrdivial dsiatd is Baparsd wiith the
CRC %:)(\1/: :reatgd in tie code inspecting part 51. The code inspecting part 51 decides
that it is abnormal when a mismatch between both the CRC codes occurs, and in this
case, data is broken in a breaking part 54.

[0115]

On the other hand, the data inputted to the CPU 50 is sent through the
communication block 52. The sent data is received by the CPU 60 through the
communication block 62.

[0116]

The data received by the CPU 60 is given to the code inspecting part 61. In
the code inspecting part 61, a CRC code is created based on data of the set destination
and the set received. Then, a CRC code received as data is compared with the CRC
code created in the code inspecting part 61. The code inspecting part 61 decides that it
is abnormal when a mismatch between both the CRC codes occurs, and in this case,

data is broken in a breaking part 64.

[0117]
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set val ue processing part 53. However, in the case of
deciding that it is abnornmal as described above,
delivery of data is inhibited in the breaking part 54
or the breaking part 35 56 and processing in the set
val ue processing part 53 is stopped. [0123] Wen data
IS |nputted data of a_ set destination and a set val ue
ar e thet(RC cpdn geied vrthecodgsiaspecting part §1 gfthe CALRSO is
fleld devices 1 in the set value processing part 53.
sent[tiropg) thegompinigatien blegk d2. | ibe $pat CRC @dle is teeeived by theEPU
fromthe CPU 50 is given to the set val ue processing
60 thrangh B8 coowaiatipn block b2, cAlse, tie CR(C codengedtérbin the code
abnormal as described above, delivery of data is
inspecting patteésd dfithe GRUBOaakomppredwith e ORCtdode beng filonmnthe CPU 60
part 66 and processing in the set val ue processing
in a panparing past ¥t opped. [0125] When data is inputted, in
the set value processing part 63, data of a set
[011@psti nation and a set value are converted into a
format used in the side of the field devices 1 and

t he Thaf @dnffarinl Pad 85 ddeiasd thatit RAbAGKEA Rlies BbthMA @R(Zaéo%es
outputted to an output part 82. [0126] The data of

do nbiBatSBhs §eshit wabﬁﬁarﬁ@doo&mﬁlesceﬁc@/ altyeniQuiRuiked ﬂrskénhg a

output part 82 are inputted to a conparing part
breamg K960 through a diagnostic circuit 83. Also, the

da g of the set destination and the set val ue
[Ougrtputted fromthe set value processing part 63 are

directly inputted to the conparing part 67. [0127] In

e 5RRPEEL, RICn d OBy e Sl TR
oo BB S R A B
through%gg ggﬁnlnﬁm%latrlg IE)C@;Z anﬂn%ﬁ% code i8 compa?ed with the CRC code
created in the code inspecting part 51 in the comparing part 55 as described above.
[0120]

Also, the CRC code created in the code inspecting part 61 of the CPU 60 is
compared with the CRC code sent from the CPU 50 in a comparing part 65.
[0121]

The comparing part 65 decides that it is abnormal when both the CRC codes
do not match as a result of comparing both the CRCs. In this case, data is broken in a
breaking part 66.
[0122]

Then, in the CPU 50, the data received from the input part 81 is given to the
set value processing part 53. However, in the case of deciding that it is abnormal as

described above, delivery of data is inhibited in the breaking part 54 or the breaking part
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bet ween both the data occurs, it is decided that it is
abnormal. In this case, the data of the set
destination and the set value are broken in a breaking
part 68 and an output of the 36 data of the set
destination and the set value to the output part 82 is
i nhi bited., 0128], Al so, the data of the set
56 apd procassinEdA th et valEe pracessig At ip stopaed. f r om t he CPU
60 to the output part 82 are inputted to a conparing
[01234rt 57 of the CPU 50 through a diagnostic circuit
84. Further, the data of the set destination and the
set Waendataduinputteds dathof msethisstination and e sggrvabesisé oepverted
part 53 are directly inputted to the conparing part
into B fornjad w98l in the siteoliberfield deyiceai in the sett vabnedmbeessihg phre 53.
set destination and the set value outputted fromthe
[0124§t val ue processing part 53 are conpared with the
data of the set destination and the set val ue
out phit thecbtherdiemd, e tHeRTPB G0 athd dafagentafrdth sHECRN Shek pwemto
both the data occurs, it is decided that it is
the sebvihidProcesking tpaitH3c atlowehhieindht daselof({badingtthat it is abnormal
destination and the set value are broken In a

as ddsaiibedsabboe, deliOétylof AbtadFhhbite@ W M braikideAre &t thobrehibifg

set destination and the set value fromthe CPU 60 to
part 6B @nd® easin%qﬁfth&%t e hroobdi qﬂnfb%%k dfus, in the

fourth enbodi nent, the side of the CPU % executes a
[on@ﬁta output to the output part 82, but in the CPU 60,

the outputted data is itself traced and in the case

ot opig g i Rbudd il B BB Yroqeklif it 8 WbfUla ef
destihﬁgoggdgﬁ%%t ?ﬂﬁé %ﬁ%oﬁyel{elaq?tgcp?g&ﬁ%twéef ﬁgﬁé %1?9 Igg H‘n%lﬁ’éld

e case o0
. f he.side of th
de QRT R 4R PR b8 AR, I W P by o
U decides that it is abnormal, the data output is

pml nhi bited, so that wong data can surely be prevented
[012{51' om bei ng

The data of the set destination and the set value outputted to the output part 82
are mputted to a comparing part 67 of the CPU 60 through a diagnostic circuit 83.

Also, the data of the set destination and the set value outputted from the set value
processing part 63 are directly inputted to the comparing part 67.
[0127]

In the comparing part 67, the data of the set destination and the set value at a
stage outputted from the set value processing part 63 are compared with the data of the
set destination and the set value via the diagnostic circuit 83 and when a mismatch
between both the data occurs, it is decided that it is abnormal. In this case, the data of

the set destination and the set value are broken in a breaking part 68 and an output of the
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outputted to the output part 82. [0131] 37 As
descri bed above, in the fourth enbodi nent, CRC codes
generated in both the CPUs are conpared and when a
m smat ch between the codes is detected, data is
broken in both the CPUs. That is, the sane event is
executed iin both_ the CPUs. Al so, data outputted from
data pf; e@ﬁwies@qﬂ@n@ﬁ@ thesebvalugigrthe gutppispasichhis intibitad h dat a
enerated by the CPU 50 and when a m smatch between
[Olzghe data is detected, an output of data fromthe CPU
60 is broken in both the CPUs. That is, the sane event
i s &\ewihednts pf thysetrdestinatioPasd thesateadureomtpytteddiom theTRU
of data to the output part 82 can be inhibited surely
60 tothe nuiphipast $2areimputted $o0 b iconparingf pasttfiVoofived CPYJ. 50 thicdzh a
The scope of application of the invention is not
diagddstit tiechit 8. t Fartheh doi daendfthe skt slestinadon adabthe setAlahe, t he
i nvention can be widely applied to an information
outpittedBas thegses yaltie protensinggagt] S3nge Wiedotl§ Usputieti @b fRtdoaipadse
well as a safety system [0133] The present
part Sppl i cation is based on Japanese Patent Application
(No. 2005- 022403) filed on January 31, 2005, the
[o12gpntents of which are incorporated herein by
reference. 38 CLAIMS 1. An information processing

apPa; tletdnfRRE bk B9, the Hsth AL SERRAMIIE NS £8¢ e

executing the Sane processing in a duplex manner

outplttdd TRER HRNEL valué@ioeessénggy% @@%Qébngﬁa?&&\%ﬁh % %gapaf Ak st

conpri si ng: first statd acqul ri ng neans

desti@fDHiah8 ShePset VIRL o éﬁttté@ﬁ‘&ﬁ g ?ﬁUtéfa a%{iﬁ])\téh%b?irrgi{sm&{eé\i}ﬁ)gtg_veen

information processing apparatus In
both the data occurs, it is decided that it is abnormal. In this case, the data of the set

destination and the set value are broken in a fail-safe circuit 85 and an output of the data
of the set destination and the set value from the CPU 60 to the output part 82 is |
inhibited.

[0130]

Thus, in the fourth embodiment, the side of the CPU 60 executes a data output
to the output part 82, but in the CPU 60, the outputted data is itself traced and in the
case of deciding that it is abnormal, the data output is stopped. Also, in the CPU 50,
the data outputted to the output part 82 by the CPU 60 is simultaneously traced and in
the case of deciding that it is abnormal, an output by the CPU 60 from the side of the
CPU 50 is inhibitéd. As a result of this, when either CPU decides that it is abnormal,
the data output is inhibited, so that wrong data can surely be prevented from being
outputted to the output part 82.

[0131]
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second status acquiring neans whi ch acquires a second
status different from the first status related to the
state of the information processing apparatus in the
second device; exchangi ng neans whi ch exchanges the
first status acquired by the first status acquiring
means and..t he, secon tat.us. uir t he second
ot At AR Rbtn o b ebEitene CRC Sdeq genecaehiaboth
C&ﬁf second %gvice each other; first equalization neans

the CRitisare eqmapareanchwhen mismatehobetypan the codrsiie detpated. gata is
state f the informati on processing apparatus in the

broken 1F1§1°ﬂb|%9 sy s That 15, the suae evem ieerecutpd by bath theclldy olso,
the first status acquired by the first status

data eutputted; froyn thedrRU $Ado thecoutpys par 82 és eomparesbwith deid gegerated
exchangi ng neans; second equalization neans which

by the CFAT ESandiwhenpimismaich betwserathe datanddetedtedy gnautst af datof
the information processing apparatus in the second

from thee/CR 603 brpkehin bgsh GoeCRUsri 1Bt &] thersamb evira seckeonted e
second status acquired by the second status acquiring

both theiTJsan Cankexgueitly n sttt ef divd ®i the dutpyt pdresEymitarighibied
means; and col | ati ng neans which collates both the

surelgophah thead is ol sdssibiligef atimamektyby the first
equal i zati on neans and the second equalizati on neans
and then determ nes as abnormal when both the
equal i zati on statuses are not conformw th each other.

[0138. An information processing apparatus conprising

irst and second devices 39 each executing the sane

| nf PheaBlope B RFARBESH HSthk Tnv@nGtPs 8%t TRRBE fo the embodiments
i ndependently, said information processing apparatus

describRBRbdw. NKsd, ihStvaRIA Gh ?@Wi&@Y ﬁﬁﬂ% 190h SofhfARLeS @

first data in which an I nfornmat rocessing 1 n the

bing bysHBY Ffr hah@lideSad bt | LF§steifcond
proce i€ by K el B8 BfoimubR e el 3 oSBT
ﬂn3ﬁynch an information processing in the second device

's reflected in the second device; collating neans

! $he bR %fi3ichtn I baSa SiFfaBalst BofclPASSIRAREH A4S Fod1
022403) filed on January 31, 2005, the contents of which are incorporated herein by

reference.
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. determ nes as abnormal when both the data are not

conformw th each other; first status acquiring neans
whi ch acquires a first status related to a state of
the information processing apparatus in the first
devi ce; second status acquiring neans which acquires a
second status different from the first status related
to a state of the informati on processing apparatus in
the second device; exclegivg neans whi ch exchanges
the first status acquired by the first status
acquj AnngfdieRANen prstetdi®: aFPR0s SORbHSINA TR /rdiCkeB¥nd Bévices
second status acquiring nmeans between the first

cachd @%k&RiIndNehd Namee pRNYsIRY i iae aeAGHeRt BRhner! ifd®bendently, said
equal i zati on neans whi ch creates an equali zation

infoﬁﬁﬁfdﬂ%;rbé@giﬁgtabﬁ‘ﬁaﬁs €'érﬁbﬁsin§f “the information
processi ng apparatus in the first device using a

pr edgd %fa@ﬂ.lé"&qlﬁ rﬁ{fggﬁEéﬁsm%iQﬁ%g iR 4 Akt Saf@ltreBildd tlés;hsetate of

i
acquired by the first status acquiring neans and t

the iRESAAHT &Ices%ir%)l bR iB¥hd 53 ﬁ&ﬁé@ngi ng neans; and

secondad ualiz n nmeans créates the

.equgé(joﬁ?.ts{a% fcg{ﬁéds‘@ ﬁl@éﬂs%hﬂ gccilﬁfeﬁ af’%:%l?d Qt];itu fferent from

i nformati on proc i'ng apparatu e secon evi ce

S

ign,d the first status obtained by the exchangi ng neans,
Wherein the first data creating neans reflects the
equal i,zat.ion status.created 40.- -------- --- -- D
{ he CFSHRREINg QUENT RSP CRRNEGS thegyat 1 afquireg e firs status
i.nformation processing in the.first device and then
acquiigmeans it e Erord-yates Ao dYdBe Srend st s auirigmenns
means reflects the equalization status created by the
bet@&%@f?dﬁféh 15eand;tBnsqrent Sevieeachothsii t h ot her
infgrnatiﬁn grocessin . i1 n the second .device and then
cr eHf sqvalRadr Bisansyhigh crpatesisa sptlizatian ﬁ@ﬁ-‘sﬂﬁ@éé@ﬁ Hhfate
apparatus according to claiml or 2, _ .
of the information processing apparatus in the first device using a predetermined

dev

algorithm based on the first status acquired by the first status acquiring means and the
second status obtained by the exchanging means;

second equalization means which creates the equalization status indicating a
state of the information processing apparatus in the second device using the
predetermined algorithm based on the second status acquired by the second status
acquiring means and the first status obtained by the exchanging means; and

collating means which collates both the equalization statuses created by the
first equalization means and the second equalization means and then determines as

abnormal when both the equalization statuses are not conform with each other.

2. An information processing apparatus comprising first and second devices
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wherein the first status is diagnostic information
about a nounted circuit. 4. The information processing
apparatus according to any one of clains 1 to 3,
further conprising: synchronization nmeans which
synchroni zes the first device and the second device.
5. The informati on processi ng apparatus according to
any one of claims 1 to 4, wherein the first device

eachaBtbclitify SR itk defvimtionr proedseiilel inCalduylek NEatnat esidpendently,
each other. 6. The information processing apparatus

said 3&foerh 8t diproBe a@Eﬁaﬁi@ c6inptifhgl to 5, wherein the
first device and the second device are constructed as

separAt@RtCEeEting’ medewhithOir8REd 8'Tirft @48 58 M8 RF8rmation
using first and second devices each executing the

procediRs RS BBt idBGick [k rRASUE] Bch8BRAQLvicBdependent |y, said
informati on processing nethod conprising: a first

st atiandCquth rér@‘&ir%‘ gr]&a?%l ev@lﬁﬂl‘r” &bitls 3 fbdtla 5@t HS which an

related to a stat I nformati on processing

infoﬁﬂzﬂﬁfn%Uées isiﬂ% trl)tlﬂ (ﬁ)‘lfefsie&ﬁlh. d%@%iqueﬂ%g:tea é& ﬁ‘&%@gorﬁlglf)etf\fi’%é ent

acqul ri1 ng SF acquiring a secon St at us
f r O%ﬁfﬂlt% &Ee[n%t witich idfiate ltl‘?et ﬁFst tRtal @?[Hsthgtsgco%g &a@ae and then
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exchanging means which exchanges the first status acquired by the first sfatus
acquiring means and the second status acquired by the second status acquiring means
between the first device and the second device each other;

first equalization means which creates an equalization status indicating a state
of the information processing apparatus in the first device using a predetermined
algorithm based on the first status acquired by the first status acquiring means and the
second status obtained by the exchanging means; and

second equalization means which creates the equalization status indicating the
state of the information processing apparatus in the second device using the
predetermined algorithm based on the second status acquired by the second status
acquiring means and the first status obtained by the exchanging means, 7

wherein the first data creating means reflects the equalization status created
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state of the information processing apparatus in the
second device using the predeterm ned al gorithm based
on the second status acquired by the second status
.acquiring step and the first status obtai ned by the
exchangi ng step; and a collating step of collating
both the equalization statuses created by the first
equal i zati on step and the second equalization step and
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the information processing apparatus in the first
devi ce; a second status acquiring step of acquiring a

sec status.different fromthe fjrst status_rel ated
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in the second device; an exchangi ng step of

furthey cHHAESIAG the first status acquired by the first
status, acquiring step and the second_status acquired
by P¥ishrosezsten dueang Vel symshagriseseiie st dewre apd the segond
device and the second device each other; a first

deviggyual i zati on step of creating an equalization status
indicating a state of the information processing
apparatus in the first device using a predetern ned

5. The information processing apparatus according to any one of claims 1 to 4,

wherein the first device and the second device are electrically insulated to each other,

6. The information processing apparatus according to any one of claims 1 to 5,

wherein the first device and the second device are constructed as separate CPUs.

7. The information processing method using first and second devices each
executing the same processing in a duplex manner independently, said information
processing method comprising:

a first status acquiring step of acquiring a first status related to a state of the

information processing apparatus in the first device;
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al gorithm based on the first status acquired by the
first status acquiring step and the second status
obt ai ned by the exchangi ng step; and a second
equal i zati on step of creating the equalization status
indicating the state of the information processing
apparatus in the second device using the
predet erm ned al gorithm based on the second status

ac quisechd byatihecqmirnders bALGRIriGE 8 Yedond GtBL L@ fRAGSE ot the
first status obtained by the exchangi ng step, wherein
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status created by the first equalization step

devit®@get her with other information processing in the
first device and then creates the first data, and the
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between the first device and the second device each other;

a first equalization step of creating an equalization status indicating a state of
the information processing apparatus in the first device using a predetermined
algorithm based on the first status acquired by the first status acquiring step and the
second status obtained by the exchanging step;

a second equalization step of creating the equalization status indicating the
state of the information processing apparatus in the second device using the
predetermined algorithm based on the second status acquired by the second status
-acquiring step and the first status obtained by the exchanging step; and

a collating step of collating both the equalization statuses created by the first

equalization step and the second equalization step and then determining as abnormal

when both the equalization statuses are not conform with each other.

8. The information processing method comprising first and second devices
each executing the same information processing in a duplex manner independently,
said information processing method comprising:

a first data creating step of creating a first data in which an information
processing in the first device is reflected in the first device;

a second data creating step of creating a second data in which an information

processing in the second device is reflected in the second device;

42




a collating step of collating the first data with the second data and then
determining as abnormal when both the data are not conform with each other;

a first status acquiring step of acquiring a first status related to a state of the
information processing apparatus in the first device;

a second status acquiring step of acquiring a second status different from the
first status related to the state of the information processing apparatus in the second
device;

an exchanging step of exchanging the first status acquired by the first status
acquiring step and the second status acquired by the second status acquiring step
between the first device and the second device each other;

a first equalization step of creating an equalization status indicating a state of
the information processing apparatus in the first device using a predetermined
algorithm based on the first status acquired by the first status acquiring step and the
second status obtained by the exchanging step; and

a second equalization step of creating the equalization status indicating the
state of the information processing apparatus in the second device using the
predetermined algorithm based on the second status acquired by the second status
acquiring step and the first status obtained by the exchanging step,

wherein the first data creating step reflects the equalization status created by
the first equalization step together with other information processing in the first device
and then creates the first data, and

the second data creating step reflects the equalization status created by the
second equalization step together with other information processing in the second

device and then creates the second data.
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