"METHOD AND DEVI CE FOR PROCESSI NG ELECTRONI C SERVI CES ThIS a Ilca I on
clains the priority of Chinese Patent Application No. ZOOﬂmmmm “lled
in SIPO on August 3, 2009 and entitled "METHOD AND DEVI CE

ELECTRONI C SERVI CES", which is incorporated herein by refer EEG/BﬂIﬁ_I_LS__
entirety. Field of the Invention The present invention relates to the
techni cal figEdHHDHRD DEACEES FORPRUCESRNG EVEBTRONIPSER®ECE and a
device for processing electronic services. Background of the Invention
Currently in the process of processing smart card el ectronic services, the
el ectronic services mainly fall into the follow ng categories in terns of
correl ati dmés t Bppkdationeedaimadépendeioritiel oft ihineses ePaterds, Applitationevidat
electronic services .related to one or _npre previous electronic, servi c%%
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. Servi Chgo " nh@eﬁhﬁ%@ron'c services that are not strictly related to and
relatlve?y I'n ependen from previous or subsequent el ectronic services.

This kind of electronic services can be acconplished only by sw ping a
"smart card once. For exanple, when one checks out at a supermarket, paynent
by a bhigd ohthe losentien acconpl i shed only by processing the el ectronic
service only once. The processin i ndependent el ectronic services is
si mpl e and NeaRrererdcinventan éa|§|’[¢$y to Ggﬁet%qhny:al digly efusmarirgardsanand more

i nformation whet rt|e of the tra ction are |egal, whether

t he bapaeHINolir method 808 4 hucs FarrraterRing BIRNCHRIVEsvent | no. agal nst
accidental power failure needs to be consi dered. Nbreover processi ng
process of independent el ectronic services generally nmust be conpl eted
MAthlntcgﬂﬁthQﬁtﬁéqﬁ%enEgﬁ exanpl e, when an el ectronic service such as
deposi Ting nmoney, W thdraw ng noney, bank transferring, balance anount
inquiry, auwrerty ihehegrocess-of maesssing stiurocgi eleetrodic aanided, thé etactitonie
ensured that the bank card is placed inside the ATM i.e., no other

pr oces semviceshariniy &lpinte dheréellowving ivategatiesciarienpe af ariaaiians theeshetweanen
the aforesaid electronic service |s being processed. As another exanpl e,
when a"@&pen@ewe@la@ﬂr@@uc\/ﬁem%s fans r%%wthlﬁfér%% sETvVieselated 40 onReOTTere
card nust SO bﬁB | aced. i nsi de th$&0|lln el evan
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t akes a bus that cﬁ%rges gy trip sections, the passenger, according to the
gener abxéslited byasctidhis $eRgcdplatiormber bus card both when getting on the
bus and when getting off the bus. If the passenger fails to sw pe the bus
card when Tdet indegeondéntt électbarsic sehacesarefeatgeldctrontcheervicel ehatr ane wét sthetlpus
wi |l be deducted. As can be seen, there is a necessary |ink between sw ping
t he bugelaf@ddtqmmm relatively Jadeprndenttfeons premeus 1 sRsesHeRt AlgCIRBICHERIViEREd

when tg g F ets off the hus, and c nsequyently, there is a necessary
"0k b FIRERG Oh et BBIG svices éan R aerasuelRi oy uebirlns s Suatharones
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passeng@éorﬁﬁﬁﬁwé@i‘cénlwﬁ dtH8essing tH@‘éleEerﬁ%%%rOi&eRfrﬂ&%ﬁ@@s of rel evant

el ectronic services have several forns. As an exanple, it is presuned that

in a rel eviny p@c@%éh?rtbfcmdépé’rh@@tcéle@ﬂiﬁlt rgrdde g siph dle aarleusan bleeasHiavee

for the whole trip of the bus is 2 Yuan and the charge for the current trip

i s 0.5exsibnh. Geherallyt hanly isusch fropomtant aofrobliowsas fwhrether dlotiutparties afethd ce
i m i i i card specification of the People Bank

simlar to the Chipa's Fjnanci al I?

of Chi H&”%i’@@) arg F‘%@%nﬂh?“’@&rtgevﬁq aNGe @MYt HAN: RaYYethsr transagtion: aMouRE
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gets o erein ated ormati on ™ nc a ot

of i nf quithR bOAUSHEH mﬁeNcForcéxatnhmePwr@a;aaﬁ SeetibRicresiore dMshilze §E5Ming No.

of the bus, the serial No. of the termnal. Wen the passenger gets off the
bus, th&)rmyarwltrrdaa\dlng Monggd bankcinansferrofg, (bdantarenamaedridquigy.t etct hig being
information recorded when the passenger gets on the bus._ That is, only one
. electronic service processing process (i.e., deducting the charge) takes

place, and this takes places when the passenger gets off HllHHllllllllllllﬂllﬂlllﬂllll“ll!
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"the*bus. If the passenger forgets to or does not sw pe the bus card when
getting off the bus, the charge of 2 Yuan for the whole trip will be
deduct ed when the electronic service is processed a next tinme. The second
formis as follows: for other kinds of electronic services (e.g., published
national or international standards such as the Contactl ess E-Purse

Appl i cekécuteSitsroagh (USERAIN APM, iitcalbbebé enSurtgaipat e bankvamd isiglacdrkinside
deducted firstly fromthe smart card when the passenger gets on the bus,
and ot ther ATM; drarand atherepracgssiageshialisbe siemfiormedten the dankased ipteeed imsidee
first forn+ and when the passenger gets off the bus, 1.5 Yuan wll be

r ei mbuthgetiTMowher therafaresaid eledtraigrenige s Reing precassedi Ag anethatexample,

B T

servicnggaqﬁngEhéBﬁngqﬁéémﬁ rd is updated. As can be seen, two electronic
servi cé processi ng proctesses €i.e., deducti on and rei nbursenent) take place

- when the s RISRINtOSESrOmicasttviebs reh RUslectronicASelfdesP@hlohoufe felatad ke
above descriptions, no matter for the first formor the second form the
el ect r previolse pv isabseqward salectgonic caargisesh Ear Eampdes,sehgera gassergert takeb us
“and the el ectronic service processing process when the passenger gets off
t he bubuathatshesees by drip sestiens, ihe PasseRgen IReEording te the geg@r@grlde&yhas to
required that the two processing records are continuous; that is, the

el ect r 8WiRe RIE/Q/i b¢+so%é§§h% W Q%fémwr%hthen%ui)agg Mgt 08i8ng ashiheraiis,
must exl.s r - i I nger f

bus. i otls BaErEeP e RAbe 1ATbRs RakY WFRp Mg B RERREIRh FBhEoR for
cont i nYRRIAGHOTS the b@s Wi 1 UeRRetd) A8 bal sééis! tHekdBs a necebdarySlink
possi bl e that other electronic services take place between the get-0n

el ect r patwesresWipirey thiedbddeagielvheih the basssmidrgete bvithe ;busundexaipNEthe hes
passenger may al so use the bus card to purchase a newspaper, recharge the
bus cacdrdowhendhpassengermgetsmff ther busband cpnegruentlyu tere tie apigcassaty fink
shopping online after getting on the bus that charges by trip_ sections.
Cur r enPE{VeaMm e SISANORIG SEDHGRPTRFPS§HIE PERGESSWHRIFETRRNTING &2 sWiRing tBeriges

bet ween t%ing on_the bus and t# ng of f tqe bus i s _executed may affect
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getting offfhe piocbusing WroessdeRafhurvant dlectrdhicdervioss Aal € advéml forffy. 1A 4h
econonm ¢ | oss of the bus card hol der or the bus service provider.

Accor dierginple, tihis prebgmed|that inoarelesamtvéleetsonialdengce lohgettinet ove @andtdiea bus,
rel evant el ectronic services may |lead to conflicts between the el ectronic

ser vi cé&e chargsries éie Wholrefrip pEtha bus img Yiarpenddbe whasge fo theeustait (tiig ds
caused he ather electraonic services taking place between the re]eyant
oot r 0 Judhy Jiig Recish oS dn iy b o BletiOpi SH e SUTAT {d e
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ot her electronic services take place between relevant electronic services..
An enbodienerthe opasdemgpr ertaiton nheniuynther desidastion naft thed blisrstppowkess tige
el ectroni c services, which conprises: when only one piece of second
ser vi c passgngargdts ondbertasp dneldate, ttbe dimeyrdrichielated intdraadinn ofltee tusnvioen
service is stored and received related information of a first el ectronic

servi CQWEP §a$ﬁ"éleé($ef§)0ﬂ e %EOH\H‘%’GW! the qqlﬁt@ﬂﬁaiqrm@,ﬁoumw%aéoq Qfgk'f‘ﬁj*F e
Frrer “Bhioinain sBEPSE 5. b PAEh¥re SachLs MERRRS Mk i6 TErbRmaNe: ol the
storl F‘%ugP{hlreeéé?%'P‘flld?%fftHé frmigalY Water meoﬁgz?één%rérP@E%oﬁ@ﬁeﬂ%ﬂ%%e‘cérhgrt%fa &'
the first electronic service IS executed. Aot her enbodi nent of the

preseniyill nieRiict AGhapge Vo @S5 aYdan | §6cdr@ingP kO CIBSS inferrBaisr mreBbiiesie wHetedhe
whi ch conpri ses: a receiving unit, being configured to receive rel ated
i nf or mpassengsr get$ bndhe buscT hahiscoslgrariecelectronic service processing process (i.e.,

deducting the charge) takes place, and this takes places when the passenger gets off



"a matching unit, being configured to, when only one piece of second service
i nformation corresponding to an unfinished rel evant electronic service is
stored, match the received related information of the first electronic
service with the second service information so as to nake sure whet her they
are rel ated, an updating unit, being configured to, when only one

pi ece fe 585aNthe BaYdSRcr MhR@Ed 8P 468¢ hsfewg)@r@gat%& e&dt«nﬁénigggﬁ%ﬁ'twﬁega”t

electronic service IS ?tore anéjthe recel ve ed 1 nform

first plsctheamaegsef 2ivaean Britied ahelk trp Wiltbsesisied & e dibérsiIakeRce
update a log file according to each piece of first service information

st or edis prawesaetha hektetimandhe seandafoine isnas follmevardoc ottiérgkinegsl of @jectivaic t he
nunber of pieces of stored second service information correstgondi ng to
unf i ni SPRViFase(@garmubiisbed rationat o vintasaaiienal sitandardsrsuakhea tbal Goolestipssce
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Servi Ceedoidioraratiudnsiniilep tb Ros@HRchibb® iRfth8firkhRrin: TaHd RhBRIthebLssehb¥t ce
"1s executed. According to the nethod for processing electronic services
provi dgdtsbpfftthe euadotiSn¥oanokillt be rpmelswemsedi tovihet sovart oaldy ttwbagh asdlguiativh
pi ece of second service information corresponding to an unfinished rel evant
el ect r 8AcQrdingr (@ dbe jisfosmatien rasardeas: wherethe paseergesdgetst on rthei lws ¢thisa is
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cache file w thout changing service information in the

avoi d andfofitbeuset ween the el ectronic services, so reading/witing
operations on the smart card by a card reader will not be affected and
econoni ¢ |Asssanfbet keowndram dhe dabmiedeesaiptiohe, sermater forahedest fomm bethe
avoi ded. Brifef Descrjption of the Draw ngs Fig. 1 is a flowhart

di agr aRPEANKIOKEY HRR) SESHOPICORYYISEIRIOBEETNG HFREESSeVReTE the pR%sengiengetsoomthe
enbodi pent__af,, th resent invention; Fig. 2 is a flowhart diagramof a
met hod PHE A B8 HETHING FRRIGE RICeSEIng: Rresos isieai R RassangeT ertsaibis Bhsnt
of the i 0N, g i f; i m of for
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processing el ectronic services according to an enbodi nent of the present

i nvent inien thBgiasskeadeDgsisr ompthe busfmisteexistetbsforetheEaleetbArdsivice when the
passenger gets off the bus is processed so that the electronic service of this time can
be continued according to the processing record of last time.

It is possible that other electronic services take place between the get-on electronic
service and the get-off electronic service; for example, the passenger may also use the
bus card to purchase a newspaper, recharge the bus card online by using his or her
mobile phone or use the bus card for shopping online after getting on the bus that
charges by trip sections. Currently, the service information generated when such
electronic services between getting on the bus and getting off the bus is executed may
affect or disrupt the continuous processing records that are required between getting on

the bus and getting off the bus. This may thus cause a false judgment of the card reader

and then a false transaction when the passenger getting off the bus swipes the bus card,



" An enbodi nent of the present invention provides a nethod for processing

el ectronic services, which utilizes a | aggi ng subm ssion schene to sol ve
the problemwith the prior art of smart cards that conflicts are caused
bet ween el ectroni c services when other electronic services take pl ace

bet ween rel evant el ectronic services. Werein, the electronic services

i ncl udehighewouldriead tto ansertainoecoremic dode of dwe bus emrdhetdareat the mlsesemvae c
service platforns. | n enbodi ments of the present invention, a smart
card cRiyidesebcgondingly.i the aif@r £lecltanic fsandcendaking plaga hebreamitls relesanked
to store service information of electronic serviges. \Wierein, the service
| nf or nBEFEANG, SEESF AR deRBAO raandicis PeepR 40S 1Jeaonic Fervgiier ALSIRaM od

wth t ar.t. r i e, sarVvi 1 nf i t i . e file
ot 1676, 1 ehil 7R Brop Sofulohich e Lhfinicf LN ER bing gl el SBfiles
card, %_’Rﬁwgtﬂépé%'éﬁhé& tHY RIERIHt @edirbridigesidie file can be read by_the
processing unit of the smart card but cannot be obtained by any unit

. di sposed outside the smart card. The service information generally

i ncludes: a service instruction, an instruction identification, a bal ance
anount Sumnary of e inveition a servi ce anount of the current term a service

) vice record. Wierei.n, the smart card i e whet her

count, or ser, ] can j ud

el ectroni ga”%@(\g)fr@é‘és Ple & PrEsePdN¥ENtRR RiPVIHee&c Hn%tﬁﬁgr aﬁgc@r deNiger dor
service_ instructions .or instruction identifigcations. rvic .

ot o nEeERe Do RSRSE sRVESS bl e et B bR tbe P bRt o esPrar ¢ ne
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or in the cacﬁe ?lle or in both. O course, it is also possible that t%ere
IS No gREwbAR domiioeSBIROPIace bebseem tiBdanitelétyoribkbriicded rel evant
electronic service in the smart card; i.e., there is no second service

i nformati é&m iembdainsEmir 6f dhe dpresent Fovestiemppreyidesnawnkethdd ofors peodessargd i s

used to take a bus that charges by trip sections. Before the passenger gets
on t heelsGonisse e AVBIER FORIiS®Sor mat i on exists in the smart card; and

when t he ssenger getting.,on the bus swipes fthe smart card, the get-on

ol oct  oni WHER gty @rTiopisgs & Regondisebace inBration soBEERaTaNg to 28 TTLSNES an
unfini . ; i i . Vi i nfqr i .
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I nf or Mgy &t %I%d' b the sassnd s‘éﬁ?i&'e i%ﬁaﬁibﬁ?bbbfatiﬁd‘% ﬁ)%cﬁl'éda&%rmn@eto
information may includes: a get-on instruction or a get-on instruction

i dent i Bactapieae,ofdirstadeavice irfonuationbidree is aetdchediia amai stherwisé0 Yuan, a stop

No. of the current stop which is 13, a tinme of 8:00 a.m, a PSAM No., a
seri al Noexetuling: tber dirstealgstronist service, Redestdring toormeisgondingwiiiest setvige

electro?ic services tak plac% b then rel evant el ectronic services, the
procestl W@%P&'e&weéé%a ngt? 1151 eleloBiG/$§TYICPdP SXREMPRT or mati on of a
first elecgtronic I Vi The rt_car. communjcate with card
onder i gt effoififnr of tod ieSER InveRin VROV EEETR AR A bladdelhe o
the fi é%%tr@h%‘%érﬁeég, \z?ﬁircﬁiccﬁ?nrﬁr%res.r eceive the related information of the

e ro

first ectronic service a Wwreless network via a conmuni cation

i nterfacea fdesing DAit! Béiahebnfighsd® t<ubigengardl iMformatibl &F AfigedERnic
instruction, an instruction identification, a service anmobunt, a service
time, eewice; For exanple, a recharging service is received in W-Fi
wireless manner. In this case, the related information includes: a _
rechar gi ng@ MwERingt HBk, baingeconiiQuradoisnt WheN 10TY Yereh pieca iotesesiong: servicem |
etc. In_.another exanple, a get-off electronic service is received when a
passenBETIAIIA o eTHoNgng, 10’8 yfinished frlevant glocanic selvica s siared. MBHet ed
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whi ch
only Oﬁﬁorlﬁilﬁﬁﬁh§3a§%ﬁf§1<e5§fréivﬂféth6rf@1%@férjeqala@é’d;r esponding to a unfinished

rel evant electronic service is stored?’If the answer is yes, then step 103
i's execut e upddting hetitwissing doefigl its, WhRAUDAN. one piSes \WfcSedardosBBlideON
corresponding to each el ectronic service that has been executed is stored

i n t heindermaticaeeresprndingto potunfiisishedcrelevens etactiopic sevicesisaidiatigandthe

i ndependent el ectronic services and service jnformation corresponding to

r el evaFRCEHEECTRIBHICL IRforpRtey ofr BesibiealectRBl aeMvieeimrelateddor bR sec¥idi ce
has not been finished, the service information corresponding thereto is
just the second service information. Fgr exanple, when a passenger uses the
smart card to take a bus that charges by trip sections and has sw ped the
card when getting on the bus, the get-on service is closely related to the
subsequent get-off service. In this case, the get-on service is a rel evant



‘el eetronic service and has not been finished, and the stored service

i nformati on corresponding to the get-on service that has been executed is

t he second service informtion. Here, a search nust be made in both
the cache file and the log file of the smart card to judge whether only one
pi ece of second service information corresponding to a unfinished rel evant
el ect r ggy i } hS Hat J InSati '
exoot oo ReTRIA oS uBARER lod fle'at@oRAYRS cqtnidce bR SoRe RoiTaton
of smagtorediirda icachis 6ild: apdt ake a bus that charges by trip sections. Wen a
passenger getting on the bus has swi ped the card, only one piece of second
servi ce i @f oachs uoil, beingespaliglirad toowhes thef noimbles dfr peesnof stdrect secors
service is stored in the smart card, so the step 103 is executed. If the
passen§@Vicenigierpwion: srirespanding o uptinighed gelevaat slectiopis servigesdstnajtone

The. mabeindn SEaEhs Pioelht ShetELrobtbe Irarasly off con s upRg giened "
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rel at edidcrbaicrabhvide @8 UritelatdLabl Pidl SesS i Sepvitk tiRfdrRfatiDAC WI@cERY Yhé Sirst
“information found in the step 102. |If they don't nmatch each other, then the
st ep lékecireniexsanvicedandstbret ther sarsesponkiing fiegh skEdvice dnfexmatidbednto the caddree,
this may be acconplished by matching the service instruction of the
recei vféé3 gftardhe Sest\alecdrgnig servias isrex@cuied he service instruction of the only

mt chi ng. PREORRSS: (. henmeded i ErE‘rHc%_%fSﬁt %{@E‘ﬁBE%eis@a&%} fﬁgf?@igéa_img{hefy
econdeCisPRinet s} diauBbh b ERtbcRhbr WRh' Bfiypban Hedt'of brl SRR

the St pH&eh&EnY cOrEsgIrtiRy & af eFMRRBNBAMEIRANt BIRERId S8vikeris &tpreadindiHe a
unfini shed rel evant ‘el ecttonic service includes: a get-on instruction and a

time ofedbivid reldted, infdheatibh of refist vRittioaic/ seidenistreldtéd e ted sébend Beslice

el ectronic service is a recharging instruction, the two el ectronic services
ar e noinfewnaterat will dmel lodefilet bp WP8ated execndirgl.toVeach t piece ecfeifiveid sepiaa ce
instruction of the first electronic service is a get-off instruction and

t he setVPrERAAsFIQIRE i iBRIdET theneadha fill andt dnPtBel $RERS. HroFaRaiyash ejactipnic
get-on _instruction he t seryice instructions are therefore, strictl

dor ol SPBlEe Prexeaiied Jiest oht ecsniiRdaormation gfesRBeiscis feur At e

| nst T UGIJcBNRS sdrRefit bl SbRE [PeCcRBEHHE Sulrou BnBRghb eriES YBnbhdH in
charges by ti1ne periods “an e only one service I nstraction o e

rel evagie RIgEMIE! DRisCeHrT bVbIBECHTHINE Behliedm ehs BRICroRf Services, gétreéﬂinlg/writing
instruction, the two service instructions are therefore not correlated and
t he st epefiibns Dnethecsmand caktbivg\eecardatatibr wilbootve affbeted amdescarfonpicdoss obf
second service information corresponding to the unfinished rel evant

el ect r 81t emadrGArd &9ldar o dae BaNMidRePYider caarke Beeidads t wo. Step 104:
updating the log file according to each piece of first service information
stored in the cache file. Here, because only one piece of second

servic%ﬂgpb%rgﬁégqpo@ﬂr&i%gﬂpg%ng to the unfinished relevant electronic
servi ce-t _ _ ved related information of the first
el ectroni gigenvice 'ﬂ%vJCﬁbgt 8ighemt BE as‘?ﬁ%@dsﬁfr}’ foeesti @r BRIkBRic SBRiESYI

file can be updated according™to each piece o rst service infornmation

st or ed ateordirey waahenibodimenitofane phesdmsmeerifont he first-in-first-out (FlFO
principle. When a service identification has been created in the cache
file for dagh2pieee floivchadr diagramsbf semethedi fdropromessimgaetswirdnitg seovicdse
time at which the first service information is stored, each service

i dent i AreRiditghtonafirsh emkagdivretobibedqrasent invertidtori ng ti ne sequence and the

first i i nf ti i to th ice identificati t hat
A R L R A
Wi becusethd & RaledrdmBbafferiof 6 Yt HAHIBRI giy i n the log file.

Fig. 4 is a structure diagram of a device for processing electronic services

according to an embodiment of the present invention.



O eourse, in an enbodi rent of the present invention, before the log file
is updated, according to each piece of first service information stored in
the cache file, the first electronic service obtained may be firstly
executed and the corresponding first service information be stored into the
cache file after the first electronic service is executed, and then the |og
file is updated according to each piece of first service information stored
in the cache file. Alternatively, the first electronic service is executed
and t hBetaledd3gsmibiting of ithes Preferreddembaodiorerdsi on is stored into the log file
after the first electronic service is executed, and then the log file is
updat ed ad¥brembgdimendaeh the epeesent finventiererprovidesnBomethpdnfast oreaesising he
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information w not be involved 1 n the next updating process. Here, I's
may bettac etpbnihservigsdatiatengec@otic pramsacibng iahst other eepbcenbredmed Ay
“stored in the cache file, or by attaching a correspondi ng invalidating mark
t 0o eachklgsireois ssrvicermdatfamsyi ce i nformation stored in the cache file, or, by
deleting the corresponding service identification of each piece of first
service i iR QMRRGIBIENTHAT thrprasesh Inveswirad 2 MeHCatd qaenRrises. a log filespag a105:

cer vi o At Rl T ORBNERERE HeRE B BlarSthavEer o E Ry of PckBhl ce
s eXCQURke, ADHefch UPRI b8 HRFSHER Skikhal A HEIBE YFe BB thdd'bgrTBL LN

of a next tirst electronic service. re, exetuting the rece fi1rst
el ect r pgdersRBBLiated TR thE @RFiarPBar, WHile thE&ehiits infoAhHiidie siofé@ i €4che
corresponding to the received first electronic service according to the
recei véilk catradteth otifesrwertdisptheotadtheefife issan éhtemial dite of dies wneet aadd, tarel thast
piece of the first service information stored in the cache file. Werein, a
ser vi c&epigeaintemationn thegaeke fig can be sepdiby thelpragessingrianit elcbessprt epet ed

informatjon of the first electronic service,and the seryi ce bal ance anount
of 't he DLSTNTALBEORIAINGR L ATEH U BiSPPRPS MG e SHAEEAT t he cache fil o)

d then t bal. i i , '
o her 15 REMIORARSERATE i MALARE, AR PRIRERLEDSE BFREE,
Ser Vi CRdrifieiicH, i bAIBnES RO B tHIshbFtSdard 84 YeRfcd BRRIUMRLF He &lrtéit RS,
first electronic service i s executed. Then the obtai ned correspondi ng

first sessivice icoliof, n@it aoseivices resard. IMherdimeteachtart idaed - carejedgen vitedtiece
identification may be created for the stored first service information in

t he caelestronice serdioesli ag tavrwatatedqoenoet okitlst eacgothieneacdording fto r service
service information. . . Before this step is executed, the |ast piece of
first HSCHeNs Af Bistctighidengfieations t he cache file includes: a get-on
instructi or angﬁt-%g Hpstruct&ontidentiﬁécﬁtion a bal ance qﬁg%pt 8{ t he
smart car B CBITWARICR GESPREINGs oL UBTIniFRRY SleFEP I PRH G SIREEd i the,
dat e, j : PS LSer : i . t he
irat oo et B ErbR soRialtidmdion) Mo} B8 Sf5tH § T BaAE T in e caltle .
whi ch ¥R warial Bogd OP lutsd, g isesleBdpsssivieC thdtNfHergBisi A8 SdrQicedinfrrhitfon
smart card, then the recharging service is executed to recharge the smart
card. Herresparntingabd angeinfinishet refevaheemtioniccserdicedn dhe snidi0 ¢dfi-1.8Q thaen
after 100 Yuan is recharged into the smart card, so the corresponding first
servi c& Naseeond sefvidenofaraeasiondn the Bavagi ¢aydi nstructi on, a bal ance anount of
the smart card which is 110 Yuan, service u of 100, Yuan, and a,tine
of 8. 20 5 A SATSPIE; Auiovt Bt BESaRoRaTaL o eob e et B Dot ABATEREHY FiR o
At thi it j fi i ce inf ti . [
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service is stored in the cache file and the service identification is

cr eat ednfinishethgeleyanhelgcirgnisesarnvice, thud at ssyvicgi infmationi carespeandingeto the

i nformati on which includes the following is further stored in the cache
file: an expenditure instruction, a balance ampbunt of the smart card which
is 110-60=50 Yuan, a service ampunt of ®60 Yuan, and a time of 8:30 a.m
Because the expenditure service is stored into the cache file after the
rechargi ng service, the service identification created for the expenditure
service is also arranged after the service identification of the recharging
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"Service identification Get-on service information (original) Recharging
service information (newly stored) 1 Expenditure service information (newy
stored) 2 Table 1 In the aforesaid step 105, the security authority of
the service instruction or the instruction identification in the related
I nformation of the first electronic service nust be checked when the first

el ect r gat-6n S&lvireMic GddraicBed the SaRmidt §é|rvuc%nﬂ1f@*ﬂﬁ\éfudm§fbré@61nStﬁéVérﬁQrt card.
instruction or the instruction identification received satisfies the

secur i Speaffichlly,i the, seeond isendes riefppmatongmbi riatludbsctr gai-on siastvictiorber a
execut ed. O course, in enbodinments of the present invention, the |og
file magt-eanmstaiction ideriificationoa batanseramesnt efritie smart aatdewhichds Y ears @
consi st of one tvvo or nore Blles Wherein,_the received reI ated i nformation

of a eftaRNgnpkth SIS SRR WHIEhSE dred time 8 810 2.8Y, #iHAMN. aseriebNenafl ng
servi cgm%(rg\égrr@% rgtgay be stored into another log file after the

el ectr ervre execut ed.
Referring to Fig. 1, when other electronic services take place between relevant

electronic services, the processing process comprises:

Step 101: receiving related information of a first electronic service.

The smart card may communicate with card reader via a communication interface
to receive the related information of the first electronic service, or receive the related
information of the first electronic service from a wireless network via a communication
interface. Here, the related information generally includes a service instruction, an
instruction identification, a service amount, a service time, etc.

For example, a recharging service is received in Wi-Fi wireless manner. In this
case, the related information includes: a recharging instruction, a service amount of 100
Yuan, a time of 8:20 a.m., etc. In another example, a get-off electronic service is
received when a passenger getting off a bus swipes the bus card. In this case, the
related information includes: a get-off instruction, a stop No. of the current stop which is
No. 20, a time of 9:00 a.m., etc.

Step 102: judging whether only one piece of second service information
corresponding to a unfinished relevant electronic service is stored? If the answer is yes,
then step 103 is executed; and otherwise, step 105 is executed.

Service information corresponding to each electronic service that has been
executed is stored in the smart card; that is, both service information corresponding to
independent electronic services and service information corresponding to relevant
electronic services are stored. When a relevant electronic service has not been finished,
the service information corresponding thereto is just the second service information. For
example, when a passenger uses the smart card to take a bus that charges by trip
sections and has swiped the card when getting on the bus, the get-on service is closely

related to the subsequent get-off service. In this case, the get-on service is a relevant



“In enbodi nents of the present invention, only when only one piece of second
service information corresponding to a unfinished rel evant el ectronic
service is stored and the received related information of the first
electronic service is related to the second service information, wll the
log file be updated; and in all other cases, the received first electronic
Ser Vi CeldctrofitC @dhatk Mi® Hdsy b thddie fiHRS PGl the Sioked S8UikC thformation
information is stored into the cache file after the first electronic

ser vi ceofrespxeling €d. the get-blersdrnicel hat e badieneakecutdd tiehpr essomid seméad | on
will be further detailed with reference to the attached draw ngs.

Enbodi irdptmationA passenger uses a smart card to take a bus that charges by

trip sections, and the smart card has a bal ance_anmount of 3 _Yuan. Wen the
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the smart car rough the wreless network and expen pi ng

onl i neexecutedhgn® BEHEr W, Gt V0B @Mcutedne pi ece of service information
corresponding to an unfinished rel evant service when the passenger gets on

the bus (iFar exanhglesarnew kinchbbsmarri cardcisruseshtmtiikega bostthet gharges by trip
service). Werein the service information conprises: a get-on instruction,
a bal aseeliafolhbene passgeager getting an thebus Hasi swiead the card. anly snaeieeaiohs 2

Y , 1 No. f t he | 1 t ich i — ti f 7:00 .a.m,
Soar i BetoresBRine A R ssindRere Fe sriiniPan Trisval depBouk vida by
oar di 7% | A | . 654
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rechar gzt e8fdVicC8ecess theH6h-Bne BcrAeE AR S PlargBs tyheoberids Afier §8®Ly &Rrd
is received in a W-Fi wireless manner. The rechargi ng amount is 100 Yuan

and t héhd bae angl stvipthgathen card, thett #e AdAbedef pretkesiofigetbiad senliye tnferrpatisre of
second service informati on corresponding to an unfinished rel evant

el ect r 6Afrespending etoi sin§nished electrapics garvicasathiat( are. stonelde is ethei smart card
inforngti on caqrrespondi ng tB t he et-gn service). Then, step 203 is

execut 8§comes wagnd hgsteRdPaisPreeethat the recharging instruction and

05 02" eaxlBolp hARAG RSl AE B HaiER, LBy e WP
rechar %@gebﬁ@ SBRLitOthiotrhafidle E%Lﬁrdﬁﬁ{ m@gtéw%zuaﬁﬁre\ n_dggtt' mhl@sehlie other,

security aut ity, then step 5 1s executed. r , a plece of error

i nf or metiérothe step @08risestetgtetingnd eeiaivd) Ghs 8104 & &xabltdd. Wi rel ess

manner, which indicates that the recharging service cannot be executed for

t he smart Henedthiamibyt beactbmppsivadby neatdbinghtbecervieainsriction of phe cessved)

procedure and proceeds to a next service processing procedure which, in

thi s effBdianise, inkamasensvidp therservice ingiruptionof the Iy anegpiase shareordr d

and st ocln%. B GobE RIS ohyeS LabouB ! Sty etk Ao 0 bt o
identification of the received first service information with the instruction identification of
the only one piece of second service information determined in the step 102.

For example, the stored only one piece of second service information
corresponding to a unfinished relevant electronic service includes: a get-on instruction
and a time of 8:00. Then, When the received service instruction of the first electronic
service is a recharging instruction, the two electronic services are not correlated and the
step 105 is executed. When the received service instruction of the first electronic
service is a get-off instruction and the service instruction of the stored second service

information is a get-on instruction, the two service instructions are therefore strictly



"After 100 Yuan is recharged into the smart card, the service information

i ncludes: the recharging instruction, a balance anount of the smart card
which is 3+100=103, a service anount of 100, a tinme of 7:10 a.m, a
rechargi ng TAO etc. The service information is stored into the cache file.
Step 206: setting a service identification for the correspondi ng service

i nf or madiremAted, Qﬁ@,@lthg}sttgbqom@l'@(efcutéﬁ according to the sequence of storing
tinme after the recharging service is executed, and returning to the server
a status Wiyhdnahd raceiesdl dervicdi ioatructiprt bathe limstrelebaogucn@roperlatammn-me
successful in a W-Fi wreless manner. Here, the service

i dent | PPRVIAS hat shataes Ryotimesprsingisnand Hev ey anef %ﬁrrvr@ﬁlaﬁrwﬁig@nué tetretleyape 1
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i nformati on correspondi ng to an unfinished relevant electronic service is
st or eduhfinished setevantosiectrdric @ervitdestoesd Ircihel sthart ratd becaraes espondi ng to

“the get-on service). Then, step 209 is executed. Step 209: determ ning
that the exXperidl4 wpslating tthe dog dite ancording tpeeaon pignst elitinst sarvies inforraatidn
each ot her correl atlvely Then, step 210 is executed. Step 210:

checki giprefhdn hieceashefilgut hority of the expenditure instruction. If the
|on satisfies the security author.i t hen ste is

exbout ed. HaFoppadee By 8he PideRot SFodiR stae BIOMERR ot S b | ne
eXDeNl i RNt BleHloh AL 1B e IR AOTUChLH SoBRL | ErfatkIpby e

execute or the smart car e process ends e current service

pr oces sidirsp EREEDHIEseHIide s PSIBREStO tAeBRBNE seRVivd Toh AN Shé bgdfile camUse
which, in this enbodi nent, can be step 213. Step 211: the smart card

execut upgateldea@)op@ngltotﬁaehl piete o firshrsendcel irfoomation stoeed ar thes pactd filg and
service information into the cache file after the expenditure instruction
i s exe®nttee basis of the figst-igdirsteeut (FH-@kpénriele- on shoppi ng, the service

f t th he f.il | th dit t t 1,
bal ance. olnRE & 8Seie Eeatiicalion fon PeRn osiss. Bobesadpect B&pééﬁa%qeaaf
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service 1den ication € correspondi ng service intrornmation store |

the cagligrhitich RCROF, Rach ehhite &r&ﬂlﬁegﬁomha}t@é s@&chba%caaﬁo% tds Ftoring

expenditure service IS executed, and returni to the online expen ture

server timest sddqueneer cindndha fiestulservics| nﬁcbnnﬁ@drhaéorté@omn@dbt Uhe Servtee
is successful in a W-Fi wirel ess manner. Here, the service

i dent i {derdificativrofthathés donnesgamdiengledenmined. iTifeoy, nthei datereynask festt seovite 2
after tin grrr?é(tp oenn\sivhlttgjer Ssgc? g\s“tﬁee Ie{s? pleexceeccgjftseecli'v1ce information in the log file.

Of course, in an embodiment of the present invention, before the log file is updated,
according to each piece of first service information stored in the cache file, the first
electronic service obtained may be firstly executed and the corresponding first service
information be stored into the cache file after the first electronic service is executed, and
then the log file is updated according to each piece of first service information stored in
the cache file. Alternatively, the first electronic service is executed and the
corresponding first service information is stored into the log file after the first electronic
service is executed, and then the log file is updated according to each piece of first

service information stored in the cache file, and finally, the pieces of service information

stored in the log file are adjusted according to the time.



"Step 213: receiving related information of the get-off service. At
7:40 a.m, the passenger gets off the bus at the stop No. 10. The get-off
i nstruction, the stop No. of the current stop which is No. 10, the tinme of
7:40 a.m, the TAO the serial No. of the card reader, etc. can be :
obt ai ned by swi ping the smart card. Step 214: determning that only

one pi ece THe ¢ @BAVISE IMbARali6H @tdrati iANthedidchermadhist be idvklidatddbfbethe
rel evant electronic service is stored in the snmart card (i.e., the service

i nf or nteig file isarpdzsedndi othet wordks emth piecsesfVirsejervidee mforstatpn2dibreds in the
execut ed. Step 215: determ ning that the get-of f instruction and the
get - oncaena filgonushbe invalidatedr s ial doesepience ot Arsdiseeyvice dfeenation wilyngtibe |

216: C8k&?bé@éﬂttﬁ'@%{;ﬁn?%ﬂ%@nsoﬁéﬁvo'ﬁégé et Wiangibe GrromRIERRR By iFietng ¢901
get - of bdcANTHE L MR b6 LReA WA LicAUBOR! by arbBRAG! e dEbrhg

execut erw se Iece Oor error orma niIrsrtr tUI’ ne

. backgr ﬁN@ﬁdéﬁ{Q’ﬁ{arﬁW chB8 PRI tctﬁst*ﬁs%@r%ice m&;rm%rtlgﬁ tdréd |ﬁ>fﬁ§'é¥3bﬁ@fﬁeh%r by

get - of ervice, and storing correspondi ng service information'into the

_cache Heletingftheicotregpgndingfskbrdes Wertificstiexetedddpiece of fidtaseriibe infessatiger
gets off the bus at the stop No. 10, the charge for the current tripis 0.5

Yuan. TWadhesdreen ereatad inlibe gachefife.servi ce i s executed, the service

i nformati on includes: the get-off instruction, a bal ance amount of the
smart car PRI ¢8O §X@r@}1tl§‘95%2?2 SStYﬁﬁ?troé"CséleW'% alowingt they cerrssmmnga'rtst me
of 7:40Q reader machi ne,

cervi cee MR IRETRIPT S5 GrENG (1E aler M BT e qfome SeRiels Stofthdd, iy a
ser Vi ofd, A S AR d ko foRB EILIASPABHBAIPEYA Hexl SPEIRILAR SraEgd 11

t he ca e accor |ng to e sequence of storing tine after the get-off

service | Hereeebedting fite Fdaived Iﬁﬂsttélebﬂﬁ@méesie‘{ﬂbeaccﬁﬁ@ﬁs& \WhtAnimgdthe firgsul t
i ndi cati ng that the get-off service is successful in a W-Fi wreless

nmanner service irflermeatidrneosespording denthef recatviednfirst eléutranic sesfumndcogdeey Yo ce
information may be set to be 3 after the get-off service is executed.
Step 2ile regaivethreligtedoinfarmatiosr ofi the firgt gladtiopin servicel ang thedes mieesrof the

cervi oIt PO BT sarschin e Gasge ienunera. %ﬁ%‘?\_ﬁ?ﬁ BREnGa ot e

7O, PR S, 46 S5 0PI PR BB B 4 A Bl

the regRandb RErGES BheRick Hn%UrRidf We 148 inidbd SirdOd&svice information stored in the
cache file, and then the new balance amount is obtained and the new balance amount
is incorporated into the received related information of the first electronic service to
obtain the corresponding first service information after the first electronic service is
executed.

Then the obtained corresponding first service information is stored into the cache
file . Here, a service identification may be created for the stored first service information
in the cache file according to an sequence of storing time of the first service information.

Before this step is executed, the last piece of first service information stored in the
cache file includes: a get-on instruction or a get-on instruction identification, a balance
amount of the smart card of 10 Yuan, a stop No. of the current stop which is No. 13, a
date, a time, a PSAM No., a serial No. of the card reader, etc.

If the first electronic service received in the step 101 is a recharging service which

is unrelated to all the second service information stored in the smart card, then the
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"the'recharging instruction, the service bal ance anount of 103 Yuan, the
service anount of 100, the tine of 7:10 a.m, the recharging TAO No., etc.
Therefore, this piece of service information will be used as the | ast piece
of service information in the log file, and then the | ast piece of service
information in the updated log file includes: the recharging instruction,

t he baleumeeging®enticolis bkecrBatd récHatguhe Rmdit 83, Hera, thelisalarde heRualBLNt
of 100, the tine of 7:10 a.m, the recharging TAO No., etc. The cache
fil e atheosmanprdrd dsedomess €00+ t=1ideMuahiaftrii®0 Yadn isarethahged enteitibe smart
information in the cache file includes: the expenditure instruction, the
ser vi ceamshisaribe carmsponging4st serviceeinforerationoinaludes: goecharging imstreetion, 20
a.m, the expenditure TAO No. tc.. This pigce of service infor ' Wil |
be. s BARECE INPUE O ihecTMBR R wiiEh g EABn? ISR (IFS Mgt el CCiialhen
the |l a ' fo.S€ILVI.CQL| i an. i - fi i u .. the
ex pend|a g%eﬁﬁﬁs(ﬁr%%?iaorh; ?P Lsgﬁ r%%?%ﬁ:% 'glrfrél}lﬁé{ﬁ)gﬁ B%?éar%gH?ﬁ@?thgar%hv%qﬁ%hﬂf@'s43

. Yuan, bBpitSHe/i&R FEBEYT fist GRriEaNnidrRfitbhMBofdd Tn 4RedcdBhe filkeirRXRRAdI4 ure
TAO No. or the like. Th le f

e cache file further conprises the service
_identi fectairging ifsSttuctiond atbetarsar smoeant of thensrhadcard wihieh isatt®eYhiahea iseplicales:
the get-off instruction, the bal ance anbunt of the smart card which is 42.5
Yuan, enwuséplilee Yarsuandsrtime®fBiztha.mhe tine of 7:40 a.m, the TAQ the
serial No. of the card reader, etc. This piece of service infornmation wll
be used ad t3REVicgsideptiicatiny issroptad o ShoaercBATding t3REVIC8 ga¢FArainda iRy dhen
the last piece of service infqrmation in the updated |l.og file |ncludes: the
get - of perpfi el vah6 finie A ThE ental tor s s Rpdad e P, e i the
the TAS Reen i R KRRR RIAHE reBlalg e, Bty Bog g hiGE s Re,
the seffbaRaticienWhichc Mdiedss fthentdilb@is@ciee filiitthat, stored. irfethet icaehe lfile: "zh
and "3" al together. Here, execution of the electronic services,
- updat i egperfiditure ihstgudtione aavaladed eamamt aff théenset caewhibbnsi Fi0c@d+5hyYuane
all acconplished according to a power-off protection nmechanismin this
enbodi Aesfrvice amoumfeofify] XHar, and@nirgeiaf &r%& agBeragsate pxpenbitue spEvics | e

in Enbodi nent ] .are sho i,n Tapble 2 below. Electronicservice.jnstruction
Bal ancBaBURE B BB gl e | et rEEangereiise. the servics” identication
created for the expenditure service is also arranged after the service identification of the
recharging service.
The correspondence reiationships between the first service and the service

identification stored in the cache file are shown in Table 1 below:

First service information Service identification

Get-on service information (original)

Recharging service information (newly | 1

stored)

Expenditure service information (newly : 2

stored)

Table 1
In the aforesaid step 105, the security authority of the service instruction or the

instruction identification in the related information of the first electronic service must be



“information in the log file Bal anceanount correspondi ngtothe |ast piece of
service information in the cache file Service anount Get-on instruction 3 (
identification-2 ) 3 Recharging instruction 3 ( identification-2)
3+100=103

checked when the first electronic service obtained is executed, and only when the
service instruction or the instruction identification received satisfies the security authority,
can the corresponding first electronic service be executed.

Of course, in embodiments of the present invention, the log file may consist of one,
two or more files, and the cache file may also consist of one, two or more files. Wherein
the received related information of a electronic service may be stored into one log file,
and corresponding service information may be stored into another log file after the
electronic service is executed.

Ih embodiments of the present invention, only when only one piece of second
service information corresponding to a unfinished relevant electronic service is stored
and the received related information of the first electronic service is related to the
second service information, will the log file be updated; and in all other cases, the
received first electronic service is executed directly and the corresponding first service
information is stored into the cache file after the first electronic service is executed.

Hereinbelow, embodiments of the present invention will be further detailed with
reference to the attached drawings.

Embodiment I: A passenger uses a smart card to take a bus that charges by trip
sections, and the smart card has a balance amount of 3 Yuan. When the passenger
gets on the bus, only the charge of 2 Yuan for the full trip of the bus is recorded, and the
charge is to be deducted when the passenger gets off the bus and the charge for the
current trip of the passenger is 0.5 Yuan. When riding on the bus, the passenger air
recharges 100 Yuan into the smart card through the wireless network and expends 60
Yuan on shopping online.

The smart card stores only one piece of service information corresponding to an
unfinished relevant service when the passenger gets on the bus (i.e., the service
information corresponding to the get-on service). Wherein the service information
comprises: a get-on instruction, a balance amount of 3 Yuan, a full-trip transit charge
which is marked as 2 Yuan, a stop No. of the current stop which is No. 1, a time of 7:00
a.m., a boarding trade authentication code (TAC), a serial No. of the card reader, etc.

Referring to Fig. 2, the electronic service processing process is described as

-12-



100 'Expenditure instruction 3 ( identification-2 ) 103-60=43 60 Get-off
I nstruction 3 43-0.5=42.5 0.5 . st 1lupdating 3+100=103 103

follows.

Step 201: receiving related information of the recharging service.

Here, a recharging instruction for the smart card is received in a Wi-Fi wireless
manner. The recharging amount is 100 Yuan and the time is 7:10 a.m.

Step 202: determining that only one piece of second service information
corresponding to an unfinished relevant electronic service is stored in the smart card
(i.e., the service information corresponding to the get-on service). Then, step 203 is
executed.

Step 203: determining that the recharging instruction and the get-on instruction do
not match each other correlatively. Then, step 204 is executed.

Step 204: checking a security authority of the recharging instruction. If the
recharging instruction satisfies the security authority, then step 205 is executed.
Otherwise, a piece of error information is returned to the recharging server in a Wi-Fi
wireless manner, which indicates that the recharging service cannot be executed for the
smart card; and then the process ends the current service processing procedure and
proceeds to a next service processing procedure which, in this embodiment, can be
step 207.

Step 205: recharging the smart card and storing the corresponding service
information into the cache file after the recharging service is executed.

After 100 Yuan is recharged into the smart card, the service information includes:
the recharging instruction, a balance amount of the smart card which is 3+100=103, a
service amount of 100, a time of 7:10 a.m., a recharging TAC, etc. The service

- information is stored into the cache file.

Step 206: setting a service identification for the corresponding service information
stored in the cache file according to the sequence of storing time after the recharging
service is executed, and returning to the server a status word and a result indicating that
the recharging operation is successful in a Wi-Fi wireless manner.

Here, the service identification of the corresponding service information may be set
to be 1 after the recharging service is executed.

Step 207: receiving related information of the expenditure service.

-
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100 '2nd updating 103-60=43 43 60 ,-,dr iupdating 43-0.5=42.5 42.5 0.5

Table 2 Enbodi nent 11: A passenger uses a snmart card to take a bus that
charges by trip sections, and the smart card has a bal ance anount of 3
Yuan. When the passenger. gets on the bus, the charge of 2 Yuan for the ful
trip of the bus is deducted. Because the charge for the current trip of the

passenger T Pabsofi, exbehd¥LE0 YWdn oR&hopbiHUSRIRTE. itestetdie, BASGRRURIItUEST S

of f the bus. Furthernore, when riding on tﬁe bus, the passenger air
r echar gedruton, Yaraexpendiuraemsoenttof &l Yuahy atigle of Wi20eh.as sand tanosdpemditurses
t he snar%zigéqﬂggeggsggé the on-line service that charges by tine periods.

Step 208: determining that only one piece of second service information
corresponding to an unfinished relevant electronic service is stored in the smart card
(i.e., the service information corresponding to the get-on service). Then, step 209 is
executed.

Step 209: determining that the expenditure instruction and the get-on instruction
don’t match each other correlatively. Then, step 210 is executed.

Step 210: checking the security authority of the expenditure instruction. If the
expenditure instruction satisfies the securify authority, then step 211 is executed.
Otherwise, a piece of error information is returned to the online expenditure server,
which indicates that the expenditure service cannot be executed for the smart card; and
then the process ends the current service processing procedure and proceeds to a next
service processing procedure which, in this embodiment, can be step 213.

Step 211: the smart card executing the expenditure instruction, and storing the
corresponding service information into the cache file after the expenditure instruction is
executed.

After 60 Yuan is expended on shopping, the service information in the cache file
inciudes: the expenditure instruction, a balance amount of the smart card which is
103-60=43, a service amount of 60, a time of 7:20 a.m., an expenditure TAC, etc.

Step 212: setting a service identification for the corresponding service information
stored in the cache file according to the sequence of storing time after the expenditure
service is executed, and returning to the online expenditure server a status word and a
result indicating that the expenditure service is successful in a Wi-Fi wireless manner.

Here, the service identification of the corresponding service information may be set
to be 2 after the expenditure service is executed.

Step 213: receiving related information of the get-off service.

At 7:40 a.m., the passenger gets off the bus at the stop No. 10. The get-off

instruction, the stop No. of the current stop which is No. 10, the time of 7:40 a.m., the



"The smart card stores only one piece of service information correspondi ng
to an unfinished rel evant service when the passenger gets on the bus and
sw pes the smart card (i.e., the service information corresponding to the
get-on service). Wherein the service.information conprises: a get-on
instruction, a balance anmount of 3-2=1 Yuan, a service anount of 2 Yuan, a
st op NoAGytthe kerialMo eoftthetcapd rdaden, ets. dan detdbtainedl by: sNpiagrthe ssndrbdaadi. ng
TAO, a serial No. of the card reader, etc. Referring to Fig. 3, the

el ect r oni SteRr ¢ilde Peteraisdnggthet oeslys ane duees i ledagondf serdos . inderapatizo :
receivin recIHgaL{ed i nfor tii on of the recharging servic
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i ._ | | B IPiPca _
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correspepdligg. to an unfinished relevant electronic service is stored in the
smart card (1.e., the service information corresponding to the get-on

service) . Stegra15sdepraitinghaxtededff instrubli®pard3ne det-ennhstridiohttaht bRe
recharging instruction and the get-on instruction do not correlatively

mat ch esasivest ratch Baeh otkereporddatively dkec wre dorrelatedtedgot@inc sehvegd)ndhan,
securi tg/ authority of the recharging instruction. If the recharging
i nst r ustaPoR &igt@EERd-a security authority, then step 305 is execut ed.
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the current service processi ng procedure and proceeds to a next servi ce

procespidee dflePednfomabios s ratiirnelits tkebadkg@ihd seAfbrfidsthebrdBdss ends.St ep
305: recharging the smart card and storing the correspondi ng service

i nf or mat i Gtepn2t7:t breaditigetd Iget-afft servidee aret Istorgig) the exoriespondingx senviasd.
After 100 Yuan is recharged into the smart card, the service information
i ncl udévornaton thiregeanhe file iafiee theaet-off sarvieris exesutad.of the snmart card

o ot VR0 e Pasdeteerasis B hus HatPoriop e B bef Fratoe it Tedetenf o,
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t
and a result indicating e recharging operation is successfuﬁ In a
W -Fi JvBrRbes3. 5mauanera service didbant bh@.5SEnam C2 tim@esit 7:40 cain. oiheOFACHE serial

correspondi ng service information nay be set to be 1 after the recharging
servi ctNa. of dRearédeader machine, etc. The service information is stored into the cache
file.

Step 218: setting a service identification for the corresponding service information
stored in the cache file according to the sequence of storing time after the get-off
service is executed, and returning to the server a status word and a result indicating that
the get-off service is successful in a Wi-Fi wireless manner.

Here, the service identification of the corresponding service information may be set
to be 3 after the get-off service is executed.

Step 219: searching for the service identifications 1, 2 and 3 from the cache file,
and updating the log file according to each piece of first service information stored
inside the cache file and on the basis of the FIFO principie.

The service identification that is firstly stored in the cache file is “1”, and the service

information corresponding thereto is the recharging service information, which includes:



"Step 307: receiving related information of the on-line service that charges

by tinme periods. The on-line service that charges by tine periods is
conducted. Therefore, an on-line instruction, a tine of 7:20 a.m, an
on-line TAC, etc. are received. Step 308: determning that only one

pi ece of second service information corresponding to an unfinished rel evant
el ect r (Hy echarging instructions #@ sarvickebatamid amaudt 6f 163 YuahettResarvice amount

i nformation corresponding to the get-on service). Then, step 309 is

execut 681100, thestiope 309 1@ et.v. nthe rechtangingt haColNol,i ete. iThetefars, itbis aretet bk
get-on instruction don't match each other correlatively. Then, step 310 is

execut 8@rvice infamatiomwill bassedmp theelast pigge 9f sefvitsr mxn@ﬁtlomh@ 8- lognfide,
instruction . ,satisfies th

| f | h
'tﬂitnrggte%‘)@sg t%?é%?%%% dwm & Omaattsm it SusidAid Tog 4 oS e

return IBQ%QFG érafa%n c}ﬁéts‘?ﬁa& N2hd Wic?s 1 'ogevﬁﬁﬁ"tr%e
cannot ut ed e smar car then the process en

curr en%eﬁ/ﬂfe\/ém@uﬁf @pmltﬁe I OSERY 0. ﬁmdtherre@ﬁﬂéﬁngt PAE NE&XktESer vi ce
processi ng procedure which, in this enbodi ment, can be step 313. Step

311: the dhiter tcache dfilex atsot |cog1prh;esothd |seewcelsntj|eunﬁ¢amn a2id sndrthagsetvice
correspondi ng service information into the cache file after the on-line
i nst r ugtfersRatian ixthaucache file ingudes: the: expenditeesispiuction, shessscviee dalamee

bal AncEMEHILAL 1o ErRETURR AR A e PBeY F 2 e 'skBSnduﬂusr%.T“r@éa?”v 20
O?Fu ?ecEAQf d'?etrslc mfotﬁ\ m%%\gﬁob tusé smtﬁ?ela I&% Vdfcgtarwn t he

mformagE i'on co respon evant serv A5t
smart Gabghatidy thth%%Bfﬂléean& *ﬂ‘?ergﬁ{e 2Rt PRICH SCsdrliceliffrreRoA tﬁé‘%ﬁ%?téd ne
serV|ce|nformat|on 2: setting a service identificatio or the

cor r espandilenihchetes: dbei ebfpynmw@mn&mned ithe thegames Bendunt eofatheosaiang chal t he
sequence of storing time after the on-line service is executed, and
retur nWhig:faiSSQSaYuan vibedseavide amagnilaf 60Ndiamtthadimeat 7:20e.on- therexpsadituce i s

successf ul . Here, the service identification of the corresponding
servi CJAQ\N@r%EhedH(%y be set to be 2 after the on-line service is
execut ed.

The cache file further comprises the service identification “3”, and the service
information in the cache file includes: the get-off instruction, the balance amount of the
smart card which is 42.5 Yuan, the service amount of 0.5 Yuan, the time of 7:40 a.m.,
the TAC, the serial No. of the card reader, etc. This piece of service information will be
used as the last piece of service information in the log file, and then the last piece of
service information in the updated log file includes: the get-off instruction, the balance
amount of the smart card which is 43-0.5=42.5 Yuan, the service amount of 0.5 Yuan,
the time of 7:40 a.m., the TAC, the serial No. of the card reader, etc.

Step 220: deleting the service identifications from the cache file, i.e., deleting “1”,
“2” and “3” altogether.

Here, execution of the electronic services, updating of the log file and deletion of
the service identifications are all accomplished according to a power-off protection
mechanism in this embodiment.

The balance amounts in the log file and in the cache file in Embodiment | are

shown in Table 2 below:
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Step 319: determning that only one piece of second service

i nf or mat i ddmbodimesddhdh pgssenger wusds aissiiat caed &v dake al ot thahicbaggEsvby drip s

stored in the smart card

. e.

(i

the service informati on corresponding to

t he geseglipnserandcte smaencarst bas balagce ampeyridof 3 Yuan. When the passenger

gets on the bus, the charge of 2 Yuan for the full trip of the bus is deducted. Because

the charge for the current trip of the passenger is 0.5 Yuan, 1.5 Yuan will be reimbursed

when the passenger gets off the bus. Furthermore, when riding on the bus, the

passenger air recharges 100 Yuan into the smart card through a wireless network and

uses the smart card to access the on-line service that charges by time periods.

The smart card stores only one piece of service information corresponding to an

unfinished relevant service when the passenger gets on the bus and swipes the smart

card (i.e.,

the service information corresponding to the get-on service). Wherein the

service information comprises: a get-on instruction, a baiance amount of 3-2=1 Yuan, a

service amount of 2 Yuan, a stop No. of the current stop which is 1, a time of 7:00 a.m.,

a boarding TAC, a serial No. of the card reader, etc.

Referring to Fig. 3, the electronic service processing process is described as
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"Step 320: determining that the get-off instruction and the get-on
instruction that are received match each other correlatively (i.e., are
rel ated el ectronic services). Then, step 321 is executed. Step 321:
checking the security authority of the get-off instruction. If the get-off
instruction satisfies the security authority, then step 322 is executed;
and ot fatlbwsse, a piece of error information is returned to the background
server and the process of the current enbodi mnent ends. Step 322:
execut i ng Stee 3§at rexfeivieg relatssl, intorchadivorafribe ré@hargingespoindi ng ser vi ce
information into the log file after the get-off service is executed.

When the piE¥8eRgeachgeding drstrugtionyips the shartseag iRoreceiyed; ifea ik avifeless: he
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stored into the Tog file. Step 323: searching for the service

i dent i {ilecatheoservige hfamdatiorf romespendiaghte the get-amdsanpida).i Tuert, hstep APT id e
according to each piece of service information stored in the cache file and
on t heexesitedof the FIFO principle. The service identification that is
firstly stored jn the cache file is ' and the service information

corres ponditf Wérd@f‘?fm'g'nﬁﬁgatf g@n%ﬁcﬁ‘ %\é}hgé%fﬂ&f‘éioiﬂrﬁ’@r g pehon jpteystion do
I ncl ”dﬁﬁgcc;rpeqafi\?éw%&bﬁ%abﬁ%&tﬁ%ﬁl’h%; sttteﬂgsof s VX u%%l ance armpunt of 101

Yuan, servi ce’ anolnt” 0 Yuan, I e 0 10 a.m, the recharging
TAO No. , T t Qi I &G e r Ve i i OR W ejfu as
t he | ast gtggeﬂg? g’i‘r@\?ﬁgg ianf‘s’gr‘?l#ra i ggfqorqﬁfhzﬂ l“Etgeg %{Cﬁé@g%dmtsﬁ%%ﬁ% 'elfl g??

pi ece pdchaedivyCmstiictibratatisfidsn d hecuptlat adhboey, ftheA isfsd UBESist BrRecuted.
recharging instruction, the bal ance anobunt of the smart card which is 101
Yuan, fteerydseaiz@iegeoaherrof infoondticm js reéternddito tfe fect@raing servéreinr adMalpi ng
TAO No., etc. The cache file also conprises the service identification
"2" aWelass reapne avhich hidirates hatdhe e’prAEINggSaMiEr CaRnPh be ipxesaleRdor thes

i ncl udes: the on-ljne instruction, t&geservi e bal ance ampunt of 101 Yuan,
the tineagscarda@ng ten heePigheps sods hﬂ%rfe’ﬁt%?rv'?ﬁi%mﬁ?%%g HOTHUF &

i nfor ' i ; j f Vi n it Lo tthe

| og 11 Pt io a Wl 3RAED dbEe- ity doeshud WABR, MR RARERHA b & og
file i@ 5: the on-line instruction, the balance anount of the snart
card which is 101, the tine of 7:20 a.m, the on-line TAO No., etc. The
cache fil &tepr 808r rechmamgirgethé hemaetr \cacd ante ngtofing atheo rcoti@sponadidgt bervice
service informati on corresponding thereto in the cache file includes: the
of f - | i oimatianuietq e cadhe é@mé&mm@ﬁc@ng@@u\n@e tfexecuteéthe servi ce anmount
of 10, th the off-line TAQ, . etc. This _piece of service

e fi of 7:30 a.m, ]
i nformati obrﬁ‘%iﬂ?qo %&augéde%ar{gﬁé Intesthensmag Grds e, sericeninfermatiognnrivdese

(e | I (RAEOREInP R PrighFe Amalit diBe it h e il i, 1 F 10 thea ' ©
card wWakgibd amdlint I0Re 0BEY VAL e AmmaIBE 70{0 %Qn.,té‘?eéﬂd?&ingf TAC3Q@.TRe sbhfce

off-line TAQ etc. Step 324: deleting the servicé i1dentifications from
t he cairifierniatian isistered iRl eigaghelile. "2" and "3" al t oget her. Step 325:
adj usting the sequence of the pieces of service information in the log file
accor di ng Stept30s: settingle dsearvioe .identificafidn dor tHeecomgsgariding senfckatrdormation
get-off service infornmation recorded in the step 322 is adjusted to be the
last pPieced dp thecarie filepererdindir the saauerge of ploring time after the recharging

service is executed, and returning a status word and a result indicating that the
recharging operation is successful in a Wi-Fi wireless manner.

Here, the service identification of the corresponding service information may be set
to be 1 after the recharging service is executed.

Step 307: receiving related information of the on-line service that charges by time
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"Wherein, executioh of the electronic services, updating of the log file and

del etion of the service identifications are all acconplished according to a

power -of f protection nmechanismin this enbodi nment. Therefore, the

bal ance anobunts in the log file and in the cache file in Enbodinent Il are

shown in Table 3 below Electronic service Bal anceanmobunt Bal anceanount

Ser vi cpgeriods.i nstruction correspondi ngtot he | astpi eceof service informationin

thetog 11 IT%e on-line service that charges by time periods is conducted. Therefore, an
on-line instruction, a time of 7:20 a.m., an on-line TAC, etc. are received.

Step 308: determining that only one piece of second service information
corresponding to an unfinished relevant electronic service is stored in the smart card
(i.e., the service information corresponding to the get-on service). Then, step 309 is
executed.

Step 309: determining that the on-line instruction and the get-on instruction don'’t
match each other correlatively. Then, step 310 is executed.

Step 310: checking the security authority of the on-line instruction. If the on-line
instruction satisfies the security authority, then step 309 is executed. Otherwise, a piece
of error information is returned to the network server, which indicates that the on-line
service cannot be executed for the smart card; and then the process ends the current
service processing procedure and proceeds to a next service processing procedure
which, in this embodiment, can be step 313.

Step 311: the smart card executing the on-Iihe instruction, and storing the
corresponding service information into the cache file after the on-line instruction is
executed.

After the on-line service is executed, the service information in the cache file
includes: the on-line instruction, a balance amount of the smart card which is 101 Yuan,
an on-line time of 7:20 a.m., an on-line TAC, etc.

At this point, two pieces of service information corresponding to unfinished relevant
services are stored in the smart card, which comprice: the get-on service information
and the on-line service information.

Step 312: setting a service identification for the corresponding service information
stored in the cache file according to the sequence of storing time after the on-line
service is executed, and returning a status word and a result indicating that the on-line
service is successful.

Here, the service identification of the corresponding service information may be set

to be 2 after the on-line service is executed.



“correspondi ngt ot he | ast pi eceof servi ce i nformationi nthe cache file anmount
Get-on instruction 3-2=1 1 2 Recharging instruction 1 100+1=101 100

Step 313: receiving related information of the off-line service that charges by time
periods.

The off-line service that charges by time periods is conducted. Therefore, an
off-line instruction, a time of 7:30 a.m., an off-line TAC, etc. are received.

Step 314: determining that two pieces of second service information corresponding
to unfinished relevant electronic services are stored in the smart card (i.e., the get-on
service information and the on-line service information). Then, step 315 is executed.

Step 315: checking the security authority of the off-line instruction. If the off-line
instruction satisfies the security authority, then step 316 is executed; and otherwise, a
piece of error information is returned to the network server, which indicates that the
off-line _service cannot be executed for the smart card; and then the process ends the
current service processing procedure and proceeds to a next service processing
procedure which, in this embodiment, can be step 318.

Step 316: the smart card executing the off-line service, and storing the
corresponding service information into the cache file after the off-line service is
executed.

The charge for the current on-line service is 10 Yuan, so after the off-line service is
executed, the service information in the cache file includes: the off-line instruction, a
balance amount of the smart card which is 101-10=91, a service amount of 10, an
off-line time which is marked as 7:30 a.m., an off-line TAC, etc.

After the off-line service is executed, again only one piece of service information
corresponding to an unfinished relevant service (i.e., the get-on service information) is
stored in the smart card.

Step 317: setting a service identification for the corresponding service information
stored in the cache file according to the sequence of storing time after the off-line
service is executed, and returning a status word and a result indicating that the off-line
service is successful.

Here, the service identification of the corresponding service information may be set
to be 3 after the off-line service is executed.

Step 318: receiving related information of the get-off service.
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"On-line instruction 1 101 0 Of-line instruction 1 101-10=91 10
Get-offinstruction recei ved

At 7:40 a.m., the passenger gets off the bus at the stop No. 10. At this point, the
get-off instruction, the stop No. of the current stop which is No. 10, the time of 7:40 a.m.,
the TAC, the serial No. of the card reader, etc. can be obtained by swiping the smart
card. -

Step 319: determining that only one piece of second service information
corresponding to an unfinished relevant electronic service is stored in the smart card
(i.e., the service information corresponding to the get-on service). Then, step 320 is
executed.

Step 320: determining that the get-off instruction and the get-on instruction that are
received match each cher correlatively (i.e., are related electronic services). Then, step
321 is executed.

Step 321: checking the security authority of the get-off instruction. If the get-off
instruction satisfies the security authority, then step 322 is executed; and otherwise, a
piece of error information ié returned to the background server and the process of the
current embodiment ends.

Step 322: executing the get-off service, and storing the corresponding service
information into the log file after the get-off service is executed.

When the passenger gets off the bus at the stop No. 10, the charge for the current
trip is 0.5 Yuan and 1.5 Yuan must be reimbursed. Therefore, after the get-off service is
executed, the service information includes: the get-off instruction, a balance amount of
the smart card which is 91+1.5=92.5 Yuan, a service amount of 1.5 Yuan, a time of 7:40
a.m., the TAC, a serial No. of the card reader, etc. The service information is stored into
the log file.

Step 323: searching for the service identifications 1, 2 and 3 from the cache file,
and updating the log file according to each piece of service information stored in the
cache file and on the basis of the FIFO principie.

The service identification that is firstly stored in the cache file is “1”, and the service
information corresponding thereto is the recharging service information, which includes:
the recharging instruction, the service balance amount of 101 Yuan, the service amount

of 100 Yuan, the time of 7:10 a.m., the recharging TAC No., etc. Therefore, this piece of



"Get-of f

I nstruction 91+1.5=92.5 91 1.5 1st updating 1+100=101 101 100 2nd

updating 101 101 0 3rd updating

service information will be used as the last piece of service information in the log file,
and then the last piece of service information in the updated log file includes: the
recharging instruction, the balance amount of the smart card which is 101 Yuan, the
service amount of.100 Yuan, the time of 7:10 a.m., the recharging TAC No., etc.

The cache file also comprises the service identification “2”, and the service
information corresponding thereto in the cache file includes: the on-line instruction, the
service balance amount of 101 Yuan, the time of 7:20 a.m., the on-line TAC No., etc.
This piece of service information will be used as the last piece of service information in
the log file, and then the last piece of service information in the updated log file includes:
the on-line instruction, the balance amount of the smart card which is 101, the time of
7:20 a.m., the on-line TAC No., etc.

The cache file further comprises the service identification “3”, and the service
information corresponding thereto in the cache file includes: the off-line instruction, the
service balance amount of 91, the service amount of 10, the time of 7:30 a.m., the
off-line TAC, etc. This piece of service information will be used as the last piece of
service information in the log file, and then the last piece of service information in the
updated log file includes: the off-line instruction, the balance amount of the smart card
which is 91, the service amount of 10, the time of 7:30 a.m., the off-line TAC, etc.

Step 324: deleting the service identifications from the cache file, i.e., deleting “17,
‘2" and “3” altogether.

Step 325: adjusting the sequence of the pieces of service information in the log file
according to the recorded time.

After the log file is updatéd, the get-off service information recorded in the step 322
is adjusted to be the last piece of service information in the log file.

Wherein, execution of the electronic services, updating of the log file and deletion
of the service identifications are all accomplished according to a power-off protection
mechanism in this embodiment.

Therefore, the balance amounts in the log file and in the cache file in Embodiment
Il are éhown in Table 3 below:
| l

Electronic  service i Balance amount | Balance amount | Service
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"101-10=91 91 10 Adjusting the

3 In the aforesaid enbodi nent
the internet before the passenger gets off the bus .OF course,
card can stop surfing the internet after the passenger gets off the bus,

and in

passenge

recei ve
recharg
rel at ed
receive
service

service information 92.5 92.5 1.5 Table

the smart card has stopped surfing

the smart

hts—case—the—prqgcessing ptocess Hu{_lﬁt%udc. ﬁﬁtc! the ) _
2ihs8kBo@n the buUsyorfedbhah8g b ORMET keReShoridify ' RCNAEYIdHHo®® Vice i's
d. Then, the recharging service is executed and the cqrrespondijng
ng service infornas QedeS St QbAAcS Nidxtt Prrceashesdriics: After
I nformati on of the on-line service|that charges by tijne periods is
i, the on-line seriMofatin ENEHY &8 anffofridir rASPaRdiing on-1line
file Tcache file
Get-on instruction 3-2=1 1 2
Recharging
1 100+1=101 100
instruction
On-line instruction 1 101 0
Off-line instruction | 1 101-10=91 10
Get-off instruction
received
Get-off instruction 91+1.5=92.5 91 1.5
1% updating 1+100=101 101 100
2" updating 101 101 0
39 updating | 101-10=91 91 10
Adjusting the
service | 92.5 92.5 1.5
information

Table 3

In the aforesaid embodiment Il, the smart card has stopped surfing the internet

before the passenger gets off the bus .Of course, the smart card can stop surfing the

internet after the passenger gets off the bus, and in this case the processing process

may include:

After the passenger gets on the bus, related information of the recharging service is

received. Then, the recharging service is executed and the corresponding recharging

service information is stored into the cache file.

After related information of the on-line service that charges by time periods is

received, the on-line service is executed and the corresponding on-line service
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“information is stored into the cache file. At this point, there are two

pi eces of service information corresponding to unfinished rel evant

el ectronic services in the smart card (i.e., the get-on service information
and the on-line service information). After related information of the
get-off service is received, the get-off service is executed i nmedi ately

and t higferaidteapiensbrd g6 RE fcazae vile eAt i rpBit, ANereSarst BVE Bidoak Qoft Servivache

file. At this point, there will be only one piece of service information
corr esmmmm@ntmraespﬂmﬁmg shedfinished astevaht eteatminic servideseini thet Smastneand
card (i.e the on-line service information). After rel ated
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t o nakstosed intarbeHed ftkﬁet}"'e&r@ the Sesig. of the FIfd pripgiale, ﬁ@edﬁgtfﬂ%aﬁ) upgated
configured to, j ece,of seco d S rv ce | élmati
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unit 400 is configured to, when the nunber of pieces of stored second
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services is not one or, when only one piece of second service information
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authority of a service Instruction or a Instruction | ation of t
recei verkcthit &vicaf or mat i on. Wherein, the matching unit 100 may
conprise: a first matching sub-unit, being configured to match the service
i nstructi dmeofnditieing acdi 260 is edoatfigdrect@r waen aninwidrie pleeesdfosexbrie senvice
instruction of the second service information. , o
information corresponding to an unfinished relevant electronic service is stored, match
the received related information of the received first electronic service with the second
service information so as to make sure whether they are related.
The updating unit 300 is configured to, when only one piece of second service
information corresponding to an unfinished relevant electronic service is stored and the

received related information of the first electronic service is related to the second



"The matching unit 100 may al so conprise: a second matching sub-unit, being
configured to match the received instruction identification with the stored
instruction identification of the second service informtion. In an
enbodi mrent of the present invention, the device further conprises a first
executing unit. Thus, when only one piece of second service information

cor r esggsHidenafdrmatibnUopdatesd Ry filel aeardinglte eachmiecss of fiist eenvicesinforethtimd
the received information of the first electronic service is related to the’ -
secondsteezd/inca cadfiefilat i on, the first executing unit is configured to
execute the first electronic service, and stores the_corresponding first

servi ce i Ahergaaheounit 408 is enfigenes to venexy ther nymber of pfeces 3RS ce
i ted.. Th .th dati [ it,.30 dat i i t
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of the first electronic service is related to the second service

i nf or naleictronict Berviae ox dureekated itogthenisecond  s=ovite ginfathationexexesute tihe first
received first electronic service, and stores the corresponding first

ser vi celeciboicneenvise and stameetheogpresronsling first rreryice dpfosmalipn dAtocthees e i s
execut ed. Then, .t he updati ng ynit 300 t%pcgat es the log file according to
each pf"@c%‘t%fth?if'F%tte'%gFQﬂ'%é MR RECHF St ored in the cache file. I'n

this enbodi . V] - urt her nnr i i i L i i j ng
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the first service information stored in the cache file. This can ensure

t hat thgsensiceces of first service information will not be involved in the
next updating process. Wherein the invalidating unit conprises: a
first del aVhergisutheimatchingi ugit AOOF mayr edmpsisde befitst gaaiehiiice sebwmits ibeing
service information stored in the cache file. qu i nval i dating, unit
may fuconkgurednprmatoh thel sgruicergsteueiampt theeeived s ?@Grl@gﬂm ipgydith the
correspondi ng i.nval i da%.i n%fmark todieach. first service information
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correspondi ng to eaCh piece first service 1nformation stored in the
cache {hhfigured. tol AfatéRaRE reRbiveAORstraclio tiitificandn auitte dhé asteridainatriibton
first service information corresponding to the received first electronic
ser Vi cedertifieatibmof the $dwndeszevicednfoahatien i nf or mati on of the first
el ectronic service and the |ast piece of first service information stored
in the cadneanigrabodiment fttbeupiasendinvanfiope thedeavige fyHIargerBarises eriste a
correspondi ng seilrtvi_ce identifjcation for, each of t servic

d
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I'ng sub-unit 1's co gure 0 search

the seryiiCQebHoME! Sdr6iRki i MeRfie®ds e Reenal sdriiRefihforinatiBhY e fitdtfexeatingn
one by one 1n the cache file according to an sequence of storing tine.

The updgit BELdfigursd to iesecntaf thguiiret elegtrdaieseivive, fands stoses the eofra$ponding on
corresponding to the service identification that is found and to use the
det er mfingtdsdrvicstinformation into the cache file after the first electronic service is executed.
Then, the updating unit 300 updates the log file according to each piece of first service
information stored in the cache file.
Of course, the device may further comprise a second executing unit. Thus, when
only one piece of second service information corresponding to an unfinished relevant

electronic service is stored and the received related information of the first electronic

service is related to the second service information, the second executing unit is



"service information as the |ast piece of service information in the |og

file. The del eting sub-unit is configured to delete fromthe cache file
the service identification corresponding to each piece of the first service.
i nformation. In practical applications, the device for processing

el ectronic services according to enbodi nents of the present invention may

be a sgBHfigubed &b eREcabaké retdited @bst elsctiieberids, land sterdscibe dvardspondinghi p
with the security processing function. According to the above

descr i first sasyicelimfonmatitie iefcette oy files efter dle firsicelesiragicpsevisesisoexetudednar t
card according to enbodi nents of the present invention, only when only one
pi ece brerdbgritpdading; Wit 300 vpdatasdhedes fibe gerencing tneash piGen?isifebiservicey ant
el ect r,oPi C aft'erVi cgeéjr,s Et oreﬁ grd the received related information of the
first BIYREIGRITOES itpe cPshe &yt ed to the second service information, will
the log fi e : C { { | f f4qr ML CERhi ;
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corresponding to the electronic service is only stored in the cache file

wi t houfilecdfesrghadot Hfite seUpdaed adardmig toneach plezel ofgthki first séhiice dornaatimind
conflicts between the services, so reading/witing operations on the smart
card bstored i thercanherfilei Thiseen ensuse thatttbese pigces ohdmtserdss iforrmaorswilr ¢
card hol der or the service provider can be avoi ded. Qobvi ousl y, various
modi f i Bek b Ryolied 0dhe SEXbHRIYNG HOCEPRsent i nvention may be made by t hose

or esent 1 Vaseibe ialdHlind SRR Gt e afitc SRy JFRRE, Snblieg

fall wihi - Glal i ; resent i nvention
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1. A net hauhef iplaidatiresshineh81 Rethed dbmpsey ndabelimalitahit) béed donfighsadd to
conpri si ng: when only one piece of second service information

cor r es [aet arapriespandinyf invalidatihgr mbady toneaeh gdsaeooi first senviaseinfarnstionesioradd
received related information of a first electronic service is related to

t he sebolhe casheifd® i nformation, updating a log file according to each piece

f first I 1nf. t. t d i he file; ot herwi se, . .
execut | ng s IATERIRH Sutl GRRE UHRGT CRTRRIFGE of 199G 0 AR UG HoRE KO PG

service g ' Int Ga f] - LLSt .el.ects ani.c v ce
e exconpfyted™o Wil the \BIEGHRR Jorfedidrifind 16, Lab} pELECH ML BRAc
i nf or R PRatfc EBrRP Mthetdchelflie unfini shed rel evant el ectronic service is
stored in the log file and/or the cache file. 3. The method of Caim
1, wherei THeuchblee won@0Dsisnfurtiee dwifigoméd go sbletpinb dieo fiestu pelviden infoimeatiary
file according to each piece of first service information stored in the
cache ftotresponding to the received first electronic service according to the received related
information of the first electronic service and the last piece of first service information
stored in the cache file. The cache unit 400 may be further configured to create a
corresponding service identification for each of the first service information according to
an sequence of storing time.
The updating unit 300 then comprises a searching sub-unit, an updating sub-unit
and a deleting sub-unit.
The searching sub-unit is configured to search for the service identification of each
piece of the first service information one by one in the cache file according to an
sequence of storing time.

The updating sub-unit is configured to determine first service information

corresponding to the service identification that is found and to use the determined first
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"executing the first electronic service, and storing the corresponding first
service information into the cache file after the first electronic service

i s executed. 4. The method of Claim1, wherein further conprising the
followi ng step before updating the log file according to each piece of
first service information stored in the cache file: executing the

first s¢reicerinformationastbe lasthistoof sgrvideenfonratispomthenlpgffilest servi ce
information into the log file after the first electronic service is

execut ed. The degtinghsubrtiniots epntipwiesh 10 diereeiliont dheh@acftﬁ)rﬁmtbengerfvrc@
foll f he | h f f
fsé’rvf’i“@%ﬂr{f?qa"fﬁ»&aqo%%saoﬁﬁﬁiﬁ Creadteriedd pkths fu@?%é’%«%a“a fiat8Reach of ?hg et
ahim e YhERarRel REBGaerS, i e e e aRE R e BrramsseRipen oY

conpri §@dofttes dffife fpbi& iRention ma@ IR BVArRSrt I3%d FHf blcRfronRNkd ) Hrfdikéd on
identification, a service anount, a bal ance anount, a transaction

accr edsihélar d@v@@d@aﬂ@&) chipr with théreecunty prdcesEirgy fpkctionl of any of Claim1
to Caim4, wherein further conprising the follow ng step before executing
the first Asicordingniioc threraiave: descriptigmsc kdutinga tse celectrgniauservicet predessing
service i nstructl on or the instruction identifi catl on of the rel ated

i nf or nBfqcsss of the gmarthgawelaﬁqumg @eﬁ’ﬂ?‘id'me’@aﬂ s, PRﬁﬁ@PbFW%&'@BuPPWg
the f ctronlc seré ce c

rrg obt ai n (ﬁ er vh %e
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service an ast I ece of Irst service In rmati on store in the cache
file. electrofic Eérencréeushcrdla@éd GoatHy Leednd sHritice, infbredzion, Stifrihed Iddgile be

corresponding first service information into the cache file after the first

el ect r opdatedexocooding $0 eaeh ieck obfipst semdce information stored inside the cache file;
and in other cases, the received electronic service is executed directly and the service
information corresponding to the electronic service is only stored in the cache file
without changing the service information in the log file. This can avoid conflicts between
the services, so reading/writing operations on the smart card by a card reader will not
be affected and economic loss of the smart card hoider or the service provider can be
avoided.

Obviously, various modifications and variations of the present invention may be

made by those skilled in the art without departing from the spirits and scope of the
present invention. Therefore, any such modifications and variations that fall within the -

scope of claims or equivalents of the present invention shall still be covered by the

present invention.



‘creating a corresponding service identification for each piece of the first
service information according to an sequence of storing tine. 10. The
met hod of Claim9, wherein updating the log file according to each piece of
first service information stored in the cache file conprises:

searching for the service identification of each of the first service

i nf or rEYHAN IS AIMEDESi n t he cache file according to an sequence of
storing tine; determning first service information corresponding to

t he servi de Adesthiofifeapiagessingteleciraricsdrvicasd cheranjerizes inghat eompdsihgr st
service informatjon as .the | ast Ri ece of service information in the |o
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information of a tirst electronic service; a chrmg unrt, 'bgl ng

conf i gpieR@ dfGirstdicemipriaBBomsRFed M aseenadis &ind 6hehmber mat i on
corresponding to an unfinished rel evant electronic service is stored, match

t he recei vw@cutihgt thek i firBbretaciromicofsentiee f iarst sbarg r coirespading efirgtt setiee
second service jnformation _so as to make sure whether they are rel ated,

an upd#tiPRBAURT into e erEhediieialicr &e is! elacdioninserviseds skeedtedf second

cerv oo 12 ST GRRRLE et e S8} Rl B nCh AN
el ectr o Bnﬁrﬂgﬂé&ﬁel%\%r{t%l%t%ié Qelk/ﬂ;f‘er ées‘i@%‘& inth '|&ffi1 | IS RE he%@fit € a
log fil'e according to each piece of I rst service nForna-lon stored in a

cache file3 and method ofaCREMUNI twheP&innELrfRf ESHPRSInGOtheSIWING SIEHDSEfoRS
pi eces of stored second service information corresponding to unfinished

r el evampdeating thekigcfile acvoeitg tceact piiee diffirstdricenhiprimagomiskeed o tiseeacttk
service information corresponding to an unfinished rel evant el ectronic

servi céld:s stored and the received related informati on of the first
electronic service is _unrell ated to the second serv'bce i nf orogéﬁi og,, execut e
NG dy

the first fesiinghe fist \glectrang s§ryics: t f&é?rﬂr&ld BdFAEESA $ sgrvice

i nf i i he..fil f i t t i i i

cour ARt fud B AR ey 4 B RSB beSIRob B8RSl ve” ' &
verifying 4nithe RRIGH RNEIHHT ¢d wr%frémeﬁjﬁrﬁersg&rpﬁggipggmeh@cgfowngzsetgp SEEpES e

instruction or a 1nstruction identification o el ved rel

i nf or mapdating the log file according to each piece of first service information stored in the cache
file: o

executing the first electronic service, and storing the corresponding first service
information into the log file after the first electronic service is executed.

5. The method of Claim 1, wherein further comprising the following step after
updating the log file according to each piece of first service information stored in the cache
file:

invalidating each of the first service information stored in the cache file.

6. The method of Claim 1, wherein the first or the second service information at least
comprises one of the following:

a service instruction, an instruction identification, a service amount, a balance amount,
a transaction accreditation code (TAC), or a time.

7. The method of any of Claim 1 to Claim 4, wherein further comprising the following

step before executing the first electronic service:
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"13. 'The device of Caim1ll, wherein the matching unit conprises: a
first matching sub-unit, being configured to match the service instruction
of the received related information with the stored service instruction of

t he second service information; or a second matchi ng sub-unit, being
configured to match the instruction identification of the received rel ated
i nf or mat i aghetking & Recaligr Aahbityt sfuglel Btvicaanstridtoat 6©0theoinstrietiee tiHification
service information. 14. The device of Claim1l, wherein further

conpr i of thge related isfofmation.executi ng unit, being configured to, when only one
pi ece of second service information corresponding to an unfinished rel evant
el ect roni B-séhgi method et Glaien Ad Clabm % cuhsrein pseenting ther Brsteledronie sendce
first electronic service is related to the second service information,
execut “RG'HFESr ecei ved first el ectronic service, and storing the
corresponding:f1 VLCE: 1N j on_j t he file after the first
ol et roni Rgrid Be I AGTCONRERCR bk 8 et e Mopaifgforic
confi gueRfcd Accifdfly RMhe (@R8IVBHEEREH iSBRABGLS Bf e first RIQIBRMd 88rvice and the
corresponding to an unfinished relevant electronic service Is stored and

t he r edast\piebe ef firbesenvitkdnioamation atorebien the saicted filet roni c service is rel ated
to the second service information, executing the received first electronic
servi ce, dhd Tseonetipd ¢leCladbmriespbilrimg, wheegin staringcthel edrozspmnding first setviee
log file after the first electronic service is executed. 15. The device of
a ai m informptierninio the eaehe tgmbier dheyjrst electrniq srrxiGeda ExaguUIRSi SOMPsasy
configured_ to.invalidate e |Cnh iece 04 ttJ?e first ser%i ce ianrnation stored
in the cac(f{gawq; & & '&PPPH pogerﬁ'ﬁee' L Uﬁaté% OLEES dP'r‘?&et8 é%%ﬁ'r § SERIGH
the fir A i i 10 ache file. 16. The devi ce of
O i ﬁf?)r@/ﬁﬁ&‘\ CEcdraiy ’ﬂtgﬁéeﬁ (g:)a lﬁérﬂ:ree& b Ames

ereiln: e unit 1s Turther configured to obtain the

first servi@ahenmetitRl bPTI&HAT  eRPRRSIh NbdaBingRe 1166 Filey echidind 16 leBth ASES of
service according to the received related information of the first

el ect r dinstcsesdceiinfermatior siorédat thei eobedile tomprisesr vi ce i nf or mati on st ored
in the cache file. 17. The device of Caim11l, wherein: t he cache unit
i s furtherseasahingupethe seniesatdentifieatioreebeach of thefitgt cervige informetion emef by
cach Pl e e theha file Secoring 16 an Sedubnce oF st fmad 10 an sequence of

st or | n@"iifdhe cache file according q g time;

determining first service information corresponding to the service identification that is
found, and using the determined first service information as the last piece of service
information in the log file; and

deleting from the cache file the service identification corresponding to each piece of
the first service information.

11. A device for processing electronic service's, characterized in that comprising:

a receiving unit, being configured to receive related information of a first electronic
service;

a matching unit, being configured to, when oniy one piece of second service
information corresponding to an unfinished relevant electronic service is stored, match the
received related information of the first electronic service with the second service
information so as to make sure whether they are related;

an updating unit, being configured to, when only one piece of second service

information corresponding to an unfinished relevant electronic service is stored and the

received related information of the first electronic service is related to the second service
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"18. *The device of Claim17, wherein the updating unit conprises: a
searching sub-unit, being configured to search for the service
identification of each piece of the first service information one by one in
the cache file according to an sequence of storing tine; an updating
sub-unit, being configured to deternmine first service information

cor r espisreidtont aptibe s wo/dileeadcdrting to eath piedehdtfirbtssdroidBdnfantation isretihg a
determ ned first service information as the |ast piece of service

i nf or neagtenfilenamdie 1 og file; and a deleting sub-unit, being configured
to delete fromthe cache file the service identifjication corresponding to
each pi ec@ @chendnit ibeing cfigused inmdiatathegmmber of pieces of stored second service

information corresponding to unfinished relevant electronic services is not one or, when
only one piece of second service information corresponding to an unfinished relevant
electronic service is stored and the received related information of the first electronic
service is unrelated to the second service information, execute the first electronic service
and store the corresponding first service information into the cache file after the first
electronic service is executed.

12. The device of Claim 11,wherein further comprising:

a verifying unit, being configured to check a security authority of a service instruction
or a instruction identification of the received related information.

13. The device of Claim 11, wherein the matching unit comprises:

a first matching sub-unit, being configured to match the service instruction of the
received related information with the stored service instruction of the second service
information; or |

a second matching sub-unit, being configured to match the instruction identification of
the received related information with the stored instruction identification of the second
service information.

14. The device of Claim 11, wherein further comprising:

a first executing unit, being configured to, when only one piece of second service
information corresponding to an unfinished relevant electronic service is stored and the
received related information of the first electronic service is related to the second service
information, executing the received first electronic service, and storing the corresponding
first service information into the cache file after the first electronic service is executed; or

a second executing unit, being configured to, when only one piece of second service
information corresponding to an unfinished relevant electronic service is stored and the
received related information of the first electronic service is related to the second service
information, executing the received first electronic service, and storing the corresponding

first service information into the log file after the first electronic service is executed.



15. The device of Claim 11, wherein further comprising:

an invalidating unit, being configured to invalidate each piece of the first service
information stored in the cache file after the log file is updated according to each piece of
the first service information stored in the cache file.

16. The device of Claim 11, wherein:

the cache unit is further configured to obtain the first service information
corresponding to the received first electronic service according to the received related
information of the first electronic service and the last piece of first service information
stored in the cache file.

17. The device of Claim 11, wherein:

the cache unit is further configured to create a corresponding service identification for

“each piece of the first service information according to an sequence of storing time.

18. The device of Claim 17, wherein the updating unit comprises:

a searching sub-unit, being configured to search for the service identification of each
piece of the first service information one by one in the cache file according to an sequence
of storing time;

an updating sub-unit, being configured to determine first service information
corresponding to the service identification that is found and to use the determined first
service information as the last piece of service information in the log file; and

a deleting sub-unit, being configured to delete from the cache file the service

identification corresponding to each piece of the first service information.
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