3 0 SEP 2004 WO 0117565 PCT/ USOL/ 09371 | SOLATED | NSTRUCTI ONS FOR Iioggﬁp
EXECUTI ON BACKGROUND 1. Field of the Invention This invention rel 2004
m cropr\gse@gors In particular, the invention relates to rocessor
security scription of Related Art Advances in ni crcﬁ}?‘ésé’é@ggﬂ and
conmmuni cati on technol ogi es have opened up nmany opportunities for
applications that go beyond the traditional ways of doing busi ness

El ectronic co rce rmerc&# [\flsa Siness-to-busi ness

transactions é 6§U FOR ex-Ad RN EHESE IQiﬁr kets at a
fast rate. Unfortunately, whi l e nodern m croprocessor systens provide
users convenient and efficient nethods of doing business, conmunicating
and transacting, they are al so BAQOBEGRODIMD unscrupul ous attacks.

Exanpl es of these attacks include virus, intrusion, security breach, and

t anpering, (c)lrn nput.er security, therefore, is becom ng nore
and nore i nport —F@—MI ntegrity of the conputer systens and

i ncrease the trust of users. Threats caused by unscrupul ous attacks nay be
in a nunber GhifiorersionAtia@es ksminayrobmsorenhi ganidulaptit invegtod feligespbysi cal
accesses e renote-launched attack by hackers may disrupt the
nor mal c%%"lrA olrg%c‘:i‘%lft)\/a system connected to thousands or even mllions of
users. A virus program may corrupt code and/or data of a single-user

pl atform Exi%ti ndleseciptionuek Relatedodett agai nst attacks have a nunmber of
drawbacks. Anti- virus prograns can only scan and detect known viruses.
Most anti-vir dnfd b ek ogramis
assunmed good ﬁﬁ&%g@@&%&ﬁ%ﬂ&%& sgéc):ﬁrlt &%%nggt%?&%gﬁbthl s weak

pol i cy mm@pm&t@uﬁq‘@p@bmh&@@wthﬁtae&rfmrtslﬁhc #@@m@m iWayy pf éeing pusiegsams ar e
used | 0GaédipnidReEndrbBeE-admeRe) AR BusinBsstBehudindld BB trAidastidB Y Rw De

sui t abl n, k environnment. Securit rocessors or snart
cards uiﬁf@mewg?@@f aﬁ?ﬁ{"eg ths £1gbH| harksse e £st e ﬁﬁ#@f}@et%w lemadest i ons in
speed pefitproroser sysoimy proidpasir Yonvahidnf drbdffitibht ivethRBAg Homdibuginester at i ng
systens creates.soft e onp tibili I ssyes, and c uses t y emendous
hvest AP RGHTRFIL R Bry 8 e R e WNGS | 3 0
SEP 200&xwplas b¥ tee &tacks include vuus, intrusion, security brcach. and tampcnng. to name

a few. Computer security, therefore, is becoming more and more important to protect the

integrity of the computer systems and increase the trust of users.

Threats caused by unscrupulous attacks may be in a number of forms. Attacks
may be remote without requiring physical accesses. An invasive remote-launched attack
by hackers may disrupt the normal operation of a systern connected to thousands or even
millions of users. A virus program may comupt code and/or data of a single-user platform.

Existing techniques to protect against attacks have a number of drawbacks. Anti-
virus programs can only scan and detect known viruses. Most anti-virus programs use a
weak policy in which a file or program is assumed good until proved bad. For many
security applications, this weak policy may not be appropriate. In addition, most anit-virus
programs are used locally where they are resident in the platform. This may not be suitable
in a group work environment. Security co-processors Or smart cards using cryptographic
or other security techniques have limitations in speed performance, memory capacity, and
flexibility. Redesigning operating systems creates software compatibility issues and

causes tremendous investment in development efforts.
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PCT/ US01/ 09371 The features and advantages of the present inventionjvjISEP 2004
becone apparent fromthe -follow ng detailed description of the present
inventi o )74k ch: Figure A is a diagramillustrating ?’%ﬂfl%ﬂﬁi@n

operating architecture according to one enbodi nent of the 1nventlon.

Figure IBis a diagramillustrating accessibility of various elenents in

t he operating... system an he processor accordi ng. one enbodi pent of the

i nvention. Fi aﬂ? ica{nﬁcsf %“dgadtdﬁgﬁgeﬁrﬂ%i qqggﬁepépyﬁt&loa%hﬁﬁ ARt FPmiGvni ch

one enbothlivemtg detaildddesenpriontdf dre mesenbiavartaatin ehith: Figure 2 is a diagram
illustrating an architecture for isolated instructions according to one

enbodi ment of i ' o3 h S pagram jl.lustrating an internal
st or age accor_%ﬁ#ge !%Ygﬁéa%%ﬁ)@%@°%%¥0§%%gf én}v&%“r?trqré rec egatflc%rr&g-\ﬁg oge

di agr am ¢mbediment ¢fribe tventiarer nal storage according to one enbodi ment of
the invention. Figure 5is a flowhart illustrating a process to execute

the iso_init gpstd ystd P& ig'l%ﬁf eI Mne : L OB Lnvention.
Figure 6A is a@% o%lilart 8 u]s_t %@?ﬁé&a&%ﬁ% ess 10 e%%fg%rfge;ﬁetﬁgo RN ng
f unct i onsystert fed the peogessor a¢qesding ta Prererzhnsiomentof theanwmornbodi ment of t he
invention. Figure 6B is a flowhart illustrating a process to execute the

processor nUbFigﬁ?&dﬁE is ff&!_ﬁ@hhﬂﬂlpiﬁﬁh@% cbﬁfﬁu@c? :s;;stén{‘ﬁt&l\iﬁlfa Fﬁ@elﬁﬁ&ﬁﬁl@j\m to one

enbodi ment of the invention. Figure is a flowhart 1llustrating a process
to execul® RYFBUPREATCYH¥RCYCREt ruction according to one enbodi ment of the
invention. Figure 8Ais a flowhart illustrating a process to execute the

i so enter inskigued B diageelitivh@tih® 20 AehiedtRa foretla@ inklgedoRy 8¥ot@Ry Figure
8B is a flowcgﬁrt. il uFtratl ng a process to execute the iso_exit
i nst r uct PG “HPOBIIRAN G 15 B ¥RUPhodi ment of the invention Figure 9A is a

flowchart illustrating a process to execute the iso_config_read

i nstructi on aEigored isq diagramallesmdatinl aeinternd] stopegeianscedibf chonZembdtibeR 2004 W
0 01/ 755@?&“%}1@8/09371 Figure 9B is a flowhart illustrating a process
to execute e 1so_config wite instruction according to one enbodi nent of

the invention. DESCRI PTION )
Figure 4 is a diagram illustrating an external storage according to one embodiment

of the invention.

Figure 5 is a flowchart illustrating a process to execute the iso_init instruction

according to one embodiment of the invention.

Figure 6A is a flowchart illustrating a process to execute the creating function in the
iso_init instruction according to one embodiment of the invention.

Figure 6B is a flowchart illustrating a process to execute the processor nub loader .

function in the iso_init instruction according to one embodiment of the invention.

Figure 7 is a flowchart illustrating a process to execute the iso_close instruction

according to one embodiment of the invention.

Figure 8A is a flowchart illustrating a process to execute the iso_enter instruction

according to one embodiment of the invention.

Figure 8B is a flowchart illustrating a process to execute the iso_gxit instruction

according to one embodiment of the invention.

Figure 9A is a flowchart illustrating a process to execute the iso_config_read

instruction according to one embodiment of the invention.
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In an enbodi ment of the present invention, a technique is provided t SEP 2004
execute isolated instructions. An execution unit executes an isol at cp
|nstruqyb3@75g a processor operating in a platform ThgR pg@gﬁéﬂg is
configured in one of a nornmal execution node and an isola execution
node. A paraneter storage contains at |east one paraneter to support
execution of al ated |nstruction when the Q ocessor is configured in
the isolate lg%ﬁggﬂFﬁﬁbﬁﬁh Lﬁ“ﬂﬂbﬁﬁﬁﬂﬁﬁ?ﬁﬁﬁF $YSPRiSd I Rist ruct i on
is one GhstRBtibscatdik lomnteleazlbba@rxe(nt sDOthé fivieptiod. nst ruct i on, an isol ated cl ose
(iso_close) instruction, an isolated enter (iso_enter) instruction, an
isolated exit (iso_exit) instruction, an isolated configuration read
(iso_config read), and an isolaggesggﬂgﬁggggtlon wite (iso_config wite)
instruction. The paraneter is | ated feature word, an
execution node word, a |ogical processor value, an isolated setting
i ncl udi ng a rnsk embbdigeahdf the presentvaieneon, anecéxticp.lcmsi/ided tozdekrigss, an
SNty PONGAERns RS San BuBorPbRLERORLS 51—{&9015@9% ShGPhoddiless. The
parameter storage I's one of an Interna or age a an externa st or age.
The i nta@mangs*t@plag‘m ﬂaclm@@ssa)rmmﬁavred@gpm @fra nogmak exeeutionanedeecut i on
ode Woraﬂg aR iso R LA RNGRERS A zirﬁx&lbél; §brag@cdaks &%%&r palathetdr@be the mask

val ue ase register to store the base “value, a frame regl ster set, an
exi t fréﬁ’équ%fg‘i"é‘ﬂ‘é?ﬂ qfcshestsel@@dtlﬁ%wem whefihe PEOCeET BiFoRSyrEdifehe r egi ster to
store theaed &dcassl @88, and a | oader register to store the processor nub
| oader address. The external storage includes a nenory controller hub

(MCH) storage and a i nput,/ aut control.ler stara The

Cxoont Lon aodn3ns rabadeRt Hed RS BNsioB s o hR ifalat isriales 053l | on
node. Thesthusdor, laht:soﬂanedflum(umncloy@emmmuheﬁolm(Ishecnwrpcessor to
create an i sol at ed o%a‘? f| ne %(mttg 1solaql 6 and..the mask value in a

menory PSR €818 i AR

K eX s o BAD &Rt csfmfdu% range of the
i sol at edisar@afignreadeandCr iselgledtconfizuatpyn, ‘anpr(aeegsﬁg_mm) igsguctem. Theo t he

I sol at eg; ?brﬁ'&gofté?:‘%sxﬂ&% RSARE Ward ah%ﬁfi%ﬁoﬁ%d@%rd 0 1bBEas tp??:@?

regl ste execute t rocessor nub [ oader so_Tni I nstruction,

when ex é@lﬂﬁe@ IS‘P]GPF‘ §eLEng eﬂﬁ%&, 1 meshyaleeansn base value.tangKxi Py el addsssat ed

area foraplteh h?éxéaﬂ"éﬂ&ire?sﬂﬂn&b?ﬁicﬂss@r herphi@phficaladdescessor nub. The
iso_init instruction causing the processor to execute the processor nub

area,  veri Ty Hie e taotaRS s oS oy 7 S BOREC AP PSR AT TR (€ of ¢ h
area, verify / of the
process Qﬁmmabstomgmgxcmdpybtmmrdk e3gistaynd storecttle exectitien qnndmwssbn ldguhal | oader,
and execute th roc n e Sl s veriti The. i init
st r uctsgssor foabi gy SRRSK i ud shHE TR VLS o B Bl ool B,

pl at f or malus, freme ragpwer sct, @aekid framf regiger to store the exit address, an entry frame

register to store the entry address, and a loader register to store the processor nub loader
address. The external storage includes a memory controller hub (MCH) storage and an
input/output controlier hub (ICH) storage. The execution mode word configures the
processor in the isolated execution mode.

The iso_init instruction, when executed, causes the Processor to create an isolated
area defined by the base value and the mask value in 2 memery if the isolated area has not
been created, set a range of the isolated area in the MCH register, copy a processor nub
loader into the isolated area using the processor nub loader address in the loader register,
and execute the processor nub loader. The iso_init instruction, when executed, further
causes the processor to initialize the isolated area for the platform, and obtain a location of
a processor nub. The iso_init instruction causing the processor to execute the processor

nub loader causes the processor to copy the processor nub into the isolated area, venify a



| sol ated area. The iso enter instruction, when executed, causes the

processor to store contents of the frame regi ster set in an exit f&ﬂn%EP 2004
t he exi sbeing pointed to by the exit address in ane
regi ste?v 6??3?‘1 oad an entry frame into the frame regi ste?e?edt%bp 37{ent
frame being pointed to by the entry address in the entry frane register.

The iso_exit instruction when ex E caus the processor to | oad an
exit fransahgest ﬂﬁd)r?frea%méw%@rp”@ﬁ% e tmé%f in the prpgesser prf? ioeder. by t he

exit add&ﬂs@iewae therévekior B iEthe 6@hstiSis vdtified. STheGk® @t indEhdtiRt | OR when
in the

execut ed uses t he cessor reset the isoplated settin

ot ocessoeFTOtS U PTG 1500t M OBPEREERT T | St PePreHCERl hand
reset theolee@bhfaed setting in the MCH and the ICH if the processor is |ast
to withdraw. The iso_config_ read i nstruction, when executed, causes the

processor to .gfeturn content a configuration sto corresoond gto
Phe par amet or TG iSy-4367 ST veBring et Faiseh Be bedrahto B FOMAIRTh od.
causes tthe fpmecesisiarset i amr dxiefrane) thendxst foimabaionpoigied ad bpthc&kﬁraagass in

Cor PN G BAPIRA o3 PEAAE IR LML QUSROLIBLELEL kR o €
and/ or , phesst g primted sy énteaily arlgmssomitheg enhsfcf;mnmsg;stars (T he mmi.c;gt instrgction,
i so confj ' I | S t he
o0 CONT A L, TR R B, RSl e BT EHERN L Ec£ QSR | e
t he exi texitfzame B@pingedde the cuit eddrpss in tiigeexetdrarnennggistess Tharisphadosexi t fr arre

regi st erjpg@andoh %n%c&ﬂ&di %aﬁic@ﬁ?c %}‘B&E@S&TQ@ rdsE@HE 1sro?agéd%teﬁin]g iAgle the entry

frame belng 0|nte I@%ﬂ he entr dress in he entr rame reqister.
The i sd‘fégﬁsﬁoﬁlfn%?‘?f&‘é?ﬁ) g lgigal BsosessPE la%éﬂjgé%dr@'rﬁrearﬂrrééféé@ohso&a&; | oad an

exit fraRidghh eheMIEH S cPele ICHQfﬁkaroc%@ionsﬁlaﬁ :@wlmdfar“anmd iSo R@hNEedady the
exit address .in the exuﬁe‘irame reg it ruction, when

clo n
X et oo BB XAPEL CaES [ HrOLEtOr (0 S T GOREGH 2 PR REA AR { o
pr ocessastoriafe eorrsporimpnthe gatangiee aﬂorqgeofres :mr ccbrfﬁol g asite indtrvdichgdwaws and

reset the sol ated,,settin if the proces is | ast
resel e ch SR eduRStLAg,) 0 LhecMEH, At Lol CHob ol BELOSERS0E |

pr ocessap thepparahetemstorapt.ent s of a conflguratlon storage corresponding to
t he paraneter storage. The iso_confi_wite instruction, when execut ed,

causes the pr’ﬂ{‘eq%tﬁﬁ&mta%é’ﬁdchﬁnsczﬁgfa%é d3h- xﬁtcﬁﬂﬂt‘{xlﬁlg%%s e St

corresponding to cgwr amet er st or age. ol 1 ow ng_descr | on
pur posesthenasesmenb aréoREr: di9s criet ﬁ%%’“ér”é)-s@ﬁe Iifcbﬁ?fﬁ-lg_ﬁc%’r der to

provi de gy %Bﬁﬂiﬂy%:gnq‘ﬁé &baémﬁgscafcubhavtwrﬁé@mtca RUENRE iR prokueMer, it 4 3
0 SEP 2004 WO 177?@1 PCT7 US01/ 09371 \NI be a nt to one skilled in
the art YMECORFEEE 5%@%%8@@{%%%% &éﬂnﬁ brips peipted to by

the exit address in the exit frame register, and load an entry frame into the frame register
set, the entry frame being pointed to by the enlry.address in the entry frame register. The
iso_exit instruction, when executed, causes the processor to load an exit frame into the
frame register set. The exit frame is pointed by the exit address in the exit frame register.

The iso_close instructibn, when executed, causes the processor to reset the isolated setting
in the processor if a corresponding logical processor 1s last to withdraw, and reset the
isolated setting in the MCH and the ICH if the processor is last to withdraw. The
iso_config read instruction, when executed, causes the processor to return contents of a
configuration storage comresponding to the parameter storage. The iso_config_write
inétruction, when executed, causes the processor to write contents of a configuration

storage corresponding to the parameter storage.

In the following description, for purposes of explanation, numerous details are set
forth in order to provide a thorough understanding of the present invention. However, it



to practice the present invention. In other instances, well-known 3 0 SEP 2004
el ectrical structures and circuits are shown in block diagram form i’n

order nefp §irs@escure the present invention. ARCH TECTURE, E?/Eg?/l LW One

principle for providing security in a conputer system or ormis the
concept of an isolated execution architecture. The isol at ed execution

hi t I f t f hard d
o twar oL ARSI e yORT B 200 gRINRI Gec B e P2 ForthinaitSpor at i ng
syst em ofo praisgceGmpedsent 1 mystuem brotpbxahttmqu:s wall-bperatleagcal sysiterns andl t he
pr ocess ofi IRYarB S5 fVEbA dllagféﬁt i%mﬁ Bllagf ﬁ%tqg%bscr d ﬁrg Ii)ge%Fltggli’lVaéiFlgl&ngs ’

corresponding to various opeTational I vi si on of
har dware and software conponents that are de3|%3ed to perform dedi cat ed
tasks within the operating is typically based on the
degree or |evel of privilege, nanely, the ability to make changes to the

pl atform FOfOr@‘{ﬂ'[ﬁ@i;ﬁ@ftﬁp‘i’éWﬂngséc%nm%a' WStk R plabBHAR ! 1he

hi ghest | evel Cg QI erarch enconpasses Re critical,
privil eg‘é’tﬂccPéBfgn)adUﬁ A CX?WH%EFFWWTC n?i%tseleteﬂrtxmwenercéawnatwlw@ess to

| esser nbbwlaﬂgpﬁlysd&t defilitibns JFRhrdWa8CaniRosvaredishoRens tHal Rt ring,
being at_th wes | evel .of the hjerarchy Ri n-3 typically enconpasses
ifrer Db A gkth

users or®" 8 OPERPHPS SysiFHakthe ﬁ%mP'ét&"sstYSfﬁ"F 4 H’lé@e'm W%@Pcf@ngl and
ring-2 r@m&mdthd precdssbehERdvatsevdarh gl nbit mczdﬁﬁ{yeéﬁr&ﬂ th @y Ahgss, of

r | ege. re 1A is a d tratin I cal eratin
gr L\ﬁ: tec otrﬁ;%mg é%&?’rb?%é’pt%gg'baigmé#%u |nr?ert% a aIltg" F%ﬁ%ﬁﬁrz‘ﬁqi‘”aféfﬂ’gdl ogi cal
oper at i @ftawacttotmpotentethalart sledgealis pedartn d)dfttmt'ted e mﬂﬂ@&i&@p&ﬁﬁ@é an 0
oper at rating architecture 5
oper udg " Ft‘g%lstﬁﬁg‘dwoﬁ R"téﬁ%ﬂgﬂﬁﬁ on th%g%rcg cveP pmﬂle,a% 55, e os car€ >
| oader &@lltﬁr Fempiesthanas o mﬂcpltitﬁudrer C82xmsplana nng—t)andte infermopmngelsog
execut | Vg ohesendbeine 1SR RAR SicolaiseotRobandle A0dLan mnage a

processor executive (PE) as wll_Be di ssed later operating
ar chi t e MPEISHE- HAIMHINS ppaddenn Pe‘BétoétaP@hO acqfsh Hallessex pa viteiged daradmitand

i sol at ectto@m@ Uét’sé) NRiFeCRis thedélledd3frihg) btefhg at %Il@ﬁkscmt 8f the Hier2EtRI tecture

50 can in both nodes. The es | oader 52 operat’es only in
T L T G R B sag g 2BAIEGSSF 961 b ascsadoses Kingom

execut i drnrﬁlrmg-l)rebrcﬁcramb iarnhedib@tridgs witkelecrtasmy Bivelg oPpdlegdhe nor mal
execution Ring-0 11 includes software nodul es that are critical for the

oper ati ng sy t war g nodul es
Pncl ude pri nﬁgﬂ%%?ﬁ?h’%ﬁ%ﬂ% ooy Shtralie wonRees BB o 13
and har dwaembo mevecrfghqmvcmm Tbellw@éomwmgmtﬂumsetshﬁ abstcictioresf an

oper at | N &RoRENS 6Bl Hibathf s/ 804 AdBLHBERUr. MR 10dlcal Bpéalify NUP 16 and the

processor nub 18 are instance$§ of
architecture 50 includes ring-0 10, nng-1 20, ring-2 30, ring-3 40, and a processor nub

loader 52. The processor nub loader 52 is an instance of a processor executive (PE)
handler. The PE handler is used to handle and/or manage a processor executive (PE) as
will be discussed later. The logical operating architecture 50 has two modes of operation:
normal execution mode and isolated execution mode. Each ring in the logical operating
architecture 50 can operate in both modes. The processor nub loader 52 operates only in
the isolated execution mode.

Ring-0 10 includes two portions: a normal execution Ring-0 11 and an isoiated
execution Ring-0 15. The normal execution Ring-0 11 includes software modules that are
critical for the operating system, usually referred to as kernel. These software modules
include primary operating system (e.g., kemel) 12, software drivers 13, and hardware
drivers 14. The isolated execution Ring-0 15 includes an operating system (OS) nub 16
and a processor nub 18. The OS nub 16 and the processor nub 18 are instances of an OS
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3 0 SEP 2004 WD 01/ 75365 PCT/ US01/ 09371 executive (OSE) and proces chEp 2004
executive (PE), respectively. The OSE and the PE are part of execut '

entitiewdhgissgperate in a secure environment associ ated ppigh Ugllgﬁﬂsol at ed
area 70 and the isol ated execution node. The processor nub r52is a
protected bootstrap |oader code held wthin a chipset in the systemand is

nto an PeoPARO PR R RE IR (e it hre Tt PSRRI PR g BecSo. P
ri ng-2 36 exandiveiemguds 4hat oprcdteichea mnmhvmammt Bssucmtbdilgﬂth t&ln,solalfe'tiﬂgaaZ 31,
ring-3 Ho ?MF 1§b%t@£l ggﬁ %}58& HIO'dQnTF\é QIQJC&SS§I5 ub log&r %%:1)’55& %r%chterglbﬂgtsga

respective Dartreul normal _ exeécution ri
appl i cat ioedfs; mﬂqhﬁbl W@Nnaim&lpsctsoltm wdteaxaclis re@pnnsd;hfgfcﬂ leadirig thie prosessppl et s

461 L0 Al 1E06ORRGRRsl o Biplet M oRKACHE 8% BLENLRELHISe) S Lhe

creation of an Iso reglo Int system menor fo as an
| sol ated area, which is protected by both the processor and chipset in the
_ comput er syst Skpilamkp ringol 20.a1mer 280 cind mag- T &igchde nameal ckecutige Aoy, 21,

prot ect egnhy 3, HhaBh AlahARsdINOKe AZLESn ﬁ?ﬂ@)z;aﬁﬁeﬁ%scm?&ﬁno Aygess to this
isolated Tegion Ls permtted only froma front-sidée bus (FSB) of the

pr ocessofesPEFEVEYy- dp@arugpl Wmel@x&cuuw@m@gas %Ir"i’ﬁpkiﬁfain?é% 4% ye fFasand

referredxsblﬂtc@lscxb&ﬁi@iﬁﬁgB%@J@@Q&Wﬁlét@l@ké%s The special bus cycles are
al so used for snooping. The isol ated read and wite cycl es are |ssued by

the processor .executing. in.a ol at ed executi on, node,

exect i on - mode FanaRt o bF il roh Aot s gL ue e el CLURIFAL  he

 pr ocessoregiondnithasdtan trh:nidnja, refepred cesssamrisalatbd hreadeliclv &, prb'tlaeteﬂ) bebethshe nub

| oader 5 [ re. nm rocessor

nub. 16) Pttt L3R Solold fsidel e S0 SRoRREY S, (i bacnd

har dwar eemiont, @bteeted by edrangatiarhiook sz;ﬂaﬂéeB)elxe@&t:h@h ACnesstiatits ishlatede

process r e

P Col at od g nas Pomhtcl BoliB g TR I3 (RO Hofsdl Byl el o

conbi nat (e raﬁmpﬁercamaa@w%cysm rﬁfﬂ@f@éé%wswa@dmd aafgvitheydperbhs ng

syst em ngpacihbbusdiR16Res kb n&d%tsmﬁbmauimé&oﬁwm drRleTyERs 8@r Vi ces in

the prinma %d‘é t he .unpr ot, (iﬁ segnent s | of theoeratln

systen), 153?’68 %Péﬁsa%omg%ﬁ&wq CXRBUOL B CHheiFdaet SRRFUHOR ¢ he

L ¢6as pons |4 %ﬂﬂa is)imﬁ@hzﬁdl&ih%ptﬁhl’t@c@mlﬁ?ddoﬁaﬁ g@rprmzdwremﬁmdl&m{ thei n% happl ets
to into es_a at.e e i ed _area. e

oper at i refos et BRO e e B s B IR B apd orl RBaBI T

oper at i nepfexest exodaid(els, pragessdtondd 8) ints thepeoiated agian The pratassar bet Wden t he

I sol at e%rﬂ %@sﬁé}ﬁv%ege‘%éé’seﬁwﬁf&fmﬁa%@sdla;t%?{e@ﬁ% od/€Mory. If so, then the

oper at i system I's al so respon r encrypting and hashi ng t he
i sol ated area_pages before evicting the page to the ordinary nenor and
for checki ng PRetsk@é thegpreesssay nypds$ is to venfy and load the ring-0 OS nud 16 into

isolated area, and to generate the root of a key hierarchy unique to a combination of the
platform, the processor nub 18, and the operating system nub 16. The operating system
nub 16 provides links to services in the primary OS 12 (e.g., the unprotected segments of
the operating system), provides page management within the isolated area, and has the
responsibility for loading ring-3 application modules 45, including applets 46, to 46, into
protected pages allocated in the isolated area. The operating system nub 16 may also load
ting-0 supporting modules.

The operating system nub 16 may choose to support paging of data between the
isolated area and ordinary (e.g., non-isolated) memory. If so, then the operating system
nub 16 is also responsible for encrypting and hashing the isolated area pages before
evicting the page to the ordinary memory, and for checking the page contents upon
restoration of the page. The isolated mode applets 46, to 46,, and their data are tamper-
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restoration of the page. The isolated node applets 46, to 461 and their

data are tanper 6 3 0 SEP 2004 WD 01175565 PCT/US01/ 09371 resistant RAdSEP 2004

moni torwbqﬁhg%@nt fromall software attacks from other ElSoodn el l as
from non-isol ated-space applications (e.g., 42, to 42z,,), d'ynam c link
libraries (DLLs), drivers and even the primary operating system12. Only

t he processor nuyb 18 or the erati syst nub 16 can interfere with or
moni t or TEH Hé%@fgt%ﬁ%%%%qf%maf ﬁ&@ﬁé@g’s Of AT ARPIETS) 2w elhs fsgm
accessi hidniikyla@li-spatd PisicalRIEng$42,no Uhe), Gpenat ling Libryes EDLLE, andrt he
processor dacco[hgi S%Bt 0 onetiecpbogli nﬁgt ﬁf téhe I nvent i 0@ E@r Il |l ustration
pur pose<SDdEREY | PARITY OPERIPS REEP 1o G B Pgeessaionul k¥ CHBRePENe var i ous
el enent systamtthdy I6ogandaterfegperitt dmgormree Hictapplet/s exdfdtias.cess an accessi bl e
physi cal nenory 60 according to their ring hierarchy and the execution

de. Th | ble. I.cal ' . | sal at. 4 d
non- i sol at ed T apiea i UReER IR g BF O AR eloBBif e HoBRad8 210G °
nub pageystza. 107el the processor aacerdling ieangembndimeneof thp fivieoden. diorpages 82 and
oper at | gy awEh ss?_oﬁg-elaﬂatg SR 90 ol Bifle-5%0 e GERAR ST BcRLY Lo

el enents of the operati system and® processor operating in i1solated

execut i lemandein U logitahopestingrascutagtarg S9aiceess ae avcsssite physicabinemetedent s of

the ringecHdoRas MdiNg)Skie aRd e xbhBioRLRRSSOr . The normal execution
ring-0 11 inclPuding the primary OS 12, the software drivers 13, and the

hardware drivers 14, _biga(m access both the OS pages, 84 and the application
pages 82. Thel KACRES DARYSICARLReERPHPOIncipdrs|agdsalrjediipt /¢ arg dp-golatedy 42 x|
can accesé 80 Phe is6lateleraiyl incladdsapplagees 82 an@ﬁ&tk'l%ztgl&??moﬂ‘ﬁ@horﬁx ecution

e

ring-0 11 and ring-3 .41 howeyer cannot access t i sol area 70. The
| sol at ed URE aeR A SO GPRARUPN RISFE ARG PR A BO TR ot nire P dRedsor  nub
18, can aneCHExsis ataeshiblelondyf totdieménsndfahecpeaatg syftemi and Ipostessgr dfeeatippihet pages
72 and t 4, t - 1. $al. ' | he

ot 1 catranbe sclagShole, TRING 8000 PhREHER Mt SERETT 5 5
45, i nclOefierajingsybtemsandido theppra@ksorcan access only to the application pages
82 and the applet pages 72. The applets 46, to 46,E reside in the isolated

area 70. Fi QUi rkfraPerdo SRR | IRkl o ridaB A8 Uhoho SUBIAEWHIGS! N whi ch

one enbaodi nent of the invention can be practiced. The conmputer system 100
i ncl uded 3aandpihg Baxdvpre dreers 444688 peastibotr e S pRges A§ 28S HierdBPE@HORUD ( MCH)
130, a pABésRD. MEHEgmal @ cu@dh diP3itinauding bpplitation 422 ko yPcdnl dothssbaly a

mput 1 odt HsreeETHoRe gy BB AR st cor AL Bosrne s 41 hoREer

cannot access the isolated area 70.

The isolated execution ring-0 15, including the OS nub 16 and the processor nub
18, can access to both of the isolated area 70, including the applet pages 72 and the nub
pages 74, and the non-isolated area 80, including the application pages 82 and the OS
pages 84. The isolated execution ring-3 45, including applets 46, to 46,., can access only
to the application pages 82 and the applet pages 72. The applets 46, to 46, reside in the
“isolated area 70.

Figure 1C is a diagram illustrating a computer system 100 in which one
embodiment of the invention can be practiced. The computer system 100 includes a
processor 110, a host bus 120, 2 memory controller hub (MCH) 130, a system memory
140, an input/output controller hub (ICH) 150, a non-volatile memory, ot system flash,
160, a mass storage device 170, input/output devices 175, a token bus 180, a motherboard
(ViB) token 182, a reader 184, and a token 186. The MCH 130 may be integrated inito a

chipset that integrates multiple functionalities such as the 1solated execution mode, host-to-
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(MB) token 182, a reader 184, and a token 186. The MCH 130 may be 3 { SEP 2004
integrated into a chipset that integrates nmultiple functionalities such as

t he i solhas eglysegeecuti on node, host-to 7 3 0 SEP 2004 WO 0} 7&%@?[0 371

PCT/ US01/ 09371 peripheral bus interface, menory control. g a? the I CH
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enbodi ne$ﬁf1 B@c‘é@sor 110 is conpatible with an Intel Architecture
(1A processor such as the Pentiunm series, the I1A-32(tn) and the
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| sol at ed eﬁecut%n circuit % The ngfraprral exeé’uuon’l’ynﬁﬁg"ﬁ%ﬁ"l s the node

i n whi chSYcRa@s pRBRIEE dpsirugtien %é?%?%fsl(ﬂw)n&@%m@céﬁv SeLEAmPRLErS or a
nor mal e(rmscp Wﬁgmbngluﬁsimwﬁoﬂ W@rcﬁ(ﬂqmﬂ’)t ¥r hRMdUHr&S By | HesheR¥ntoRfmdR 0! at ed

rcuit 115 provides a mechanismto

execution
a1 Tow t g Brbises D10 e et sEherdniel At Abpreloson sk ardiie. The
i sol at edPentiemi?t sariescihe EALI2™ 26d thieQA-EIES. Thapabeesser ﬂmnaqﬁém@nﬁupport for

the iso t e ort i uratlonfor
g0l o e SELisfRE LR Froal e SRR Eent 335 T Bnorfrdl HieRH G inpe
decodi ngl k&g theraedet inowicltheipsodessoed 10 npctrauastn onm-segarenairbomnenf 011 sol at ed
access I A ' n qone
anbodi mern Wﬁvﬁﬁmcﬁ%ﬁ@y@{c@%%? r@‘\t.'lﬂgd ﬁ%ﬁ\% lgor]%tgée ssor&%n gxp

as a desKiegpe! étef#remceﬂon AEEhl %agowdqzsya @P@ammoaénwm prpwseslsmrtg un| t,
e. g. pr&ﬁé@aﬁémranlécﬁazeh BxRUh6H neaeomamhéd &&%&9%@&?@@%@5@ 100 can

i nclude nmultip EEE)tr ocessors, .. processors 110 etc.

‘'shown i rpalﬁ‘ii%f: én‘i t‘T?“fﬁé“PR%efor Eh?rﬁﬁ]%t%ﬁi exsputiehmedt Thin suroost ingiudes pr ocessor
colrrput ercoaﬁgmemmmﬂmaaamyxd&umerldgg&uopbps@emea ardigaemasa&pt &g, the

mul ti - pr sSor uter an operate ar server or

wor kst at‘feﬁﬂ ‘gﬂwcf%%ﬁrﬁ?n) ##é’ﬁagfg]sﬁnﬁm&g‘%sr SHESTHP Q‘ECFB?'PLEFYBIF%C essor
110 wi | landggenkratoussidolated detdaiidtetmaptow. [t wil | be appreci ated by those
skilled in the art that the basic description and operation of processor

o) DRI oS 119 chb extbbihenbrA ERRALS: sl AP003 v AR B Rt © 1C 2o

wel | as any nunber o r ocesso
such as a desktop computer, which has only one main ccntral processing umnit, e.g.

such

processor 110. In other embodiments, the computer system 100 can include multiple
processors, €.g. processors 110, 110a, 110b, etc., as shown in Figure 1C. Thus, the
computer system 100 can be a multi-processor computer system having any number of
processors, For example, the multi-processor computer system 100 can operate as part of
a server or workstation environment. The basic description and operation of processor
110 will be discussed in detail below. It will be appreciated by those skilled in the art that
the basic description and operation of processor 110 applies to the other processors 110a
and 110b, shown in Figure 1C, as well as any number of othér processors that may be
utilized in the multi-processor computcr systemn 100 according to one embodiment of the

pl'CSCﬂ[ invention.

The processor 110 may also have multiple logical processors. A logical processor,
sometimes referred to as a thread, is a functional unit within a physical processor having an



utilized in the nulti-processor conputer system 100 according to OgaLSEP 2004
enbodi nent of the present invention. The processor 110 may also h

mul tipl gvd @G1s8@d processors. A | ogical processor, sonetipggs q)%ﬁr,{ed to as
a thread, is a functional unit wthin a physical processor haV| ng an 8 3 0
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100a, an processor evices, e.g., the
MCH 130. Pose%@8%: ti on to norrmal node, the host bus 120 provi des an isol ated
access bus node with corresponding interface signals for menory read and

wite cycles wherost Bes mg&eﬁeprméfﬂa@c'sﬁnaeﬁniwwﬁﬁ IrBcds & 18k at ed

execution node. Themsola access bus nod I s asserted on nenory
accessesPioRessPEtidl. 102 and hiPbip sommuicats with othes prossssospPedayifes ex@eut i on

node. Thmelmeﬁamed IR e68E6n mﬁoﬂmﬂﬁou@ tid Bt &ssspzotdgﬁdwees hrﬂﬁ&lﬁtéﬁtab%s
pre-fetc and che write-back c%cle I.f the address is within the

S0l at ecbi Bade i SFee phias MRk S fratiin 145 8 WRerIFT 26 1 ¢ he
i sol at edpexeaset 110ns cadfzuredia tﬂmn@cle&ﬂekeclmen EREPOTHS 1sfome@n:e&|@ bayelogs to a
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Gocoss peoEya B pbek dfend SRt BN RReER O 18R e £4lEEH S a i nio e
i sol at edcmmmtmodt Thedeola®tl ecde-bus3Boderiowisol esenahon distractibngoefercuaat | on of
mermory %&g@gmmy iR AR Merhift onli08a Y AR THARIDLY 4 Q0 the 1 CH

150. Th I nterface circul 0 recognlzeDan Sérvice
i sol at edpraesseersl 1&3%@?11&1@%@ ingthe irolattdexeedtinngneds. Theprosessard 10 respbudiitng

i sol at edsri&B?BféfesﬂSﬁ@a@%ﬂl a‘ﬂﬁfc%@wﬁﬂﬁltﬁérsoﬁaf&dm'atdki%s ra‘hngf'%sc"d%g; has menory
range regis %§§/§¥Ci?ﬁ%r?é base and | ength registers) present the | sol at ed

area i nlCHE EEY e Woéémisgﬁﬂé]@cdﬂﬁ‘é’ WOIEGG%%’(UPQ any
access tmotidle 1isolated area that does not have the isol ated access bus
node asserted. The system nenory 140 stores system code and data. The

memory. ( DR T8 S 30 B A e B SR pEmRD M BB renory 140
i ncl udesdevives surhes shodystephysimoay 140 and the ICH 150. The MC’H 130 prov;des

interface circuits to recognize and service isolated access assertions on memory reference

bus cycles, including isolated memory read and write cycles. In addition, the MCH 130

has memory range registers (e.g., base and length registers) to represent the isolated area

in the system memory 140. Once configured, the MCH 130 aborts any access to the

isolated area that does not have the isolated access bus mode asserted.

The system memory 140 stores system code and data. The system memory 140 is
typically implemented with dynamic random access rncmery (DRAM) or static random
access memory (SRAM). The system memory 140 includes the accessible physical
memory 60 (shown in Figure 1B). The accessible physical memory includes a loaded
operating system 142, the isolated area 70 (shown in Figure 1B}, and an isolated control
and status space 148. The loaded operating systcm 142 is the portion of the operating
system that is loaded into the systemn memory 140. The loaded OS 142 is typically loaded
from a mass storage device via some boct code in a boot storage such as a boot read only

memory (ROM). The isolated area 70, as shown in Figure 1B, is the memory area that is



menory 60 (shown in Figure 1B). The accessi bl e physical nenory includes a
| oaded operating system 142, the isolated area 70 (shown in Figur$ ﬂlﬁEP 2004

and an wsphiated control and status space 148. The | oadeg ' system
142 is the portion of the operating systemthat is Ioadeﬁ?@ﬁé%dtjﬂg system

menory 140. The | oaded OS 142 is typically loaded froma mass storage
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support t _gagﬁl%%%%QPSg)%%Tfon n%f e"%“fmlt‘g@’%?’f‘fﬁéﬁ“lt’%ﬁ‘?ﬂ‘é’g{érc 'H?gﬁ%gal 1/ O

f unct i oAegistems. phe {CHAEhas gpamberpf fupdidnabitizsthst aanddsigned testpbors theycl e

i nt er f ag@i&PoxetitforPiB8e SR Ro HRASRIT 3] ﬁémohg In?éﬂ'&ﬁﬁr,ltﬁglc}? di gest
menory 3}36 cryptographi c key storage 155, an 1sol at execution | ogical
process h‘Eﬁ'ﬁ’@éP”i ted, s cyclegrisH 267,52 Hiedrrpessorngb loaplpes3 Gkowm #d bus

cycl e i Figuré aa% aldigest BEIMER S 54 F G btbEviphie kePtRid:8085 M itd1Red SRlcatigd bus
cycle signals to recoqgniz nd servi ce i.sol ated bus cycles, such as the
i sol ate %%Bwéﬁ%f"‘”wﬂgi‘%ﬂﬁég- wd4g ‘?"bl‘ﬁémﬁngife or nub | oader 52, as shown
in Figure I A includes a processor nub | oader code and its digest (e.qg.,:
hash) val ue. Thheomtetessyclenntbriba@ald@rind@desicacniny okinckfaye exheigbiagd of an
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52 write bus cycles. The processor nub loader 52, as shown in Figure 1A, includes a
processor nub loader code and its digest (e.g., hash) value. The processor nub loader 52
is invoked by execution of an appropriate isolated instruction (e.g., Iso_Init) and is
transferred to the isolated area 70. From the isolated area 80, the processor nub loader 52
copies the processor nub 18 from the system flash memory (e.g., the processor nub code
18 in non-volatile memory 160) into the isolated area 70, verifies and logs its integrity, and
manages a symmetric key used to protect the processor nub’s secrets. In one embodiment,
the processor nub loader 52 is implemented in read only memory (ROM). For security
purposes, the processor nub loader 52 is unchanging, tamper-resistant and non-
substitutable. The digest memory 154, typically implemented in RAM, stores the digest
(e.g., hash) values of the loaded processor nub 18, the operating system nub 16, and any
other critical modules (e.g., ing-0 modules) loaded into the isolated execution space. The
cryptographic key storage 155 holds a symmetric encryption/decryption key that is unique
for the platform of the system 100. In one embodiment, the cryptographic key storage 155
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copi es the processor nub 1S fromthe systemflash nenory (e.g., tl‘gag SEP 2004
processor nub code 18 in non-volatile nmenory 160) into the isolated area

70, verifpgpapd logs its integrity, and nanages a sy used to
protect the processor nub's secrets. In one enbodi nent mcﬁjé&ﬁ%{}éésor nub

| oader 52 is inplenented in read only rrermry (ROM). For security purposes,
t he processor nub |l.qader 52 I S unchan n nper-resi stant and non-

subs!toi tutlrggtldrgs #?@ﬂgﬁﬁeé& Wﬁr&fﬁﬁe E}%FE%FW“EHN%W%Y@L‘L then RAM stores
t he di gestyptdgeaptiic, kdyassdrpgey 85 Uy Gfsobﬁ&eh@@m ﬂ{aﬁ@&ﬁdﬁﬁhb&%nééuorrama 0
operatin em n other critica es ring-

mF))duI es) gﬁr%&/%lacf’ SN n?Bc fs%gﬁfd]%ﬁegi’%c’& ngléfetllﬁ“?c&ﬁs% Hé?@?pef‘#%@ ma@?%?‘éﬁ;r aphl c key
s':] or alge vp&ratingl efdogicalypmerssors opc:raug/g)mumtdte&e{extmimm?ﬁ@ymtdhatbumgdﬁhmnguE for
t he pl at o | e cr ogr aphi ¢ key
st orgge %@émi%é%é%%gﬁ%%%%g}ﬂ} 8% %qur?@%?s Ege%s(f’éggliallﬂ’i CERPESOYMt er nal

f uses t heagistarghas ragfsetheraumber ofdogita praseisng. padticipting tin lhehso,lat&d‘&ecuuon

; [ ypt Z?L?’Q’Eﬁ grﬁ@abkélg gﬁ Oferﬂa%%é lg?}'nfﬁjfa%gs B%hfg{o‘ggé‘% )S(gscm(f. déhc?lagilrﬂa%crn @;ngegsor
nmanager E%C%h@ﬁ%]@a@%@o%pégapﬁomﬁsm nubdggqsalthqaopﬂrmhmystenpmbahgﬂg in

i sol at eda@KgidhiIRNadBdhal k08 & SRROM HEMerall KBEWIEALSY de%&%{f ofy | ogi cal

156 incl udes’ a Io |ca processor count hat

processor na
tracks t F%“ﬁ%ﬂ#’g%# digesty dde ésalatpd @e@% 3% %%a@rxﬂteqiq@afmn@thpmngﬁbchso| at ed
execut i OBonudHE. thd' &elattszi@cecm doﬂﬁeﬁrfaﬁ&ﬁan%ﬁ)%cfa'ﬁbﬁr TRE Fs%la&% it SQK&DN bus

180. A conbination o processor R | oader di gest e T)rocessor nub
di gest, c’l‘fgtcﬁﬁéﬁ”éﬁveﬁée %@P@ﬁﬁl%‘i}’ﬁfeai ‘é%lélf’ eXegHHOBpt i onal |y addi ti onal

di gests, represents the overall isolated execution digest, referred to as
i sol ated di ge$he ndiheolaelnlm&mdrydhﬁgaeires rﬁma;oflamegﬁifc&ﬁndﬁbnl qugt:mfw tHaGohbe

ring-0 c the execut i conf i I on d
oper at i ogagullﬁgg%oo {56 (i}q Pglfené Iﬁ?c{s usgiame’t% at ongyol %%mPWefﬁl@ ate of the
current inshydes the peocesser ingh 18THBe porvessot mib 1&proeites mcmﬁm.ﬂsieonpanmww-vol atile

i nf or mat aQ& -mal¥ B A& tlo¥ theli E'cﬂe{%@@rea%'(&ttﬁ%% %ﬁéﬁ(‘]’é&?‘%dﬂ I enented in

flash menor e non-volatil e nmenor 8@ssor nub 18.
The pr oc¥ddiation ipatime, pad logaina ofahg weravag ss@cmupbeiﬁdand(ms mlapageimembofigenent
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a boot di sk. ,

The mass storagc device 170 stores archive information such as code (e.g.,
processor nub 18), programs, files, data, applications (e.g., applications 42, to 42),
applets (e.g., applets 46, to 46,) and operating systems. The mass storage device 170
may include compact disk (CDD) ROM 172, floppy diskettes 174, and hard drive 176, and
any other magnetic or optical storage devices. The mass storage device 170 provides a
mechanism to read machine-readable media. When implemented in software, the elements
of the present invention are the code segments to perform the necessary tasks. The
program or code segments can be stored in a processor readable medium or transmitted by
a computer data signal embodied in a carrier wave, or a signal modulated by a carrier, over
a transmission medium. The "processor readable medium” may include any medium that
can store or transfer information. Examples of the processor readable medium include an
electronic circuit, a semiconductor memory device, a ROM, a flash MEemory, an erasable
programmable ROM (EPROM), a floppy diskette, a compact disk CD-ROM, an optical
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The mass storage device 170 stores archive informati on such as code (ﬁﬁ{’
processor nub 18), prograns, files, data, applications (e.g., appli Jdall i dvs 2004

421 to 42 e1)sscsappl ets (e.g., applets 46, to 46K) and op % q%g
The mass storage device 170 nmay include conpact disk ( § floppy

di skettes 174, and hard drive 176, and any other magnetic or optical
storage deyi .The SS S e devi e 170 S, a rrechanlsmto r ead
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si gnal needukss ethyhe di)vaximadiaé via aouputer aetwoaksssvick as tie Inedhet|rmn Iltenet e cessor
readabl e nedi unt may include any nediumthat can store or transfer

f t | |
el ect roni o ci S PREEST T mhy e R AP Ok SR B ol Ut FRaRi e nor v,
an er asafbeIéO dw@gr]e?rirm@uée R@ﬂt(@mnpuadﬂlwﬁy ed ksj&tmarde mause,dargolball,ai sl e
CD- ROM t 2 R i har d
di s k a deri%le) ccﬁa Qar§%§)o - QQ(ﬁ enc%/ WP a%ggg%arw %Er a nar

¥ optiCal nedium A"t ad
corrputer13<3f1(§'h€tfaI aingRrBErSmay i ncl ude any SI gnal that can propagate over a
transm ssi on nmedi um such as electronic network channels, optical fibers,

air, el ectrongangkéEbusIR0lgriNides RlifteIEHERES: th& ROTRED SndBYHAE Sl oaded
via conmputer networks suych.as the Inter n&m an Intranet, etc. 1/0O devices

175 may PAW YYEEMa Yy 9kepivRdseesdhatpega cpfed iRRRYORIPYRBINCESIS Isitles  of |/ O

devi ces skz&uy nﬁcundgonttmednlreﬁclﬁzﬁﬁmmué sifhetus l@%ssn(a@t drd, ikchidie@hd, nmouse,
trackbal | inting devic Vi deogh@lr aphics), a

net vor K i 8 R aRp P BV RLPLpA i i 90 Sien dateiibrB s 160
pr ovi despravatei kay e Exampleb of wiens ddnacdtﬁ-tolﬁd)tokadbusa!ﬁﬂonﬂud&kmﬁmcrhdard he

t t t t funct
o he T BRI kR S 16 SRRREBhAIBAE FRIEE ARGRY e LT O
smart capken bmcmtgtfatmgli&m t!nqaﬁfg*l 1 gtheonneste threwthhe todse bpubia to/ttnfrIC\?HtléOkey
pal 1 anhaifs AN thid WndrPeotiihol At Porthd lhe s ofthd XBhE 3@&%@4%' es of tokens
ken | u

connect e de a oar a token

reader 1@FespRALIngttREGN (Seik tthd metheshasad tok 8!61% t@c tokeb§6) sizms @nly vEbid  t oken
bus i nt gedlac@dibe$ ihfbrnbgod. Gor bahos &y vIasduity, o1 iRid Bk&mnbysd (B@et © the

| CH 150 _.and ensures that when conmmanded to prove the state of the isolated
execut i (ﬂ‘\g est mam %rrespondl ng token (e.g., the notherboard token 182, the

t oken 186) signs only valid isolated digest information. For purposes’ of
security, the token shoul d BSOLaiEde INSTRIGCTI@NS di gest nenory.

Figure 2 is a diagram illustrating a part of the isolated execution circuit 115 shown
in Figure 1C according to one embodiment of the invention. The isolated execution circuit
115 includes an execution unit 230 and a parameter storage 240.

The execution unit 230 executes an isolated instruction in the processor 110,
shown in Figure 1C. As discussed above, the processor 110 operates in a platform
including the MCH 130, the system memory 140, the ICI 150, and the token bus 180 as
shown in Figure 1C. In addition, the processor 110 is configured in one of a normal
execution mode and an isolated execution mode. The execution unit 230 may include a
decoder to decode the isolated instruction, sub execution units to carry out the tasks in the
decoded instruction, an arithmetic and logic unit (ALU) to perform arithmetic and logic
functions, and associated rcgistérs. The execution unit 230 receives an isolated instruction
210.



| SOLATED | NSTRUCTIONS Figure 2 is a diagramillustrating a part ofeétgi.:_
| sol ated execution circuit 115 shown in Figure 1C according to ol P 2004
enbodi mvato1obseshe i nvention. The isol ated execution circpidt/ysdiddyshncl udes
an execution unit 230 and a paraneter storage 240. The execution unit 230
executes an isolated instruction in the processor 110, shown in Figure 1C

As di scussed .ghave, t,he proce r 110 erates in a platform including the
MCH 130, the @Véf@ﬁeﬂéﬁlﬁé‘ﬂg\}“‘i‘hg@o‘%’% F‘tﬁip 3 BECTOAARTUCHRN  VoNEh insindes 480 as
shown i muatgnoemico-ihnnadets, bomserhblg lpTcasesised] idst@clicnsCTURE isBlatRd i n one of
a nor nal . fon . nm and .an, i sal at ed executi on de. The execution unit
530y insE G RA0 e B U BRI B 0a Tt B Rtn T i ioe 3 BREN Gy

execut i cvbprogtam inoa bighdgveblangtdze. {rawkat followd)ehe tede Cndedctions efeattoan, an
arithmet} I ' f. L,thnoetic and | functions,
- and assodg%%%ggorlrcggPé gﬁs&‘fﬁe eQé@%ﬁ%ﬂg%’%}Cﬁ{e géérﬁ?ae%rgﬁs&r it ed

i nst r ucti(@n Thizzask arfugctpnIEP b @CbmpPAEhaIY Y75 §65le REATALISH b/ @887 4f Miveoi sol at ed

i nstructd : - ClLJ i ' number
of 1 or (VRRSES o FbrFo8OrchEing J1BRES idsRBbIE ) Ber bl B aBE AGR o,

i sol at edungtios: 3 iehileye! fenguagsystasgraent irehigh levelHangage subaenjirege sitbprogrant i on or

a functifunchioh BH4 Mlicadd HeHRRLLGAM i n a high I evel |anguage. In what
follows, the term"instruction” refers to an abstract conception of a task

or a function, that is executed by the processor 110 (Figure 1C). This task
or function lﬁﬁa@a&‘&%?tﬂ%”r@&‘B?“%ﬁsﬁqﬂ@@f%’é‘ﬁlﬂqu@ﬁ% @¥rijes of nicro-
ope[ at | (Eﬂﬂmdﬁnﬁﬁiﬁ?h%ﬁﬁlﬂmﬁ@@tﬁi iFﬁud@aﬂfﬁﬂlx ated ixﬂﬁﬂ{zﬁf{ﬁsb _qmtt) iagtrmh, %ﬁrﬂqbyadl anguage
routine .or, nctij.on, ,a hi ev anguage s ement, .a_ hi eve

| anguage U A6 HES1oRBARR A4 of SIS Pt Coor o 2 Faever e

ci rcui t .isolited txs0(isd_eslit) insghuctioh 208, a2 Efblarertd anfliesragion tesdeisoodonifiastdadyt i ons. I n
one e i v lastructions. incl ude an,isol ated,.jnitialize

(i so_i m%;%ﬁﬁg%x r‘ﬁ‘%‘ |o§o i Lgbr? Vb?tgiisgrceo ‘%1—‘&‘@) Hsgﬁ%hq"g?é‘) Tt i on

21. 4, annjmolicn 22 may also pe safemerd tora an frotatadotreate (129 6ream) instrscfiat. ed exi t
(iso_exit) instruction 218, an isolated configuration read

(1 so_confi g_reg@hrarmtede stitd: 20 dofirRaPad B8R P%@tte{' AN upbbk Execution of
4. Th nit 5?&

iso config wite) instruction 224. e 1So | nstruction may al so
o

be ref erReiEOlREd 2Rstasuon Sl Ohwhen e @rcesser b9 s Fenfimyed indhe iselatesiexeqution
par amet gfiodz! The@arakitierRRdsRi 239 iAdlude8an IntENS sBREAEIINdlA eSttPRslorseecut i on -

Che i sol2tod e bln: BT ans FHRE N MR D 20 AR TR 2
i nt er nalis sttamage tiR3Zroagssorali Oe Mithe paalmesir oy @igeof af Jsblatddifeaniné eofdilanst or age 232
I's i nterRalybhPode uPJrBCaG\Eg‘BEJ &%&s&)@q’aﬁjg,ean%%lgtég Qémr?é e uglengza3 r%ask value

and 2 base value, a frame, an exit physical address, an entry physical address, and a

processor nub loader physical address. '

Figure 3 is a diagram illustrating the internal storage 232 shown in Figure 2
according to one embodiment of the invention. The intemal storage 232 includes a feature
register 310, a processor control register 320, a logical processor register 330, an isolated
setting register 340, a frame register set 350, an exit frame register 360, an entry frame
register 370, and a loader register 380. '

The feature register 310 stores the isolated feature word. The isolated feature word
indicates that the isolated instructions are present in the processor 110 and which features
of the isolated instructions are present. Examples of the features may include the type of
isolated instructions, a random number, and a random number status. The processor
control register 320 stores an execution mode word 322. The execution mode word 322

stores a bit to indicate if the processor is configured in the isolated execution mede. In one
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I's external to the processor 110. The paraneter is one of an |solatﬁ% SEP 2004
feature word, an execution node word, a |ogical processor val ue,

I sol at eqyp@iAskgrg | ncluding a mask value and a base val upctashiiguig, an exit
physi cal address, an entry physical address, and a processor nub | oader

physi cal address Figure 3 is a diagran1i||ustrating the internal storage

232 Shong A poBLAUGE o feciBE Nk, AREEHBAYIRN L Sh.IG, IvERIEQN. The

i nt er nal“8 es a ure rocessgr control
regi st ercodgel, toaJr Ifmgl mallsqiatgt@wchorr @Qd%t EKEHB[S@S OfahﬁSﬂsltstrat'WS issuds thg

regi sterlsg;zh(l)lt i ke @pedngsgj%, %%]Egg%g, an exit frame register 360, an

entry frare reg1 St er r register 3 80. The feature register
310 stores the isolated feature word. The isolated feature word indicates
that the i solBhedagicalsnrperssiongisigr a3 plaess atlogieal prreesspp kdue 332. 1T laggalni ch

featur espm&Es&rhémb%@t%ﬁémm& huﬁﬁ)epmca&ﬂ JR6R5RN thatfera Ml ESolaled! he

features may 1 nclude the éagjpe of isolafed’instructions, a random number,
and a r s&rGeHHORUReHS: A PRYSiGAl PIOrEsSOF By B?EHE@H?er§I1034@éP§Q°é¥5°5GZGa‘§1t ores an

execut i ORgRGRoMMISH c3&ésp olihﬂoemgm pidcERee MBhly IR2logkhPpRsesdotVdud O

indicate [f the processor jS co ured i.n th |solated executjon node. In
one 13 3 iEEo M ANOBIEA PBEEPRE RS (10 esERATaoRe. eresiEocut i o
node Wwor ghoéeisciGaReSed mlemem byhmu Métenudbbioniprédesdor kxianaé olat@pntrol to or
fromthe isolated, e tions include

the " | scPieRion st e ey AR e RE Pl i Bhe TR D ofRot ocossor
regi ster va’&&(BBth esnzmﬂnngu \ahle tplindeths anmbert efdogl R probhssotsdgitimaisolagedocessor

| 332 t | th
vale R AE Y MG RL AP SRR oL L e
pr ocessodesremeattto zbmgﬂtaalovmabg@gss;pr kaprvrsebptahid shet lestéogl@g poaEEssor tcessor .

Initiallyd é&gﬁgé}%cg%g%gﬁé%nwdge 332 is zero. Wen a | ogical

processor en?grs t execut1on node, the | ogical processor val ue
332 increnments by one. Wen a | ogical processor exits the |solated
execut i on modEhe fraee registeret Hibeiaies gnuipkerel s sorssPendine haframee A ogi cal

Pr 0cess Oframy Rk HRle SBAuMBEr 6F re@ixtervdlussxhatthet @ td bebated &ch%t&ﬂ@ihcﬁfmdr@gsl cal
processors in the isol ated Cﬁ@cétl on..node. V)f agl %% al cessor exits
and t he Pogitout Ofg?f&ega’g{sﬁo s eECution mofle. Y355 a gtcal
pr ocess ofhosen@is thsatrel ﬁcctﬁaﬁ}hﬁ Keeys tradlogfi tb@btapod tegsoresdon. vawmehdr aw fromthe
| sol at ed cution node, of
val ues c%'?e&’gérﬂ%?{d?]ﬁa rchssé’ t aai;én E % Fy%r a%g :frrz]ﬁf. Hrt’fggqatﬂ]% 3d‘%(_)@:"rj{;ga8&'5t er
val ues tdfahe creenb! tegisier SERD, @nfmésﬂgmt%‘dl WM the bntermips Deseripgqd Taniut of or
entry inko,.ah i5Phbad, AYPR HhliO b @RBal Dastlip@l Tk iRt (GRTR)AbLes are
value, the GDTR limnit value, the task register (TR) value, the extended instruction pointer
(EIP), the code segment (CS) value, the CS descriptor, the extended flags (EFLAGS), the
extended stack pointer (ESP), the stack segment (SS) value, and the SS deseriptor. A
frame corresponding to an exit out of or entry into an isolated execution mode is referred to

an exit frame or an entry frame, respectively.

The exit frame register 360 stores an exit address 362. The exit address 362 is the
physical address of the exit frame. The entry frame register 370 stores an entry address
372. The entry address 372 is the physical address of the entry frame. The load register
380 stores a processor nub loader address 382. The processor nub loader address 382 is
the physical address of the processor nub loader 52.

Figure 4 is a diagram illustrating the extemal storage 234 shown in Figure 2
according to one embodiment of the invention. The external storage 234 includes the
MCH storage 410 and ICH storage 430.

14



those val ues that are necessary to keep track of the state of the P 2004
processor. In one enbodi nent, the processor is a Pentiumtype. The :irﬂaﬁg

I nf or Mg P756c! udes the values of the control registepc3seigdiz control
register 4 (CR4), the Interrupt Descriptor Task Register (IDIR) base, |DIR
limt, the Gobal Descriptor Task Register (GDTR) base value, the GDIR

Li | T ; ;
(B, the cOMERIEIOHSERAIC b B B TS RIRTA ARTICHERL B PP 0L
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382 is sl ca ress of the processor nub | oader 52. quure 4 is a
di agr an™2, ITWWLH"L"«%QTHETM@WI’ﬁﬁjl ‘é"‘tlEﬁ anskthe MCH basenvalye 4%t wsed 1o accor di ng
to one gQubdidRPlaRf ardd ®). i Nvention. The external storage 234 includes the
MCH storage 410 and I CH storage 450. 14 3 0 SEP 2004 WO 01/ 75565

PCT/ US01/ 09371 The MCH st or.age 4 in t art t he
| sol ated Ar edheHAESHIrag Oléhrbmjlfosﬁi %C’gﬂ‘rl@ m"’ﬁe%ﬁgﬁﬁ 4%0 i ncl udes
%&4 I\/EH i&%d@@hr% mazeﬁsar r@@ggo%&@gﬁstem aﬁﬁﬂﬂrﬁsﬁ&ﬁéﬁstéwmhﬁz azagm-ti ang an

as i.ster 0 a sSor er stored an
VEH 1 o0 Beskirohiseeaacl e L0t ord0 St S B0 3R es s LRl Bl s 55
I ndi cat eslué h62. MinLETH woxdaognocadsop\rabwwmdjcadaamemlumbeooﬂlngmled to use the

| sol ated _area 7 |nth ' L.aur TheI\/CH
mask rgﬁﬂcgst er m"‘ge ‘rgl(eﬂgﬁnrg aﬁ% e?§0§’hﬁ¥:@y%§{c%fr§l te 432 and
MCH bas ghowad mewaMZC r‘ﬁsqdé?&{maétgpgxsﬁré?mhawem@r ¢80 sterecasd GthmasiCH base

val ue 4 t t 3¢ e 450 is
in the ?%ﬁgﬁﬁogﬁ%ﬁ ascqﬁillc .2' %E%éclﬁ%a@stqgtf aﬂe 42& v#%??&%'gi%egfcﬁgm | ogi cal

pr ocess baservalyie 58 rﬂff-’4'&§ l‘aﬁﬁﬁm%@k@d@ﬁ%’ﬁér H lggigabprosasser vali§e regi st er

480. Thge} (drlrk ROME Rleidal {%@é%&ﬂ@ﬂlrég%r 4r@@uc§ﬁ§ﬂ1@§cﬂ%e;5§b‘ie|dﬁfﬂr&ﬁ| processor
val ue 462 The 1 CH [Fogi cal pg{rocessor val ue 46@ di cat'es_t he nunber of
A_t

| ogi cal Phyics: BESETSSrs: logiel RFOFSEeT B liFT 2 PRVE €5 TaiesPHY 24190 in the

. System IgHed YrotdloRsn i Phsichliprédegivrenat the coreepdndiig S isegeatyer 470 and

base re%gpt ec{ 480 store an | CH nask

Figure 5 is a flowchart illustrating a process 500 to execute the 1so_init instruction
according to one embodiment of the invention.

Upon START, the process 500 prepares for the initialization (Block 510). This
preparation may includes verification of the protected non-paging mode, verification of the
validity of the isolated area mask and base values. Then, the process 500 determines if the
isolated area has been created (Block 520). If ves, the process 500 goes to Block 540. '
Otherwise, the process 500 creates an isolated area {Block 530). The process of creating
will be described in Figure 6A.

The process 500 then sets the range in the MCXH registers and the processor
registers (Block 540). This includes updating the processor mask and base registers and
the MCH mask and base registers. Next, the process 500 copies the processor nub loader
from the ICH into the isolated area using the processor nub loader address in the loader
register {Block 550).
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val ue 472 and | CH base val ue 482, respectively. The |ICH mask val uehﬁﬁzgﬁmdzuu#
the ICH base value 482 are used to define the isolated area 70. T I

| ogi cal wiy pgsssor value 462 refers to all |ogical proceﬁéflp,rU%Ob@)nge
register, i1ncluding those in separate different physical processors. The

MCH | ogi cal processor val ue 422, however, refers only to the | ogical
processors i the src t the .co ndi Is directly
coupl ed to. chs ?WM ﬁﬁf’ls? ‘iif"%?f‘rf?fgfj" E‘ngl%ﬁléwgg&)o execut e
the iso Tlmdntth¢ pﬂicesscftGOcﬂbtalaseb:rtdumg mapbymaendnﬁdssneﬁme@fochmf hayent i on.

Upon ST t p r I fl tializat Bl ock 510).

Thi s arkaﬁ%gnmn%{;%cnégge esstaggrraﬁ Frég %ﬂ%* H’l%ceﬁF%rt b?‘é@g - pagi ng
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val ues. Then, the process 500 determnes if the isolated area has been

created (Bl oc I I ), herwr se,
the. process. S0BLE e AL IdEohar IRRERE Do RT3 chhu e ol i

creati ngmthﬁIISqLIbléllt;FéTsl@TrinbmotdmgirOgDnﬁérﬂmdllﬁﬁh@frih@mssnﬁoo t hen sets the
range in the MCH registers and the processor registers (Block 540). This

i ncl udes updaty WSTHRTD §§é§§ 5?@%&(:1%{15’55[]9&% s{z%%'f%ﬁ@% Db nu[)h&a mask
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in the | @%FH’ nof, @HrSthe isol £k P8l a DD larddendubh %ﬂ?or%%’é‘c%@e BddedR0Prub

PCT/ USO Then t rocess 5 O initjafli oI ated area for t he
pl at f or p@gﬁs ﬁr"’ﬁﬁé‘ ‘Hﬁé‘éé’g ‘ﬁB‘P‘b&W ]‘%CWWISC

physi cal pradadg smcorﬁrgurdmh@pmassm theildolate Bl oedatib Hode e xtting be pr oc ess 500
transfers cont he ocessar ub y executing the processor
nub | oaddP* @88%%‘%%8&““5@%? HeREo 6‘?8’8@5@9‘?%? Pg then termnated. Figure 6A
is a flowhart illustrating the process 530 to execute the creating
function in Thes, the@rogess S3hhdetemmmuinésahtha pomeskonss tho fion preepssodionesate the t he

| nvent | abs1abhala TRk sofsﬁrelfrr.wtiﬁégmééf;sﬁ?&ﬁrm if e JriGsSlrtin Rhs 441

processor el 50! at ed
area as inuRlizeddBisckd30) nHghe P@FE@OKEWRHOM? lmmlﬂﬁdt e ptocesstoBe i sol at ed

area is %&géra{cé"ﬂﬁ]&@%H%lttdbnafu%ﬁ‘%BTcJ&E 685 Iif e R Ahb Hz!tkboecrll ?‘%@H%et he

process 0.generates a_fail g@ ult” condition (Bl ock rwse,
hee

the prdRtRUZesalhepERfesdbsa RHQLFESqr SCHHRgS ing dargé&e@ﬂ%md. b3se mode by
setti ng \taJIL&S (Blppk 6{0). aliknkhd ﬁ@)ccssmscmeumew r@cﬂ:sﬁﬁld;e t64@¢ By rilseGting20) .

I? ggt e tt ﬁ %Bacles%?un%? Pntg %Ireepgrg}cggosr s!eIUngsh 8318<:r O&&%S%c proccss 53f0|13r L pr ocessor 1o

terminated or returned to the main process.

1f the processor is the first processor to create the isolated area, the process 530
determines if the mode is waiting for initialization (Block 650). This can be achieved by
reading a status value from the ICH. If the status indicates that the mode is not waiting for
initialization, the process 530 generates a failure or fault condition (Block 655).

Otherwise, the process 530 determines if there is already an isolated area (Block. 660). If
there is already an isolated area, the process 530 goes to block 670. If there is not an
isolated area, the process 530 saves the setungs (e.g., base and mask values) in the ICH
(Block 665). Then the process 530 obtains the settings (e.g., base and mask values) from
the ICH (Block 67)). The process 530 is then terminated or returned to the main process.

Figure 6B is a flowchart illustrating the process 580 to execute the processor nub
loader function in the iso_init instruction according to one ermbodiment of the invention.
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I sol ated area (Block 625) _ If not, the process 530 determnes if th&o 2004
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one ambodi merrS Tfhﬁ% ths @rRecsn OCmscares %Erf%ﬁﬂ W@/ 185 IPRRHOUSOL) 09371
Upon STAR, in¢loee ﬂﬁmﬁfgsm58ﬁt &@meeﬁd ﬁ%%@ﬁ%ﬁﬁ@'ﬂﬂmrﬂnﬂtm&lhﬁﬂpﬁ&bﬁ ed area
usi ng tﬁ pr.o 9 g Si add SS. | rocessor b I oader (Bl ock
675y THOR S e i ped SaeBEYR R b7 E8N BN Mo el SRR RL e oS or nub
usi ng a(Bilgdnk|7@0)<etyextnthttpeocepsr‘ﬁlihssmwcsrﬂhbptc&as@r§ g@l?l(pchfx‘:SﬁEr %%\k;];ehm?gf hgt .
rocess r ifie oc : it is
ﬁot ver |u? %ﬁg{ﬁeﬁ%%&%%%ﬂ%gera egBiO%¥ @Lre or fault condition

(Bl ock 690). O herw se, theéﬁrocess 580 executes the processor nub (Bl ock
695). The pr ddeasthsgeodess 10alstarmines ifthisds the lastlagiaabprocessotie withidrwr ocess.

Fi gure %dnsih@ i{difes Badduribh kbRt (BIoCRI46). AF AGCES pfAlsd @O(%c%@kﬁ!ﬂo&l@%d so_cl ose

instructlion according to one enbaodi nent of fhe |nvent|on Upon START, the
process Wﬁeﬁ&r@%‘mﬂ‘é?m&ﬁ“ég‘é “FBF‘EJEqu FABNE ValHes (SrearRtsatihRaskijueshel ude
obt ai ni laﬂtrtc od@%édr (Bncajmsamdrmvﬂﬂq:rm@s P00 dererinihddERbid mﬁc lddten, the

process sets. he cut i an nod the i sol at ed
P ecur: BFAOE e S S g e R A 8p HBE BlosRI8bl & e ek

pr ocess@i0 godsagiBiatk mmc@msmwdayha:ﬂareeass 00 rdstus tipassibed sétdngsia tenMGH f r ane
of the BRY ﬁ?ﬁ%ﬁfocﬁghef kl'lzc%(,)zhc process 700 clears the isolated execution mode by

writing to the execution mode word (Block 780). The process 700 is then terminated.

Figure 8A is a flowchart illustrating a process 800 io execute the iso_enter
instruction according to one embodiment of the invention.

Upon START, the process 800 prepares for entry (Block 810). The preparation
may include verfication of the frame address and saving the current contro} registerl and the
IDTR limit. Then, the process 800 sets the isolated execution mode by configuring the
execution mode word (Block 320). Next, the process 800 stores contents of the frame
register set into an exit frame (Block 830). The exit frame is pointed to by the exit address
in the exit frame register. Then, the process 800 loads an entry frame into the frame
register set (Block 840). The entry frame is pointed to by the entry address in the entry

frame register. Then, the process 800 is terminated.



Then, the process 700 determnes if this is the |ast |ogical proces OEﬁO
- wWthdraw fromthe isolated execution node (Block 740). If not, tlﬂeﬁpf{l ce‘%ﬂgIl
700 goesWldghBek 760. (Otherwi se, the process 700 resetspthasi gREAL ed
setting values (e.g., base and mask val ues) of the processor (Block 750).
Then, the process 700 determnes if this is the | ast processor to w thdraw
fromthe isol g tel ; ) the. process 700 goes
to Bl ock ,780. ?&aﬁgﬁﬁfég,ﬂ%g%?gﬁgﬁﬁ%%rg?%eStSdgEc{‘%}geétcfnseo e\ et t | ngs in

the MCH BffFclenreoprdeg loyg)embpdpent phifle ppysaties 700 cl ears the isol ated
execution node by witing to the execution node word (Bl ock 780). The
process 700 i SJ3daeSTARTIHRMr&Rss £3 IS It trating a
process 800 .tol%;xec e ttFeq%rso %t%@%gdﬁa@@he%g@r &;Hr?dJ[%%r%’t?g

embodi meARYGRCH %V?‘#{Wé’ﬁt oiameaediess pageleating ths Iod Bdlimi coerpnemoms for entry
(Bl ock 8URpatchinethprcopattaiah@Br if RYe isihatithe AL befdilei 080 s D Eaf -2 addr ess
and savi t currerhtsgjgg{_{srol regi ster and the |DfR?I rﬁt. en, the

process 1.8 BrOCRy &g easit 1818 the Hamp jeiser sey(Blpelg8 e Thexaitut i on
mode wor drafridl io plin&20p byNexéxit ddieespi@essit BAheTEALES TRIM ﬁﬂn;p?o&gs B41p;sf r ame
regi ster set aigito an exit frame (Block 830). The exit fra IS polnted to
by the eXitifdress in the exit frane regi ster. Then, the process 800

| oads an entry frane into the frane register set (Block 840). The entry
frame is poi nteglirt 8Aby atfloechat illusaatthyegsodass POEIoaIEEYe tHelidd R0

iS4 -
Then, th %ﬁﬁa% j LN 7.3 0 SEP 2004 WO 01/ 75%
PCT/ USOl?nosgg I a‘g[(r&gn%% Qﬁlgegb?@%r\;ﬁﬁh%{ﬁpe PRI at | ng a process 850 to
execute the iso exit instruction according to one enbodi ment of the
i nvention. Up&lPosBARRT (the piocess&99 pegares fepmadisg thercoafiptralibh sioteg860) . The
pr epar at iBRck il bW i | earing the | DIR
limt to(%ngu?gmpr opeﬂril%ézil\{g{r)lé{l hllatg @?%&f@@%ﬁg@@{éﬁ%&&h %'H) rsécgﬁse'a
machi ne dREGKGRPEFSS IPREFWMS thy qomients of tie confignrativh slopgscesss®bdingaads an

exit frat pafivtéRohE(BIOEICNMH! Thes e $BLESH0BTArmifigqexit frame is
pointed to by the exit address in the exit frame register. Then, the

process 850 ig. teélgi.na ed. Fi.ﬂure 9A is a f%gwchart illustrating a process
900 to execut B8 HE T b2 HRRFRG HERENG A BFRGGSS 910 SEEHH IR dSOBordige Walbodi ment
of the i msawmttioonccdidog tSOAGREMbodimepr ofdiesiavanpr epares for reading the
configuration storage (Block 910)_The preparation may include verifying

address of thg,goRi d . en,.the oce 900 returns the
contents of thé cofr?f i gd?}ét%ﬁ&gg@%@gggugﬁ?t&gb Pﬁftéf ?%’%SgPFPé’c’Bé’roé?@t er
st orage (BiPeeR0)ZB)e prepwation may nchsleysribog idirase pfitheabafiguration storage.
Then, the process 950 writes the contents of the configuration storage corresponding to the
parameter storage (Block 970). Then, the process 950 is terminated.

While this invention has been described with reference to illustrative embodiments,
this description is not intended to be construed in a limiting sense. Various modifications
of the illustrative embodiments, as well as other embodiments of the invention, which are
apparent to persons skilled in the art to which the invention pertains are deemed to lie
within the spirit and scope of the invention.



Figure 9B is a flowhart illustrating a process 950 to execute the
iso config wite instruction according to one enbodi nent of the invention.
Upon START, the process 950 prepares for witing to the configuration
storage (Block 960). The preparation nmay include verifying address of the
confi gurat\i,,%glissca%g £. Then, the process 950 wites the contents of the
configuration storage corresponding to the paraneter storage (Bl ock 970).
Then, the process 950 is term nated. Wiile this invention has been
described with reference to.illustrative enbodinents, this description is
not intended t & WERPEEHIEITRIE™En a 1inmiting sense. Various modifications of
the illustrati e eesthieh uniing sxecats anvisblated Snsotihiion iearfxocksse pperatdfg ib he
i nvention, ich are apparent .to iE>erson?s1 ski Illed i.n th ardt to \{vgich t he
| nvent | on PP RPErs S BEREEPPETRY I QP Oh ROPRKSERIIOD ol EPeadisietesh 1 e
i nvent i onexastih@bdd, endcl ai med is: |. An apparatus conprising: an execution
unit to execute an isolated instruction in a ﬁrocessor o%gratégn@ in a

&

platform the pFri3RECELFOBES FRPEUINRS TdFEEe PHAGHE" 1SAURPOH SETRaHOL ti on node

and an i s@opk@dnstR¥ESI AR thd | 6Rss0R R oRfifAidaN B Gdoladdka@tion MOEa Whkray at

| east one paraneter tq s_upportf1a execution of the isolated ] r%tﬁr uction when
the procediegrolated weifctigisepe Phandiptatedipitializedisg BIUPTBRIMo AISORABFIGHN ¢ he

i sol at ed i(#38 lfd4tihfuchion, MBoladed Bter (50! -840 idstrhdtion] dnZ @1t dSeiti(13b tekit)
instruction,” an isolated close. (iso_cl osF) i nst I‘ict_l on, .an jsol ated enter
(i so_- ent ésjrusting; g jeqlptethconfigurption rapclipoesontie rrady aag ap yolated sonfigprafigh  an

i sol ated @R | ESHAORritepRGnlckis®_config__read), and an isol ated
configuration wite (iso_config wite) instruction. 2. The apparatus of

claiml1l wherein the at | east one paraneter is one of an isolated feature

word, an executih@RpsHRASs MRl 1 AvhkRMH @kt RS PHRInetéPl Bhe ofa idohdddat ed
setting including a mask val ue and a base value, a frane, an exit physical

addr ess, Asptusniverd, phexsrusion mode erds a logigalpracepyopralus ap isplatsd sgtrearclptivgi cal

addr ess.  3.malRealaPRA SV alle, £Er@hdNag eMNSH/SLA abidiessPAI AP PBYsical QAUREE 1S one
of an internal storage and an external Storage. 4. The apparatus of claim

3 wher ei n abhePiogeseeriab loadesphydcal #idrestles a feature register to store the

i solated feature word, a control register to store the execution node word,
a logical processor register to store a |ogical processor value, a mask
regi ster Bo st dre appaeatuseefilaim R pberein the)pasamete §losaes is ng of pibinsmahEoBEs e val ue,
a frane regi 3f Sherdfiltobfgestore the frame, an exit frame register to store
the exit address, an entry frane register to store the entry address, and a
| oader register to store the processor nub | oader address.

4. The apparatus of claim 3 wherein the internal storage includes a feature register to
store the isolated feature word, a control register to store the execution mode word, a logical
processor register to store a logical processor value, a mask register to store the mask value, a
base register to store the base value, a frame register set to store the frame, an exit frame
register to store the exit address, an entry frame register to store the entry address, and a

loader register to store the processor nub loader address.

5. The apparatus of claim 4 wherein the external storage includes a memory controller

hub (MCH) storage in an MCH and an input/output controller hub (ICH) storage in an ICH.

6. The apparatus of claim 5 wherein the execution mode word configures the processor

in the isolated execution mode.

7. The apparatus of claim 6 wherein the iso_init instruction, when executed, causes the

processor to:
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5. The apparatus of claim4 wherein the external storage includes a nenory
controller hub (MCH) storage in an MCH and an input/output controller hub
(ICH) storage in an ICH 6. The apparatus of claim5 wherein the execution
node word configures the processor 1in the isolated execution node. 7. The

cpparat e of ol SLALD 1530k Ol RR SR SIREV: o,

causes the pr&'ﬁ credate”an 1 so if the

i sol at ed agobmedas brdilg dofied by tiedtasdvaliehed the soklatabet; ar ea bei ng defi ned by the
base val ue and t he masz val ﬁé set. %r}%@ge of the isolated area in the MCH
storage; copy AWYBRESLLHE slAcd BRIR MM IS SPRE%i sol at ed area using the
processor nub lcepdeprocaastl hets Baden irtdithe isoRtkdarda @gin the brocassor rbesadere t he
processor H&ub I_oadir. 8. .The Iiaht?parat us of claim?7 wherein the iso_init

i nst ruct i GAdresiHRthedoaderseader: itk t her causes the processor to: initialize
the isol ated aregaufeqhe processdr abf BEd®. and obtain a | ocation of a processor
nub. 9. The apparatus of claim8 wherein the iso_init instruction causing
the processor to execute the processor nub | oader causes the processor to:

copy the Rrocesg@hpfipiud dFtRic M&hbSRI R 86 if BrucBO] whek bleyutad, firgheat ur e of
the processor nub using a public key contained in the processor nub

| oader; arf@usexde proeessefdopr ocessor nub if the signature is verified. 10. The

apparatus of cligim£ whedifdartd¥8r ine Plafibi@S @nd NSt ructi on, when execut ed,
causes the processor to: reset the isolated setting in the processor if a

correspondi ng lob@incalocaiiopebapreressos nplast to  withdraw, and reset the
isolated setting in the MCH and the ICH if the processor is last to
w thdraw. H The apparatus of claim®6 wherein the iso_enter instruction,
when exec ed, Thaapresatesnf clajm 8 pagrsisrthe iso_int HptaicHeihtassiiS the Pracessotip ane

register gelepldin ?@B;ééc;r nhl REFRr cduld& tﬁé;[%'gcelgi’o?-f@ being pointed to by the exit

address in the ex rame register; oad an entry frane into the frane

register set, tchpy baprogessoramp iteihpdsolsisidateecendo by the entry address in the
entry frame r eg)eﬁfyearsigcn%t%re do-lt_"rﬁge Aﬁéhg%roﬁ%%SBE a%hfﬂ!c@e? HRGh&T iR telPRodesiBr eXi t

i nstructi on, when “exetut ed,
nub loader; and

execute the processor nub if the signature is verified.

10. The apparatus of claim 6 wherein the iso_close instruction, when executed, causes the
processor to:

reset the isolated setting in the processor if a corresponding logical processor is last to
withdraw; and

reset the isolated setting in the MCH and the ICH if the processor is last to withdraw.

11. The apparatus of claim 6 wherein the iso_enter instruction, when executed, causes the
processor to:

store contents of the frame register set in an exit frame, the exit frame being pointed
to by the exit address in the exit frame register; and

Joad an entry frame into the frame register set, the entry frame being pointed to by the

entry address in the entry frame register.

12. The apparatus of claim 6 wherein the iso_exit instruction, when executed, causes the
processor to:
load an exit frame into the frame register set, the exit frame being pointed to by the

exit address in the exit frame register.
20



processor to: load an exit franme into the frame register set, the exit
frame being pointed to by the exit address in the exit frane register. 20
13. The apparatus of claim6 wherein the iso_config read instruction, when
executed, causes the processor to: return contents of a configuration
storage ngr es%@%gﬁl%nﬁsooftc BAWBIIRLRL 155 LORAD Fead hidtructidh, ARRALALIG, Of claim
6 wherein the i'so_tonfig wite Instruction, en executed, causes the
processor cawges the ptogessartbent s of a configuration storage corresponding to
Fhe par amet er Srctatgnrna gt‘entlgf a &nﬁgtrgt(i)oql SR LD dirf: )&S%tﬁaﬂ%e?epstbﬁgé.at ed
instruction by an eXecution un o Il R 5berat|ng Ina “platform

t he processor being configured in one of a normal execution node and an

i sol at ed xecution de;. and_ s orting execution of .the isg]ate

matruoti diF by e ARrEEREn e R0 6 ARt PR i Prfeuo St BB e when
t he processaes the peeasorgor ed in the isol ated execution node; wherein
executing the isplated instructi on conprises executing one of an isolated
initialize (isd” itﬁF?r?e“itsrfglarcﬁ'?ﬁg“Efﬁ'?“ ST oo oing fhe ?1’%'8‘3_‘%’| SHLE®
instruction, an isolated enter (iso_enter) instruction, an isolated exit
(i1so_exit) instrucﬁi n, an, isolated configuration read (iso_config read),
and an i sdPat ed* B P$&ﬁW§PFﬁh wite (iso config wite) instruction. 16. The

met hod of cl ai ixddinhar Bbiked htration ?&ﬁiex@ﬂ@ioﬁ)aﬁiﬁm&tpﬁécebsiir epeatiaf it i sol at ed
feature word, an execution node word, a |l ogical propessar val ye

i sol at ed $EIEIMGHS PEFestAr Rejne sonbigund {pang of aRgrmal grgeutiop mofeandansidlaid  an exit
physi cal adgdressmo@asntry physical address, and a processor nub | oader
physi cal address. 17. The nethod. of claim 16 wherein the paraneter storage

i s one of an i fURAOHHIE etigyel thejselates, instpyctipm By 2 Baraipelgfestorags coORRRingat nod of

clai m 17 Whel Sl PatahiSre} WhaT thaprosdsQr #aRnfifieédid @ io1ftepdxebdiohagidgt er to store
the isolated feature word, a control register,  to stqore the executi on node

word, a | ogi calVheprimexseuig thedgplapdinstiustion comprises|exerubing onsobaniseldiedy o) e, a

mask regi $4ighizk Qiss iRt SndrheidiBskisoALdQoseiso RASE) IhQMICEILEn fs61akl Ofter t he base
value, a frame redgister set to store the frane, an exit f{ane, regi ster to

store t he (BRienteadaswetion, amisglaied gxit (ispnexit) Bgiregtigp. 3 dsoli k@Y BEtORI$a} addr ess,

and a | oade rc_oﬁﬁ%éi% land $h S48 cInfiguRt AGEHE Gko_RUKEJ GRdSInsabdibess. 19. The
met hod of claim erein the external storage includes a nmenory

controller hub (MCH) storage in an MCH and an input/output controller hub
(1 CH) stongge ithedMbido@'df claitl1s wherein the at least one parameter is one of an isolated

feature word, an execution mode word, a logical processor value, an isolated setting including
a mask value and a base value, a frame, an exit physical address, an entry physical address,

and a processor nub loader physical address.

17. The method of claim 16 wherein the parameter storage is one of an internal storage

and an external storage.

18. The method of claim 17 wherein the internal storage includes a feature register to
store the isolated feature word, a control register to store the execution mode word, a logical
processor register to store a logical processor value, a mask register to store the mask value, a
base register to store the base value, a frame register set to store the frame, an exit frame
register to store the exit address, an entry frame register to store the entry address, and a

loader register to store the processor nub loader address.

19. The method of claim 18 wherein the external storage includes a memory controller
hub (MCH) storage in an MCH and an input/output controller hub (ICH) storage in an ICH.
21



20. The nethod of claim 19 wherein the execution node word configures the
processor in the isolated execution node. 21. The nethod of claim20
wherein executing the iso_init instruction conprises: creating an isolated
area in a nenory if the isolated area has not been created, the isolated

area be! ngp.defl ggne%dto?? 1%Wﬁlyﬁle%9&uﬁ&emm§%ry %n‘f‘i@ﬁres ﬁ)gb}o'c% ra frange
of the isdélated area I n the storage; copying a processor nu oader

i nt o the iisthke &otkdaxeatiosinnde.t he processor nub | oader address in the

| oader register; and executing the processor nub |oader. 22. The method of
claim 21 wherein executing the iso_init instruction further conprises:
initializizhg t htheinsetodtof daiar Hawlietdin &xveutpigalicf ior it iastokctdbt @mprisey: a | ocat i on

of a processor nuh. 23. The nethod of clai.m 22 wherein execut] t he

b ocensor nub. ISRHER SLSHIRFT wELD sy gy Rt S ot SR SHS B e

i sol at ed agomied dr@r tieingidafinad byitigtatdvatieahd thaenapk et@ssor nub using a public
key contained in the proflc ssolr QUb IOE%d%' and executing the processor nub
i f the signat uSEtiP&a {ADEE Pl 1agyis1age arpp o t 5FIYE | ai m 20 wherei n executi ng
the iso_cl ose icBgyifigs procddso? Aok ito the dRitddiang uking the pacadsechubadademng in t he
processor if a correspondi ng |ogical processor is last to withdraw, and
reset t i ng 284S Bredpader re@ter A% in the MCH and the ICH if the processor is

|l ast to W t hdreasutig®the PRRess® B (haddr. Cl @i m 20 wherei n executing the
i so_enter instruction conprises: storing contents of the franme register
set in an exit frame, the exit frane being pointed to by the exit address

in the exib frame MedpdoF Slhim PNhdriRehed@ingthesiBd it ihstAlBor Mitherichpliseane
regi ster set, the _entrg frame bei ngﬁpoi ted to by the entry address in the
entry frame reddbpléing heisoltsd atsa {5 B PAUIOEA 20 wherei n executing t he

i so_exit instr%{ajirgﬂg,g:}agmohagﬂ,mcdsgﬁelhmg an exit franme into the frane
register set, the exit frame being pointed to by the exit address in the
exit frame register. 22 27. The nethod of claim20 wherein executing the

i so_confi @31 ead e MdHod G biaih ZONRS Becuting@hd irbdebdr RSTbR%RE Sontfrisés:
configuration storage correspondi nﬂ. to the paraneter storage. 28. The
§

met hod of cl ai FPRUNEHE PEICESSANWE {Ite the 10RE2Ed: config write instruction
conpri ses. verifying a signature of the processor nub using a public key contained in the

processor nub loader; and

executing the processor nub if the signature is verified.

24, The method of claim 20 wherein executing the iso_close instruction comprises:
resetting the isolated setting in the processor if a corresponding logical processor 1s
last to withdraw; and
resetting the isolated setting in the MCH and the ICH if the processor is last to

withdraw,

25. The method of claim 20 wherein executing the iso_enter instruction comprises:
storing contents of the frame register set in an exit frame, the exit frame being pointed
to by the exit address in the exit frame register; and
loading an entry frame into the frame register set, the entry frame being pointed to by

the entry address in the entry frame register.

26. The method of claim 20 wherein executing the iso_exit instruction comprises:
loading an exit frame into the frame register set, the exit frame being pointed to by
the exit address in the exit frame register.
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witing contents of a configuration storage corresponding to the paraneter
storage. 29. A systemconprising: a chipset; a nenory coupled to the

chi pset having an isolated nenory area; and a processor coupled to the

chi pset and the nenory operating in a platform the processor having an

| sol ated instr gkl of FXPokh] ALRIAEUbuik IR 87 683585 RERRAoFQRfHEr od 11
one of a normal” eéxecuti on node and an 1sol ated ex€écution node, the 1solated
instruction exeacufrgoonents ofid tonfiguptidnsstangge cameseowiingttp 1t parsiteter stoRgeCUt € an

i solated instruction, and a paraneter storage containing at |east one
paranmeter to support execution of the isolated instruction when the
processor 28s camkingttod df tiaint Tewhesah ateedingtiecisd_iconfignwde; instawkorei n t he
isolated instruction is one of an isolated initialize (iso_init)

i nstructi SATPET™ i sol ated close (iso _close) instruction, an isolated enter
(i so_enter) insirtiagichments 8k dosnNgmitixd seadgk cor{dspandimgitd the paametecttorage. an

i sol ated configuration read (iso_config read), and an isol ated
configuration wite (iso_config wite) instruction. 30. The system of claim
29 wher ei ngt he Atyslegp®inpdifigg:par aneter is one of an isolated feature word,
an execution node word, a |ogical processor value, an isolated setting
including a n@RiP§ ue and a base value, a frane, an exit physical

address, an entaenRipy sbuphld tathd BBSet havirpthndsolitaR SRy ardatlant oader physi cal
address. 31. The system of .claim 30 wherein the@gar anet eg{féto age i s one of

_ r
an internal st GrPARRESSORFRYPIEH IQhE elhipset angthsy memory gperatingdn e plifenm- i€ ¢l ai m 31

wher ei Nt ReockibERRMg ah RI2A8ndrEddndREcubof GRLH e progHssdr BEing Bonfighed & t he
i solated feature word, a control register tqQ store the execution node word,

a | ogi cal onpphrasmalexpayios Mefe 4 A igfatediererupignymeds, e iolaleddBingiihe a mask
regi ster teQecsti &rduli@omPBdngval ue, a base register to store the base val ue,
a franme register set to store the frane, an exit frane register to store

the exit address, arPIEHE(oR ynitia exesyieap ssplated trustons W entry address, and a

| oader register to sfQrgnddStoRd@EsRashg MUEsI R PRamBRHIoRE portdechfion dihe
system of claim 32 wherein the external storage includes a nmenor

e
cont r ol | erthe iselated iasypyction whemtbe precesser MgqnE LR t'i"‘rfEfd"l“F‘?)Eﬁeb‘EH°“d?ﬂﬁlF¥ol | er hub

(ICH st oragkid Me Mlatddihstradion F16ne DY 84 ROLRA irfiliadizi®3 i) fsgbdliohh execution
mode word configures the processor in the isolated execution node. 35. The

syst em of ielaiednlose (apafaselingpetions# iselated pRE(IO.ENIEDNSLRAEMN. B BRIARE K causes

the procelsQkit) RistricliERlaR iBRtddLOhfAlPRioRFRA (15 conflEERRY)Y ardlantififatddsol at ed area
has not been created, the o )
configuration write (iso_config_write) instruction.

30. The system of claim 29 wherein the at least one parameter is one of an isolated
feature word, an execution mode word, a logical processor value, an isolated setting including
a mask value and a base value, a frame, an exit physical address, an entry physical address,

and a processor nub loader physical address.

31. The system of claim 30 wherein the parameter storage is one of an internal storage

and an external storage.

32. The system of claim 31 wherein the internal storage includes a feature register to
store the isolated feature word, a control register to store the execution mode word, a logical
processor register to store the logical processor value, a mask register to store the mask value,
a base register to store the base value, a frame register set to store the frame, an exit frame
register to store the exit address, an entry frame register to store the entry address, and a

loader register to store the processor nub loader address.
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i sol ated area being defined by the base value and the mask val ue; set a
range of the isolated area in the MCH storage; copy a processor nub | oader
into the isolated area using the processor nub | oader address in the

| oader register; and execute the processor nub | oader. 36. The system of

claim 35 %er eiﬁl_ets?s e ! §P -ilpli35 1@1%”&%%)%%5&1 5 ggfn%fﬁﬁgﬁrﬁgr%ﬁggﬁtgﬂér causes

t he processSor to: fnitrallze tle I'so areag tor t orm and

obt ai n a |hob QUCHERN stofagainpind4€H and aminjut/o8fput chheolley Bite(iCIdf starhge imeBB-Haher ei n
the iso_init instruction causing the processor to execute the processor
nub | oader causes the processor to: copy the processor nub into the

i sol at ed area; Trdystai of Jaim 33 ivheaintheexetutiohengde eossofigumesthagagsoairpubl i ¢
key contained .in the processor nub |oader; and execute the processor nub
i f the si (MSQUMEd PERUENMIEY. 38. The system of claim 34 wherein the
iso_close instruction, when executed, causes the processor to: reset the
isolated setting in the processor.if a correspandi | ogi cal processor is
last to wirt hdrifsysssmieh BOA pREreiLBe o i ?é‘f@i“ﬂ‘b WD YRR SRReATE P | CH i f
the procesgs®essbstol ast to withdraw. 39. The system of claim 34 wherein the

i so_enter instruction, when executed,,ggus;i t he rocessor to:; store
contents of therqateardsalated aseadp amemonhif te iselated areadipmnot bped axsaied. g 4 e pei ng

poi nted 24sdifedfed highotithiteda dRemSe VAueldne tRMidsk {A1@97e register; and |oad an
entry frame into the franme register set, the entry frane being pointed to

by the entry dthi@ese qf theisplatedareainthedMeH sorAeEs r . 40. The system of claim

34 wherein the dogPa BrobdssdrRib fodddr 8 the WdRRdRXRGHIE the prctessBSnublIadeidr OCessOr
to: load an exit frame into the frame register set, the exit frame being

poi nt ed t dggsstipghe leadprregigfe @Rk in the exit frane register. 41. The system
of claim 34 wheselyh hdfrotara@iohderr €ad i nstruction, when executed, causes
the processor to: return contents of a configuration storage correspondi ng
to the paranmeter storage. 42. The system of claim 34 wherein the

i so_configgwri t'ﬁleis?s%rﬁ HEQAiRMS WHRRM 8% 86 Uh® thstruction, when executed, further
causes the processor to:
initialize the isolated area for the platform; and

obtain a location of a processor nub.

37. The system of claim 36 wherein the iso_init instruction causing the processor to
execute the processor nub loader causes the processor to:

copy the processor nub into the isolated area; and

verify a signature of the processor nub using a public key contained in the processor
nub loader; and

execute the processor nub if the signature is verified.

38. The system of claim 34 wherein the iso_close instruction, when executed, causes the
processor to:

reset the isolated setting in the processor if a corresponding logical processor is last to
withdraw; and

reset the isolated setting in the MCH and the ICH if the processor is last to withdraw.

39. The system of claim 34 wherein the iso_enter instruction, when executed, causes the
processor to:
store contents of the frame register set in an exit frame, the exit frame being pointed

24



causes the processor to: wite contents of a configuration storage
corresponding to the paraneter storage. 43. A conputer program product
conprising: a machi ne readabl e nmedi um havi ng conputer program code enbodi ed
therein, the conmputer program product having: conputer readabl e program
e o ¢ EBEHL ERGaad BABPLEISEEUG L by an execulfon Ut in a
processor operating 1n a platform e’ processor being configured in one of
a normal executloaienrogefrandinarthe fahategiiteeses chit dnom firawd deing peinted trptthey

r eadabl e prggrﬂ%m COdv.E f(gr nfsau e@grigtfi:rng execution of the isolated instruction
by a par arfBIefSEorage tenttlisntag™at | east one paraneter when the processor
is configured in the isol ated execution node; wherein the conputer

readabl e pr.ogr code for . ecuting the isolated instructio ri ses
comput er rdada 5%?%?@%"@%3’%’8?“ t&?(%t?f‘ltﬁnﬁlm%]ﬁ@’ ke, e"aeﬁeﬁuée& galfl %‘gg?ni tialize
(i so_init)précasbftaction, an isolated close (iso_close) instruction, an
isolated enter (iso enter) . instruction, an jsolated exit (is Xi,t)

i nstruction, ar{g‘}ds”é‘l_eéll gme B’(‘)%%F Gamsfsasier Feééhe f”i“? an eol??f'\gd’f\(ﬂéegg?,gy g’ﬁd an

i sol at ed GQAhidyeEsad theBxitfrarherefisen_config_wite) instruction. 44. The
conput er program product of claim43 wherein the at | east one paraneter is
one of an isolated feature word, an execution node word, a | ogical

processor gjal uepheapstins of Mimd4 vaRkeld MEish ohfidirda@ imtroRis, widngedrd, a base
value, a frame, an exit physical address, an entry physical address, and a

processor AYfss heRERSESSYHY'si cal address. 25 45. The conputer program product

of claim44 whet@idohiefs BRL @dﬁﬁ%@ﬁti&is@&@%h@spm@s theAfarantete@ Etdfige.St O age
and an external storage. 46. The conputer program product of claim45

wherein the internal storage includes a feature register to store the

i sol ated fpat urgeWpdidn ofclSRABUHereiPUl &b Sonfi® witOmGnich6n, WHEE bitdcmBd, NMode
word, a |logical processor register to store a |ogical processor value, a

mask regi $BEses thg prosessprdot he mask val ue, a base register to store the base

val ue, a frane | &gdish&hs ctalcohBrusdiioh Stofp€ corfekfNBing &Xhe ¥arkmétedi@agecgi ster to
store the exit address, an entry franme register to store the entry

address, and a | oader register to store the processor nub | oader address.

47. The cofput ef HhARK: dBPIPSEGIct mpfrlsgm 46 wherein the external storage
includes a nenory controller hub ( storage in_an MCH an

( . MCH) ) d .an
i nput / out put  cdrmachine sradphipmediophaviag eampyier PRERR cedsembpdiedthegeipdhgrut er
program pr@gutir Abeahdkdiué havhigr €1 n the execution node word configures the
processor 1 n the isSolated execution node. 49. The conputer program product

of claim48 wherein @W“@Uﬁﬁ?@@rpf?méﬂﬂeémﬁﬁwﬁ&%‘“ isolated instruction by an

execution unit in a processor operating in a platform, the processor being configured in one of
a normal execution mode and an isolated execution mode; and

computer readable program code for supporting execution of the isolated
instruction by a parameter storage containing at least one parameter when the processor is
configured in the isolated execution mode; wherein the computer readable program code for
executing the isolated instruction comprises computer readable program code for executing
one of an isolated initialize (iso_init) instruction, an isolated close (iso_close) instruction, an
isolated enter (iso_enter) instruction, an isolated exit (iso_exit) instruction, an isolated
configuration read (iso_config_read), and an isolated configuration write (iso_config_write)

instruction.

44, The computer program product of claim 43 wherein the at least one parameter is one
of an isolated feature word, an execution mode word, a logical processor value, an isolated
setting including a mask value and a base value, a frame, an exit physical address, an entry

physical address, and a processor nub loader physical address.
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code for executing the iso_init instruction conprises: conputer readable
program code for creating an isolated area in a nenory if the isolated
area has not been created, the isolated area being defined by the base

val ue and the mask val ue; conputer readable programcode for setting a
range of the isql I St or '- rogram
code for é‘g'pyi ﬁg‘egg‘gg‘é‘? g%%rpﬁ{?g@ﬁtgagc]‘g& @n‘?%%’%@gpggﬁ%gttg%% rgg&uds?i ng the
processor anuberhdatberge aodiaresdernal stofage.| oader regi ster; and conputer readable
program code for executing the processor nub | oader. 50. The conputer
program product of claim49 wherein the conputer readable program code for
execut i ng 46he iThe comnpiter prsgrarn piodaa of daitrhErwiecpthe seenalcomgaireiudesadabl e

program cqde for.initializing.t i sol ated area for. the pl . and

conput er &%aé'ﬁgbeigémé?Ooﬁj?rgmed%ogaéec?%?‘mlgﬁ"f%\i icﬂ%roarngsgeé RO (H)}E %Eézcggn(g)ﬂcessor nub.

51. The conqidtaFd, anaidadphopdsan vepistedfio ebraianogh@l prhaseir naltid) @ naskyegiser tor eadabl e
omput er

program code for executjng the processor nup | oader conprjses:

readabl e plSYPamAsoRYS 6*’3586‘?@??658) sct‘ﬁéa}‘ig%s{?e‘@ &r? ol risﬁftg;p steLtg Sﬁjéeo 4ted area;
26 conput gramecatad fRnRregiand aodehd ait adéedsf an aagy frame gppaten tost@t thelkatry
processor nub u%glgag a %uble IS keé. cont ai ne iﬁ tﬁ?ﬁ rocessor nub | oader;
and conput8fresse pastepiegiSteRin SEETBe PEFesSR LB {92y 2¥E8Spr ocessor nub i f the
signature is verified. 52. The conputer program product of claim 48

wherein the conputer readable program. code for executing the.iso close
i nstructi éd- co%“icg'ég‘.““dﬁﬂﬁiﬂf’ E’EOdPgﬁg"alb‘F’b“ﬁp‘?'}t?&r‘%meSﬁﬂ@aff%‘gagﬁég"é'f‘ﬁef fig the

i sol ated sfdxidrPEordnérheb PVCER s5AEe infan MCIB @id SSipRUVERE dopgélRAhutIOEESSOr i'S
| ast to withdraw, and conputer readable programcode for resetting the

i sol ated $E¥EeAy2GHhe MCH and the ICHif the processor is last to
wi t hdraw. 53. The conputer program product of claim48 wherein the conputer
readabl e program code for executi ng 1t.he i SO _enter instruction,conprises:

t

conput er rdadablihe comBYerRPE IR Erodnst ok elaim HgVhege Bis cXecBion HYertUide regi st er

set in an cofpdukesithéprBoesiod f B isblafell @XRuikRimllepoi Nted to by the exit address
in the exit frame register; and conputer readabl e program code for | oading

an entry frane into the frane register set, the entry frame being pointed

to by the gnt rWr@Q@ﬁF&& ﬂrﬂ%ﬁﬁﬁr&ﬂétﬂiclﬁiﬁxﬁiﬁvl‘&@ﬁﬂk@ﬁmprﬁ&-reziﬂhﬁle pRGRALT er
program product of claim4 erei.n the conputer readabl e program code for

execut i ng cefrfor sxpcrtingths i ARILIRSTSHOL LRI Ses

computer readable program code for creating an isolated area in 2 memory if the
isolated area has not been created, the isolated area being defined by the base value and the
mask value;

computer readable program code for setting a range of the isolated area in the MCH
storage;

computer readable program code for copying a processor nub loader into the isolated
area using the processor nub loader address in the loader register; and

computer readable program code for executing the processor nub loader.

50. The computer program product of claim 49 wherein the computer readable program
code for executing the iso_init instruction further comprises:
computer readable program code for initializing the isolated area for the platform; and

computer readable program code for obtaining a location of a processor nub.

51. The computer program product of claim 50 wherein the computer readable program
code for executing the processor nub loader comprises:
computer readable program code for copying the processor nub into the isolated area;
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conput er readabl e program code for |oading an exit frame into the frane
register set, the exit frame being pointed to by the exit address in the
exit frame register. 55. The computer program product of claim 48 wherein
t he conputer readable program code for executing the iso_config read

i nstruction co r| ses ‘f r?ycigtﬁr L&RJakL8 fﬁﬁlg‘%%%%&q’q@“f Q&egsgymbrusmg

contents of a ¢ ﬁrurl% orage cor e paranete
storage. SGubllhieyconpintdin tmp}gwam pwtolduiet aodl claim 48 wherein the conputer

readabl e program t
conpri ses: cggﬁ?wgtg?%ﬁ%gklpggggﬁﬁédn rexe e uI"‘%lkrhg\%r | st?eﬁwu{ééﬁ}t]éeﬁ a{ul'j‘fg{sl o

confi gur atJefifiedst Or age correspondi ng to the paraneter storage. 27

52. The computer program product of claim 48 wherein the computer readable program
code for executing the iso_close instruction comprises:

computer readable program code for resetting the isolated setting in the processor ifa
corresponding logical processor is last to withdraw; and

computer readable program code for resetting the isolated setting in the MCH and the

ICH if the processor is last to withdraw.

53. The computer program product of claim 48 wherein the computer readable program
code for executing the iso_enter instruction comprises:
computer readable program code for storing contents of the frame register set in an
exit frame, the exit frame being pointed to by the exit address in the exit frame register; and
computer readable program code for loading an entry frame into the frame register

set, the entry frame being pointed to by the entry address in the entry frame register.

54. The computer program product of claim 48 wherein the computer readable program
code for executing the iso_exit instruction comprises:
computer readable program code for loading an exit frame into the frame register set,

the exit frame being pointed to by the exit address in the exit frame register.

55. The computer program product of claim 48 wherein the computer readable program
code for executing the iso_config_read instruction comprises:
computer readable program code for returning contents of a configuration storage

corresponding to the parameter storage.

56. The computer program product of claim 48 wherein the computer readable program
code for executing the iso_config_write instruction comprises:
computer readable program code for writing contents of a configuration storage

corresponding to the parameter storage.
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