Consol i dated Specification Surveillance Systemvia the Internet Field of
I nvention— 5 The present invention relates to a surveillance systemvia

the ; me re particularly one that allows the wuser flexibility
to nnni@“&@%ﬂﬂME“@ﬂgrnined area through a conputer linked at any point to
t he Int . ckground O The Invention. Presently, in order for a
user to noni'¥8F" to on goings in for exanple the a house, office or so on

g a conputer 15 linked to with the internekohsbernneted thekiiXedaliimkage a
-re aS follower Internet protocol (IP) address nethod is used. According
to this systema usergyiyéiPeaablest ot RMPLUAI cAEeIn20-ReEWeen two conputers
via the ;mac. Internet. However, the user has to use a dedi cated conputer
installed with a special programin order to do so. Therefore the user
does not have the freedomto use any 25 conputer in any part of the world
which is linked to the world wde whb Internet to nonitor the situation of
a predetrrglidiesk armeentisd her nore, nonthly ~e fee is also charged to the
subscrjbers in addition to the nmonthly rental for the fix |IP address from
the lotal ISP (Internet 30 Service Provider). Mreover the above nethods

or any OthRI GPOWME CaLLRRALVIR relates to a surveillance system via
the imtermet Internet more particularly one that allows the

user flexibility to monitor a predetermined area through a

computer linked at any point to the Internet.

10

Background Of The Invention.

Presently, in order for a user to monitor to on goings in
for example—£he a house, office or so on, uwsimg a computer

15 linked to with the—dwntermet Internet with fixed Iimkage—are

as—fedidews+—Fix Internet protocol (IP) address method is

used.

According to this system a user will be able to communicate
20 between two computers via the imntexrnet. Internet. However,
the user has to use a dedicated computer installed with a

special program in order to do so.

Therefore the user does not have the freedom to use any

25 computer in any part of the world which is linked to the
worid—wide—web Internet to monitor the situation of a
predetermined area. Further more, monthly ekarges fee is
also charged to the subscribers in addition to the monthly
rental for the fix IP address from the local ISP (Internet

30 Service Provider).

Moreover the above methods or any other communication wvia
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2. Consol i dated Specification- the internet does not allow the user to have
access to the |P address of the renote conputer which the user would I|ike
to conmunicate with. 5 Normally, conventional DHCP (dynam ¢ host
configuration protocol) processes are capable of assigning a temsperary IP
address. The said IP address is known as Dynamic |IP address and will be
assigned by the local ISP (Internet Service Provider) . Each tinme the user
login to the internet, the IP 10 addres3 wi |donse ldidefterce fpdaidmdaaid on -
previ ous address. It changes accordingly to the conputer network address
assi gned the® ihteFhetuseeswiddt |oyDowi she tkerneiowtidvei actbesPSENcHUbI i c
15 Switch Tel ecom Network) by calling a predeterm ned nunber -

e.g. 1515

(TMNET) . IEnRAdEePE 9écéfSeLamats AmRIEte s orhiah ther yferi moulid lddes not
have an Iy eshehuddsess,and seeks one by broadcasting a signal to the
| SP. A tenporary IP address a then will be assigned by the local ISP (eg.
20 Jari ng or TMNET, AOL, etc) to regi ster the conputer on the Internet
upon s ssful .connection, .Teucer w.ll intgo the netweirk vi.a the
PETN (PubTTET SN on SerEeBh SRBLweP 2oy EXFAMEA 6 bde Cor TiEANIEEr cg
1515 (T-MkdYocdhenpiBeekoear awel |ca%§aﬂdlgan dheasoipui £ hakdwabe et war k 25
a teffiperrary IP address i . e. enee theteeerg~cescfu |l=in into the
i nternet #83EREDI ehlfAt 62EFANK Bt ddee Sfying V\)én@‘dHV\PHeDWéBWlCHé\Pe\?@rdrietssi s
reiterate h t-he,as d S nl e JdJre the
user Ioglﬁngnﬁj ]]logggtsé e I%Dfa ?eggéasls?cgaﬁledxtstg rp%&%%{n%% change(? 30

Provider). Each time the user login to the internet, the 1IP

10 address will be different from the previous address. It

changes accordingly to the computer network address assigned

to it.

The user will logon into the network wvia the PSTN (Public

15 Switch Telecom Network) by calling a predetermined number

e.g. 1515 (TMNET). When a PC accesses the Internet for the

first time, 1t does not have an Internet address and seeks

one by broadcasting a signal to the ISP. A temporary IP

address amd then will be assigned by the local ISP (eg.

20 Jaring or TMNET, AOL, etc) to register the computer on the

Internet upon successful connection. The—wuser—will —Jegin
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wide—wek)— However it 1is reiterated that the assigned 1IP
address 1is only temporary as each time the user login and

logout, the IP address assigned to it will be changed.




Aeeer gly, tenporary | Paddreoses maybeaooigned to a user's enpte PC | eyway
of connection between -a DNS'_rat 3 Consolidated Specification address
nunber ngr-ice domain na rec . 5 Therefore the 3i-eoent invention aino to
‘over come ztzhe rabe==c The object of the present invention is to provide
nmeans to detect IP address of a renote PC. It is nore specifically 10
directed to |l eeate | ocating accurately a conputer hardware that is
connected to the wtnternet through dial -upCapeedddafed gpecification
teIeconnunlcatlons_fgnetmork systent(e g. PSTN) mnth a tenporary | P

addr ess (sares—Dyse BEr6 ' aeiobid . o
changes each tﬁnp‘the—user l.egs 15 LU Iedt Io on to_ the Internet Thi s
i nventi o 1% to allows " "the” USEr et o COHﬁuﬁldatPOh“ W
SERNY S = TaP=Ya B Internet. In order have
eef RF R ani ea: ~ien betmeen the sald eeFftIadter(s) and the eef Rpdt =ei =

| ocat ed accurately by havi ng the dynantc F address, 20 verification
preeeogwi - _ -sureauthor| per sonne
onlywill be a omed to S Al SO an. dbjec' 0 provi de
means t o pRBem-tor the ongoings of a pre determ ned area via a conputer
connected to the world wide web Internet. Summary OF The Invention 30 it
haonew been provided nr inproved curve || aneecyotenP a thenet. Theo in
accor dancgman B acf i st~ eabqolid®ite efnibigc obnaid Q@S&éd@@&@dm%ﬁsl tication

prreectcrmled area by a fro any part of chewed
detect IP address of a remote PC. It is more specifically

10 directed to Zeeate locating accurately a computer haxrdware

that is connected to the www Internet through dial-up access

via a telecommunications &ke network system (e.g. PSTN) with

a temporary IP address (i.e. Dynamic IP address that 1is

controlled by the ISP) which changes each time the user Zegs

15 4mfewt logon to_ the Internet. This invention 4s—%te allows

the user to communication £e with a remote computer(s) which

is already logged on to the www Internet. Im—erder have

20

It is also an object of the invention to provide means to
25 monitor the ongoings of a pre determined area via a computer

connected to the world—wide—web Internet.

Summary Of The Invention




se long as thesaid eefR19,atei~ is linked o the world wide web. A
surveil |l ance system depl oyed over a public tel econmunications network
conprising at |east one 5 surveillance devi ce and a surveiifTance conputer
‘The surveillance conputer provided with an interface for linking to said
at | east one surveillance device; an interface enabling said conmputer to
access a public telecommunications network; and an application executable
on said conputer 10 which, upon successiul legenlticatka lpleritaatii®nabl e
to gather t he dynanlcally assigned IP address and transnmt said IP
address together .y antd Lyl ng

conput er

t he I nterse =5: & The
surveill an S sten1furt .
nDnltorlﬁﬁg%onp- v {ed » e esS Ssaio St ' vi a

sai d pUb|ﬂ@1é@$rﬁ%@W§@zﬁ$ on ﬂ@tw@fk Zeoiﬂ/ﬁ@ﬁghﬁqsal Qtl’emlbas$el’V@’ne

provi des sald | P address to said renDte nDn|tor|ng conputer upon natchlng
sai d iderdyiyghblanerle deNige : Hl ances s cCPRDYE Th

surveil laneg, o £ Er -y é@ég ?8958 go thr 599189 Yhek. f% % el
Descrlptl d a

bl ock ' 'toadaian eft ibastq ahkocatingi Dvaant c dr ackly essn by nitlee flRAdEP
server. 30 Flgure 2 shows ene of 'the grlor art Hethod of connecthn
bet ween £RFPLERIEAEE -G cqmnu & LRqactess a public telecommunicarl

—ahntce noffe—coffpuret et et SUSi ng

the fixedd{Bvaeldl €SSand Gﬁﬂsabbdabgeléae%ié&@@am on said computer

10 which, upon successful Jlogon to the Internet, is able to

gather the dynamically assigned IP address and transmit said

IP address together with a code identifyving any one of said

surveillance computer and surveillance device to a host.

15 A remote server connected to the Internet confiqured to host

said IP address and identifyving code. The surveillance

system further comprising at least one user remote-

monitoring computer provided with means to access said

remote server via said public telecommunication network,

20 wherein said remote server provides said IP address to said

remote-monitoring computer upon matching said identifving

code, thus facilitating direct access to said surveillance

computer by said remote-monitoring computer.

Brief Description of the Invention.

Figure 1 illustrates the prior art method a—biteek dicgram of
getting allocating Dynamic IP address by the DHCP server.

30 Figure 2 shows emre—ef the prior art method of connection

between a surveillance computer and home computer over the

Internet using the fixed IP address.




Figure 3 shows the nethedTe overcanesheice !P address limtation
surveill ance system of the present invention. Figure 4 shows an emaffi Rc a

Iist.of Y- i hee-tingef dynamcally assigned |IP address and er !a hosted
at .5_present invention's IP Switching (IPS) server. Figure 5 illustrates
hew t he honme conuter is cenncctcd to thenc p~c_cntll the limtation of the
fixed I P address configuration of the prior art. Figure 6 shows the
automatic wake up according to the 10 PresewihsiondeBttiedn spicgurieat ishows

si mul t aneous access to the surveillance conputer heM/by nultlple renot e

conput er spi & ABORNCE 56 Qe tdiay " ] 2 : R (
connecting caneras to view 15 a predeternlned surroundlng DETAILED

DESCRIPTPE*FfF&§¥EhIS¢‘“"‘ AN , @St -

assigned to a 2Q user'’ WS renDte b of co negllog HQL,~ _ A DINS
(domai n %a segver “%Rd 35%fy ki ? configurati'dn ~protocol )

server. waﬁa@f@ﬂﬁ@Saasaaheme fmraaapasagat@—u%—a@@ﬁfesg-n gbeeg agai nst
dormai n_names. 25 In order have_connunlcatlon betmeen the said conputer(s)

and the RovseRerinRE

verificatip Pgogeﬁifﬂéaré%%s it P EEr—=a—eonnee g
aut hori zed ersonnel owed to access the conputer 30 To
facilitatesra—ee S 'fSE&Edthmbtathenlmﬁbnthenflmh@. gesedditesen of

t he preferreglqurag|g§nof| hgrgggged m%thln

Figure 6 shows the automatic wake up according to the
10 present invention.

Figure 7 shows simultaneous access to the surveillance

computer kew by multiple remote computers. are-—cornneeted—to
the—home—
Figure 8 illustrates the means of connecting cameras to view

15 a predetermined surrounding.

DETAILED DESCRIPTION OF THE DRAWINGS

Accordingly, temporary IP addresses may be assigned to a

20 user’s remote PC by way of connection between a DNS (domain

name server) and the DHCP (dynamic host configuration

protocol) server. This provides a scheme for mapping the IP

address numbers against domain names.

25 In order have communication between the said computer(s) and

the computer located accurately by having the dynamic IP

address, verification process will be carried out wvia the

server to make sure authorized personnel only will be

allowed to access the computer.

To facilitate a complete understanding of the invention, the

description of the preferred embodiment is arranged within



6.. Consolidated Specification the follow ng sections: 1. GLOSSARY OF
TERMS AND ACRONYMS 2. OVERVI EW OF SYSTEM COMPONENTS AND OPERATION 5 3.
CONCLUSION 1. dossary of "Terms and Acronyns The follow ng ternms and
acronyns are used throughout the 10 detailed description: Cient-Server. A
nodel of interaction in a distributed systemin which a program at one
site sends a request to a programat another site and waits for a
response. The 15 requesting programis €all ednkhe idekie@ntspecarnid clalie opr ogr am
whi ch responds to the request is called the "server.” In the context of
the Vorl d pi de, Veh, (g ssusseshpelow) , the client is a "Wb browser” (or
sinply "browser") which runs on a—conputer of a user; the program which
responds to browser 20 requestGLOYSERY VQGIBENS palffe sACROEOMPonl y referred
to as a "Wb server." Interne |1 ecti (! cted (public
and/or private) networks t a&‘é%@%ké% %%%lé heér&%lg&\gg@g of 25 standard
protocols (such as TCP/ I P and AiOR)rtoafooim a gl obal, distributed network.
(Wiile this termis intended to refer to what is now comonly known as the
Interndt, it is also intended ¥ ehebMass variations which may be made in
the future, including changes and additions to existing 30 standard
protocols.) Wrld Wde Wb ("Wb") . Used herein to refer generally to 7
Consol i dat eds Spesa fy caf i Tyrms and Acronyms

The following terms and acronyms are used throughout the

10 detailed description:

Client-Server. A model of interaction 1in a distributed

system in which a program at one site sends a request to a

program at another site and waits for a response. The
15 requesting program is called the "client," and the program
which responds to the request is called the "server." In the

context of the World Wide Web (discussed below), the client
is a "Web browser" (or simply "browser") which runs on a
computer of a user; the program which responds to browser
20 requests by serving Web pages is commonly referred to as a

"Web server."

Internet. A collection of interconnected (public and/or
private) networks that are 1linked together by a set of
25 standard protocols (such as TCP/IP and HTTP) to form a
global, distributed network. (While this term is intended to
refer to what is now commonly known as the Internet, it is
also intended to encompass variations which may be made in
the future, including changes and additions to existing

30 standard protocols.)

World Wide Web ("Web"). Used herein to refer generally to



both (i) a distributed collection of interlinked, user- viewable hypertext
docunents (commonly referred to as Wb docunents or Wb pages) that are
accessible via the Internet, and (ii) the client and server software
‘conponents 5 which provide user access to such docunents using
standardi zed Internet protocols. Currently, the primary standard protocol
for allowng applications to | ocate and acquire Wb docunents is HITP, and
the Wb pages are encoded using HTM.. Howererngscilhéaterdmrspehéls'i cand ohwr | d
w de Web" 10 are intended to enconpass future markup | anguages and

t ranspor t, prpt ocol s .whieBe payubequsediidcptage Of (QfcdNipdditi eReta) HTM
and HTTP. Wb Site. A conputer systemthat serves informational—15 content
over a netiwwiblsi hypené extandesdngros odsloanen livhere forred Wege ¥ebWeb
Typically, a Wb site_correspqonds .t o0 articul a n donai n ne,
such as "%ﬁ%ﬁ%ﬁﬁt%on?rll S%d Raﬁffﬁdengﬁé 6%%%en Cé%%%%?%%edga?thtg%

parti cul arnt @fgen) zathd onii Astueedlhenei andt bertreirmsios tgamer aldnpdnatnerded 20
to enconpass both (i) the hardware/software server conponents that serve
the intorfRiFonalPTCoHtnt BYEF t ECCHBT worte, aRHCli i )IeHE Rk &Fdnd

har dwar e/ sof A 4Rf &; - LONPOREDLSe | NELUELRG18NY eggzéhe@g@rdt% SReGiHalhzed
conponents, that interact with the server conponents fo 25 perform

servi ces $oandebdsipreteserls. £ e Mal(ldppegTexpp Magkupohandgyagedcape steandidar d
coding convention and set of code r attachin resent ation and . |jnking
SOt e ek T T T ey R L D e LR S T
current| yusheg puremr.y dwinder d vsed tdrads genes at bhd Wb o uRreak s WebBur i ng

a docunent authoring
are 1intended

to encompass future markup languages and
transport protocols which may be used in place of (or in

addition to) HTML and HTTP.

Web Site. A computer system that serves informational
15 content over a network using the standard protocols of the
World Wide Web. Typically, a Web site corresponds to a
particular Internet domain name, such as "amazon.com," and
includes the content associated with a particular
organization. As used herein, the term is generally intended
20 to encompass both (i) the hardware/software server
components that serve the informational content over the
network, and (ii) the "back end" hardware/software
components, including any non-standard or specialized
components, that interact with the server components to

25 perform services for Web site users.

HTML (HyperText Markup Language) . A standard coding
convention and set of codes for attaching presentation and
linking attributes to informational content within
30 documents. (HTML 2.0 1is currently the primary standard used
for generating Web documents.) During a document authoring

stage, the HTML codes (referred to as "tags") are embedded



stage, the HTM. codes (referred to as "tags") are enbedded 8 Consoli dated
Specification_wthin the informational content of the docunent. Wen the
Web docunent (or HTM. docunent) is subsequently transferred froma Wb
'server to a browser;—the codes are interpreted by the browser and used to
parse and display the docunent. 5 Additionally in specifying how the Wb
browser is to display the docurment, HTM. tags can be used to create |inks
to other Wb doctuments—(commonly refer¥ed £6naslifgped! SpksificBsdionnore
information on HTM_,_see lan S. G aham The HTM. Source Book, John WI ey
and Sons,wilticin 4895iAESBNa047ball8Fhtnt 160f HERR (ddy¢pererext Whaﬂsg(m]{d )
Pr ot ocol The st “Wor|d Wde Wb cljent-server protocol use or the
exchange)woefb C?%?%W?’r%i ?lr(glrglﬁ fgoqwtdociﬁmﬁ]ﬁ]@,seﬁﬂﬁn 1Y et SREGGESES f or
such documi & whel veern & i OWs ek ralige 8, Vhe SEHYEE - o FETPLa iRk udes 2
nunber of different types of nessages which can_ be sent fromthe client to
t he servéhe oPreyaest Wi f esest teypgerrsd sadvedisptpvynsheodosuarple, a

"CGET" SSRGS ; j.gh, .has - t T . _C e erver tag.return the
docurregnnta%or F\tl 63’[21101 atlre]g SaE% thge}p{sﬁcl?%e%h%ﬁﬁggﬁr%%e%Uﬁlsf & mgliéS r(:)Lt“jliy_ce
Locat or ) .the uniqueersddrEDe Wigd dahllye spe¢i toesréhitel DeaksoBoobtactki | e or
other resource on the Internet. The_general format of a URL is

pr ot ocol RFHBSR 8 dr CSEBIHY paEhFFFREndrRe. 2Fhe' BEer ke th cafPn i s

25 opti oRAre AWEdEmNONS, | Snentpied Ry the useiraihe brouwsgryrdefaylts to
the standard port for whatever service is specified as the protocol.” For

exanp|e,quH{TﬂDhQ;WgﬁgyfﬁnﬁjSons, Inc., 1995 (ISBN 0471-11894-4).
10

HTTP (HyperText Transport Protocol). The standard World Wide
Web client-server protocol used for the exchange of
information (such as HTML documents, and client requests for
such documents)between a browser and a Web server. HTTP

15 includes a number of different types of messages which can
be sent from the client to the server to request different
types of server actions. For example, a "GET" message, which
has the format GET , causes the server to return the
document or file located at the specified URL.

20
URL (Uniform Resource Locator). A unique address which fully
specifies the location of a file or other resource on the
Internet. The general format of a URL is protocol://machine
address:port/path/filename. The port specification is

25 optional, and if none is entered by the user, the browser
defaults to the standard port for whatever service is
specified as the protocol. For example, if HTTP is specified
as the protocol, the browser will use the HTTP default port
of 80.

30
2. Overview of System Components and Operation

Figures 1-8 i1llustrate the general architecture of the



as the protocol, the browser ‘will use the HTTP default port of 80. 30 2.
Overvi ew of System Conponents and Operation Figures 1-8 illustrate the
general architecture of the 9 Consolidated Specification systemthat
‘operates in accordance with the present invention. The systemrelates to a
surveillance systemvia a public tel ecommunication network which is the
internet nore particularly one that allows the user flexibility to nonitor
5 a predetermned area through a conputer |ickedldidaaryl Peicrti fite ttike
Internet. The systemincludes at | east one hone conputer with each

comput er eouii ppedewhth apanpldLatign sexecutable demice sHeEh s cacmdem
sai d nodem connected to ‘the internet. 10 The. present _invention allow a
user who hesenrictess Tleasyebapuretathat tpsal isnkedifldanke systemtvéend to

get the (Gilideni dunanieaLly Assianed,) B addrese of.! R compul er Lhe
manner topaccesslathe bfeatdlsesslaceer dhagukert Heepriefierited temhodiifRit is
as follows; The user or client intending to view the videe eafnera

survei? | ghcer8esFeEmingtarred it e aanpPeP Her uberked 20 ROUS®CLREt s
| i nked t h ryel ec uter i th ' ouse flrstl ccess
a particu %r etﬁféé \ei%lg?%‘l%%gd &Hgsi%és%/ﬁrinchq%w Elicﬂeb% %{Ee %\%ﬂi&gl ar{e\glvet})l)séirr%e for
this parcomphiaer sysittém e@abe comphiee nelEsivtieoddte wseh woul difrdvieation

executable device such as a modem, said modem connected to

the internet.

10
The present invention allow a user who has access to a
computer that is linked to the imtermet Internet to get the

euvrrent dynamically assigned IP address of the computer the

user would like to view.

15 According to the flow diagram the typical manner to access
the IP address according to the preferred embodiment is as
follows;

The wuser or client intending to view the wideo—ecamera

surveillance device installed in for example the wuser’s

20 house that is 1linked to the surveillance computer in the

said house would firstly access a particular predetermined
website which will be the official website for this
particular system. Once in the website the user would have
to key in a valid username and password. This is if the user

25 has already registered before, if not the user will have to
register online first. The essential information that is
required during registration would be as follows:

a) Name
b) Preferred User Name & Password

30 c¢) Address
d) Contact number

e) Dial-out number



to key in a valid usernane and password. This is if the usefr 25 has al ready
regi stered before, if not the user will have to register online first.

essenti al
f ol -l ows:

a) Nane b) Preferred User Nanme & Password 30 c) Address d)

Contact nunber e) D al-out nunber 10 Consolidated Specification f)

Country g) product to purchase The above are only preferred information

needed. Sorme information maybe del et ed0or onedTawke added ek twidd
depend on the server operator. The above information is mainly used as
g «ade-fpr identifying the client when the client accesses the

i dentifyi
web _page

essenti al

required

pr ef er abl

10

20

i nf or.nati on. Howey

deprRd tPre ot rerfVeserPahRt @ password are given, then the 20

connected to the said surveill ance

The

information that is required during registration would be as™

5

...in.order to prevent anyone fromviewng the ctea 10 surveill ance
device. 19) ipredidte reinwratate here that the
Th bove o ar on?r’ t?g d&%laoygn %g%eki£§ re u%% d t%C@%JOW
the nodem ‘bank Servef To autdwake Fﬁe desi r&d “SUFvet ahcE ¢ riputer”l 15
and connetdfdgmatid® Wagbent @ negzedintdr NnAbrehusa@hd owidag at heh céh enti 1tio vi ew
t hrough the ensa surveill ance device
conput%r.

above are preferred and not

"di al -up phone nunber” is essential to enable the dialer server
(nodem bank) to initiate a call to the surveillance conputer where

Tha sbevei ihaorwagdegncés mainly used as identifying code for

identifying the client when the client accesses the web page
in order to prevent anyone from viewing the eamera

surveillance device. It 1is to be reiterated here that the

above are preferred and not essential information.

However, the dial-out number is required to allow the modem

bank server to autowake the desired surveillance computer

and connecting it to the imtermet Internet thus allowing the

client to view through the eamera surveillance device

connected to the said surveillance computer.

Once the correct username & password are given, then the
required "“dial-up phone number” 1is essential to enable the
dialer server (modem bank) to initiate a call to the

surveillance computer where preferably a surveillance device

such as camera 1is connected to view the predetermined
surroundings. The above preferred information are store in
the “ server” database and it is to be noted that it will
only allow authorized user with the correct username and
password to be able to access into the database and the
system will initiate a signal dialing to the given "“dial-up
phone number” by the modem bank so that when the
surveillance computer receives the ringing signal from the
modem it will automatically wake up. It will then connect to

the internet +Hwww), and also send a signal back to the



such as canera’is connected to view the predeterm ned surroundings. The
above preferred information are store in 25 the " server" database and it
is to be noted that it will"only alTow authorized user with the correct
username and password to be able_to .access into the database and the
systemw Il initiate a signal dialing to the given "dial-up phone nunber”
by the nodem bank so that when the 30 surveillance conputer receives the
ringing signal fromthe nodemit_w Il ]1hutomehiseadlibytedka@pep.iflittawildn t hen
connect to the internet (ww), and also send a signal back to the
CD”$0|'daé@ﬁvéPeﬁbeﬁﬁEkoﬂum§ﬁrV@% i@ggkhéh %h&% is Legsathes andahhe

assi gned Dynam c P address given_ by the ISP. The man i- in whieh 4=-he IF
addre 9 rERd addrge'sy emeeino baepehof Itsﬁypr”é%%nﬁ&ﬁweﬁ—nﬁravhiﬁéanc‘ehefﬁé‘
server is gple t o host the 5 suruelllaﬂce_conpyger nane ang its Jdenporary
assi gned TP~ address for that duration of Togin. The home conptter wil |
recei ve disd-bpgiaihal | imgisi gnathér omedhea nodem hasike Wwhen ewﬁmﬁlnedéua
user login into server, 10 after verification of user name with correct
passvvo? d, SERERT t henser \RETRRA9T a88M§n Tt Rt | EEMBPTRRY 13TFIIEE hé Fhost

dynam c Iga@pgggsgoyhgﬁgttggr§y§ggnb@nhg mptch the surveillance conputer
to the authorized user I n the database server (provided the surveillance
conputer is already 15 connected to the internet- w). But if the
surveillapnce . conputer is still not connected to the.internet

rodom bankisi PPRG) SPTEHS Sz | R o BT S Aol RbhiE. 00t Adke e
conput er guéomBidetaldanhic onnEeEt e nt heindt enBetusewherdy SQf’xE&S@-rs%r@dﬁﬂt er

will be installed in the conmputer. .
after verification of user name with correct password, then

the server will assign (authenticate) the user to the host
dynamic IP address where the system will match the
surveillance computer to the authorized user in the database
server, (provided the surveillance computer is already
15 connected to the internet—www). But 1f the surveillance
computer 1s still not connected to the internet, then the
modem bank will dial the surveillance computer modem bank to
make the computer automatically connect to the internet
where a software adapter will be installed in the computer.
20 This software adapter will hereinafter be called IP Tracker,

that is capable of the following:
a) Track (receiving) the siénaf send from the server

thru ringing tone via the PSTN line

b) Automatically, connect the computer to the local ISP

25 (Internet service provider) that is preset by the
users. Eg.i) ISP dialup number, ii) user login name
iii) password
c¢) The tracker will auto dial the computer modem with
the preset ISP dialup number (eg. 1515 - TMNET,
30 1511 - Jaring)

d) The tracker will then login into the local ISP with

the preset login id and password



20 This software adapter will hereinafter be called IP Tracker, that is
capable of the following: a) Track (receiving) the signal send fromthe

‘'server thru ringing tone via the PSTN line b) Autonatically, connect the

conputer to the local ISP 25 (Internet service provider) that ‘+s—preset by
the wusers. Eg.i) ISP dialup nunber, ii) user login nane iii) password c)
The tracker will auto dial the conputer nodemwth the preset |SP dialup
nunber (eg. 1515 - TMNET, 30 1511 - Jat? ng) Codnsthe datack Spewilflickiiénl ogi n
into the local ISP with the preset login id and password 12 Consol i dated
Speci fi cation eje)rHe ts@ekerwiil | aabsoaaubpEBLbeah LY ddekeet thbe 1egin | P
address provided by the local ISP f) The tracker will send the lP-address
information of tHR adf¥es$ |preel ¢oRpoY eFhdatRcad THB server to 5 identify
t hat surveill anc P r Us n er. o

| ocate the thgén5 grul?%glp?%g}ﬁ%% ggqquf%%d?n%%e%wé\%%ggrgng?kg legﬁ f
connection is esttbdi slmed-ebau\mm t hempseeranshckKlOtsurttes | | asmeve:ﬁrrma:t er,
wher eby t he comuni catlon floww |l enable the user to view.i

i mages
captured from t he* e ¥ufPer| | SHHOE HeVARSE c6ARBELET t'T t?lgdg%fg and

surveillance compier an the disns coPULleSCreen.; ke tEhe SRr vemnd eads
the current | P address of the conputer at hone. The said I P address which
was assi gned by t$ervsPlignce pempenert ont hikes¥yelnterndébsting by the
installed software

Once, the connection 1is established between the user and
10 surveillance computer, whereby the communication flow will
enable the user to view images captured from the eamers

surveillance device connected to the said surveillance

computer on the clients computer screen.

15 The server reads the current IP address of the computer at
home. The said IP address which was assigned by the ISP will
be sent to the server for hosting by the installed software
in the home computer. Once the computer is connect to the
internet and while the software 1is still active, the

20 software will send the dynamic IP address and the computer
identity (username) to the server for hosting whereby the

"user from other place to login into the website, then they
able to make connection possible to their home with the

correct matching by the system.

Once the IP address is identified then it 1is sent to the
server which in turn sends it to the users computer. And the
system will make authentication redirect the user computer
to the home computer as the IP address is make known to the

30 user computer to establish the connection.

3. Conclusion



in the honme conputer. Once the conputer is connect to the internet and

- while the software is still active, the 20 software will send the dynamc

| P address and the conputer identity (usernanme) to the server for hosting
'whereby the wuser fromother place to login into the website, then they
abl e to make connection possible to their home wwth the correct matching
by the system 25 Once the IP address is identified then it is sent to the
server which in turn-sends it to the ustrs Eengalédatadd Spreiiggatdmmnil |
make aut hentication_redirect the user conputer to the hone conputer as the
| P addr egthile ndke knowwt ion thes BOemséescompatiehetroinswabhi sk fichence

connectiqn, 3. nchusi 13 nsol i dated Specification MWile th
inventio%xhageﬁggﬁndeg%g?égﬁeﬁzr%TRO&ETﬁnFEfer%ﬁﬁﬁf t%TQﬁQ%@ﬁWFﬁargﬁgﬁred
enbodi neMesan tﬁw@md&ﬁem? BavexaRgar RIESeNth byowaysof jexamhe only,
and not tolimt the scope of the invention. 5 Accordingly, the scope of

t he i nverftGBif sHolile BTG4 only in accordance with the clains that
follo I . ol ow 15, keferen ter o] signate

Cl ai m st A s PO st o SRS Ghse of  GRasa o S, Had"Sre not

i nt ended drily nphy anyopdatteulwttlor dere f elaid@ peh&oer niagldhe strepsheld 20
25 30

following claims, reference characters used to designate
claim steps are provided for convenience of description
only, and are not intended to imply any particular order for

10 performing the steps.

20

25



14 Consol i dated-Specification, Cains fir urveillanee systemvia theinter
3i hatcallow the a client to aeee froma renote eenpater the viewed 5
predeterm ned area via a canera eenneeteel NeTa hene ee ter that
|linkedtes}ternet. 2) A otwo=eillanee systemvia the internet as elained in
el ai nifwherein the renote eenputer eennee ate the 10 world ar
A=veil |l ancesystemvia the internet as clainmed in claim1l wherein the uses
of the cepste server has to leg into algart ceukanivabedt epaciticarden to
aeeeco the IL' addreoo of the ense order to link to it in ender to view z
the camer@ {gnst he said home cuter 1. A surveillance system depl oyed over a
public 20 tel ecomruni cations network, conprising:_at |east . one
surveillance device; asurveillance conputer provided with - an i nterface
for Ilnkgqg L0 .said-at |east one surveillance devigce; and 2 .an

TIro

interfacé ena51|ng §afﬁ comﬁﬁ%ﬁ“tb“édﬁ§S§J““1ﬂnﬂi““TeP@tﬁﬁﬁﬁﬁiﬁaFTons

net wor k; —an-<ag RXeC Uit 3o s &k a2} fat ccessful
| ogon to the Internet | P
addre AT 3 & {xdl] i fying
any one Jance deV|ce to a host;
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aloam 1 heaxreozixn +1 ESN LTS EEFSEDSU-N “E SN SN R =1
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15 oxrder—toacecess—the IP address——of the home computer—in
EEg N 12 rle + 8 4 EEEEY E N ) xr= =) PR N 1o rlema =~
NS LNA e = 7 [ S S GR 85 b Wy T [ S = e o/ LNANL LD N\ vV L VWV Ly g g vy A WA LTTING LT S S NI 4N 4 b W el W s
the—saidhowme—computer—
1. A surveillance system deploved over a public
20 telecommunications network, comprising:

at least one surveillance device;

a surveillance computer provided with

- an interface for 1linking to said at least one

surveillance device; and

25 - an interface enabling said computer to access a

public telecommunications network:

an application executable on said computer which, upon

successful logon to the Internet, is able to gather the

dyvnamically assigned IP address and transmit said IP

30 address together with a code identifving any one of

said surveillance computer and surveillance device to a

host;



15 Consolidated Specification a renote server connected to,thHe |Internet

configured to host said IP address and identifying code; at |east one user
renote-nonitoring conputer provided wth neans to access said renote -
‘'server—via said public 5 tel ecomunication network; wherein said renpote
server provides said I[P address to said renote-nonitoring conputer upon
mat ching said identifying code, thus facilitating direct access to said
surveillance conmputer by said 10 renotlg- noaichewilAgatedp$iricifd.caiion
surveillance system according to claim4, wherein the public
renote-nonitoring conputers accesses € Internet by di al-up nmeans.
surveil | ance $yesteraaickorkliagdress|aidn e fyimhesede: said user

renDte-nDnlpoghgglgggpukgﬂ;suggge§%n% eyq%nireqqu sgrver is pernhﬁt d only
after security 20 aotrentrcattom 4. A auuveF¥?ané%—%y%?%%?%eé%%ﬁ?%%ﬁi(;
claim4, whereiitl hecartendd easesyer s§o8t seibeel Peaddressas sand aentiid yi ng
codes %éceived froma pluraljity of surveillance 25 conputers and all ows at

| east corre e Aoni toring conputer to access

mat ched  surveillange. copputgr; By LBraddress., syt ching, @ans. <3:5A 1p
surveillance systemaccording to claim4, wherein tne 30 fdentitying code
host ed by the addmass settwer padcHudesemot @uibntt smihghed drghepirone upetwor k

i . . I rveill ance conputer. ._. .
(PSﬂW line n%w}¥h1&§nn§§£gd H%e%%l y%%q eco e, thgg %ac111tat1nq

direct access to said surveillance computer by said

10 remote-monitoring computer.

2. A surveillance system according to claim 4, wherein the

public telecommunications network is the Internet and the

surveillance and user remote-monitoring computers

15 accesses the Internet by dial-up means.

3. A surveillance system according to claim 4 and 5, wherein

said user remote-monitoring computer’s access to the

remote server is permitted only after security

20 authentication.

4, A surveillance system according to claim 4, wherein the

remote server hosts the IP addresses and identifving

codeg received from a plurality of surveillance

25 computers and allows at least a correctly-matched user
remote-monitoring computer to access matched
surveillance computer by IP address switching means.

5. A surveillance system according to claim 4, wherein the

30 identifving code hosted by the remote server includes a

public switched telephone network (PSTN) line number

connected to said surveillance computer.




Consol i dated Specification 6. A surveillance systemaccording to claim 4,
wherein the surveillance conputer is in wake-up ready node, including

sl eep, suspend, hibernate and Tike nodes 5 whereby a user renote-nonitoring
‘conputer nmay access the renove server—-and upon being correctly matched to
the surveillance conputer, initiate fromthe server an incom ng signa
via the PSTN line to renptely wake-up said surveillance conputer. 10 7. A
surveillance system according to claiméd, wieneiolitheeds$peeiilfliamced on
conmputer is in wake-up ready node, including sleep, suspend, hibernate and

| i ke nodes whereby a signal fromat Teast one surveillance device 15

connected thereto may trigger its wake-up. 8. A surveillance system
accor di ngbt o & survel l igeee| siyshen 20aReAiRar e ¢lanned covharern the

autonatlcglIyg&ggggﬁgéhéé)C$$Ehé§gefgeima@gkggggsréééyqﬁgégped | P addr ess
to be 20 hosted by the Tenote Sserver, therepy enapting the renote server
to facilitateirkIeting et | osuded @ enh Blee thatséiraed | 1 finecemcddput er and a
user renote-nmonitaring conputer connecting to said renote server. 25 9. A
net hod” of S e ctSRS bR hee? t : 2 ABEDES i
a survei | | ancemysd efa depl oyed overpd e | At erdet 1 Whet elne e, ofnd he
conputers 1S connected to a survelllance device and provided wth dial-up
access to_thesurierhence heomeater, chnpriziagtrd0 the sewypsrofin sending the

dynanlcally %%%é%%%hlgiéﬁgqeéfatghg ﬁgﬂﬁtfine to remotely wake-up

said surveillance computer.

10

7. A surveillance system according to claim 4, wherein the

surveillance computer is in wake-up ready mode,

including sleep, suspend, hibernate and like modes

whereby a signal from at least one surveillance device

15 connected thereto may trigger its wake-up.

8. A surveillance system according to claim 9, wherein the

awaken surveillance computer automatically connects to

the Internet and sends its assigned IP address to be

20 hosted by the remote server, thereby enabling the remote

sexver to facilitate direct connection between said

surveillance computer and a user remote-monitoring

computer connecting to said remote server.

o
(9]
\O

A method of facilitating direct connection between at

least two computers in a surveillance system deploved

over the Internet wherein one of the computers is

connected to a surveillance device and provided with

dial-up access to the Internet, the method comprising

30 the steps of:

sending the dvnamically assigned IP address to a remote

host;



host; 17 Consol i dated Specification- accessing said renote host by at |east

- anot her conputer by a user desiring to nonitor said surveillance

~ conputer; acquiring the | P address of said surveillance conputer 5 from
‘'sai d host; and accessing said surveillance conputer using said | P—address.
10. A method according to claim9, wherein a plurality of 10 users

si mul t aneousl y access said surveillance conputer using the sane steps. 15
20 25 30 17 Consolidated Specification. ..

accessing said remote host by at least another computer

by a wuser desiring to monitor said surveillance

computer;

acguiring the IP address of said surveillance computer

5 from said host; and

accessing said surveillance computer using said IP

address.
10. A method according to claim 9, wherein a plurality of
10 users simultaneously access said surveillance computer

using the same steps.

30



