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-1 SECURI NG DEVI CE FOR A SECURI TY MODULE CONNECTOR

This invention concerns an el ectronic and nmechani ca

device that allows the detection of the renoval and

repl acenent of a security nodule inserted into a

connection socket. 5 A security nodul e is understood

to mean a smart card with conflacts serving to contro

data transfer towards a receiver. The security nodul e,
connect gaciRINEDEVIEEFORIA SEEURITY MSDOLE GORNECTOR

It serves To verity the authorization o ata

processing by supplying the digital keys necessar f?r

tThis finvestion réange@s anceleeEanic and macbadigal, devigs oth%bﬁ'o‘”s the
UGN S8 RniBRaP LAY SrePRbMgAt BY 25 5aaify HoduROinsdHed into a
or be of 10 a nore reduc Size simlar to that of a
Sohhectiod sopkett i cul arly used in nobile tel ephones. For
exanpl e, a Pay-TV decoder is equipped with a security

?@Hgﬁlﬂf médiffe Eé)hﬂhél%to%d ©"Rehn CRisfhart Bftd " Witlf cBhtabieserving to
ecoder e

Isto crypt an audi o/video digital data
sonbalndatackansiemigwars RereceiyRr sThe saeustly mpdyle, connected to the

Srgéeﬁ&éri B&in gqﬁaeﬂe@dvaae? 9€ $bive¥ BPULG - the NSuthSrizé®bA of data

streat can ecrypted 1f these rights are .
\pbdassingthyesupplyingdhe digitakdkeys pecessany for g funetipning: of\thg Feceiver.

i i . : . i
(18 450 P A AR bkl i 15 o oo
tzhenare medodedsize asjimiaE@Vithat cofoapSiM icaty, t pasticdarly used e mobile
_sttg'resﬁénwl n certain applications, the security nodul e

[

ted to be definitively inserted into 20 an

apparatus, in theory w thout ever being renoved from

tFrer expmpleanuRay: Té decddesris eavipperd wish eesesuriyypadule i the form of a
n r 1

T 8176 e o B Gpeci Aot S NGB Ul cs seam

crogandingato the rights geentesd foarssiseriter aierad dn theysecurity madile. The
TR st T BT o deRefoR T/ RSO GRS, e SER “ore precisely,
sfemryption isvoaivied oubwhie the key cbntainediip theumpdyle iFayaligand allows
éﬁg gdeﬁ%rg g’iﬂ?l‘%/ !&oﬁtpélswér\ﬁg oW cSEhEd lin thd'BohfGiEhessdyes ECM

accompanying the data of the stream.

In certain applications, the security module is intended to be definitively inserted into
an apparatus, in theory without ever being removed from the apparatus thereafter. In
the case of apparatus maintenance or repair, a change of security module will then
be carried out under the control of the organization having delivered the module. This
is the case, for exampie, with Pay-TV decoders, where a decoder is supplied to a
user at the same time as a security module in the form of a chip card of various
dimensions.

In this type of context, two cases are possible, namely:

- the user must introduce the module in question into the decoder once. In this case,
it is usually not necessary to extract it.
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- the user nust introduce the nodule in question into
the decoder once. In this case, it is usually not
necessary to extract it. -2 5 _the security nodule is
irreversibly introduced into the decoder during
manufacture w thout even the user being inforned that

- t@@dﬁﬁpﬁ%u@ﬁhﬂbﬁ@rsmlmmdacmurﬁb theisiecodier dwingamasufacture

Wil VP e T D QA PG ihe e Popteins - Gaug, whigh must
bebi&ga?t?%re y &Y a@tho}iRd &R ty nodul es originate from

source than the decoder itself. The latter
i's equi pped wi t h standardi zed connecti o

In gensrpt isngecoder is supplied upget thes conditiens ob Mg Bt cgep. since the
maﬂoiiéyﬁ m{é@éa{rn%%cgﬁﬂéjssoﬁ |n§ld\4‘r§ﬁ‘1 ?Fﬁéi‘@htcibdl‘bé S fRSHecoder

e I nser any ser ore is al so
itsetfaSthet mnartuampddewarmndardmenheomgm rgeanss cagrepting the

s e 37 o Bt s TR R K I S Whcn v

eadiPinolitiedRSEHioh bﬂ@ﬁyru@én‘.e and furthernore not
aut hori zed by t organl zation or the operator

oo S R i s o or i

mepvéﬂél eSnhd Qs Waﬁaﬁﬂgerraét@naaﬂt@qrambf théue cards Thls kind of

| acenent of 'the no

ul e third dul
mapielatoneEnoat fibrotnetat erable ANdALT TSIt ol BRticzed by the
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wishies to kﬁvomulegexchangesmf seeurimmasivles from affe dep@der to another or

neszpEeriant P o IGRYE I MO | bes connect or s

for security nodule acceptors provided with different
A Wowtkimethoahidr deetting dhe mmanﬂrmnuzed withdeawal 26 a-sesughkmagule is to

medHadeho FIGR v tEn 1 8] HfesPlotca i eRfagueh B btitmblea, the

blog{%@g{rﬁfé%gf 6{,2?? mﬂ@ilgﬁﬁétidmoaﬂmem«mptarqn’owkes thheoddastglctlon of the
age

mockis d1alet SRF AT WR AUV 1 donsrizes arnietpregler Security module
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connect or |ch retain
- blocking by an instantaneous adhesive discharge at the point of insertion of the

module into the connector.

- destruction by subjecting acceptor contacts to high electrical voltage or localized
heating to high temperature of the module during an extraction attempt.

- blocking of the module by anchorage points in the connector which retain the
previously weakened module by means of grooves on its surface. Withdrawal leads
to its mechanical destruction.

The common factor in the irreversible insertion devices of security modules
described above is the destruction of the module in the case of withdrawal.
Furthermore, in certain cases, it is even not possible to re-insert a new module into
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25 previously weakened nodul e by nmeans of grooves on

its surface. Wthdrawal |eads to its nmechanica

destruction. The comon factor in the irreversible

i nsertion devices of security nodul es described above

is the destruction of the nodule in the case of

wthdrawal. Furthernore, inZertain cases, it is even

not possible to re-insert a new nodule into -3 the

acceptor since the connector is also damaged, ,
thpacceptor sincg thencennecterds alse damagedn Qart'sy'aau irethegassyof blocking

oy GG s O UL By BISE IO T BmAL 3RO,

drawback by allowi ng the control of the changing of
Théhairs eafuthist invemtitn is tndveiddbisi drawbagk tiyealloyiag dbe sopkol of the

RO I SRy RS PR E oy o rog of ron

altBoriAROMbi b remduiicoraeplaesinent. said connector forning
part of an acceptor positioned on a printed circuit

board and ,.inteqrated into an.a . :
i eVl s ol pearhg 3yEI0L ShdRaGue cappector, said
coritRcER Cfrhing pRE Wcart aRbSSIbE hobitiohé® arcaeptisted circuit board and
characterized in that it includes a 10 first

t d
inlpgrespd oL APBATE LB WROSe: FEGHONIRG. ERATIHSH bYa Piasersdt depends
onﬁ ﬂf@séﬁfgy frﬁdmédéarﬁlecfég foltRe RictEbtBe Harfdiérize0ARat it includes a

avli ng at ast one chip and a first )
firahparh maderup ofa labebaktaghedtin such aiwawthat it bigcks dhe sacyrify module

of,. sai [ i-acl el
o IneS Rl BEARED G0, A} BRI RasrdAE ot 3 arst qnienna and
a isBeorrppavt positioped irethrovicinity besaitligenpéctoh salidibetongepartyincluding
able to exchange,digital .signals.by. ne '
3803 anleana, alp RS 1 PG ioR A 1K abGfial Blocessor
thel &fip dTane 196elt Bisingleible ® iexclidrigec bigitall sigaalshbya nveansasf the first
to seal the security nodule previously placed in the
anteaepWih the seeRiskaeNngd.ni s s made up of a pre-cut
paper or plastic filmcovered on a large part of its

THRe! A5 ©f Rie alistopare i dhe TRAReR Sttachedinsueh dfway as to seal the
conductor path connected to a chi The transducer

sequsity ossleoprevissly placedhin &m/a%fap?éfi %bsen?ra!;éh@r'amﬁgée up of a
PEERATAIRY G IEHC i PGB A1 i1 9o Sl antenna
made wipegf awirarer of a conductor path connected to a chip. The transducer of the
second part of the device, fixed in general, can comprise either an antenna
incorporated onto a label attached onto the conneclor of the security module, or an
antenna printed on the printed circuit supporting the connector. The role of the
transducer is to establish a dialogue with the first label’s chip by electromagnetic
means. Thus, an attempt to remove the first label provokes the tearing of the film and
the cut-off of the antenna conductor leading to a break in communication with the
transducer antenna. This interruption is then detected by the processor of the
apparatus, which will be disabled. Only an authorized person can restart the
apparatus by replacing the destroyed first label, the security module can be

conserved.
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antenna printed on the printed circuit supporting the

connector. The role of the transducer is to establish
a dialogue with the first label's chip by

el ectromagnetic neans. Thus,4an attenpt to renove the
first | abel provokes the tearing of the filmand 25

T e A NG TR p—

thahrefeisrtoethe eptiosed idrawings) wisitie are given dshenonertatw esimple, in
Wé{zjﬁ apparatus, which wll be disabled. Only an
hori zed person can restart the apparatus by
replacing the destroyed first label, the security

Figueti §hows tHieeins6uBA OF YEBIM caftd Tis anrueeBpiopn wi | | be
better under stood thanks to the follow ng detailed

desc tion that refers to the epclosed draw ngs,
FigHg s PYS gidese a%khcate RCCERtPE BIavidedayilihibesecyring device.

whi ch: Figure 1 shows the insertion of a SIMcard into

Figores8 sRpWwo b crods-€86tion of Heoasceptdi @s Fijufe M card accept or

provided with the securing device. Figure 3 shovvs a

.Cro ection of ceptor in Figure 2 Figu
GBI SHOWR/A Varn, bl & ST ApoReloE A thepasHifang of the securing
ddv@sd. tioni ng of the securing device Figure 1

represents a security nodule acceptor which is in the

formof a socket (2) 10 aced on a printed circuit

Figirs: & aposipcespon e rpdufcaptaToMEch o e e Glé socket (2)

plﬂﬁd”%h 5’ it 585:18‘9;1)(&9rré§?8§6ﬂ§dfd?” é)%n?plé Oy 'the decoder
(2) arti u ate on one o I ncl udes™ runner

mpthes baard; nThis secketi (2 provdded with) aicovien{2'p adicatated ont tme of its

bl VSASRE AT i Y Sl Dl L S 1 e
|lltmm$me§hr?%l§2trtml sgie ofctbethstectlntg;macgmeorré"tp:rnrjggﬁ thataf @ SIM card

wit, B, 55, £aUBHS yR s orf g e e e, S0, dkecign dowards
eigiftvedntdcls (4)ScattedpBHdRYab thé So8RAKEY fdridoning |ﬂ65¢di’fﬂlebﬂﬁ1 when

acce‘%tor in order to allo t he securlty nmodul e (3)

the govert (2))fs Blaggd oxer Bie sqrakgh% apd SiesiRg Hie agesatsrdn @rder o allow
thé BEcHRY Hiddie @56 B8 sePRld Gueration according to the

Figure 2 shows an example of the securing device configuration according to the
invention whose first part is a label (5) placed over the cover of the acceptor and the
second part, a transducer whose antenna coil (8) is placed under the acceptor.
Once the acceptor is closed, a label (5) is simultaneously attached onto the support
cover of both sides of the latter on the printed circuit in such a way as to seal the
acceptor. This label (5) made from a film of insulating material includes a conductor
path (6) connected to a chip (7). The path forming a coil extends from one end of the
label to the other. Furthermore, the insulating film is covered with grooves (10) which
constitute weak points allowing the label to be easily torn in an attempt to remove the
latter. The conductor path that can be made in the form of a metallic wire is
incorporated into the insulating sheet of the card and connected to the chip (7). It
constitutes an antenna calibrated to a service frequency so that any length change
provoked by its breakage due to the removal of the label is detected by the antenna
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i nvention whose first part is a |label (5) placed over
the cover of the acceptor and the 20 second part, a
transducer whose antenna coil (8) is placed under the
acceptor. Once the acceptor is dosed, a label (5) is
simul taneously attached onto the support cover of
both sides of the latter onghe printed circuit in
such a way as to seal the acceptor. This |abel (5)
made froma filmof insulating material includes a

w'b(ﬁicmcth@ tranggiger( The fatten de plaged dn the impediale vicinity efthe label,

ond B i n 5008, RGBS AR i i) Wi By

to be Bupwleddmdbe (dls's wihipcand thenexdhiange omhg«tapelgnals The coil (8) is

| | Iabel 0 orn,L.n an.atte
corhigefi R0 Siecotic crybSE fitctradeduRbl Wil 5. GPected to the
progesisor ﬁatére daeqiaief imerfaied| THeC siinals ASwingN RO Hikd Icall e(@g of the
into the insulating sheet of the card_ and connected

trangcuceh Pampwe a1 4niqee Kantification BT egIRALEG! TOmthe chiR (7) of
the&laﬁélr(& g‘ﬁ B}Jrl ! EFEeﬁéHnéJi Laradipe %%‘ﬂghﬂrrﬁ)@i“ﬁs c%(?lbe compared

pr ovoke akage ue t'o the renova
with aireferercedregistered abshe tmea:ﬁttlam imstallatior of meagecuﬂtytmedule (3) in

e, 5B Wpof el LR S0 5ot ! SLET o apparas

opaxatesgiopmalhe whichi mgans that ¢ securiynmiodalel (33 idreally dvé oge initially
p energy to be supplied to the label's chip and the
Ores€€Range of digital signals. The coil (8) is

connected to the electronic circuit of the transducer

On(the, othel tands aposieRddE be smb@sﬁblérmmwm etther to a
spoc'%n uatS |nterface The signals flowing in the coi

3hel change.er fodhe sgﬁtwc;t@e of ﬂamhaaeéby an atiempted removal.
In ﬂa@? '&t héw ‘Fa"&él ‘Pé‘mﬁ‘MEH%iel? WeRich sifge i QS‘U?W 8 an'gspal{ identification

% he processor perio yses
numbﬁ@lﬁﬁerﬂbtato at previoualylstored ip thesiemary. The ahsieace ot a label or a

abB SN P poffin on 2NErind Yaiidedls Bleg Ragiep oy the
prooéssion daecmuqmmelstlwmpa_rseﬂ pwith the/?,fel‘ehee appmealw?o Wore qossuble
oper at es nornma i neans securi no e .
The Rifcfaing 871G nmbralis 5 it suppgnten it a compistefpaan s Carried
out®yRé nititenaridie SVied WitHhe helTRGERAtIINf Caoia%ﬁﬁlyﬁﬁﬂdulés
due either to a spontaneous | abel change or to the

ruction of the |atter by an attenpted renoval In

Figvpr _ ,feP,SeW‘é\_K‘ﬁ AACEEMANC CrRgsHEstian 9?31% davieajindfrigure 2 pgcording to
the @RisPA PO TR dtiterith EAPHH) (df ttétirhfdbucer is in general incorporated into a
fiim made from insulating material (9) forming a second label attached under the

acceptor on the opposite face of the printed circuit board (1).

According to another embodiment of the device of the invention, the second label
can include grooves similar to those of the first label with the aim of weakening the
device. This supplementary protection prevents access to the security module
through the lower faceplate of the acceptor by lifting the label for example. A break in
the antenna coil of the transducer following the removing of the second label will
have the same consequences as the breakage of the conductor path of the first
label.
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15 nunber different to that previously stored in the
menory. The absence of a | abel or a |abel whose
conductor path working as anténna is damaged is al so
detected by the processor betause the conparison with
the reference nunber is no nore possible. The

The IiHIPBf the dtfvideSccabdiAg 8 e mbetitnScan 5P pasigshed intliffefently on

conplete restart is carried out by the maintenance
eitharofctbe fpees of henpiinted wirguit horeh l6fthe illistralad gxample, the label

odFilG he SRR SbF of ieARIRIEBL odh SE0BEBIced onthe acosptor cover
and éhenlabel dardying the ahip canzbe piaced 8 thé printed cieovitdwazed's opposite

iS in neral .incorporated jnto a.,filmmade.fro .
tachs i 'sfh5  Gnpari=apR, b BBel Ahgnd the asRAtBE Rl Inilde weakening
rioveshed under the acceptor on the opposite face of

g

the printed circuit board (1). According to another

FIGHHo T SBaws oo (ahasIDeqr ¥BVaE G MG St Goid, aGeede @Rg another
pbdditsifity fébsdsitidniny theqaBéIEPhrovRRESHH hetdhi mn’] ig@seimtf module

suppl enmentary protection prevents access to

(3 de insertpd riptguihe socketddy Rf threacerpder haa dhe lahe! 63) isaitached both
offp 2B ridid (9 ook B By king e Sce o e

sockeb(2)ng drbp whadbesion (! 1)ab depodited orhthedalbélan thenarea occupied by
consegenc s.the br a of, t he .condyc .pat h of

e [ 2ha Tl tissovr §25 Riaci ol 5Bl ) f 3uch Sway as to

closé gl hoceptér. tihankH ¥e e geqan) BehériRy thedth@r (2) to the label, the
indifferently on_either of the faces o

f the printed .
oRANIR Y Saish cBven (2) reveKas, ther 18380 B8 label () toaetber with the
b@%kﬁwpi&%fﬁﬁeﬁﬂé@na coil of the transducer can al so

be plFaced on the

cceptor cover and the | abel
carrying the chip can be placed on the printed circuit

Agcnidingdo eppther egbodinaent of the nyentien, damantgopacohaf thertiansducer
oA B8 oA, P o S5 Bl ol A5 Ut S o e same

tirbe eisdhe dthee patitsaf thendireuibbt her possibility for
positioning the | abel (5) provided with the chip (7).

REGSTARES ik XBieng R nq RevPapkle"Pufdtilin iing Sy moduie
ddmages! One if dhé habete byrinteprupting laecdriductondacting @st ére antenna. This
d&reclztr}ts %g.teccltédc g)'( Eheb;g‘gtr:gss%% )of 81% aep%%patﬁé géesu?tlltngtirq ?ts disablement.



socket (2). A drop of adhesive (11) is deposited on
the label in the area occupied by the chip (7) and
finally the cover (2') is placed over the socket (2)
in such a way as to dose the acceptor. Thanks to the
glue (11) adhering the cover (2) to the |abel, the
openi ng of said cover (2) pr-gvokes the tearing of the
| abel (5) together with the 15 breaking of the
antenna (6). According to emagr enbodi nent of the

i nvention, the antenna coi he transducer can be
an integral part of the printed circuit and etched (or

1st anpesliringtdevize foBsEcurity ModaR ddnpeblohasaid abmfectdr fobing part of
circuit. egardless of the_posltlonlng of the device,

an RECRHeT Resiienrchpn @herirted incwiy beatd pad integrier d¥e ashapparatus
wRbsd 'T@nétféﬁﬁﬂg? T;rbfﬂ%d?!r ugt ?I%@e?s(??ompﬁﬁﬁ AR A %eé‘ﬁrg’t?%odule
r's de etected by

antenna. T ect | € processor o

cannectashlarthe @sceptoulcharagtenizedtia tiatshinckidesta first past made up of a
bl B P ] o RS e BB RN B s e

beardnttés label avingbsialedsbode i ohipe gndt 2 dirst drderama appax aseosnd part
whose functioning, .controlled by a, processor,.depends
PTG Dol ViEpRgaf 730 CBnRget (R SecHad Rerjpeiioing 3 second
atBAnR6f 8taheduder i Bainmdnicaliohuasthe dppapatud ProécadSBEE the chip of
of a label attached in such a way that it blocks the
thedakel beipgratie teexshange digitahsigpals by qoeans of dhe first aptenna with the
sécdb8lanfshqang at | east one chip and a first antenna and

a second part positioned in the vicinity of said
connector, said second part including a second

2.ant d¥pviceraceording e clajmr 1.i ¢chacarterzeadcint thahthei label ineludes grooves
. , [ . bel being able
faBARANG tiE1ANAG 67 St 1ol & An BBl ik Made? PP PP 09

antenna with the second antenna. 2. Device according
3.t o dPeuiea accarding o talaimz bdcharactatized iethak e |dbet Isuthade up of a

ARt faleF Shebing & 2ohdihedpdf Eruflis A afBlina and
a cliipy said antenad being Inkedttithd eltigl i s nade up of a film
of insulating material incorporating a conductor path

4.Ser\ﬁé1vgcea5ac%8rd?r{bt % naaff‘rpd1, characterized in that the anienna of the
transducer is placed under the acceptor.

5. Device according to claim 4, characterized in that the antenna of the
transducer is made in the form of a thin film and includes grooves facilitating the
tearing of the latter if any attempt is made to remove it.

6. Device according to claim 1, characterized in that the antenna of the
transducer is made in the form of an antenna coil etched on the printed circuit board.

7. Device according to claim 1, characterized in that the antenna of the
transducer is able to send an electromagnetic field allowing a supply of energy to the
laber’s chip and the exchange of digital signals by means of the first antenna.

8. Device according to claim 7, characterized in that the signals flowing into the
antenna of the transducer comprise a unique identification number originating from
the chip via the first antenna, the processor being able to periodically analyze said



a chip, said antenna being linked to the chip. 4.

Devi ce according to claim1l, characterized in that the
antenna of the transducer is placed under the

acceptor. 5. Device accordi ng8to claim 4,

characterized in that the antenna of the transducer

is.made .in the formof a thin filmand includes

nymbsy, e&dftaﬁqmna&why'ﬂr Rereferenee fagisterediduring the instaliahign of the
séédrRy o ve it. 6. Device according to
clalwrldug%gﬁggfg§?€ﬁgyi n that the antenna of the
transducer is made in the formof an antenna coi

8et chidgvign acrerding tercaimed. characterizaddn that the et of the comparison
SE R S T e B ap IR o et
el ectromagnetic field allowng a suppl%aof energy to

10he Depvise|acsoiting tmalain 1 chamieriredoin toatatpositegiesuld from the

g0 frablae hd Bl AR o VY e BAT0, 16 1

into the antenna of the transducer conprise a unique
11 denPeyvice acc@rdlngdnmiﬂlmo‘r iadaracteningdfin dmat a break lin thevdabel antenna

of ikt 8 Sy 65 PPl

mrth a reference regi stered during the installation of
12he Dedceracoyrdingdtd elainm 1 lcharacterizedrin tiSat Dspontaneous change of

' . | ai.m haracteri.zed hat the result
AEBCII ARG i BHP el kB8 I HESPEREN! Briha Fhperd

apparatus controlled by the processor. 10. Device
according to claim9, characterized in that a positive
result fromthe conparison guarantees the norna
functioning of the apparatus. 11. Device according to
claim1, characterized in that a break in the | abe
antenna or in the transducer antenna provokes the
di sabl enent of the apparatus. 12. Device according to
claim1, characterized in that a spontaneous change of
the | abel including the chip provokes the disabl enent
of the apparat us.



