| Block Cipher Apparatus Using Auxiliary Transformation 5 Technical Field Tile, present invention
relates to a data transformation apparatus, data transformation methods, and storage media in which
data transformation methods are recorded, for encryption, decryption, and data diffusion in order to
10 protect digital information on information communications. Background Art Fig. 25 represents an
encryption function which is used in DES described in "Gendai Ango Riron (Modem Cipher Theory)"
(The Institute of 15 Electronics, Information and Communication Engineers, published on November
15, 1997, page 46). As shown in Fig. 25, eight S-boxes are used. These eight S-boxes are mutually
different tables. Each table outputs 4-bit data from 6-bit input data. Fig. 26 shows non-linear
transformation function which is described in 20 "Specification of E2 - a 128-bit Block Cipher" (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page 10). As shown in Fig. 26,
each S-function unit consists of eight S-boxes. Conventional encryption devices use multiple S-boxes.

Since some ciphers are equipped with mutually different tables, memory usage is increased as
compared to ones eqld &m%@@m@@@&%&%mﬂﬁﬁaﬁ%@ﬂ%iphers use only one
S-box, the security of the cipher is decreased. As shown in Fig. 7, when a normal data transformation

unit (FL) 250 is
Technical Field

The present invention relates to a data transformation apparatus, data
transformation methods, and storage media in which data transformation
methods are recorded, for encryption, decryption, and data diffusion in order to

10 protect digital information on information communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
15 Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).
As shown in Fig. 25, eight S-boxes are used. These eight S-boxes are
mutually different tables. Each table outputs 4-bit data from 6-bit input data.
Fig. 26 shows non-linear transformation function which is described in
20  “Specification of E2 — a 128-bit Block Cipher” (Nippon Telegraph and
Telephone Corporation, published on June 14, 199§, page 10).
As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



inserted in the encryption unit, it is required to provide an inverse data transformation unit (FL-1) 270
in a decryption unit to decrypt the ciphertexts. Since, generally, the normal data transformation unit
(FL) 250 and the inverse 1o data transformation unit (FL-1) 270 are mutually different circuits, causes
a problem that the encryption unit and the decryption unit cannot provide the same configuration.
Furthermore, in generating extension keys, complex operations are required in order to generate the
extension keys having higher security. There is 15 another problem in case of generating the
extension keys that the number of bits of key datd to be input as an initial value should be fixed.
Embodiments of the present invention seek to provide systems in which circuits for encryption and
decryption are the same, and in which circuit area, program size and memory usage which are used
for non-linegslitapsiereplipped withputatietcdithesadidsds antfuohetsmre ithedesnsion keys can
be generated using a simpler configuration. Disclosure of the Invention 2a In accordance with a first
aspect of treqereswEneihlentiss, anstprsdrvitidena Sdatafdfoenatiothagtheathandaabieea key
generating unit for generating output key data based og input key data, and a data processing unit 5

for pefformSH St eRs: THY SFenar Bff@@@fwgﬁ@éé Fptibirof uate Bdsett on the output key data,
wherein the data piocsscing unieincludes plurel dafa RTormeon. uels (o peripymiEg  nom-inear
inserted in the encryption unit, it is required fo provide an inverse data
transformation unit (FL™') 270 in a decryption unit to decrypt the ciphertexts,
Since, generally, the normal data transformation unit (FL} 250 and the mverse
10 data transformation unit (FL") 270 are mutually different circuits, causes a
problem that the encryption unit and the decryption unit cannot provide the
same configuration.
Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security. There 1s
15  another problem in case of generating the extension keys that the number of bits
of key data to be input as an initial value should be fixed.
Embodiments of the present invention seek to provide systems in which
circuits for encryption and decryption are the same, and in which circuit area,
program size and memory usage which are used for non-linear transformation

20 computation can be reduced, and furthermore, the extension keys can be

generated using a simpler configuration.

Disclosure of the Invention



based. on extension keys, 10 wherein the key generating unit, which generates extension keys to be
supplied to the data transformation units, includes a key shifting unit for performing a rotational shift on
at least one of 128 bits of key data and 128 bits of key data depended data generated from the key
data inputted thereto by a predetermined number of bits Z1, Z,, ..., Zm (Zi<Z2< -- 15 <Zm; where Zi is
0 bit) so as to generate shift data, and generatingxgxtension keys to be supplied to the data
transformation units from the shift data on which the rotational shift is performed, and wherein the key

shifting unit inclugles; lnal.shift.reqis f ormi . ' (ft:hy. 1510 20 17 bits
at one operation ?ggaéérgg%%%% ?md%;gﬁ v(\%t%}%%g g{fﬁ%ﬁ %r%?@%i%ﬁ%ﬁ%% % %§<I<m) bits;
and a controtivigleditfodaientretisfgunatsitheppasticsahenilge gisksis genserbng amstatitnal shift on

the shift d i ' iff.] 14 it : ift data on
which a roaé%(%l}gl%spfg% %@? %%?%ﬁr%ée%%? %eigglitgﬁgt %%é%ﬁ,%ﬁ v%i%sg%ﬁggﬁg%%b%ﬁc?the present
invention, feerpasfproiigedt d astotarmficnaa iphoncthsitorradedatmigiice piatdimig process for

generating %{Hgtﬁfg{)‘g@;@gﬁﬂ on input key data, and a data processing process for performing at
least one o? encryption of data and decryption of data 30 based on the output key data, wherein the

data processing proessRlifietudess PRacsng taiistrhidesdprotedas FonpEIBIAtIAg a non-linear
transformationOf @ performing a non-linear transformation or a linear transformation

based on extension keys,
10 wherein the key generating unit, which generates extension keys to be
supplied to the data transformation units, includes
a key shifting unit for performing a rotational shift on at least one of 128
bits of key data and 128 bits of key data depended data generated from the key
data inputted thereto by a predetermined number of bits Z, Zs, ..., Zy (Z1<Zp< ...
15 <Z,; where Z; is 0 bit) so as to generate shift data, and generating extension
-keys to be supplied to the data transformation units from the shift data on which
the rotational shift is performed, and
wherein the key shifting unit includes:
rotational shift registers for performing a rotational shift by 15 bits or
20 17 bits at one operation to generate the shift data on which a rotational shift is
performed by Z; (2<I<m) bits; and
a controlling unit for controlling one of the rotational shift registers to
perform a rotational shift on the shift data on which a rotational shift is
performed by Z;.; bits so as to generate the shift data on which a rotational shift

25  is performed by Z, bits.

In accordance with a second aspect of the present invention, there is
provided a data transformation method for executing a key generating process
for generating output key data based on input key data, and a data processing
process for performing at least one of encryption of data and decryption of data

30  based on the output key data,
wherein the data processing process includes plural data

transformation processes for performing a non-linear fransformation or a



2b linear transformation based on extension keys, wherein the key generating process, which
generates extension keys to be 5 supplied to the data transformation processes, includes a key
shifting process for performing a rotational shift on at least one of 128 bits of key data and 128 bits of
key data depended data generated from the key data inputted thereto by a. predetermined number of
bits 71, 72, ..., Z,,, (Zi<Z2< ... <Z1,,; where Zi i3 bit) so as to generate shift data, and generating rile
siiiit in extension keys to be supplied to the data transformation processes from data on which the
rotational shift is performed, and wherein the key shifting process includes: a rotational shifting
process foh%%?f&?ﬁﬁﬁ@mé@i’ér‘i’*&l@ﬁif@%@i@ﬂﬁt@%‘?@’ﬂbits at one operation to generate the shift data
on which a rotatiqpgt,d i FRENE PEERERSH P Hrc S WRIdH IS cABh R SR RRSSSf@s Bentrolling the

rotational shifting process to perform a rotational shift on the shift data on which a rotational shift is
perforined BpRiiet frdhe daadgestramapersanpertseoninHidAs rotational shift is performed by Z,

bits. 3 Brief EXD'@Q@éﬂOE‘Iﬁﬁ‘iﬁg ?f@tﬁé@Q?&i?ﬁ%ﬁ‘éﬁ% %@a@f@ﬁéf@lﬁ‘ﬁtm aniéder speryption 100
and a data_ 5 transformation unit for decryption 400. Fig. 2 shows notations.

128 bits of key data and 128 bits of key data depended data generated from the
key data inputted thereto by a predetermined number of bits Z, Z,, ..., Zy
(Z,<Zy< ... <[ where Z 1s 0 bit) so as to generate shift data, and generating
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extension keys to be supplied to the data transformation processes from the shift
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data on which the rotational shift is performed, and

wherein the key shifting process includes:

a rotational shifting process for performing a rotational shift by 135 bits
or 17 bits at one operation to generate the shift data on which a rotational

15  shift is performed by Z; (2<I<m) bits; and

a coiltfoi process for controlling the rotational shifting process to
perform a rotational shift on the shift data on which a rotational shift is
performed by Z,.; bits so as to generate the shift data on which a rotational shift

is performed by Z, bits.



Fig. 3 shows a configuration of an encryption unit 200 or a decryption unit 500. Fig. 4 shows another
configuration of the encryption unit 200 or the 10 decryption unit 500. Fig. 5 shows a configuration of a
normal data transformation unit (FL) 251. Fig. 6 shows a configuration of an inverse data
transformation unit (FL") 271. 15 Fig. 7 shows a part of a conventional encryption unit and a
conventional decryption unit. Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500. Fig. 9 shows the normal data transformation unit (FL) 251 and the inverse data transformation
unit (FL-1) 271 which are placed at point symmetry. 4 Fig. 10 shows relation between the normal data
transformafiveiubitFinpash addhhd Ireeisgdata transformation unit (FL-") 271 which are placed at 5
point symmetry. Fig. 11 shows a non-linear function unit F. Fig. 12 shows a configuration of an S-box
first transformatiort ihitl1SheNes andetpdxesstormatinnsiontt d65reuaiy i argl O3 amdwslatéonfiguration
of an S-box tr%)gformation unit.21. 10 Fig. 14 shows a configuration of a linear transformation. unit

85. Fiy. 15 OHRERALONRYOFaEoh RALYRRAR #sformation unit 87. Fig. 16 shows a configuration of a

key generating un%}%o% Oshgxb(sa){notations.

Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
10 decryption unit 500.

Fig. 5 shows a configuration of a normal data transformation unit (FL.)

Fig. 6 shows a configuration of an inverse data transformation unit
(FLY271L. | |
15 Fig. 7 shows a part of a conventional encryption unit and a conventional
decryption unit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit 500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL™') 271 which are placed at point symmetry.



generating unit 600. Fig. 17 explains operations of a bit length transformation unit 31.0. 15 Fig. 18
shows a configuration of a shift register A 341. Fig. 19 shows a configuration of a control table of a
shift control unit 345. Fig. 20 shows operations of the shift register A 341 and a shift register B 342.
Fig. 21 shows correspondence between the shift register A 341, the shift 20 register B 342 and
extension keys. Fig. 22 shows operations of the shift registers A 341 through D 344. Fig. 23 shows
correspondence between the shift registers A 341 through D 344 and extension keys. Fig. 24 shows a
computer which is equipped with the data 25 transformation unit for encryption 100 and the data
transformation unit for decryption 400. 5 Fig. 25 shows a configuration of the encryption function of
DES. Fig. 26 shows g cthfidurationcbdtiion dortwisenr tham aiomul 1d8tbitr SsleekeipperEdt Fig. 27
shows another example of S-box transformation units. Fig. 28 shpws a non-linear function unit F which

is equippeditd Hexndthelin veraedugi ranstormatian b (X Iexl%%%fé’hﬁéﬁé?ﬁﬂ@?@ #ig. 29 shows

another non- llnear functlon unit F in which a location of 10 the key function unit 25 is moved.
5  pomnt symmetry.

Fig. 11 shows a non-linear function unit F.

Fig. 12 shows a configuration of an S-box first transformation unit 13 and
an S-box second transformation unit 14.

Fig. 13 shows a configuration of an S-box transformation unit 21.

10 Fig. 14 shows a configuration of a linear transformation unit 85.

=]

Fig. 15 shows a configuration of a linear transformation unit 87.
Fig; 716 shows a configuration of a key generating unit 300 or a kéy
generating unit 600. | . |
Fig. 17 explains operations of a bit length transformation unit 310.
15 Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit 345.
Fig. 20 shows operations of the shift register A 341 and a shift register B
342, |
Fig. 21 shows correspondence between the shift register A 341, the shift
20 register B 342 and extension keys.
Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341 through
D 344 and extension keys.
Fig. 24 shows a computer which isl equipped with the data
25  transformation unit for encryption 100 and the data transformation umit for

decryption 400.



Fig. 30 shows another non-linear function unit F in which a location of the key function unit25 is
moved. Fig. 31 shows another configuration of a P function unit 30. Fig. 32 shows another
configuration of the P function unit 30. 15 Fig. 33 shows configurations and operations of S 1 through
S4 of Fig. 31. Fig. 34 shows a proof of non-existence of an equivalent keys. Fig. 35 shows a proof of
non-existence of an equivalent keys. Fig. 36 shows another configuration of the encryption unit 200 or
the decryption unit 500. 20 Fig. 37 shows another configuration of the encryption unit 200 or the
decryption unit 500. Fig. 38 shows another configuration. of the encryption unit 200 or the decryption
unit 500. Fig. 39 shows another configuration of the encryption unit 200 or the 25 decryption unit 500.
Fig. 40 shows anoliigr 25raguvatastigasitpsiothe sRO0PEEthEE et Snit 500. Fig. 41
shows another configuration of the encryption unit 200 or the 5 decryption unit 500. Fig. 42 shows a
configuration in wHiét tRE (FREVST RiGOISIBHERERI A e QRRNIHSH FiYN48 Ih s 2 Eoifiguration of
the encryption unit 200 %r the decryption unit 500, which is shown in Fig. 3, using the non-linear
functién u%ﬁfoc{ cipher E2.

Fig. 27 shows another example of S-box transformation units.

Fig. 28 shows a non-linear function unit F which is equipped with the first
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Fig. 29 shows another non-linear function unit F in which a location of
10 the key function unit 25 1s moved.
Fig 30 shows another non-linear function unit F in which a location of
' the key function unit 25 is movéd_.
" Fig. 31 shows another configuration of a P function unit 30.
-Fig. 32 shows another configuration of the P function unit 30.
15 Fig. 33 shows configurations and operations of S1 through S4 of Fig. 31.
Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
20 Fig. 37 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 39 shows another configuration of the encryption unit 200 or the
25 decryption unit 500.

Fig. 40 shows another configuration of the encryption unit 200 or the



10 F shown in Fig. 28. Fig. 44 shows a modified configuration of Fig. 43 by using a non-linear function
unit F' in which the the key function unit 25 of the non-linear function unit F is removed. Fig. 45 shows
a modified configuration of Fig. 44 by merging the 15 whitening extension keys with the extension
keys. Fig. 46 shows a modified configuration in which the key function unit 25 is removed from the
non-linear function unit F and. in which an extension key k is supplied to an XOR circuit 298, when the
non-linear function unit F is configured as shown in Fig. 29. 20 Fig. 47 shows a modified configuration
in which the key function unit 25 is removed from the linear function unit F and in which a linearly
transformede@xtptisionkesR0s supplied to the XOR circuit 298, when the non-linear function unit F is
configured as shown. in Fig. 30. 25 Best Mode for Carrying Out the Invention Embodiment 1. Fig. 1
shows a data transfagmaticihowis fanethery piofigaatee al7thagntgnsiormanidr2Ghitdortdecryption
400 in this embodiment. The data transformation unit for encryption 100 is, for example, an 5
encryétion@f@%&é%ﬂiéﬁ%é%ts 128-bit ciphertexts from 128-bit input plaintexts. The data

transformation unit for decryption 400 js a decryption .devjce which gutputs 128-hit plaintexts from 128
bit input ciphertext .lg’hgéc?g"%wﬁér‘fﬁﬁ TRHRH TR f%?P {151 66 e sid s Bl efidiStion unit 200

and a )
combined.

Fig. 43 shows a configuration of the encryption unit 200 or the
decryption unit 500, which is shown in Fig. 3, using the non-linear function unit
10 F shown in Fig. 28.
Fig. 44 shows a modified configuration of Fig. 43 by using a non-linear
function unit F* in which the the key. function ﬁhit 25 of the non-linear function
 unit F is removed. | | |
Fig. 45 shows a modified configuration of Fig. 44 by merging the
15  whitening extension keys with the extension keys,
Fig. 46 shows a modified configuration in which the key function unit
25 is removed from the non-linear function unit F and in which an extension
- key k is supplied to an XOR circuit 298, when the non-linear function unit F is
configured as shown in Fig. 29.
20 Fig. 47 shows a modified configuration in which the key function unit 25
is removed from the linear function unit F and in which a linearly transformed

extension key k' is supplied to the XOR circuit 298, when the non-linear

function unit F is configured as shown in Fig. 30.

25  Best Mode for Carrying Out the Invention
Embodiment 1.

Fig. 1 shows a data transformation unit for encryption 100 and a



key generating unit 300. The encryption unit 200 is a data processing unit for 10 encrypting plaintexts.
The key generating unit 300 generates multiple (n) 64-bit or 128-bit extension keys using constants Vi
from 128-bit, 1.92-bit or 256-bit input key data, and supply them to the encryption unit 200. The data
transformation unit for decryption 400 consists of a decryption unit 500 and a key generating unit 600.
The decryption unit 500 is a data processing unit for 15 decrypting ciphertexts. The key generating unit
600 is the same as or similar to the above key generating unit 300. Furthermore, since the encryption
unit 200 and the decryption unit 500 can run the same procedure, they can share one circuit or one
program, though the encryption unit 200 and the decryption unit 500 are illustrated separately in the
figures. Sihatr liratefkeyajeneratin dourdsc 800t a4l doQlusre siland iomentircuit or one program. That
is, one circuit or one program can be shared by the data transformation unit for encryption 100 and
the data transformilidriiatit fseeeraidpuooiFigr 2eaesyriineahiyssofinstatienznieedtor the
following figures or descriptions. 25 In Fi%BS; and the subsequent figures, a left half of data is called

"left ddta ENGRPHPGERMIFET FCR QBN EHghtHatdl ROIPIFTHEOIEO e B2 4rltl whiRKLare input to
R e e
data which 18 QUL IR. PSR 3 AR IR0 PR P78 R0 A0 are calle
transformation unit for encryption 100 consists of an encryption unit 200 and a
key gen‘era‘{ing unit 300. The encryption unit 200 is a data processing unit for
10 encrypting plaintexts. The key generating unit 300 generates multiple (n)
64-bit or 128-bit extension keys using constants V; from 128-bit, 192-bit or
256-bit inpuf key data, ,.and supply theni to the encryption unit 200. The data
transformation unit for decryption 400 consists of a decryption unit 500 and a
key generating unit 600. The decryption unit 500 is a data processing unit for
15 decrypting ciphertexts. The key generating unit 600 is the same as or similar to
the above key generating ﬁnﬁt 300. Furthermore, since the encryption unit 200
and the decryption unit 500 can run the same procedure, they can share one circuit
or one program, though the encryption unit 200 and the decryption unit 500 are
illustrated separately in the figures. Similarly, the key generating units 300 and
20 600 can share one circuit or one program. That is, one circuit or one program
can be shared by the data transformation unit for encryption 100 and the data
transformation unit for decryption 400.
Fig. 2 shows meanings of notations used for the following figures or
descriptions.

25 In Fig. 3 and the subsequent figures, a left half of data is called “left data

1” and a right half of data is called “right data R”. Furthermore, the



Fig. 3 shows an example of the encryption unit 200 or the decryption unit 500. 10 Fig. 3 shows a
configuration in which 6-round non-linear data transformation unit 210, 6-round non-linear data
transformation unit 220, and 6-round non-linear data transformation unit 230 are cascade. The normal
data transformation unit (FL) 251 and the inverse data transformation unit (FL™) 271 are inserted
between the 6-round non-linear data transformatiog unit 210 15 and the 6-round non-linear data
transformation unit 220. Furthermore, the normal data transformation unit (FL) 253 and the inverse
data transformation unit (FL-1) 273 are inserted between the 6-round non-linear data transformation
unit 220 and the 6-round non-linear data transformation unit 230. Inside the 6-round non-linear data
transformadiata wiii @1 @r6 nopmidto afsrohicerad aiatér 20s framsfdionationisud 8, a2 @ (pradidedndor example,
a non-linear data transformation unit 280 consists of a non-linear function unit F and an XOR
(exclusive BW) direuicabodin’timpwaylai cashrof Egeal8 datndobf thentipedinkan tdataformation
units are provided in total. The non-linear data transformation unit 210 is equipped with a first 25

non-lifear UARS PERAPMAREE drit 2868 hrd 8 sEbrd D ohairabipdaiRtermedininatn uibds1. For
arbitrary twp pieces of input data, right input 9 data Ro.and left input data La, the formgr performs the
frst nonitEAF AHErARHH Bl HHETert BOPaRS Fo drdd A BIIoREE,  ortptis an 5
XORed re of the-optput data of the first non-linear transformation and the right input data Ro as
the first Ief’?#lfgérar%gdigé acfgtgq_fl}? %fn(? %t Bééa%e'left input

Fig. 3 shows an example of the encryption unit 200 or the decryption unit
500.

10 Fig. 3 shows a configuration in which 6-round non-linear data
transformation unit 210, 6-round non-linear data transformation unit 220, and
- 6-round non-limear data transformation unit 230 are cascade. The normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL™)
271 are inserted between the 6-round non—liﬁear data transformation unit 210
15 and the 6-round non-linear data transférmation unit 220. Furthermore, the
normal data transformation unit (FL) 253 and the inverse data transformation
unit (FL™') 273 are inserted between the 6-round non-linear data transformation
unit 220 and the 6-round non-linear data transformation unit 230. Inside the
6-round non-linear data transformation unit 210, 6 rounds of non-linear data
20 transformation units are provided. For example, a non-linear data
transformation unit 280 consists of a non-linear function unit F and an XOR
(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of

non-linear data transformation units are provided in total.
The non-linear data transformation unit 210 is equipped with a first
25 non-linear data transformation unit 280 and a second non-linear data

transformation unit 281. For arbitrary two pieces of input data, right input



data Lo as the first right intermediate data R1. The latter performs the second non-linear
transformation on the first left intermediate data L, using a second extension key k2, outputs an
XORed result of the output data of the second 10 non-linear transformation and the first right
intermediate data R, as the second left intermediate data L2, and outputs the first left intermediate
data LT as the second right intermediate data R29 The non-linear data transformation unit 210, in
which the first non-linear data transformation unit 280 through the sixth non-linear data transformation
unit 285 are cascade, outputs the final right 15 intermediate data R6 and the left intermediate data L6
as the output data after transformation. Fig. 4 shows a configuration in which a normal data
transformatisn Jhit 4rd) k85, apiHveleie data tansformetopamintas - b 5{issid 2oB-déaert non-linear
data transformation unit 240 are added to the encryption unit 200 20 shown in Fig. 3. In total, data

transformAtRSIOTEABARCD YLl FOlRRY BrtAdn-IMER BATESHBRSTORMALST URiO HRYS Fhows the
Lol S SO (250 ok e e e e erge g unt (L)
o oreiess o U500 Bseel R Sl S AETEI D A gl put St
A cret ity R e A e gl T L) Y
non-linear transformation on the first left intermediate data L, using a second
extension key ki, outputs an XORed result of the oufput data of the second
10 | non-linear transformation and the first right intermediate data R; as the second
left intermediate data L, and outputs the first left intermediate data L, as the
second right intermediate data R;. The non-linear data transformation unit 210,
in which the first non-lincar data transformation unit 280 through the sixth
non-linear data transformation unit 285 are cascade, outputs the final right
15 intermediate data Ry and the left intermediate data L as the output data after
transformation.
Fig. 4 shows a configuration in which a normal data transformation unit
(FL) 255, an inverse data transformation unit (FL™) 275, and a 6-round
non-linear data transformation unit 240 are added to the encryption unit 200
20 shown in Fig. 3. In total, data transformation is performed by 24 rounds of
non-linear data transformation units.
Fig. 5 shows the normal data transformation unit (F1.) 251.
Fig. 5 shows that the normal data transformation unit (FL) 251 divides
input data into two pieces of data, left input data 51 and right input data 52,
25  performs logical operations for the both pieces of the data, and generates output

data from the left output data 60 and the right output data



XORed with the right input data 52 at an XOR circuit 56. The output from the XOR circuit 56 becomes
right output data 61, and is ORed with an extension key 57 at an OR circuit 58. i nen, the ORed result
is XORed with the left input data 51 at an XOR circuit 59 to generate left output data 60. 10 Fig. 6
shows the inverse data transformation unit (FL™) 271. Fig. 6 shows that the inverse data
transformation unit (FL") 271 divides input data inp two pieces of data, left input data 71 and right
input data 72, performs logical operations for the both pieces of the data, and generates output data
from left output data 80 and right output data 81. 15 The right input data 72 is ORed with an extension
key 73 at an OR circuit 74, and then, the ORed data is XORed with the left input data 71 at an XOR
circuit 75. Fhed thdeduippufrdaathé }GREIedin T8 becomiession ke e data #ONRhdiiswiNDed with
an extension key 76 at an AND circuit 77. After that, the ANDed result is left rotational shifted by 1 bit
at a 1-bit I8 raddhen2chamiting as daaaisdlefe mteensishifivd rRelgavial iﬁé rigHcIeit data 72 at
an XOR circuit 79. The output from the XOR circuit 79 g(_gtcomes rlght output data 81. The normal

data tPansfoHafon Bl (RIH &=y %11;8%}? T RANHE RIS data t?éﬁs? iGREiE (FL™) 271
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key 57 at an OR circuit 58. Then, the ORed resuit is XORed with the Ieft input
data 51 at an XOR circuit 59 to generate left output data 60.
10 Fig. 6 shows the inverse data transformation unit (FL™) 271,
| Fig. 6 shows that the inverse data transformation unit (FL™") 271 divides
input data into two pieces of data, left input data 71 and right input data 72,
performs logical operations for the both pieces of the data, and generates output
data from left output data 80 and right output data 81.

15 The right input data 72 is ORed with an extension key 73 at an OR
circuit 74, and then, the ORed data is XORed with the left input data 71 at an
XOR circuit 75. Then, the output from the XOR circuit 75 becomes left output
data 80, and is ANDed with an extension key 76 at an AND circuit 77. After that,
the ANDed result is left rotational shifted by 1 bit at a 1-bit left rotational

20  shifting unit 78, and the shifted data 1s XORed with the right input data 72 at an
XOR circuit 79. The output from the XOR circuit 79 becomes right output data
81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and the
inverse data transformation unit (FL™) 271 shown in Fig. 6 perform opposite

26  operations each other. Accordingly, using the same extension key, the input data

X ot Fig. 5 can be obtained as output data X of Fig. 6 by



5 output data from the other unit by making the output data from the one unit be input data to the
other is called a relation between normal and inverse transformations. The normal data transformation
unit (FL) 251 and the inverse data transformation unit (FL-1) 271 are circuits which realize such
relation between normal and inverse transformatigns. 10 Both of the 1-bit left rotational shifting unit 55
of Fig. 5 and the 1-bit left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
execute right shift. Furthermore, the normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL-) 271 can be one of other configurations as long as they preserve the relation
between norakangrahipé data ¥ tedrisiorh domput stasx anpid; ietnumber of shifts can be changed.
Moreover, an AND circujt with "not’ operation, an OR circuit with "not" operation, and/qr an XOR
circuit with "not" optads egﬂ%lépaabﬁilﬁéﬂ?@@ﬁ%@%ﬁ%@%ﬂ%&hﬁ% RHSBFhEAND circut

with "%ot" %%g0é1 &érr\]% (rgl)mll? tgécgtlgg\gtﬁ\mtn%} 1%paof{rﬁ;tltlo ;3)?1 tﬂ‘% égg ﬁerUI&\ll(\élth "nggigggratlon,

represente , "orn"; and "xorn*, respective ny: (né)t%(l) ano%lexorn y-(not x) or y x

xorn y : (NQEXh Qe ¥ >NGHECEA & PIS @IRdRroyidetyih commandsRARN andr idAdseS "xor"
including "not". These commands can be performed at the same cost as "and", "or", and "xor". Fig. 7
shows a corweritonakenery Jtenunind Landeoefiventidoal dit (FL) 251 and the inverse

data transformation unit (FL™} 271 are circuits which realize such relation

between normal and inverse transformations.

10 Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit left
rotational shifting .unit 78 of Fig. 6 perform left shift, however, both can execute
right shift. Furthermore, the normal data transformation unit (FL) 251 and the
inverse data transformation unit (FL™) 271 can be one of other cdnﬁgurations
as long as they preserve the relation between normal and inverse

15  transformations. For example, the number of shifts can be changed. Moreover,
an AND circuit with “not” operation, an OR circuit with “not” operation, and/or
an XOR circuit with “not” operation can be added. Namely, as follows are
shown definitions of the AND circuit with “not™ operation, the OR circuit with
“not” operation, and the XOR circuit with “not” operation, represented by

20 “andn”, “orn”, and “xorn”, respectively.

xandny : (notx)andy

xorny:(notx)ory

X Xormy : (not x) Xory

Some recent CPUs are provided with commands of “and”, “or”, and

25 “xor” including “not”. These commands can be performed at the same cost as
“and”, “or”, and “xor”.

Fig. 7 shows a conventional encryption unit 201 and a conventional



decryption unit 501. The conventional encryption unit 201 is equipped with two normal data 5
transformation units FL. Thus, the decryption unit should be equipped with two inverse data
transformation units FL-' in order to perform inverse operations. Therefore, since the encryption unit
generally has a different configuration from the degryption unit, the encryption unit and the decryption
unit cannot share the same circuit. 1.0 On the other hand, as shown in Fig. 8, in the present
embodiment, the normal data transformation unit (FL) 251 and the inverse data transformation unit
(FL") 271 are located side by side in the encryption unit 200, so that the decryption unit having the
same configuiatinivaampesidrm decryption. For example, the right data R is transformed by the
normal data transformation unit 15 (FL) 251 to get left data L', and the left data L is transformed by the
inverse data transTdrenatiorentiibiBl eb)c2yitiorgentight dataRippedisvetistythaoightlddataR can be
obtained by inputting the left data L' to the inverse data transformation unit (FL) 271, and the left data
L can’be obstainedmbgtigpugnts the rigitsathedeeymsiaoraml dacy tebbefetmaned with 19 251. 20 As
described above, the encryption unit 200 and the decryption unit 500 can be implemented by the

same confijtir&tfoladhdFaRs lOREIEABN-INE 206 aifl AHETERHSHEN B SE0CaRRAEROHe circuit. Fig.
ransformek T WL S oPE GAFISEMIEE B8 Yo L Rinet O hE SARLTREY s Winsformation
unit 280. 13, decryption unit, the encryption unit and the decryption unit cannot share the
same circuit.
10 On the other hand, as shown in Fig. &, in the present embodiment, the
normal data transformation unit (FL) 251 and the inverse data transformation
unit (FL™) 271 are 1bcated side by side in the encryption unit 200, so that the
decryption unit having the same configuration can perform decryption. For
example, the right data R is transformed by the normal data transformation unit
15 (FL)251to getleft datal’, and the left data L is transformed by the inverse data
transformation unit (FL™) 271 to get right data R’. In this case, the right data R
can be obtained by inputting the left data L’ fo the inverse data transformation
unit (FL™") 271, and the left data L can be obtained by inputting the right data R’
to the normal data transformation unit (FL) 251.
20 As described above, the encryption unit 200 and the decryption unit 500
can be implemented by the same configuration, and the encryption unit 200 and
the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data transformation
unit (FL) 251 and the inverse data transformation unit (FL™) 271 are located at

25  point symmetry on the non-linear data transformation unit 280.



In this way, when the normal data transformation unit (FL) 251 and the inverse data transformation unit
(FL"i) 271 are located at point symmetry on the 5 non-linear data transformation unit 280, the
encryption and the decryption can be performed using the same configuration. Fig. 10 shows
correspondence between the data transformation unit (FL) and the inverse data transformation unit
(FL™) placed at point symmetry. As shown in Figj30, in case of Fig. 3, the normal data transformation
1o unit (FL) 251 and the inverse data transformation unit (FL") 271 are placed at point symmetry on
the 6-round non-linear data transformation unit 220. In Figs. 3, 4, 8, and 9, the data transformation unit
(FL) and the inverse data transformation unit (FL") can be replaced with each other. Besides, in Figs.
3,4, 8, and 9, the figthidaiaR aitththiefictatall desn thendplanad ovithrda R )2 6thendrilge 36 shows a
configuration in which the encryption unit 200 consists of the 6-round non-linear data transformation
unit 210, ai eneeainda frAnsEpeRsorIBE ARSI ATAtR Levezababnditis Brousidnon disear data
transfonnation unit 230. 20 The 6-round non-linear data transformation unit 210, the 6-round

non- nﬁeaﬂa@ﬂa lingasreatationinrReBoBinihe BrdliRERBRIMLAT dadkiiradRrsHRRNBEaRIt 230 are
circuits th e used for en ryptlon and decryption. Here, a normal/inverse data transformation
unit 211 c Sf}i‘ﬁ %‘@gr hd2HBniiEdE HadFransformation unit 210, and the normal data 14

Fig. 10 shows correspondence between the data transformation unit
(FL) and the inverse data transformation unit (FL ") placed at point symmetry.

As shown in Fig. 10, in case of Fig. 3, the normal data transformation

10 unit (FL) 251 and the inverse data transformation unit (FL™) 271 are placed at
point symmetry on the 6-round non-linear data transformation unit 220.

In'Figs. 3, 4, 8, and 9, the data transformation unit (FL) and the inverse
data transformation unit (FL'I) can be replaced with each other. Besides, in
Figs. 3, 4, 8, and 9, the right data R and the left data L can be replaced with each

15  other.

Fig. 36 shows a configuration in which the encryption unit 200 consists
of the 6-round non-linear data transformation unit 210, and the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of the

25  6-round non-linear data ftransformation unit 210, and the normal data



transformation unit (FL) 250, and the inverse data transformation unit (FL") 271. The normal/inverse
data transformation unit is a circuit that can be used for 5 both encryption and decryption. Namely, the
normal/inverse data transformation unit is one nonmal/inverse transformation circuit in which the
input data to the unit can be obtained as the output data from the other unit by making the output data
from the unit be the input data. to the other unit. A pormal/inverse data transformation unit 221 also
consists of the 10 6-round non-linear data transformation unit 220, and the normal data transformation
unit (FL) 251, and the inverse data transformation unit (FL-") 273. In addition, a nhormal/inverse data
transformation unit 231 consists of the 6-round. non-linear data transformation unit 230, and the
normal dataad&transfamaton it (E5) 258 ahd the arverdetd atamtrefosfortiatiominit{EL)1) 275. The
encryption unit 200 is configured by cascading these normal/inverse data transformation units 211,
221, and 2311 . Ahbahmiermabipyiose yiatrgansaprbs b Weédsas eiiewletigptan baitsab 2o Besides, if
a set of the 6-round non-linear data transformation unit 210, the 6-round non-linear data
transférmatiR urfheD e noinshl GREPASformabAReY-(FIERD5 DIRRING HRFERse dhita

transformation unit (FL- 1) 271 is assumed to be a non-linear data transformation unit 1210, the
on-linear R FAREH MG or R0 TS LR GoR it 8 Gt OF EHEnyB ST G 28 ecryption.

Here, a normualiyersg SRIA HASIR BRI So0SIRtR el SR AReRR R P omation

making the output data from the unit be the input data to the other unit.

A normal/inverse data transformation unit 221 also consists of the

10 6-round non-linear data transformation unit 220, and the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL™")
273.

In addition, a normal/inverse data transformation unit 231 consists of the
6-round non-linear data transformation unit 230, and the normal data

15 transformation unit (FL) 253, and the inverse data transformation unit (FL™')
273.

The encryption wunit 200 1is configured by cascading these
normal/inverse data transformation uvnits 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.

20 Besides, if a set of the 6-round non-linear data transformation unit 210,
the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL™)
271 is assumed to be a non-linear data transformation unit 1210, the non-linear
data transformation unit 1210 is a circuit that can be used for encryption and

26  decryption. Here, a normal/inverse data transformation unit 1211 consists of

the non-linear data transformation unit 1210, the



15 normal data transformation unit (FL) 250, and the inverse data transformation unit (FL™) 273. 5
Further, if a set of the 6-round non-linear data transformation unit 220, the 6-round non-linear data
transformation unit 230, and the normal data transformation unit (FL) 253, and the inverse data
transformation unit (FL™) 273 is assumed to be ajron-linear data transformation unit 1.220, a
normal/inverse data transformation unit 1221 consists of the non-linear data transformation unit ro
1220, the normal data transformation unit (FL) 251, and the inverse data transformation unit (FL")
275. The normal/inverse data transformation units 1211 and 1221 can be used for the decryption unit.

Further, if acehof thetrautdnoatineandati iradsStormadioheunite:Pk0d aG thrmsgbraditisrassumed to
be a non-linear data transformation unit 2210, the non-linear data transformation unit 2210 is a circuit
that can benigd®If0n BAth. encryption and decryption. Here, the non-linear data transformation unit

2210, the normal data transformation unit (FL) 250, and the inverse data transformation unit (FL") 20

275 fdrm a normalfiivgree daaseiapstbmfutionnhrozd nemclAb ManHvemnatitnaiinsimation unit

2211 can be used for the decryption unit. As described above, the encryption unit 2Q0 or the
decryptionthﬁit%@@mégnfb’élé]éﬂﬁ@]ur@@l%y%&%éd?ﬁ&%ti%ﬁ%al%\%ré@dﬁ%ﬁ sc%ﬁhation 25

units. transformation unit (FL) 233, and the inverse data transformation unit (FL'™) 273
is assumed to be a non-linear data transformation unit 1220, a normal/inverse
data transformation unit 1221 consists of the non-linear data transformation unit

10 1220, the normal data transformation unit (FL) 251, and the inverse data
transformation unit (FL™') 275.
The ﬁonnal/inverse data transformation units 1211 and 1221 can be used
for the decryption unit.
Fur_ther, if a set of the 6-round non-linear data transformation units 210
15 through 230 is assumed to be a non-linear data transformation unit 2210, the
non-linear data transformation unit 2210 is a circuit that can be used for both
encryption and decryption.
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL™)
20 275 form a normal/inverse data transformation unit 2211.
The normal/inverse data transformation unit 2211 can be used for the
decryption unit.
As described above, the encryption unit 200 or the decryption unit 500
can be configured by cascading multiple normal/inverse data transformation
25  units.
Further, in the encryption unit 200 or the decryption umit 500, the

normal/inverse data transformation unit can be formed hierarchically by



Further, in the encryption unit 200 or the decryption unit 500, the normal/inverse data transformation
unit can be formed hierarchically by 16 nesting the normal/inverse data transformation unit within the
normal/inverse data transformation unit. 5 Fig. 37 shows a case in which the encryption unit 200 and
the decryption unit have the same configuration ifgluding the 6-round non-linear data transformation
unit 210. In Fig. 37, the 6-round non-linear data transformation unit 210 includes even rounds of
non-linear data transformation units 280 as shown in Figs. 3 and 4. io Data A is transformed into data
A' by a first input normal data transformation unit 256, the data A’ is input to a first input port 261, the
data A" inpuideiann the ficshiabtin porte @itis wutpib fraatiadirshtutpishpoth2Gdasditavktséurther,
data B input from a second input port 262 is output from a second output port 264 as data B1. The
data B1 oulpts fransthensaizondiniitput port 264 is transformed 15 into data BI' by a second output
inverse data transformation unit 279. The data A, output from the first output port 263 of the encryption
unit 280 is input td'iBe SecoRPINput peRER6mortheche thfptRBITTHIBO0 &@%5%@%@. thfe data B1'
output from the second output inverse data trapsformation unit 279 s input to the first input normal
data transf@FRTARSIPUNTPEBS thE MR B cgﬁ%aaraufﬁae%%imﬁ% BTN BANHELHata
transforma(%:on El}nﬁit %in uts the.%ie}tngl and outputs the data B. Further, the non-linear
transformatid s B R datd Al and outputs the data X. The second output inverse data

transformation Fig. 37, the 6-round non-linear data transformation unit 210 mcludes
even rounds of non-linear data transformation units 280 as shown in Figs. 3 and 4.
10 Data A is transformed into data A’ by a first input normal data transformation
unit 256, the data A’ is input to a first input port 261, the data A’ input from the
first input port 261 is output from a first output port 263 as data A;’. Further,
data B input from a second input port 262 is output from a second output port 264
as data B;. The data B, output from the second output port 264 is transformed
15 into data By’ by a second output inverse data transformation unit 279,

The data A;” output from the first output port 263 of the encryption unit
200 is input to the second input port 262 of the decryption unit 500 as the data A,’.
The data B, output from the second output inverse data transformation unit 279
is _input to the first input normal data transformation unit 256 as the data B,’,

20  and output as the data B,.

The non-linear data transformation unit 210 inputs the data B; and
outputs the data B. Further, the non-linear transformation unit 210 inputs the
data A’ and outputs the data A’. The second output inverse data transformation
unit 279 inputs the data A’ and outputs the data A.

25 In Fig. 38, the odd-round non-linear data transformation unit 219

includes odd rounds of non-linear data transformation units 280.



unit 279 inputs the data A' and outputs the data A. 25 In Fig. 38, the odd-round non-linear data
transformation unit 219 includes odd rounds of non-linear data transformation units 280. 17
Accordingly, the data A’ input from the first input port 261 is output from the second output port 264 as
the data A,". Then the data A, is transformed by the 5 second output inverse data transformation unit
279, and output as the data A,". Further, the data;B input to the second input port 262 is output from
the first output port 263 as the data B,. The data B, output from the first output port 262 of the
encryption unit 200 is input to the second input port 262 of the decryption unit 500 as the data B,. io
The data A," output from the second output inverse data transformation unit 279 of the encryption unit
200 is inpu tethéidetyyphierdatit S0hpstiecdattha fisstd nippupter tiioiirss iopgnricimosal data
transformation unit 256. In cases of Figs. 37 and 38, the encryption unit 200 and the decryption unit
500 have $rzenheworfiqutitide psifoerdiaig énérydtism dhe delerybtion. trapsrymedshipiiea case in

which the second input normal data transformation unit 257 is provided at the second input port 262,

E

and the firSE MRS 48 \FiES Faraishmdfemannn Pt Hiovidd artRutmetBada 263. Fig.

40 shows a case in which the first input inverse data transformation. 20 unit 276 is provided at the first
input port géli't d*tﬁ/% é@%%ﬂ BB uER SR AFGATE ﬂ%ﬂ%?d?%t?o ukitSE8YS %’%5%3 ﬁrﬁ?e second

output porto%%ﬁt%%rﬂ@?%\év ae%%%ggjl yvhlch the normal/inverse data transformation

The data B; ouiput from the first output port 262 of the encryption unit
200 is input to the second input port 262 of the decryption unit 500 as the data B,.

10 The data A,” output from the second output inverse data transformation unit 279
of the encryption unit 200 is input to the decryption unit 500 as the data A;” and
input to the first input normal data transformation unit 256,

In cases of Figs. 37 and 38, the encryption unit 200 and the decryption
unit 500 have the same configuration, performing encryption and decryption.

15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the first
output inverse data transformation unit 278 is provided at the first output port
263.

Fig. 40 shows a case in which the first input inverse data transformation

20 unit 276 is provided at the first input port 261, and the second output normal data
transformation unit 259 is provided at the second output port 264.

Fig. 41 shows a case in which the normal/inverse data transformation
units 256, 258 are provided at the left input/output ports 261, 263, and the
inverse data transformation units 277, 279 are provided at the right input/output

25  ports 262, 264.



units 256, 258 are provided at the left input/output ports 261, 263, and the inverse data transformation
units 277, 279 are provided at the right input/output 25 ports 262, 264. 18 Fig. 42 shows a case in
which Figs. 39 and 40 are combined. Another case can be implemented by combining Figs. 37 and 39,
which 5 is not shown in the figure. Further, Figs. 3§ and 39 can be combined. Further, the 6-round
(even-round) non-linear data transformation unit 210 can be replaced with the odd-round non-linear
data transformation unit 219 in Figs. 37, 39 through 42, which are not shown in the figures. In cases of
Figs. 39 through 42, the encryption unit and the decryption unit can be implemented by the same 1o
configuration. Emidogindénsizowiga thshowslaichtigaratbarat dtherelrmeabinrdtion unit F of the
non-linear data transformation. unit 280. 15 The non-linear function unit F inputs F function input data
1.0, performs nonAinethararasfognatminptemantas b}flﬂ%’ﬂ@fﬂbﬁﬁ)ﬁt&f&t&ﬁ@nCl’ﬁQFWfMﬁbtmn input
data 10 having 64 bits is_divided into eight pieces of data, and processed in the unit of 8 bits. Each
8-bit data |§|ﬁ8ﬂ§¥5’@5&ﬁ’0¢’§(ﬁ@%@R fs Higbf %8@‘94 637 bRicoBbibRte dRRENSA extension

key 11, an erformed non-linear transfoymation using substitution at an S function unjt 20. Then,
2t n P funciibn G090t 8%5@&8# SRS SR e By SR KGR bl 1B, Bid the
64-bit F unclon, oyt 13 40,5 SHIRE . 1155 SDSYRIAR R0 g S st rpsfesmantion it

39 through 42, which are not shown in the figures. In cases of Figs. 39 through
42, the encryption unit and the decryption unit can be implemented by the same

10 configuration.

Embodiment 2.
Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280.

15 The non-linear function unit F inputs F function input data 10, performs
non-linear transformation, and outputs F function output data 40. The F
function input data 10 having 64 bits is divided into eight pieces of data, and
processed in the unit of § bits. Each 8-bit data is input to each of eight XOR
circuits 12 of a key function unit 25, XORed with an extension key 11, and

20 performed non-linear transformation using substitution at an S function unit 20.
Then, at a P function unit 30, two pieces of §-bit data are XORed by sixteen
XOR circuits 815, and the 64-bit F function output data 40 is output. In the S
function unit 20, four S-box first transformation units 13 and four S-box second
transformation units 14 are provided.

25 Fig. 12 shows an implementation example of the S-box first

transformation unit 13 and the S-box second transformation unit 14.



transformation units 14 are provided. 25 Fig. 12 shows an implementation example of the S-box first
transformation unit 13 and the S-box second transformation unit 14. 19 Inside the S-box first
transformation unit 13, a transformation table T is provided. The transformation table T previously
stores values of O through 255 5 arbitrarily (at ranggm) corresponding to values of 0 through 255. The
transformation table T inputs values of 0 through 255 and outputs the value (value of O through 255)
corresponding to each value. For example, when 1 is input, the transformation table T outputs 7. The
transformation table T performs non-linear transformation determined under consideration of security,

e.g., 1o checking ifthajtutiatintis bifeive-os Aotmiitomaxito U, effeiasfiahpidbabiliblei§ sufficiently
small or not, and so on. The S-box second transformation unit 14 includes the S-box first
transformaginsvidetl 1 Sdrdteatshitretitiotatigial Thifting b2 2t¢ireshedfiger eyt ' thrbofk 2513 shows the
left rotational left shift and "I" shows 1 bit). The 1-bit 15 left rotational shifting unit 22 performs left
rotatiohal shifitsgrilybit e ammsiaput fromesherslibax fosttrnstorpiatibnthritgB. Fédexample, when 1 is

input, the S-box first transformation unit 13 qutputs 7, and 1-bit left rotational shifting unit 22 outputs

14. If the STBER MEPAHABIGARKRIdn Y3 HHEIRO B b RTS8 20 MshSTorUBORTNELF are
s of 16 BT HABR IS8 T 4 BIBDGIRAHEIIE A Ubroblh 0 47 ke Tt of
transforma]%%qlgi BI&S Linsformation table T outputs 7. The transformation table T performs
non-linear transformation determined under consideration of security, e.g.,
10 checking if the function is bijective or not, the maximum differential probability
1S éufﬁcienﬂy small or not, and so on.
The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the figure,
“<<<” of “<<<1” shows the leff rotational left shift and “1” shows 1 bit). The 1-bit
15 left rotational shifting unit 22 performs left rotational shift by 1 bit to an output
from the S-box first transformation unit 13. For example, when 1 is input, the
S-box first transformation unit 13 outputs 7, and 1-bit left rotational shifting unit
22 outputs 14.
if the S-box first transformation unit 13 and the S-box second
20  transformation unit 14 are configured as shown in Fig. 12, one can obtain an effect,
which is similar to the case in which two kinds of the transformation tables T are
provided, though it is not required to have two kinds of transformation tables T.
By inciuding only one transformation table T, the memory usage required for
storing the transformation table T can be decreased, and the circuit scale can be
25  reduced.
Further, as shown in Fig. 27, by providing a 1-bit right rotational shifting

unit (*>>>1" of the S-box third transformation unit 15 in Fig. 27) as



By including only one transformation table T, the memory usage required for storing the
transformation table T can be decreased, and the circuit scale can be 25 reduced. Further, as shown
in Fig. 27, by providing a 1-bit right rotational shifting unit (">>>1" of the S-box third transformation unit
15 in Fig. 27) as 20 well as, or, instead of the 1-bi§d3eft rotational shifting unit 22, a similar effect can be
obtained to a case in which a different transformation table T is further provided. In 5 another way, it is
also possible to transform input data y using the transformation table T after shifting the input data y
by the 1-bit left rotational shifting unit ("<<<I" of the S-box fourth transformation unit 16 in Fig. 27)

provided foy dhe, dnAUHaa.Y oF 27 19U £3585:20 S MOAR: S e S5 ian BEL cases of

s(y>>>1), s(y<<<l.)<<<l, s(y<<<l)>>>1, s(y>>>])<<<1, s(y>>>1)>>>1 are to also applicable. By making

the shifted GsaaHBR Johlle ik SAMRIMESRRERAS ARSRRIALA APHMI fastaniharmases:ef Shifting by 3

bits or 5 bits in case that CPUs, etc. have only 1-bit shift command. Further, when this shifting
process is Jpeffimeghby Rl s (eeriprms-angobigsRiling s ameaimeobecemes possible

to perform faster. Further, the shifting is not limited to performed by | bit, 15 but an arbitrary number of

bits such agR1bitE, FkitssEamiNE HeednBy: siifiing by afcarbitane hurphelweiditshilisemetimes
becomes possible to obtain a similar effect to providing different kinds of tables. Fig. 28 shows an S
function unit2@-usingftiie-faub Sxbufilstithrofghmiousth tramsformafign DRitpAR:iddd Ibr eshown in
Fig. 27. 20 Another configuration of the P function unit 30 is shown in Fig. 31..

input data y. Fig. 27 shows cases of s(y), s(y)<<<l, s(y¥>>>1, g(y<<<1), but cases

of s(y>>>1), s(y<<<l)<<<], s(y<<<1)>>>1, s(y>>>1)<<<1, s(y>>>1)>>>1 are

10 also applicable. By making the shifted amount 1 bit, it sometimes becomes

possible to perform faster than cases of shiﬁing by 3 bits or 5 bits in case that CPUs,

etc. have only 1-bit shift command. Further, when this shifting process is

performed by hardware which performs only 1-bit shifting, it sometimes becoﬁles

possible to perform faster. Further, the shifting is not limited to performed by 1 bit,

15 but an arbitrary number of bits such as 2 bits, 3 bits can be used. By shifting by an

“arbitrary number of bits, it sometimes becomes possible to obtain a similar effect to
providing different kinds of tables.

Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27.

20 Another conﬁguration of the P function unit 30 is shown in Fig. 31.

From 8-bit input data y1, yz2. V3, V4, 32-bit data Zy, Z,, Zs, Z4 are obtained by
referring to S1, S2, S3, S4, respectively, and they are XORed at a circuit 913, From
8-bit input data ys, Ve, ¥7. Vs, 32-bit data Zs, Zg, Z4, Zg are obtained by referring to
S2, 83, S4, S1, respectively, and they are XORed at a circuit 916. This XORed

25  result U, and the former XORed result U, are XORed at a circuit 917 to output

z:°, 25", 23, z4". Then, the XORed result U,



From 8-bit input data yr, Y2, Y3, Y4, 32-bit data Z1, Z2, Z3, Z4 are obtained by referringto S 1, S2,
S3, S4, respectively, and they are XORed at a circuit 913. From 8-bit input data y5, y6, y7, y8, 32-bit
data Z5, Z6, Z7, Zg are obtained by referring to S2, S3, S4, Si, respectively, and they are XORed at a
circuit 916. This XORed 25 result U2 and. the former XORed result Ui are XORed at a circuit 917 to
output z1', z2', z3', z4'. Then, the XORed result U1 21 from the circuit 913 is shifted to the left by 1
byte (in Fig. 31, "<<<1" represents 1 -byte rotationgl shift, not 1-bit rotational shift) at a circuit 918. The
shifted result 5 is XORed with the output from the circuit 917 to output z5', 4', z7', z8'. As shown in (a)
through (d) of Fig. 33, S 1 is configured using the S-box first transformation unit 13, S2 is configured
using the S-box second transformation unit 14, S3 is configured using the S-box third transformation

unit 15, S44gs,coRfiguirdiing ReBiRax {94Hd réﬁnﬁgpagt%iteé{iﬂnﬁiéﬁsThe&Q&bi&wﬁ@a from
-DI

each transformation unit is copied four times to make 3 ata, and further, 32-bit data is masked to

output onlyjtyee pirses ol e Rda (2aibiddihmaraiie ratadienalshift of theecyiiied184g1a cyclic
shifting by a unit of bit length (8 bits =1 byte) which is processed by the S-box. 15 Fig. 32 shows the P

function unjt Wore ¢enfiEURtiont S eqevalent tardta 17 l@@tdmgl@mgntgg'r%i*é different. From 8-bit
input data yi, y2, y3, y4, 32-bit data Z1, Z2, Z3, Z4 are obtained by referring to S5, S6, S7, S8, and

they are XORed at/scitesiti933 (o) ahtpulodin dpefdignIesilt A EoaliicBeit npwicdidta y5heH, y7, yo,
32-bit data Zs, Z6, 27, Zg
first transformation unit 13, $2 is configured using the S-box second
transformation unit 14, S3 is configured using the S-box third transformation
unit 13, $4 is configured using the S-box fourth transformation unit 16. The
10 8-bit output data from each transformation unit is copied four times to make
32-bit data, and further, 32-bit data is masked to output only three pieces of the
data (24-bit}.

The 1-byte rotational shift of the circuit 918 is a cyclic shift'nﬁg by a unit of
bit length (8 bits = 1 byte) which is processed by the S-box.

15 Fig. 32 shows the P function unit whose configuration is equivalent to
Fig. 31, but implementation is different.

From 8-bit input data yy, y2. ¥3. V4, 32-bit data Z;, Z», Zs, Z,4 are obtained by
referring to S5, S6, S7, S8, and they are XORed at a circuit 933 to output an
opefation result A. From 8-bit input data ys, ve, ¥7, ¥s, 32-bit data Zs, Z¢, Z7, Zg

20  are obtained by referring to S9, SA, SB, SC, and they are XORed at a circuit 936
to output an operation result B. The operation result B is shifted rotationally to
the right by 1 byte (in Fig. 32, similarly to Fig. 31, shifting is performed by a unit
of bit length (8 bits = 1 byte) which is processed by the S-box, not 1 bit) at a
circuit 937 and the operation result B and the operation result A are XORed at a

25  circuit 938, This operation result C is shifted rotationally to upper (left) by 1 byte

at a circuit 939, and the



20 are obtained by referring to S9, SA, SB, SC, and they are XORed at a circuit 936 to output an
operation result B. The operation result B is shifted rotationally to the right by | byte (in Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1 byte) which is processed by
the S-box, not 1 bit) at a circuit 937 and. the operation result B and the operation result A are XORed
at a 25 circuit 938. This operation result C is shiftegbrotationally to upper (left) by 1 byte at a circuit
939, and the 22 operation result C is also XORed with the operation result A at a circuit 940. This
operation result D is shifted rotationally to upper (left) by 2 byte at a circuit 941, 5 and the operation
result D is also XORed with the output from the circuit 939 at a circuit 942. This operation result E is
shifted rotatjseratipitocthe g it o IX D\Re diva tTinduitpétatama ke bpkrtioniresis PEds dlkos XORed
with the output from the circuit 941 at a circuit 944. Output F from the circuit 944 is output as zi Z2',
z3', z4', andpsugsiairrsutid cisciii Bad totatipuelds koupET 1kl Y10 BsarEST aiE 8ddtigured

using the S-box first transformation_unit 13 and a logical shift.. S6 and S9 are configured using the

S-box Becaidl thErRRSHRIAIBAGHIK 12 B $010diRe Wt%ﬁlﬁﬁﬂl@%f@é%ﬁhﬁ&ﬂéﬂ%%%ft% S-box
o e O R U R
o eachgeipealel ki & eI ORI O DAY e, g o
bytes in Sgﬁ%ﬂﬂ t%% &@Hﬁ@ﬂ‘%ﬁ%ﬂgﬁtbﬂ%t@&tﬁm @Slﬂﬁﬂéf&ﬁ@ﬁ?%éi 18 output as z; ﬁ,
7", 73’ z;', and output from the circuit 943 is output as zs°, z¢”, 77, 5.
10 S5 and SC are configured using the S-box first transformation unit 13
and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using the
S-box third transformation unit 15 and a logical shift, S8 and SB are configured
using the S-box fourth transformation unit 16 and a logical shift. The logical shift
15 is used for outputting 8-bit output data from each transformation unit to a
predetermined location within the 32-bit output data. The logical shift 1s set to |
shift to the left by 0 byte in S5 and SA, 1 byte in S6 and SB, 2 bytes in §7 and SC,
3 bytes in S8 and S9. Namely, assuming §-bit output from the transformation
unit as z, 32-bit output can be represented as [0,0,0,z] (0 shows each of eight bits
20 is 0)in S5 and SA, [0.,0,z,0] in S6 and SB, [0,2,0,0] in S7 and SC, [z,0,0,0] in S8
and S9.
It is possible to implement using substitution tables whose input is &-bit
and output is 32-bit, which is calculated for directly producing predetermined
output.
25 In cases of Figs. 31 and 32, the apparatus can be provided, which

performs transformation at higher speed than the transformation used for



unit as z, 32-bit output can. be represented as [0,0,0,z] (O shows each of eight bits 20 is 0) in S5 and
SA, [0,0,z,0] in S6 and SB, [0,z,0,0] in S7 and SC, [z,0,0,0] in S8 and S9. It is possible to implement
using substitution. tables whose input is 8-bit and output is 32-bit, which is calculated for directly
producing predetermined output. 25 In cases of Figs. 31 and 32, the apparatus can be provided,
which performs transformation at higher speed thag the transformation used for 23 the conventional
E2 cipher shown in Fig. 26, and further on which fléxible implementation is possible. 5 In Fig. 11,
when the S-boxes of the S function unit 20 are configured respectively by different kinds of S-boxes,
eight transformation tables T are required. On the other hand, when the S-boxes are configured as

shown in Rige &3ntherthammbilisapgRaeqtbechion SFIENQ &eatidnfliernation tablies Teaille reduced
to at least a half. 10 Further, eight pieces of 8-bit data are input time-divisionally to the S-box first
transformatinplenieh8biod epSsbiiesecond transformation unit 14 shown in Fig. 12, so that the
conventional eight respective S-boxes can be replaced by the S-box first transformation unit 13 and
the S-box second trarsforrhhtisrhanithe S=pxss shioths andthertsample 4 thie SHORSBMEE S function

unit 20. 15 The concrete configuration is explained in detail in Matui, Sakurai, "Galois Field division
citcut and SRR PR CH{L phédiignasd divhasss. (SkHEnEe ParEm sy RPATONING ©2641285

[May 2, 1919674_&11"6&. On the other hand, when the S-boxes are configured as shown in Fig.
12, the memory usage required for storing the transformation tables T can be
reduced to at least a half.,

10 Further, eight pieces of 8-bit data are input time-divisionally to the S-box
first transformation unit 13 and the S-box second transformation unit 14 shown in
Fig. 12, so that the conventional eight respective S-boxes can be replaced by the
S-box first transformation unit 13 and the S-box second transformation unit 14,

Fig. 13 shows another example of the S-box of the S function unit 20.

15 The concrete configuration is explained in detail in Matui, Sakurai,
“Galots Field division circuit and shared circuit for multiplication and division”
(Japanese Patent Registration No. 2641285 [May 2, 1997]).

8-bit data is input to the S-box transformation unit 21, and 8-bit data is
output. The S-box transformation unit 21 is configured by an N-bit (here, N=g)

20  linear transformation unit 17, a subfield transformation unit 18, and an N-bit
linear transformation unit 19. The N-bit linear transformation unit 17 performs
operations of 8-bit data. The subfield transformation unit 18 performs operations
of only 4-bit data which are elements of Galois Field GF (2%). The N-bit linear
transformation unit 19 performs an operation of §-bit data. A linear

25 transformation unit 85 of the N-bit linear transformation unit 17 is a circuit

which performs the linear transformation



8-bit data is input to the S-box transformation unit 21, and 8-bit data is output. The S-box
transformation unit 21 is configured by an N-bit (here, N=8) 20 linear transformation unit 17, a subfield
transformation. unit 18, and an N-bit linear transformation unit 19. The N-bit linear transformation unit
17 performs operations of 8-bit data. The subfield transformation unit 18 performs operations of only
4-bit data which are elements of Galois Field GF (%). The N-bit linear transformation unit 19 performs
an operation of 8-bit data. A linear 25 transformation unit 85 of the N-bit linear transformation unit 17 is
a circuit which performs the linear transformation 24 shown in Fig. 14. A linear transformation unit 87
is a circuit which performs the linear transformation. shown in Fig. 15. 5 The linear transformation unit

85 can be spplacerhi@ qiicul Yhich patidons anoaffingiteansforplation (ehidle petfansieniation can
be considered as one style of affine transformations). Similarly, the linear transformation unit 87 can
be replacetidnaa gHosfondisfiqrestorms andilgeri affine transformation. The linear transformation unit
85 transforms 8-bit data (X) into 8-bit data (X'). 10 The obtained 8-bit data (X') is assumed to be an
element of Galois Hibkl (@8R! Trensppenatisindanatahtl tae bwernkbiedaty (Xicareioybidata X' are
respectively assumed as elements of the subfield Galois Field (24) and output to the subfield
transformaB8H s 8l aEiE crbRERApERIatiL An BRIAEHERBPTR2Y08) (a1 SRATEHERAIRR. satisfies

T oo e B o b e gy comve
can be replaced by a circuit which performs another affine transformation.
The linear transformation unit 85 transforms 8-bit data (X) into 8-bit data (X°).
10 The’ obtained 8-bit data (X°) is assumed to be an element of Galois Field (2%).
The upper 4-bit data and the lower 4-bit data (X; and X;) of data X* are
respectively assumed as elements of the subfield Galois Field (2%) and output to
the subfield transformation unit 18. Here, for example, let an element p of GF
(2% be an eclement which satisfies the irreducible polynomial
15 X3XO+XP+XP+1=0, and a=[3238, a base of the subfield GF (24) can be
represented as [1,0,¢%,6°]. If the elements of GF (24), X, X, are represented
using this, the following relationship can be established as X'=X+pX;. (For
details, refer to Matui, Sakurai, “Galois Field division circuit and shared circuit
for multiplication and division” (Japanese Patent Registration No. 2641285
20 [May 2, 1997])). The subfield transformation unit 18 is configured only by
operation units each of which performs operations of 4-bit data.
Here, as an example of extracting “subfield”, the subfieid GF (2™) where
n=2m can be considered for given GF (2"). In this example, n=8, m=4,
The subfield transformation unit 18 is an inverse element circuit using

25 the subfield constructed by the circuit shown in “Galois Field division



using this, the following relationship can be established as X'=Xo+(3X1. (For details, refer to Matui,
Sakurai, "Galois Field division circuit and shared circuit for multiplication and division" (Japanese
Patent Registration No. 2641285 20 [May 2, 1997])). The subfield transformation unit 18 is configured
only by operation units each of which performs operations of 4-bit data. Here, as an example of
extracting "subfield", the subfield GF (2m) where n=2m can be considered for given GF (2"). In this
example, n=8, m=4. The subfield transformation upi 18 is an inverse element circuit using 25 the
subfield constructed by the circuit shown in "Galois Field division 25 circuit and shared circuit for
multiplication and division" (Patent Registration No. 2641285 [May 2, 1997]). As an operation result of
this inverse element 5 circuit, upper 4-bit data and lower 4-bit data (Y1 and Yo0), each of which can be

assumed agmenielemeshafddre(PuarécautpultiplibetineanidadsfasivatiqP aih BR g Brhitaata Y which
can be assumed as an element of GF (28), where Y = Yo +13Y1. As explained above, this inverse
element citdoit Bod EXEHIt MryotplARg) )Y AY¥arfdperatifXoe(BX 1) Futherntherebnmenime ways of
taking a "basis", 10 such as a "polynomial basis" and a "normal basis", in representing the element of
"finite field CHBW taTRRes 41hakidyimand hoversd drehsise divournda sk eaakaeteristiclbeatebs-box

transformation unit 21 shown in Fig. 13 is ;5 compute data with.a bit width (4 bits) which |§s a half of

the bit widfi BB PoFIEIGEATHEG{IST the rS-RHERN HAHSIO IRARGI AUAHBRAHND HPE & 15
e L BTSSP Al gt
+BY;. As explained above, this inverse element circuit is a circuit for computing
Y =Y, +BY; = /Xy tpX;). Further, there are some ways of taking a “basis”,
10 suchasa “polynomial basis” and a “normal basis”, in representing the element
of “finite field” (how to take a basis) in the inverse element circuit.
A first characteristic of the 8-box transformation unit 21 shown in Fig.
13 is to compute data with a bit width (4 bits) which is a half of the bit width (8
bits) of the data input for the non-linear transformation. Namely, the inverse
15  element circuit is characterized by performing operations of only 4-bit data.
Although the computation speed may be decreased by performing only
4-bit operations. This case has an advantage in that a scale of a whole circuit
can be much smaller than a case of performing operations of §-bit data.
Further, a second characteristic of the S-box transformation unit 21 1s
20  that the N-bit linear transformation unit 17 and the N-bit linear transformation
unit 19, where N = 8, are provided at both sides of the subfield transformation
unit 18. When the S-box transformation unit 21 is implemented using the

subfield transformation unit 18, there is an advantage that a scale of the whole

circuit can be reduced and the



4-bit operations. This case has an advantage in that a scale of a whole circuit can be much smaller
than a case of performing operations of 8-bit data. Further, a second characteristic of the S-box
transformation unit 21 is 20 that the N-bit linear transformation unit 17 and the N-bit linear
transformation unit 19, where N = 8, are provide both sides of the subfield transformation unit 18.
When the S-box transformation unit 21 is impleméehted using the subfield transformation unit 18, there
is an advantage that a scale of the whole circuit can be reduced and the 26 configuration becomes
simpler compared with a case employing a transformation table T storing random values, while on the

contrary, e seeuiRBinaubeARsreassibibcoudiigireine U tansiarnatiansoriie afine

transformations are performed at both sides of the subfield transformation unit at the

reduction afiRefeerkityleweliduestoiiplemeding sising hiiRubielt tansfarmalierduititd can be
recovered. In Fig. 13, the linear transformations are performed at both sides of the to subfield

transfarmagiiy ubi l8sdrensader, theclinedmiginsidrmnatimacandis fpatatinad enlytht onéiside. In
another way, the linear transformation can be performed at one side, and the affine transformation
can be perfoansédratatiensthsy picdoRine@atshothssadeasel ithwisichiihbikegfafrotioatunit @Sishown in
Fig. 15 11, that is, the key function unit 25 placed before the S function unit 20 and the P_function unit
30, is now placeel Breérthie 1SduaHSh @nfhzosgaHHe [ Yghddion tanigydementing using the

subfield transformation unit 1§ can be recovered.
In Fig. 13, the linear transformations are performed at both sides of the

10 subfield transformation unit 18, however, the linear transformation can be
performed only at one side. In another way, the linear transformation can be
performed at one side, and the affine transformation can be performed at the
other side.

Fig. 29 shows a case in which the key function unit 25 shown in Fig.

15 11, that is, the key function unit 25 placed before the S function unit 20 and the P
function unit 30, is now placed after the S function unit 20 and the P function
unit 30.

Fig. 30 shows a case in which the key function unit 25 is placed between
the S function unit 25 and the P function unit 30.

20 By employing the configuration shown in Fig. 29 or Fig. 30, one can have
an effect that an implementation provides a higher-speed operation than the
configuration shown in Fig. 11 does. Further, by modifying the generation of the
extension keys, the same output can be obtained using the configuration shown in
Fig. 29 or Fig. 30 from the same input as the configuration of Fig. 11. In the

26  conventional F function unit shown in Fig. 26, two S functions are provided, in
cach of which first an operation with the extension key is performed and then an

operation of the S function 1s



Fig. 30 shows a case in which the key function unit 25 is placed between the S function unit 25 and
the P function unit 30. 20 By employing the configuration shown in Fig. 29 or Fig. 30, one can have an
effect that an implementation provides a higher-speed operation than the configuration shown in Fig.
11 does. Further, by modifying the generation of the extension keys, the same output can be obtained
using the configuration shown in Fig. 29 or Fig. 39-§rom the same input as the configuration of Fig. 11.
In the 25 conventional F function unit shown in Fig. 26, two S functions are provided, in each of which
first an operation with the extension key is performed and then an operation of the S function is 27
performed. On the contrary, in the case shown in Fig. 29, a key function unit 25 is placed at the final

stage of thedrifeion O the caseAROMTIR tige3Bohe ke pfurktiokeyniligbtispiaged batween the

S function unit 20 and the P function unit 30. Fig. 43 shows a case in which the non-linear
transformagibretitRishdinnl ndgig o28ls Enfplayidehin thetlencagetidnownit 20Bigr fite deckption unit
500 shown in Fig. 3. Left data is input to the non-linear transformation unit F as F function input 10
data 18, arfeefignction dhiputiaeed botisesutpue. SThaetfometiah2sLapdtitbai amigioooradWith right
data, and the XORed result becomes left data of the next round. When the left data is input to the
non-linear transforfigtidn Ghfwsaa sAseAFUNBIRIN thepiurdieed e EaMe BB ek data is used

as right data of the next roynd. ]n the configuration sh in Fig. 43, operations key function
unit 25, the 5518 feh GBS ,laégqﬁ@%mﬂeﬁw&% Paid EThHE %%%??n@ip

in Fig. 3.
Left data is input to the non-linear transformation unit F as F function nput

10 data 10, and F function output data 40 is output. The F function output data 40 is
XORed with right data, and the XORed result becomes left data of the next round.
When the left data is input to the non-linear transformation unit F as the F function
input data 10, at the same time, the left data is used as right data of the next round.
In the configuration shown in Fig. 43, operations of the key function unit 25, the $

15 function unit 20, and the P function unit 30 are performed in the non-linear
transformation unit F, so the operation load becomes large within the non-iinear
transformation unit F. An example case in which a higher-speed processing can be
achieved by distributing the operation load of the non-linear transformation unit F
will be explained below referring to the figures.

20 Fig. 44 shows a case in which the non-linear transformation unit I’ is used.
The non-linear transformation unit F* is one where the key function unit 25 is
removed from the non-linear transformation unit F shown in Fig. 43. The
extension key k; is XORed with left data L at an XOR circuit 891. Further, the
extension key k, is XORed with right data R, at an XOR circuit 297. The left data

25  is input to the non-linear transformation unit F* as the F



transformation unit F, so the operation load becomes large within the non-linear transformation unit F.
An example case in which a higher-speed processing can be achieved by distributing the operation
load of the non-linear transformation unit F will be explained below referring to the figures. 20 Fig. 44
shows a case in which the non-linear transformation unit F' is used. The non-linear transformation unit
F' is one where the key function unit 25 is removed from the non-linear transformation unit F shown in
Fig. 43. The extension key ki is XORed with left dgga Lo at an XOR circuit 891. Further, the extension
key k2 is XORed with right data Ro at an XOR circuit 297. The left data 25 is input to the non-linear
transformation unit F' as the F 28 function input data 10, and transformed by the S function unit 20
and the P function unit 30. Output from the XOR circuit 297 and the F function output data 40 are 5
XORed at iR Ginouitd2@0 16, auh tialeffatate d byOhdiiefothwrdnamoi} 2 dee/ thederatictgoonits 300,
600 perform an XOR operation of the extension keys k1 and k2 and output the modified extension key

k1+k3. Thelgiige RBPHcTRORRgreXkoBoaraet th 7e%§}@r?k§w?ipﬂ, %@%dﬁ@ﬂ@t #iF XOR
generdte RO RS K NG IA2RS0. SIREG LB FE ey generating Uit 300, 600 Suppl the
e e S AR S R o e
;Qﬁ;:%ﬂ;ﬂ%?ﬁé@oﬁ 523800 Rl I JIe modied.eiensian keysAigisuanried 1o tieiprpcesses
kit+ks. The output R; of the XOR circuit 891 and the extension key ky+ky are
XORed at an XOR circuit 298 to output the right data. The key generating units

10 300, 600 modify the extension keys to generate and output ky+ks, ky+ky, kstks, ...,

kigtkis. The key generating units 300, 600 supply the modified extension keys to

“the processes other than the non-linear function process (F) to operate with the data.
As aresult, left data Lig and right .data Ris become the same as the left daté Ligand
the right data R,g in case of Fig. 43.

15 The modified extension keys are supplied to the processes other than the
non-linear function process (F) and operated with the data, ana consequently, the
operations with the key data can be performed outside the non-linear function unit
F’, namely, at the XOR circuits 297 and 298, while the operations of the S function
unit 20 and the P function unit 30 are performed in the non-linear function unit F’.

20  Therefore, the operations of the key function unit 25 are eliminated from the
non-linear function unit F, and the load of the non-linear function unit F is
distributed, which enables a high-speed implementation.

Fig. 45 shows a case in which operations of the whitening extension key

kwy are performed as well as operations of the other extension keys in the

25  configuration shown in Fig. 44. Fig. 45 shows a case in which the key



non-linear function process (F) and operated with the data, and consequently, the operations with the
key data can be performed outside the non-linear function unit F', namely, at the XOR circuits 297 and
298, while the operations of the S function unit 20 and the P function unit 30 are performed in the
non-linear function unit F'. 20 Therefore, the operations of the key function unit 25 are eliminated from
the non-linear function unit F, and the load of the pngn-linear function unit F is distributed, which
enables a high-speed implementation. Fig. 45 shows a case in which operations of the whitening
extension key kw1 are performed as well as operations of the other extension. keys in the 25
configuration shown in Fig. 44. Fig. 45 shows a case in which the key 29 generating unit previously

performs ap QR AP taliPh el AuRRll e M sAIRDRKRSIRM Kyl PR i fishggtension

key ki (nantely, the Keéy generating 5 unit modifies the extension key) and supplies the operation result

to the XORe gissuicRote RO figyramisosimysarassdn Wéﬂﬁkltﬁvfdfﬁﬁg,eﬂ%%@ﬂgg@ﬂiéwigusw

performs an XOR operation of a part of the whitening extension key kwllo, and the second extension
key k2s5(namely rthelkiysognresatiagimit keedites! thep pdiextansiopekesipand suippbestha geration
result to the XOR circuit 297. In this way, the operation at the XOR circuit 293 shown in Fig. 44 can be
eliminated.crurtheRS9h.a case shown in Fig. 45, the key generating unit performs an XOR operation of
a part of the whitening extension key kw21o,, and the extension key k17 (namely, the key generating
unit modifies the eﬂéﬁsﬁﬁﬂk@?}Sﬁéﬁﬁ’%@pﬁﬂ@%é’b@éﬁ@r}ﬁ%ﬂm WO TR OFETREBY Yet

further, the key . o i
performs an XOR operation of a part of the whitening extension key kwy,o and

the second extension key k, (namely, the key generating unit modifies the
10 extension key) and supplies the operation result to the XOR circuit 297.

In this way, the operation at the XOR circuit 293 shown in Fig. 44 can be
eliminated. Further, in a case shown in Fig. 43, the key generating unit performs
an XOR operation of a part of the whitening extension key kwsy,, and the
extension key k;; (namely, the key generatiﬁg unit modifies the extension key)

15 and supplies the operation result to the XOR circuit 299. Yet further, the key
generating unit performs an XOR operation of the other part of the whitening
extension key kwongn and the extension key kig (namely, the key generating unit
modifies the extension key) and supplies the operation result to the XOR circuit
892.

20 In this way, the operation of the XOR circuit 296 shown in Fig. 44 is
eliminated.

Fig. 46 shows a case in which the key function unit 25 is removed from the
non-linear function unit F, and instead, the key generating unit supplies the
extension key k to the XOR circuit 298 when the non-linear function unit F is

25  configured as shown in Fig. 29.

Fig. 47 shows a case in which the key function unit 25 is removed



generating unit performs an XOR operation of the other part of the whitening extension key ICw2high
and the extension key k18 (namely, the key generating unit modifies the extension key) and supplies
the operation result to the XOR circuit 892. 20 In this way, the operation of the XOR circuit 296 shown
in Fig. 44 is eliminated. Fig. 46 shows a case in which the key function unit 25 is removed from the
non-linear function unit F, and instead, the key generating unit supplies the extension key k to the
XOR circuit 298 when the non-linear function unit k4s 25 configured as shown in Fig. 29. Fig. 47
shows a case in which the key function unit 25 is removed 30 from the non-linear function unit F, and
instead, the key generating unit supplies the non-linearly transformed extension key k'=P(k) to the
XOR circuit 298 when 5 the non-linear function unit F is configured as shown in Fig. 30. In the case of

Fig. 47, thg 5aMRcORSFATIARASREHRIMeHiPY had ﬁmgﬂ@,mﬁwpgﬁ%&@ﬁf@f?@ﬂmmﬁw@y data to
generate non-linearly transformed key data, and the non-linearly transformed key data is supplied to

the procesgesaihelithan thenofdineat fnetisivrpkeselss-(F)kptoptioc88SRy- thatai td e whenated with
the data as the key data for 10 processing data. In both cases of Figs. 46 and 47, because the key
functicn urth@Bois Btigsin&tedtfronuhietnsedinggnfadctionanin B thie opérdtichéozg @bt gnon-linear
function unit F is reduced, and the operation of the XOR circuit 298 located outside the non-linear
function urft’F GensBEIBerRsTABETIRPATISIWAIES 16 BEdTaiBHEIPBTEIRBIPLY IHE SEALRAR function

unit F, which enables a . )
the key data to generate non-linearly transformed key data, and the non-linearly

transformed key data is supplied to the processes other than the non-linear function
process (F) for processing data to be operated with the data as the key data for
10 processing data. In both cases of Figs. 46 and 47, because the key function unit 25
is eliminated from the non-linear function unit F, the operation load of the
non-linear function unit F is reduced, and the operation of the XOR circuit 298
located outside the non-linear function unit F can be performéd in parallel with
the operations performed by the non-linear function unit F, which enables a

15 high-speed processing.

Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the key
generating unit 600) shown in Fig. 1.
20 The key generating unit 300 includes a bit length transformation unit 310,
a first G-bit key transformation unit 320, a second G-bit key transformation unit
330, and a key shifting unit 340. From the input key data having 128 bits, 192
bits, or 256 bits, the key generating unit 300 generates 128-bit key data K; and
128-bit key data K,, and outputs plural 64-bit extension keys. The bit length
25  transformation unit 310 converts the bit length of the key data to be output so that

the bit length of the output key



15 high-speed processing. Embodiment 3. Fig. 16 shows a configuration of the key generating unit
300 (or the key generating unit 600) shown in Fig. 1. 20 The key generating unit 300 includes a bit
length transformation unit 310, a first G-bit key transformation unit 320, a second G-bit key
transformation unit 330, and a key shifting unit 340. From the input key data having 128 bits, 192 bits,
or 256 bits, the key generating unit 300 generates..128-bit key data K, and 128-bit key data K2, and
outputs plural 64-bit extension keys. The bit lengtit 25 transformation unit 310 converts the bit length of
the key data to be output so that the bit length of the output key 31 data becomes fixed even if the
key data having different number of bits is input. In other words, the bit length transformation unit 310

generates fey, data, pRRIERL] S UARBHAGDISANH e Haifriie AliQNEF2R DS AREoytputs the
d

former to the first G-bit key transtformation unit 320 andthe key shifting unit 340. Further, the latter is
output to theireceRede; kitkey: Tansiprmalign-uitida0and Ihe key e%i‘ﬂ&l”l@eﬁn&a%@lf rthefr, 128-bit

key data which is an XORed result of the former and the latter s output to the first G bit key

transformatippeuniv 8 26ts1 8ndided 7daloWE jnsisiel operatiddH ot thednitigngihtieafisforspatiahaunit 310.
When the 128-bit key data is input to the bit length transformation unit 310, the input key data is

output as Kexsd@itd B Khigtrattteuppen 128t witliolnedngy shahige, FuttBe() kdyudditer Skiow, of the
it 310, Taiter 15 output o the Sacond Gobit key tramsiormation uat 330 and e key oo
shifting unit 340. Further, 128-bit key data which is an XORed result of the
former and the latter is output to the first G-bit key transformation unit 320.
10 Fig. 17 shows inside operations of the bit length transformation unit 310.
When the 128-bit key data is input to the bit length transformation unit 310,
the input key data is output as key data SK,,;, of the upper 128 bits without any
change. Further, key data SK;OW of the lower 128 bits is set to 0 and output.
When the 192-bit key data 1s input to the bit length fransformation unit 310,
15  the upper f28-—bit data of the input key data is output as the upper 128-bit key data
SKhign Without any change. Further, the lower 128-bit key data SK,,,, is generated
by combining the lower 64 bits of the input 192-bit key data and the inverse
64-bit data, which is generated by mverting the lower 64-bit data of the input
192-bit key data, and output.
20 When 256-bit key data is input, the upper 128-bit data of the input key data
is output as SKyen, and the lower 128-bit data is output as SKjqu.
An XOR data of the 128-bit key data SKy;z and SKi, 1s mput to the first

G-bit key transformation unit 320 from the bit length transformation unit 310,

operated by two round non-linear transformations, XORed with the



15 the upper 128-bit data of the input key data is output as the upper 128-bit key data SKhigi, without
any change. Further, the lower 128-bit key data SKI., is generated by combining the lower 64 bits of
the input 192-bit key data and the inverse 64-bit data, which is generated by inverting the lower 64-bit
data of the input 192-bit key data, and output. 20 When 256-bit key data is input, the upper 128-bit
data of the input key data is output as SKhigh, and the lower 128-bit data is output as SKI0,,,. An XOR
data of the 128-bit key data SKh,gh and SKIO ,, isé put to the first G-bit key transformation unit 320
from the bit length transformation unit 310, operated by two round non-linear transformations, XORed
with the 32 upper 128-bit key data SKh,5I" further operated by two round non-linear transformations,
and 128-bit key data Ki is output. 5 When the length of the key data input to the bit length

transformafigReUnjb31G:s LB RiisathSTkey, Shifliigeunir4Qiganeptasheeyiensisinkeyaasing the
128-bit key data output from the first G-bit’key transformation unit 320 and the key data originally

input. WhepdhefiengthmisthaEehrdasa inputitndihe hitdemgth. transformation unit 310 is 192 bits or 256
bits, the 128-bit key data output from the io first G-bit key transformation unit 320 is further input to the

second G-bit key féhsfotinatienginit33be XORedwiinpue tovtbe 198-lsit gy tatsSKidiiaperated by
two round non-linear transformations, and 128-bit key data K2 is output. Two pieces of 128-bit key
data, from timétfirs® G-b kbjtsrdhefsemabifingizeGHhdanerdec dhelastnskey kaingfonaaidn unit 330,

are output to the key shifting unit 340. 15 The key shifting unit 340 generates the extensign key using
the two piebe&-bit key data output from the first G-bit key transformation unit 520 and the

key data originally input. When the length of the key data input to the bit length
transformation unit 310 is 192 bits or 256 bits, the 128-bit key data output from the
10 first G-bit key transformation unit 320 is further input to the second G-bit key
transformation unit 330, XORed with the lower 128-bit key data SKy, operated
by two round non-linear transformations, and 128-bit key data K is output. Two
pieces of 128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit 340.
15 The key shifting unit 340 generates the extension key using the two pieces of
128-bit key data and the key data originally input.
The key shifting unit 340 includes a shift register A 341, a shift register B
342, a shift register C 343, a shift register D 344, and a shift control unit 343.
The shift control unit 345 outputs a select signal 346 to each of the shift registers to
20 control the operations of the shift registers.
Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal 346
includes a switch signal to indicate to connect all the switches of the selector A 347
25  at the same time to either of A side and B side. The figure shows a case in which

the group of switches of the selector A 347 has selected



128-bit key data and the key data originally input. The key shifting unit 340 includes a shift register A
341, a shift register B 342, a shift register C 343, a shift register D 344, and a shift control unit 345.
The shift control unit 345 outputs a select signal 346 to each of the shift registers to 20 control the
operations of the shift registers. Fig. 18 shows a configuration of the shift register A341. The shift
register A 341 includes a selector A 347 having a étoup of switches for 128 bits and a register A 348
having 128 bits. A select signal 346 includes a switch signal to indicate to connect all the switches of
the selector A 347 25 at the same time to either of A side and B side. The figure shows a case in
which the group of switches of the selector A 347 has selected 33 A based on the select signal 346,

and in this ﬁaﬁgsé&%f{eﬂiét%l%&%@%%ﬁf@%? AdaipgnRal st ﬂ‘i’etli’%ﬁﬁ[ep%1374@t efTHiRer, When the

group of switches is 5 connected t0 B, the register A performs the rotational shift to the left by 15 bits.

The 15-bit ghiftioral Bitshift ineadamed byane clogkiesclevihe membeipf shifipgdpits (5, 17) is

one of examples, and other number of shifting bits can be applied. Fig. 19 shows apart of a control.
table sforeddnribershifo Nt writ 346 A Mkfbenconioktabitisad datfietstaningefiolmanyihits the

register shifts at each clock. For example, in the register A control table, at the first clock, it is
specified ta bkift it ShoitsoAhdstat thefsecondetioek, ibisspadifidddpcshift by further 15 bits. Similarly,
at each of the third clock and the fourth clock, it is specified to shift by 15 bits. At each of the fifth
through the eighth ElseRpiiger of shifting bits (15, 17) 1s one of examples, and other number

of shifting bits can be applied.

Fig. 19 shows a part of a control table stored in the shift control unit 345,

10 The control table is a table storing how many bits the register shifts at
each clock. For example, in the regist‘er_A control table, at the first clock, it is
specified to shift by 15 bits. And, at the second clock, it is specified to shift by
further 15 bits. Similarly, at each of the third clock and the fourth clock, it is
specified to shift by 15 bits. At each of the fifth through the eighth clock, it is

15 specified to shift by 17 bits.

Fig. 20 shows a control result under which the shift confrol unit 345
controls each shift register using the table shown in Fig. 19 in case of generating the
extension key from the 128-bit key data. | |

The upper 128-bit key data SKyy, input from the bit length transformation

20 unit 310 is set in the shift register A 341. The 128-bit key data K, output from
the first G-bit key transformation unit 320 is set in the shift register B 342.
Under this condition, the shift register A 341 and the shift register B 342 operate
based on the control table shown m Fig. 19. In Fig. 20, data in a column having

a slant shows to be ignored and not to be output. Data in the other columns are

25  output as extension keys as shown in Fig. 21.



15 specified to shift by 17 bits. Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of generating the extension key
from the 128-bit key data. The upper 128-bit key data SKhgh input from the bit length transformation
20 unit 310 is set in the shift register A 341. The gg-bit key data Ki output from the first G-bit key
transformation unit 320 is set in the shift register B°’342. Under this condition, the shift register A 341
and the shift register B 342 operate based on the control table shown in Fig. 19. In Fig. 20, data in a
column having a slant shows to be ignored and not to be output. Data in the other columns are 25

output as exmmioﬁ%%ﬁ %@8&8"%&%@1@%&'ﬁ&v@éeﬁ'}%‘é’%iﬁggg@gﬁ?ﬁ%&%&?ﬁ?@@ the value

of the registers and tfie” extension key shows a case in'whi S are performed by
15 bits at gagh..€jggk.and from the fifth clock, shifts are performed by 17 bits at each clock. Decision
to output or not to outplt the upper 64 bits and the lower 64 bits from the shift register A 341 and the

shift register B 3425 the SxéensioBAeyaRehich Guip WliTe; aHpsResifiod mihe sopiH table,

which is not shown in the figure. 10 And according to the control table, by outputting the select signal
346 includigigeln andiplittnstivctivfitsighalido thdtshifteregisfiernibé extansibnkay outplddkom each
shift register by 64 bits. Fig. 22 shows a case in which the extension key is generated from the 192-bit
or 256-bit Hégadsitan to output or not to output the upper 64 bits and the lower 64 bits from the
shift register A 341 and the shift register B 342 as the extension key and its
outputting order are specified in the control table, which is not shown in the figure.
10 And according to the control table, by outputting the select signal 346 including an
output instruction signal to the shift register, the extension key 1s output from each
shift register by 64 bits.
Fig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
15 Namely, the upper 128-bit key data SKy;y, input from the bit length
| transformation unit 310 is set in the shift register A 341, the lower 128-bit key
data SK o 18 set in the shift register B 342, the 128-bit key data K output from
the first G-bit key transformation unit 320 is set in the shift register C 343, and
the 128-bit key data K, output from the second G-bit key transformation unit 330
20 1s set in the shift register D 344,
Data in a column having a slant shows keys not used for the extension
keys.
Fig. 23 shows a correspondence between the value of the register and the
extension key.
25 The keys not used for the extension keys and the correspondence

between the value of the register and the extension key shown in Fig. 23 are

stored in the control table located in the controller.



15 Namely, the upper 128-bit key data SKhj5h input from the bit length transformation unit 310 is set
in the shift register A 341, the lower 128-bit key data SKjo,,, is set in the shift register B 342, the
128-bit key data Ki output from the first G-bit key transformation unit 320 is set in the shift register C
343, and the 128-bit key data Kz output from theai cond G-bit key transformation unit 330 20 is set in
the shift register D 344. Data in a column having ant shows keys not used for the extension keys.
Fig. 23 shows a correspondence between the value of the register and the extension key. 25 The
keys not used for the extension keys and the correspondence between the value of the register and

the extension key in Fig. 23 a j trol I @1@9 in.t .35 As

sh_own ir_1 Fig. 19, t e%%%ﬁ%r%ﬁ %m? ’_Sgg)é%%gtt e ﬁﬁd}n{’)ﬂé% o?lgslts8 or shtll%hgat@g) %g(él%(%%?set in the
shift registep, A3d4d; Namely.heagxteesion iRkayiaresaesrated seaueniialy eshitingithe key data
set in the shift register A 341°by Za = 0 bit, Z1 = 15 bifs, Zz = 45 bits, Z3 = 60 bits, Z4 = 77 bits, Zs =
94 bit; Z8ce kld-biterrngidd sedudhbitsiasshaniningthigeshify registestArcanirahimblesidige gum of the

number of shifting bits becomes 15+15+15+15+17+17+17+17 = 128, so that the 128-bit register
performs ttiet td 1 28-bitrbiational shifisnd thve 48disterdeta G bitthe jmtial $tatug.s Fhedré@tspn why the
sum of the number of shifting bits is made 128 bits (the number of bits of the register) to return to the
initial statu€isthad thisspewd 7~ = 128 bits as shown in the shift register A control table.
The sum of the number of shifting bits becomes
15415+15+15+17+17+17+17 = 128, so that the 128-bit register performs the
10 128-bit rotational shift and the register returns to the initial status.
The reason why the sum of the number of shifting bits is made 128 bits
(the number of bits of the register) to return to the initial status is that the next
processing can be started at ‘once if the next processing is assigned to the register
of the initial status. Further, in case of performing an inverse transformation
15  {decryption), the process for generating the extension key is started from the
initial status, and accordingly, both of the transformation {encryption) and the
inverse transformation (decryption} can be performed by setting the initial status.
Further, the reason why the sum of the number of shifting bits is not made
greater than 128 bits (the number of bits of the register) is to prevent the
20  generation of identical values as the status within the same shift register due to
performing the shift more than one cycle (greater than 128 bits of shift). This ts
because, for example, performing the rotational shift by 2 bits, which is less than
128 bits (the number of bits of the register) and performing the rotational shift of
130 bits, which is greater than 128 bits (the number of bits of the register),

26  produce the identical value. It is desirable to set such values i the register A



processing can be started at once if the next processing is assigned to the register of the initial status.
Further, in case of performing an inverse transformation 15 (decryption), the process for generating
the extension key is started from the initial status, and accordingly, both of the transformation
(encryption) and the inverse transformation (decrgﬁion) can be performed by setting the initial status.
Further, the reason why the sum of the number of shifting bits is not made greater than 128 bits (the
number of bits of the register) is to prevent the 20 generation of identical values as the status within
the same shift register due to performing the shift more than one cycle (greater than 128 bits of shift).

Thisis becaito QRSICHRI: BEIRIAGME lRIaRASI 2 bin I jessybian 28 bis (he

number of bits of the register) and‘performing the rotationa 0 ich"is greater than 128

bits (the numbes&f BItSIHE'BASIEIN LD iPFOgUERIeHARIah AR lsIdesitablpdpesetsuch

values in the register A 36 control table that, 6n performingthe shifts of the register by onhe cycle, the
numbey of shiftingbits: iaries ineguafly thaokghdhenenserdiestiewetess ibirrdatekitiliate the
configuration of the shift register, it is desired to shift by the fixed number of bits. Therefore, one
register is ¢hafigaeedrtonpeefoot e, Kikdsatshiftaieyréfibits anddTihyte¢dt onpeckock), v the shift
operation by different number of bits can be implemented using the two kinds of shifts, according to
the followingptecedeheisdsébthatsaiatohsdilsdiar cngcctoek)(Hare the slzat-opayatton 2y= 30
(namely, Z, - Z, = 2B 1), therefore, Zz - Z i = 2(Z, - ZO). Further, as shown in the shift register B
control tablél &g PERRSH $Y this Zean Ze-imp{perented -ysng the two Kkinds of shifts,

according to the following procedure.

10 Set the relation so that 7 — Zg = 15 (here, Zy — Zy = By), Z, — 7, = 30
(namely, Z, ~ 7, = 2By), therefore, Z, — 2, = 2(Z; ~ Zy). Further, as shown in the
shift register B control table, set the relation so that Zs — Z; = 34 (here, Zs — Zs =
2By), Zg — Zs = 17 (namely, Z¢ — Zs = B,), therefore, Zs — Zs = 2(Zg — Zs).
Namely, the differences between the numbers of shifting bits are made 15 bits

15 and 30 bits, or 17 bits and 34 bits, and the number of shifiing bits (30 bits or 34
bits) is set to an integral multiple (2 times = I times) of the number of bits {15 bits
and 17 bits) for one time shifting.

In this way, as the differences of the number of shifting bits are set to either
the number of shifting bits for one time or the multiple by the integer which is

20 greater than two (I times, I is an integer greater than 2) and the number of shifting
bits for one time, by operating the shift register A 341 one time or two times (I
times), it is possible to easily implement shift operations of which the number of
shifting bits stored in the control table. To operate two times (I times) means

that the shift operation finishes with two clocks (I clocks) of the operation clock

B2
bl §

supplied for operating the shift register A 341.
Here, on shifting I times (two times), both the higher data and the lower

data of the shifted data up to I — 1 times (2 — 1 = | time) are ignored



2B2), Z6 - Z5 = 17 (namely, Z6 - Z5 = B2), therefore, Z5 - Z4 = 2(Z6 - Z5). Namely, the differences
between the numbers of shifting bits are made 15 bits 15 and 30 bits, or 17 bits and 34 bits, and the
number of shifting bits (30 bits or 34 bits) is set to an integral multiple (2 times = | times) of the number
of bits (15 bits and 17 bits) for one time shifting. | gﬂs way, as the differences of the number of
shifting bits are set to either the number of shiftin;’ its for one time or the multiple by the integer
which is 20 greater than two (I times, | is an integer greater than 2) and the number of shifting bits for
one time, by operating the shift register A 341 one time or two times (I times), it is possible to easily

implement shi rati i of i%';gg ' i le- To operate
two times (?ﬁgnt%%%%nggaﬁr@ %ﬁ%%%%?%%%ﬁ%eﬁ%h ﬁ?{?s es v?#tfé’ﬁv}é;&%%crﬁgﬁ’%%’ Ic})aﬁk?é; operation
clock 25 sypplied for pparating the shift ssglistefef ihittele 1R shiffiagibiitmes gwo tmps) both the
higher data and the lowér data of the shifted data up to | - I'times (2 - 1 = 1 time) are ighored 37 and

are no used fonie R AEIORikeY: Barexamme, livease:ah Hitinoshone & datd brierkhHildy | = (22
-Z1)1(the number of shifting bits at one time) = (45 - 15)115 5 = 2, and both the higher data and the

lower data bf-tHetshifte(Rdath aftetishifjiage fzdottebsr(@ ade nbtime)dferigheredand@reéaot used for
the extension key. This can be seen in Fig. 20, in which the columns of key[8] and key[9] have slants,
showing thaihtisesarkbyssann ot ligs 2y therdxendion «eysnandéikeed 81 dulhket i higher data and
the lower data of the shifted data after shifting | times 10 (2 times) is or are used as the extension key.
This can bé'éaés rhmyimpthehibigse keys are not used for the extension keys. And either or

both of the higher data and the lower data of the shifted data after shifting I times
10 {2 times) is or are used as the extension key. This can be seen in Fig. 20, which
shows key[12] and key[13] are output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits, but also 30 (= 15x2) bits, 34 (= 17x2) bits (or

15 45 (=15x%3) bits or 51 (= 17x3) bits, etc.), which varies the number of shifts and
further to improve the security. And, the reason why the cases are provided in
which the shifted data is not used for the extension key is also to improve the
security.

It is desired to generate the data which is not used for the extension key

20 (in Figs. 20 and 22, keys of columns having slants, which are not used for the
extension keys) when, for example, the processing of the hardware or the
processing of the program is not consecutively performed. For concrete
examples, in Fig. 3, it is desired to generate such data when the operations of the
normal data transformation unit (F1L.) and the inverse data transformation unit

95 (FL™) are performed, or before or after such operations or at idle times of

processes or switching times of processes such as a



shows key[12] and key][l 3] are output as the extension keys. The reasons why the shift operation
based on multiple by the integer greater than two is employed as described above are to enable to
perform the shifting of not only 15 bits or 17 bits, but also 30 (=15X2) bits, 34 (=17X2) bits (or 15 45
(=15X3) bits or 51 (= 17X3) bits, etc.), which varies the number of shifts and further to improve the
security. And, the reason why the cases are provided in which the shifted data is not used for the
extension key is also to improve the security. It is desired to generate the data which is not used for
the extension key 20 (in Figs. 20 and 22, keys of %Iumns having slants, which are not used for the
extension keys) when, for example, the processiné f the hardware or the processing of the program
is not consecutively performed. For concrete examples, in Fig. 3, it is desired to generate such data
when the operations of the normal data transformation unit (FL) and the inverse data transformation

unit 25 (FL{, Are DRYaN £ e%OérB%E%EﬁPé QG oA [[aHP% ?ﬁ%&%ﬁtﬁaiﬁ%ﬁg‘?&@ S o

switching times of proce uch as a 38 function call by a program, a routme call, or an interrupt

hand_ling process. W%C&!@g&?&-@éﬁﬁiﬁésofytfh%@@Hﬁ’cﬂ@p@ﬁ@‘gﬂdﬁfﬁ ignlﬁi'g. “T‘@t_ IE‘eth'étC@x’ﬂérO' table
specifies the number of shifting bits of Bi = 8x2 -1 = 15 (B 1 = 8xJ1- 1, where J, is an integer greater

than 1} andghe-ouatierspbsiidingditarabBf $iling b bf (28 82J21+=11 Wiere 82 js-an integer
greater than 0, JI=J2 or J, #J2). To set the shifting amount to a 1 of the integral multiple of 8 is to
perform thexdteift byiedeh bits;gehigretprtves thaséchadtyommgacd dwifhree s ming thelstiift
+1=17(B,=8xJ],+ 1, where J, 1s an integer greater than 0, I, = J, or J; #1). To
set the shifting amount to a +1 of the mtegral multiple of § is to perform the shift
by odd bits, which improves the security compared with performing the shift
10 only by even bits, since the operation of the extension key in the data processing
unit is made by 8-bit unit, that is, even bits unit. And since the shifting amount
can be set by adding/subtracting 1 bit to/from the multiple of 8, for example, on
some CPU which has only 1-bit shifting command, the shift operation such as
above performs a high-speed processing compared with shifting by 3 bits or 5
15 | bits. And also, in case that this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed processing.

In the above description of the bit length transformation unit 310, three
kinds of bit widths of key data are input. Even when the key data having ( bit
length, in which € is between 128 bits (G bits) and 256 bits (2G bits) (G<Q<2G),

20  the bit length transformation unit 310 can extend the key data to the same size of
the key data when the 256-bit key data is input, using some kind of algorithm.
Namely, when the key data having length of Q, which is between G bits and 2G
bits, 1s input, the bit length transformation unit 310 can convert the key data of Q

bits into the key data of 2 bits.



10 only by even bits, since the operation of the extension key in the data processing unit is made by
8-bit unit, that is, even bits unit. And since the shifting amount can be set by adding/subtracting | bit
to/from the multiple of 8, for example, on some CPU which has only 1-bit shifting command, the shift
operation such as above performs a high-speed processing compared with shifting by 3 bits or 5 15
bits. And also, in case that this shift operation using the hardware which can shift only | bit, there are
cases possible to perform a high-speed. processing, In the above description of the bit length
transformation unit 310, three kinds of bit widths of key data are input. Even when the key data having
Q bit length, in which Q is between 128 bits (G bits) and 256 bits (2G bits) (G<Q<2G), 20 the bit
length transformation unit 310 can extend the key data to the same size of the key data when the

256-bit key data isipput, WiRtsemakindehaiueithm. Mameherwhestheleydatahavingdength of Q,
which is between G bits and 2G bits, is input, the bit length transformation unit 310 can convert the
key data ot-&Jenitadnio e kBl data of 2G bits. 39 Next, non-existence proof of an equivalent key will
be explained referring to Fig. 34. 5 In the following explanation of Fig. 34, "+" denotes an XOR
operation. Here, itlis thestrdied todrput awativ28bit i@\ data SK et SKPXGR I#8K2Y)and that the bit
length transformation unit 310 outputs SKlhigh = SKI = (SKHI ISKL1) from SKI and SK2high = SK2 =
(SKH21SKL?2) fronklske2. iHafe askmigri=10 2yipearievthel dpbite kit data ov SKi and (i=12) to
means the lower 64-bit data of SKi. . . .
(SK.1#SK2), and that the bit length transformation unit 310 outputs SKlpnign =
SK1 = (SKHI|SKL1) from SK1 and SK2,, = SK2 = (SKH2|SKL2) from SK2.
Here, SKHi (i = 1,2) means the upper 64-bit data of SKi and SKLi (1 = 1.2)
10 means the lower 64-bit data of SKi1.
Assuming that XOR data of SKH1 and SKH2 is AA and XOR data of
SKL1 and SKL2 is AB, it can be said “at least AAZ0 or AB#0” since SK1#SK2.
As shown in Fig. 34, these AA and AB become AA+AD, AB+AC,
respectively, by receiving the two rounds of non-linear transformations. This
15 means that XOR data (AAJAB) of SKly and SKZ2py, becomes XOR data
(AA+AD|AB+AC) after performing the two rounds of non-linear
transformations to SK1y,, and the transformed data after performing the two
rounds of non-linear transformations to SK2,,. Accordingly, when these
pieces of data after performing the two rounds of non-linear transformations are
20 XORed with SK 10, and SK24q, respectively, at an XOR circuit 999, the XORed
results of two pieces of data become {(AD|AC). If the non-linear transformation is
a bijective function, inputtingAX#0 always causes to output AY#0, so that when
“at least AA#0 or AB#0”, it can be said “at least AC£0 or AD#(Q”. Therefore,
since it is impossible to output the same data from SK 1y, and SK24;., through the

two rounds of non-linear transformations, non-existence of the equivalent key is

o
1

proved.



Assuming that XOR data of SKHI and SKH2 is AA and XOR data of SKLI and SKL2 is AB, it can be
said "at least AA#O or AB#0O" since SKI#SK2. As shown in Fig. 34, these AA and AB become AA+AD,
AB+AC, respectively, by receiving the two rounds of non-linear transformations. This 15 means that
XOR data (AAAB) of SKlhigh and SK2high becomes XOR data (AA+ADIAB+AC) after performing the
two rounds of non-linear transformations to SKlhigh and the transformed data after performing the two
rounds of non-linear transformations to SK2high. ,%cordingly, when these pieces of data after
performing the two rounds of non-linear transformations are 20 XORed with SK | high and SK2high,
respectively, at an XOR circuit 999, the XORed results of two pieces of data become (ADCAC). If the
non-linear transformation is a bijective function, inputtingAX#0 always causes to output AY#0, so that

yvhen "at least AA#H QR ABTHEr H4aN RS ﬁ%@wﬁ‘iﬂﬁ? .@@#Qﬁtﬁé'}#@isér RRIEY @ orsigS-#dS
impossible to output the same data from SK1high and SK2high through the 25 two rounds of

non-linear irandfeimakchscapoexistefioevfiiheeqrivaienhkeydas pieves-f40med theetiberthand, as
shown in Fig. 35, another case will be considered, in which the three rounds of non-linear

transfarmativns @re gecfonmediinste acho {5rtwat ronm dS nfoean dme be sanbfamietkinS ASibee it can be
said "at least AA#0 or AB#0", there may be a case such that either AA or AB can be 0. If AA=0, AC =
0, and in tHeEsAe thetitrisesdgiscirssesnabdbel githoR dara\ e xaB bsf S KT High=dhd Sk2h;gi,
becomes the XOR data (AB+AEIAD) after performing the three_rounds of non-linear transformations
to SKlhig| Lo @ ARe e g Carasy discussed above, the XOKR data (OJAB) of SK1pign

and SK2., becomes the XOR data (AB+AE|AD) after performing the three
rounds of non-linear transformations to SKlye, and the transformed data after
10 performing the three rounds of non-linear transformations to SK2pign.
Accordingly, when these pieces of data after receiving the three rounds of
non-linear transformations are XORed with SK1y;, and SK2y;., respectively, at
the XOR circuit 999, the XORed results of two pieces of data become (AB+AE]
AB+AD). Here, when it is assumed AB=AD=AE#0, the following is true:
15 (AB+AE|AB+AD) = (0|0). That is, when these pieces of data after performing the
three rounds of non-linear transformations are XORed with SK 1y, and SK2pig,
respectively, the operation results are the same. Namely, SK1yen and SK2pgp
output the same data, so that the equivalent keys exist, which are troublesome in
respect of the security.
20 Not only the above-mentioned case of three-round non-linear
transformation, a general non-linear transformation may output the equivalent
K, from different SK1 and SK2, that means an equivalent key may exist.
However, it is possible to prove the non-existence of the equivalent key when the
two-round non-linear transformation according to the present embodiment is
25  employed.

Further, there may be another case in which the non-existence of the



10 performing the three rounds of non-linear transformations to SK2high. Accordingly, when these
pieces of data after receiving the three rounds of non-linear transformations are XORed with SKlhigh
and SK2high, respectively, at the XOR circuit 999, the XORed results of two pieces of data become
(AB-AEI AB+AD). Here, when it is assumed AB=AD=AE#0, the following is true: 15 (AB+AEIAB+AD)
= (010). That is, when these pieces of data after performing the three rounds of non-linear
transformations are XORed with SKIhigh and SK2high, respectively, the operation results are the
same. Namely, SKI high and SK2high output the same data, so that the equivalent keys exist, which
are troublesome in respect of the security. 20 Not only the above-mentioned case of three-round
non-linear transformation, a general non-linear transformation may output the equivalent Ki from

different SKHARAISK2 kIALESRBSRN BfHdvValR ke Manexishd HRMENSEH iIgRaFoRietprove the

non-existence of the equivalent key when the two-round non-linear transformation according to the

present empedirdBnt iso 2hempiayed. Euitbelintrere Mmaydeandthir pastinbibich theendneexistence
of the 41 equivalent key is proved other than the two-round non-linear transformation according to the
presemt entiastiroant] heovelierdr igrarefbrablet torudee tae & tved-reusdnrde - lrvedr gransfonmation
because of a simple configuration in addition to the proved non-existence of the equivalent key. Fig.
24 shows additiputér tbeinstalig hie-eaissnnestoriamsiumterr kercryption 100 or the data

transformation unit for decryption 400. . . . .
Fig. 24 shows a computer for installing the data transformation umit for

encryption 100 or the data transformation unit for decryption 400.
The data transformation unit for encryption 100 and/or the data
10 transformation unit for decryption 400 is connected to the bus as a printed circuit
board. This printed circuit board is provided with a CPU, a memory, and a logical
circuit element, and éncrypts plaintexts supplied from the CPU into ciphertexts
using the above-mentioned operation and returns the data to the CPU. Or it
decrypts ciphertexts supplied from the CPU and returns the plaintexts to the
15 CPUL
In this way, the data transformation unit for encryption 100 or the data
transformation unit for decryption 400 can be implemented by the hardware.
Further, the data transformation unit for encryption 100 or the data fransformation
unit for decryption 400 can be also implemented by the software as the data
20  transformation method. Namely, the above operation can be performed using the
program stored in a magnetic disk drive or a flexible disk drive. In another way, the
above operation can be implemented by combining the hardware and the software,
though this is not shown in the figure. Further, it is not required to implement all
the above operation using one computer, but it is possible to implement the above
25  operation by a distributed system such as a server and a client, or a host computer

and a terminal computer, though this is not shown m the figure.



The data transformation unit for encryption 100 and/or the data 1o transformation unit for decryption
400 is connected to the bus as a printed circuit board. This printed circuit board is provided with a
CPU, a memory, and a logical circuit element, and. encrypts plaintexts supplied from the CPU into
ciphertexts using the above-mentioned operation and returns the data to the CPU. Or it decrypts
ciphertexts supplied from the CPU and returns the4alaintexts to the 15 CPU. In this way, the data
transformation unit for encryption 100 or the data transformation unit for decryption 400 can be
implemented by the hardware. Further, the data transformation unit for encryption 100 or the data
transformation unit for decryption 400 can be also implemented by the software as the data 20

transformation metﬂp%@lwﬁ%%%%?yq qﬁ?éa%?gm%e%@rmswg_igké%ﬂggpg,@mestored ina

magnetic disk drive or a flexi ve. In another way, the above operation can be implemented

by combinigg dhg;hardware.aadtheraiivare,vingual thisis nek Sewn fdbeHoves thurdes, it is not

required to implement all the above Operation using one computer, but it iS possible to implement the

above 25 opghaigmayiandistibuiad sKsieNbhaleRas a serverand & eliantPHahgst corBRiRr and a

terminal computer, though this is not shown in the figure. 42 In the foregoing Figs. 1 through 47, an

arrow showsa-difectan bt thepemtiomhfiow, ase the figuiasbaungstheharmow aig-blesk giagrams of
the data 5 transformation unit and also flowcharts. "... unit" shown in the above block diagrams can

be replaceéavithrisidsten” &1 dpcpaoeessioselinaktog giagrams fanwdeaondidersd aboperation
flowcharts or program flowcharts showing the data
transformation method.
In the foregoing embodiments, a case in which 128-bit plaintexts and
10 ciphertexts are used has been explained, but the data can be 256-bit plaintexts and
ciphertexts, or plaintexts and ciphertexts having another number of bits.

Further, in the foregoing embodiments, a case in which 128-bit, 192-bit,
256-bit key data and 64-bit extension keys are used, but the key data can have
another number of bits. |

15 If the bit length of the plaintexts and the ciphertexts, the key data and the

extension key are changed, of course, the bit length to be processed by each unit,

each step, or each process is changed according to the bit length.

Industrial Availability

20 According to the embodiment of the present invention, the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL™') are
provided for implementing the encryption and the decryption using the same
algorithm, so that the encryption unit 200 and the decryption unit 500 can share the
circuit.

25 Further, according to the embodiment of the present invention, the



transformation method. In the foregoing embodiments, a case in which 128-bit plaintexts and 10
ciphertexts are used has been explained, but the data can be 256-bit plaintexts and ciphertexts, or
plaintexts and ciphertexts having another number of bits. Further, in the foregoing embodiments, a
case in which 128-bit, 192-bit, 256-bit key data and 64-bit extension keys are used, but the key data
can have another number of bits. 15 If the bit Ieng&%of the plaintexts and. the ciphertexts, the key data
and the extension key are changed, of course, the bit length to be processed by each unit, each step,
or each process is changed according to the bit length. Industrial Availability 20 According to the
embodiment of the present invention, the normal data transformation unit (FL) 251 and the inverse

data transfauRalioRlbiHahI & | PERUROJOHIMIRIGIRENING e SRR he dagrpion using

the same algorithm, so that the encryption uhit 200 and the decryption unit 500 can share the circuit.

25 Further Sapegrdiag:id ihesforadimantat the @dﬁ%ﬂ‘tﬂf@%ﬁ@gﬁﬁﬁ(ﬂﬁié@ﬂﬁfﬁﬂ@éﬁo“ table T is
shared by the S-box first transformation unit 13 and the S-box second transformation unit 14, so that

the copfiguration isfsindplifiedcorlinther tlaceaibintitethe Ethbodisean ief theipreseairbfesidon, the
subfield transformation unit 18 is used, which makes the configuration simpler, and the linear
transformatianafnitgSianduhis lifesr treadfonmatiomekitsstharequibgidetososimatthesset dhity is
improved even if the subfield transformation unit 18 is used.
linear transformation unit 85 and the linear fransformation unit 87 are provided, so
that the security is improved even if the subfield transformation unit 18 is used.
Further, according to the embodiment of the present invention, the shift
10 control unit 345 can make the shift register operate integer number of times to
perform the shifting of the key data with the number of shifting bits (for example,
30 bits or 34 bits) which is not a fixed number of bits such as only 15 bits or 17 bits,
and improves the security.
Further, according to the embodiment of the present invention, a case is
15 provided m which the shifted data in the shift register is not used for the extension
key, which further improves the security.
Further, according tfo the embodiment of the present invention, even if
the key data having different number of bits is :input, the bit length transformation
unit 310 changes to the key data with a fixed length, which enables to operate a
20 flexible key generation.
Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key transformation
unit 320, so that non-existence of the key being equivalent to K; can be proved,

which improves the security.

25 Further, according to the embodiment of the present invention, the



Further, according to the embodiment of the present invention, the shift 10 control unit 345 can make
the shift register operate integer number of times to perform the shifting of the key data with the
number of shifting bits (for example, 30 bits or 34 bits) which is not a fixed number of bits such as only
15 bits or 17 bits, and improves the security. Further, according to the embodiment of the present
invention, a case is 15 provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security. Further, according to the embodiment of the
present invention, even if the key data having differgnt number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which enables to operate a 20
flexible key generation. Further, according to the embodiment of the present invention, the two-round
non-linear transformation is used in the first G-bit key transformation unit 320, so that non-existence of
the key beiRﬁ:ﬁ%W@fQﬁHE&%ﬁ@tQﬁl@Q‘@ﬁhé%@EWm%%&%ﬁ@@ é%‘fg'lﬁuﬁ’pé’&ﬁh‘ﬂb@isiﬁg@mding to
the embodiment of the present invention, the 44 location of the key function 25 is altered, which
enables a high-speed processing. 45 CLAIMS 1. A data transformation apparatus having a key
generating unit for generating output key data based on input key data, and a data processing unit for
perfonning at least one of encryption of data and decryption of data based on the output key



data, wherein the data processing unit includes plural data transformation units for performing a
non-linear transformation or a linear transformation based on. extension keys, wherein the key
generating unit, which generates extension keys fo'be supplied to the data transformation units,
includes a key shifting unit for performing a rotational shift on at least one of 128 bits of key data and
128 bits of key data depended data generateddip mg key data inputted thereto by a predetermined
number of bits Z1, Z2, ..., Zm (Z7<Z2< ... <Zm; where Zi is 0 bit) so as to generate shift data, and

generating extegnsi ' ; rmati its, fr: | on which
the rotatllfénal &%%@Eggr%%lﬁ?gﬁg%@%e %é%g%:}ﬁ%% %ﬁ%&ﬁgﬁé l?orﬁg%gﬁglgg%i_ft egisters for
performingtpubkatiodatashifsey a5 Wipibkey dsits, snshe dperatiosets igenenatécth pEHiF@aEE on which a
rotational,shift.is. perfer s ) hits:; zontrodl) J I Qﬂ‘tﬁﬁ the
rotationZa[t:l%%{rgé%tg?s%g%gﬁéam@g%%%gf%ﬁ%ﬁ%ﬂe@rﬁﬁqﬁ%@g \EISV%?%}%Q;B ro atigl% | shift is

performetttiy Z1.1 bits so as to generate the shift data on which a rotational shift is performed by Zi

bits. 2. A dat ' ' ' : '
s ata W;%%%oy d{g&?&g%é@{n%ﬁw'ﬂ%&sy 61aing REAGESSgF;generating output

key data base _ nd a data processing process for performing at least one of
encryptiohitf Sateardenyptiopiotinats basethomaiherodisutireg dagasiormation

based on extension keys,
wherein the key generating unit, which generates extension keys to be
supplied to the data transformation units, includes
a key shifting unit for performing a rotational shift on at least one of 128 bits
of key data and 128 bits of key data depended data generated from the key data
inputted thereto by a predetenhined. number of bits Zy, Z,, ..., Zy, (£1<lo< ... <Ly
where Z, is 0 bit) so as to generate shift data, and generating extension keys to be
supplied to the data transformation units from the shift data on which the rotational
shift is performed, and
wherein the key shifting unit mcludes:
rotational shift registers for performing a rotational shift by 15 bits or 17
'bits at one operation to generate the shift data on which a rotational shift 1s
performed by Z; (2<1<m) bits; and
a controlling unit for controlling one of the rotational shift registers to
perform a rotational shift on the shift data on which a rotational shift is performed
by Zy.; bits so as to generate the shift data on which a rotational shift is performed
by Z, bits.

2. A data transformation method for executing a key generating process for
generating output key data based on input key data, and a data processing process
for performing at least one of encryption of data and decryption of data based on
the output key data,

wherein the data processing process includes plural data transformation
processes for performing a non-linear transformation or a linear transformation

based on extension keys,



wherein the data processing process includes plural data transfonnation processes for performing a
non-linear transformation or a linear transformation based on extension keys, 46 wherein the key
generating process, which generates extension ké¥s to be supplied to the data transformation
processes, includes a key shifting process for performing a rotational shift on at least one of 128 bits
of key data and 128 bits of key data depended data generated from the key data inputted thereto by a
predetermined number of bits Z1, Z2i ..., Z," (Z1 <Z2< ... <Z,,,; where Zi is 0 bit) so as to generate

shift data, and %{@@HQH@%E%“%@%F&YE%%%@%%’W%@H‘%%%@S wapsiormatiopseesses from the

shift data on which the rotational shift is performed, and wherein the key shifting process includes: a

rotation I EHHRR orJee da e a1 EHNRY AT GERISISEESNIRBYASSbits or 17 bits at one operation to
generate the shiffekaten o Meich 8QiaPRal RN iR oReHAEMBH AN Kk (@ Lt RIS RSk 3 sentrol

process for controlling the rotational shifting process to perform a rotational shift on the shift data on

which a FotafdasHraepErformBELYZCY B denpsting dlrdratenpenteritrim b8 avchakrotational
shift is PR{RITAOIRY-EPHS- 2 BleakGiRekARPRRFRIMSIISING %wﬂ@w.?mg%m@t@n Abstract It is
It &

desired to share one circuit by an encryption unit 200 and a decryption unit 500. A normal data
transforMiatsa dnitSRLiDs0Asdagenerate shift data, and generating extension keys to be

supplied to the data transformation processes from the shift data on which the
rotational shift is performed, and

wherein the key shifting process includes:

a rotational shifting process for performing a rotational shift by 15 bits or
17 bits at one operation to generate the shift data on which a rotational shift 1s
performed by Z; (2<I<m) bits; and

a control process for controlling the rotational shifting process to perform a
rotational shift on the shift data on which a rotational shift is performed by Z,; bits
so as to generate the shift data on which a rotational shift is performed by Z, bits.



inverse data transformation unit (FL") 273 are located at point symmetry on a non-linear data
transformation unit 220, and a normal data transformation unit (FL) 253 and an inverse data
transformation unit (FL") 271 are located at point symmetry on the non-linear data transformation unit
220. Therefore, the encryption unit 200 and the decryption unit 500 can be configured using the same
circuits. Fig. 3 47

Block Cipher Apparatus Using Auxiliary Transformation
Abstract

It 18 desired to share one circuit by an encryption unit 200 and a
decryption unit 500. A normal data transformation unit (FL) 251 and an
inverse data transformation unit (FL™') 273 are located at point symmetry on
a non-linear data transformation unit 220, and a normal data transformation
unit (FL) 253 and an inverse data transformation unit (FL™') 271 are located
at point symmetry on the non-linear data transformation unit 220. Therefore,
the encryption unit 200 and the decryption unit 500 can be configured using
the same circuits.

Fig.3



