METHODS AND APPARATUS FOR PROVI DI NG A READ ACCESS
CONTROL SYSTEM ASSOCI ATED W TH A FLASH DEVI CE

WO BEOANB©GAL FI ELD [ 0001 j The present discl osureCT/@baneessoos
generally to flash nenory systens, and nore
particularly, to nmethods and apparatus for providing a
read access control system associated with a flash

LEe. . re and nore people are.
MigHOPS AREAS v POR pROVRIRAE R RER Y AP RS cONTROL
educat i o] ebitd AT MERtH A LASHOREVIEGEat i ons
(e.g., offices, schools, airports, coffee shops,
3 etc.), technol ogi cal devel opnents are being nmade to
provi de greater nobiTECHNRNIOFIEEDess whil e reduci ng
cost and/ or power consunption n particular, a flash
[000/e nDrBhel Se@nndreivalatedldie fReRIY o MihGhe systems, and more
el ectrically program and erase digital information but
partie@kal No henddR hed BRSL-Q0s W E)HR%ia?Q\P@aﬁ-achg bOYEo; TDYLNY
parts such as a hard drive, a fTash nmenory may be well
assoSitleli 8dif LHia Rt R0l e or nobile el ectronic devices such
as nenory cards, universal serial bus (USB) flash
10 drives, digital audio players (e.g., MPEG Audi o Layer
3 (MP3) players), digital caneras, handheld conputers,
handhel d gam ng devi ces, cellul ar tel ephones and/ or
medi cal devices. BRI EPASHSERMINBN OF THE DRAW NGS
0003J FIG | is a schematic di agramrepresentation of
(0002}, ex¥nprie anf sstic Reard? §B sewring rod/es siingelsytstramicvices for
according to an enbodi nent of the nethods and
worka pgyaaten sindios ettos@dmbarieivariofs0004ibnElcG., @Tidep keHodlsOMeports,
exanpl e of a menory array configuration.[0005] FIG 3
coffedapbiet stcanotieiogoud iPletordiends FEBBIRY nAkIE &Y provide greater mobility
configuration.
15 and/or access while reducing cost and/or power consumption. In particular, a flash

memory is a non-volatile memory, which may electrically program and erase digital
information but retain the information without power. Without moving parts such as a
hard drive, a flash memory may be well suited for portable or mobile electronic devices
such as memory cards, universal serial bus (USB) flash drives, digital audio plavers (e.g.,
20 MPEG Audio Layer 3 (MP3) players), digital cameras, handheid computers, handheld

gaming devices, celiular telephones, and/or medical devices.

BRIEF DESCRIPTION OF THE DRAWINGS
1 0003] FIG. 1 is a schematic diagram representation of an example flash memory-
25 based processing system according to an embodiment of the methods and apparatus
disclosed herein.
{0004] FIG. 2 depicts one example of 2 memory array configuration.
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[0006] FIG 4 depicts yet another exanple of a nenory
array configuration. [0007] FIG 5 is a flow diagram

WO eprasent ati on of one manner to provi de a reaPCHUSEEF068005
control system [0008] FIG 6 is a flow diagram
representation of another manner to provide a read

ce ntrol system 009] FIG 7 is a_block
10065, agﬁ?&?gé%P%§€W%§Ff%ﬁl geﬁhig&ﬁﬁﬁﬂ%ﬁ?ﬁ?ﬂ?@é@@?“@ysten1
that nay be used to inplenment an exanple flash nmenory
{mél}jst ot eI ! aIpyHeA K EPD DRE SRR DN 01d |2ur ation.
(&eneral, met hods and apparatus for providing a read
[0005¢ c e S Ce S # FpWslsremrgmewoiutibed! wid amef kaghvideviree! access
The net hods and appar atus descri bed herein are not
contfdlwittead. in this regard. [0011] Referring to FIG 1, an
exanpl e flash nenory-based processing system 100 may
[000BNC| Ude. 8 icembwaliagi 68aSichGibi bf adoiRMnhdd B0n3de 4 read
flash device 120. In general, the flash nenory-based

accef Q@HA86INRGSYyst em 100 may be inplenented in an
el ectronic device (not shown). For exanple, the flash

: Moryf~base, sing system 100 may be inpl enent ed
o0 e B R b RSl e Sero e a7 aprppyviom ha
omput er. handhel d copputer, a tablet conputer, a

Hmy%%g&ﬁﬂgmegﬁgﬁh@h@wPE&bgggdn@ﬁ@Wﬁyﬁﬁ@ﬁ%f?ﬁa»pager, an
audi o and/or video player (e.g., an 3VIP3 player or a
DVD pl ayer), a gami ng device, a digital canera, a
navi gati on device (e.g., a global position system
(GPS) device), a BETAJREDIBUSERIPFION a heart rate
nonitor, a blood pressure nonitor, etc.), a nenory

[061@lar d,in gerd8B, mtdsis whd apparaARASOFroONRI B @Bl ontrol system
relatively stationary, nobile, and/or portable

asso@dtet tvitB Rl fTask aydi6e STHORdRbdsThe SR adis }i@sc%é{d Q@r,ein are not

operatively coupled to ehc flash device i20 via a
limitdd @AShis regard.
[0011] Referring to FIG. 1, an example flash memory-based processing system 100
may include a central processing unit (CPU) 110 and a flash device 120. In general, the
flash memory-based processing system 100 may be implemented in an electronic device
(not shown). For example, the flash memory-based processing system 100 may be
implemented in a desktop computer, a network server, a laptop computer, a handheld
computer, a tablet computer, a cellular telephone (e.g., a smart phone), a pager, an audio
and/or video player (e.g., an MP3 player or a DVD player), a gaming device, a digital
camera, a navigation device (e.g., a global position system (GPS) device), a medical
device (e.g., a heart rate monitor, a blood pressure monitor, etc.}, a memory card, a USB
flash drive, and/or other suitable relatively stationary, mobile, and/or portable electronic

devices.
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Interface 130. For exanple, the flash interface i30
may include a bus. and/or a direct Jink between the
w@RY71302end the flash device J20. The CPU 110r@EYS2007/068005

i nclude a boot read only nmenory fROM J40 and a host
controller 145. In one exanple, the boot ROM!40 nmay

vi t.,code to the flash device 120 for
w{’flﬁiot i gﬁ? @E@, fd:c‘?.m%*(l ReSTELIGRISpupleh & e dlsih devsec 01204 flash
. may boot_directly fromitself. The host controller 145
ime{fé‘?/eg‘. 30. Z/T spnniedbs Brshgnedees IO mmainciide Rdum adianidatyt link
of operations for the CPU J 10. For exanple, the host
betvshtiroPEr 19464 thayflash doess 1 WpEFatCRING 10 angiingudd OMot read
running an operating system (OS), an application to
oniyi mvokiynG NI | 49Dotd RV ddt@roBisr MBNtL GAEE.ARAY 8he BRF/RM 140
ot her suitable applications. [0013] The flash device
maylp2vit@yodt RebddahaN i@ 2t ab8 9 GARLI2l )Erl\lé:h%g%% lg?irfrlg "Wish
array 155, a random nunber generator ;e er
; . Mo 65, a nature verifi
e G Db R ALRLel Pos T ko QP I (M fralior

and a
: in allv . ti tions to
proc SN S Rl LB Brrtr P BE el 816 Bimkempinthe host

ifjcations. Prior to performng a requested 7
CO“*%%’%F L"t‘f U BRERS AP ELES faggipg &onpanging aReperaging fotem (OS), an
ot her suitable operations, the flash device 120 may
ApPHEGH PRt e PR Eori ikt b opatiatédabavatainabther stifable
the requested operation is authentic, the flash device
applgagomyay perform the operation. CQtherwise if the
requested operation is not authentic the flash device

[0013P0 riay fdkisdegar othey merue st ind @AL4LoddhiRp ?5@%%&%&%/ array
the integrated controller 150 may control read acces

155, Qfratdon AR Yediri@Y (498) 760, 488GH RET deferdel R PeL oW
y inc i

In particular, the nmenory array 355 e’ one “or

. . ' t ' r r.cells, (ngt sh to

S BESHERITIALA B St LRI Ch
i [ In

inter%—:ﬁigra%{l{ehgé/a?e 5£‘e?at90%% % pr%?eg‘te it:gzlif alggifngtr {gglgcligurl; a?ad;%r:;' ienadvertem

modifications. Prior to performing a requested operation such as read, write, patch, key,
and/or other suitable operations, the flash device 120 may authenticate the requested
operation infernally. If the requested operation is authentic, the flash device 120 may
perform the operation. Otherwise if the requested operation is not authentic, the flash
device 120 may disregard the request.

10014} In one example, the integrated controller 150 may control read access of the
memory array 155 as described in detail below. In particular, the memory array 155 may
include one or more floating gate transistors or cells (not shown) to store data, code,
and/or other sujtable information. To retrieve the data, code, or information stored in the
memory array 155, the CPU 110 may send a read access command to the integrated

controller 150 to request for read access of one or more memory ranges (e.g., the memory
3
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menory array 155, the CPU 110 may send a read access
command to the integrated controller 150 to request

wo eoo7nemed access of one or nore nenory ranges BET/JS2007/068005
t he menoryrange 380) of the nenory array 155. Al though
FIG 1 depicts one nenory range, the nenory array J55

, i ncl ude addi ti qnal nmor ges. [0015] The flasgh
rane S L BSEY it e DTN FSr TPl e o
is authentic based on signature verification. Briefly,
mempRgaiepU P roamagiude gddigend siemprnsmees-val ue fromthe
flash device 120. The random nunber generator 160 nay
[001§knerldr dlasinde gtor2® minedmonves whtther 4 rad heceseginghard is
175. Accordingly, the integrated controller 150 may
authgrio\vactel dnhegmaone eenfadationt Brithe (GPUPU [10. m§0R46]st Tre nonce
CPU J 10 (e.g., via the host controller 145) may
valu€absuhafighaichice SbohagbriabieruntRe ddch8br NASHYALUe - FBYnd
be associated with a nessage fromthe CPU 110 to the

el j -F ).y nel .
storel th@8thed %é?at‘é gn %ﬁge?'&g LN af('aagdnl% gsthgrﬁﬁg'%%gd mrdglfég fa%)(grf?m}

a comman ['ash "device correspondi n
nd/ or the .nonc equested fromthe flash device
prw%ﬁgéeﬁ%’ecze&gﬂegﬁ%e@}ya%n the first hash val ue using a
ivate e . g., .aythenticatjon signature). In one
1001f 1 s,éi’ta:é'(%mwl‘i@%sw@-ﬁaﬁ@ i4R) Bey 6?%52%@& Wit sk
asymmetric authentication algorithm(e.g.. public ke
valuga nbheytiye] sy vag araydedstrriqgd wgh a ngaagerTona g QRIF éMap the
(RSA)). Alternatively, the CPU 110 nay operate in
flashalerwe dahc Eovixrpln dreyptssanr standadds cdevehd pethelfiash Bevice
Nati onal Institute of Standards and Technol ogy (N ST)

120, soiedspasdiAguancad/dones ke ofluStaneasdiroAED) flfmuliicshed. The
Novenber 26. 2001), Data Encryption Standard (DES)

CPU(IRURhdyShatihd AR edue koD privdd kAT deQNSwdRA(i&ftion signature).
evol uti ons of these standards, and/or other suitable

i oBIEBAR B8 PANaR sl 0L OB . e
authe%&igzgzaotnuar} georx(t}?m%.g., %Qbi%%{%yséngpy%ﬁgﬁ nge&o%ezi I%?f [{i Leas.?%hgiren\{zj Ssd
Adleman (RSA)). Alternatively, the CPU 110 may operéte in accordance with encryption
standards developed by the National Institute of Standards and Technology (NIST) such as
Advanced Encryption Standard (AES) (published November 26, 2001), Data Encryption
Standard (DES) (published January 15, 1977), variations and/or evolutions of these
standards, and/or other suitable encryption standards, algorithms, or technologies. The
CPU 110 may forward the message and the authentication signature (e.g., an RSA
signature) to the flash device 120.

16617} Based on the command and the corresponding data associated with the message
from the CPU 110 and the nonce value stored in the register 173, the secure hash generator
165 may generate a second hash value. The signature verifier 170 may verify the

anthentication signature associated with the message from the CPU 110, Accordingly, the
4
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JO0017J Based on the command and the correspondi ng data

associated with the nessage fromthe CPU ) 10 and the
woencaswad ue stored in the register 375, the SBCTIU&2007/068005

hash generator 365 may generate a second hash val ue.

The signature verifier 170 may verify the

aut hentication signature associated with the nessage
integriigeeelicPUSA 1oy cppper dinigisyhash heluntegratend has value. If the

controller 150 may conpare the first hash value to the
first Sedondichasichal thesecdhd hivd vihluesthe hashuge alonethaiFthes) e be

second hash val ue, the nessage fromthe CPU 110 may be
auth@uichen! eatirede, B hefkWgs Eont e (TRS $RORIT Lo ReGRMU L0

may not be aut hent i cat ed. [0018] Further, as described

[oo18n det@ink: DehaWind c:hﬁ deG Ri&r ol %IE!IW 195 ﬂ;}ﬁ sgﬁln m%r or more

nmore predefined val ues correspon

Pn—.dgmq ai'u%g 09{%@8%1&% apelgmggr]{éz?ﬁ]e?é}urz]}tve958 t d;ﬁ%tgu%}g,%lhli i{%ﬁé-rfitnd
180 df d
wm@{l‘lemﬂ%ﬂ‘éa% R EoHeHT eSinaBR(y i BPGIS | b ligpr oegense

s _separate blocks within the flash device 120, the

lﬁ)FGW@Pféﬁ@“Bé?WEﬁﬁed by some of these bl ocks nmay be
integrated within a single sem conductor circuit or

[001fhy DEhilhibe eneppeditudiong it WG of amuepicedpargtete blocks within
integrated circuits. For exanple, although the random

the fhasimbercaqgEte tatfonctibad patistniieysesurcs (hasbi ogmaﬁ}ab@fnte%ﬁéed
are depicted as separate blocks within the flash

withBeMdi€@e daficotdiRidr EANMNYAPES mggﬁ&%&ﬁ&@ [1%111"69)‘/ /AR eparate

secure hash generator 165 nay be integrated into a

inte eSO R LFOTRONSR! ple, Iﬂﬁh cﬂtsdngtﬂﬂ nﬁ?%@f ?%18%6{?%%8 Lhegad

“herein are not n1ted I'n thi's rega

AR et nsitive inf tion 2r,, | ,

secm.felf%a gcrntepdécgcgéﬁt&rr% éfptcte %soscpm e Obqa é% tvfzi }12: ng? d?wé%Fdlz{} the
artltlon %% the menory array 155. In
randg rer e e R GreifBAg9 Ficigers Sosegoiope 4 ey A8 ducated into a
. read access nobde such as a static read access node or
single coppiit Heaachedeyy wwpdatuasicgeibed htvetr dranétimitsiin this
detail below. In the static

regard.
{6020} To further protect sensitive information, however, the integrated controller 150
may directly control read access of partition(s) of the memory array 155. In general, the
memory range 180 may operate based on a read access mode such as a static read access
mode or a dynamic read access mode as described in further detail below. In the static
read access mode, for example, the integrated controiler 150 may disable read access of
the memory range 180 after allowing the CPU 110 to access the memory range 180. The
memory range 180 may be enabled for read access again after the flash device 120 is reset,

Alternatively, the memory range 180 may be disabled for read access after the flash device

120 15 reset.
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read access node, for exanple, the integrated
controller 150 may di sable read access of the nenory

wo anga3dd after allowi ng the CPU 110 to accesBCT/82007/068005
menory range 180. The nenory range 180 nmay be enabl ed
for read access again after the flash device 120 is
reset. Alternatively, the nenory range 180 may be

[002di sabheid §onnieadd aceessoad ties intdyeadd asivotevi Land2Qghs read
reset.[0021] in the dynanic read access node the

acceb\$aBE AHeBdre ANEE Ok 6 oASD. BRYiId QY RadRAH RCERTSreM access
the nmenory range 180 on or off. Simlar to operation

mf}dE r}hé hﬁ Shdd Egnifo?@g i ﬁf!@)gx? T80 Sle {%}Q?ﬂéﬂ%r I@teeig() forgead access
contr6ﬁ1er 0 may al so” enable e neno ﬁhn ﬂéﬁ
a s after .the f ash evi ce 1 res
st ﬂa‘%n%r‘ﬁcgcf?é e bt W RS R oo o
ﬁ{])roll r J50 may. ai so enabl e read access of the
inegide AL iﬁ@ LS Fso Fedpoiee A6 sT Edls remsry Eee 180 in
aut henti cated dynam c read access command fromthe CPU
respaipg fo Rgeipbplt olithangct ehdyraste sud efceshevrmmmamt fromangePU 110.
180, the integrated controller 150 nmay determn ne
ByaanMegﬁﬁﬁh@ﬁﬂﬁbf@ﬁﬁﬁhﬁngdn@nEB@ﬁhﬂhﬂ@ﬁMaﬂangem&Bnﬁ}may
accessible to various applications running on the CPU

deterhiile whhnliss intfdrenatten hods iand appanattse HBSShiRQGHIPES firbus
may i sol ate applications fromeach other and/or secure

applRBRbs GAAAiANSH fHeAPINOTD. SERIT BieaRPhdSaLE APSarath 842N ibdPherein

not ed above, a nmenory array (e.g., the nory array
may Z’s%%it@ pﬂﬁc?} nlgrdmgdc%toﬁe? dgq[élra%ecs}eyapgfxﬁtfgrlg En%tnon secure

a hdm;mle a menory array conflguratlon 200 may i ncl ude
PPESHE 61 mor e partitions, generally shown as 210, 220.
002 0, 240, 0, 260, and 270. Al though FIG 2 deglcts a
[ rt B FGHD ey MYPORATEY (F-8ndie ftl‘Fié(’Iﬁ’e%‘W Sapf BiC. 1) may
configuration 200 may i nclude nore or |ess partitions.
storep jyafigrof ipfsrnatian @g.. zode s sica. gariteiol 6. 8riveexaifiple, a
partitions, the nethods and apparatus described herein
memgrearayaminliguapet 2¢aipke inchidetone or swid ;abhmmeg&myai@rqhwn as
configurations.
210, 220, 230, 240, 250, 260, and 270. Although FIG. 2 depicts a particular number of
partitions, the memory array configuration 200 may include more or less partitions.
Further, while FIG. 2 depicts a particular order of partitions, the methods and apparatus
described herein are readily applicable to other suitable memory array configurations.
[6623] In particular, the memory array configuration 200 may include partitions for
storing executable codes such as a boot partition 210, an operating system (OS) partifion
220, and one or more system library partitions 230, The memory array configuration 200
may also include one or more partitions for storing sensitive information (e.g., user names,

passwords, account numbers, etc.), generally shown as memory ranges 240 (MR ), 250

(MR:), 260 (MR,.i} and 270 (MR,,). Although FIG. 2 depicts four memory ranges for

6
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[0023] In particular, the nenory array configuration
200 may include partitions for storing executable
we@omed3wach as a boot partition 210, an oper atPEUS2007/068005
system (OS) partition 220, and one or nore system
library partitions 230. The nmenory array configuration
200 may al so ipcJude one or nore partitions for
storigg egrishigycselvghatione thermonertamon coefigutiaus®) manesiade more or
passwor ds, account nunbers, etc.), generally shown as
less memoryrangerges 240 (MR ). 250 (MR2). 260 (MRn. i) and
270 (MR). Although FIG 2 depicts four nenory ranges

(0021 StQf dReksRAS thY BakibRA SBhE ARmA- P& :SEBJH?;‘? uAibAY00, the
configuration 200 nay include nore or l|'ess nory

CPU RGBS rt,[qg{?gﬁ]lh;?icgg&ﬁsﬁ oﬁé‘%gﬂ%ieti‘ﬁr L %}f{)y mn§e 9o K08 ore

rrermry array configuration

- henti cation. ne e
e DG S S p Bl Sl s® 208w SRR 25 b 5&@&55%
range 250 may store data 255. The CPU 110 nmy use one
one %?f%’é%ﬁf‘ @y 6?1 REYCHOARET S R SRR B 5net D $idragpther
menory range 240 and anot her authentication key to
authgphigationeny 1 deessad fcackreofdbe srvdndrawnioyy raapy 5@ 58ccordingly, the
Accordingly, the CPU 110 nmay access the data 245
CPUshti@reay doactshiee dits 845 sromd iy thedingem@4Grvantk et e dtiae @hH255
stored in the second nenory range 255 with the proper
stored it frentiaatrhanodeysse 158025 th beogenhepémicacocrALr ol | er
150 may enabl e read access of the first menory range
[602810 T0etMBEralelRofiiict 190 ARY hBNIE LEUBLINE ofj@lE Fird el ?rl?ange

an aut hentication key aSSOC|ated with the first neno

240 sroa(H&Eih%épU 119 rﬁ%ﬁ:ﬂ%&c dﬁ \&/Pﬁ flh nﬁﬁg&{t%d{s (gn key &s%ocmted

contro er 150 y enab e rea & 'second
retrieve the

t .
wih %%E‘%% i bt I at b ey PRt el -Ovﬁol?qfé% may
b ‘ﬂ@fFe ran e 250. As described in detail bel ow,
ena effe% t ff‘ga SPBEOELRPED TR0 daotha (EAb] Kimpekirieisdhedata

menpry range 180, the integrated controller 150
255 ‘f‘r’é*}yd’bﬁ‘&bffftﬂ’éd%mblrf’éfdéﬁqché@ v the sst@datemarytihesor @i stser
175 to the CPU 110 even though the CPU 110 nmay have an
descrihgdlie detad &thown ifkby agsuardta@droller 150 disabled read access of the

memory range 180, the integrated controller 150 may provide a predefined value stored in
the register 175 to the CPU 110 even though the CPU 110 may have an authentication key
associated with the memory range 180.

[0026] In the example of FIG. 3, a memory array configuration 300 may include one
or rore partitions, generally shown as 310, 320, 330, 340, 350, 360, and 370. The
partitions 310, 320, 330, 340, 350, 360, and 370 may correspond to the partitions 210, 220,
230, 240, 250, 260, and 270 as described above in connection with FIG. 2, respectively.

In particular, the CPU 110 may have an authentication key associated with each of the first

and second memory ranges 340 and 350. With the first memory range 340 enabled for
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with the nmenory range 180. [0026] In the exanple of

FIG 3, a nmenory array configuration 300 nmay incl ude
wo@e®7asioemre partitions, generally shown as 3 BOr/US207/068005

330, 340, 350, 360, and 370. The partitions 310, 320,

330 340, 350, 360. and 370 nmay correspond to the

partitions 210, 220, 230. 240, 250. 260, and 270 as
readgiesesi (e ditetyo vé comradien hdtmip prowidenhatig Qtoreeispeimt firgelymory

In particular, the CPU 110 may have an aut hentication
rmgké?Oasgo&deaﬁwwtdﬁméﬁhfDﬂlthe first and second

menory ranges 340 and 350. Wth the first nenory range
[002370 enabheg: ohe eadnaekessy rihe 250LEAEAMEGS ALY Obd S uration

150 may provide the data stored in the first menory

200 f@mﬁ? 234Q ifi€eicd CBH@O fdat §{) 3 Wled Lal tl@cegp i‘}]g'gewbg g%rﬁ]e)rv

In contrast to the second nennry range
. r s on ation in ) et
rangl 30 Yl RSELPLLFH] B B0k 2ot B Hd 0 st by eyt o
nenory r e 3 Thus, the dara stored in the
he iﬁgiﬂ‘ﬁ CRrBier Ewﬁéheségb ) s b LU KD Gnpghenticaton
(e.g.. hidden fromthe CPU 1 %i even if the CPU 110
key ﬁ%%c%fﬁd YitHeniccert memorernas 3t lasted. wiet ihteghgedseoonter 150
menory range 350. Instead, the integrated controller
HMYPﬁﬁﬂﬁh@m@¢6VWdeawéﬁﬁéd@#mhﬁdhwa@m&ﬁ355ﬁsﬁa(ﬁdjlﬁ}fﬁ&
register 175 to the CPU 110. The net hods and appar at us
mettehds end fggdradnerdesarited @erdt akinoi iwded h tRirsgar@gar d.
[@Q28] Turning to FIG 4, for another exanple a nenory

[0028] r ayreORE koPrRAU ap dﬂ&@emmp%:l %@&n&g Qrr¥ o, o%muon 400 may
partitions, generally shown as 410, 420, 430

o e 432 :
s SERon ATE b oo, 58,6200 1304

e i, S0 Ryt 4@8%@;@@%@3@?@&%@m
h
o 3o B AR S R el T SERSEL8 s )
e second nenory range 450 enabl ed for read access,

feﬂpfiCHéeiV nt 8g &Ll (bt bk ee puthsuigrign pevessdearheidane of the

stored in the second
first and second memory ranges 440 and 450. With the second memory range 450 enabled

for read access, the integrated controller 150 may provide the data stored in the second
memory range 450 (e.g., the data 455) to the CPU 110,

[0029] In contrast to the first memory range 340 of the memory array configuration
300 in FIG. 3, the integrated controller 150 may disable read access of the first memory
range 440. Thus, the data 445 may not be available to the CPU 110 (e.g., hidden from the
CPU 110) even if the CPU 110 had an authentication key associated with the first memory
range 440. Instead the integrated controller 150 may provide a predefined value 445
stored in the register 175 to the CPU 110. The methods and apparatus described herein are

not fimited in this regard.
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L

menory range 450 (e.g., the data 455} to the CPU 110.
[0029] In contrast to the first menmory range 340 of
wo b@7mewnsy array configuration 300 in FIG 3, PCHES2007/068005
integrated controller 150 may di sable read access of
the first nmenory range 440. Thus, the data 445 may not
be available to the CPU 110 (e.g., hidden fromthe CPU
[003310)  éyerenitipngdieo@PUN ke ghadd amtallt:hexd mEAhRN kR ead access
associated with the first menmory range 440. |nstead
contrhleoridyhegicatatiicentdonlbies 1ERABY, RROVISE 1@ PRARAET MR read
val ue 445 stored in the register 175 to the CP > 0.
acceh ] i reatus ok e n.are not .
T Tod e e S EoT AR T L Eiahfdﬂdsb flgvice 120
e R S T (L R R ek
statjic read access control

e | _ _ _
e B9 A Dot he B eReliihbr s anges aBopda pich).

. . flash device 120 is reset. In one exanple, static
A“etf Ejgﬁgﬁﬁiﬂéé‘%ﬁﬁ’dﬁ‘f FoF TSt infesnatia fpﬁbﬁ@éte.anm&;sxbgmtrﬁ@n the
ed during a boot process (e.g., application code
ﬂasii@a%cealszoahlg%d aihe spasdh) staldf teed abeingnaotess edidicatdiehy a
CPU 110, wuch information may not be accessible unless
non-t/pkatifel B bdievitbeintPared c@selier T status for static
read access control nay be indicated by a non-volatile

[0034NV) Siifilaofo s rbqt @@é@k@%&?@}r{aﬁ{ti& Rlad 10Qxs L&Ql%?‘lnaa also

Simlar to static read access control, dynamc rea

disalle eRSSicEROLT Qb HE@;YGY? :ra|§1%{i ﬁ gé ?Ptlligtﬁg gggl BS5E glg(}gsgretrsrgtg Sowever,

menory range 180 un a evi ce [

dyndiQWRME faccdy E&Mo‘f nl:§ 2086 688 %g%%? %}E I:I?).g g%agﬁgg ?%%le gﬁ(r) ieﬂai%SPOHSC

access of the nenory rangé

.cated read access conmmand. Accordingly,
o an NI BB LS B PEET R S il ghpamicasal wbesswnp! may
ry.range 180 on or off. In one exanple,

t he meno .
togglggﬁgirﬁcgesrs ég&le TRYY TaIst },8Q|0nna§)¢ffb dngge dxwfp,rcbf\mgzd&: read

I sol ation between an application and correspondi ng
AcCeY £PRIOITRIShE Wyt smprevide asblaivods bvazo mhraphlicueivn Ri®t@edsponding

sensitive data of an application when
data. Thus, dynamic read access control may protect sensitive data of an application when
the application is not running. The status for dynamic read access control may be
indicated by a RAM bit of the integrated controller 150.
[0032]  FiGs. 5 and 6 depict manners in which the examiple flash memory-based
processing system 100 of FIG. 1 may provide a read access conirol systern associated with
a flash device (e.g., the flash device 120 of FIG. 1). The example processes 500 and 600
of FIGs. 5 and 6, respectively, may be implemented as machine-accessible instructions
utilizing any of many different programming codes stored on any combination of
machine-accessible media such as a volatile or nonvolatile memery or other mass storage

device (e.g., a floppy disk, a CD, and a DVD}). For example, the machine-accessible

instructions may be embodied in a machine-accessible medium such as a programmable
)
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the application is not running. The status for dynamc
read access control may be indicated by a RAM bit of

wo b@7itsoegr at ed controll er 150. [0032] FI Gs. 5PemnuSB®07/068005
depi ct manners in which the exanple flash nenory-based

processing system 300 of FIG | may provide a read
access control system associated with a flash device

B ETY, a0 epRiichliosiPedéviinegriR0 cotuiF B IC)) an FRQDRXANRLBmable
rocesses 500 and 600 of FIGs. 5 and 6, respectively,

reacheryly beniarp (EPROMYda ROMBCRANE 2386856¢ PL8ial m@a&&%@dﬁ nd/or
mlinng any of many different progranmm ng codes sto ed'
any orheaRyit:bboat iemu@f nmachi ne-accessi bl e media such as
a volatile or nonvolatile nmenory or other mass storage

[o0ZigVi CBm(}%r Slthofetf 4 gﬂﬂ&} i &5 r & ag:)%r}sr g Lﬁ\gﬁtgg) %‘Pa‘}li%@f FiGs. 5

exanpl e t he machi ne-accessi Ie I'n

. ccessi bl e nmedi um such as a
and B Eah éaﬁ%cr*orrgg; L RHRTBAE offhiepee: Foeeranple, the
t. d ASIC) an er asabl e programmuabl e
“C‘EJ}”Q @ggﬁfﬁ ﬁ%ﬁﬁ%‘r% b ReNttehinRAMttA e n'gRE kidlor parallc]
an optical nedia and/or any ot her suitable type
ma“B‘Frsné@f“@nﬂhe [FEO3BIE Praet e 500 abd HUgh neergaptdvididaind At deibed in
of actions is illustrated in each of FIGs. 5 and 6,
conjupdiva vadt the Agparatys bl ioe i fae kRBEpleN OB eitie b @MAAALAdss control
sequences For exanple, the actions illustrated in

sysighh @socibtedvdlhor flghryicbe executed in repetitive,
serial, and/or parallel manners. Again, the exanple

[0039] OCHSS%&&ﬁSQ&th&@Q@s@QQ)d@rI%r ‘:Ln%l% (R r‘écgﬁ%é'a%@mtg?@ FIG. 5

described in conjunction wt e apparatus
cess control stem

may @%mﬁ’éx@ﬂﬂh@ﬁastho%e@f&vl'zg %g Q;%%He ’f’?‘feﬁ%}%ﬁf‘)ﬁ*’f? gr g‘{sﬁgtnpq-pimring for

associ ated W t devi ce
process 500

a redH 888G ch?ﬁlgncﬁ% E%e ﬁgye]gggﬁllﬁcm‘i {&)et Ip gaticylan tydGPed 16 201y

eplct
a the integrated controller 150) nonitoring
“"q"{*‘?“’g ok A IR S ERRHEIES F B PTBOTERD A1 165 (cbé. otk memory
) ._ﬁ Eartlcular the CPU 110 may request to access
jungh A il GuParl H@ﬁﬁ%?dﬁﬁﬁ@éﬁb¢X$hetmﬁﬂnmynﬂﬁmaymiB@nnmnd

ge.g., the menory
from the CPUF 110, the integrated controller 150 may countinue to monitor for a read access

command,

[0035] Otherwise if the flash device 120 receives a read access command from the
CPU at block 510, the integrated controller 150 may determine whether the read access
command is an authenticated read access command {block 520). In one example, the read
access command may be authenticated in accordance with an RSA stgnature protocol. If
the read access command is not an authenticated read access command, controls may
return to block 510. However, if the read access command is an authenticated read access
command, the integrated controller 150 may determine whether the flash device 120 is
reset (block 530). In one example, the flash device 120 may recelve a reset command

from the integrated controller 150 prior to and/or during a boot process.
H
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range 180 of FIG 1). If the flash device 120 does not
receive a read access conmand fromthe CPU 110, the
W0 nioegsweed control ler 150 may continue to moNPEDUSI00T/068005
a read access conmand. [0035J O herwise if the flash
device 120 receives a read access command fromthe CPU
at bl ock 510, the integrated controller 150 may
[003dt er Hithelythalcher 1£h & regadhactessed onmmindr | ) @by provide data
authenticated read access comand (bl ock 520), In one
SKW@k@nb¢emnthﬁﬁmgad&amaesQPQDmmﬁBdwﬁﬁﬂop%Mﬁﬁhﬁﬁﬂ%kﬁ@h&%¥Med
in accordance with an RSA signature protocol. 1f the
contr@dl | 80 GRS RO Sss RO thAR AYLNEN ﬁ%@t(ggﬁfé g?@ Otherwise
access conmand, controls may return To bl oc .

if thEPWaY, &fv_’icei }fEng gotrrgs%gaﬂﬁ&géﬁﬂq %mt@gd;i{}lhe‘zi Ci%ﬁir(éﬁgqr 315@ ey deny

aut henti cated read access cofmand,

: I ne. ther. the flash device
B T S oS e . el e

IS rese

[ receive a reset command fromthe
igsgﬁ%égﬁggﬁg)@%ﬁ#?@ﬁ}éP“TB@hﬁ#FWﬁ3@6$§Wdﬁ@wﬂbqihmgﬁmﬁcﬁm
.boot process. !'0[0036J If the flush device 120 is
limited dipthis ¥egdj nt egrat ed control | er 350 may provide data
stored in the menory range 180 to the CPU 110 (bl ock
(00331 0) . In Ackyormicighd/gectdsenddet agratepccOpprebiseioodePici@in FIG.
di sabl e read access of the nenory range 180 (bl ock
6 m&G3Rpin @iindrewlasie déficd 11 kloashe BeVhEsddQohirdIR 15658hniRking
bl ock 530. the integrateé’controller 150 may deny 5

for alre@blaca€R@Smnnd The, MRMYNY 1 f@ﬂg&ﬁéﬁ;ﬁi@% ?@ﬁ)&%@%ﬂ%gﬁF %gUCHS)

predefined value stored int 0 t d bed
ay el 6k oPOlicu i ARERAR: AN ARRALAL 42, A8GLLDEGE.
T et ein are no IF?%]tegglﬁ %ﬁg)rgggF@9ﬂ?§b§7ﬁ IF8a gbo
] : node, for e, the process 6
e L P & ) B g Ao AR ot fesnd s cecerz0
e .g., viathe integrated controller 150) nonitoring
Cﬂm’%i‘)‘“’?’é‘?méher Sgﬂ 4 DeE B CasAA Ren Tl € hearPU e (¢ biogitkr for a
610). In particular, the CPU 110
read access command.
[0038] Otherwise if the flash device 120 receives a read access command from the
CPU at block 610, the integrated controller 150 may determine whether the read access
command is an authenticated read access command (block 620). If the read access
command is not an authenticated read access command, controls may return to block 510.
However, if the read access command is an authenticated read access command, the
integrated controller 150 may monitor for a grant command to authorize read access of the
memory range 180 (block 630).
{0039} If the integrated controiler 150 detects a grant command, the integrated
controller 150 may provide data stored in the memory range 130 to the CPU 110 (block

640). In particular, the grant command may enable read access to the memory range 180.

Accordingly, the integrated controller 150 may disable read access of the memory range
T
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request to access a particular menory range of the
zgﬁnryqarray 155 (e.g., the menory range 180 of Fl G
wdalew7hsioehe flash device 120 does not receive BCT/E82007/068005
access command fromthe CPU 110, the integrated
controller 150 may continue to nonitor for a read
access command. 15 [0038] O herwise if the flash
IScE &59p (Viberdivié $canteg Btk AAones HerCNMANGofdeRa 4 heinCPU
at block 610, the integrated controller 150 may
comypansk atbivek et the intédrated eadrARE ESHmaP B&@Hﬁ;nb %vh@ﬁ}ef the flash
aut henti cated read access command (bl ock 620

devicedd0 aceesshlieaummnd i s not an aut henti cated read

mmand, controls may return to bl ock 510.
gy y enticated

[00dgVeV BTihe ﬂf‘{sht(h@;cﬁqag is?%geef.o rﬁeé% i;tg? SR gﬁf h%(P F&¥ Piere data

read access f;rn;19{% g to authorize read
smrgg%:ﬁ etggﬂioin%% qnge 181 bl )5) Egﬁ%@% ogf((%ﬁ) 63opPrdipdgRO} int¢arated

| er. 150 detects a grant command,
con ‘E‘%f iﬁ@ éfgiﬁ’ gle‘é‘g cc%n ‘;Cg%ﬁ%%f (hegpe Ry PRV S@gbum 4561 dP@erwise
menpory range 80 to the CPU 110 (block 640). In
if t’“‘ﬁ g‘rﬂth %Jml 20theotgpeht derhneid teeytcenakl centreiad 180 6@ Sdeny
to the nmenory range 180. 5 Accordingly, the |ntegrated
readgeprst of thermarBOy mengediBg abd eraveith pegeBsd @hiut h@ré@iﬂ%éfﬁ gister
range | ii80 (block 650). Oherwse if the integrate

175 wotht CBIU €10 (bERkfead). sT H&n&ﬁb&%nd%lpﬁ&@ﬁt de%@@ger@fn 4re not
bl ock 630, the integrated contro 150 may determ

limabiet ey repdie. fl ash device 120 is reset (block 660).
mn[0040] ?g the flash device 120 is reset the integrated

[004¢p! r}gllﬂé)ge? g}é’t b%ﬁ!}ljﬂ% L%b oc kwétig‘)r ‘%ﬁ%‘gé‘{]ﬁe@h g%s é’m &ﬁwead
Fange o 150 na di sabl e read acce s of

accels TGl Al ’“%ﬁ%&%aél‘gg‘[‘c‘bﬁ“%w & BFihogs st pgeatysidesesibed herein
120 |s not reset at bl ock 660, the

are rédd‘E}g 6P {célbﬁzctg RPYBIE 1R ﬁccmnﬁ%y}[aéﬁy:r suitable read access modes.

While the methods and apparatus disclosed herein are described in FIGs. 5 and 6 to
operale in a particular' manner, the methods and apparatus disclesed herein are readily
applicable without certain blocks depicted in FIGs. S and 6. In addition, while FIGs. § and
6 depict particular blocks, the actions performed by some of these blocks may be
integrated within a single block or may be implemented using two or more separate
blocks.

[0042] FIG. 7 is a block diagram of an example processor system 2000 adapted to
implement the methods and apparatus disclosed herein. The processor system 2000 may
be a deskiop computer, a laptop computer. a handheld computer, a tablet computer, a
PDA, a server, an Internet appliance, and/or any other type of computing device.

[0043] The processor system 2000 illustrated in FIG. 7 may include a chipset 2010,

which includes a memory controller 2012 and an input/output (/O) controller 2014, The
12
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read access of the nmenory range 180 and provide a
predefined value stored in the register 175 to the CPU
wdi®(bloock 670). The nethods and apparat us deBCT/UR®A7/068005
herein are not limted in this regard. [0041] Although

t he above exanpl es describe two read access nodes
~(e.g., static read access node and dynanmi c read access
chipretie) L0 inineproeidh astsnandnappanatgsméesthdRad .0k gD, ?Lu?aliiy of
readily applicable to operate in accordance with other
genstal pabbe MmEAM sp&eLPEPBIRS st id St RR. g}é‘{ %ﬂ%%éf%énagieé)r used by

appar atus di scl osed herein are describ

a pralds& 2000 0ReE ﬁ{;@es’s y fﬁzgialﬁies!r geuilmapgerr%@r{geg@éﬁi T%/Q‘%j%? r{lgg%rscgesso{s,

and apparatus di scl ose el n‘ar
wWPWiNE hout It l.ocks depjgted in FIGs. 5 and 6. In
Pﬁ%ﬁll t oor?,%%\‘/s\hﬁi‘rék ﬁf@?a’@nﬁnmg&%ﬂ&m%hﬁ&E‘ﬁ“l\%irwmpomlls,

...plocks, .t actions perforned by sone of these bl ocks
d“dpr%’é;‘/’&ﬁlééﬂiwp@g? ANt RPHICESs TR Peabio dhe pocerayr B0 may be
. |{nplenmented using two or npre separate bl ocks. [0042]
ImpleEnied YR ZHB P ElerUPialr dnelofCan exdnpleyprog 8 $setum®
system 2000 _adapted to inplenment the nmethods and
techgplpay dhalnidi’ schivgedetionrioy, hiEhecraeessot wysbREy 200l
A be a desktop conputer a |aptop conputer, a
Xeohahtthieldo 0o apubene antb BN QoMb By, & t%@%iier%al?\% Gt
an I nternet appliance, and/or any oOther type of

proceQIMUELIG IS £5he JSQ@ﬁ?’ﬂmf-E{:lﬁ%rﬁ E%Ce&g‘%&%?rp%s(%p'e %cj?[ %x%%essor 2020

illustrated in FIG 7 ma c

o hiIGH |l er 2012 "
o WRLGI NS5, 5y TRLY L1, S22 &g

i nput / out put
nrevid npry, and, |/ O.managenent functions as

LB R &l R G e sl aopiusl other
guimgprgi%se‘ne isters, timers, etc. that are accessible or
SRS IBYE DriJtebr 2020. The processor 2020 may be

i, jopl epent ed using one or nore processors, WPAN
w"“éﬂpnp ORI MOV AN I SABB Hem s peiN D OB tesa b Nrocessor

conponents, and/or other suitable processing
2020de prsperndsconfionniexamphe, maihendpi@g 20 S®IncRAZR TRy alhe memory

2032 and a non-volatile memory 2034 via a bus 2040. The volatile memory 2032 may be
implemented by Synchronous Dynamic Random Access Memory (SDRAM ), Dynamic
Random Access Memory (DRAM), RAMBUS Dynamic Random Access Memory
(RDRAM}, and/or any other type of random access memory device. The non-volatile
memory 2034 may be implemented using flash memory, Read Only Memory (ROM),
Electrically Erasable Programmable Read Only Memory (EEPROM), and/or any other
desired type of memory device.

[60345] The processor system 2000 may also include an interface circuit 2050 that is
coupled to the bus 2040, The interface circuit 2050 may be implemented using any type
of interface standard such as an Ethernet interface, a universal serial bus (USB), a third

generation input/output (3GIQ) interface, and/or any other suitable type of interface.
i3
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i npl enented using one or nore of the Intel Core(tm
technol ogy. Intel' Pentiunt technol ogy, the Intel*

wo t@nitsme4 ) technol ogy, the Intel Centrino(tmPCT/US2007/068005
technol ogy, the Intel* Xeon(tn) technol ogy, and/or ihe
Intel*" XScal e(r) technology. In the alternative,

her ~p! i-ng..techno may be used to inplement
0 o poBE BEBSR By RO AP D DPnb36 e T G evauv 2050.
cache 2022 ich may. be .inplenmented using a
Thedfgd t%?Ylé‘%-é)i Eogﬁipﬂ Taig o H@ﬁ@d@ﬂi@ enty dBLBIROMEv@Ids imp ticed
caphg %t%;, a third-level unified cache (L3), and/or
PrOCERNPT 6P HE rT' % G AP eths fHUE eiiexs 12568 toydedapamdn@add] a
The nmenory controller 2012 may perform functions that
keﬁ%ﬁﬁbﬁé“@ﬁ@EﬁﬂQdESQQMVQﬁB@MyQaamﬁgﬁﬁs@ﬂ&*ﬂ&ﬂﬂ%ﬂh@@ﬁﬁnamﬂera
wth a main nenory 2030 including a volatile nenory
voic 082 gaimdn aysmon- vol atil e nenory 2034 via a bus 2040.
The vol atile nmenory 2032 may be inpl enented by

[0043y nChDRNQUS oW BeRaR RN ﬁ‘ff}% %ﬁﬁ&%%&%é%%}ﬁr%{ce circuit

Dynam ¢ Random Access Menory
205RanG N, ASLES, : g{ l'j)%% d.or. an her. of
randonﬂﬁgce§§0 Eg%§m%‘vice.n$ﬁ§eHBH¢ ¥§%ﬁWéﬂﬁ%%§§?“ms
52 L npl ed_using flash menpry, Read Only
(g TR TR TEEPD CEi 4 £ aab o pliogp hrabiode rosibe
Yy Menory (EEP ,. and/ or any other desired type of
<CR@%E§%M¥*&% .an?/@bm]kerwe The deledascizsyis 283 aRYonatele. among
al so include an interface circuit 2050 thai is coupled
otheg Bingrer garhiodrever T#d. i nterface circuit 2050 may be
i mpl enment ed using any type of interlace standard such
0048k afhEPhecset sysrne HGC@analsaincards ahne $€ frioad mbsStdrSR)ovices

a third generation input/output (33 0O interface,

2080etndicor sctwarobdibdars UEL il es 1ys0eh Phsd 24858 A6 OOA8Y i Nk
or nore input devices 2060 nay be connécted to the

floppyrtieisfan@ @riCds! Bat 4iskQbRes, IBRIph ORI ABY hGSLS Andgpg;g}?ar% pversatile

permt a individual to enter data and conmran

dﬁk§dﬁVﬁ¥£@Q§§@{ 2020. For exanple the input device(s)
2060 nay be I nplenmented by a

{00497 The interface circuit 2050 may also include a communication device such as a
modem or a network interface card to facilitate exchange of data with external computers
via a network. The communication link between the processor system 2000 and the
network may be any type of network connection such as an Ethernet connection, a digital
subscriber line (DSL), a telephone line, a cellular telephone system, a coaxial cable, cic.
{0030] Access to the input device(s) 2060, the output device(s) 2070, the mass storage
device(s) 2080 and/or the network may be controlled by the /O controller 2014, In
particular, the /O controller 2014 may perform functions that enable the processor 2020 to
communicate with the input device(s) 2060, the output device(s) 2070, the mass storage

device(s) 2080 and/or the network via the bus 2040 and the interface circuit 2050,



10

15

keyboard, a nouse, a touch-sensitive display, a track
pad a track ball, an isopoini, and/or a voice
WO e@oqsiod on system [0047] One or nore out put PABEVSNET068005
2070 may al so be connected to the interface circuit
2050. hor exanple, the output device(s) 2070 may be
implenented by display devices (e.g., a light emtting
(002 Ispl SWhileliEDygmponenguhewe iyBIRAI7 s@liayd bd-CBhrarehiocks within
cat hode ray tube (CRT) display, a printer and/or
the ppeaker SktemTIBOl Mk EilR68s Sdrldrhkel HeQa%e @Mlgk{!gé%%ﬁnaﬁfhbe
e

anong ot her things, a graphics driver car
ne

inte PRRYESHRH 1 SHSIEMHRARA i include or, more
nass storggg%devices %%g%ﬁggﬁg¥g$it?ég?ﬁgﬁgggﬁﬁ”@éﬁgp’mom
sepde@TRLES 8 8H&h Ffrmss, storage deyice(s) 2080 include
sep e PR e iU T SO Rk b Som e dip ek snd the
| SkS drives, and digital versatile disks (DVD)
110 QBiERe 4373 Sa8 T TP Hic PSS BRA BeichinosD Lirape alcswry
ig%%ége a conmuni cati on device such as a nodem or a
contrdithor k? #utiae f/aentaber 3084 fraroi teiivagei@xciidngeimgfc dat a
W th external conputers via a network. The
semiggpasEircieiion | i nk bet ween the processor system 2000
and the network may be any type of network connection
[0052Uich Alshcagh Etién Betmslo i@eids Ofppadndi SHdt BlicisUDSEEIRS ure have
line (DSL), a tel ephone line, a cellular tel ephone
beensdestrtiet de AR Acop @Bt &veBLE of [HROH0] 2
I nput devi ce(s) 2%%0, ﬁﬁe&oatput dé%ég%§§%ﬁggﬂ%gﬁﬁgﬂ& On
the RS Sy SRS BGoARVIS 1 apgdior the, network may. be
cont ol I ed by the ?&%ﬁ%ﬁ%ﬁ%%%f%%mﬁﬁﬁﬁ?df%wﬁﬁPFF@ﬁ%HWPW
fairld P& - ol ler. 2014 erform functions that '
i R b O SN it 6 e ¥ Rgtahe doctrine
i n put device(s) 2070, the nass

of equ ‘.anet 92%60’ 1 h%r Ol}‘% ; .
WHSrEHe TEETT IS B08e: Bpapore difdosseevionNe sienisciagiag,

~and the interface circuit 2050.f0S While the

AMORE T FOMPETCh R WRIS oFliBnWarewscdeppt hadvas, gsparlabe noted
bl ocks within the processor system 2000, the functions

that syeh systanesderb ynesane lwfrat fresed shbad kst bagonk@ered as limitin g In

particular, it is contemplated that any or all of the disclosed hardware, software, and/or
firmware compenents could be embodied exclusively in hardware, exclusively in
software, exclusively in firmware or in some combination of hardware, software, and/or

firmware.
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integrated within a single sem conductor circuit or
may be inplenented using two or nore separate
WO pdogqsmped circuits. For exanple, although thECTERINY068005
controller 2012 and the 1/O controller 2014 are
depi cted as separate bl ocks within the chipset 2010,
the menory controller 201 2 and the 1/0O controller
Whng ivclsimpedde i ntegrated i hin a single seniconductor
circuit. [0052] Although certain exanple nethods,
applar at us meaing @hipriglngs of manufacture have been
descri bed herein, the scope of coverage of this

di SEliREUERinkS BRL agumcbgﬁ?m%[ ﬁ& @zeé?{lc& Gt 51 fhtsh device

this disclosure covers apparatus

| ; y fall thin the
opeRilbIG c§§p19<§] LonPgl% S&J&}In? i l%ﬂ ess gt p?qvmglzggg ¥ 6 dikerer

scopé of
ne of eqU|vaIents For exanpl e, aIthough t he -
wmtngdg'\{; ggg(lscg &) DYSLORARS & SSPeRsiTa @l lﬁiéﬁ héh damspgndt her
oftmare or firmnare executed on hardware,
ﬂ‘é‘ﬁ?ﬂg % AETEHC Rathesireh rasge be i iaregravet @lnyroller based on
|IIustrat|ve and shoul d not be considered as limting.
the siepd peeeys ommaand. it i s contenpl ated that any or all of
t he di scl osed hardware, software, and/or firmare
conponents coul d be enbodi ed exclusively in hardware,
exclusively in software, exclusively in firmvare or in
sofle combinedbd end@fnedaw Sk @afu@%frtcmgjﬁm Kh%&fym Gae of a
firmvare. What is clainmed is . Sl

stati@ bzl @Bk €t hMandor ; f?@ﬁagﬁ&eeﬁﬁ 25Qumand at, an i nt egr at ed
controller of a flash device opcrave y coupled to a

processor unit, the processor unit providing the read

access conmand to access a nenory range of a nmenory
g read access

argay of, dev and caontrollin
of Et he rrerrgg?/é %El@@%w HHE | ntlegriaceridbng refl heteshelsad
on the read, access comand.

memory range comprises enabling read access of the MEMmOory range in response (o

detecting a condition indicative of a reset of the flash device.

4. A method as defined in claim 1, wherein controlling read access of the
memory range compiises enabling read access of the MEInOry range in response to

detecting an authenticated dynamic read access command.

5. A method as defined in claim 1, wherein controlling read access of the
memory range comprises disabling read access of the memory range i response to

providing read access of data stored in the memory range to the processor unit.

6. A method as defined in claim I, wherein controlling read access of the

fiemory range comprises controlling the memory range based on one of a non-volatile
16



2. A nmethod as defined in claim1l further conprising

identifying one of a static read access conmand or a
walyvansw24 ead access comand. 3. A nethod as dedT/nezb07/068005

claim1, wherein controlling read access of the nenory

range conprises enabling read access of the nenory

range in response to detecting a condition indicative
(Nofbigorraggedon ficceheméias h RdeMi b€ of the ihesmt-nedn@sidefiinadrein

in claim1, wherein controlling read access of the

the NBIIBIC 4 s ARPECOMPE kGES r@BABL D HoHE a5l AETESS tﬁf i ‘a&%a‘azeg with
menory range 1 n response to detecti ng an aut hent | Ca]t e

a YIUMRARMEd head a6&ess command. 5. A nethod as defined in
claim 3, wherein controlling read access of the nenory
range conprises disabling read access of the nenory

range in response to providing read access of data
6 A

stored in the ne range to the processor unit.
> ms%od a%“ﬁ@‘?fi e g%%dd? siam 1, fuiihrs cempriciva proliding g presatined
_access of the menory range conprises controlling the
le“ﬁéﬁ@i“ﬁff ARG BESEdeawnEghe dsfecinponsndiiat iGN ofahit nefmory
a random access nmenory (RAM bit of the integrated
rangg pangslijabled famdadveesi n the NV bit is associated with
a static read access node and the RAM bit is
associated with a dynam c read access node. 5 7. A
nmet hod as defined in claim1 further conprising
pr @vi di ngmampd e0&frinRg SmPBl ¥ Nifeln
response to detecting aMg%ﬁgF%?g%Q?ﬁ T%a%%@gggﬁg?ﬁ%ﬁ”ai

10 valuPRIDRNiFRNSS ARG ndina #Lied..f r}v _g%?n %%%%Sﬁ?gpf?g{fﬁue is

met hod as defined in clarm1 fu

- i r fi.ned 10 value in a register associ ated
wso R, SR

déVEte, wherein the predefined value is
associated with the nenory range. 9. An article of
manuf acture includi ng content, which when accessed,

ca&ses

An article of manufacture including content, which when accessed, causes

a machine to;

operatively coupled to a processor unit, the processor unit providing the read access.
command to access gmemory range of a memory array of the flash device, and
control read access of the memory range by an integrated controller based on the
read access command.
20
16, An article of manulacture as defined in claim 9. wherein the content, when
accessed, causes the machine to identify one of a static read access command or a dynamic

read access command.
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a machine to: J5 authenticate a read access command at

an integrated controller of a flash device operatively
w@ompliz®24 0 a processor unit, the processor unPCT/US2007/068005

providing the read access command to access a nenory

range of a nenory array of the flash device, a d

control read access of the nenory range by an

i ntldgr atBdusiktof oldnefacias edladimed hecinieat] welaces she content, when

conmand. 0 10. An article of manufacture as defined in
accpbal, mBeshe meichint kecenrt el acvhRens @e GReRed ranGa WS %ﬁaﬁlfﬁ% read

machine to identify one of a static read access
acces O DML the@forR rAYRAMIL iERLARAGERSS: ngd&%ﬁin’gﬁ condition

article of manufacture as deflne§ claim 9, fherein

ot Is . ssed, causes the nachine to
Emi%gﬁ??g?§§gg%%£%§§§§&g§%the menory range by enabling

read access of the menmory range to the processor unit

in response to detecting a condition indlfat|¥e of a

r t of the flash device. 5 12. An article o

ngﬁgfacﬁﬁﬁgﬁﬁgOgg@FWéﬁﬁﬁﬂﬁékaﬂﬁﬂ@ﬁﬁ%ﬁéﬁéﬁwﬁﬁméW<ﬁﬁ%nLuheﬁ

content, hen accessed, causes the machine to contro
accepgdddgtedismerhing e ol yad ange Gythemabiorngnpeagenabling read

access of the nenory range to the processor unit in
accepedpbhremony detett hagraassautkient e gaheadiodaah £ak 8@lenticated

access command. 10 13. An articie of manufacture as

dynadef readdictass chminan®, wherein the content, when
accessed, causes the nmachine to control read access of

the nenory range by disabling read access of the
nmenory range in response to providing read access of

daif st @f&fiddofl Mufacture as defined in claim 9, wherein the content, when
accessed, causes the machine to control read access of the memory range by disabling read
access of the memory range in response to providing read access of data stored in the

meimory range to the processor unit.

14, An article of manufacture as defined in claim 9, wherein the content, when
accessed, causes the machine to control read access of the memory range by controlling
the memory range based on one of a non-volatile (NV) bit or a random access mermory
(RAM) bit of the integrated controller, and wherein the NV bit is associated with a static

read access mode and the RAM bit is associated with a dynamic read access mode.

i5. An article of manufacture as defined in claim 9, wherein the content, when
accessed, causes the machine to provide a predefined value to the Processing unit in
response to detecting 4 condition indicative of the memory range being disabled for read

ACCLSS.
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20

menory range to the processor unit. 15 14. An article
of manufacture as defined in claim9, wherein the

W@ o asm24 when accessed, causes the nachi ne t oPCDO82001/068005
read access of the nenory range by controlling the
menory range based on one of a non-volatile (NV) bit
or a random access nenory (RAM bit of the integrated
controller, and wherein the NV bit is associated with
a static 0 read access node and the RAM bit is
assiti atedapparhuecdynaife read access nmpde. 35. An
article of manufacture as defined in claim9, wherein

thei1@&&t3@%§aymeiﬁg@Q§§§&§qar%9%ﬁﬁ the machine to
provi de a predefined val e to the processing unit in

r espRseid egti.ng..a; condition indicative of the

nMenory ?%ﬁg’é}g%g?ﬁté nglgpshé%ﬁ)eigt FOFOTEAEN 8 Atheadgitg greaggeeess
par: onprisi.ng: a menory array having a nmenory

co T TR T DR Pt s oo £ acces of

Ehengnpquar;%%(io %§thpn§icate a read access conmand
PrOmMYE 4o 8F MgAred ¥seasemsynghe nenory range and
to control read access of the nenory range based on
t hé'hegearths cerisalics dnonenttivelprenpled @ e ptanrtdiod bl viaS flash

~ operatively coupled to the processing unit via a Dash

nteifgeer f ace. 17. An apparatus as defined in clai m16.
wherein the read access conmand conpri ses one of a
static read access conmand or a dynami c read access
command. 18. An apparatus as defined in claim 16,

wher.ei nabhgpaant Eoliddlediis GRRATE d.tQ gnable read
access of ?ﬂe menory range tol?%g&%%8g§§§8 A copypand

compi@RPORSES § Qat Q&%&I g N &l ndl cat | ve of a8

oot @ dlatiCead cgévcl%ggnedn% ora (ﬂ/ndmm reaé access command.
I8. An apparatus as defined in claim 16, wherein the controller is configured to

enable read access of the memory range to the processor unit in response to detecting a

condition indicative of a reset of the flash device.

19. An apparatus as defined in claim 16, wherein the controller is configured to
enable read access of the memory range to the processor unit in response to detecting an

authenticated dynamic read access command.
20. An apparatus as defined in claim 16, wherein the controller 1s configured to

disable read access of the memory range in response to providing read access of data

stored in the memory range to the processor unit.

19



19. An apparatus as defined in claim]6, wherein the
controller is configured to enable read access of the
worownyioeeange to the processor unit in responseCT/US2007/068005
detecting an authenticated dynam c read access
connand 20. An apparatus as defined in claim 16,
mhe& the controller is configured to disable read
access oﬁﬂﬁﬁgﬂﬁ%hﬂ?Qﬁﬁéﬁg%tdﬁﬁﬁéswbn@etmnunmmMLﬂmﬂ@mﬁmnﬂLo
g@access of data stored in the nenory range to t he
Corﬁ 2 JegPoryAngedbaged AnompParahusiase dev) pied: i th@ln%ld@lus
J6, wherein the controller is configured to control
MepREY (Rekidp Pitramgendoas gk 0N Lore d&tm@mmﬂrhwhﬁgd ,\llﬁd gé\&{lg mode
d?ht or a random access nenory (RAM bit, r )
andtthe RNW bittis issodss@6li@ted, fead access
node and the RAM bit |§g§§@ggfgégé%““% A dynam c read
3 access node. 22. An apparatus as defined in claim16
further conprising a register to store a predefined

value fa i he rocessing unit in response
to deteé%?%%géigﬁﬁgi’n ﬁﬁgpkg%a@@€%¥ﬁmﬁ§HWEW§gyme§ﬂm&a
di sabled for read access. 23. A system
precfe@xﬂg{? Vgﬁ%ﬂg ;350‘5‘?8% &@F I}i’éocﬁﬁl“f% uighiah respoh stk @Eﬂil@@d condition
indiQRer.a |veI coupled to the processing unit via a flash
nic%?%ﬁ g@én?ﬂ@*FW&§Hm6@vh@@f@dbrn@daanﬁnnry array and
an integrated controller to authenticate a read access

conmand from a processor unit to access a nmenory range
of the menory array and to control read access of the

10 MeRdry ﬁang@nbamgﬂmﬁ@ the read access command. 24. A
system as defined in claim23, wherein the read access

coapeedss@enpil; s&$ one of a static read access conmmand

or a dynami c read access command. 25. A system as
i ntegrated caontroller

def fagtddviteGpaiaid g 4 E1 & e tgxhoceggg;én it faa li;!éfrh)my—:rfdce the

is configured to e e rea
tinr nse to
flash'®DPE hbfnk Q%&&? GRaYin Enl Entégratede gon?roﬁer to authenticate a read

access command from a processor unit (o access a memory range of the memory array and
i5 twe ad ¢ sof t /
ontrol read access of the memory range based on the read access command.
24, A system as defined in claim 23, wherein the read access command

comprises one of a static read access command or a dynamic read access command

35 svstern a8 defined in claim 5% ; :
25. A system as defined in claim 23, wherein the wtegrated controller is
7 - . . . S
20 configured to enable read access of the HEmory range to the processor unit in response to
detecting a condition indicative of a reset of the flash device.
26, A system as defined in claim 23, wherein the integrated controller is
configured to enable read access of the memory range to the processor unit in response to

5 detecting an authenticated dynamic read access command.
20
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detecting a condition indicative of a reset of the
flash device. 26. A systemas defined in claim 23,
wob@rasm24 he i ntegrated controller is confi guredr/us2007/068005
enabl e read access of the nmenory range to the
processor unit in response to detecting an
aut henti cated dynam c read access command. 27. A system
as defined in claim23, wherein the integrated
controller is configured to disable read access of the
mendty rangecinns deSpanaelda 27 ewkdinge [8ad. 8§ C&8 510 i
data stored in the nenory range to the processor uni t".
conBiurcA s yBlEBYAY A&kl DEGeinGhal nygrein the .
i ntegrated controller isngbﬁ?ig%%% DP%S%%ﬁf?Sﬁ“F¥%gﬂdd
accOR WP BYia K RRAE RAS £ e. of pa non-vol atile (NV) bit
or a randonwgcceSSnﬁg%%gye BAVP BFEOT SHY wher ei n t he
NV bit is associated with a static read access node

and the RAM bit is associated with a dynam c read
accgss mpde.  29. A system as defined in ciaim23,
whetei n T RESPRES JEarEdn chimr’8) wepreirsthe onédrgud edhitdler is
rovide a predefined value stored in a register of the
Cﬂﬂﬁ%ﬁﬁ‘ﬁ {P npalthe gnankey prge desidng angiof aindnReEPRNGEY L9 or 4
detecting a condition indicative of the nenory range
randeg] #gedinabbiedRAM) Fieadd aGeRESthe NV bit is associated with a static read

access mode and the RAM bit is associated with a dynamic read access mode.

29. A system as defined in claim 23, wherein the mntegrated controller is
configured to provide a predefined value stored in a register of the memory array to the
processing unit in response to detecting a condition indicative of the memory range being

disabled for read access.

B



