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crypt ographl c hal f-keys, and associ ated system - The present :

i nvention relates to a nmethod for generating crypt ographu]m m,mm and
its inplenentation system It applies notably to the cre "I ,I m mmmef&ﬂ
keys far access to a secure apparatus. 15 An appar atq§1g35| gned for

handl i ng sensitive informati on may be nmade secure by encryptl ng

information with the aid of a cr¥pt ogr aphi ¢ key conposed o everal
di stinct elethadforgeneratipg,cryp ?W@*ﬁ%ﬁ\?éfn'ﬁ!fﬁwémr&/)a%??'ﬁ BYS®Myai r of
hal f - keys stored separately from one anot her. For 10 exanple, a first

hal f - key i t thin th t Wn I k
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securing esi the acronym "Crypt Ignition
Key". The acronym CI K designates in a general manner the principle of use

of a cryptographi cAk@pRIrhRY d&lém Rﬂq'iédwngfseﬁsﬁfv)éﬁhﬂﬂﬁﬁhbhcmapw at us.
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to a gr ser t ng o
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connection to the ap arat us, e creation a palr - 25 keys one
of which i gxiefnalemesiura| {5 &ﬁ’”ﬂﬁ@teépﬁ%rté?u§Paﬂrd’tlﬂf'ne”1ﬁ Hep Balfigeye nates
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15 "Crypto Ignition Key". The acronym CIK designates in a general manner the

principle of use of a cryptographic key allowing the booting of a cryptographic

apparatus. With a view to simplification, a recording medium external to the

secure apparatus and able to store a CIK half-key will be designated by the

expression "CIK plug". A CIK plug may be allocated to a particular user or to

20 a group of users and thus, in addition to allowing the unlocking of the secure

apparatus, make it possible to identify a user, and to identify his role
(administrator, maintenance agent, operator, etc.).

Conventionally, the complete initialization of a CIK plug

necessitates its connection to the apparatus, the creation of a pair of half-

25 keys, one of which is stored solely on the apparatus and the other of which

is transmitted and recorded on the CIK plug, and then a configuration phase,

for example to configure the access rights in respect of the user for whom the

CIK plug is intended. Hence, when several users need to use a secure

apparatus, it becomes necessary to initialize several CIK plugs, for example

30 one plug per user, sometimes with different configurations from one CIK plug

to another. The initialization of a series of CIK plugs therefore requires the

execution of multiple cycles of connection / configuration / disconnection

which render the manipulations lengthy and repetitive, and consequently also

sources of errors, more particularly when the apparatus has no ergonomic
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"ClK'plug is intended. Hence, when several users need to use a secure
apparatus, it becones necessary to initialize several C K plugs, for
exanpl e 30 one plug per user, sonetines with different configurations from
one CIK plug to another. The initialization of a series of ClK plugs
therefore requires the execution of nmuRtiple cycles of connection /
configuration / disconnection which render the nanipul ations | engthy and
repetitive, and consequently al so sources of errors, nore particularly when

t ggoggggr ainéanBaforn rafEHALIAG msﬂrﬂl&tldrilslJtdxlitllfdﬂ]eb(hhiﬂlélﬂxdxlﬂribhlrhlaﬂ:hﬂnbll

- machi TR MecRcreRd. B0 kavroRd BT ThaE, deisovst dbe A0S ¢ he
appar at us may e phdceceh arcranmednmt&sriancexampfe oramard anebickr dr anvehi cl e
or an ai fC@ﬁér%f%{m}g%ng%pﬂpd@cuw thderks tﬁ(ﬁc@ﬁr‘?&ﬁérstmhgm%ﬁét%?hé’tf the

apparatus to receive
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sinplifyi ng the |n|t|aI|zat|on of these media 10 consists in installing on

the appar at®8PPS@9secur ed a graphical interface and means of interaction
with a user such as, for exanple, a keyboard. However, the apparatuses to

be, secured 4o, 10t &1 YRl e ERYGR, ol JfafiekAs ot e FpBgRer o
onboar dof aconsistg if mstelhng ppttbe appdratos ierbaisesturasha graphical ln®rf693|aglded t o
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For example, an onboard facility for encrypted radiocommunications is not

15 designed to accommodate such upgrades. Moreover, a keyboard may not be

usable within certain contexts of employment (notably with the use of gloves
or mittens). Likewise, for example, a back-lit screen cannot be employed at
night when it is desired to maintain a certain discreetness of use.

A second solution for simplifying the procedure for initializing the

20 CIK plugs is to use a generic key-setup system. However, this type of system

is very complex to implement, therefore very expensive.

An aim of the invention is to propose an inexpensive scheme making it
possible to initialize CIK plugs readily, in particular when the latter are
employed on apparatuses having no ergonomic man-machine interface. For

25 this purpose, the subject of the invention is a method for generating n pairs

(K", K'), 1<i<n, of cryptographic half-keys, each of said pairs making it
possible to reconstruct an access key Kp. specific to a secure apparatus,
said method being characterized in that it comprises at least the following
steps:

30 - generating and storing, with the help of a management center distinct
from said apparatus, a first series of n half-keys K'y on a recording
medium;

- supplying the apparatus with said recording medium so as to

generate, with the help of said access key Kp_ and of the n half-keys



"A sécond solution for sinplifying the procedure for initializing the 20 CIK
plugs is to use a generic key-setup system However, this type of systemis
very conplex to inplenent, therefore very expensive. An ai mof the

i nvention ts to propose an inexpensive_schene naking it possible to
initialize CIK plugs readily, in partiéular when the latter are enpl oyed on
appar at uses having no ergonom c man-machine interface. For 25 this purpose,
the subject of the invention is a nmethod for generating n pairs (Kit K2),
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Accor di ng ment at of the 'metho generating pairs
crypt odPaphiec r%rﬁmﬂewd&%oﬁél%ﬁq GOPW'PQ\/'@F\W@W"Satq ibeeTead Synthgnds i s
produced byppératigsegeneriormerndrthe gunératidrebpithe eatmrdspheang 6t teed on 10
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i nvent ién, 0? ﬁ@péqqyap@pdtalfm araorgiag do 4h invegiiabnihe apparatuseders et al | ow a
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mouse i nst gl én%gleonhésrglmay Bg oakey%oard or mouse installed on said apparatus.

The management center may be a personal computer linked to a

bank of connectors adapted for the connection of a medium storing a half-key
20 K, said computer being provided with software for generating half-keys.

According to an implementation of the method according to the
invention, each of the media storing one or more half-keys K'; is allocated to
a user or a group of users of the secure apparatus, the method comprising a
step of defining access rights in respect of each of said media, via a

25 graphical interface installed on the management center.

Each of the n half-keys K'; of the first series may be stored on a
removable medium external to the apparatus, the n half-keys K', of the
second series being recorded on the apparatus. The removable medium
‘containing a half-key K'y may be associated with a user, so that each user

30 entitled to access the secure apparatus possesses his own access half-key.

The apparatus may be a system for encrypted
radiocommunications, an apparatus endowed with cryptographic means or
more generally any system necessitating the protection of certain sensitive
data.



"The 'managenent center may be a personal conputer linked to a bank of
connectors adapted for the connection of a nediumstoring a half-key 20
K'1l, said conputer being provided with software for generating half-keys.
According to an inplenentation of the nethod according to the invention,
each of the nedia storing one or nore ﬂalf-keys Kil is allocated to a user
or a group of users of the secure apparatus, the nethod conprising a step
of defining access rights in respect of each of said nedia, via a 25
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met hod accor di nFiguet heelemes iimplemented during the execution of a method
according to the invention,
20 - Figure 2, a schematic illustrating the steps of a method according to
the invention.

Figure 1 presents elements implemented during the execution of a
method according to the invention. The method applies to the initialization of
25 media 111, 112, 113, in .the example CIK plugs, able to connect up to a
secure apparatus 121 to allow its unlocking. To perform this initialization, a
device 213 for injecting files into the apparatus 121 and a management
center 131 are used. As explained further on, the management center 131 is
linked to a bank 132 of connectors able to receive the media 111, 112, 113.
30 Figure 2 presents a schematic illustrating the steps of a method
according to the invention. The example developed in the figure relates to the
creation of n pairs of half-keys allowing, for example, n different users to
access a secure apparatus.
During a first step 201, a CIK plug 211 with administrator rights is
35 connected to a secure apparatus. This secure apparatus is for example a



"20- 'Figure 2, a schematic illustrating the steps of a nmethod according to
the i nvention. Figure 1 presents elenents inplenented during the
execution of a method according to the invention. The nethod applies to the
initialization of 25 nedia 111, 112, 113, in the exanple CIK plugs, able to
connect, up to a secure apparatus 121 t8 allowits unl ocki ng. To perform
this initialization, a device 213 for injecting files into the apparatus
121 and a managenent center 131 are used. As explained further on, the
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carri edSouBPpgragis/ai Ryuany ofharine@Ns-he plug up with the 15 apparatus or by
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to connect hegesSh)the apparatis)isaisgrdpicat XtBFhee atsddmakingoipossibleg féen or so
connect or S'example, to allocate more or less extensive rights to future users of the CIK
25 plugs. The personal computer is linked to connection means for CIK plugs,
for example, a bank comprising ten or so connectors.
Firstly, n virgin CIK plugs to be initialized are therefore connected
to a bank, which is linked to a personal computer. Furthermore, a device 213
for injecting files into the apparatus is also connected to the computer, this
30 type of device sometimes being designated by the term "Fill Gun". For
example, the device 213 is linked to the computer and to the apparatus by
standard interfaces, of RS232, RS485, USB type. Thereafter, the
administrator 215 creates, for example via a man-machine interface executed
by the computer, a number n of plugs to be considered and a number p of

35 secure apparatuses to which access is required. The computer then creates



"Firstly, nvirgin COK plugs to be initialized are therefore connected to a
bank, which is linked to a personal conputer. Furthernore, a device 213 for
injecting files into the apparatus is also connected to the conputer, this
30 type of -device sonetines being designated by the term"Fill Gun". For
exanple, the device 213 is linked to tRe conputer and to the apparatus by
standard interfaces, of RS232, RS485, USB type. Thereafter, the

adm ni strator 215 creates, for exanple via a nman-nachine interface executed
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On termination of the second step 202, each CIK plug 217 records
10 an identifier of the apparatus to which it allows access and its half-key K,
and the file injection device 213 contains a file of commands and, for each
association between a CIK plug and the apparatus to which it allows access,
the half-key K" of the CIK plug and the access rights associated with this CIK.
plug.
15 One and the same CIK plug may be used for several different
apparatuses; in this case, several different half-keys are recorded on one and
the same CIK plug.
Moreover, the first step 201 and the second step 202 may be
inverted, without prejudice to the result obtained by the method according to
20 the invention.
During a third step 203, the file injection device 213 is connected
to the secure apparatus. The file of commands generated during the second
step 202 is read by the apparatus and the latter, with the help of the
cryptographic access key Kp. and of the n half-keys K'; contained in the file
25 injection device 213, produces a second series 219 of n half-keys K', to be
stored on the secure apparatus. To each half-key K'; of the first series 217
there corresponds a half-key K, of the second series 219. Stated otherwise,
n pairs of half-keys (K‘1, K,) are formed, each of these pairs making it
possible to reconstruct the cryptographic access key Kp_ for the apparatus,
30 the half-keys of each pair being stored on distinct media (apparatus and CIK
plug). Preferably, once a half-key K, of the second series 219 has been
created, the corresponding half-key K'; in the first series 217 is erased from
the file injection device 213. Moreover, the user numbers present on the file
injection device 213 as well as the rights associated with these users are also



10 an identifier of the apparatus to which it allows access and its

hal f-key Kit and the file injection device 213 contains a file of commands -
and, for each association between a CIK plug and the apparatus to which it
al l ows access, the half-key Kil of the_CIK plug and the access rights
associated with this CI K plug. 150ne afd the same CIK pl ug may be used for
several different apparatuses; in this case, several different half-keys
are recorded on one and the sane CI K plug. - Moreover, the first
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result obt %@%dofl}@pm%%@%ﬂpd according to 20 the invention.

During a thi st e file injection device 213 is connected to the
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is read by the appanatdifmirdtibri 'o¢ that tird s¥éd poshanBesdeupé émra_f%pw?_raphi c
cont.al ectl on

dovi oo S13EHW0I0ED o cirhas ey o ¥ Ty frefta S idlias i/ aTE A BS&E or ed on
the secur Sc@rgmta]'sh_is .CIFKOpi)IegCtb ﬂ’nﬁl Ib;:k@d' dﬁipbra;r_bs,t the ébpasltatlsselrémsﬂbé_ts Qer e
et 1o of hie eRBlgERe Scfeds Ko Rof Bl bR hubiaashMAl, SEhIAL

possi bl e ttorteisaiserruct the cryptographic access key KR for the apparatus,

Pl he hal fokeys OFE8RfToPid ol %née&ﬂé(ﬁgndg?pﬂsﬁﬂlé‘%t_ Hidigdrgapnt us and

CIK plug). Prefera once a hal / e second series 21
been cr1gat a0, admbigtteesdBnaiugg2hhl 8- KBglekeenngctionety the apparatas hasy | s
erased frofAdréforé beeninkicessargitie \of & AléInjebhoedetice 2133, when thelpher s
present on_the fiI& in'+ecti.on devi @13 as well as the ri%hts asspci at ed
Wi th t hesealldaAUIed & Gpapctisns, of Gl pligs B rerafus 17 geneig MBALY ot us
thereafter kéyﬁ.e‘flpmsatwhehamzz,hlemgthye\aedsrerpfetitii/ghnanippiaéiseatareOavoidedq' nation
of this { Nifdefi 8BcRlRing e MR AR MEbUReration diffdHaR4B L0 be used via
a | K p I's

any of the ini Ize ugs. en a "user connects K plug to the
| ocked 1@ppar at us, the apparatus reconstructs the cryptographic access key
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The method according to the invention exhibits notably the
advantage of reducing threats related to erroneous initialization of the
apparatus, while preserving a high level of security.
Another advantage of the method according to the invention is that
30 it is upgradable, since the procedure put in place at the management center
level may be refined, on account of the possibilities of adaptation.
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management center (131), said file of commands being stored on the
recording medium (213), said file containing instructions to be read by
the apparatus so as to command the generation by the secure apparatus
of the second series of half-keys K.
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3. The method for generating pairs of cryptographic half-keys as claimed in
claim 1 or 2, characterized in that the apparatus (121) does not have any
ergonomic input means to allow a user to transmit instructions.

25 4. The method for generating pairs of cryptographic half-keys as claimed in
one of the preceding claims, characterized in that the management
center (131) is a personal computer linked to a bank (132) of connectors
adapted for the connection of a medium (111, 112, 113) storing a half-
key K';, said computer being provided with software for generating half-

30 keys.

5. The method for generating pairs of cryptographic half-keys as claimed in
claim 4, each medium storing one or more half-keys K'; being allocated
to a user or a group of users of the secure apparatus, the method being
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KpL specific to a secure apparatus, the system being characterized in that
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