WO 2021/232934

N 5

iy

NONCE

1/9

108
N

?i&%?@?%}if

PCT/CN2021/082667

§Z§¥

AES-GOM ENCRYPHON ENGINE

% NN
e U

N
(s do
i 108

G CIPHERTEXT
s ¢
GO

FIG. 1



PCT/CN2021/082667

WO 2021/232934

2/9

.
3

3
3

N
R

{ON ENGE

{: ggs

1L

il o o,
w\\\\} a\wot% ey M\\ﬁ s

TADATA
&
$

MET
]
RX

FIG. 2



WO 2021/232934 PCT/CN2021/082667

3/9

%, %
53

o
o

108 W ¥
\ \

! é

AESC

IODIVITTENRA MY R
MAC ENCRYPTION ENGIRE -

T
WIRLT

FIG. 3



WO 2021/232934 PCT/CN2021/082667

4/9

400

/

402
RECEIVE AN OBJECT THAT INCLUDES PLAINTEXT AND /
METADATA

OBTAIN A DATA ENCRYPTION KEY AND A NONCE FORTHE | ~ 404
OBJECT

ENCRYPT THE OBJECT BASED ON THE PLAINTEXT, THE
METADATA, THE DATA ENCRYPTION KEY AND THE NONCE | _ 406
TO GENERATE AN CIPHERTEXT AND A TAG

LINK THE CIPHERTEXT AND THE TAG TO THE OBJECT — 408

FIG. 4



PCT/CN2021/082667
5/9

WO 2021/232934

©rie

- o
N\mw\w , o e
£ s b b
" ¥ % % f
A \ ekt L
£ E
g %

o 55y \.sv aad N&M MMW
Ld i $hi T
= ik @i
i3 o]
£ ¢

it
H
<.,
o,
;
o,
7. i
547 S,
}
7

NOAN
h ™

gt

Lassed

55 %

At
*, HE ams s
s 55 .
Lo ; :

£ P A1

Ly 7 7

[RC A B P

«HW@ w.\\v g g&i

L2 LA .
Uik os | RRY g 19
23 8 e .

2B

FIG. 5



WO 2021/232934 PCT/CN2021/082667

600

//

RECEIVE AN ENCRYPTED OBJECT HAVING BEEN Vs 602
PREVIOUSLY GENERATED BY ENCRYPTING AN OBJECT
BASED AT LEAST IN PART ON THE DEK AND A NONCE

6/9

OBTAIN A PLURALITY OF NONCE KEYS CORRESPOND TO / 604
THE DEK, WHEREIN EACH OF THE PLURALITY OF NONCE
KEYS CORRESPONDS TO A SPECIFIC USER

OBTAIN A COPY OF A UNENCRYPTED OBIJECT e 606
CORRESPONDING TO THE ENCRYPTED OBIJECT

CREATE A PLURALITY OF NONCES, EACH OF THE PLURALITY / 608
OF NONCES BEING CREATED USING ONE OF THE
PLURALITY OF NONCE KEYS

IDENTIFY ONE OF THE PLURALITY OF NONCESTHAT |/ 610
MATCHES THE NONCE

IDENTIFY THE SPECIFIC USER ASSOCIATED WITH NONCE / 612
KEY USED TO GENERATE THE ONE OF THE PLURALITY OF
NONCES AS THE CREATOR OF THE ENCRYPTED OBJECT

FIG. 6




PCT/CN2021/082667

WO 2021/232934

7/9

A

FIG. 7



WO 2021/232934 PCT/CN2021/082667

8/9

j’ 4
/ /j/
/“f /') ‘gi f/f
/S /
f
Iy £ 7

Ko
/ Voiloals
j J" e

3 £ ff ¢
) ‘
8 /7
/ S // 8
z’/ £ i
/ Mgl

™
i

4

/" Vo o Sobus

FIG. 8



PCT/CN2021/082667

WO 2021/232934

9/9

]
fssc 3
4

b
-,

Gl

e,

U )
4

[ ¥R
L

2

§“1

W

Y

b2

il
224

%

s,

D \\\\\\\\\\\\\u\\\\\\\\\k\\\\\w
%
% 5 wﬁ
5

L% 5
M MM., Y
%Y s

-
"
P

&
\;'is v ;‘ﬁ

3y
%
TR
N

{
"\\
A

a8
Uy
iy

&
¥

Yo
7282 2 P

M

4 “.w Y.
e

L 1% %
4 s 2%
“ S @
3
s ot
AP
“ 4 el oA W o P
o OB
i po L4773 PSS
354 A\W s % § T
“ sz | s (o 4
b s e ¥ o
£X.. . {
v oy 4 \
v. \. k i “
G pre x
w )
A,...s \\

FIG. 9



