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The terminal device generates at least one second key based on at least one  

first key, and performs encryption and/or integrity protection on at least one 

certificate request message based on the at least one second key

101

The terminal device transmits at least one first request message, the at least 

one first request message includes the at least one  certificate request message 

encrypted and/or integrity-protected with the at least one second key

102
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A server receives at least one first request message from the terminal device, 

the at least one first request message includes at least one certificate request 

message encrypted and/or integrity-protected with at least one second key

201

The server obtains the at least one second key from a network device, the at 

least one second key is generated by the network device based on at least one 

first key

202

The server performs integrity verification and/or decryption on the at least 

one first request message based on the at least one second key, and issues at 

least one digital certificate after authorization of the at least one first request 

message is passed

The server transmits at least one first response message to the terminal 

device, the at least one first response message includes the at least one digital 

certificate

203

204
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A network device generates at least one second key based on at least one pre-

negotiated first key

301

The network device transmits the at least one second key to a server

302
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The terminal device generates at least one second key based on at least one  

first key, and performs encryption and/or integrity protection on part or 

entirety of at least one first message based on the at least one second key

501

Transmits the at least one first message
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A server receives at least one first message from a terminal device, part or 

entirety of the at least one first message is encrypted and/or integrity-

protected with at least one second key

601

Obtains the at least one second key from a network device, the at least one 

second key is generated by the network device based on at least one first 

key
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Performs integrity verification and/or decryption on the at least one first 

message based on the at least one second key

603
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