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INDEXING        COMPUTERIZED DOCUMENTS USING INDEPENDENT
AGENTS                         Background Of The Invention
Technical Field This invention relates to the field of data indexing and
retrieval, and in particular to systems and methods for managing the data
stored on computer networks and the indices used to track this data.
Background Art Computer networks are capable of storing ever-    increasing
amounts of data. In order to manage this data effectively, these
networks employ various indexing schemes to represent the stored data in a
manner that facilitates information searching and retrieval. Currently
available    management schemes rely on a central computer to coordinate
the distribution    of indices and data among the computers of the network.
The data and indices    are typically distributed among a network of server
computers, which can be    accessed from other computers, e.g. personal
computers, on the network.             One shortcoming of these
conventional, centrally coordinated    management schemes is that they do
not scale well. That is, they cannot be    expanded to accommodate the
ever-increasing amounts of data available on    computer networks without
substantial modifications to the way the data and    indices are handled.
The overhead borne by the central computer for tracking    and coordinating
the distributed information impedes the efficiency with which    these
systems operate. This problem appears in the intranets used by
organizations to store their data, and it is exacerbated where data from
the    much larger internet is stored and tracked by these intranets.
Another shortcoming of these distributed systems is that only relatively
powerful server computers are used to store indices and data. Servers are



used because they can store more information than personal computers, and
this minimizes the number of computers that the managing computer must
coordinate. However, confining the distributed information to servers
ignores the substantial processing and storage power available on the many
smaller computers that form the majority of nodes of a network.
Agents are available to scour the internet for data specified by a user.
However, these agents merely locate and retrieve the specified data from
network sites. They are not designed to manage, index, or distribute data
and index files.                           Summary of the Invention
The present invention uses autonomous agents to manage the distribution of
data and index information among the nodes of a computer network,
eliminating the need for central coordination. In accordance with the
present invention, each network node includes a data store and an agent
interface for execution of the autonomous agents. The autonomous agents
move independently among the network nodes, using the agent interface at
each node they visit to execute their functions. The agent is an encoded
script the function of which is to transfer index fields to and from the
data stores of the network nodes according to a transfer criterion. The
transfer criterion is biased so that index blocks of a type are aggregated
onto a network node to form an index file for the type.
Brief Description of the Drawings         The invention may be understood
with reference to the following detailed description and the accompanying
drawings.                                          2     



Fig. 1 is a block diagram of a computer node including the elements
necessary to implement the present invention.         Fig. 2 is a block
diagram of a computer network for implementing the data and index
distribution system of the present invention.         Fig. 3 is a schematic
representation of a distributed index and database, managed in accordance
with the present invention.         Fig. 4 is a flow chart indicating one
embodiment of a method implemented by an autonomous index agent to manage
index data on a computer network in accordance with the present invention.
Fig. 5 is a flow chart indicating one embodiment of a method implemented by
an autonomous query agent for identifying documents responsive to a query
in accordance with the present invention.         Fig. 6 is a flow chart
indicating one embodiment of a method implemented by an autonomous balance
agent for regulating the size of index files in accordance with the present
invention.         Fig. 7 is a flow chart indicating one embodiment of a
method implemented by an autonomous replicating agent for replicating index
files in accordance with the present invention.                   Detailed
Description Of The Invention                  The present invention employs
the uncoordinated activities of autonomous agents to provide a
decentralized, scalable system for managing data and index information
distributed among the nodes of a network. The emergence of a seemingly
coordinated result (index/data management) from the uncoordinated
activities of independent agents is referred to as stigmergy. Many examples
of stigmergic activity occur in nature. One such example is      



the emergence of seemingly coordinated collecting activity from the
independent actions of the ants of a colony, as each ant responds to the
conditions in its immediate vicinity in a simple, predictable way.
For the purposes of this discussion, "agent" refers to an executable script
program that uses specific interfaces to move among computing environments
and to perform a specific function in the environments it visits. "Agent"
may also refer to message packets that use interfaces to move among
computing environments, where each interface implements multiple functions.
In this case, data is transferred in the agent message packet along with an
indication of which function is to be applied to the data. The role of the
executable script is thus served by the interface function indicated in the
agent message packet.          In the present invention, the computing
environments are the nodes of the computer network on which data is to be
distributed, and the specific interfaces are agent interfaces associated
with these network nodes. The network nodes may include specialized servers
designed to handle a decentralized management function and general purpose
computers, such as personal computers (PCs) and workstations. In one
embodiment of the invention, the autonomous agents may be implemented as
Java applets, in which case, the agent interface is a Java runtime
environment.          One feature of the present invention is the
aggregation of index blocks into index files by autonomous agents. The
scripts executed by agents that perform this indexing function (index
agents) are identical. The emergent coordination follows from the criterion
that governs the transfer of index blocks between each index agent and the
nodes that it visits. When this criterion is properly selected, the net
effect of the autonomous agents' uncoordinated activities is to aggregate
index blocks of the same type into an index file for the type. The index
file is typically distributed over a limited
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number of network nodes, the actual number depending on the size of the
file and the level of redundancy built into the system. The need for a
central coordinating computer to identify, aggregate, and distribute the
index data is thus eliminated. Since the size of the resulting system is no
longer constrained by the overhead load on the central computer, the system
is scalable.         In this discussion, "index" refers to a representation
of a document set, the records of a database, or other information that may
be organized for data retrieval. For example, in a database application,
the index is the collection of index fields in the database, and in an
electronic document set, the index comprises the set of terms used to
represent the contents of the document set. In the latter case, the index
terms may, for example, be derived from the document itself, selected from
a lexicon, or provided by an expert system.         The term "index block"
refers to data that identifies the value of an index field for a particular
document or record. Alternatively, an index block may identify the values
of multiple index fields for a document or record if the index fields are
related. Index blocks are derived from a document or record by an indexing
scheme. In the case of a document set, the value of an index field for a
document may be a one or a zero, depending on whether or not the document
includes the index term represented by the field. In the case of a set of
records, the value of the index field is the value of the index field for a
particular record. In both cases, an index field or a number of related
index fields for the particular document or record determines the type of
the corresponding index block. Indexing blocks of a given type are
aggregated into index files for the type. Depending on its size, an index
file may be located on a single node or distributed over several nodes to
minimize the load on any one computer. As discussed below, index files are
typically replicated as a hedge against loss of network nodes.
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In addition to document sets and database records, other types of
information may be analyzed into index blocks, e.g. index field, value
pairs, for processing by the present invention. In the following
discussion, "document" will be used to refer to document sets, data base
records, and these other types of indexable information. The various
indexing schemes suitable for processing documents into index blocks are
well known and are not discussed in greater detail here.         As noted
above, index agents move among the network nodes, identify index blocks at
the nodes, and transfer index blocks to other network nodes according to
the transfer criterion employed. The net effect of these actions aggregates
index blocks of a given type into index files at a relatively small number
of network nodes, provided the transfer criterion is properly selected.
According to one set of criteria, an index agent carrying an index block
deposits it at a node with a probability that is proportional to the number
of index blocks of the same type at the node. The index agent retrieves an
index data block from a node with probability that is inversely
proportional to the number index data blocks of the same type at the node.
The present invention may employ autonomous agents to accomplish functions
in addition to the index function described above. For example, balance
agents may be employed to ensure that the index at any one node does not
become too large. In one embodiment of the invention, each balance agent
determines the number of entries (index blocks) in the index files
aggregated at each node they visit. If the number exceeds a maximum value,
the balance agent splits the index file into two parts and transfers one of
the partial index files to a different node.          Similarly,
replication agents may be employed to replicate index files at multiple
nodes of the network, in order to make the database more robust against the
loss of nodes. This is especially important where, for example, the
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network nodes are personal computers, since these may be shut down when not
in use. Query agents may be employed to retrieve data from the index files
in response to a query, and to return the retrieved data to the node at
which the query originated.         Because the present invention does not
employ a central, coordinating computer, each agent determines which node
it will visit next. The system may be implemented with each agent selecting
its next destination in a random fashion. However, this not very efficient,
particularly as the number of nodes on the network increases. A preferred
embodiment of the present invention incorporates direction and time
information from visiting agents into the agent interface of each node.
This information provides hints to an agent visiting a node about which
nodes it may visit next and how recently the agent last visited the current
node. The hints given are determined by the state of the agent at the node.
An agent's state is determined in part by the agent's function and whether
the agent is carrying index data (block/file/file portion). If the agent is
carrying index data, the agent's state also depends on the type of the
index block it is carrying. This feature is discussed in greater detail
below.          Referring now to Fig. 1, there is shown a block diagram of
a computer node 100 suitable to function as a network node in accordance
with the present invention. Node 100 comprises an agent interface 110
coupled to a data store 130. For purposes of illustration, data store 130
is shown including an index file 140, index blocks 142, and data 142. In
general, a node may include all, some, or none of these different data
types. For example, one purpose of the present invention is to aggregate
index blocks 142 into index files 140, and it may not be necessary for
every node of the network to include an index file 140 in its data store.
Similarly, selected nodes, e.g. server nodes, may be earmarked to store
document data.                                          7
Node 100 is also shown with four autonomous agents 122, 124, 126, 



128 (collectively, agents 120) executing in agent interface 110. Four
agents 120 are shown for illustration. The present invention does not
require that any or all of agents 120 be present in node 100 at any
specified time. Autonomous agents 120 include an index agent 122, a balance
agent 124, a query agent 126, and a replication agent 128.         Agent
interface 110 provides a runtime environment for agents 120, which it
receives as message packets over a network communication channel 150. For
this purpose, agent interface 110 includes an application program interface
(API) package 116, which provides agents 120 with access to various
resources of node 100. These resources include CPU time, data store 130,
memory locations 112, 114, and network communication channel 150. Agents
122, 124, 126 use resources accessed through API package 116 to perform the
functions they encode, i.e. aggregating index blocks, balancing the size of
index files, and servicing queries, respectively. In one embodiment of the
invention, agent interface 110 is a Java run time environment that has been
extended by packages 116 to support agents, i.e. Java applets, having the
various functions described herein.         Memory locations 112, 114 store
direction and timing information, respectively, for use by agents 120 in
determining their actions at node 100. In one embodiment of the invention,
the direction information includes pointers to network nodes connected to
node 100 that are likely to provide a path to a node holding an index file
of a certain type. These pointers function as hints, specific to the state
of an agent 120, about which links are more likely to let the agent
complete its function. For example, the link from node 100 that is most
likely to lead to the network node at which index blocks of a given type
are being aggregated may be identified and re-enforced by tracking the
links followed to node 100 by query agents 124 carrying retrieved index
8               blocks of the specified type. Hints may also be re-enforced
by identifying which network nodes connected to node 100 were taken by
index agents 122 



carrying the specified index block type.         Timing information 114 in
the form of time-decaying markers left by various agents 120 that visit
node 100 may also provide useful information to agents 120 that visit the
node subsequently. For example, an index agent 122 carrying index block
data (loaded agent) and sampling network nodes, may leave a time-decaying
signal in memory store 114 to mark how recently it has been to node 100. If
loaded index agent 122 revisits node 100 and samples store 114 before the
signal decays, it will recognize that it has been to node 100 recently. If
the decay time is selected to reflect, for example, the average time
between data retrieval and deposits for an agent, an agent recognizing its
own time marker at a node can assume that it already sampled the node with
its current data load and need not sample the node's data store 130 again.
It is noted that agents 120 visiting node 100 may randomly select links to
other network nodes. However, it is clearly more efficient to monitor the
states of agents 120 that have previously visited node 100. Particularly
for networks having large numbers of network nodes, this type of historical
information may greatly enhance the efficiency with which the system
operates. The use of direction and timing information in memory stores 112,
114, respectively, is discussed below in greater detail.          Referring
now to Fig. 2, there is shown a block diagram of a computer network 200
that implements the system of the present invention. Computer network 200
comprises computer nodes 100(1)-100(4) coupled through network links 150.
Query agent 126, balance agent 124, and index agents 120(a), 120(b) are
moving among nodes 100(1)-100(4), while index agent 120(c) and replication
agent 128 are executing in nodes 100(1) and 100(2), respectively. In the
following discussion, reference numbers will not be
9               indexed unless necessary to identify a specific one of
nodes 100(1)-100(4) or its components.  



Each of computer nodes 100 includes a direction memory location 112 in
which direction hints (arrows) relating to index files of type A and B are
stored. In the disclosed embodiment of system 200, direction hints point to
other nodes 100 that are likely to lead to index files of type A or B. For
example, index agent 122(a) has retrieved an A type index block from data
store 130(1) (using a transfer criterion discussed below), read memory
location 112(1) for a direction hint to index file A, and sent itself to
node 100(2), in accordance with the direction hint. Similarly, index agent
122(b) has retrieved a B type index block from data store 130(1) and sent
itself first to node 100(2) and then to node 100(3) in accordance with the
direction hints in memory locations 112(1) and 112(2), respectively.
Another index agent 122(c) is executing in agent interface 110(1).
Depending on the transfer criterion being implemented by index agents 122,
index agent 122(c) may retrieve the X type index block and transfer it to a
different node of computer system 200. By using appropriate criteria, the
independent actions of index agents 122 ensure that index blocks 142 on any
node in system 200 will aggregate at the nodes that hold the corresponding
index files 140, e.g. nodes 100(2), 100(3), 100(4) in Fig. 2.
Query agent 126 represents a portion of a query generated at node 100(1) to
identify documents that include non-zero B type index blocks among others.
Query agent 126 has followed a direction hint in memory location 112(1) to
computer node(3), in search of matches to a value for the B-type index
field that has been specified in the query. When query agent 126 finds B
type index files in nodes 100(3), 100(4), it compares the specified value
with the entries (B-type index blocks) in the B-type index file to identify
those documents having the specified value. Query agent 126 will re-enforce
the                                        10             direction hints
to B index files in nodes 100(1), 100(3), and 100(4) when it return to node
100(1) or sends another agent back to node 100(1) with the retrieved
information.         Balance agent 124 is shown shifting data to node
100(4) to reduce the 



size of B type index file 140(3) in node 100(3). Replication agent 126 is
executing in agent interface 102(2). Replication agent 126 ensures that
there are sufficient copies of index files 140 to make system 200 robust
against loss of one or more nodes. For example, replication agent 126 may
be programmed to survey the nodes of computer system 200 and move a copy of
any index files 140 that do not have at least one back-up copy to a
different node. If B type index file 140 does not meet this redundancy
criteria, it will be copied to two other nodes of the system to avoid
loading any one node.          Referring now to Fig. 3, there is shown a
schematic representation of a computer node 100 interacting with other
nodes 308 of a computer network 310. Node 100 includes a user interface 320
for adding documents to the data distributed over computer network 310 or
for initiating queries to the distributed data A library module 330
includes software to generate index blocks 142(a)- 142(j) and data 144 from
the document being added to the data. Another part of library module 330
analyzes a query into its component index fields and generates a query
agent 126 for each type of index file covered by the query. In one
embodiment of the invention, documents satisfying the query are identified
through index blocks 142 returned to library module 320 by query agents
126. Documents including each term specified in the query appear are
identified by library module 330, using data returned to node 100.These
documents can then be retrieved by library module 330. The document data
itself may be distributed over the network or on selected server nodes
using the methods described for the index data.                      The
paths of various autonomous agents 120 from node 100 through the rest of
network 310 are indicated by broken lines 340, 340' between node 100 and a
network nodes 308. The jagged appearance of broken lines 340 indicates the
different nodes 308 visited by various autonomous agents 120, e.g. index
agents 122, query agents 126, implementing their scripts. For example, an
index agent 122 loaded with a j-type index block may visit a number of
different nodes before reaching a node 301 holding the corresponding index
file. Curved arrows 350 indicate the action of balance agents 126, which
split large index files among different hosts (nodes), to 



minimize the burden on any one computer node 308. Dashed arrows 360
indicate the action of replicating agents 128, which generate replicas of
whole index files on different computer nodes as a hedge against the loss
of any one computer node. For example, one replica of aggregated index file
(i) has been divided among five different nodes 302, a second replica has
been divided among three different nodes 304, and a third replica as been
divided among four different nodes 302         The distribution of index
blocks among network nodes 308 in system is not static. New index blocks
are added to index file (i) as additional documents are entered into the
database. By implementing probabilistic transfer criteria in, e.g. index
agents 122, index files 140 for the same type index block 142 may be
aggregated on more than one node and may even comprise different index
blocks. Index agents 122 may move these index blocks between the different
nodes and may even remove an index block from a node storing its
corresponding index file to a node that does not hold an appropriate index
file. This latter type of transfer are attributable to the probabilistic
transfer criteria employed, but will happen infrequently with well chosen
transfer criteria.                                          12
As noted above, autonomous agents 120 are programmed to transfer themselves
among the nodes of a computer network and implement the functions encoded
in their scripts at the nodes they visit. The functions are implemented so
that the goal, e.g. aggregating index blocks of a given type onto a
relatively small number of node locations, is accomplished through the
collective, uncoordinated actions of agents 120.         In the case of
index agents 122, this is accomplished through the criterion employed to
determine whether to transfer an index block between its data store and
that of the node it is visiting. In particular, the criterion 



employed biases index agents to retrieve index blocks from those nodes on
which relatively few index blocks of the same type are located and to
deposit index blocks on those nodes having relatively more index blocks of
the same type.          Referring now to Fig. 4, there is shown one
embodiment of a method 400 implemented by index agents 120 for managing a
distributed database in accordance with the present invention. When an
unloaded index agent, i.e. an agent carrying no index block data, arrives
at a network node, it identifies 410 an index block in the data store, and
applies 420 a retrieve criterion to the index block. If the criterion is
met 424, the index agent retrieves 428 the index block from the node data
store. Otherwise, it repeats the process with another index block.
One embodiment of the retrieve criterion retrieves index blocks with a
probability that is inversely proportional to the number of index blocks in
the node store having the same type as the identified index block. This may
be implemented, for example, by programming the index agent to determine
the ratio between a randomly selected number between 0 and 1 and the number
of index blocks in the nodes store having the same type as the identified
index block (block number). If the result is greater than one, the retrieve
criterion is                                         13
deemed to be met, and the index block is transferred to the index agent.
Otherwise, the index block is left in the node data store.         Once the
index agent has retrieved 428 an index block, it selects 430 a new node.
Selection step 430 includes reading the direction store (112) for direction
hints to a new node, writing its time marker to the time store (114), and
accessing the appropriate network link.          At the new node, the
loaded index agent reads the time store (114) to determine 434 if it has
been to the new node recently. If it has, the index agent 



repeats selection step 430 at the new node (read direction hints, write
time, transfer). If it has not been to the new node recently, the index
agent identifies 438 index blocks in the node's data store and applies 440
a deposit criterion. If the deposit criterion is met, the index agent
deposits 444 the index block at the new node. If the deposit criterion is
not met, the still loaded index agent repeats selection step 430, using the
direction/time information at the current node.          Once it is
unloaded, the index agent may select 450 a new node to visit. This may be
done randomly or by application of some criterion to select the node.
Alternatively, the agent may terminate.          One embodiment of the
deposit criterion (step 440) deposit index blocks with a probability that
is directly proportional to the number of index blocks in the node store
having the same type as the loaded index block. This may be implemented,
for example, by programming the index agent to determine the ratio between
the number of index blocks in the nodes store having the same type as the
index block in its store (block number) and a randomly selected number
between 0 and this block number. If the result is greater than one, the
deposit criterion is deemed to be met and the index block
14               is transferred to the node data store. Otherwise, the
agent repeats node selection step 430, using the direction/time information
in the current node.          The deposit and retrieval criteria in the
disclosed embodiment use the first power of the block number. The effect of
these criteria is that index agents deposit index block at nodes with a
probability directly proportional to the block number at the node and
retrieve index blocks from nodes with a probability that is inversely
proportional to the block number at the node. However, these transfer
criteria may be determined using any functional 



dependence that increases with the block number at the node.
Referring now to Fig. 5, there is shown one embodiment of a method 500
implemented by a query agent in accordance with the present invention. As
noted in conjunction with Fig. 3, queries are analyzed into the different
index fields they specify, and a query agent is initialized to locate the
index file and identify documents having the value of the index field
specified in the query. Thus, the query agent is initialized 510 at the
originating node with the index file type and value specified in the query.
The query agent selects 530 a new node to visit in search of the specified
index file. Selection step 530 includes reading the direction store for
direction hints to a new node, writing its time marker to the time store,
and accessing the appropriate network link.          At the new node, the
query agent checks the time store to determine 534 if it has recently
visited the node. If it has, it returns to selection step 530 and selects a
different node. If the query agent has not visited the new node recently,
it identifies 538 any index files in the node's data store. If the index
file type being sought 540 is stored at the node, the query agent reads 544
the index file entries and copies 546 into its store the document ID of
each index block that matches the value specified in the query. The query
agent can then retrace 548 it path back to the originating node and
transfer the document IDs to the node store for analysis. If the index file
sought 540 is not at the current
15               node, the query agent repeats selection step 530 to select
another nod to search.         Because of the probabilistic search methods
employed by the indexing system of the present invention, there is no
guarantee that the multiple replicas of index files will be updated with
each new index block. As a result, multiple query agents initialized for
the same index file type, may return inconsistent results. These
inconsistencies may be identified and resolved for each index file that is
the subject of a query. 



In one embodiment of the invention, the originating node initializes
multiple query agents for each index file type sought, to test the
consistency of different replicas of an index file. For each query
processed, multiple query agents are initialized for each index file being
sought, and the index files are flagged (with time dependent markers) once
they have been searched. This prevents the different query agents from
searching the same version of the index file, and the query agents are
forced to respond with results from different versions of the index file.
The results derived from the different index file versions can be compared
to identify any inconsistencies.          A number of methods may be used
to eliminate inconsistencies identified among the versions of an index
file. One such method time stamps each index block, and any inconsistencies
between the index blocks retrieved from different versions of an index file
are resolved in favor of the most recently stored index block. Another
method takes the result returned by the majority of query agents as the
correct result. Other methods, including combinations of the time stamp and
majority method, may be employed to resolve inconsistencies between
searched data files.          Balance agents are employed in one embodiment
of the present invention to ensure that none of the nodes is overloaded.
These agents visit                                         16
different network nodes and determine the size of any index files
identified at the visited nodes. When a balance agent determines that the
size of an index file exceeds a maximum value, it retrieve a portion of the
index file, moves it to a new node, and deposits the retrieved portion of
the index file at the new node. The balance agent may also update
information (direction hints, time markers) in the interface agents of the
effected nodes to reflect the transfer.         Referring now to Fig. 6,
there is shown one embodiment of a method 600 implemented by autonomous
balance agents to balance the load on the 



nodes of the computer network. Initially, the balance agent determines 610
whether an index file is being aggregated at the current node. If an index
file is present 620, the balance agent determines 620 whether the size of
the index file exceeds a maximum value. The maximum value used may be set
in a number of ways. For example, it may be a fixed percentage of the
memory available on the computer node, or it may be a fixed value for all
nodes. If the maximum value is exceeded, the balance agent retrieves 630 a
portion of the index file, e.g. half the entries (index blocks) in the
index file, and selects 640 a new node to visit.          Selection step
640 may comprise a number of operations, including updating time
information, .e.g. setting the balance agent's time dependent marker, in
the agent interface, updating the direction hint for the index file type to
indicate the node the agent will visit with the retrieved index file
portion, and transferring to the next node. The balance agent may also
check direction hints for the index file type to avoid visiting a node that
already includes data from the index file or one of its replicas.
At the new node, the balance agent checks 650 the data store capacity, and
if its sufficient, it deposits 660 the portion of the index file it
retrieved. The balance agent then selects 670 a new node to visit.
Selection step 670 includes updating the transfer information in the agent
interface to reflect the                                         17
presence of the index file portion. If at step 650, the balance agent
determines that the data store capacity is insufficient, selection step 640
is repeated at the current node.         Replicating agents are employed in
one embodiment of the invention to make the distributed indexing system
robust against the loss of one or more nodes on which index files are
stored. These agents visit the nodes of the network and track the number of
copies of each index file identified on the visited nodes. If this number
is less than a selected minimum value for any of 



the index file types identified, a replicating agent retrieves a copy of
the file and deposits it at a new node. The replicating agent also updates
information (direction hints, time dependent markers) in the effected agent
interfaces to reflect the presence of the new replica.          Since there
is no central coordinating computer to direct the replicating agents'
movement among network nodes, sampling methods may be employed to track the
number of replicas of each index file. For example, if there are 50 nodes
in the network and each index file type should have five replicas, the
replicating agent can be programmed to generate new replica of an index
file if it fails to detect at least one index file of a given type after
visiting 10 nodes. This can be done using counters for each index file type
to track the number of nodes visited and the number of replicas detected in
these visits          Referring now to Fig. 7, there is shown one
embodiment of a method 700 implemented by an autonomous replicating agent
for maintaining a minimum number of replicas for each type of index file in
the system. Index file types are indicated in parenthesis, i.e.
nodecntr(i), following the various counters, where counters for a specific
index file type are adjusted. No type indicator is shown if counters are
adjusted for all index file types.
18                      When the replicating agent arrives at a node, it
increments 720 the nodecntrs for all index file types and identifies 710
any index files in the node's store. If an index file is present 730, e.g.
index file type (i), the replicating agent determines 730 whether a
replicate flag is set for the index file type, e.g. replicate(i) = 1. If
so, the replicating agent copies 734 the index file type to its data store
to create a replica of the index file at a new node. If replicate(i) is not
set, replica_cntr(i) is incremented 736 and compared 738 with the minimum
number of replicas required. If replica_cntr(i) reaches the minimum 738,
replica_cntr(i) and node_cntr(i) are reset to zero 739, and the 



node_cntrs for all index file types are checked 750 against a maximum
value, e.g. 10 node visits in the preceding example.          A
node_cntr(j) reaches the maximum value 750 when its corresponding
replica_cntr(j) does not reach the minimum number of replicas before the
maximum number of nodes has been visited. In the example, j-type index file
doe not have sufficient copies. Accordingly, replicate(j) is set 752 and a
new node is selected 760.          If at step 730, the replicating agent
determines that no index file is present, it determines 740 if any
replicate flags are set. If replicate(j) is set and the replicating agent
has a copy of index file(j) 742, it deposits 744 the copy and resets 746
replicate(j) to zero. If the replicating agent has not copies index file(j)
yet, it moves to step 750.          There has thus been provided a system
and method for distributing and managing index and data information among
the nodes of a computer network, through the collective actions of
autonomous agents. Each agent transfers itself among the nodes of a
computer network and implements a particular function according to the
conditions it identifies at the nodes. Different classes of agents
implement different functions. These functions include criteria, dependent
on conditions identified at a network node, that are selected to
19              produce an emergent coordination from the independent
activities of the various autonomous agents.         Persons skilled in the
art, having read this disclosure, will recognize that there are many ways
to implement the indexing and distribution system of the present invention,
including the functions of index, query, balance, and replicating agents.
The configuration of agent interface 110 and methods 400, 500, 600, and 700
are merely exemplary and the present invention is limited only by the
following claims.  



What is claimed is:
20                                                     Claims  1.    A
system for managing an index comprising index files distributed over the
nodes of a computer network, the system comprising: 



an agent interface on each node of the network, each agent        interface
including an interface package for accessing resources on the        node;
a data store on each node of the network, the data store being
coupled to the agent interface on the node, for storing index fields; and
a first plurality of autonomous agents, each agent including a
script for transferring index fields to and from the data stores of the
network nodes according to a transfer criterion selected to aggregate
index fields having a type into an index file for the type on a node of
the network.   2.    The system of claim 1, further comprising a second
plurality of autonomous agents, each agent including a script for locating
an index file having a specified type, comparing the index blocks of the
index file with a specified value, and copying one or more index blocks
having the specified value.   3.    The system of claim 1, further
comprising a third plurality of autonomous agents, each agent including a
script for locating index files, comparing a size of the located index file
with a selected maximum size, and transferring a portion of the index file
to a new node when the size of the index file exceeds the selected maximum
size.                                          21               4.    The
system of claim 1, further comprising a fourth plurality of autonomous
agents, each agent including a script for monitoring a number of replicas
of an index file and generating a new replica of the index file when the 



monitored number is less than a selected minimum number of replicas.   5.
The system of claim 1, wherein the agent interface includes memory
locations for storing direction information on index files and timing
information on the autonomous agents.   6.    A method implemented by each
of a plurality of autonomous agents for distributing data among a plurality
of networked nodes, each of which nodes includes a data store and an agent
interface for executing the agents, the method comprising the steps of:
identifying an index block at a first node of the network;
retrieving the index block, when a retrieve criterion is met;
moving to a second node of the network; and                 adding the
index block to an index field at the second node,        when a deposit
criterion is met.   7.    A method for managing an index that is
distributed over a network of nodes, each of which includes a data store
and an agent interface for executing agents received through the network,
the method comprising the steps of:                 detecting an agent at
the agent interface of a network node; and
22                            executing the agent to implement the steps
of;                                evaluating an index block transfer
criterion; and  



transferring an index block between the agent                        and
the data store when the index block transfer
criterion is met.   8 .    The method of claim 7, wherein the step of
evaluating an index block transfer criterion comprises the substeps of;
evaluating a deposit criterion when the agent includes an index
block; and                 evaluating a retrieval criterion when the agent
does not include        an index block.   9.    The method of claim 8,
wherein the step of evaluating a deposit criterion comprises the substeps
of:                 identifying an index block type for the included index
block;                 determining a number of index blocks in the data
store having        the identified index block type; and
depositing the index block in the data store when the number of
index blocks exceeds a statistically determined threshold.   10.   The
method of claim 8, wherein the step of evaluating a retrieval criterion
comprises the substeps of:                                          23
determining a number of index blocks in the data store having a 



selected index block type; and                 retrieving the index block
from the data store when the number        of index blocks is less than a
statistically determined threshold.    11.   The method of claim 7, wherein
the step of executing the agent implements the additional step of
transferring the agent to another node of the network following the step of
transferring the index block.   12.   A method for managing an index that
is distributed over a network of nodes, each of which includes a data store
and an agent interface for executing agents that transfer index blocks
among the data stores of the nodes, the method comprising the steps of:
detecting an agent at the agent interface of a network node; and
executing the agent to evaluate an index block transfer criterion
and transfer an index block between the agent and the data store when
the index block transfer criterion is met.   13.   The method of claim 12,
wherein the step of executing the agent comprises:
executing the agent to evaluate a deposit criterion when the         agent
includes an index block and to deposit the index block in the data
store when the deposit criterion is met; and
24             



executing the agent to evaluate a retrieve criterion when the        agent
does not include an index block and to retrieve an index block        from
the data store when the retrieve criterion is met.   14.   The method of
claim 13, wherein the step of evaluating the deposit criterion comprises:
identifying an index block type for the included index block;
determining a number of index blocks in the data store having        the
identified index block type; and                 depositing the index block
in the data store when the number of        index blocks exceeds a
statistically determined threshold.   15.   The method of claim 13, wherein
step of evaluating a retrieval criterion comprises the substeps of:
determining a number of index blocks in the data store having a
selected index block type; and                 retrieving the index block
from the data store when the number        of index blocks is less than a
statistically determined threshold.   16.   A method for managing an index
that is distributed over a plurality of network nodes, using independent
agents, the method comprising the steps of:                 executing an
agent at a first node of the network to identify an         index block at
the first node;                                           25           



transferring the index block to the index agent when a retrieve
criterion is met;                 transferring the index agent to a second
node of the network;        and                 depositing the index block
at the second node of the network        when a deposit criterion is met.
17.   The method of claim 16, wherein the step of transferring the index
agent to the second node comprises the substeps of:                 using
the index agent to read a direction hint when the first        criterion is
met; and                 transferring the index block to the second node
indicated by the        direction hint.   18.   The method of claim 16,
wherein the step of transferring the index block when the first criterion
is met comprises the substeps of:                 using the index agent to
determine a number of index blocks        having the same index at the
first node;                 transferring the identified index block to the
index agent with a        probability that is inversely related to the
number of index block having        the same index at the first node.   19.
The method of claim 16, wherein the step of storing the index block at the
second node comprises the substeps of:
26         



using the index agent to determine a number of index blocks        having
the same index at the second node; and                 transferring the
index block to the second node with a        probability that is directly
related to the number.   20.   A method for managing an index that is
distributed over a plurality of network nodes, the method comprising the
steps of:                 identifying an index block at a first node of the
network;                 transferring the index block to an agent, when a
retrieve         criterion is met;                  transmitting the agent
to a second node of the network; and                  adding the index
block to an index field at the second node,         when a second criterion
is met.   21.   The method of claim 20, wherein the transferring step
comprises the substeps of:                  executing the agent in an
environment provided at the first         node;                  using the
executing script to read an index block identifier and         apply the
retrieve criterion to the index block identifier; and
transferring the index block to the script, when the first criterion is
satisfied.                                             27    


