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| NDEXI NG COVPUTERI ZED DOCUMENTS USI NG | NDEPENDENT
AGENTS Background O The Invention

Technical Field This invention relates to the field of data indexing and
retrieval, and in particular to systens and nethods for managi ng the data
stored on conputer networks and the indices used to track this data.
Background Art Conmputer networks are capable of storing ever- I ncreasi ng
anounts of data. In order to manage this data effectively, these

net wor ks enpl oy S¥STEM ANIDEMETHOD:FOR!DISFRIBEUTINGhAND ored data in a
manner that facilitates i nformatigﬁ %g’ﬁﬂga ng and retrieval. Currently
B e e Lo gLy coor o nate
the distributi TERIAED: t he net wor k.
The data and i ndices are typi ca‘éql‘:lqilfstri buted anong a network of server
conput ers, which can be accesse rom ot her conputers, e.g. personal.

conputers, on the network.Background Of THE Iabentie®M ng of these
conventional, centrally coordinated managenment schenmes is that they do

not scale well. Thhnita Fidld Thisiavértiontielates t¢thedUtbof data RideRingdat e t he

ever-i ncreasj mounts of data avail ahle .0 conput e wor ks wi t hout
subst ant i al rﬁ%‘g."@ 1p prEcplgr {0 Sy SRRl an énﬁ?é&ﬁf%ﬁmng)m%ﬁ\e%é are handl ed.
The over headtdred orcomputereneteorks ahd teripdices usedito tracicthisdata. and coor di nati ng

the distributed information i npedes the efficiency with which t hese
syst ens oper at e. BackgropndiArte Gomppten netwarks are capableefesteringexerhy

or gani zat i 0Hﬁcrbﬂiir%&ﬁ&n@@datﬁ%%ﬂé@daﬁa%ﬁhﬂ%ﬁ%f%ﬁ@éﬁy%ﬁ@ data from
t he nmuch Iar(ﬁxrﬁr‘@l‘_l ernet i.,s,stored and trac

ked t h scﬁmi ntranets.
Anot her shor®t% Y VABRQYS Ipdeing srhemgs 13 zepssent; ftﬂl:fﬁ By el atively
power f ul sermamerthayfatitirases anfermaioh searchingrand rettlevats Canentlipavailabler ver s are
' management schemes rely on a central computer to coordinate the distribution
of indices and data among the computers of the network. The data and indices
are typically distributed among a network of server computers, which can be

accessed from other computers, e.g. personal computers, on the network.

One shortcoming of these conventional, centrally coordinated
management schemes is that they do not scale well. That is, they cannot be
expanded to accommodate the ever-increasing amounts of data available on
computer networks without substantial modifications to the way the data and
indices are handled. The overhead borne by the central computer for tracking
and coordinating the distributed information impedes the efficiency with which
these systems operate. This problem appears in the intranets used by
organizations to store their data, and it is exacerbated where data from the
much larger internet is stored and tracked by these intranets.

Another shortcoming of these distributed systems is that only relatively
powerful server computers are used to store indices and data. Servers are



used because they can store nore information than personal conmputers, and
this mnig ohdi€ number of conputers that the managi ng copERyisy728355t
coordi nat e. wever, confining the distributed information to servers

i gnores the substantial processing and storage power avail able on the nmany
smal l er conputers that formthe majority of nodes of a network.

Agents are available to scour the internet for data specified by a user.
However, these agents nerely locate and retrieve the specified data from
network sites. They are not designed to nmanage, index, or distribute data
and index files. Summary of the Invention

The present t tribution of
éé(d’ﬁ Lt S Aotk érrx]xg%g)g a R RERnpuiGs, tindl

data and in I.nf or matl on anong uter net wor k,
el i mi nat i ng thi§ SniREwZesth ¢ner§h%rr05m@ammtmmeomanawwm§twth t he
present i nvepbidiate.cH6Wev& ] yotifiningatie distibutkddtformdaidritossetVets igndresn agent

I nterface f e 1,an_of .t he Qnonous a he auto JIDUS agent s
nove i ndepen e%‘ﬁ %‘"é\ ﬁ%ctsWég #ﬂ?ﬁe%‘&%—sav%%%n%ﬁéméﬁés “ht erface at
each node t emputess that forenbe majority of modesiofa hetwerk. The agent is an encoded

script the function of which is to transfer index fields to and fromthe
data stores of thégma%axmh@bégsw&edmgm&rdatarsa%ﬁ@d YRAUSEr i on. The

transfer crifewéven, thé‘se F efely lodate ahd'freve!tRCiiecifled dafa)fRSin ar € aggr egat ed
onto a network n%d orman ndex. file for,
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Summary of the Invention

The present invention uses antonomous agents to manage the
distribution of data and index information among the nodes of a computer
network, eliminating the need for central coordination. In accordance with the
present invention, each network node includes a data store and an agent
interface for execution of the autonomous agents. The autonomous agents
move independently among the network nodes, using the agent interface at
each node they visit to execute their functions. The agent is an encoded script
the function of which is to transfer index fields to and from the data stores of
the network nodes according to a transfer criterion. The transfer criterion is
biased so that index blocks of a type are aggregated onto a network node to
form an index file for the type.

Brief Description of the Drawings

The invention may be understood with reference to the following
detailed description and the accompanying drawings.
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Fig. 1 is a block diagramof a conputer node including the elenments :
necessar ywomsi2efzenent the present invention. Fi g. BCTAISI/ABAcK

di agram of a conputer network for inplenmenting the data and i ndex

di stribution system of the present invention. Fig. 3 is a schematic
representation of a distributed i ndex and dat abase, nmanaged in accordance
with the present invention. Fig. 4 is a flowchart indicating one
enbodi nent of a nethod inplenented by an aut ononous index agent to nmanage

i ndex data on a conputer network in accordance with the present invention.
Fig. 5is a flowchart indicating one enbodi nent of a pethod inplenented by
an aut ononous qudig ldgablockdiagram pf 2 FompYerRRdsiprludinghs elarIents t o a query

i N accor danggcedbdr td MthiBhe A preseneitveion. Fig. 6 is a flow chart

i ndi cati ng one enbodi nent of a nethod inplenmented by an autononous bal ance

agent for regul alig@ ik Adlovkzagedm ofid esmbutecsetimoriafurdmplentating the t he present
i nventi on. ' '

. . 4 , i i . mbodi t of
e O o oy B TR R0, o7, Tl e o1 e
files in accor da'ﬁé’ %%@cﬁéﬁ%ﬂ%&é‘ﬁ@&hm&ﬁ%ﬂhﬁﬁﬁum index and database, Detailed

Description O The I'nvention . ) e present 1 nvention enploys
t he uncoor dirARagel ip@ceardance ity the presens iYEBLARent s to provi de a

decentralized, sgal able stem.for panagi nq data and index information

di stri but ed armng:a‘lg' S# é’s"kﬁﬂlﬁ&ﬁ@'\&ﬂ“&.e“%‘i’éxﬁ%r" éﬁ’&“él(‘j a seemngly

coor di nat ed implkriehtefibyd@ahtbabmonsindeeagent Jo rhamapetihdexudacomr ali nat ed
activities %Bmggg?;}&%ﬁp{n a%ggrlﬁ%r?cei 1&&%%&%@& iBQ%rﬁi%nSt I gmergy. Many exarrpl es

of stignergic vity ‘occur nat ur e. € such exanple is
Fig. 5 is a flow chart indicating one embodiment of a method
implemented by an autonomous query agent for identifying documents
responsive to a query in accordance with the present invention.
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Fig. 6 is a flow chart indicating one embodiment of a method
implemented by an autonomous balance agent for regulating the size of index
files in accordance with the present invention.

Fig. 7 is a flow chart indicating one embodiment of a method -
implemented by an autonomous replicating agent for replicating index files in
accordance with the present invention.

Detailed Description Of The Invention

The present invention employs the uncoordinated activities of
autonomous agents to provide a decentralized, scalable system for managing
data and index information distributed among the nodes of a network. The
emergence of a seemingly coordinated result (index/data management) from
the uncoordinated activities of independent agents is referred to as stigmergy.
Many examples of stigmergic activity occur in nature. One such example is
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t he emergence of seem ngly coordinated collecting activity fromthe
mdependqpbggﬁwggns of the ants of a colony, as each ant rpepeRos2%ig t he
conditions in its imediate vicinity |n a smple .predictabl e way.

For the purposes of this discussion, "agent" refers to an executable script
program that uses specific interfaces to nove anobng conputing environnments
and to performa specific function in the environnents it visits. "Agent"
may al so refer to nessage packets that use interfaces to nove anong
conmputing environnments, where each interface inplenents nmultiple functions.
In this case, data is transferred in the agent nessage packet along with an

i ndi cation aﬁeWﬂmfgaadewﬂ@édnﬁﬁgly%obxauiaedaommaémx@lfmmﬂiea The role of the

execut abl e s t hus rve i ndicated in the
agent - mossadidqpBhqnF ababis of e uhfs ot chidy, AR f SespBhil o "0 TS L BF
envi r onment §oadmonmmam:edm‘tevmmn§cmumte p@dmﬂtCWQYV\IhI ch data is to be

distributed, and the specific interfaces are agent interfaces associated
with these net worForikripurposes ef fis disqussion fagentaiefers & ytiexesp@bleal i zed servers

desi gned to &g rﬁgﬁnﬁﬁﬁﬁﬂhiﬁiebﬁi@%t%Q%MeM}fgt doipuding general purpose
conputers, suc 1J é?ffnal orrpu er, PCs wor kstati Qns.. I n one
enbodi nent cﬂ“vlrﬂ’émF fod! %ésaﬁﬁlé?lé’ﬁfﬂé“& FYIRORINERLS 1 YjfSenent ed as
Java appl et S'Agentrwhaycdlserfer to iessagegpakets ﬂiaeﬁsfeanerfaecsao fiove among Ih me

envi ronnent . a e
aggregation Kol P“Hﬁ% ‘g&?}ggﬁr %’k{ %‘% e%gl Méfﬁ?e ﬁ%g%edtg}éﬁ’gﬁ%gfshnga%%sf s. The

scri pts exednithig case, d@emmmﬁdpemegmtmmge nmmgng eribtanon (i ndex
agents) are mdi%ﬁﬁdxféf'whﬂhﬁm ﬁ&{ f@%&’td\ﬁ&&@tﬁ frak kQuof teom the criterion
t hat governs the transfer M K vveen aach m&@i( %%ent and the
nodes that i%xegytah P§°“IW'%H“§ e coted dn BEAZEM ( he net
effect of thmessageoprekeus agents' uncoor di nat ed act|V|t|es IS to aggregate

i ndex bl ocks of the sane type into an index file for the type. The index
file is typicall yinghspreséntimeenton theeconipuiing environments are the nodes of
4

the computer network on which data is to be distributed, and the specific
interfaces are agent interfaces associated with these network nodes. The
network nodes may include specialized servers designed to handle a
decentralized management function and general purpose computers, such as
personal computers (PCs) and workstations. In one embodiment of the
invention, the autonomous agents may be implemented as Java applets, in
which case, the agent interface is a Java runtime environment.

One feature of the present invention is the aggregation of index blocks
into index files by autonomous agents. The scripts executed by agents that
perform this indexing function (index agents) are identical. The emergent
coordination follows from the criterion that governs the transfer of index
blocks between each index agent and the nodes that it visits. When this
criterion is properly selected, the net effect of the autonomous agents’
uncoordinated activities is to aggregate index blocks of the same type into an
index file for the type. The index file is typically distributed over a limited
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nunber of network nodes, the actual nunber depending on the size of the
file and Wwooshemwal of redundancy built into the system ThePGCEEEIT20399a
central coordinating conputer to identify, aggregate, and distribute the

i ndex data is thus elimnated. Since the size of the resulting systemis no
| onger constrained by the overhead | oad on the central conputer, the system
I s scal abl e. In this discussion, "index" refers to a representation
of a docunent set, the records of a database, or other information that may
be organi zed for data retrieval. For exanple, in a database application,

the index is the collection of index fields in the database, and in an

el ect roni ¢ dooberofinetwork noties, ﬁmmatowpbetrsbpendm ertheize afithefilesed to

represent thgq H?% I se, the index
ternms nmay, Orﬁ%}’}gﬁg%}gﬁﬁ &?8%{3@3 rom ;%n g%%nent |tser1t§{il sel ected from
a | exicon, lﬁmamwmx ,tagsvgmsmnd distribute thejadexd#ais ndex bl ock”
refers to dam&dhhﬁhatd:di%lhbéﬂl@%%*wm&bﬁﬁnﬁs i&rﬂi@d}%&oﬁg&bdniu&ﬁneﬂ particul ar

d t d., Al t d bI tify th I
fln;?g pfre ;rﬁﬁe%?vwcgfléga LA ﬂv“%%@g%&nbﬂ‘ts%eesa&%m PR ey 110 dd are
rel ate ndex rde > ~ n i ndexin
schene. In the c&gghgfiﬁéﬁagguﬁéﬁg é@@t?hggégg%géugg an mgﬂ‘egﬁ gl d for a J
docunent nayhexscerdsaba databese.crother infomitiog that maychersganizedifor datae docunent
i ncl udes theemedﬁxmeemﬂ Ex?§9£kh$£§e§¥$ﬁéaﬁ e'zﬁéﬁdemth@eoﬁ&asnef a set of

records, the index f val ue the 1ndex field for a
particul ar F@}é&rfg‘ dsl‘ﬂ aI‘P and “hﬂ“??ﬂ@?‘choé}‘@%'rseé thedex of rel at ed
i ndex fiel dsompnseshaesmbftemhage‘ﬂocremmtmecbmemrs@fdﬁdtrcﬁmﬁsmhe type of

the corresp | | ndex| bl oc f,.a en jype are

aggr egat ed ?ﬁtq{c?rllgtrt\é e;’(d{%’ g&’fx e “é‘a’{{}g“”‘ E r?gdﬁﬂv%#{?{n gl ze, an index
file may be dpé‘@}m@dtsdﬁ Salestedgtomn&ancomomrgwde@byeuebm syséerer al nodes to
mnim ze the | oad on any one conputer. As discussed below, index files are

typ| cal |y repl i cathederay"in %@@"@%@@ﬂd@%l@nﬁﬁ thevilugden

index field for a particular document or record. Alternatively, an index block
may identify the values of multiple index fields for a document or record if the
index fields are related. Index blocks are derived from a document or record
by an indexing scheme. In the case of a document set, the value of an index
field for a document may be a one or a zero, depending on whether or not the
document includes the index term represented by the field. In the case of a set
of records, the value of the index field is the value of the index field for a
particular record. In both cases, an index field or 2 number of related index
fields for the particular document or record determines the type of the
corresponding index block. Indexing blocks of a given type are aggregated
into index files for the type. Depending on its size, an index file may be
located on a single node or distributed over several nodes to minimize the load
on any one computer. As discussed below, index files are typically replicated
as a hedge against loss of network nodes.

bed




In addition to docunent sets and database records, other types of

i nf or matyweyygpeswzbe anal yzed into index blocks, e.g. indexpcraishrrymbue
pairs, for processing by the present invention. In the follow ng

di scussi on, "docunment”™ will be used to refer to docunent sets, data base
records, and these other types of indexable information. The various

I ndexi ng schenes suitable for processing docunents into index. bl ocks are
wel | known and are not discussed in greater detail here. As not ed
above, index agents nove anong the network nodes, identify index blocks at
t he nodes, and transfer index blocks to other network nodes according to
the transfer criterion enployed. The net effect of these actions aggregates

i ?dextbl oEks gf Iﬁaﬁﬂi\i@ﬂé&%&?ﬁdﬁ%&tﬂ ﬂ?%tafbhé_e?@c@ﬂs,@tﬂd?'tﬁek w: y smlal | t ngnber
of network .nodes. provide dransfer criterion properly sel ected.
Accor di ng tlgt%gﬂ@ﬁ?&?’a% H“]"Y@ﬁi t?‘%%x?q%?f%ﬁ' %%éﬂ&cxcéeﬁgﬁﬂﬁ% St ndex bl ock
deposi t s i tfomproeessingebyvthe presemimization.i Inthe foilowisg disoyssionj onal to t he nunber
of index Dbl fjlﬁﬁ » ) E!aﬂ& ' agent retrieves an
i ndex data E oC %r%@?ggﬁ%%et&w; § htgtgro%lgg%#??‘gyé a E?%%?dnsv%?d;el y

pr opor t i ondhese gtheranes pbinderablrcinfonmetion| Treariops indexisgsehemygse at the node.
The pr esentsuitibléfﬁrlpﬁ&eﬁﬁﬂ% 85I tsAHOTNAIHHISCKS AR WwEll kifows Bl sh functi ons

in addition tq.the jndex Tupction described above. For exanple, bal ance
agents may IGLCEHES ger, B¢T8-hat the index at any one node does not

becone too | arge,_| e | ent..of the invention _each .balance agent
determ nes the nﬁ%@ﬁ%&\!&%&ége@m 13)¢g aﬁ?%’@%? H%WO?%EO%RU@%&& es

aggr egat ed indexdzlotksrap the nodes; avd sansferlifdextilocks b etheeaepetsnadesaxi num val ue,
the bal anceac@&@ﬂ{gt?ﬂ &a’ixsfe?@riﬂgfl?x?g?gﬂr? €. THethet URedtof irisg dioh§ ansfers one of

the partial index es.to a ode. .SImlarly,
replicati or?ggﬁéﬁ‘tc§“\4&’§/%l%k%?&ﬂ gyatypeinteindex fleg at HEsave) t multiple
nodes of thmmberwebnétwotiinaies eprovidednhis erahdfer cthtridipispropesly selebied! agai nst the

| 0ss of nodggordll B dr $PRSHhald, kn IIBPALAPLariAY S ik biGERTP! & the
deposits it at a node with a probability that is proportional to the number of

index blocks of the same type at the node. The index agent retrieves an index

data block from a node with probability that is inversely proportional to the

number index data blocks of the same type at the node.

The present invention may employ autonomous agents to accomplish
functions in addition to the index function described above. For example,
balance agents may be employed to ensure that the index at any one node does
not become too large. In one embodiment of the invention, each balance agent
determines the number of entries (index blocks) in the index files aggregated at
each node they visit. If the number exceeds a maximum value, the balance
agent splits the index file into two parts and transfers one of the partial index
files to a different node.

Similarly, replication agents may be employed to replicate index files at
multiple nodes of the network, in order to make the database more robust
against the loss of nodes. This is especially important where, for example, the
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network nodes are personal conputers, since these may be shut down when not
in use. Worg23nts nay be enployed to retrieve data fromPOT&II%REEIT | | es
in response to a query, and to return the retrieved data to the node at

whi ch the query originated. Because the present invention does not
enpl oy a central, coordinating conputer, each agent determn nes which node
it will visit next. The system may be inplenented with each agent sel ecting

its next destination in a random fashion. However, this not very efficient,
particularly as the nunber of nodes on the netvvork i ncreases. A preferred
enbodi ment of the present invention incorporates direction and time

I nformati on from visiting agents into the agent interface of each node.

Thi s i nf or nBEVT W@Qﬁﬂé@eﬁpﬁﬁ@"@@“‘&ﬁ: Sigesthess may ppshut dewasvhaout whi ch

nodes it mayiovinSisk. Oéty defts ey tie%ﬁgﬂé vyed tb Rétrigetedita fromithe/ingex Gitkst he current
node. The hi.nts g‘i!lven are d m ne he S aterﬂcl)f t e ent at the node.
An agent's <P EFRORSE QGBI TRAULthe e datz10,the cc?rfheomd whet her

the agent i sjuenrongimayed.ndex data (bI ock/ fi I e/file porti on) If the agent is
carrying index data, the agent's state al so depends on the type of the
i ndex block it i SBesansethepreseminyention does nptermploy esentreligvorfinating det ai |

bel ow. comy uaefaa& gabae:%me&&ch%odé ﬁ%mvis&xﬁkag\q}ggsg%&ck di agram of

a conputer node Sui function, as a net I n_ accordance

with the pr é%h‘r- m%tﬁw%wms%ré agERS SElsRRNG enexpdestipation n AfaidoRte 110
coupl ed to ZHashiéh Howeeer Hhix no?%ry;uﬁﬁem@paxa&ulaﬂy d$ thealuir®er ofiddes st or e 130

h I d fil 40 bl 142 d.data 142. |
genoral, & MR AEyRR iefRRes, /4 Prelepdd cmbpaiingts L0 oRbt BpBPent data |
types. For dreorporates dnecqmrapdstmeaﬁformamrfemnwismng@emwno the agentiggr egat e
I nd bl ock f
i ndex bl oc %&k%ce&achﬂgﬁéomén&? rémegon hiFR tor%g@ﬁﬁﬁxﬂggary or

every node of the networ an |n In .l ata store.

Simlarly, $odeaby whishaodesitgmaywsipext ﬁ%b@w r?f;&pﬂwe@&?r#dmed to store
docunent datwisited the current node The hints given are determined by the staté of the

Node 100 1's 5% HLNSte Al heb R sefte iR PIRRe a1 Fak By eagedts 120
function and whether the agent is carrying index data (block/fileffile portion).
If the agent is carrying index data, the agent’s state also depends on the type of
the index block it is carrying. This feature is discussed in greater detail below.

Referring now to Fig. 1, there is shown a block diagram of a computer
node 100 suitable to function as a network node in accordance with the present
invention. Node 100 comprises an agent interface 110 coupled to a data store
130. For purposes of illustration, data store 130 is shown including an index
file 140, index blocks 142, and data 142, In general, a node may include all,
some, or none of these different data types. For example, one purpose of the
present invention is to aggregate index blocks 142 into index files 140, and it
may not be necessary for every node of the network to include an index file
140 in its data store. Similarly, selected nodes, e.g. server nodes, may be
earmarked to store document data.



128 (col l ectively, agents 120) executing in agent interface 110. Four
agent s 12@pesnoydpown for illustration. The present inventi RCTIOS9I/22399
require that any or all of agents 120 be present in node 100 at any
specified tinme. Autononous agents 120 include an index agent 122, a bal ance
agent 124, a query agent 126, and a replication agent 128. Agent
i nterface 110 provides a runtine environnment for agents 120, which it
recei ves as nessage packets over a network comuni cati on channel 150. For
this purpose, agent interface 110 includes an application programinterface
(APl') package 116, which provides agents 120 with access to various
resources of nodeNodxl00Tisalse shewnwithefour autbuotsorigentsid2, #24,426t ore 130,
menory | ocaty C 50. Agents

y 1 rtéoﬂe]:avelg ]a?enﬁ 190} @&X‘@r}?ﬁﬁg 'ﬂ’h Ct?idcoﬂo %ﬁf‘f%mjs 9

122, 124, 12 use reso es accesse packa to performthe

functions theaP Hkstratipsy: Wﬁﬁ“ﬁlﬁmoﬂldé’ékgmr%}%ﬁr@)’t he sizé of
index files orda!llcbf%géﬁts mmse p‘wé&nt ﬁﬁlodéQGOﬁﬁidst@bMﬁedl Hneh ARsdusbugent of the
i nventi on, nt @ eci %ce N auég nvi ronnment that has been
ext onded by TEEB daBaclde 4hdeh AgEpi | o RERCe agent LoA S AURAEER  havi ng t he

various funclt26oasd aimplicationcghmtr 28n. Menory | ocations 112, 114 store

direction and tim ng i nformation, respectively, for use by a ents 120 in
det er ni ni ng t hei r Agentinterfacet] 1A prvides@ runtime ervizommeat fosagenss 12e i nvent i on,

hode 100t hay on S8eBRGs B9 ricliagt Pk VR fcbw bk, B e e 11 e
of a certai aﬁ@fé’rﬂ?ﬂg 0¥ Eﬁ“é?’ge‘% éﬁ&&?l‘?ﬁesﬁ{‘ﬁP 1caog, py to the state
of aln agent m%facab@ﬂ)pmﬂdaghllﬁ itAchg ?vﬂefl i%(elntmwwimadoeistbhe agent
conplete its the lin i s nost
likely to Iea%ﬂ) “{sﬁ{é}’“ﬁ{?ﬁ{bﬁéqﬁ@dgl‘%wsf Z‘é?(gjlg@ g?tag ven type
are bei ng agtil remsty ooptitns §1de b4, fné detswork cammuhigatenicliapnel 30ki ng t he

I8| nks foll 0V\R§eﬂt?12§é‘i§4é% ¥ Y rébdiicks AGetka ﬁ&a&%ﬁm phdkdgd i foeved index

so, be re-enforced
by identifyiPFgfqm‘ ‘FI‘WQP%% eih ’dﬁnﬁ’&?@&nw@%i’ég%d’a&aé‘%gt aken by

- i ndex agent sthit2i2e of index files, and servicing queries, respectively. In one embodiment
of the invention, agent interface 110 is a Java run time environment that has

been extended by packages 116 to support agents, i.e. Java applets, having the
various functions described herein.

Memory locations 112, 114 store direction and timing information,
respectively, for use by agents 120 in determining their actions at node 100.
In one embodiment of the invention, the direction information includes
pointers to network nodes connected to node 100 that are likely to provide a
path to a node holding an index file of a certain type. These pointers function
as hints, specific to the state of an agent 120, about which links are more likely
to let the agent complete its function. For example, the link from node 100
that is most likely to lead to the network node at which index blocks of a given
type are being aggregated may be identified and re-enforced by tracking the
links followed to node 100 by query agents 124 carrying retrieved index
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carrying the specified index block type. Timng information 114 in
the formwHeghemzdecayi ng nmarkers | eft by various agents 1PCTVGRT/22398i t
node 100 nmay al so provide useful information to agents 120 that visit the
node subsequently. For exanple, an index agent 122 carrying index bl ock
data (| oaded agent) and sanpling network nodes, may | eave a tinme-decaying
signal in nmenory store 114 to mark how recently it has been to node 100. If
| oaded i ndex agent 122 revisits node 100 and sanples store 114 before the
signal decays, it will recognize that it has been to node 100 recently. If
the decay tine is selected to reflect, for exanple, the average tine

bet ween data retrieval and deposits for an agent, an agent recognizing its

own tine nawksafﬂﬁ @pgammaylmb bb?]-e.aﬁmdd bydacnifem thelggde with
its current t.a | oa nee t he no at a st agai n.
It is noted VA ncé&@ﬂi 60’%}}3&?“3‘?150‘?% t%ﬁ?%’é‘?‘fg"é 3?20 links to
ot her net worckrryingelse spielcified éndexiblodksymd. earl y nore efficient to nonitor the
states of agents 120 that have previously visited node 100. Particularly

for networks haviTigpinginfemationéi4inghe fesmefrtimendepaying niarkers afebyf hi st ori cal
i nformation v'ﬁﬁ%u&{g%ﬂfsc}&om@m&g‘iﬁfﬂa ‘%ls% 144 hdirehfolmbiish St em

operates. The use ection and tim rmation N nenory. stores 112,

114, respectaggais 20 Flgatmssté%&%@& sybsegueEn EP&&’E”@PIE’@E‘@W" agent 122 peferring
now to Fig. canymigendemﬂod&W(lea&Hngm;iwaﬁiplmg n&w@ﬂaﬁodesrmagetmor k 200

compr i ses. caRbe e BB sBranl MSpBheH e AP iR Bowr B AL ndtY, NECK 207
Query agent begwto nodeal@fe Iblgpe mﬂmamulzm@sltam emdsamples20( b) are
movi g amongud}ed e bafdr thi sxjgﬂgl(d;felcays"‘ﬁ'vhgré&gﬁa 3 hasla.%%naaéi replication

agent 128 ar]z)gexecutl n I N Nno , spectively. In the
fol | owi ng di ?é?"ébi@@ﬁéﬁﬂﬁ‘?‘%d WrFﬂecﬁcfP”B@mP e, the average

9 time wmdax&ia retti&ad mﬁ@@@&&w&r irDagefl€ Ah hfent ecdpfigingits one of

nodes 100( 1)o'wlno g&é)ma%er'ai 3 ngc?e a(x)lna%sume that it already sampled the node with its

current data load and need not sample the node’s data store 130 again.

It is noted that agents 120 visiting node 100 may randomly select links
to other network nodes. However, it is clearly more efficient to monitor the
states of agents 120 that have previously visited node 100. Particularly for
networks having large numbers of network nodes, this type of historical
information may greatly enhance the efficiency with which the system
operates. The use of direction and timing information in memory stores 112,
114, respectively, is discussed below in greater detail.

Reférﬁng now to Fig. 2, there is shown a block diagram of a computer
network 200 that implements the system of the present invention. Computer
network 200 comprises computer nodes 100(1)-100(4) coupled through
network links 150. Query agent 126, balance agent 124, and index agents
120(a), 120(b) are moving among nodes 100(1)-100(4), while index agent
120(c) and replication agent 128 are executing in nodes 100(1) and 100(2),
respectively. In the following discussion, reference numbers will not be

9



Each of conmputer nodes 100 includes a direction nmenory |ocation 112 in

whi ch di Rggbiedyedi Nts (arrows) relating to index files of pgprissozagh B are
stored. In the disclosed enbodi mrent of system 200, direction hints point to
ot her nodes 100 that are likely to lead to index files of type A or B. For
exanpl e, index agent 122(a) has retrieved an A type index block fromdata
store 130(1) (using a transfer criterion discussed below), read nenory

| ocation 112(1) for a direction hint to index file A and sent itself to
node 100(2), in accordance with the direction hint. Simlarly, index agent
122(b) has retrieved a B type index block fromdata store 130(1) and sent
itself first to node 100(2) and then to node 100(3) in accordance with the
di rection hi | ' : ; kvely.

Aot her 1 A S BB TBAsd:( 15 1deAy aspelik cABGE ddes OO A0EF 1

Dependi ng oHSCABPRREAHFsf er criterion being inplenmented by index agents 122,

i ndex agent 122( retrieve the X type j.ndex block and.transfer it to a
di fferent node of@aﬁtb%@m?ﬁ@&%ﬁi@dﬁ‘?mﬁadiéfeﬁﬁmhﬁ’ﬁp’(?ﬁ”%&?@“cﬁgt eria, the

i ndependent imwhichrirectioni hinte Xaregyey) relatiiodndexrfiles dfatypé Admd Bodrecks 142 on any
node in sys | ke r e, N t b orrespondi ng
I ndex fil ests%g%f? qgt%ig&’%% e%%%%‘%&& ft)g"s?)‘g 9@8&%&?\39@%&%@0@}8

Query agent otizenedasrleq that sredikeby toilead tofindexdiles of typmdraxBedFart node 100(1) to

identify do | = ' anong ot hers.
Query agent %%Egﬁ(sﬂhsin&é%%egﬁf’i&@% f‘%«fﬁgﬁn% Qﬂxdeﬂ@fd&ktﬂﬁg%?i on 112(1) to

we I n_NMenpry
conput er nod§iF&}3 ?11%&Wé&rﬁﬁ?ﬁﬂ’é?W?ﬁsﬁdbﬂPﬂérF‘gfmF%-type i ndex
field that haatigedl2(3pfee aidirectionhifthe imier file AYeisentitse)f togedé 126 finds B

wih the ent{ORl hAeRBRERe Ak isdvioh e SlraSRIRHIER 4B 220" 07, W Ty
t hose docunbas wtieyed né e irsiex block drdny date stora L3(1) angesant itself fimbtitd r e- enf or ce

the node 100(2) and then t 100(3) in accord ith the direction Bihfs§f {1 On hints
to B index files i(n)ar?odetm fo“é’?ﬁ), (1?;16!(%:)(: gl:r}l%“lrlOO(A?) \Aﬁe%n?'th return to node

100(1) or s &RfgRory lonagens Lizdhy andJdR(% ofeﬁR?GgV?JMO( 1) with the retrieved
'1 BB?L,;m E 1)0 Pe duce Afxﬁ)éhe? ?rlxd%gggen%q%{c) %s%ieéu%n%%‘é@en? ?r{tg aced 18(9{).a to node
Depending on the transfer criterion being implemented by index agents 122,
index agent 122(c) may retrieve the X type index block and transferitto a
different node of computer system 200. By using appropriate criteria, the
independent actions of index agents 122 ensure that index blocks 142 on any
node in system 200 will aggregate at the nodes that hold the corresponding
index files 140, e.g. nodes 100(2), 100(3), 100(4) in Fig. 2.

Query agent 126 represents a portion of a query generated at node
100(1) to identify documents that include non-zero B type index blocks among
others. Query agent 126 has followed a direction hint in memory location
112(1) to computer node(3), in search of matches to a value for the B-type
index field that has been specified in the query. When query agent 126 finds
B type index files in nodes 100(3), 100(4), it compares the specified value
with the entries (B-type index blocks) in the B-type index file to identify those
documents having the specified value. Query agent 126 will re-enforce the
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size of B type index file 140(3) in node 100(3). Replication agent 126 is
executi ngvops/zagent i nterface 102(2). Replication agent 126PERAIPEL2PNat
there are sufficient copies of index files 140 to nake system 200 robust
agai nst | oss of one or nore nodes. For example, replication agent 126 may
be progranmmed to survey the nodes of conputer system 200 and nove a copy of
any index files 140 that do not have at | east one back-up copy to a
different node. If B type index file 140 does not neet this redundancy
criteria, it will be copied to two other nodes of the systemto avoid

| oadi ng any one node. Referring nowto Fig. 3, there is shown a

schemati ¢ r direatparitintsitoB indexfilepinnades 10Hdb 100(3)i andek04i whendk t h ot her
nodes 308 ogetﬁnqg%%@m(?ﬁgy\%ata R badOoindak 466Q) withase | nterface 320

for adding docunents to strl but ed over corrput er network 310 or
for initiat fetEeHddpfosmation.t he dj strl buted data A library nodule 330

i ncl ud ft d ks 142 d.data 144 f
the document  bel FANEAARETE 2F iRsPaen shsi davh o Todk B M i o o 330
anal yzes a quent]Bltyp@mdtsﬁtnommﬁannodmImXB)E |dedisammhgamﬂﬁﬁa1ses a query
agent . 120 T SkcciRRD il Y BB 0. KepiUTT Yol R Bl it O

enbodi nent Of the~in e query are identified

t hrough i ndeye sffaciras copies of tindesdides KO tm&q&ymmﬂ@@gst@gmq&ery agent s
126. Documendss of Bfit HiiinBee ﬁ&feb F@H&hﬁpﬁciegh@&dnrhgkﬂﬁl hyb@ppear are

identified by |ibrary nodul e L){: returned to node 100. These
docunent s CQFPQ'HBWCQ@FWFYWWW |°P@Paseysmn moYR 8 Bt Bhent dat a
itsel f nmay laay thdek fildsuii40dha\domot heveneleastioke backep e@)aotaeﬂff&enwer nodes

usi ng the . The
pat hs of v%ﬁgﬁaﬂd&gﬁé‘?ﬁﬁgﬂ%ggé&gfﬁg‘ggé&c%ﬁ?%&dm d%(g %%aﬂbtWhe rest of
net wor k 310 capied imtive ethetindsies bf thesystem teavald badiyenylosewedss node 100 and a

net wor k nodes 308, The jagged_ a\%ear ance of broken, lines 340 indicates the
di fferent nodes FRFECHinginoBctojg A e is showpasehsmRatsJEPresentaion af 2y | ndex

agents 122, oGt flér 8661 00 ih@Pactin P 5ukEr nbes! 08I of avokriplitet nefizk exanpl e, an

e avert 6t o ur“é%&am’gera@%a@@@ifomﬁﬁ%é% Bab e no i ndex

file. CurvedismibuwedodF@ompdier actworin3l (artfoninitiating ghemesdo sthgent s 126, whi ch

split |arge ggdhited bhgS AATRAY HduIEI R hcIlEN SrbARIB Senerhfd index
blocks 142(a)-142(j) and data 144 from the document being added to the data.
Another part of library module 330 analyzes a query into its component index
fields and generates a query agent 126 for each type of index file covered by
the query. In one embodiment of the invention, documents satisfying the
query are identified through index blocks 142 returned to library module 320
by query agents 126. Documents including each term specified in the query
appear are identified by library module 330, using data returned to node
100.These documents can then be retrieved by library module 330. The
document data itself may be distributed over the network or on selected server
nodes using the methods described for the index data. '

11



m nimze the burden on any one conputer node 308. Dashed arrows 360

I ndi cat egxdwﬁ{zgxr‘;zi on of replicating agents 128, whi ch genergdgus®pbissas of
whol e index tiles on different conputer nodes as a hedge agai nst the |oss
of any one conputer node. For exanple, one replica of aggregated index file
(i) has been divided anong five different nodes 302, a second replica has
been divided anong three different nodes 304, and a third replica as been
di vi ded anong four different nodes 302 The distribution of index

bl ocks anong network nodes 308 in systemis not static. New index bl ocks
are added to index file (i) as additional docunents are entered into the
dat abase. By inplenenting probabilistic transfer criteria in, e.g. index

agents 122, i”de'l('hé%iﬁo%oﬁ?éu%ﬁ&n&@”&cﬁ%ﬂ%mﬁo@ ugiiw&;%hnay be

aggregated on nore an one node and nay even co | S fferent index
bl ocks. |nd'gﬁr%tsgeﬁeegwﬂcﬁwaafem‘@%‘ag@owmlé%%ﬁ‘@i‘sﬂ BettgsRROfRe di ff er ent
nodes and Y0 adeimetwoikvimden3081dThe japgedappeannce ofddekemntlines 390i t s

dina. ] $ - : i nd
Fi e s, Blicplld B clretnl fods 396 isiEhy fitfs Hitopbtbofls APRIEET %) P 1
transfer crégeindex ageptsol22dquarytagents 126 applementihg chpieseripgs. lforh wel | chosen

transfer Crglaeddld an index agent 122 loaded with a j-type index block may visita 12
As not ed above}i a tgl)noﬁoﬁen [)ety%erx Te g tlrlansfer t hensel ves

s_.agents 120, a oqgr anne

anmong t he nBFaker, dbff@eme@@rgbeﬁ@pmckmamoﬁﬁﬁﬁéhema%e functi ons encoded
![E :hteihr S Ctarpisporifing hﬂeﬂﬁﬁfﬁ&b@’a&ﬂﬁdﬁ% iilfdﬁeatféldm?ddtiﬁﬂ%f Bﬁl&ndﬁfp![ emented so

a e go . regating in ocks. iyen onto a
relatively %&E‘Fﬁe‘zﬁu#@% sgg?lﬁfﬁfgn?%‘cgfléf ginens eﬁ%@&%ﬁ%?@#@@ﬁr ough t he
col | ecti ve, miniguzer the hunden oneny onscafputernods 308 0Dashed arrows| 360t he case of
I ndex agent g4 L loah) icd | oyed to

gent saicae thé Btnlot r i ng@ %gﬁggg%{\gl‘ggﬂ ge rite PéplicEd datcab?n&ém y

det er m ne whet hgr to trans etween i ts a store and

that of thel96¥ ! 1

-

les jon;differeat qompyter npdesas@; hedgargains thedpss; of any que
computer node. For example, one replica of aggregated index file (i) has been

divided among five different nodes 302, a second replica has been divided
among three different nodes 304, and a third replica as been divided among
four different nodes 302

The distribution of index blocks among network nodes 308 in system
is not static. New index blocks are added to index file (i) as additional
documents are entered into the database. By implementing probabilistic
transfer criteria in, e.g. index agents 122, index files 140 for the same type
index block 142 may be aggregated on more than one node and may even
comprise different index blocks. Index agents 122 may move these index
blocks between the different nodes and may even remove an index block from
a node storing its corresponding index file to a node that does not hold an
appropriate index file. This latter type of transfer are attributable to the
probabilistic transfer criteria employed, but will happen infrequently with well
chosen transfer criteria.
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enpl oyed bi ases index agents to retrieve index blocks fromthose nodes on
whi ch rekpdbg/ed7yz f ew i ndex bl ocks of the same type are | ocartemsamn2ipe
deposit index blocks on those nodes having relatively nore index bl ocks of
t he sanme type. Referring nowto Fig. 4, there is shown one

enbodi nent of a nmethod 400 i npl enented by index agents 120 for managing a
di stributed database in accordance with the present invention. \Wen an

unl oaded i ndex agent, i.e. an agent carrying no index block data, arrives
at a network node, it identifies 410 an index block in the data store, and
applies 420 a retrieve criterion to the index block. If the criterion is
nmet 424, the index agent retrieves 428 the index block fromthe node data

store. Qtherw sex ,% m&sa&&mau%gaﬁsmaewmcuwﬁnmpck

One enbodi ment of e retrieve criterron retr| s i.ndex blocks with a
probabi | i t y tReagelves amepg thedjodes,of Acampuiss Aetwask “HBFHB’&P‘ # index blocks in
Lhe noFIe stcfnﬂcdmyemdbchﬁzmmmptpamSnMwm@mm meunmabéogk Thi s may
e i npl ement, e e { eterm ne

the ratio bé’?&ké’#%geds}éﬁg%ﬁﬁ?g%%’l gﬁ‘%ﬁ r%qpa‘%e?lﬁé%&é‘aés% ti'}’gnd t he nunber
of index bl enksa telatively majlammbempénmmonhes acgnmplished throughthe dent i fi ed

I ndex bl ock cBﬁJ:&{"Jé Mﬁfﬁatedﬁcnbﬂ?offg%ﬂstlzbs greater than one, the retrieve

criterionis 13

gleﬁrmd to bteh”Et 1lgiw%%s@6£id&€£ég&h§m tth?\s fsra@ébiﬁ%lis?éditlﬁeu gtiei ndex agﬁnt h
erw se, e index block.s e node da ce the
i ndex agent FHRn9n&mRloXEd o mwemﬁfrﬂt?eﬁ“ﬂmggaﬁg%ﬁw&‘ﬁew node.

Sel ecti on stdam stGi@ and dav dfthemedelitigvisiiag.din meticular, tieatieeriochl?) for direction

hints to a @Wlu‘% hdeRY g 1o AR blokls i hbdlhodbobg (114) . and

accessmgth ropriate ne wnoe
| oaded i ndex¥ mlaqvgbdswlnéenblqdcsﬁ&e@mwatrglqyeteérand#edmtlf |t has

been to the jAgu BIBER dnthSsidades hdvilg relx@Fely nftfte ifHeR6IRYS bf the same
' type.

Referring now to Fig. 4, there is shown one embodiment of a method
400 implemented by index agents 120 for managing a distributed database in
accordance with the present invention. When an unloaded index agent, i.e. an
agent carrying no index block data, arrives at a network node, it identifies 410
an index block in the data store, and applies 420 a retrieve criterion to the
index block. If the criterion is met 424, the index agent retrieves 428 the index
block from the node data store. Otherwise, it repeats the process with another
index block.

One embodiment of the retrieve criterion retrieves index blocks with a
probability that is inversely proportional to the number of index blocks in the -
node store having the same type as the identified index block. This may be
implemented, for example, by programming the index agent to determine the
ratio between a randomly selected number between 0 and 1 and the number of
index blocks in the nodes store having the same type as the identified index
block (block number). If the result is greater than one, the retrieve criterion is
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repeats selection step 430 at the new node (read direction hints, wite

time, ”‘%9@{9&/53792” it has not been to the new node recent 'Pk&vrg}sbﬁz%ﬁﬂex

agent iden ie§ 438 index blocks in the node's data store and applies 440
a deposit criterion. If the deposit criterion is net, the index agent
deposits 444 the index block at the new node. If the deposit criterion is
not nmet, the still |oaded i ndex agent repeats selection step 430, using the
direction/time information at the current node. Once it is

unl oaded, the index agent may select 450 a new node to visit. This my be
done randomy or by application of sonme criterion to select the node.
Alternatively, the agent may term nate. One enbodi nent of the

deposit cri ' t 4 ! ' obability that
is directl ykgér'%%i(}roﬁ%ﬁ% %@?%@%%@5?%?%%%6%&%%3‘he node store
havi ng t he Simgwisgptedndexidodkda teftinitheimodesiatcstoreThi s may be i npl enent ed,
for exanple, by programm ng the index agent to _ determ ne the ratio between
t he number of in@%@eg}e{)‘éﬁ@“}ﬁnihf’éf%ﬂ\é@g dex black. irselests 430y pe as the

i ndex bl ocknéw notie. Séle¢tion(sep30 iftlide readinglthe dirkbaen{tbrexeIBIHLA nunber
bet ween 0 apd t hi ilgtls‘»g%?k nunber. Lf t.he, resul.t one, the

is.greater t
deposit cri B A REY DPES, FEGRE S e matker umeosg‘l’(m( )
14 and accessing thanppropria neowarkidinkode data store. Otherw se, the
agent repeats node sel ection step 430, using the direction/tinme information
in the current ndsddhe new node, thetpadeddpdexiagertraadsahe timgstoretildeioi a in the

di scl osed cubehifB4iehidWieh s B ieQ! Rl flochlly IHHORK, MUTRRK agdiie of fect of
these criteria is that |ndﬁh§a§gents deposi t, . ndex bl ock at ,nodes with a .

probabi | i t y "eREASSERFIM SR by newpnedr B IS, 4P% $1@€.no0de and
retrieve i nadexsfor)ofkis his morbsariIhe\hév neddrreofnly, thetigddxupiend iferitifieer sel y

proporti onal I " me . transfer
criteria mag: %gn&g, 2?’ é%gﬁdé%'g &réigﬁ'é dgﬁﬁi‘?ﬁﬁ'ﬁ)&gw & Xﬁéposit@%? oh.
the deposit criterion is met, the index agent deposits 444 the index block at
the new node. If the deposit criterion is not met, the still loaded index agent
repeats selection step 430, using the direction/time information at the current
node.

Once it is unloaded, the index agent may select 450 a new node to
visit. This may be done randomly or by application of some criterion to select
the node. Alternatively, the agent may terminate.

One embodiment of the deposit criterion (step 440) deposit index
blocks with a probability that is directly proportional to the number of index
blocks in the node store having the same type as the loaded index block. This
may be implemented, for example, by programming the index agent to
determine the ratio between the number of index blocks in the nodes store
having the same type as the index block in its store (block number) and a
randomly selected number between 0 and this block number. If the result is
greater than one, the deposit criterion is deemed to be met and the index block
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dependence that increases with the bl ock nunber at the node.

Ref erri ngwooes/2m2Fi g. 5, there is shown one enbodi ment of aP@EURYR283V0

i npl emented by a query agent in accordance with the present invention. As
noted in conjunction with Fig. 3, queries are analyzed into the different

i ndex fields they specify, and a query agent is initialized to |ocate the
index file and identify docunents having the value of the index field
specified in the query. Thus, the query agent is initialized 510 at the
originating node with the index file type and value specified in the query.
The query agent selects 530 a new node to visit in search of the specified
i ndex file. Selection step 530 includes reading the direction store for
dierecti on hiintrensferred todhe nuidaiatavtore; Gyhdrwise; themgamirRpsatsnodehe time store,
and accessi g\l GEPASEIbiRE hd EkotRbl sl Mformation in the BlrrdrfifoieW node, the

guery agent c Inme-store to [erm ne 534 It has recently

visited the node.Tid ddpbsi reirfevilRkitiiis U disieshieaibodinar Bdhand sel ects a
different node. If t ery agent,has..not visited.the new node recently,

i t identifigg's@%"eéﬁgﬁleﬁg%g‘ﬂ“%&§ ?'Re tFe® o e crlgtia BabaeR t t ho i ndex
file type beigentsdepassittindekblock & nodexdwith a plobabilicedirdcile peoperjorapnt reads 544
the index fi | copy ' | t ment | D of
each index b ggﬁ%h{éﬁ&nﬁ# %ees&qcﬁagd\?c;ﬁqﬁ?qég%ﬂct}lﬁf%ﬁﬁ n%’ﬁ% ‘g@&e:!r{ly. The query
agent can t Heabgbdlity shas iswgersely prapertinnaktotthe block spmberritharpdsode and

transfer thq{@wﬂwﬁﬂéstelrﬁsfeﬁcﬁ@?a RAY De AeRfrfine@usiBahy firktiohdl t he index file
e curren

sought 540 is nof at

15 d%pe’“‘leﬁﬁ%lg’?“tnﬁ@aﬁﬁié’}“gltQE)B]r?FkFB‘BE’E‘E%”E"eP%tion step 530 to sel ect
anot her nod to segrgh. - us f the prgbabil i Sti ch net hods
enpl oyed by the ielgﬁtgmwos}’i/g’[%lﬁilagf%?rﬁgs %ﬂ”&’t&e‘?{’te ﬁ“ﬂ%??ﬁ'%‘? tr??at%ﬂ%ﬁ%{i S no

guar ant ee t H¥I0 implemanited byt querp hgen in arcordanieewith thespredent inventiopdat ed wi t h
each new ind | s o) sedaiabt al i zed for
the 'sane | nday el ot corfioioh itk g, FUblriddofe Sifyaba J6Meakbignl °,

i nconsi st endPdeX Yiglgs ey spreiY; andariushergentisinidalizedto locark theipdsx fllg ¢ that is
the subject id idemife G¥cuments having the value of the index field specified in the

query. Thus, the query agent is initialized 510 at the originating node with the
index file type and value specified in the query. The query agent selects 530 a
new node to visit in search of the specified index file. Selection step 530
includes reading the direction store for direction hints to a new node, writing
its time marker to the time store, and accessing the appropriate network link.

At the new node, the query agent checks the time store to determine

534 if it has recently visited the node. If it has, it returns to selection step 530
and selects a different node. If the query agent has not visited the new node
recently, it identifies 538 any index files in the node’s data store. If the index
file type being sought 540 is stored at the node, the query agent reads 544 the
index file entries and copies 546 into its store the document ID of each index
block that matches the value specified in the query. The query agent can then
retrace 548 it path back to the originating node and transfer the document IDs
to the node store for analysis. If the index file sought 540 is not at the current
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I n one enbodi ment of the invention, the originating node initializes

mul ti pl e ywig9gyo@eents for each index file type sought, to Ppestusbirezie

consi stency of different replicas of an index file. For each query
processed, nmultiple query agents are initialized for each index file being
sought, and the index files are flagged (with tinme dependent markers) once
t hey have been searched. This prevents the different query agents from -
searching the sane version of the index file, and the query agents are
forced to respond with results fromdifferent versions of the index file.
The results derived fromthe different index file versions can be conpared
to identify any inconsistencies. A nunber of nethods nay be used
to elim nat gode) 'e?‘@gtﬁi@edtﬂ%lédtfoh@ﬁpmﬁ@sﬂb& auethét iodxoof an i ndex
file. One such .nethod tinme stanps each I ndex bl ock, and any inconsistencies
bet ween t heS¥¥&hx bl ocks retrieved fromdifferent versions of an index file

method takes t he Svair BF pioibRisal SR i BOF Gl AE B iffeine "0 "E e
correct ressystem of therpresentioventiontheteds ng gearaiseathat the snudfiple ieplicasre st anp and
maj ority ”ebf‘ﬁl;aief gge)é WAl b‘é'ﬂﬁh&%ﬁglliﬁxcba&?ﬁ&b Yiidek BERRS 'A&ltaggﬁlgdc}f? Smiffgrpeen

searched dat a ance agents are enp I n one enbodi nment

of the pres@Reryiageatninitialized for{hg samne indeX fils Nupey Fuay FRIUFLBERSISENS y o1 | 0aded.
These agent gesults.i These inconsistencies may be identified and resolved for each iddex

different n %ﬁ“%ﬁ?@?@p‘g&determ ne the size of any index files

i dentified HLEY\When a bal ance agent determ nes that the

si ze of an i ndex gf bheeGRRAR: G HEHEHIBY e WRieidtink fbdd lfdkeor Li 0N of the

index file, noves i 0 a new noc depos e retrieved portion of
the index fomdtiple apery agents frach index fla Bpe soughb 49 toskiic SPrNSeNsy 9f e

i nfor mat i on difiére@GEplRas Bf & Mdek KR FOREE query Procbited, MndfipBeRedgent s of the

Cher e s shdRRIE He BRI fEntachindex i o aRishh APR LrEB 2, ononrpus.
bal ance agefilagged(witl time dependentaaatkers) drive they have been searched. This

prevents the different query agents from searching the same version of the

index file, and the query agents are forced to respond with results from

different versions of the index file. The results derived from the different

index file versions can be compared to identify any inconsistencies.

A number of methods may be used to eliminate inconsistencies
identified among the versions of an index file. One such method time stamps
each index block, and any inconsistencies between the index blocks retrieved
from different versions of an index file are resolved in favor of the most
recently stored index block. Another method takes the result returned by the
majority of query agents as the correct result. Other methods, including
combinations of the time stamp and majority method, may be employed to
resolve inconsistencies between searched data files.

Balance agents are employed in one embodiment of the present
invention to ensure that none of the nodes is overloaded. These agents visit
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nodes of the conputer network. Initially, the balance agent determ nes 610
whet her awoesger2file i s being aggregated at the current noREI/UBS7/22899 ndex
file is present 620, the bal ance agent determ nes 620 whet her the size of
the index file exceeds a maxi num val ue. The maxi num val ue used nay be set

I n a nunber of ways. For exanple, it may be a fixed percentage of the
menory avail able on the conputer node, or it nmay be a fixed value for al
nodes. |f the maxi num val ue is exceeded, the bal ance agent retrieves 630 a
portion of the index file, e.g. half the entries (index blocks) in the

i ndex file, and selects 640 a new node to visit. Sel ection step
640 may conprise a number of operations, including updating tine

i nf or mati on mff&cgtnmbxklnweihﬁidmérﬁﬂwﬂxegﬂabfm}tinm files édenteified amr ker, in

th t d fil t t
i cate t hanEisREEaodiS AR deiihof bt bliphuh ol B sl BEbI RS 1 P, YPC 10
portion, andfile exgeedsr mangnumvalme mmewmmqrmftbamm;é'ﬂagmws itay al so
check di reCttbgrheW %rﬂrdrﬁaaﬁts'tﬂé éveh%meofttee }ae;k ﬁxevatsﬁe}ﬁew a node that

already inclu e |n I'e or one of 1ts repllcas.

At the new risde, Tf‘ﬁé B’&}eaﬁgé@l&@éﬁlﬁolél’@&@ ‘B’H@“PH@EP&PQ“QF’& 8meapacity, and

i f its suffimhkeds)in the inaemelagefto Of theffbgted hedes@bd réfleer theaaisfed.| € it
retrieved. The bal ance agent then selects 670 a new node to visit.

Sel ection step 67ReferringumbestaFigaé, theretihshowncorefembddirhentroftaimethod t he agent

(D

Lpgg;;igeo; pngﬁenkﬁyaut ousba*apce%gansmb cetpﬁ b o aé?ant
det er mi nes trmglps Pmedmum'mt@odapmﬂtﬂy mbhhscﬁageméﬁmmwl@& i on step 640
is repeat ed ghethdtinGadexSilt I8 aggregated at BRiturfent Adte. I0@ndefiR enpl oyed in

one enbodi nent of t tlon to make the distributed indexi system
robust agai ﬁ?rets%&gsé'cﬁ apCRREENT JRIeTIinGs H20 vhetherithe sirg, %fg'g ngs are

stored. ThesHlezgesetsa wakirhurhvalueo The nakiriiira valtewsedkmande setdnk t he nunber of

0Pt e 0f ikl PNl | Fol SIS LSt HECA SR WS melry 1 S UMDY

Is less than a_sel
available on the computer node, or it may be a fixed value for all nodes. If the

maximum value is exceeded, the balance agent retrieves 630 a portion of the
index file, e.g. half the entries (index blocks) in the index file, and selects 640
a new node to visit.

Selection step 640 may comprise a number of operations, including
updating time information, .e.g. setting the balance agent’s time dependent
marker, in the agent interface, updating the direction hint for the index file type
to indicate the node the agent will visit with the retrieved index file portion,
and transferring to the next node. The balance agent may also check direction
hints for the index file type to avoid visiting a node that already includes data
from the index file or one of its replicas.

At the new node, the balance agent checks 650 the data store capacity,
and if its sufficient, it deposits 660 the portion of the index file it retrieved.
The balance agent then selects 670 a new node to visit. Selection step 670
includes updating the transfer information in the agent interface to reflect the
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the index file types identified, a replicating agent retrieves a copy of
the fil ev@ag?gﬁggsi ts it at a new node. The replicating agppnabgsdat es

i nformation ItTection hints, tinme dependent nmarkers) in the effected agent
interfaces to reflect the presence of the new replica. Since there
I's no central coordinating conputer to direct the replicating agents
novenment anong networ k nodes, sanpling nethods nmay be enpl oyed to track the
nunber of replicas of each index file. For exanple, if there are 50 nodes
in the network and each index file type should have five replicas, the
replicating agent can be programmed to generate new replica of an index
fileif it fails to detect at |east one index file of a given type after

visiting 10pr€9éﬂ€§offﬂ€'x§dc€c6meBSrtIéﬁn?féi%teB%SGQH@bﬂhﬁcJ&@n@&@é}nhﬁ&ex file type
to track th er of nodes visited a he nunggégr re Ilcas detected in

these visit e data Storg-gaRaFHY f§dn ‘?‘B’ *ﬂ“ﬁm‘?“ PR® Cone

enbodi nment mﬁ-remtﬂaddjod 700 i npl enmented by an aut ononous replicating agent
for maintaining a mni mum nunber of replicas for each type of index file in
t he system | ndeReplidating ggamts are emplayed et embodiment pfitheiigventiorto

nodecnt 1 (1) makele Qb odRf i s Eh dint BR1Sss SR AL BF rofer 2 speci fic

index file type are counters are
adj ust ed f oR pn,vﬂg@;(mﬂpx glqsmg;ored These agents visit the nodes of the

18 t x;eztworkhand track twlﬁﬁn?di%f éﬂiéﬂ &%bd }D?ldléﬂﬁ{lildé{tfﬁeu%ﬁtgé a POdE, 7|1E)

i ncrements 7. €, No or ;all. index file i dentjfies
any index fI'f ?(ﬁiefhgetﬁlﬁd‘gnﬁbe’é{sé?séth%a ﬁcfeﬂ ‘¥$ aﬁ? Br #9730, e.g.
i ndlex fil ef the pmdekifile typesidentified; a repligatagagentietrieves mespy 4 the/filet her a1 .
“replicate :

so, the rep |, ca ?Bﬁl%qggéﬁevggﬁéegﬁgééﬂch&é%ﬁtalgoP%dali&q“to |(§s data store
to create a(ditsglionbints; timpdepgngent markess #éqntqd@aemmw pegsitecate(i) is not

set, repli Cﬁm&m&pﬁe@@eloﬂQ{MQﬂcJSG and conpared 738 with the m ni num
nurrber of replicas required. If replica_cntr(i) reaches the m ni num 738,

replica_cntr(i) Sindetwteistioicentra] coodinatifngtorhputeratodirétthe fopiicdting
agents’ movement among network nodes, sampling methods may be
employed to track the number of replicas of each index file. For example, if
there are 50 nodes in the network and each index file type should have five
replicas, the replicating agent can be programmed to generate new replica of an
index file if it fails to detect at least one index file of a given type after visiting
10 nodes. This can be done using counters for each index file type to track the
number of nodes visited and the number of replicas detected in these visits

Referring now to Fig. 7, there is shown one embodiment of a method
700 implemented by an autonomous replicating agent for maintaining a
minimum number of replicas for each type of index file in the system. Index
file types are indicated in parenthesis, i.e. node_cntr(i), followin g the various
counters, where counters for a specific index file type are adjusted. No type
indicator is shown if counters are adjusted for all index file types.
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node_cntrs for all index file types are checked 750 agai nst a maxi num
val ue, exgosifompde visits in the precedi ng exanple. PCT/V$97/22399
node _cntr(j) reaches the maxi num val ue 750 when its correspondi ng
replica_cntr(j) does not reach the m ni mum nunber of replicas before the

maxi mum nunber of nodes has been visited. In the exanple, j-type index file
doe not have sufficient copies. Accordingly, replicate(j) is set 752 and a
new node is selected 760. If at step 730, the replicating agent

deternines that no index file is present, it determnes 740 if any
replicate flags are set. If replicate(j) is set and the replicating agent
has a copy of index file(j) 742, it deposits 744 the copy and resets 746
replicate(j) to A¥hen th replicatingadentativesptagede, inacrenmntcZ0ths | ndex fil e(])

yel, it movesal fudl 8 ofiftex tlc pes and URREKPAO ISBBARCPIAYL dod @ system

and net hod a I 'ndex ormat I on anong
t he nodes oﬂoée éétmtiflan RISPIHSQMQ Otehg m@xﬁbﬂ%(l)iéhd ons of
aut ononous ﬁhda&%ﬁﬁestmweﬁfe% airépiRhie fB{F0 E'gettf&ethé'ﬁﬂ@fé il a

conput er netvvork an a partlcular fUI’ICt_I 0 ccor to the
condi ti ons XPS G&n@%‘?‘gg(lbg? Iiés%glfé??h%??g ég%’?ftmEleég §g§led¥l fit s
i mpl enment dlt}"ﬂe&bmtiafamék@éﬁate'ﬁhqﬂﬁ:afdﬂmbtmdasﬁ]cmchudﬁ node.t Hri a dependent

o Eon R ST 9 T RS 8,

act ivities Gnﬂtmenuanmmngumbcmfcmphmsa@gmé If replica_ cnwéérrwhssmu lled in the
art, having g tﬁﬁﬂmf%em d"ﬂoldl: éxﬁ?ﬁ%&?etttg?&?tﬁgrﬁd%@ many ways

to i erl enent St ribution ste resent inventi on,
i ncl udi ng t REdeSHES ﬁefr%l Iaﬁen weéwesacreq ?iwnsaﬁ@%mwpﬁng agents.

The conf|gureag.uOrnodévﬁnﬂﬁthleWeﬁmgeexi&xﬁleand met hods 400, 500, 600, and 700
are nerely exenplary and the present invention is limted only by the

foll owi ng cl ai ns.A node_cntr(j) reaches the maximum value 750 when its
corresponding replica_cntr(j) does not reach the minimum number of replicas
before the maximum number of nodes has been visited. In the example, j-type
index file doe not have sufficient copies. Accordingly, replicate(j) is set 752
and a new node is selected 760.

If at step 730, the replicating agent determines that no index file is
present, it determines 740 if any replicate flags are set. If replicate(j) is set and
the replicating agent has a copy of index file(j) 742, it deposits 744 the copy
and resets 746 replicate(j) to zero. If the replicating agent has not copies index
file(§) yet, it moves to step 750.

There has thus been provided a system and method for distributing and
managing index and data information among the nodes of a computer network,
through the collective actions of autonomous agents. Each agent transfers
itself among the nodes of a computer network and implements a particular
function according to the conditions it identifies at the nodes. Different classes
of agents implement different functions. These functions include criteria,
dependent on conditions identified at a network node, that are selected to
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VWhat is clained is:

20 O aipg@rrusernases A
system fovrvor?g'r%glglzng an index conprising index files distributed over the

nodes of a conputer network, the system conpri sing:

produce an emergent coordination from the independent activities of the
various autonomous agents.

Persons skilled in the art, having read this disclosure, will recognize
that there are many ways to implement the indexing and distribution system of
the present invention, including the functions of index, query, balance, and
replicating agents. The configuration of agent interface 110 and methods 400,
500, 600, and 700 are merely exemplary and the present invention is limited
only by the following claims.

‘What is claimed is:
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an agent interface on each node of the network, each agent I nterface
I ncl udi ngwapneg/wtrey f ace package for accessing resources on tRET/US97/2239N0de;
a data store on each node of the network, the data store being

coupled to the agent interface on the node, for storing index fiélds:

a first plurality of autononous agents, each agent i ncl me

script for transferring index fields to and fromthe dat umfnmf"mw‘ml
net wor k nodes according to a transfer criterion selected to‘aggretgate «
index fields having a type into an index file for the type on a node of

t he networKk. 2. The systemof claim1, further conprising a second

plurality of autononobus agents, each f4kimd Nl uding a script for locating
an index file having a specified type, conparing the index bl ocks of the

index file vith apsp ﬁ&hffbxeﬂ'mi{@%ﬁfan ﬁa'ﬂgx ﬁﬁﬂgﬁﬂ@xﬁ!esmﬁbut&ﬁex bl ocks

havi ng the s eC|f|e stemof ¢laim furt her

conpri si ng eR e F?J?éaq ?QWPWVWS%MS%W“s%h agent including a
script for Iocatlnglndexflles corrparln i ze of .the. |located index file
with a selected maxi muff sgepLmtcriag P;fﬁ%bf‘é%ﬂ 3‘%“%??‘?84?}‘(% e index file
to a new node V\hemten'faeemchmlmganin&rfandpackhgéﬁ)raxmadgrdsumwmbed maxi mum
Si ze. 4, The
system of claiml1, oqﬁurt her conprising a fourth pI urality of autononous

agents, each agent inch ushaRthré ofl S4dtPiodeOF HEMWENK 1h dRra/WeFeBEingf T epl i cas

of an index file and,generatin new replica of the e | € when the
| x T coupled to the agleng mterfacgv on the x{ode, fo stogng mdex)ﬁe{ s; and

a first plurality of autonomous agents, each agent including a
script for transferring index fields to and from the data stores. of the
network nodes according to a transfer criterion selected to aggregate
index fields having a type into an index file for the type on a node of
the network.

2. The system of claim 1, further comprising a second plurality of
autonomous agents, each agent including a script for locating an index file
having a specified type, comparing the index blocks of the index file with a
specified value, and copying one or more index blocks having the specified
value.

3. The system of claim 1, further comprising a third plurality of
autonomous agents, each agent including a script for locating index files,
comparing a size of the located index file with a selected maximum size, and
transferring a portion of the index file to a new node when the size of the index
file exceeds the selected maximum size.
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nmoni tored nunber is |less than a sel ected-mni num nurber of replicas. 5.

The syst %g&z%gi m 1, wherein th i I ncl ude oTRIEDYN2399

| ocations for storing direction i ﬁhlmamc“'lﬂﬂ!mm}x files and tim ng

i nformati on on the autononous agents. ¢ @. net hod i npl enent ed by each
of a plurality of autononous agents for distributing data anong a plurality
of networked nodes, each of which nodes includes a data store and an agent
interface for executing the agents, the nethod conprising the steps of:
identifying an index block at a first node of the network;

retrieving the index block, when a retrieve .criterion is net;

noving to a second node of the network; and addi ng the

i ndex block to an index field at the second node, when a deposit
criterion id4. et The system of Slaimtlhfmthencomprising afpuath pluckity dfhat i s

di stributed r f . ' ' de ata store
and an agen?%ﬁé%‘??%ﬁgb%a&e{)?é%ﬁ%n%&g%gEﬁtfﬁﬁ@ém#éngﬁ&toge net wor K,
the nethod phigey efiangndexdile anggensrating a new replica of the index &l whep the agent at

t he agent iﬁi&ﬁtﬁ%ﬁ%mﬁfbe?isrl%wm_%dxﬁﬂﬂnumnumberof:_'eggfaghent the steps

22 executing the agent to I
of ; eval uating an index block transfer
criterion; and

5. The system of claim 1, wherein the agent interface includes memory

locations for storing direction information on index files and timing
information on the autonomous agents.

6. A method implemented by each of a plurality of autonomous agents for
distributing data among a plurality of networked nodes, each of which nodes
includes a data store and an agent interface for executing the agents, the
method comprising the steps of:

identifying an index block at a first node of the network;
retrieving the index block, when a retrieve criterion is met;
moving to a second node of the network; and

adding the index block to an index field at the second node,
when a deposit criterion is met.

7. A method for managing an index that is distributed over a network of
nodes, each of which includes a data store and an agent interface for executing
agents received through the network, the method comprising the steps of:

detecting an agent at the agent interface of a network node; and
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transferring an index bl ock bet ween and
the datawoesesmben the i ndex blngt k&ﬁmwmn PCT/US97122399
criterion is net. 8 . The v 5 Wherein the step of

eval uating an index block transfer criterion conprises the substeps of;
eval uating a deposit criterion when the agent includes an index

bl ock; and evaluating a retrieval criterion when the agent
does not include an index bl ock. 9. The met hod of claim 8,
wherein the step of evaluating a deposit criterion conprises the substeps
of : i dentifying an index bl ock type for the included index
bl ock; . exciaiting thergant ta impletnent thé siepslek bl ocks in the data

st ore having the identified index block type; and -

depositing the index block in tevaluatng an ipdex tremsferrpmitsion; and

I ndex bl ocks exceeds a statistically determ ned threshold. 10. The
met hod of claim8, wherein the WW%FG‘H‘EWH@‘BCWEWWS\?&?MCH terion

conprises the substeps of: and the data store when the index block transfer 23

determ ning a nunber of index blacks in the data store having a
criterion 1S met.

8. The method of claim 7, wherein the step of evaluating an index block
transfer criterion comprises the substeps of;

evaluating a deposit criterion when the agent includes an index
block; and

evaluating a retrieval criterion when the agent does not include
- an index block.

9. . The method of claim 8, wherein the step of evaluating a deposit
criterion comprises the substeps of:

identifying an index block type for the included index block;

determining a number of index blocks in the data store having
the identified index block type; and

depositing the index block in the data store when the number of
index blocks exceeds a statistically determined threshold.

10.  The method of claim 8, wherein the step of evaluating a retrieval
criterion comprises the substeps of:
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sel ected i ndex bl ock type; and retrieving the index block
fromt hevg?%,gn%ggre when the nunber - - - -of-index bl ocks pcarri®98299han a
call'y de

statisti term ned threshol d. : thod of claim?7, wherein
the step of executing the agent |%I§'Hm4llul‘lmm tional step of
transferring the agent to another node oi the metswork follow ng the step of
transferring the index bl ock. 12. A net hod for managi'ng an i ndex that
is distributed over a network of nodes, each of which includes a data store
and an agent interface for executing agents that transfer index bl ocks
anong the data stores of the nodes, the nmethod conprising the steps of:

detecting an agent at gébfniagRd minie?of &dex Bfocks itthvasis stéBaviAgd
executing the ageeﬁt égo gva{ggg‘tée an index block transfer criterion

and transfer an PHERSEBESE PREA he agent and the data store when

t he i ndex bl ock transfer. crit.er.ion.i . T hod,of claim 12,
wherein the step of S anakd etlﬂ‘iexataé?ﬁnﬁérg%ﬁ %%%gt:ore Qﬁeﬁ% number
executing t he agefindexblovkd igdess thanceysasisticallyr deteymingd thisholdhe agent
i ncludes an index block and to deposit the index block in the data

store when the deposit criterion is net; and

24 11.  The method of claim 7, wherein the step of executing the agent

implements the additional step of transferring the agent to another node of the
network following the step of transferring the index block.

12. A method for managing an index that is distributed over a network of
nodes, each of which includes a data store and an agent interface for executing
agents that transfer index blocks among the data stores of the nodes, the
method comprising the steps of:

detecting an agent at the agent interface of a network node; and

executing the agent to evaluate an index block transfer criterion
and transfer an index block between the agent and the data store when
the index block transfer criterion is met.

13.  The method of claim 12, wherein the step of executing the agent
comprises:

executing the agent to evaluate a deposit criterion when the
agent includes an index block and to deposit the index block in the data
store when the deposit criterion is met; and
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executing the agent to evaluate a retrieve.criterion when the agent
does not woekms®2an i ndex bl ock and ve an |ndex bImﬂUs97/22399 from
the data store when the retrieve cri ”‘Immmﬂ “" The net hod of
claim 13, wherein the step of evalua criterion conpri ses:

i dentifying an index bl ock type for the |ncluded i ndex bl ock;

determ ning a nunber of index blocks in the data store haV|ng t he

i dentified index block type; and depositing the index bl ock
in the data store when the number of i ndex bl ocks exceeds a
statistically determ ned threshol d. 15. The nethod of claim 13, wherein

step of evaluating a rereditidgahe ggent revalnate anprrieseeritetien whéstheps of :

el ccted | ndex bREEE Pyphdtiichyde &fibed SobEnd PP PREIRBNBRECT o 1 oci

fromthe data st&mmdawmméhewmevemmonnumtbl ocks is less than a
statistically determ ned threshol d. 16. A net hod for managi ng an i ndex
that is distri but ed over a plurality of network nodes, using independent

agents, the conpr | sj t he steps of executing an
agent at a flr'Ie d’é"n‘B‘?‘i?ﬁfggﬁéi:gﬂ%ﬁ"gﬁmemqfﬂ%“gmcdep°‘°1“ndex bl ock at
the first n@ﬂtenoncomprises: 25

identifying an index block type for the included index block;

determining a number of index blocks in the data store having
the identified index block type; and

depositing the index block in the data store when the number of
index blocks exceeds a statistically determined threshold.

15.  The method of claim 13, wherein step of evaluating a retrieval criterion
comprises the substeps of:

determining a number of index blocks in the data store having a
selected index block type; and

retrieving the index block from the data store when the number
of index blocks is less than a statistically determined threshold.

16. A method for managing an index that is distributed over a plurality of
network nodes, using independent agents, the method comprising the steps of:

executing an agent at a first node of the network to identify an
index block at the first node;
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transferrlng the i ndex block to the index agent when a retrieve
criterio transferring the index aggatudsensassecond

node of sgcgngemgkof e netmor I mllllllﬂ LIRSS ' 28t onces ook

17. The net hod of clai m 16, wher i n“t he st epg of transferrlng t he i ndex
agent to the second node conprises the substeps of: usi ng
the index agent to read a direction hint when the first criterionis
met; and transferring the index block to the second node

I ndi cated by the direction hint. 18. The met hod of cl aim 16,

wherein the step of tkARgEANG (IR bloRR KRR AANWRGR foieve Crl ter i on

is met conprises the subst eps of using the index agent to
determ ne a numbERTCHPD ISRk bI ocks havi ng the same index at the

first node; f { e dodantif dex, bl ock to th
ndex agent with a  TenstemingAE ek pbR 1 A Recop Bne b PerBNRTE (o (he

nunber of i ndex khidck havi ng the sane index at the first node. 19.
The net hod of claim 16, wherein the step of storing the index block at the
second node conpri ses dgmslmg)@pgpi;x(bﬂockatmesecondnodeofthenetwork

26 when a deposit criterion is met.

17. The method of claim 16, wherein the step of transferring the index
agent to the second node comprises the substeps of:

using the index agent to read a direction hint when the first
criterion is met; and

transferring the index block to the second node indicated by the
direction hint.

18.  The method of claim 16, wherein the step of transferring the index
block when the first criterion is met comprises the substeps of:

using the index agent to determine a number of index blocks
having the same index at the first node;

transferring the identified index block to the index agent with a
probability that is inversely related to the number of index block having
the same index at the first node.

19.  The method of claim 16, wherein the step of storing the index block at
the second node comprises the substeps of:
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using the index agent to determ ne-a nunber of -i ndex bl ocks havi ng
t he sane wo®829m2 t he second node t r anBEBUSIIRF3¥he

i ndex block to the second node WI mﬂ II I"”nﬂl&ﬂ bility that is directly
related to the nunber. A et orn an index that is

di stributed over a plurallty of network nodes, the nethod conprising the

steps of: i dentifying an i ndex block at a first node of the
net wor k; transferring the index block to an agent, when a
retrieve criterion is net; transmtting the agent
to a second node of the network; and addi ng the index

bl ock to an i ndex fi el uping the insex @gent do deseramine 2 number gfisdexblogkond criteri on
i's met. 21. ﬂgﬁlh@?ﬂnﬁndaé’ﬂtﬂ%?&ond"fi@d &Siafidgt he transferring step
conprises the subste executing the agent in an

envi ronment pro;n ded a&aﬂs&@nﬁgﬂﬁtmdcxblocktortﬂétj%condnodeawuha U|Si n'?ht he
executing script to r entifier an apply the
retrieve criteri (ﬁ{oy@eﬁtp{éﬁqt%%gcﬁy °‘5 %FI“P‘F@F‘,-‘ and

transferring the index block to the script, when the first criterion is
satisfied. 27

20. A method for managing an index that is distributed over a plurality of
network nodes, the method comprising the steps of:

identifying an index block at a first node of the network;

transferring the index block to an agent, when a retrieve
criterion is met;

transmitting the agent to a second node of the network; and

adding the index block to an index field at the second node,
when a second criterion is met.

21.  The method of claim 20, wherein the transferring step comprises the
substeps of:

executing the agent in an environment provided at the first
node;

using the executing script to read an index block identifier and
apply the retrieve criterion to the index block identifier; and

transferring the index block to the script, when the first
criterion is satisfied.

27



