DELI VER- UPON- REQUEST SECURE ELECTRONI C MESSACGE SYSTEM
BACKGROUND OF THE | NVENTION Field of the Invention The
present invention relates to el ectronic nessage

systens, and nore specifically relates to an

el ectroni c nmessage system and net hod all owi ng an
intended recipient to determ ne whether or not to
collect the full content of an electronic mai

nmessage fromthe source of the el ectronic nessage

before it is delivered to the recipient's electronic
mai | box. Definition The foregoing and ot her objects
RELIVERABOBAREQNEST iSdiC UREELECTRENIE MESSAGE SYSTEM
thereof, as well as the invention itself, may be nore
fully understood based on the follow ng definition of
ternms: Term Definition Electronic Message A nessage
(may contain tgxtxdROURS ORI INVENEON Vi deo, o
their conbi nati ons) processed on conputer systens and
del i vered over comuni cation networks. Electronic Mi
Message An El ectronic Message that is delivered and
.placed on .conputer systens waiting for access.

jﬁeﬁé%@‘?‘?&%ﬁ"’&?‘%teractive An El ectronic Message that is

transmtted for Message interactive conmunication.

Hos T heopassang r ingertisyp aelates sips tedqpiiepiep Messags Reydar and more
and software that its users access over communi cation

sperdioatiy leslates to an electronic message system and method allowing an intended

recipient to determine whether or not to collect the full content of an electronic mail
message from the source of the electronic message before it is delivered to the

recipient's electronic mailbox.

Definition
The foregoing and other objects of the present invention, the various features
thereof, as well as the invention itself, may be more fully understood based on the

following definition of terms:

Term Definition

Electronic Message A message (may contain text, images, audio, voice,
video, or their combinations) processed on computer

systems and delivered over communication networks.

Electronic Mail Message An Electronic Message that is delivered and placed on

computer systems waiting for access.

Electronic Interactive An Electronic Message that is transmitted for
Message interactive communication.
Host Computer A computer system comprising hardware and software

that s users access over communication networks.
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Sender

A human user or a software agent that uses a Local
Computer or Communication Apparatus to send an
outgoing Electronic Mail Message or to initiate an
interactive communication over communication

networlks.

Recipient

A human user or a software agent that uses a Local
Computer or Communication Apparatus to access an
incoming Electronic Mail Message or to respond to an
interactive communication over communication
networks.

Sending Party

A Sender, a Local Computer or Communication
Apparatus that a Sender uses, or a Host Computer that

administrates the Sender’s account.

Receiving Party

A Recipient, a Local Computer or Communication
Apparatus that a Recipient uses, or a Host Computer

that administrates the Recipient’s account.

Description of the Prior Art

Electronic Mail Systems are implemented for delivering Electronic Mail
Messages as long as the Recipients' Electronic Mail Addresses are known. Any Sender

can send any Flectronic Mail Message, even if undesired, to any Recipient's Electronic

Mailbox and consumes the Recipient's available resources.

Further more, in the prior art, the sending party only leaves some uncertified

20



Apparatus that a Recipient uses, or a Host Conputer
that adm ni strates the Recipient's account.
Description of the Prior Art Electronic Miil Systens
are inmplenented for delivering Electronic Mai
Messages as long as the Recipients' Electronic Mi
Addresses are known. Any Sender can send any
El ectronic Mail Message, even if undesired, to any
Reci pient's El ectronic Milbox and consunes the
Reci pient's avail able resources. Further nore, in the
prior art, the sending party only | eaves sone
infarmadot iabbwdthe Zending frartpani the Eidonic Meilskiediagg Mahe yending
in the Electronic Mail Message. If the sending party

parﬂ‘ﬁy/gfogg& ih P QBT 1B trub RBuikE WE (BBl o Nihie Misegder @By ot be
il Message may not be revealed. As a result, SPAM

rev%a:l]&lﬁgs.eaq'é'sﬁﬁi €p AR1 dndBRSAUES NeAS LALLRge %§Eoﬂf3ﬁtbﬁsﬁﬁlses

I clous progranms can W dely spréad w't hout an

easy way to be tracked down, e of the, k f I
or etos HipgBraed PERECSPa! il dn e it R St 86%n. one
manner for delivering Electronic Mil S es.
of deViRiactyrs TilEthe NYERTIONS T8 Caton they eerd 'e“éﬁ%w&?’ napnner for
advantages and in order to overcone the disadvantages
delivtringhBlecmonie MdibMaksagest hod i n accordance with the
pur pose of the invention as enbodi ed and broadly
descri bed herein, the present invention provides an
el ectroni ¢ nmessage system and net hod all owi ng an
i ntended recipient to determ ne whether or not to

col l ect the ful PUMMAEN O5THER IRIVEREEN ¢ nai | nessage

fromthe source of the electronic nessage before it

i's el lyeredulg tha Lekk PLRRLaSeL R0 iPUrGer8 | DY come  the
disadvantages of the conventional method in accordance with the purpose of the
invention as embodied and broadly described herein, the present invention provides an
electronic message system and method allowing an intended recipient to determine
whether or not to collect the full content of an electronic mail message from the source
of the electronic message before it is delivered to the recipient's electronic mailbox.

The present invention allows an intended Recipient to view some basic
information of an Electronic Mail Message and determine whether or not to receive the
full content of the Electronic Mail Message before it is delivered to the Recipient's
Electronic Mailbox. Therefore, the Recipient's resources won't be consumed by
undesired Electronic Mail Messages.

With the present invention, if the Recipient determines to receive the full

content of an Electronic Mail Message, the Electronic Mail Message will be collected



The present invention allows an intended Recipient to
vi ew sonme basic information of an El ectronic Mi
Message and deternm ne whether or not to receive the
full content of the Electronic Mail Message before it
is delivered to the Recipient's Electronic Mail box.
Therefore, the Recipient's resources won't be consuned
by wundesired Electronic Mail Messages. Wth the
present invention, if the Recipient determnes to
receive the full content of an El ectronic Mi
Message, the Electronic Mail Message will be collected
froth e fsemding berts ehddeltyepan tBlectiboicdelail Wdessage &lceessfdlyi the Host
Mai | Message successfully, the Host Conputer that

CoRput Bak @sigihRsdRd uMeseyy of tHeBle&h@ad Ml RlcMabt nivRs BagBvays
must be always reachable and await the response from

rea{:}%g)lé.E gnded Ke %ﬁoﬁﬁ% frold 1Y Th@éng\é@ i1 I SR Cv@ohrﬁi, the

ectronic ssage can be identified and the
Sen "s,identity. mght be nore.traceable. This. .. .
sourgnt e Elgeltp s Iih Mleeree e pBERHS EREBe Sendd g Tspippmient
origins of _SPAM and Eleotroni% Mai |, Messages. carryi.n
be porpliaeable; Lhsdsatarsavthelieingissthe ppeihibies Of%ﬂam%éL% Ogﬁgls of
hackers, who take the advantages of Electronic Mail
SP&y6 tearts Electrosipr dhdl ddesmagesi edrryiing compuiesnvigyses and malicious
destructive effects, have to reveal their identities,

pro@fan@t Spaaskss dndeiatkdrqsihdGakyp tHeekdsantagianif iHldcaonicAvidil Systems
nost |1 kely, revealing the true identity would scare

to SRBAYoRINQEiaBlfhShAd8 of WoMhkliSe BMBYs, IRTPEE taehMhbit identities,
they have to face penalties by |aws. Another

V S . \Y 2 . . .
R R R
livering the full.contents of Electranjc.Mil h f
wo sgcaﬁeegnr?%atg Ph&§ALCHYS| C&in&ctsAﬁ‘aa%»h%SPSﬁ“g%} g have to face
receiving parties won't be burdened by
penalties by laws.

Another advantage of the present invention is that the sending parties will be
responsible for maintaining and delivering the full contents of Electronic Mail
Messages that they initiate. And therefore, the receiving parties won't be burdened by
unexpected workload.

Further more, the present invention restricts that only one single copy of each
Electronic Mail Message will be collected by each Recipient one by one if there are
multiple Recipients. As a result, Electronic Mail Messages that carry computer viruses
and malicious programs cannot spread or be forwarded automatically.

With the present invention, because of the possibilities of reducing SPAM and
malicious Electronic Messages, the traffic on communication networks may be

improved as well.



unexpect ed wor kl oad. Further nore, the present

invention restricts that only one single copy of each

El ectronic Mail Message will be collected by each
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Reci pients. As a result, Electronic Mail Messages that

carry conputer viruses and nalicious prograns cannot

spread or be forwarded automatically. Wth the present

i nvention, because of the possibilities of reducing

SPAM and nmalicious Electronic Messages, the traffic

on comruni cati on networks may be inproved as well. 4
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olT'ow ng detail ed description are exenplary, and are

i ntended to provide further explanation of the
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DRAW NGS The acconpanyi ng drawi ngs are included to

fol RFvaNg dRtafledl Wekgitionnaler steaidimg 288 aré Netehdaens ippsvidafdrther
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e I nvention an together with the description,
serve to explain the principles of the invention. In
the drawings, Figure 1 is a block diagramillustrating
a del i ver-upon-request secure electronic nessage

systemfor a8k RfehEO8RIPrEe S Mtk HklmitRe saoe

according t
The accompanying drawings are included to provide a further understanding of
the invention, and are incorporated in and constitute a part of this specification. The
drawings illustrate embodiments of the invention and, together with the description,

serve to explain the principles of the invention. In the drawings,

Figure 1 is a block diagram illustrating a deliver-upon-request secure electronic
message system for delivering an Electronic Mail Message according to an

embodiment of the present invention;

Figure 2 is a block diagram illustrating a deliver-upon-request secure electronic
message system in which both Source Message Server and Destination Message Server
are on one single Host Computer for delivering an electronic message according to an

embodiment of the present invention;



enbodi nent of the present invention; Figure 2 is a

bl ock diagramillustrating a deliver-upon-request
secure el ectronic nessage systemin which both Source
Message Server and Destination Message Server are on
one single Host Conputer for delivering an electronic
nmessage according to an enbodi nent of the present
invention; 5 o DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS Reference will now be nmade in detail to
the preferred enbodi mrents of the present invention,
exanpl es of which are illustrated in the acconpanying
dr awi ngDESVREATEORr Opdssi BREFERREISBENMBORIMERTSe
nunbers are used in the drawi ngs and the description

to refer to. he rreorll art I sho a
exeﬁﬁ{eﬁﬁnﬁe tmﬁ?le théle E‘ﬁe@e l?rﬁ(%é‘ﬁgii %hb%?lerﬁs of the
del i veri ng an EI ectronic Mail Message. A Source .
prejdng Sacpation.i ewmples ofwwhioh drg iusteded 1@W@mpm§ﬁng drawings.
Communi cati on Apparatus used by a Sender, transmits
WheheeEpegiblenihe daid rdéflessageumbers atelisvériy the daawings and the
i ntended El ectronic Ml Address. A Source Message

des&%t\’(ﬁﬁol@fertd’&hb@é’fndz &r lakdfeests. Conput er admi ni strating
t he Sender's account, receives the Electronic WMil

Message fromthe Source Message Client 11 for, delivery
to Fle li hosndedxemplicy pohpéimenr Pf thgdresss! mpention for delivering
Desti nati on Message Server 14, which is a Host

an Eropoiiie MaibMesstgst Adftoung lassEbe Siconl I whéH tsoxl.ocal Computer
associated with the intended El ectronic Mail Address

or CHhaudicResH Ngﬁzﬁhtuls sis@nby & ISeaddr Orads@tgitNEElebiteénic Mail Message
El ectronic Message as the wultimte destination.

forg)l:i)@grﬁr tgaﬁﬂ él%@&q:ﬁg&rogld Mhtll Aﬁdre‘é@'&r{%du?ceal\/fe@%% Server 12,
mmuni cat 1 on par at us used y
whl%ﬁ s R PFos Co%%% 2T Adminis ra?mgqge §| & etrg P oun'&@ééelves the Electronic
Mail Message from the Source Message Client 11 for delivery to the intended
Electronic Mail Address. A Destination Message Server 14, which is a Host Computer
administrating an Electronic Mailbox associated with the intended Electronic Mail
Address that a Recipient is entitled to, receives the Electronic Mail Message as the
ultimate destination. A Destination Message Client 15, which is a Local Computer or

Communication Apparatus used by the Recipient, accesses incoming Electronic Mail

Messages in the Electronic Mailbox.

The Source Message Client 11, the Source Message Server 12, the Destination
Message Server 14, and the Destination Message Client 15 are connecled to
communication networks.

Each of the Source Message Server 12 and the Destination Message Server 14
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Messages in the Electronic Milbox. The Source Message
Cient it, the Source Message Server 12, the
Destinati on Message Server 14, and the Destination
Message Client 15 are connected to comrunication
net wor ks. Each of the Source Message Server 12 and the
Destinati on Message Server 14 6 0 is assigned with a
uni que nane such as Donain Nane that is registered
with authoritative organizations and can be used for
establishing a connection to. For a single Host
Conputer, which perforns as a Source Message Server 12
is fssignodit ok g unifuec haroni smelvidsl Ddssdmdanaribatass gegistered with
Desti nati on Message Server 14 for incomng Electronic
authdrithti M 55280 St0BNANE O4€ bnise doDostatlithNan® cosndededed. For a
The Source Message Cient 11, the Source Message

sin%gws'z Cetputd?e wWhES b ks Méﬁ?gm%égéeger%én 1876k &thoing

stination Message Client 15 all have capabilities o

ener atd ng, Publ i c- Secr et iI.r r ' . :
IR AYPRMERGRs B &0 vt SHuth, HesRp J e B BB incoming
Crypt ogr.aphy. The Source. Message rver 1
legiiris A A HESS A58 298 Moiahe i ners s8oae ! ni ¢ a
Public-Secret Key Pair when it is set up to provide

Ser¥he8surdd MdsYREQAEAPRY ; thAWurdeOIBRBEAEESR1NANE Destination
Publ 1 c- Secret K Pair |ater whenever needed. The

Sour Message erver. 12 ( t QN cpier
MeZREG SErEn I e Pes BBE 113 "L RERF Bpabilivis of
containing a Public-Secret Key Pair.and a .
2eneIRHBE AUohgSErTRe Rah PR ieélc‘iyll?BXg éﬂéemya?nﬁf;ﬁ%cm% Meygages
Public-Secret Key Pair is generated, of all versions.
usiny PullivdeySenypetesridys are kept private by the Source
Message Server 12 (or Destination Message

The Source Message Server 12 (or Destination Message Server 14) generates an
initial Public-Secret Key Pair when it is set up to provide services of cryptography, and
regenerates a new Public-Secret Key Pair later whenever needed. The Source Message
Server 12 (or Destination Message Server 14) maintains a Public-Secret Key Set
containing a Public-Secret Key Pair and a Key Generating Time, which is the
Greenwich Time when the Public-Secret Key Pair is generated, of all versions. All the
Secret Keys are kept private by the Source Message Server 12 (or Destination Message
Server 14). The Source Message Server 12 (or Destination Message Server 14)
provides its Public Key Set, which contains the Public Key and the Key Generating
Time, to its account holders and other parties as described in the following paragraphs.
Further more, the Source Message Server 12 (or Destination Message Server 14)

provides a mechanism, such as using File Transfer Protocol (fip) for exchanging files
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Server 14). The Source Message Server 12 (or
Destinati on Message Server 14) provides its Public
Key Set, which contains the Public Key and the Key
Generating Tinme, to its account hol ders and ot her
parties as described in the foll ow ng paragraphs.
Further nore, the Source Message Server 12 (or
Desti nati on Message Server 14) provides a mechani sm
such as using File Transfer Protocol (ftp) for
exchanging files 70 over the Internet, for the public
to downl oad its nost updated Public Key Set. For a
ovesithg heetdos tloCdrpmithéic  to owahoaddtsf mostsupaieted Bdlicdgey Set. For a
Message Server 12 for outgoing Electronic Mi
sinMe F$&P TonderasvhachDp&EfdriRtdsan SHpss agesshgr Savel 2 ffor outgoing
Incomng Electronic Mail Messages, Public-Secret Key

Elea%ﬁlc oDy ar()% gest AP 65 9 TRAhADHNO N/fé%sag'é atetr 1hamr incoming

mnce as ce Message Server 12 and as a

S tel
B B8 RSB RESERG Y PP B Ve e
Message Server or %rlo age Seryer 14)§S
rothsy (KGR e SRS MBS0, SAYCT IR T STOOE I b Tessage Server

Message Client 15) for the first tine are as foll ows:
14 gepatam¢lyi al | y, when the Sender (or Recipient) uses the
Source Nbssage Cient 11 (or Destination Message

?@8? S%err;s ailmg% %e&?ﬁéﬁhc%ﬁfﬁ o[r?%%g e@@aég RQerver 12
Server (or Destinat ssa Server. .14
<0ré2ﬁ§rleelqve¥§%§@ee §er\%r14>15 BES (Masage i Qéé@éf)e“m“oﬂ
Server 14) encrypts its nDst updated Publ i c Key Set

Mewiagh Qliaet B docthafied tigecarens ilpwsp. The Source Message
Server 12 (or Destination Message Server 14) provides,

1. Initially, when the Sender (or Recipient) uses the Source Message Client 11
(or Destination Message Client 15) to set up a new account corresponding to
an Electronic Mail Address with the Source Message Server 12 (or
Destination Message Server 14), the Source Message Server 12 (or
Destination Message Server 14) encrypts its most updated Public Key Set

with the associated Secret Key.

2. The Source Message Server 12 (or Destination Message Server 14) provides,
as an Information Flow 22 (or Information Flow 26), the encrypted Public

Key Set to the Source Message Client 11 (or Destination Message Client

15).

3. Upon receipt of the encrypted Public Key Set, the Source Message Client 11

(or Destination Message Client 15) downloads, based on a mechanism

8 o



as an Information Flow 22 (or Information Flow 26),

the encrypted Public Key Set to the Source Message
Client 11 (or Destination Message Cient 15). 3. Upon
recei pt of the encrypted Public Key Set, the Source
Message Client 11 (or Destination Message Cient 15)
downl oads, based on a nechanism 8 0 provided by the
Source Message Server 12 (or Destination Message

Server 14) for the public, the nost updated Public

Key Set of the Source Message Server 12 (or

Destinati on Message Server 14). 4. The Source Message

d i entpradidédby Des$durat Messaye Seage 18 (bePestiByion ddesyggesServer
the encrypted Public Key Set with the downl oaded

Publ i ci4fey thebubie:, @dehientpdatEPitiR Keept dithofomoeMssage
Message Server 12 (or Destination Message Server 14),

and enaw @52l hah e BRI Gk 8 Spigpbtal ned fromt he

decryption Is identica e downl‘oaded Public Key

Set. 5. If the decryption succeeds and the two Public
key4Sefte Souece Messape llient he(or Sauticaionbdsmges CliemrltS) tigcrypts
(or Destination Message Client 15) will nmaintain the

Publ i %&%m?gtedopﬁtaicnﬁéyfsammdﬁcmmd\m@ad@d PidblichEBey Set to
decryption fails or the two Public Key Sets are not

| dent i %ﬁlemi%zﬁ]&e theSQH&?ﬁ% (@ sRacs NieQhde ReRLS 10 (&Oiﬁzeéﬂation

L
the admnistrators o he Source MeSsage Server

Ui nod 6iEe: eV Crpe g hPpae B FeAuiltotep me

execut ed once, for an account as % )
decryption is identical to the downloaded Public Key Set.

5. If the decryption succeeds and the two Public key Sets are identical, the
Source Message Client 11 (or Destination Message Client 15) will maintain

the Public Key Set obtained from decryption.

6. If the decryption fails or the two Public Key Sets are not identical, the
Sender (or Recipient) needs to contact the administrators of the Source
Message Server 12 (or Destination Message Server 14) for straightening

things out.

The above steps (1) to (6) only need to be executed once for an account as a

user rather than twice as a Sender and a Recipient separately.

If the Source Message Client 11 (or Destination Message Client 15) already has
a Public Key Set of the Source Message Server 12 (or Destination Message Server 14),

typical steps to update the Public Key Set are as follows:

9o



user rather than twice as a Sender and a Reci pi ent
separately. |If the Source Message Client 11 (or

Desti nati on Message Cient 15) already has a Public
Key Set of the Source Message Server 12 (or

Desti nati on Message Server 14), typical steps to
update the Public Key Set are as follows: 9 0 1.
Whenever the Source Message Client 11 (or Destination
Message Client 15) establishes a connection to the
Source Message Server 12 (or Destination Message
Server 14), the Source Message Client 11 (or

Dest.i ndhirereltbs Sagee MissartClidn) 1p{avDatsatiasMassage Client 15)
Information Flow 21 (or Information Flow 25), the

| ast  r6@Bles akeynéRidaradtthGotictBMedsaid18eiSe-NE €or Destination
Message Server 12 (or Destination Message Server 14)

to thg\ée%géege%% jn)%:sgqgé §§gr§9%%s§acg§ lienPE$ {(biBLdiARion Message

Messa ver ssage Server 12

(or L I on ssage rver. 1 identifies its
Secr et 198{/1 ?é\)s%r%%gf’ea&g‘w ﬁﬁowg(’k@m&ﬂe Oétl?ﬁlﬁ)&nﬁl%}:low 25),
encrypts. its nost updated Public Ke)é Set with tg%
i dent ithe lagf reesdyest K leneyatingybimegooif b Soutcs Messags Y&y ery2 (or
(or Destination Message Server 14) provides, as an
| nf or destimtioR| Mes2ge (Srvémnlér tmtthorboprawMesjaget Hraver 12 (or
encrypted Public Key Set to the Source Message O ient
11 (oDcR@sdtionaénmerssagd)C i ent 15). 4. The Source
Message Client 11 (or Destination Message Cient 15)
decrypts the encrypted Public Key Set with the |ast
recei Vo8 POBES MREGLHTSYUKY 180(Rrc eppadiage Msssage, Sayer 14)
(or Destination Message Server 14) to

identifies its Secret Key associated with the Key Generating Time, encrypts

its most updated Public Key Set with the identified Secret Key.

3. The Source Message Server 12 (or Destination Message Server 14) provides,
as an Information Flow 22 (or Information Flow 26), the encrypted Public
Key Set to the Source Message Client 11 (or Destination Message Client

15).

4. The Source Message Client 11 (or Destination Message Client 15) decrypts
the encrypted Public Key Set with the last received Public Key of the
Source Message Server 12 (or Destination Message Server 14) to
authenticate the identity of the Source Message Server 12 (or Destination
Message Server 14) and to obtain the most updated Public Key Set of the
Source Message Server 12 (or Destination Message Server 14), then updates

the maintained Public Key Set of the Source Message Server 12 (or
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aut henticate the identity of the Source Message Server
12 (or Destination Message Server 14) and to obtain
the nost updated Public Key Set of the Source Message
Server 12 (or Destination Message Server 14), then
updates the maintained Public Key Set of the Source
Message Server 12 (or 10 O Destination Message Server
14) if necessary. Again, the above steps (1) to (4)
only need to be executed once for an account as a
user rather than twice as a Sender and a Reci pi ent
separately. Each of the Source Message Server 12 and

t he DésstumaiondvicdvessBgeer3d) vierecdsdarymai nt ai ns a Ser ver
Dat abase that contains records of information of other

Destinatjion, Message. Servers or Source Message Servers
SuchEHE REGPOYGRER Comnl 4 TeHBtd Bl EouRLgaee Ragh dccoun
Generating Times, etc. Wien a Destination Message

as agger wthel dhangpiSAagraceenipisid gl sargeseparitelycal | ed "t he
initiating party” in the follow ng description,

est bclhi @g% $Bukl M§5§&60§er£& %%%%es%@%ﬁ%%ﬁ(e%ﬁ%% 8Lrver 14

al
12 (or i"natron sage Server

respondin arty" in the foll ow escription, usi.ng.
MAiRtRE SERY sEatsbin Hengaet SR H&P%PD B%?‘%{ Bestprition
the initiating party does not have any Public Key Set
Megshge Rerverssp dadicad pargeyServere sughmstRagistergd Partajn Mpgps. Public
request the responding party to provide its Public Key
KesSeKey Oepeatihg Tehepstcare as follows: 1. The initiating
party will request the responding party to provide the

Py P10 RSB s e e
“‘[he;S ientitiavtv';ntghpagtl;’? in the following description, establishes a connection to a Source
Message Server 12 (or Destination Message Server 14), called “the responding party”
in the following description, using a Registered Domain Name of the responding party,
if the initiating party does not have any Public Key Set of the responding party, the

initiating party will request the responding party to provide its Public Key Set. Typical

steps are as follows:

1. The initiating party will request the responding party to provide the Public

Key Set of the responding party.

2. The responding party encrypts its most updated Public Key Set with the
associated Secret Key, provides, as an Information Flow 32 (or Information
Flow 31), the encrypted Public Key Set and a mechanism of downloading

its most updated Public Key Set to the initiating party.
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associ ated Secret Key, provides, as an Information
Flow 32 (or Information Flow 31), the encrypted
Public Key Set and a nmechani sm of downloading its
nost updated Public Key Set to the initiating party.
11 o 3. The initiating party downl oads the Public Key
Set of the responding party. 4. The initiating party
decrypts the encrypted Public Key Set with the

downl oaded Public Key, and ensures that the Public Key
Set obtained from the decryption is identical to the
downl oaded Public Key Set. If the decryption succeeds
and3t HEetiniaBogpbirty deynlSadsshaPeblicdéen Paalf thetiegponding party.
initiating party adds the Public Key Set from

decrypt,ion.to.its Seryer t.abase. In .above se.

of B bl Pufiftng BeerhntoiE SRERle FASif T ErarfhgTith the
party and_ the responding party, if the initiating.

party demmdeadod RuBliaKpymndengegs Bt therPubhie Keyexg é’ﬁ%’ﬂfﬁé from
party in its Server Database, the initiating party

wi | | ubdateeryptien Hubidemtiddbyto Bet dofnlbdrkdr BsipondiaygSet. If the
party. Typical steps are as follows: |I. The initiating
party detsyiicesuccasdsand thd erdTREblRK &l Otk 3k ifl@ftical, the initiating
Information Flow 32), the |ast received Key

Gener ﬁ)ta qadd e pablid KEH{I KESRARALAIpRG! {oYitd RervdrTitabase.
respondi hg party.

2. e responding party identifies
its Secret Key associated with the Key Generating
Ti niy thermbpyeptase iof sstablsthingpal atredcFRubbétevekie pheSeitiang fparty and
the identified Secret Key, and provides, as an

thel febgondBis patf;| @Wh32in(tRking | pai@r Aledado nhds! OWuBL) , KénSet of the
encrypted Public Key Set to the initiating party. 3.

res%&e??i%mg'%éﬁyﬁhi RSP Yt ARCEMRE SifiifieGReh WRTIaHdRNRhE PulEYKey

r
e | ast
Set of the responding party. Typical steps are as follows:

1. The initiating party provides, as an Information Flow 31 (or Information
Flow 32), the last received Key Generating Time of the responding party to

the responding party.

2. The responding party identifies its Secret Key associated with the Key
Generating Time, encrypts its most updated Public Key Set with the
identified Secret Key, and provides, as an Information Flow 32 (or

[nformation Flow 31), the encrypted Public Key Set to the initiating party.

3. The initiating party decrypts the encrypted Public Key Set with the last
received Public Key of the responding party to authenticate the identity of
the responding party and to obtain the most updated Public Key Set of the

responding party, and then updates the Public Key Set of the responding
12 o



recei ved Public Key of the responding party to
authenticate the identity of the responding party and
to obtain the nost updated Public Key Set of the
respondi ng party, and then updates the Public Key Set
of the responding 12 o party in its Server Database
i f necessary. In the above case of establishing a
connection between the initiating party and the
respondi ng party, if the responding party does not
have any Public Key Set of the initiating party in
its Server Database, the responding party wll
est ablpegh imite SermeciPitebasetionachssaiyni ti at i ng party using
the Regi stered Donain Nane of the initiating party to
obtai n the Publi ey.9et of the.injitiati par.t.y,
o ot 35 of cEMIjifle st el b8 B RAlAKe ppry and
will request the initiating party to provi i
the pepoRdise dartPofdio Ry P%I'FVeg‘?eﬁiDcOit gﬁw@lypg&tlv%x Sei the
initiating party provides, as an Information Flow 31
init{aging Ipaftpimes Server Plathag? yhe fesponRing partereid] otablisha Ngpgection
to the responding party. 3. Right after this
to thenneatih®maitg wlrmesed, Reédigered spanainngampardfythaiihiktiating party to
establish a connection to the initiating party using
obthilehdPaR A S betiRdniABNBE PartNA M8 pical HER £Ohd RWoLRE
steps as in’'the previous descrlpFlon to obtain the
Public Key Set of the initiating party by reversing
t hel.r dhesrespording ipaity i will mgqysat tthe dnidiating eparig's pordevige the
party as the new initiating party does not have any
Publ i RegléeyedS0bmeain Ndme nEveiespomndparty. party. In the
above case of establishing a connection between the
initiating party and tge respondin

F esborlUE iBIBARE PARY RERKPERAS 2 1P %&igﬁréilg@éilf r ofpgmation
Flow 32), its Registered Domain Name to the responding party.

3. Right after this connection is closed, the responding party will establish a
connection to the initiating party using the given Registered Domain Name,
then follow the steps as in the previous description to obtain the Public Key
Set of the initiating party by reversing the roles of the initiating party and
the responding party as the new initiating party does not have any Public

Key Set of the new responding party.

In the above case of establishing a connection between the initiating party and
the responding party, if the responding party already has a Public Key Set of the
initiating party in its Server Database, the responding party will update the Public Key

Set of the initiating party. Typical steps are as follows:

13 o



initiating party in its Server Database, the

responding party will update the Public Key Set of

the initiating party. Typical steps are as follows: 13

o 1. The responding party provides, as an Infornmation
Flow 32 (or Information Flow 31), the |ast received

Key CGenerating Tinme of the initiating party to the
initiating party. 2. The initiating party identifies

its Secret Key associated with the Key Generating

Time, encrypts its nost updated Public Key Set with

the identified Secret Key, and provides, as an )

| nf br nettei wepcRdong Baty(wevidenfagrandnfamaipoWl@p P2 (phknformation
encrypted Public Key Set to the responding party. 3.

The r ddperdinge dast rycetiedr K et Schbetien iy o dhdPinibddtimg Keyty to
Set with the last received Public Key of the

i ni tiahé NEHARLIM,0 authenticate the identity of the
initiating party and to obtain the nost updated Public
Key Set of the initiating party, and then updates the
PubRi cliKeini$gingopathadémifies aits hgeysarifey iapsociatasl Sethvéhe Key
Dat abase i f necessary. Whenever a Recipient's (or
SenderG&krddagt Thad, | @rerivits Sagencst ivpdhted SPubdic Bour$®e with the
Message Client 11) initially generates or regenerates

a PublihgnipRar StereXHaidnd pRRidSBURET &1 SafRktikEYFIBR B1 (or

will be naintained onh the stinati on Message O ient
15 (or .ce ' - b [
R L

Message Server 14 (or Source Message Server 12) that
t he3 Reltieplegpind(n@r parSedideypts Aasemnymed Bublic Wey Bet Theh the last
Desti nati on Message Server 14 (or Source Message

Ser venedeyed it K dyofanC i@ ing PRk @R8 a8t heR@latCOB i ddifiSy of the
records of its user accounts'
initiating party and to obtain the most updated Public Key Set of the
initiating party, and then updates the Public Key Set of the initiating party in

its Server Database if necessary.

Whenever a Recipient's (or Sender’s) Destination Message Client 15 (or Source

Message Client 11) initially generates or regenerates a Public-Secret Key Pair, the

Public-Secret Key Pair will be maintained on the Destination Message Client 15 (or

Source Message Client 11), the Public Key must be reported to and maintained on the

Destination Message Server 14 (or Source Message Server 12) that the Recipient (or

Sender) has an account with. The Destination Message Server 14 {or Source Message

Server 12) maintains a Client Database that contains records of its user accounts'

information such as Electronic Mail Addresses, Public Keys, Key Generating Times,

14 o



informati on such as Electronic Mail Addresses, Public

Keys, Key Generating Tinmes, etc. 14 o Typical steps

of generating and naintaining an initial user's

Public-Secret Key Pair are as follows: 1. Initially,

when a Recipient (or Sender) sets up an account with a

Destination Message Server 14 (or Source Message

Server 12), the Recipient (or Sender) uses a

Desti nati on Message Cient 15 (or Source Message

Cient 11) to log on the Destination Message Server

14 (or Source Message Server 12) using the

Recilppiealt steps(afrgeBentleg 'asd memainii anohifpd ssevsr ibliR-SetTive Key

Desti nati on Message Server 14 (or Source Message
PaibarevRifolldys:provi des its nost updated Public Key Set

to the Destination Message Client 15 (or Source

Message Client 11) as described in the previous

par Agriappiady, whemmy Regaient (94 SeaderMcds iy an agoorpt wiflna Ogptination

Source Message Client 11) generates an initia

Publ i MSsegeberkeyldPa@i Spuandemagst T 13).Pbd ReapBetcioetSender)

Key Set containing the Public-Secret Key Pair and the

Key Ganey aUeB@nalioiBMesdagelOReldaSt (on8bines M&ssrgelidk il enio log

15 (or Source Message Client 11) keeps the Secret Key

Pri vatg: the DelfeuibR Wi RAld S)é?vé\{bﬁﬁ@g %otﬁ;cle lssdor: géﬂ/er 12) using

Source Message Cient 1 encrypts he Recipient's

(or S%R e%lﬁr)en%a@)r go nl.(ljSFIa I[BD A st Set whi ch

cont ai Ns Sendfer s “Publ i ¢ Key and

Key Cenerating Tine, Mﬁth the Public Key of the

Dest.i nafilmatiMasmagessoes Safverl i (001Sobed MessMRsSags 12) provides
its most updated Public Key Set to the Destination Message Client 15 (or

Source Message Client 11) as described in the previous paragraphs.

3. The Destination Message Client 15 (or Source Message Client 11) generates
an initial Public-Secret Key Pair, and maintains a Public-Secret Key Set

containing the Public-Secret Key Pair and the Key Generating Time.

4. The Destination Message Client 15 {(or Source Message Client 11) keeps the

Secret Key private.

5. The Destination Message Client 15 (or Source Message Client 11) encrypts
the Recipient's (or Sender's) password and a Public Key Set, which contains
the Recipient's (or Sender's) Public Key and Key Generating Time, with the
Public Key of the Destination Message Server 14 (or Source Message

Server 12).
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Server 12). 15 0 6. The Destination Message Cient 15

(or Source Message Client 11) reports, as an

Information Flow 25 (or Information Flow 21), the
encrypted password and Public Key Set to the

Desti nati on Message Server 14 (or Source Message

Server 12). 7. The Destination Message Server 14 (or
Source Message Server 12) decrypts the encrypted
password and Public Key Set with the Secret Key of the
Desti nati on Message Server 14 (or Source Message

Server 12), and ensures that the password is

| egbt i Thetlgestigatiorf Messagdddioppl § dor Suseedbbssagad-lidne 11) reports,
password is legitimate, the Destination Message

Ser veras1ldn (laforpatiog eF1Mes 2896 r Shifvetatibn) FRed 210 heéhe encrypted
Public Key Set associated with the Recipient's (or

Senderp'a_§s)w(§§ CRMNPuBIR Iﬁéﬁ et it&Mhe PREGRARE: Mssabé JehRr 14 (or

decryption fails or the password is not |egitimate,

t he aﬁﬂ%ﬁ%%héﬁ%é?§ﬂgérgéhe Desti nati on Message Server

14 (o ource ssage rver 12) need to straighten
things out. As a conmon practice, the user usually

wor gs 1012 [FesshagreMesagd SEIEPLE @ Sotrce Gaedstgy $@at¢rai?) decrypts
Appar atus, which perfornms as a Source Message O ient

11 forpe @H&@%ﬂbﬁ%aﬁﬁ&ﬁr% PulyRS RYSS1 Alkh &8 Rccret Key of the
Desti nati on ssage Cient 15 for incomng Electronic

Mai | f ' ' '
! Iﬁeéﬁﬁ%ﬁot% ﬁ&%s%‘%%sgr&’els %ﬁ?o%%g}(:e 1@48:;58}3%%‘;%‘%?%1{(’9& érﬂures

a sing erfornsas a
Message %erver 12 for.outgoing Electronic Mi
Nbssagggt SE¥o ‘E%@FPH ion Message Server 14 for
i ncom ng El ectronic Mi
8. If the decryption succeeds and the password is legitimate, the Destination

Message Server 14 (or Source Message Server 12) adds the Public Key Set

associated with the Recipient's (or Sender's) account to its Client Database.

9. If the decryption fails or the password is not legitimate, the administrators of
the Destination Message Server 14 (or Source Message Server 12) need to

straighten things out.

As a common practice, the user usually works on a single Local Computer or
Communication Apparatus, which performs as a Source Message Client 11 for
outgoing Electronic Messages and as a Destination Message Client 15 for incoming
Electronic Mail Messages of a user's account, to communicate with a single Host
Computer, which performs as a Source Message Server 12 for outgoing Electronic Mail
Messages and as a Destination Message Server 14 for incoming Electronic Mail

Messages of its user accounts. Therefore, the above steps (1) to (9) only need to be
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Messages of its user accounts. Therefore, the above
steps (1) to (9) only need to be 16 o executed once
for an account as a user rather than twi ce as a Sender
and a Recipient separately. Typical steps of
regenerating and maintaining the user's Public-Secret
Key Pair are as follows: 1. Wenever the Destination
Message Client 15 (or Source Message Client 11)
regenerates the Recipient's (or Sender's)
Publ i c-Secret Key Pair associated wth the
Reci pient's (or Sender's) account, the Destination
exevbisd agee Qi antccowB Fsor uSowatber ks éwge aSl4 Berrden ahd aiRdcipient
mai ntai n the new Public-Secret Key Set as the nost
sepdiaetdy ed version while keeping all old Public-Secret
Key Sets. 2. The Destination Message Cient 15 (or
Sour ce Nbssage Cient 11) keeps all  Secret
pri Vapieal sgps Ph éeageglianﬂ%ﬁmfbma%@wgéh@$eé At uphe- éswet Key Pair
Source Message Client 11) encrypts the Recipient's
are @ofol®evsder ' s) new Public Key Set with the Recipient's
(or Sender s) last Secret Key. 4. The Destination
Mes Cie 5 rce SS ddent .
opbr tecned e DR Bl a5t Lo eS (S Rt Iﬂ’%ﬁ%ﬁheﬂt 1)
Flow 21), the encrypted new Public Key Set to
Dest i Aedeneianehe Reeipsary 6t Sepdesy) f@é’ﬁﬁcsécﬁé@é{gpé‘“ associated
Server 12). 5. The Destination Message Server 14 (or
Sour ceviteths RpeiBertsdpr b2)dederageptist, the Destination Message Client

15 (or Source Message Client 11) will maintain the new Public-Secret Key
Set as the most updated version while keeping all old Public-Secret Key

Sets.

2. The Destination Message Client 15 (or Source Message Client 11} keeps all

Secret Keys private.

3. The Destination Message Client 15 (or Source Message Client 11) encrypts
the Recipient's (or Sender's) new Public Key Set with the Recipient's (or

Sender's) last Secret Key.

4. The Destination Message Client 15 (or Source Message Client 11) reports,
as an Information Flow 25 (or Information Flow 21), the encrypted new
Public Key Set to the Destination Message Server 14 (or Source Message

Server 12).

5. The Destination Message Server 14 (or Source Message Server 12) decrypts

17 o



170 the encrypted new Public Key Set with the

Recipient's (or Sender's) latest Public Key to
authenticate the Recipient's (or Sender's) identity

and obtain the Recipient's (or Sender's) new Public

Key Set. 6. If the decryption succeeds, the

Destinati on Message Server 14 (or Source Message

Server 12) updates the Public Key Set associated with

the Recipient's (or Sender's) account in its Cient

Dat abase. 7. If the decryption fails, the

adm ni strators of the Destination Message Server 14

(or Sdw cecriisd age Bdlwdieyl 33t wikdhe Beeipieal'yfrreyender's) latest
things out. Again, usually the above steps (1) to (7)
only rreellc Keyhe aﬁﬂﬁﬁﬁl&a‘td tlenRecipisn@® (@8 Sendara} hientityhand obtain
twice as a Recipient and a Sender separately. Based on
the ahRVRedFRAfY (B B&lerhNRwPWIRK MeSgage Server 12

and the Destination Message Server 14 ma ntainits
account holder's Public Key Set; the user's Source
Mes8.ade thel dasntptivh sanckedesthe rimsumtldvekl@aigee Seiventl41(Br Source
mai ntain the Public Key Set of the Source Message

Ser vemMdsdagnGetvae mshpdmési o VeblagkeBesar eassdcdatethatvith the
adm ni strate the user's account; and the Source

VeSS age cpfin¢§for endid) | E&%u&eﬁtl‘[sr@‘idn@ DatabRgSage Server

14 maintain each other's Public Key Set as long as a
connecti on has been made; the maintained Public Key

Set s daf trenleeyption fﬁilsdélleiadmimiﬁtgataﬁ Hltee Degimiabon Midspage Server
Message securely. Typical steps of delivering an

El ect nanbcSdvkid Miesigagerver 0 rieed Sestetdghtémthamsiout.ended

Reci pient are as follows: 1. The Sender uses a Source
Message Client 11 to conpose _an El ectronic Mail

Meséaye. yopilydeiaberysters @i E7donboiee [War PXAtFogse as a user
that the Recipient is

rather than twice as a Recipient and a Sender separately.

Based on the above description, the Source Message Server 12 and the

Destination Message Server 14 maintain its account holder's Public Key Set; the user's

Source Message Client 11 and Destination Message Client 15 maintain the Public Key

Set of the Source Message Server 12 and the Destination Message Server 14 that

administrate the user's account; and the Source Message Server 12 and the Destination

Message Server 14 maintain each other's Public Key Set as long as a connection has

been made; the maintained Public Key Sets are needed for delivering an Electronic

Mail Message securely. Typical steps of delivering an Electronic Mail Message from a

Sender to an intended Recipient are as follows:

1. The Sender uses a Source Message Client 11 to compose an Electronic Mail

Message for delivery to an Electronic Mail Address that the Recipient is
18



18 O entitled to, and specify an expiration condition

of the Electronic Mail Message such as "after

delivery to all Recipients”, on a fixed date, or a

conbi nation of both, etc. 2. The Source Message Cient

11 establishes a connection to a Source Message

Server 12 that the Sender has an account wth,

receives (an Information Flow 22) and updates the

Public Key Set of the Source Message Server 12 as
described in the previous paragraphs. 3. The Source
Message Client 11 transmts (an Information Flow 21) .
the FEngded oni endvispeciivegs ay@imabon wendgon cef MesElggionic Mail
Server 12. 4. Upon receipt of the Electronic Mi
Messagdesstfie sBhuac éafde skeigerySer albRetDienk€eps a fixéchdaim, or a
outgoing El ectronic Mil box specifically assigned to

the SepE@faisna¢eeWNtic. 5. The Source Message Server 12
creates an Intend-To-Deliver which is an Electronic

Mai | Massage containing the Sender's nane, the

SenderThs ScBresdylessage Chent| L1 Ag@bbghes agosuasiies fo a gource Message
sendi ng date, sone identification codes of the

El ect rSanvee 1hiHat Mes Sagler HabenRegbwitewild, Doemen (ddahdomiation
the Source Message Server 12, and the Public Key Set

of theSRuRs ;an&/lafmasethewbmske%et o ehePsdrt € Mg gSSterver 12
associ ated with the Sender's account, etc. 6. The

SourC%SMF%?ggg?§¢%¥@éwﬁééég#%a¥%an | nfornmati on Fl ow

23) the e El ectronic Mai
Address. Typical process is to deliver the
3. The Source Message Client 11 transmits (an Information Flow 21) the

Electronic Mail Message to the Source Message Server 12.

4. Upon receipt of the Electronic Mail Message, the Source Message Server 12
keeps it in an outgoing Electronic Mailbox specifically assigned to the

Sender's account.

5. The Source Message Server 12 creates an Intend-To-Deliver which is an
Electronic Mail Massage containing the Sender's name, the Sender's
Electronic Mail Address, a subject, a sending date, some identification
codes of the Electronic Mail Message, the Registered Domain Name of the
Source Message Server 12, and the Public Key Set of the Source Message

Server 12, the Public Key Set associated with the Sender's account, etc.

6. The Source Message Server 12 sends (an Information Flow 23) the Intend-
To-Deliver to the Electronic Mail Address. Typical process is to deliver the

Intend-To-Deliver, as Simple Mail Transfer Protocol (SMTP) does for an
19 ©



I ntend-To-Deliver, as Sinple Mail Transfer Protoco

(SMIP) does for an 19 Electronic Mail Message in the
prior art, in a transport service environment that

provi des an inter-process comuni cati on environnent
covering the conmunication networks. In the

i nter-process conmuni cati on environnment, the

I ntend-To-Deliver is transported via sone Internediate
Message Transporters, which receive an El ectronic

Mai | Message froma Host Conputer and transports the
received El ectronic Mai| Message to anot her Host
Conputiectiogic MeiliNewsgea & thheriel abtip GriFaaspel beradd eayigonment
until arriving a Destination Message Server 14, which
adm nitkdtr mbeslea mnBngatprocisc cMainioationsSabamet gvtehing the
the Electronic Mail Address, as the ultimte

dest i RatinQhication YeRMbrkE AR R in@f- &%sd adrendnitandebiw@hment,
t he Destinati on Message Server encrypts the

R t t ¢
oot | 150 nfenffARLLEY éﬁzﬁan%g ¥ SRS I E iRl Mssage

Desti natli on

Messa Server 1 i shes.@a _conn

Sour od FIRERYTSe e T EEC Rt Vst e’ i Hos
Name of the Source Message Server 12, prOV|des n

| nf or rFeBier Fﬂnév@r@fyort“h@eerﬁ%@lm Elgcirpgic Ml Messags jg| gnother
Key Set and the Regi stered Domain Nanme of the

Dest i rdtst Oamipptss deredebeenyeo the Elagtrohie Mol Acldravp sggigarriving a
Server 12. The Destination Message Server 14 and the
Sour cHvissRgeMSsuyeferldr bd,sohichupdiaingsragacin Blitbtermis Mailbox
Public Key Set as described in the previous

parag ra%laﬁited%lﬂﬁlfe%le&ﬁﬁ% Mial G ddi&ss &RGRY Ritidthte destination.
Reci pient's Public Key Set and updating the

7. Upon receipt of the Intend-To-Deliver, the Destination Message Server 14
encrypts the Recipient's Public Key Set with the Secret Key of the

Destination Message Server 14.

8. The Destination Message Server 14 establishes a connection to the Source
Message Server 12 using the Registered Domain Name of the Source
Message Server 12, provides {(an Information Flow 31) the encrypted
Recipient's Public Key Set and the Registered Domain Name of the
Destination Message Server 14 to the Source Message Server 12. The
Destination Message Server 14 and the Source Message Server 12 also

updates each other's Public Key Set as described in the previous paragraphs.

9. After receiving the encrypted Recipient's Public Key Set and updating the

Public Key Set of the Destination Message Server 14, the Source Message

20 o



Public Key Set of the Destination Message Server 14,

the Source Message 20 O Server 12 will decrypt the
encrypted Recipient's Public Key Set with the Public

Key of the Destination Message Server 14 to obtain and
keep the Recipient's Public Key Set. 10. After

provi ding the encrypted Recipient's Public Key Set to
the Source Message Server 12, the Destination Message
Server 14 wll append the Key GCenerating Tinme of the
Recipient's Public Key Set to the Intend-To-Deliver,

and deposit the Intend-To-Deliver in an incom ng

El ect rSoniee 1Rawvilbdscrypr the teheryResdi ReapientsoPeldiselsay Sgh with the
The Reci pi ent uses a Destination Message Client 15 to

est ablAublic K eycafithe dbéstinadien Meesdge Seirviatlidorn dMesimamel keep the
Server 14, receive (an Information Flow 26) and

updat & Wty Plibise %S&‘?t of the Destination Message
Server 4 as described in the previous paragraphs,
access (an Information Flow 26) the Recipient's

i ncbviAfter Birevitingntbe dvieiry ek Rfemplfalﬁy Hubborkeyg Set to the Source
El ectronic Mail Messages including the

I nt endids0adocdarwer12, he.Ddstindthg MRegdapt Batvedbt edlivbpyead ttlee Key
receive the Electronic Mail Message corresponding to

t he | eapduf TRt bV gk RdcifcdRe PuBlieREy YSED th@ﬁltend To-Deliver,
Destination ~Message Cient 15 to i dentlfy t he

el T O T L

Dest i Elaet];{on .Message Client 15 creates authentication
i nf or GHPIENIRREST s a series of data codes
encrypted with the identified Secret Key.
11. The Recipient uses a Destination Message Client 15 to establish a
connection to the Destination Message Server 14, receive (an Information
Flow 26) and update the Public Key Set of the Destination Message Server
14 as described in the previous paragraphs, access (an Information Flow 26)

the Recipient’s incoming Electronic Mailbox for any incoming Electronic

Mail Messages including the Intend-To-Deliver.

12.If the Recipient determines to receive the Electronic Mail Message
corresponding to the Intend-To-Deliver, the Recipient uses the Destination
Message Client 15 to identify the Recipient's Secret Key associated the

appended Key Generating Time in the Intend-To-Deliver.

13. The Destination Message Client 15 creates authentication information,

which is a series of data codes encrypted with the identified Secret Key.

14. The Destination Message Client 15 creates a Request-For-Mail-Content
210



14. The Destination Message Client 15 creates a
Request - For-Mai | - Content 210 which is an Electronic
Message containing the identification codes of the

El ectronic Mail Message, the Recipient's Electronic

Mai | Address, and the authentication information. 15.
The Destination Message Cient 15 establishes a
connection to the Source Message Server 12 using the
Regi stered Domai n Name of the Source Message Server

12, and provides (an Information Flow 27) the
Request-For- Mai | - Content to the Source Message Server
12. 1evhithponan Elestrpricd¥lesshee Rewjeiadte heridymificaBuncedns,of the
the Source Message Server 12 identifies the

Reci piRadtroaicPulalliMedsaye, ulsé Rgcipieet'ds Heptrbfic ddiil eridessesd the
of the Electronic Mail Message and the Recipient's

El ect amkgtiMabh id8hfss. decrypts the authentication
information with the identified Public Key to

aut henticate the Recipient's identity. 17. If the

Recl piléntDestinaomt Message Clignh éhesloblishds suoorersipulip yhe Source
the Source Message Server 12 provides (an Infornation

Fl ow 28ssideeSaivectizomicg M IRdyBksad Dohgint Keme of the Source
Desti nati on NEssage Cient 15, and records a delivery

st at US/&kedd S@?ver 19idvsbeded an)ﬁi rmasSPLloal 2 thd R«'éhdelé‘tePor-

El ectronic Mail Message. 18. If there are mul'tiple

Reci DI Bn LG RRYR.SS SRSLINCE 37) Shoul d be

execu or each eC|p|en eparately. 19. Based on
the expiration condition of the Electronic Mi
Meskagpontrbeipt 3duhe BclylessiigeMagirUeiterdt? thdeS mik@sMiebsage Server
El ectronic Mail Message fromthe
12 identifies the Recipient's Public Key using the identification codes of the
Electronic Mail Message and the Recipient's Electronic Mail Address,
decrypts the authentication information with the identified Public Key to

authenticate the Recipient's identity.

17. If the Recipient's identity is authenticated successfully, the Source Message
Server 12 provides (an Information Flow 28) the Electronic Mail Message
to the Destination Message Client 15, and records a delivery status such as

“delivered to xxx” associated with the Electronic Mail Message.

18. If there are multiple Recipients, the above steps (7) to (17) should be

executed for each Recipient separately.

19. Based on the expiration condition of the Electronic Mail Message, the
Source Message Server 12 deletes the Electronic Mail Message from the

Sender's outgoing Electronic Mailbox.
224



Sender's outgoing Electronic Ml box. 22 0 Wen the
Destinati on Message Cient 15 sends a
Request - For- Mai | -Content, even if the Sender didn't
encrypt the Electronic Mail Message, the Recipient nay
instruct (an Information Flow 27) the Source Message
Server 12 to do so. Typical steps are as follows: 1.
When the Destination Message Cient 15 sends a
Request - For-Mai | -Content to the Source Message Server
12, the Destination Message Cient 15 adds an
instruction of encrypting the Electronic Miil_ Message
t o theenRéigUeestinfam Myspage Colnang S, seads Af RequeptelcwiMpihd ontent,
t he Request-For-Mil-Content and authenticating the
evdiedi thieefundsr ddntdricyypashe EltdmenabMedl tEseapepthicoRecipient may
based on the instruction of encryption, the Source
insiYRSS AR EnfSBRM RN Hidw M aRH olir&oesase 8e9esBl RMUKRY Typikal steps
Private Key Cryptography, encrypts the Electronic [
areMESSRYE: W th  the chosen Session Key using Private Key
ypt ogr aphy, and then encrypts the Session Key with
the Recipient's Public Key using Public Key
Cr ypt o§hepthe. DStindtiven MHessage ChesisiEgendies RequckREF pr-blaildemtent
(an Information Flow 28) the encrypted Electronic

Mai | VB sigafiftirédicbdage SBGEY PE €Kk 5855108 KRYsdee (1At 15 adds an
Destinati on Message Client 15. 4. After receiving the

encry HL&%CEBI? t%% éﬁgggtth:}@ﬂe_ 1%4%&?@2@ MAP gélagdﬁt@ r{§ gP{eok%Suest-For-

Sessi on Key, ation sage

decr YRl (g gper vpted

2, After receiving the Request-For-Mail-Content and authenticating the
Recipient's identity as in the above description, based on the instruction of
encryption, the Source Message Server 12 randomly chooses a Session Key
of Private Key Cryptography, encrypts the Electronic Mail Message with
the chosen Session Key using Private Key Cryptography, and then encrypts
the Session Key with the Recipient's Public Key using Public Key

Cryptography.

3. The Source Message Server 12 provides (an Information Flow 28) the
encrypted Electronic Mail Message and the encrypted Session Key to the

Destination Message Client 15.

4. After receiving the encrypted Electronic Mail Message and the encrypted
Session Key, the Destination Message Client 15 decrypts the encrypted

Session Key with the Recipient's Secret Key to obtain the Session Key, and
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Session Key with the Recipient's Secret Key to obtain
the Session Key, and 230 then decrypts the encrypted
El ectronic Mail Message with the Session Key to
obtain the Electronic Mail Message in an
under st andabl e format. For conveni ence, the Reci pi ent
may provide a list of Electronic Mail Addresses to
the Destination Message Server 14 and authorize the
Desti nati on Message Server 14 to automatically
collect all Electronic Mail Messages sent fromthe
listed Electronic Ml Addresses. Typical steps are
as folthewdecripts i ericarpted Elehigome gl dessags egitlt the Session Key
Destinati on Message Client 15 to provide (an
I nf or mabbain fhk Glec2Dhicavibil Mesedgeh @c inddrstanddhid format.
Addresses to the Destination Message Server 14. 2.
Upon receipt of an_Intend-To-Deljver f
Recl§i ewpenigngs: thedRqcipientanay ey gd 18@@? E&ct@wcé\ﬁ@hﬁgdresws
the Sender's El ectronic Mil Address agai nst the |ist
to the DEpenaticoiViessigs $erpetdrdeyiemithortze threDSdinden dlessage Server 14
El ectronic Mail Address is covered by the list of
to dnltembiiculy ccoMaet! alAdtbcassieshail Mdedorsisi seat from MesisagieElectronic
Server 14 wll provide (an Information Flow 31) the
MalUddré&ssée'y ﬁl @l pstai€as foSHANAL I On Message Server 14,
i nstead of "t he Rec:| pient's Public Key Set, to the
Source Message Server 12. 3. Then, the Desti nati on
VesbadeitisBy.vibe Resipiendisey the Pestiontert Massaedwianl )l5go provide
Request - For - Mai | - Cont ent cont ai ni ng aut henti cati on
i nf or @ ileformatibrc Flow 28y aatiedod dilagronive M@t reddriéeys @b the
the Destination Message Server 14, to the Source

Mess a%st%%tl\b%rMés?aage Server 14.

2. Upon receipt of an Intend-To-Deliver for the Recipient, the Destination
Message Server 14 checks the Sender's Electronic Mail Address against the
list of Electronic Mail Addresses. If the Sender's Electronic Mail Address is
covered by the list of Electronic Mail Addresses, the Destination Message
Server 14 will provide (an Information Flow 31) the Public Key Set of the
Destination Message Server 14, instead of the Recipient's Public Key Set, to

the Source Message Server 12.

Then, the Destination Message Server 14 sends (an Information Flow 31) a

(S

Request-For-Mail-Content containing authentication information, which is
created using the Secret Key of the Destination Message Server 14, to the

Source Message Server 12.

4. The Source Message Server 12 decrypts the authentication information with
240



4. The Source Message Server 12 decrypts the
authentication information with 240 the Public Key of
t he Destination Message Server 14 and responds (an
Information Flow 32 or 23) with the Electronic Mil
Message to the Destination Message Server 14. 5.
After receiving the Electronic Mail Message, the
Desti nati on Message Server 14 deposits it into the
Reci pient's incomng Electronic Mailbox waiting for
t he Reci pient to access. Based on the above
descri ption, IS obvious that there are many
advantthg &abbie Ketyh@f gree Bepiingting driessege Sangr éérr@ldofeSpws (an
maj or advant ages are: 1. The intended Reci pient can
avoi d Inteeatomdlan Ihdes2I)edithl thet FElenironiviMail Messggeo the
by not sending a Request-For-Mil-Content. 2. The
Reci pirpatinglegsvie@hedgadet g open the | ntend- To- Del i ver
but viewing the basic information in a |ist format.
O her information in the Intend-To- Deliver will be
aut omaiftasaracgivingothes Ekagtibyict Mails Maseaget iz Liestipgiioa Message
capable of obviating the pitfalls enbedded in the
El ect rSemiec Maidepddtssiageto the Rhapiehécinconiicg Miedtronic Mailbox
Message wi || be collected froma Host Conputer that is
aut henr{digal R (RMkdifiemssaenggd W th a uni que Domain
Nane registered with authoritative organizations.
Therefore, the source of the Electronic Mail Message
canBassdicnethe Rbovsdlcaereptiona ke abriownthaf theeecars gzany adrpgages of
2 shows a special case of FIG 1, in which Source And

the Pestatriatdntion, 42d3pme of the major advantages are:

1. The intended Recipient can avoid receiving an undesired Electronic Mail

Message by not sending a Request-For-Mail-Content.

2. The Recipient does not need to open the Intend-To-Deliver but viewing the
basic information in a list format. Other information in the Intend-To-
Deliver will be automatically processed by the system that is more capable

of obviating the pitfalls embedded in the Electronic Mail Message.

3. The Electronic Mail Message will be collected from a Host Computer that is
authenticated and 1s assigned with a unique Domain Name registered with
authoritative organizations. Therefore, the source of the Electronic Mail

Message can be identified and tracked down if necessary.

FIG. 2 shows a special case of FIG. 1, in which Source And Destination
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Message Server 326 is a single Host Conputer that

perforns the functions of a Sender's Source Message

Server and a Recipient's Destination Message Server

for delivering an Electronic Mail Message. In this

case, the execution steps are as same as those

explained in the description of FIG1 with the

exception that the processes between the Source

Message Server and the Destination Message Server are

carried out internally or omtted. The Source Message

Server and the Destination Message Server do not need
Mesgnga beren B stacsingle Hosteeompuiet thaspdriemsithe/fungans of kéender's

Sender and the Recipient can obtain the other party's
Solrub M sdée\Sebatr aadaiRegipiem's ThetiSoionddeAage Dasted foatitlovering an

Message Server 326. The present invention provides a

Elee¥shie VAN dvEsdabedid @itis dekd, vk 8GcHIQL kiephide alybéalme as those
Message in a deliver-upon- ‘request manner. Wi

exﬂﬁ dtﬁé GEdd %hgﬁ‘ of ?Il](‘fé g'd}‘iﬁl h@%%%jtﬁ%ﬁ%it tﬁ@{)}ﬁ)‘g%es BQ%&% the

d not ns I'ons on
the, inve t her. as, an_ex flcatlon
SO%F%%@PF%&'%%%HH@%@ DRbrieD MRk, ST b e S e fgmaly
are possible. It will be apparent to those skilled in
or pRtegr the mpuregaMesiage meener iagdtthe ddeshptiony Miepsage owsveg gy not
be made to the present invention wthout departing
neefirtorauthvetisttoplee other ppiy'd tdeofityt Beth theeSrnidenand the\Rapioft can
the foregoing, it is intended that the present
obthitMBO biheN parOy RiblrOKef Beadakidnsiaahe Svarck atidoDsstdhitibh Message
invention provided they fall within the scope of the
Servéfvpgt ion and its equivalent. 26 0 CLAIMS What is
clainmed is:

The present invention provides a system and method for delivering Electronic
Mail Message in a deliver-upon-request manner. While the above description contains
many specifications, these should not be construed as limitations on the scope of the
mvention, but rather as an exemplification of preferred embodiments thereof. Many

other variations are possible.

It will be apparent to thése skilled in the art that various modifications and
variations can be made to the present invention without departing from the scope or
spirit of the invention. In view of the foregoing, it is intended that the present invention
cover modifications and variations of this invention provided they fall within the scope

of the invention and its equivalent.
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1. A nethod of delivering an electronic mail nessage
froma sending party to a receiving party,
conpri sing: sending an intend-to-deliver containing
sonme basic information of the electronic mail nessage
by the sending party to the receiving party; providing
a public key of public key cryptography by the
receiving party to the sending party upon receipt of
the intend-to-deliver; responding to the
intend-to-deliver with a request-for-mail-content
containing authentication information, which is a
series of data codes enciylpAlddSwith a secret key
associated with the public key, and instructions of
Wideld atgnygdly the receiving party to the sending party
if the receiving party determnes to do so; decrypting

1.t heAai%ﬂPl%thf(‘c@h{féth m BlebBS i@ Mall fbssAoP ¥R & sK®Mng party to a
which is a nenb sel ected fromthe group conS|s%|ng

lecgglgﬂ%ﬂg %#@@”hﬁ% provided by the receiving party and
rc sendi ng party considers to be
trust rth Ee sendi n art t.of the .
st TR MRS G L £ B S oS BrA TG et ¢ clesFonic
request for-mail-content with the el ectronic mai
mapigicssags biyyihe sandingdetiy ig thedeesivins PERE r ecei vi ng party
if and only if the decryption of the authentication
i nf prowglingom pshiacleads public Bey cryptography by the receiving party to the
sending party upon receipt of the intend-to-deliver;
responding to the intend-to-deliver with a request-for-mail-content containing
authentication information, which is a series of data codes encrypted with a secret key
associated with the public key, and instructions of delivery by the receiving party to the
sending party if the receiving party determines to do so;
decrypting the authentication information with a public key, which is a member
selected from the group consisting of the public key provided by the receiving party
and a source that the sending party considers to be trustworthy, by the sending party
upon receipt of the authentication information; and
responding to the request-for-mail-content with the electronic mail message by

the sending party to the receiving party 1if and only if the decryption of the

authentication information succeeds.
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