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A message signal which is to be securely communicated is encoded in a wireless communications system, using a preselected code, to
generate an encoded signal. A radio frequency signal (RF) representative of the encoded signal is transmitted, wherein the radio frequency
siy:ﬂ(k?)mymhbeymdﬂsepudeﬁumnwdhounduy(&). A code signal (CODE) representative of the preselected code is also
transmitted, wherein the propagation of the code signal (CODE) is confined within the predetermined boundary (62). At a comresponding
receiver {70 and 72) within the predetermined boundary (62), the code signal (CODE) and radio frequency signal (RF) are received. The
::lo:;edsimnmmmdbyﬁeMbﬁeqmysiyﬂ(RF)kdeeodedhndupm&embc&deﬁemaﬂummdwm




WD 96/ 34470 . PCT/ US96/ 02602 - 2-
céellular-type service within a buil ding. The building may be divided into a
plurality of mcrocells, wherein each microcell corresponds to a roomor a
fkoor of the buil ding. The boundary of each microcell nmay defined by 5
walls, a floor, and/or a ceiling of its corresponding room Si gnal s
transmtted_wthip one mcrocell may intrude into another m whi ch
may be an aaﬁ%%gﬂﬁmfloor or an adjacent roomin the buildigg? ezggcaped
signals may then be received by unintended or 10 unaut hori zed |i steners.
The |l ack of security which results is of particular inportance in business
coomuni cations conducted in proximty to conpetitors and potential
eavesdroppers. Summary of the Invention 15 i s an obj ect of

comuni cat | MFURPRE AND %x%ﬁﬁ#@ﬁ#ﬁﬁ%@%ﬁﬁ@&%&%%ﬂ pouNpARY

further object to provide a nethod and a system for establishing a secure
wireless mcrocell 20 Wi thin a predetgerm pe dary. In carrying out
t he .above objects, the present inventioﬁﬁﬂghﬁﬁﬂd%gﬂaa met hod of secure
wirel ess communi cation within a predeterm ned boundary. The net hod

includes a step of encoding a e ode
to generate an%encoded si gnal TW‘% §§g3F§ Eﬁlre%ﬁionl ncl u esﬁ%f&?p&%;s g.mﬁ

transmitting a systems for providing a secure wireless communication

1ink between a transmitter and a receiver.

Backaround of the Invention

Cellular radio communication is an established

10 technology wherein an area of communication coverage is
divided into a plurality of cells. Each of the cells
includes a base station equipped with a transceiver
. which communicates with mobile transceivers contained
within the cell. The base station communicates with the

15 mobile transceivers using radio frequency signals.
Typically, the base station is linked to a communication
network, such as a public telephone network, to provide
an overall communication 1link between each mobile

transceiver and the communication network.

20 Each cell has a boundary defined by an area of
domination of a particular base station transmitter
contained therein. The cells can range in size from a
radius of one mile or less to 25 miles or more, with the
size being determined by the transmitted signal power

25 and the height of the antenna used by the base station.
Although each cell is substantially dominated by a
single base station, radio frequency signals from
adjacent cells also propagate within each cell.

Problems of interference resulting £rom
30 adjacent cell propagation arise when utilizing a



radi o frequency signal representative of the encoded signal. Finally, a
step of transmtting a code signal representative of the presel ected code
is perforned, 30 wherei n propagation of the code signal is confined
within the predeternned boundary. WO 96/ 34470

PCT/ US96/ 02602 -3- Further in carrying out the above obj ects, the present
I nvention prgw nmet hod of receiving a secure, wreless L.eation
of a rressagewgil%’rﬁﬁﬁ?&l The net hod includes a step of receivi nﬁ%ﬁgi gnal
5 representative of a presel ected code. The net hod further includes a
step of receiving a radio frequency signal representative of an encoded
signal. Finally, a step of decoding the encod@d signal based upon the
presel ected code to recover the nessage signal is 10 perfornmed. Stil
further in carrying eallulas -5¥0¢ 86y tee Witdhist andbudddi BBOVlHBB Brilding
performthe steps Ofmatwebeamwadaanﬁneaed Prhifality B adcroedlls) heherein

jeatures, —aspects. 2Bt wirocell’A0EAIGS ML (N° LR by QV??BBP%W the

become better under regar owi'ng descriptron appended
claims, and acconpariuidgisgani Fee baunderyres gagh micrerelhdnay AREA9edFPGURE
1is a flow di ggramypf11d) eberidEntand/c20a ceilinghed dtssedtrespbhaings
communi cation MAthIQx%mn Signals transmitted within one microcell may
intrude into another microcell, which may be an adjacent
floor or an adjacent room in the building. The escaped
signals way then be received by unintended or
10 unauthorized listeners. The lack of security which
results is of particular importance in business
communications conducted in proximity to competitors and

potential eavesdroppers.

Summary of the Invention

1s It is an object of the present invention to
provide a method and a system for wireless communication
which is secure within a predetermined boundary.

It is a further object to provide a method and
a system for establishing a secure wireless microcell
20 within a predetermined boundary.

In carrying out the above objects, the present
invention provides a method of Bsecure wireless
communication within a predetermined boundary. The
method includes a step of encoding a message signai

25 using a preselected code to generate an encoded signal.
The method further includes a step of transmitting a
radic frequency signal representative of the encoded
signal. Finally, a step of transmitting a code signal
representative of the preselected code is performed,

30 wherein propagation of the code signal is confined
within the predetermined boundary.



predet erm ned boundary; FIGURE 2 is a flow diagram of an enbodi nent of a
nmet hod of receiving a secure, wireless comuni cati on of a nessage signal;
25 FIGURE 3 is a block diagramof an enbodi ment of a system
for secure wireless comruni cation within a predeterm ned boundary; and
FIGURE 4 is a schematic, block diagram of an WD 96/ 34470

PCT/ US96/ 02 = 4. enbodi nent -of a wreless mcrocell confi ridok @b n
accor dance \;q\ngéﬁ"ﬁel‘r%ﬁdi ments of the present invention. Best %‘({jes ori
Carrying Qut The Invention Referring to Figure 1, there is shown a flow 5
di agram of an enbodi nent of a nmethod of secure w reless conmunication

w thin a predeterm ned boundary. The predet®y m ned boundary nmay be

defined, for exanple, by walls, a ceiling, and a floor of a room The
met hod i ncl udes a step of enm%ralne@%@g@-f& gu&l theiahpve objects, the

presel ected Codef §ré§éh€at1;hﬁehﬁieh0%&&de‘éheammg Sd)ﬂnaﬂece&vangl goal
representative of a nessage i.ch is to comunicat e a
typi cal nessages whPEAMHRY ‘ﬁ&%ﬁ?@ﬁ%ﬁ‘?%%&é%d&?%’% gg é‘ SUC.,f:I 3s a
spoken nessage, andmetbadndssdydes The atepsaof Slepedving a gegepesignal
either an analgg si gagkeéeﬁia@iv@ 01 falprdgidletle@r Nbodé £f r #RkY . métitod
nmessage signal is enc
further includes a step of receiving a radio frequency
signal representative of an encoded signal. Finally, a
step of decoding the encoded signal based upon the
preselected code to recover the message signal is
10 performed.

8till further in carrying out the above
cbjects, systems are provided which perform the steps of
the above-mentioned methods.

These and other features, aspects, and

15 advantages of the present invention will become better

understood with regard to the following description,
appended claims, and accompanying drawings.

ef r

FIGURE 1 is a flow diagram of an embodiment of
20 a method of secure wireless communication within a
predetermined boundary:

FIGURE 2 is a flow diagram of an embodiment of
a method of receiving a secure, wireless communication
of a message signal;

25 _ FIGCURE 3 is a block diagram of an embodiment
of a system for secure wireless communication within a

predetermined boundary; and

FIGURE 4 is a schematic, block diagram of an



using a code-division nmultiple access (CDVA) encodi ng schene. In
code-division nultiple access, the 20 presel ected code has the form
of a periodic binary sequence. Typically, the péfrodic binary sequence is
based upon a pseudo-randomdigital key which is periodically repeated. By
repeati ng the pseudo-random key, the periodic binary sequence

provi des eterm nistic waveform whi ch resenbles a |.C or
random wav ef m I ous types of code-division nultiple ac&@%i ng

schenmes may be enpl oyed. Using a direct- sequence CDVA schene, as is
known in the art, the 30 periodic binary sequence is used to nodul ate

t he- mnessage signal to generate an encoded sigagd. |f the nessage WO
96/ 34470 PCT/ US96/ 02602 signal is a

digital signal havi ngmhogiwenti of od wirelpsss micwocedla asnfigyratianpl dyed

to nodul ate -the pol apicbyr@hnéd Geiie] |GilicaieRRBYof CEhE HrRsehtPiiavehyiohhe

~bit period of the blnary sequence is selected to be 5 | ess than the bit
period of the nessage signal. Another type of CDNA encodlng scheme known in

the art is frequency-hopped Fh g gt it e dagentdonA schenes,

a radio frequency carrier is frequency nDduIated by the periodic

bi nary sequence before being 10 nodul at ed by the nessage signal

Regardl ess of the specific enchefexrinchdme Rigurezdd, tPﬁEesf-%psg wR R o9y

results in the gener @iagam of an embodiment of a method of secure wireless
communication within a predetermined boundary. The

predetermined boundary may be defined, for example, by

walls, a ceiling, and a floor of a rcom. The method

includes a step of encoding a message signal using a

10 preselected code, as indicated by block 10. The message

signal is a signal representative of a message which is

to be communicated. Examples of typical messages which

may be communicated include audio wessages such as a

spoken message, and data messages. The message signal

15 may be in either an analog signal form or a digital
signal form.

Preferably, the message signal is encoded
using a code-division multiple access (CDMA) encoding
scheme. In code-division multiple access, the

20 preselected code has the form of a periodic binary
sequence. Typically, the periodic binary sequence is
based upon a pseudo-random digital ke? which is
periocdically repeated. By repeating the pseudo-random
key, the periodic binary sequence provides a

25 deterministic waveform which resembles a stochastic or
random waveform. ’

Various types of code-division multiple access
encoding schemes may be employed. Using a direct-
sequence CDMA scheme, as is known in the art, the

30 periodic binary sequence is used to modulate the message
signal to generate an encoded signal. If the message



of, an encoded signal. The encoded signal may be in the formof either a
baseband signal or a radio frequency 15 signal dependi ng upon_the
encodi ng schene. A step of transmtting a radio frequency signal
representative of the-encoded signal is performed next, as indicated by

bl ock 12. If the encoded signal is in the formof a baseband signal, the
step of 20 woldeBl@g tting may further include a step of nD@eppkddiased " adi o
frequency carri‘er 1h dependence upon the encoded signal to formthe radio
frequency signal . If the encoded signal is in the formof a radio
frequency signal, the encoded signal nmay be transmtted w thout 25
performng a further step of nodulation. The +s4dio frequency signal

provides an encrypted representation of the nessage signal which is to be
comuni cated in a w si¢mal kenacdigitdl neignak hawing fa cpfurality @pfaldata

encr ypt ted sgcurl é ytﬁ &hedé% da&assaﬂ@sl aren e&p:lwwhl rtct EﬁoﬂﬁﬁﬂtleOfthe
propagat i on beyon e et e ary,.as_long as the presge

code is unknown to uﬂaﬁgﬁ'&'?z énkﬁeuﬁFﬁ ﬂ Pirary pgyquence I@W %
PCT/ US96/ 02602 - 6- If.ha mwmwmhegbimrk@pmda sel;gqj:edctmdrra

with a CDMA schene, %:P egie ﬁsaml tREPfSSSadtS s1gnat .{ Canother
unaut hori zed o:?unl n en?ie st{ﬂt;,enersrﬁé/r I ndi cat ed ﬁck%{% t he net hod
further 5 i ncl udeSyPa afie f en t?’r’hﬁ"‘eag'&‘fa‘e igj fhg art is

frequency-hopped CDMA. In frequency-hopped CDMA

schemes, a radio frequency carrier is frequency
modulated by the periodic binary sequence before being
10 modulated by the message signal.

Regardless of the specific encoding scheme
utilized, the step of encoding results in the generation
of an encoded signal. The encoded signal may be in the
form of either a baseband signal or a radio frequency

15 signal depending upon the encoding scheme.

A step of transmitting a radio £frequency
signal representative of the encoded signal is performed
next, as indicated by block 12. If the encoded signal
is in the form of a baseband signal, the step of

20 transmitting may further include a step of modulating a
radio frequency carrier in dependence upon the encoded
signal to form the radio frequency signal. If the
encoded signal is in the form of a radio frequency
signal, the encoded signal may be transmitted without

25 performing a further step of modulation.

The radio frequency signal provides an
encrypted representation of the message signal which is
to be communicated in a wireless manner. Since the

_ radio frequency signal is encrypted, security of the
30 message is maintained in the event of propagation beyond
the predetermined boundary, as long as the preselected

code is unknown to unauthorized or unintended listeners.



representative of the preselected code. The formof the code signal is

sel ected so that propagation thereof is confined within the predeterm ned
boundary. Preferably, the code signal is in the formof a |light signal

such 10 as an infrared light signal or an ultraviolet |ight signal.
Infrared light does not penetrate solid objects, such as walls,
floors, and | ol . Moreover, infrared |ight does not pe ﬁéﬁ%ﬁﬁ?ndard
wﬁnﬂom/glasgﬁy a ?esult, the presel ected code is obscuregﬁ%ﬁom

unaut horized listeners. Alternatively, the code signal may be in the form

of an ultrasonic signal. If the preselected code includes a periodic binary
sequence, the code signal nmay be representati-ée of a single period of the
sequence. The single period 20 of the ,sequence may be subsequently

retransnitted; howeks aipseudenyandome digisralokeynhde, dsedndp congynsEirad
to CorreSpgnd to Lh&vﬂﬂ'{ié)lctmlfk tdrt:.eae&equenéeraﬁ’mfﬁmbiencj heighade appgags i s
transmitted at a bit_rate |less than S re
preferably, 25 t ft® AYES iﬁ"&ngf’a}lgf'&r@%zn%éﬁc%{]g"éﬁg‘t%ggsg?t i?%?éen?%és)'s t han

that of the message signal. Turning nowto Figure 2, there is shown a flow

di agram of an enbodi nent of aagetihadcatedchpi Nidgk a4, ale mebhiod Eusther
communi cation Qf a nes siqgal jnclug R .of

receiving a co Si g’rf"<‘;1‘|’sfl es nt%‘f’ér?/h: g? tﬁgang%‘gggF%Qq ed gzggfig;gs:.gnal
i ndi cated by bl ock 2fepresentatiivecdfithe prepelegbedcatescr Thei foxm of the
code signal is selected so that propagation thereof is
confined within the predetermined boundary. Preferably,
the code signal is in the form of a light signal, such
10 as an infrared light signal or an ultraviolet 1light
gignal. Infrared light does not penetrate solid
objects, such as walls, floors, and ceilings. Moreover,
infrared light does not penetrate standard window glass.
As a result, the preselected code is obscured from
1s unauthorized listeners. Alternatively, the code signal
may be in the form of an ultrasonic signal.

If the preselected code includes.é.periodic
binary sequence, the code signal may be representative
of a single period of the sequence. The single period

20 of the sequence may be subseguently retransmitted;
however, it is not necessary for the retransmission
period to correspond to the period of the sequence.
Preferably, the code signal is transmitted at a bit rate
less than that of the encoded signal. More preferably,

25 the code signal is transmitted at a bit rate less than
that of the message signal.

Turning now to Figure 2, there is shown a flow

diagram of an embodiment of a method of receiving a
secure, wireless communication of a message signal. The

30 method includes a sgtep of receiving a code signal
representative of the preselected code, as indicated by -

block 20. ‘As mentioned in the foregoing description,



WO 96/ 34470 PCT/ US96/ 02602 -7- the
code signal is preferably a |ight signal, such as an infrared |ight signal
or an ultraviolet light signal, whose propagation is confined within the
pr:edet er m ned boundary. Al ternatively, the code signal may be an 5
ultrasonic signal. Also in a preferred embodi ment, the code signal is
representati | east one period of a periodic binary Sdassosi ch
forms a pse o%m digital key. The method further includes axmstep
of 10 receiving the radio frequency signal representative of the
encoded signal, as indicated by block 22. Preferably, the radio
frequency signal is representative of a CDMA~gmcoded version of the message
signal forned using the predeterm ned code. 15 A step of
decodi ng the encoded:hs odle bignal Ui preferpblyct dight edgnals pueh @add as

i ndi gag ed by Ibl OC:<f %}ffﬁéf‘l&g@ﬁmﬁ%ﬂﬂs dia)hrpa.llﬁifdﬁlaﬁ@th Aigheodignaa,
encoded signa e code si pr.ovi i_nary .sequence
in synchronizati on WHIPS &F q_pbagg? on 1Pn°3n§’? '?félh"g’b C}h "F?ea%?ees’%& d
signal, then the codmwidary. na;klberdatmlsy. ut-hel zodei rsmaﬁlommgba amnep
of coherently %ecoduﬂ&ztath%ﬁ%cgﬁ adi 9"Riao lih & edeﬁsea%ﬁﬁb&m the

schene, to recover t nes,;s ) I’OVI des si ngl e
period of 25 t he $9f% ﬁ?'gé’gauéﬁc’éep’f'ﬁ%e%’{aéﬁvﬁ °§ef‘,‘5d2ﬁ§5 eps
of storing the single parisaiiobinarybisequeneequbick, faams ragmmxdiﬂmdohe
periodic binary sequ&yﬁdlnl‘tey’re synchroni zation with the sequence utilized
in

The mwmethod further includes a step of
10 receiving the radio frequency signal representative of
the encoded signal, as indicated by block 22.
Preferably, the radio frequency signal is representative
of a CDMA-encoded version of the message signal formed

using the predetermined code.

15 A step of decoding the encoded signal based
upon the preselected code is performed as indicated -by
block 24. Various approaches may be utilized to decode
the encoded signal. If the code signal provides the
periodic binary segquence in synchronization with its use

20 in a step of encoding the message signal, then the code
signal may be directly utilized in performing a step of
coherently decoding the encoded signal, in accordance
with a CDMA scheme, to recover the message signal.

If the code signal provides a single period of

25 the binary sequence, the step of decoding may include

steps of storing the single period of the binary

sequence, and regenerating the periodic binary sequence

in time-synchronization with the sequence utilized in

the step of encoding. Then, the encoded signal may be

30 coherently decoded in accordance with a CDMA scheme

using the regenerated periodic binary sequence to
recover the message signal. '



the step of encoding. Then, the encoded signal may be 30 coherently
decoded in accordance with a CDVMA schene using the regenerated periodic
bi nary sequence to recover the nessage signal. 7 WO 96/34470
PCT/ US96/ 02602 -8- Referring now to Figure 3, there is shown a bl ock

di agram of an enbodi ment of a systemfor providing a secure wreless -
conmmuni cati o Hvﬂlf between a transmtter unit generally i!;gqh' ﬁ%fﬁg" by

ref erence 5 n“"onur‘ngr“al 30, and a receiver unit generally indicate f
reference nuneral 32. The transmtter unit 30 provides a system for secure
wi rel ess communi cati on of a nessage signal within a predeterm ned boundary
34. -The receiver unit 32 provides a system for8feceiving the secure, 10

Wi rel ess communi cation of the nmessage signal. The transmtter unit 30

i ncl udes an encoder 36 to whi cRefexring sagw €9 gfitgures Hhpprhexe & shaw ided

earlier, the message pigdhalii A§¥aRof iahhehbodimdtl @F &1 dysten'for Prviding
signal representative of a messa?ﬁ ]g to be c.or;rCEuLnincaéﬁd. T%eetoweeré%odear‘
36 encodes the nessage sTYFHE usYREEEEHT o EPIHREFAERGR ittt PR codle
generator 40, and tysmemitSer amnitncgererakiyndndipagedr abyy, refierence

generator 40 geger at gqndxA" B0JI anli Aak¥csHRtie NGRi tU YeHeraldyeudai cateans
digital key. 20 codey 6

I n re%e ed errgodimets t n
encodes the nessage HEFEXERGE: ﬂﬁmgr% dﬁ'di FrE ﬁansmfttér ualt 30 provides
a system for secure wireless communication of a message
signal within a predetermined boundary 34. The receiver
unit 32 provides a system for receiving the secure,

10 wireless communication of the message signal.

The transmitter unit 30 includes an encoder 36
to which the message signal is applied. As described
earlier, the message signal may be either an analog
signal or a digital signal representative of a message

i5 to be communicated. The encoder 36 encodes the message
signal using a preselected code generated by a code
generator 40, and generai:es an encoded signal.
Preferably, the code generator 40 generates a periodic
binary sequence using a pseudo-random digital key.

20 In preferred embodiments, the encoder 36
encodes the message signal using a code-division
multiple access encoder (not specifically illustrated).
The code-division multiple access encoder may utilize a
direct-sequence CDMA scheme, a frequency-hopped CDMA

25 scheme, or other CDMA schemes.

The transmitter unit 30 further includes a

transmitter 42 operatively associated with the encoder

36. The transmitter 42 transmits a radio frequency
signal representative of the encoded signal. If the

30 encoded signal is a baseband signal, the transmitter 42
may include a radio frequency modulator (not
specifically illustrated) to modulate a radio frequency



mul tiple access encoder (not specifically illustrated). The code-division
mul tiple access encoder may utilize a direct-sequence CDVA schene, a

frequency- hopped CDVA 25 schenme, or other CDVA schenmes. The transmtter
unit 30 further includes a transmtter 42 operatively associated with the

encoder 36. The transmtter 42 transmts a radio frequency signal

r epr esent at ivy@?@{“.;ohe encoded signal. [If the 30 encodepaintiigibces 2a
baseband signal, the transmtter 42 may include a radio frequency
nodul at or (not specifically illustrated) to nodul ate a radi o frequency
WD 96/ 34470 PCT/ US96/ 02602 - 9-
carrier in dependence upon the encoded signat®9+o formthe radi o frequency
signal. |If the encoded signal is already in a radio frequency form the

transmitter need notarpiendinadspendenes uppn the encoded signal e uERXMI n
the transmitter uni théOra8id Eregtéhéycsidgalperif | vk YeRESAEd o fghal tist he

code generator 40. The.transm tter ' e . si.gnak
representative of tﬁ%rﬁ?gge*‘gc g@%@dgéeﬁgﬂég‘r%&(ﬁ tq%% (%‘aggglil"&ﬁ%ﬂ: ‘l‘%ed
sel ected so that itsopripeliasde on mplulator. confined within the
predeterm ned boundary 34. Preferably, the code signal is in the form of

2y 21 gnal and, et anorh LT, bl el VASend | LA bETERCS
the transmtter 44 pmansmitter 44 operatively associated with the code
generator 40. The transmitter 44 transmits a code
signal representative of the preselected code. The form
of the code signal is selected so that its ‘propagation
10 is confined within the predetermined boundary 34.
Preferably, the code signal is in the form of a light
signal and the transmitter 44 includes a light-emitting
element (not specifically illustrated) to transmit the
code signal. For example, the transmitter 44 may
15 include an infrared light emitter for transmitting an
' infrared-light code signal, or an ultraviolet light
emitter for transmitting an ultraviolet;light code
signal. Alternatively, the code signal may be an
acoustic signal such as an ultrasonic signal.

20 The code signal may be representative of the
repeating, periodic binary sequence provided to the
encoder 36 by the code generator 40. Here, it is
preferred@ that the code signal transmitted by the
transmitter 44 be in synchronization with the encrypted

25 ° signal transmitted by the transmitter 42.
Alternatively, the code signal may be representative of
a single period of a periodic binary sequence. Here,
the code signal may be subsequently retransmitted at a
time interval different from the period of the binary

30 sequence. '

The receiver unit 32 includes a receiver 46
which receives the radio freguency signal representative



15. include an infrared light emtter for transmtting an infrared-Iight
code signal, or an.ultraviolet [ight emtter for transmtting an

ultraviolet-light code signal. Alternatively, the code signal nay be an
ac'oustic signal such as an ultrasonic signal. 20 The code
signal may be representative of the repeating, periodic binary sequence
provided to t der 36 by the code generator 40. Her e perhicod
preferred thgﬁst e code signal transmtted by the transnittgfﬂgg eﬂ?n
synchroni zation with the encrypted 25 si gnal transmtted by t he
transmtter 42. Alternatively, the code signal may be representative of

a single period of a periodic binary sequencelOHere, the code signal nay be

subsequently retransmtted at a_time interval different fromthe period of
the binary 30 seqeientke eReodedcpignalini ¢ THe FREPIVET MRilEcédpydurkher
whi ch receives the ragirudes iicregeBiegnNd0 rifiicts ardosiives thel\Bode/ i4mal

PCT/ US96/ 02602 -10- of fhe encaded & %e.%%%ﬁé&%%i V&dgeini t 182 fur EB?E'[ e

i ncl udes a recei ver 5PV T Tecel ves signal representative o
presel ected code. signak isodn thgrferm of a4 1ight Gignad. sthe gracediverapo
the receiver 5G5 tjyik£rly Y irdltidedesa aliyhghdecedtennig nGelenetitent(nofnot

speeL el Ly, T uet et s p Sl A ooh o hn LnAld ek

or an ultraviolet detector. Alternatively, the receiver
50 may include an audic sensing device if the code
signal is in the form of an acoustic pressure wave.

10 The receiver unit 32 further includes a
decodexr 52 operatively associated with the receivers 46
and 50. The decoder 52 decodes the encoded signal
provided by the receiver 46 based upon the preselected
code provided by the receiver 50. If a CDMA encoder is

15 employed in the transmitter unit 30, then the decoder 52
includes a CDMA decoder (not specifically illustrated).
The CDMA decoder may decode the encode signal in
accordance with a direct-sequence CDMA scheme, a
frequency-hopped CDMA scheme, or other CDMA schemes.

20 "~ If the code signal provides the periodic
binary sequence in synchronization with its use in the
encoder 36, then the code signal may be directly
utilized in the decoder 52 to coherently decode the
encoded signal to recover the message signal. If the

25 code sBignal provides a single period of the binary
sequence, the decoder 52 may include a storage device
for storing the single period of the binary sequence,
and a code generator which regenerates the periodic
binary sequence in time-synchronization with the

30 sequence generated by the code generator 40. Then, the
encoded signal may be coherently decoded in accordance
with a CDMA scheme using the regenerated pericdic binary
sequence to recover the message signal. '



50 may include an audi o sensing device if the code signal is in the form of
an acoustic pressure wave. 10 . The receiver unit 32

further includes a decoder 52 operatively associated with the receivers
46 and 50. The decoder 52 decodes the encoded signal provided by the
recei ver 46 based upon the presel ected code provided by the receiver 50. If
a CDVA encogy ogriaatd® enployed in the transmtter unit 3@cThisesn602e
decoder 52 includes a CDVA decoder (not specifically illustrated). The CDVA
decoder may decode the encode signal in accordance with a direct-sequence
CDMA schene, a frequency-hopped CDVA schene, or other CDVA schenes. 20 '
If .the code signal provides the periodic brhdry sequence in

synchroni zation with its use in the encoder 36, then the code sjgnal may be
directly utilized in the decoddr 18 npted Hhate fax, tWocway ?ﬂ'@““é‘%‘%ﬁ"e’c?%ﬂ' Ghal
to recover the nessagefanédelidter unfitt Bon€aining dsbrlsiagezhnpnbvtersumitsiarsl e

period of the binary, Seunlfs whif f¢MRraanctR1t N Yt prasshe’ Alerdiat: e

for storing the sing?e period o binary sequence, and a code generator
whi ch regenerates thwaydre othidigesary sequence in time-synchronization with
t he 30 sequence generated by the code generator 40. Then, the encoded

IRt A iage YT R o T S
96/ 34470 illustrated a schematic, bloclp@i/agzasy 0fcan embodiment
of a wireless microcell configuration in accordance with
embodiments of the present invention. A building 60
includes a room 62 defined by walls 64, a ceiling (not
10 specifically illustrated), and a floor {(not specifically
illustrated). The room 62 includes a base transceiver
unit 66 as described herein which communicates with
mobile transceiver units 70 and 72 located within the
room 62. The building 60 has a room 74 adjacent to the
15 room 62. The room 74 has its own base transceiver unit
76 which communicates with a mobile transceiver unit 80.

The base tranaceiver units 66 and 76 utilize
different preselected codes so that radio frequency
signals which penetrate the walls 64 appear as noise to

20 an unintended mobile transceiver units. For example,
the radio frequency signals generated by the base
transceiver unit 66 appear as noise to the mobile
transceiver unit 80. As a result, radio communications
are secure within specified rooms of the building.

25 Further, within the same room, the mobile transceivers
can be made to respond only to .certain codes to limit
access to particular wireless channels. Consequently,
embodiments of the present invention may be utilized to
create a security  hierarchy  wherein infrared

30 vgpotlights" may be employed to create limited areas
within which higher security channels may be utilized
along with lower level channels.



-11- It is noted that for two-way conmmunication, a transceiver unit
containing both a transmtter unit and,a receiver unit in accordance with

t hé present invention ndy be utilized. 5 Referring now to
Fi-gure 4, there is illustrated a schematic, block diagram of an

enbodi mrent of a wireless microcell configuration in accordance with

enbodi nent s resent invention. A building 60 includ 62
defined by V\lg‘{qw a ceiling (not 10 specifically illugﬁ.’g , and a
floor (not specifically illustrated). The room 62 includes a base

transceiver unit 66 as described herein which comunicates with nobile
transceiver units 70 and 72 |l ocated within thg+oom 62. The buil ding 60 has
a room 74 adjacent to the 15 room 62. The room 74 has its own base
transcei ver unit_ 76 whi _ch conMopecwes \_/ai_tlmobi_ﬂrabii'ecem:sceini&r mayt Be.
The base transcei Vercdﬂfi%rgﬁ Yl BErEbihi a8 HddRiLNin Prespbisbed S 0dRe SO

that radi o frequency sig whi ch penetr_at& %he vwa%l s, 64 aggear as ngl se
to 20 an uni nt endkeaedected; cedecxegeived; from e basepBEation.  4HPH
frequency signals genengile] bhetlecdirsa unibsmay transnit £t alExtameasagei se
to the nobil e transcei \er It r r agi q | G.atsl e
secure within ts?peci fciief'l eé e 5%&%13 gﬁgﬁéﬁ%ﬁ lﬂ.?#g%e%@ﬂé?ﬁ%?{o‘iwhé g?ﬁttéﬁé
same room the nobi IBY t inAeEReXaking shhee regedvey MBdSontntR ¢ tRiece t8fn
codes to |imt accessqiipniedit!,i Candl dirketeng @aso@e s spoelightcrdntc the
enbodi ments of the R S':%;lneng 'tqunéé%imaggiﬂéféfzﬂ Eﬂecé&?{;ﬁnentamay be

ei’'n ]

security hi er ar chy
established.
10 The above-described embodiments of the present

invention have many 'advant:ages. By utilizing encrypted
radio €£requency communications with a confined
transmission of a preselected code, the radio frequency
signal may be transmitted at a sufficient signal

15 strength within the cell without concern for the
security of signals leaking out of the cell.

Embodiments of the present invention are not
limited to ultra-high radio frequencies or to cellular
networks. Embodiments of the present invention may be

20 applied to standard portable telephones in order to
enclose the area of communication within one room or a
suite of rooms. Further, embodiments of the present
invention may be utilized as a foundation of a
transponder system for use with active employee badges

25 or equipment identification tags.

It should be noted that the present invention
may be used in a wide variety of different constructions
encompassing many alternatives, modifications, and
variations which are apparent to those with ordinary

30 skill in the art. Accordingly, the present invention is
intended to embrace all such alternatives,
modifications, and variations as fall within the spirit



30 "spotlights" may be enployed to create |imted areas w thin which
hi'gher security channels may be utilized along-with | ower |evel channels.
WO 96/°34470 PCT/ US96/ 02602 -12-
Moreover, a nobile receiver unit may be configured to performan action in
response to the presel ected code received fromthe base station. For
exanpl e, the receiver unit may transmt an alert nessage 5 rcn%%ﬁﬁmﬁfde
"spptlight"'ﬂPPQ%?EH t hereon is not detected. By incorporatihg e receiver
unit into a piece of equipnment, and directing a code spotlight onto the
equi pnment, a security perineter for the equi pnent may be established. 10
The. above-descri bed enbodi mnents of the presenyai.nvention have many
advantages. By utilizing encrypted radio frequency comunications wth
a confined transm sandnbpdad grcselofctthe apgendédeclaihsn. frequency si gnal
may be transmtted at a sufficient signal 15 strength within the cel
wi t hout concern for the security of signals |eaking out of the cell.
Enbodi ments of the present invention are not limted to ultra-high radio
frequencies or to cellular networks. Enbodi nents of the present invention
may be 20 applied to standard portable tel ephones in order to enclose
the area of communication within one roomor a suite of roons. Furt her,
enbodi ments of the present




I nvention may be utiTized as a foundation of a transponder system for use

with acti or equi pnent identification tags. It
shoul d be\lmﬂmnnm" E mFesent i nvention may be used in a wide variety of
ferent construct®ors enconpassi ng nmany al ternatives, nodifications, and

varlatlons whi ch are apparent to those with ordinary 30 skill in the
art. Accordin I¥E the present invention is intended to al
such alter .. modi fications, and variations as fall within ﬂ?ﬁ
spirit WO 96/ 34470 PCT/ US96/ 02602 -13 - and broad
scope of the appended cl ai ns. WO 96/ 34470

PCT/-US96/ 02602 -14- What is Clained is: 1. A-gagthod of secure wirel ess
comuni cation of a nessage signal within a predeterm ned boundary, the

met hod conpri sing t hghatt t9€1afmedSis: encoding the nessage
si gnal usi ng a presel ected code to generate an encoded signal;

transmtting a radi o frequency si gnal representatlve of the eq;oded
signal; and transnitting a code si gnaethehofs8REAre Wirgiess communicat

of a message signal within a predetermined boundary, the
method comprising the steps of:
5 encoding the message signal using a
preselected code to generate an encoded signal;
tranemitting a radio frequency signal
representative of the encoded signal; and
transmitting a code signal representative of
10 the preselected code, wherein propagation of the code
signal is confined within the predetermined boundary.

2. The method of claim 1 wherein the message
signal is encoded using a code-division multiple access
scheme.

1S 3. The method of claim 1 wherein the

preselected code includes a binary sequence.

4, The method of claim 3 wherein the binary
sequence is periodic based upon a pseudo-random digital
key.

20 5. The method of claim 3 wherein the code
signal is transmitted at a bit rate less than a bit rate
of the encoded signal.

6. The method of claim 3 wherein the code
signal is transmitted at a bit rate less than a bit rate
25 of the message signal.

7. The method of claim 1 wherein the
predetermined boundary is defined by at least one wall,
a floor, and a ceiling.



thelﬁ resel ected code, wherein propagation of the code signal is

wher ei n
scheme. 15 : The nmethod of <claim 1 wherein the
presel ected code i ncl udes a bi nary sequence. 4. The nethod of claim3
wherein the equence i s periodic based upon a pseudoyp SeM260201 t al
key.. 20 Wm‘ﬁ : The net hod of claim 3 wherein thet?nﬁe signal is
transmitted at a bit rate |l ess than a bit rate of the encoded signal. 6.
The nethod of claim3 wherein the code signal is transmtted at a bit rate
| ess than a bit rate 25 of the nmessage sigaes- 7. The nmethod of
claim 1 wherein the predeterm ned boundary is defined by at |east one

confl ned Mmm ﬁllﬂlﬁ termned boundary. 2. The nmethod of claim1
i s encoded using a code-division nultiple access

wall, a floor, and a ceiling. 8. V\O['b@/lgq of claim 1 wherein the radio
PC/ US96/ 02602 - 15- 8. freﬁ&.eyet £f $ deed1ep&ydnd heheaGreadetedunaned
si gnal propagates beyon % e pre eterm ned oundary. 9. The nmet hod of

claim1 wherein the X¥- signal is a light signal. 10. The nethod of

claim9 wherein the code
9. The method of claim 1 wherein the code
5 signal is a light signal.

10. The method of claim 9 wherein the code
signal is an infrared light signal.

11. The method of claim 9 wherein the code
signal is an ultraviolet light signal.

10 12. The method of claim 1 wherein the code
signal is an ultrasonic signal.

13. A method of secure wireless communication
of a message sighal within a. predetermined boundary
defined by at least one wall, a floor, and a ceiling,

15 the method comprising the steps of:

‘encoding the message signal wusing a
preselected pseudo-random digital key to generate an
encoded signal, the message Signal encoded by a code-
division multiple access scheme;

20 transmitting a radio fregquency signal
representative of the encoded signal, the radio
frequency signal propagating beyond the predetermined
boundary; and

transmitting a code signal representative of

25 the preselected pseudo-random digital key, the code
signal selected from the group consisting of an infrared
light signal, an ultraviolet 1light signal, and an
ultrasonic signal, wherein propagation of the code
signal is confined by the predetermined boundary.

30



gnal is an infrared |ight signal. 11. The nethod of claim9 wherein the
code SII ﬂnm"mtmmmm}lmw olet light signal. 10 12. The .
met hod in the code signal is an ultrasonic signal. 13. A

nmet hod of Sechir€® wi'rel'ess comunication of a nessage signal within a
predet ermi ned boundary defined by at |east one vall, a floor, and a

ceiling, 15 thod conprising the steps of: encodi ng ﬁlgﬁq?mgessage
si gnal usiﬁﬂn&agtﬂfeselected pseudo-random di gi tal key topggnera e an
encoded signal, the message signal encoded by a code- division nmultiple
access schene; 20 transmtting a radio frequency
signal representative of the encoded signal, iige radi o frequency signal

propagati ng beyond the predeterm ned boundary; and transmtting da code
signal representative of 25 14he hmedicdc pédreseiding adecutegi vitekeys

t he code signal sele of r
g e@toﬁﬁmbaeatw& AUResSA5é Hilgha10f e e n\étfrfoa Egm#:i'ﬂging

signal, an ultraviol ht SI? and an ul trasoni ¢ signal, el n
propagati on of the c&de § §RE| °t s confi ned by the predetern1ned boundary.
30 WO 96/ 34470 receiving a code signal selBEEed/SHo?6tRe

-16- 14. A nethgd Ofg&%ﬁﬁrgdﬂiigtiﬁﬁug% éMifﬁﬁ?ssignal and an ultrasonic
signal, the code signal representative of a preselected
code;

receiving a radio frequency signal
representative of an encoded signal; and
10 decoding the encoded signal based upon the
preselected code to recover the message signal.

15. The method of claim 14 wherein the code
signal is an infrared light signal.

16. The method of claim 14 wherein the code
15 signal is an ultraviolet light signal.

17. The method of claim 14 wherein the
preselected code includes a binary sequence.

18. The method of claim 17 wherein the binary
sequence includes a pseudo-random digital key.

20 19. The method of claim 18 wherein the step
of decoding the encoded signal includes the steps of:
storing the pseudo-random digital key; and
decoding the encoded signal in accordance with
a éode—division.multiple access scheme using the pseudo-
25 random digital key.

20. A method of receiving a secure, wireless
communication of a message signal, the method comprising
the steps of:

receiving a code signal representative of a



communi cation of a message signal, the method conprising the steps of:

recei vi EﬂummmmﬂM&ﬂFeI ect ed fromthe 5 group consisting of a |ight
si gnal signal, the code signal representative of a
preselected code;" rece|V|ng a radio frequency signal representative

- of an encoded signal; and 10 decodi ng the encoded signal based
upon the pr Lﬁﬁﬁ d code to recover the nessage signal. 15erhiRsiibiod of
claim 14 mhgigl e code signal is an infrared light signal. 16. The
met hod of cla|n114 mherein t he code 15 signal is an ultraviolet |ight

signal. 17. The nmethod of <claim 14 wherein the preselected code

I ncl udes a binary sequence. 18. The nethod ofigkaim 17 wherein the binary
sequence i ncludes a pseudo-randomdigital key. 20 19. The
met hod of clai m 18 vpxeseleatesd peeudotrandoui digital denddthesicpdd sigraldes

the steps of: stori ”Seié@cé@@ﬂﬂr 'i:ﬁedeﬁbﬁﬂ: Wdridigdtl¥g 8RlafHeEREldfed N8ight
encoded signal in acc ce mnth a 0 ix gkoninul |pIe acces schene
usi ng the pseudo- 25° gnéi;] ﬁfﬁﬁip E&y gt AlFtho QHQﬁfQ%C

secure, wireless congigmakii on of a nessage signal, the nethod conpri sing
the steps of: rgceiving a codgydRgl thePpSesdd HdntonPdiGital key;
receiving a radio frequency signal
representative of an encoded signal; and
decoding the encoded signal to recover the
message signal, the encoded signal demodulated in
10 accordance with a code-division multiple access scheme
using the pseudo-random digital key.

21. A system for secure wireless
communication of a message signal within a predetermined
boundary, the system comprising:

15 an encoder which encodes the message signal
using a preselected code, the encoder generating an
encoded signal; -

a first transmitter which transmits a radio
frequency signal representative of the encoded signal;

20 and

a second transmitter which transmits a code
signal representative of the preselected code, wherein
propagation of the code signal is confined within the
predetermined boundary.

25 22. The system of c¢laim 21 wherein the
encoder includes a code-division multiple access
encoder.

23. The system of c¢laim 21 wherein the
preselected code includes a binary sequence.

30 24. The system of claim 23 wherein the binary
sequence is periodic based upon a pseudo-random digital



WD. 96/ PCT/ US96/ 02602 -17-
presel '! mguﬂl Eudom di gital key, t,he code signal selected fromthe

group nfrarea Tight signal, an ultraviolet |ight signal,
and an uItrasonlc si gnal ; storing t he pseudo-randomdigita
key; receiving a radlo frequency signal representative of an

encoded signal, ecodi ng the encoded signal to recover t
- o it - Heeiaas

signal, the i gnal denodul ated in 10 accordance w
code-division nultiple access schene using the pseudo-random digital key.
21. A system for secure W rel ess communi cation of a nessage

signal within a predeterm ned boundary, the syg-em conprising: 15

an encoder which encodes the nmessage signal using a preselected code, the
encoder generating arkegncoded signal; a first transmtter which transmts a
radi o frequency signal representative of the encoded signal; 20 and a
second transmtter which transmts a code S|92§% representative of th

presel ected code, wherein propagatibhe HAYIHEN ign2f whexsir; Fhe ﬁf?ﬁln
the predeterm ned bowidmal ig8Stransmitted at aXRit rhte legsithan of bitl rate

21 wherein the e”CQQ?EhEPQhHgﬁédasﬁﬁﬂﬁrﬂiViSi0” mul ti pl e access encoder.

5 26. The gystem of claim 23 wherein the code
signal is transmitted at a bit rate less than a bit rate
of the message signal.

27. The system of claim 21 wherein the
predetermined boundary is defined by at least one wall,
10 a floor, and a ceiling.

28. The system of claim 21 wherein the radio
frequency signal propagates beyond the predetermined
boundary.

29. The system of claim 21 wherein the second
15 transmitter includes an infrared light emitter for
trangsmitting the code signal, whereby the code signal is

an infrared light signal.

30. The system of claim 21 wherein the second

transmitter includes an ultraviolet light emitter for

20 transmitting the code signal, whexreby the code signal is
an ultraviolet light signal.

31. The system of claim 21 wherein the second
transmitter includes an ultrasonic transducer for
transmitting the code signal, whereby the code signal is

25 an ultrasonic signal.

32. A system for secure wireless
communication of a message signal within a predetermined



23. The sisten1of claim 21 wherein the presel ected code includes a binary

sé_qu_e_ncﬂl lﬂ{)mﬂ“"uium,um 24. The_systemof claim 23 wherein the binary
sequenc ed upon a pseudo-random di gi t al WO 967 34470 '

PCT/U896702%02'-f8-5ke9. 25. The system of claim 23 wherein the code signal
Is transmtted at a bit rate less than a bit rate of the encoded signal. 5
26. The systemof claim 23 wherein the code signal is tragéﬁhk t a bit
rate less t Pt rate of the nmessage signal. 27. The system of claim?21
wherein the predeterm ned boundary is defined by at | east one wall, 10 a
floor, and a ceiling. 28. The systemof claim21 wherein the radio
frequency signal propagates beyond the predefg-~m ned boundary. 29. The
system of claim 21 wherein the second 15 transmtter includes an
infrared |ight em tbeundapy defimed tby nat t beastndeneiwakl, ahBladyy, tdred cwde
signal is an infrar kQht S : : emof claim?21 wherein the
second transnmitter ?%%#Eggé %%gu ﬁgéPSFéggﬁﬁéﬂ%°enitter for 20 .
transnitting the code signal ,2fRdendiviigdononelEinie aqeess, encpdsyi which

| i ght signal. encodes the message signal using a preselected pseudo-
‘ 5 random digital key, the encoder generating an encoded
signal;

_ a first transmitter which transmits a radio
frequency signal representative of the encoded signal,
the radio frequency signal propagating beyond the

10 predetermined boundary; and
a second transmitter which transmits a code
signal representative of the preselected pseudo-random
digital key, the code signal selected from the group
consisting of an infrared light signal, an ultraviolet
15 light signal, and an ultrasonic signal, wherein
propagation of the code signal is confined within the
predetermined boundary.

33. A system for receiving a secure, wireless
communication of a message signal, the system
20 comprising:
a first receiver which receives a radio
frequency signal representative of an encoded signal;
a second receiver which receives a code signal
representative of a preselected code, the code signal
25 selected from the group consisting of a light signal and
an ultrasonic signal; and
a decoder which decodes the encoded signal
based upon the preselected code, whereby the decoder
recovers the message signal.

30 34. The system of claim 33 wherein the code
signal is an infrared light signal, and wherein the
second receiver includes an infrared detector for
receiving the infrared light signal.



31. The sys em | wherein the second transmtter includes an
ul't raso f transmtting.the code signal, whereby the code
S|'g_na1‘ | ”m ”%onl C signal. 32. A system for secure

W r el ess comruni cat -a message signal wthin a predeterm ned WO
96/ 34470 PCT/ US96/ 02602 - 19-
boundary defined by at |east one wall, a floor, and a ceili ﬁsﬁﬁsﬁi’“em
conpri si ng: H"éé/aﬁ?ji vision multiple access encoder which eﬂg%ues e
nmessage signal using a presel ected pseudo- 5 random di gital key, the

encoder generating an encoded signal; a first transmtter which transmts a
radi o frequency signal representative of the_ggcoded signal, the radio
frequency signal propagati ng beyond the 10 pr edet er mi ned boundary; and a
second transnmitter which transsi. tsThecsﬂstqhgusmchmr e niiniveia thet Bode

presel ect ed pseudo- rgipgv‘q C %[@.l sel
group consisting of amin ?Lare I t "3?’3%& i) av]i olaqf& ‘%@e‘}fe‘ifl‘ EE?
signal, and an ulﬁ%@t#n%iec%}‘gﬁél J.ncm%,;,npp BEARLPLRL ofetagtepdEor

signal is confined wéddéivime thectdtteaviobet Miymasigndd. A system for
receiving a secure, wreless communication of a nessage signal, the
system

Y 5 36. The system of claim 33 wherein the code

signal is an ultrasonic signal, and wherein the second
receiver includes an ultrasonic transducer for receiving
the ultrasonic signal.

37. The system of claim 33 wherein the
10 preselected code includes a binary sequence.

38. The system of ¢laim 37 wherein the binary
sequence includes a pseudo-random digital key.

39. The system of claim 38 wherein the
decoder includes:
15 a storage device for storing the pseudo-random
digital key; and
a code-division multiple access decoder for
decoding the encoded signal using the pseudo-random
digital key.



20 conprising: a first receiver which receives a radio frequency signal
répresentative of an encoded signal; -a second receiver which receives a
code signal representative of a preselected code, the code signal 25
selected fromthe group consisting of a light signal and an ultrasonic
signal; and a decoder which decodes the encoded signal based upon the
presel ected ereby the decoder recovers the nessage_si 0

34. The sygﬁgﬂigfmclain133 wherein the code signal 'is an F%#&%gggﬂ@ight
signal, and wherein the second receiver includes an infrared detector for
receiving the infrared |ight signal. 18 96/ 34470

PCT/ US96/ 02602 -20- 35. The systemof claim 33 wherein the code signal is

an ultraviolet light signal, and wherein the second receiver includg¢s an
ultraviolet detector for receiving the ultraviol esslight signal. 5
36. The system oR claim & wherei ndihe code si gn&# an ul trasoni ¢
signal, and where)n the sepond receiger includes &=2ulltrasonic trangducer
for receiving | rasaiilc signall 37 The systéﬁﬁ? claim 33 whegein the
10 presel ecfed co inghude al bi naryj sequence. 381 The system off claim
37 wherein the| biwary oo w F‘m
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sequence includes a pseudo-random digital

38__wherein

the decoder includes:

15

key. 39.

The systemof claim
a storage device for

storing the

decoder for decoding the encoded signal

key.

pseudo-random di gi t al

key

; and a code-division nultiple access

usi ng the pseudo-random di gital

WO 96/34470 PCT/US96/02602
2/2
5 8
(=] St Wl
L oF (&) pua 7+
He —_— e mg
=353 =]
x | Zee— | &%
T
[« =
F4
’I
© ’
N ,,’
"
’l
”
,I
’,
N e
\-—-—“'ﬂs 3 I’
I’l
’I
”
I’.
w A
8 S W
’ ’
S 2 S
l"‘ "' Q 83
R / =
.
3 & \_\
~ BE o o
25 N N
s
o
\-\ \
] =
[ <) A
2 =
(0}



