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Fig. 1 

  

extracting new infrastructure elements from the database using the rule created (106) 

assigning tags corresponding to specific malwares or cybercriminals to the new elements, and storing the results in the 

database (107) 

creating rules of searching new infrastructure elements based on the detected statistical relationship (105) 

detecting statistical relationships between at least one parameter of at least one obtained infrastructure element and at 

least one parameter of at least one additional infrastructure element (104) 

analyzing the obtained at least one infrastructure element and at least one related parameter, and the additional 

infrastructure element and at least one related parameter (103) 

extracting from a database at least one parameter of the infrastructure element, at least one additional infrastructure 

element that is used by the same malware or cybercriminal as the obtained infrastructure element, and at least one 

parameter of at least one additional infrastructure element (102) 

receiving a request comprising at least one infrastructure element and a tag that this element belongs to a malware or 
cybercriminal (101) 
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