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BACKGROUND OF THE | NVENTION This invention relates to digital signatures.
More particularly, this invention relates to the use of digital signatures
and certificates for digital 5 signatures in a comercial cryptographic
system for enforcing security pol i cies and authorization requirenents in a
manner that reduces risks to the users. Public-key cryptography is a nodern
conputer 10 security technol ogy that cah~support the creation of

paper| ess el ectroni c docunent systens, providing that the user's digital
'si.gnature on an el ectronic docunent, that is, the user's electronic
~authentication and verification of the el ectronic docunent, can be given 15
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mul tilateral -systens in which any 20 entity can, in theory, correspond
with any other entity in a legally provable manner, . assum ng that proper
security controls are observedBAGKGRQ d ENRIQNwW | | have enornous

 connerc|aI This invention relates to digital signatures.
‘More particularly, this invention relates to the use of
digital signatures and certificates for digital
5 sighétures in a commercial cryptographic system for
enforcing security policies and authorization
' requirements in a manner that reduces risks to the

users. _
Public-key cryptography is a modern computer
10 | security technology that can support the creation of
paperless electronic document systems, providing that
the user’s digital signature on an electronic document,
that is, the user’s electronic authentication and
verification of the electronic document, can be given
15 sufficient practical and legal meaning. Such paperless
electronic document sjstems, or "document
architectures," will encompass not only trading
partners operating under standard bilateral contracts
but also global multilateral systems in which any
20 entity can, in.thebry, correspond with any other entity
| in a legally provable manner, assuming that proper
security controls are observed throughout.
These systems will have enormous commercial
significance because, in many cases, cost reductions on
25 the order of 10-to-1 can be realized over current paper
transaction procedures. This improvement is '
'sufficiently dramatic such that many organizations
would, for economic and competitive reasons, be
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least with paper, however, the 'signer retains the basic
wcontextual controls® of document preparation and
physical delivery. On a digitally signed electronic
document, on the other hand, a signer controls only the
encoded signature. All time, place and_mannerxcontrols
are absent, and nothing distinguishes a valid user
signature from one fraudulently produced by another
user who somehow obtained the first user’s smart card
and PIN. It would not take too ﬁany multi-million or
multi-billion dollar losses to erase all the savings
produced by this "newfangled" office-automation_
technology. Therefore, digital signatures will see
early use only in consumer "electronic coin purse”
applications, where-exposuré:is low, and in wholesale
financial transfers, as to which extremely tight
security procedures are already the norm. However,
these uses will have little general commercial impact.
Thus far, major corporations and banks have
declined to invest in these technologies due to. lack of
vell-defined risk models and auditing standards and due
to uncertainties regarding legal and liability issues.
Serious invgétmgnts to commercialize digital signitures
will occur only after leading national auditing and’
legal experts have ruled that: these systems contain
adequate security controls to warrant reliance in
mainstream intra- and inter-corporate business
transactions, typically in the $10,000 to $10 million
range. In order for this goal to be achieved, security
controls must be formulated to reduce the riské of

15
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- algorithms for encryption. In symmetric (conventional)
cryptography, as shown in FIGURE 1(a), the sender and
recipient of a communication share a secret key 11.

10 This key is used by the sender, the originator of a
communication, tc.encrypt the message 12 and by the
recipient of the communication to decrypt the message
13. It may also be used by the recipient to
authenticate a message by having the sender use the

15 secret key to compute some function such as a Message

' Authentication Code (MAC) based upon the message; the
recipient thus can be assured of the identity of the
originator, because only the sender and the recipient
know the secret key used to compute the MAC. DES is an

20 example of a symmetric cryptographic system.

| In asymmetric (public key) cryptography, shown in
FIGURE 1(b), different keys are used to encrypt and
decrypt a message. Each user is associated with a pair
of keys. One Xey 15 (the public key) is publicly known

25 and is used to encrypt messages 17 destined for that
user, and the other key 16 (the private key) is known
only to that user and is used to decrypt incoming
messages 18. Since the public kéy need not be kept
secret, it is no longer necessary to secretly convey a

30 shared encryption key between communicating parties
prior to exchanging confidential traffic or
authenticating messages. RSA is the most well-known
asymmetric algorithm.
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to validate the data, the recipient decrypts it with
10 the sender’s public key. If the message is.
successfully decrypted using the sender’s public key,
the message must originally have been encrypted by the
sender, because the sender is the only entitﬁ that
| knows the corresponding private key. Using this method
15 = of signing documents; the encrypted message is bound to -
the signature, because the recipient cannot read the
message without decrypting the signature data block.
The signaturé-encrthedVmessage can then be encrypted
to the recipient using the recipient’s public key, as
20 usual. :
Digital signatures may also be formed using
asymmetric encryption algorithms as described below and
as illustrated in FIGURE 2. To sign a message, the
- message 20 is first digested (hashed) into a single
25 block 22 using a one-way hash'functidn 21. A one-way
hash function has the property that, given the digest,
it is computationally infeasible to construct any
message that hashes to that value or to find two
meésages that hash to the same digest. The digest 22
30 ~ is then encrypted with the user’s private key 23, and
the result 24 is appended to the;encrthed or
unencrypted message as its signature 25. The recipient
uses the sender’s public key 26 to decrypt the
signature 25 into the hash digest 22. The recipient
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appended to a nessage data unit, and allows the recipient to prove the
origin of the nmessage data unit and to protect it against forgery. Sone
“asymmretric 5 algorithms (for exanple, R{A) can al so provide

aut henti cation and non-repudi ation through use of digital signatures. In
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' Separating the signature from the message in this
ﬁay, that is, not réquirinq the sender and recipient to
10 encrypt and decrypt the entire message in order to
verify the signature, greatly reduces the amount of
data to be encrypted. ' This is important because public
key algorithms are generally substantially slower than
conventional algorithms, and processing the entire
15 message in order to verify a signature would require a
significant amount of time. The signature process also
- introduces redundancy 1ntn the message, which, because
the message must hash to the specified digest, allows
the recipient to detect unauthorlzed changes to the
20 message. ' '

A digital signature_provides the security services
of (a) integrity, beéauée'any modification of the data
being signed will result in a different digest and thus

~ a different signature, (b) origin authent;cation,

25 because only the holder of the private key
corresponding to the public key used for validation of
the signature could have signed the message; and (c)
non-repudiation, as irrevocable proof'to a third party
that only the signer, and not the recipient or its

30 employees, could have created the signature. A
synmetric secret Xkey authenticator, for example the
X9.9 MAC, does not provide these services, since either
of the two parties can create the authenticator using
their shared key. '
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the s&nder. "PRES5#7: Cryptopzap H’eh‘eﬁéﬁi@ﬁ &m&rﬁe%@@ﬁas signature by

Security, Inc., 1993, which is hereby 1ncorporated by
reference. Each signature structure on a document will
contain an indication of the certificate needed to
validate the signature along with a bit string

10 containing the actual signature. Additionally, other
'information'relevant to the particular signer may be -
included in an individual signature computation.. This
per-signer information may be included in the signature
computation as "signature attributes._

15 . In order for one user to 1dentify another user for
transmission of a message in a way that ensures the
second user’s possession of a private key, the first
user must be able to obtain the other user's public key
from a trusted source. As is well-known in the art, a

20 framework for the use of public key certificates was
defined in "X.509: The Directory: Authentication
Framework " CCITT, April, 1993 ("X. 509"), which is
hereby incorporated by reference. These basic public
key certificates bind a user’s name to a public key and

25 are signed by a trusted issuer called a Certification
Authority (CA). Besides containing the user’s name and
public key,'the certificate also contains the issuing
CA’s name, a serial number and a validity period. '

Although X.509 does not inpose any particular

- .30 _structure on the ca:, many implenentations £ind it
- reasonable.to impose a hierarchical structure in which'
each CA (in general) certifies only entities that are
subordinate to it. Hence, we can construct a hierarchy
of Cas, as shown in FIGURE 3, in which the higher level
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symetric secret key v&fh@@ilQéé@fitioiréﬁﬁﬂﬁcfufﬂﬁ define mechanisms
to construct a certification path through the hierarchy
10 to obtain a given user’s certificate and all Ca
certificates necessary to validate it. These
architectures share the common characteristic that a
user need trust only one other public key in order to
obtain and validate any other certificate. The trusted
15 key may be that of the top-level CA (in a centralized
trust model) or of the local CA that issued the user’s
certificate (in a decentralized model). |
Certificates also contain an expiration date. If
it is necessary to cancel a certificate prior to its
20 ~ expiration date, such as if the name association
becomes invalid or the corresponding private key is
lost or compromised, the certificate may be added to
the CA’s certificate revocation list (CRL) or "hot
list." Thie list is signed by the CA and widely
25 distributed, possibly as part of the CA’s directory
entry. The certificate remains on the CRL until the
certificate’s expiration date.
- Often certain information concerning an entity or
. . CA needs to be made available in a trusted manner. In a
30 secure X.500 Directory, this information would be
retrieved via standard Directory operations and the
result would be signed by the Directory. 1In the
absence of such a secure X.500 implementation, this
information is placed in an attribute certificate,
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art, a corresponding private key, as one form of
identification. Attribute certificates are linked to
the user’s basic public key certificate by referencing
the basic certificate's serial number and are revoked
10 by an identical parallel CRL mechanism. Attribute
certificates are discussed further in "X9. 30 Part 3:
Certificate Management for DSaA," ANSI xsr1, June, 1994,
and U.S.. Patents Nos. 4,868,877, 5,005,200 and
5,214,702, which are all well-known in the art and are
15 all hereby incorporated by reference.

An attribute certificate is a structure separate
from a public key oertificate because proper separation
of duties may often'reqhire that the CA that issues the
attribnte'certifioate be different than the CA that

20 issues the public key certificate. A central CA might
rarely of itself possess the required security or
authority to "sign for" all of a user’s authorizations.
Having separate CAs generate various types of attribute

 certificates distributes risks more appropriately. In

25 addition, the defined attributes may not be required
for all domains, networks or applications. The need
for these attributes and for additional domain-specific
attributes is determined by each domain.

The user’s basic public key oertificate remains

30 : X.509 oompatihle, allowing its use with other

~ applications and allowing use of commercial products
for oertificate:generation. :

It is desirable to be able to construct a trusted
organization that utilizes digital signature and
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10 It is further desirable to reduce the risks
associated with digital signature systems, particularly
with end-user smart'cards, by building on this use of
public key certificates and attribute certificates.

_ It is further desirable to prevent the use of such

15 a digital signature system by any party that might'
purport to "accept" a transaction in contravention of
the applicable authorization certificates when that
party had not signed the applicablg "system rules"
agreement pertaining to that system of communicating

20 signer authorization. '

SUMMARY OF THE INVENTION
These and other objects of the invention are
accomplished in accordance with the principles of the
25 invention by providing a system for securély using
digital signatures in a commercial cryptographic system
that aliows industry-wide security-policy and
authorization information to be encoded into the
signatures and certificates by-employing attribute
- 30 certificates to enforce policy and authorization
| requirements. In addition to value limits, cosignature
requirements and document type restrictions that can be
placed on transactions, an organization can enforce
with respect to any transaction geographical and
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10 ' F S ION O
The above and other objects and advantages of the
invention will be apparent upon consideration of the
following detailed description, taken in con]unction
~ with the accompanying drawings, in which the reference
15 characters refer to like parts throughout and in which:
FIGURES 1(a) and l(b) show the prior art use of
symmetric and'asymmetric algorithms for encryption;
FIGURE 2 is a flow chart illustrating the prior
art process of a digital signature using an asymmetric
20 encryption algorithm;
FIGURE 3 shows a hierarchy of signature
certification authorities, .
FIGURE 4 shows a directory information tree (DIT),
FIGURE 5 shows an example of an authorization '
25 'certificate,

" FIGURE 6 is a flow chart illustrating the prior
art process of verifier enforcement of a transaction
monetary value restriction,

FIGURE 7 is a flow chart illustrating the prior
30 art process of verifier enforcement of a transaction '
' cosignature reguirement,
| FIGURE 8 is a flow chart illustrating the process
of verifier enforcement of a transaction document-type
restriction; | |
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key certificate. Attribute certificates would be created on presentation
of the proper credentials by the user. For exanple, the user woul d present
his 5 public key certificate and prove he possesses the correspondi ng
private key, as one formof identification. Attribute certificates are
linked to the user's basic public key certifficate by referencing the basic
certificate's serial nunber and are_ revoked 10 by an identical parallel
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attri bute certlflcate e different, than the CA
signature restriction;

FIGURE 11 is a flow chart illustrating the process
of verifier and sponsor enforcement of a pre-approved
counterparty restriction;

10 FIGURE 12 is a flow chart illustrating the process
- of verifier enforcement of a transaction "confirm-to" _
requirement; '

FIGURE 13 is a flow chart 111ustrat1ng the process

of a device’s certification of key confinement and non-
15 decryption;
FIGURE 14 is a flow chart illustratxng the process
of keeping public keys secret and enforcing signing of
. system rules; and
FIGURE 15 is a flow chart illustrating the process
20 of verifying user rules of a transaction.
DETAILED DESCRIPTION OF THE INVENTION

The following general principles and philosophies

are reflected in the signature verification model
25 defined in this invention. First, CA and user
certificates can contain attributes that document the
conditions and assumptions under which they were
created. Verifiers may simply reject all certificates
‘and transactions that do not meet their minimum
30 standards.

Also, attribute certificates may be signed by a
user’s "sponsor" to signify that the sponsor’s
signature will be honored for official business if the
transaction meets the requirements stated or implied by



- 20 | ssues the public key certificate. A ecentral CA m ght rarely of
-|tself PO:2%82%93t he required security or authority to " si por/bsysioogdsl of a
user's authorizations. Having separate CAs generate various types of
attribute certificates distributes risks nore appropriately. In 25
addition, the defined attributes may not be required for all domins, _
networ ks or applications. The need for these attributes and for addltlonal
domai n-specific attributes is determ ned by each domain. The user's basic
public key certificate remains 30 - %1269 conpatible, allowing its use
with other applications and allowi ng use of conmercial products for
certificate Hmerthributes. | Alkhough| typicablythe tusenhstsponsort rusted

organi zat i Ol’wimtbéltﬂ;ﬁé Zgferlt & dth 1 SYEP ALK E ﬁ&?e
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sponsor (authorization) certificate is thus the

electronic equivalent of an "affidavit of legal mark,"
as used in the context of a traditional signature
stamp. See Robert Jueneman, "Limiting the Liability of
10 ~ CAs and Individuals Regarding the Use of Digital
Signatures," presented to the ABA Section of Science
and Technology Certification Authority Work Group, July

-2, 1993. _
Furthermore, industries may develop “industry
15 policy" statements that establish minimum requirements

for signature verification. All participants would
sign these multilateral agreements in order to ensure
- that all counterparties would be bound by the encoded
restrictions. Normally, sponsor certificates should be
20 required in all cases, and digital signatures would be
deemed otherwise null and void in their absence.
Industry~-wide policies would also define (1) relevant
document types and classes, (2) signer roles and
~titles, and (3) coded symbols for incorporating by
25 reference standard contractual terms and conditions.
' Moreover, there must be strict adherence to the
principle that all restrictions can be enforced in an
~ entirely automated manner (that is, verification "on
sight"), without reference to paper agreements or human
30 interpretation, sometimes also termed "fully
machineable straight-through processing.® In complex
and/or high-volume environments, this is required in
-order to give these security controls credibility in
the eyes of audit and'legal experts. Reference to



verifier gure to decide whether to accept the sign

certlflcate as va d thus accommodating and ea5|gg electrgnﬁ%ﬂﬁﬁﬁﬁgwyg
busi ness transactlons 10 : It is further desirable to reduce the
risks associated with digital signature systens, particularly w th end-user
'smart cards, by building on this use of public key certificates and
attribute certificates. It is further desirable to prevent the use of such
15 a digital signature system by any paii%_that m ght purport to
"accept" a transaction in contravention of e applicable authorization
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transactions, an ﬂfwﬁfﬁhéafdmrttalbfemltﬁﬂateral distributed

transactions, the verifying user is typically off-line

10 from the sender’s sponsot's system, and so the verifier
nust enforce the sponsor’s authorization model, as
reflected in the attribute certificates. Once this
methodology is specified, office software vendors will
develop menu-driven systems to create and manage user

15 attributes, and the cost to user organizations will be
relatively low.

. {zat] 1St ! in Certificat
The certificates thenselves may reflect the
20 structure of a sponsor organization. Because many
authorization decisions are based on the user’s
position in an organization, the organizational
structure and the user’s position therein may be
specified as part of a user’s name. Names in
25 certificates are specified in terms of the X.500
Directory model, as follows.

The X.500 Directory structure is hierarchical; the
resulting distributed database comprises the Directory
Information Tree (DIT), as shown in FIGURE 4. Each

30 entry 41 is cf'a specific object class and consists of
a set of properties called attributes 42. An attribute
42 consists of a type 43 and one or more values 44.
Thus, in an entry of class organization, one attribute
is the organizationName; in an entry of class
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PCT/ USOB/W#?2¥3- 10- tenporal controls, age-of-signature PCIUSHSINERBS, pPre-
approved counterparty limtations and confirmto requirenents by using
attribute certificates for the transacting user. Restrictions on

distribution of 5 certificates can be set using attribute certificates.
Certificates can be used also to ensure key confinenent and non-decryption
requi renents of smartcards in this system 10 BRI EF

DESCRI PTI ON OF THE DRAW NGS The above-aneé ot her objects and advant ages of
the invention will be apparent upon consideration of the follow ng detail ed

descri pti on,onganizationaiReraqnn attrihukes auightanincinde sitlgs, i n whi ch

the referencghd kelep mmls refer to |like parts throughout and in
whi ch: FI GURES 1( and $b) ShOM/the rior art use of symmetric and

asymetric al gori @¥more spegialky, agkribute ustrating
the prior ar\ta]pxes:exsed)ftm abr@tmictsmjimtohjiwslgamamtrl c 20

encrypdion gl value is the relative distinguished name °
(RDN) of the entry. An object's distinguished name
(DN) 45, which is created by concatenatlng the relative
distinguished names 46 of all entries from the DIT root
‘to the entry, uniquely identlfles the object in the

10 global DIT.
Several of the attributes defined in X.500 may be

usefully included in the user’s attr;bute certifxcate.
For example, the object class can be used to’
‘distinguish between entities (for example users and

‘15 roles) whose distlnguished names are of the same form.
Also, the title may be used in making authorization
decisions.

In addition to the use of the DIT to group
entities along organizational lines, X.500 defines
20 several object classes that can be used to construct -
| arbitrary groups of entities. These object classes
include the organizational role, whose "role occupant®
attribute lists the names of the users who occupy the
. role, and the greup'of names, whose “"member®" attribute
25 lists the names of group members. To convey this
information in a trusted way, one could define role and
group certificates that convey the names of the role
. occupants or group members, respectively, and that are
eigned'by a CA, thus enabling use of this feature
30 outside the context of an X.500 directory systen.
| Group and role certificates may be used in
conjunction with a cosignature mechanism to simplify
. the construction of cosignature requirements. For
example, a transaction might require the signatures of



FI'GURE 3 shqy ogiofdbgr ar chy of signature certification authori RE 4
"shows a directory. ?nfornatlon tree (DIT); FIGIURE 5 shows an é&éﬁ%PgF

~auf horization 25 certificate, FIGURE 6 is a flow chart illustrating the
‘prior art process of verifier enforcenent of a transaction nonetary val ue
‘restriction; FIGURE 7 is a flow chart illustrating the prior 30 - art
process of verlfler enforcenent of a transaction cosignature requirenent;
FIGURE 8 is a flow chart illustrating the_gﬁpcess of verifier enforcenent
of a transaction docunment-type restriction WO 96/ 02993
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is a flowchart illustra g cess g verifier and sponsoQr
enf or cement of a BFE §$3P852d519n ture at ribute. The asserted role

5 may then be matched against a role certificate (or the

user’s attribute certificate) during verification.

io C 'ate
It is another embodiment of .this invention to
10 encode information regarding a CA’s security policy

into the attribute certificates of the CA and its
subscribers, so that the verifier of a signature can
use the information in determining whether to accept a
signature as valid. 1In general, the CA’s certificate
15 will convey the rules that a CA uses when making
certification decisions, while the user’s certificate
will convey the information used by the CA when
applying these rules.
Attributes in CA certificates can indicate
20 security policy and assurance information for a-
particular CA. This policy information can also be
inherited by subordinate CAs, allowing easy
construction of security domains sharing a common
policy. Policy attributes in a CA’s certificate might,
25 among others, include:
(1) Liability Limitations: the extent to which a
CA is liable in the event of various problems (for
example, CA key compromise, defective binding); this
might be no liability, full liability or a specific
30 moinetary amount.
(2) Trust Specification: a description of ‘which
users and CAs a given CA can certify, expressed
relative to the CA itself (for example, "all



counterpar%é restriction; 10 FIGURE 12 is a flow chart

i1 lustr process of verifier enforcenent of a tr@CITASO5/09076
"confirmto" requirenent; FIGURE 13 is a flow chart illustrating the
‘process of a device's certification of key confinenent and non- 15
decryption; FIGURE 14 is a flow chart illustrating the process of keeping
public keys secret and enforcing signing of systemrules; and FIGJRE 15 is
.a flow chart illustrating the process 20 of verifying user rules of a
transaction. DETAILED DESCRI PTI ON OF THS=I NVENTI ON The fol | owi ng gener al
principles an rHiRF es are refl ec ﬁl]n the signature verification
nmodel 25 OF FRtHe PIT R Jenepal (fOE cexample i cat es

can contain %&he|$nbt5eerbeINMGMMganizétideKh¢#pnsoﬁﬂﬂoaéﬁh@ﬁ%lOnS under
whi ch they were ¢ t f imly ec <certificates and
(55 Requdeld IhptrLiled! T8 IS G honds |

transacti ons that m ni Al so,

attribute ce#ﬁ‘f-#i*&ﬁ% inythe usen's attribute: %ertbbilsatéstﬂmt gni fy that

the spensor’ st wtwﬁﬁéd iﬁamr@r@%xfﬁs@éﬂ?ﬂ nggs if the
transacti on neets hf i repent.s stated or iqP
ontext in or er for e transactio to be considered
authorized. These attributes would be found in the
cértificate(s)'of the sponsor and allow a single

authorization certificate to contain authorization

10 attributes for use with multiple applications. Some
suggested user authorization attributes are defined | ‘
later. '

(4) Allowable Name Forms: a=specification of the

allowable name forms that the CA may certify. This

15 information is held as (a) a set of name bindings,
which defines the attributes that may be used to name
entries of a given object class (that is, the allowable
RDN formats for entries of that class), and (b) a set
of structure rules, which defines which object classes

20 may be adjacent (that is superior or subordinate) to
each other in the DIT, that is, the order in which
object classes may be chained together to form a
complete DN. This policy attribute may be used to

_ restrict the type of entities that may sign

25 transactions. For example, for wire transfer
ajplicatiohs, it might be desirable to restrict
signature capability to the organization itself, rather
than to users within the organization, since this is
similar to the current mode of operation using DES

30 MACS. | : | _

' (5) Cross-Certificates: it may be desirable from

an efficiency point of view to allow certifying

entities and as organizations to cross-certify each

other in order to constrain the length of certification

[
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enpl oyer, the nodel can be extended to include the user's bank, credit card
| ssuer, voting bureau, video rental store, public library or any other 5
entity that m ght accept the user's signature. This sponsor

(aut hori zation) certificate is thus the el ectronic equival ent of an
"affidavit of legal mark," as used in the cpptext of a traditional
signature stanp. See Robert Jueneman, "Limting the Liability of 10 CAs
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absence. Industr olicies would also define (1) rel evant
_ accommodate a wider range of policies, an attribute may
be added to the attribute cgrtzflcate associated with

the cross-certificate indicating.that the cross-

10 certifier explicitiy allows the use of _
cross-certificates issged by the CA being c:qss-
certified. N

Attributes in a user’s or entity’s attribute
certificate may represent the information verified by
15 ‘the CA when creating the certificate for the entity.
Policy attributes in a user’s certificate might, among
others, include: | '
(1) Binding Informatxon. the criteria used to
bind the public key to the identity of the entity being
20 certified. This includes (a) the method of delivery,
such as being presénted in person, by authorized agent,
.by mail or by another method; (b) the ﬁethod of
identification, such as by reasonable commercial
practices, verified by trusted third party, dual
25 control, fingerprint check, full background _
investigation or another method; (c) the identification
documents presented to the CA; and (d) the subject’s
entity type, that is, individual, corporation, device

or other. _ _

30 o (2) Trusted Third Parties: the names of any
trusted third partzes or agents involved in the binding
process.

(3) Roles: it may be useful for authorization
purposes to indicate which roles (both internal and
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synmbol s WEP6OMEPr por at i ng by 25 reference standard comgTRssosde7E €r s and
conditions. Mreover, there nust be strict adherence to the principle that
all restrictions can be enforced in an entirely automated.manner (that is,
verification "on sight"), w thout reference to paper agreenents or ‘human 30
interpretation, sonmetines also termed "fully machineabl e straight-through
processing."” In conplex and/or high-volune environnments, this is required

in order to give these security controkggeredibility in the eyes of audit
and | egal experts. Reference to WO 96/ 02993
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only a portion of the DN of an 1ndividua1. In
'particular, the CA might disclaim liability for
correctness of an individual's personal name, since,
under legal Agency principles, the individual's '

10 signature is binding on their organizational sponsor in
any event. Consider the name:

C=US; O=Bankers Trust; OU=Global Electronic
Commerce; CN=Frank Sudia; TI=VP
The CA might certify only the validity of the
15 organization, organizational unit and title portions of
' the individual’s distinguished name, all of which are
easy to verify, while the personal name would only be
"reasonably believed accurate." In view of the
relative ease of obtaining false identity papers, this

20 ‘avoids the need for prohibitively expensive background
investigations. Such an identification can be relied
on in an ordinary commercial setting but not in a
proceeding concerning a will or inheritance, for
example.

25 (5) Absolute Identity° we define relative
identity as the user’s identity "relative" to his
organizational sponsor. Put anotner way, we certify
all elements of the user’s "business card identity,"
except his personal name. As a special case, some CAs

30 might undertake to certify the absolute identity of
selected users, say the children of wealthy clients,
diplomats or national security operatives,'aimost
certainly bolstered with biometric techniques. This
would be rare and is presented here only for



10 fro er's sponsor's system and so the verifier_nust enforce
t he sponsopk§3$ @%Eplzatiog nodel , ag reflected in the at t ri BETAS9S/09076
certificates. Once this nethodology is. specified, office software vendors
will devel op nenu-driven systens to create and nanage user 15

attributes, and the cost to user organizations wll be relatively |ow.
Crganizational Structure in Certificates The certificates thensel ves may

reflect the 20 structure of a sponsor organization. Because many
aut hori zati on deci sions are based on the T3 s position in an
or gani zation, the or | zatiopal structure and the user. osjtion therein

may be specifiedc3BPHY n%ﬁs ol s ALE S OB Y & "re R&4¥¢1icates are
specified in teridentity® con@ep®irectory nodel, as follows. The X 500
Directory structure is hierarchical; the resultlng di stri but ed dat abase
conprises the Director Infornatlon Tree (EMTg asAshomn in FI GURE 4. Each
30 entry 41 H8%30L a3 g g eA@8s of a set of

propertiesscal |l ed at txt@#is&tdg mﬁl eéﬁve;b%eséﬁwmét&@i SohtPs] 43 and
one or nore val ues 44. cl ass onganlzatlfgd one
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Without such restrictions, the risk of forgery would be
considered excessive, since an electronic signature can
be affixed to almost any digital .document by anyone

10 possessing the user’s smart card and personal
identification number (PIN). 1In the electronic
environment, the normal contextual controls of document
creation and physical delivery are either weak or
nonexistent. : - :

15 Even authentic users are hardly trustworthy to
undertake free-form offline commitments, and
organizations will thus welcome the capability to
positively restrict the scope of express signature
authorization. Such authorization attributes might, in

20 addition to standard X.500 attributes, include
Transaction Limits, Cosignature Requirements, Document
Types, subject matter restrictions, Authorized
Signatories, Geographical and Temporal Controls, Age of
signatﬁre, Pre-approved Counterparties, Delegation

25 Controls, and Confirm-To Requirement. These attributes
can be encoded in one or more authorization
certificates signed by the signer’s organizational
sponsor or by an external CA acting on behalf of the
organization. An example of an authorization

30 certificate and an associated transaction is shown in

~ FIGURE 5.
When a recipient user (verifier) receives a _
transaction 51 from a sending user, the recipient first
uses the sender’s basic key certificate 55 to verify
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or gani zavo oeios¥er son, attributes might include title and pi-4. )DS {)&H unber
Each entry al so has one or nore special attribute values use 0 construct
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the object's nane; this 5 attribute value is the relative dlstlngU|shed'

name (RDN) of the entry. An object's distinguished name (DN) 45, which is

created by concatenating the relative distinguished nanes 46 of all entries’

fromthe DIT root to the entry, uniquely identifies the object in the 10

gl obal DI T. Several of the attributes<gd@< ned in X 500 nmay be usefully
included in the user's attribute certificate. For exanple, the object class
can be used thedsendentsséignatuce $2tonithe (Epansaetpbs sEersagnd 15
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54 appended to the transaction 51 and to verify that
the attribute values 57 of the transaction 51 fall
within the authorized attribute valies 58 as specified

_ in the authorization certificate 56.

10 The user may be subject to transaction limits that
control the value of transactions or other docﬁments -
that the user may initiate. The user’s Signatute will
be valid only on transactions originated either up to a
certain monetary limit or between two nonetary #alue

15 boundaries. Accordingly, as shown in FIGURE 6, the
sending user sends a transaction 601 signed 603 by the
sender (actually by the user’s smart card 600
containlng his private key) and’ appends thereto an
authorization certificate 604. The verifier uses the

20  authorization certificate 604 to verify 607 the user’s
'~ signature 603 and to verify that the transaction
monetary value 602 falls within thé-transactioh limit
attribute value 605 in the authorization certificate
604. The verifier also verifies 609 the sponsor |

25 signature 606 on the authorization certificate 604
using the sponsor’s public key"61o."If any of these
signatures and attribute values does hot ﬁerify; the
transaction is rejected 611. If verification is
complete, the transaction is accepted 612.

30 ~ With regard to coszgnature requirements}'
additional signatures may be required in order for a
given signature to be considered valid. Quorum and
weighting mechanisms can be used to construct fairly
elaborate checks and balances for explicitly'governing
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names of group nenbers. To convey this information in a tru

could define role and group certificates that convey the nanes of the role
occupants or group nenbers, respectively, and that are signed by a CA thus
enabling use of this feature 30 out side the context of an X 500
directory system Goup and role certificates nmay be used in conjunction
with a cosignature nmechanismto sinplify the construction of cosignature
requi rements. For exanple, a transaction m4ht require the signatures of
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enbodi nent sof t haadi, ni€nusee BoslBosignatage isf peqaired bagehdi ng a CA's
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701. Sending user A also appends his Own_authoriiation
certificate 705 to the transaction 702. The verifier
uses the authorization certificate 705 to verify 711

10 user A’s signature 703, and uses the sponsor’s public
key 713 to verify 712 the sponsor’s signature 707 on
the authorization certificate 705; if either signature
does not verify, the transaction is rejected 720. 1If a
cosignature value 706 is required 714 by the _

15 authorization certificate 705, the recipient enforces
the requirement by verifying 715 cosigner user B’s
signature 704 on the transaction 702, and then checks
cosigner user B’s public key certificate 708 by
verifying 716 the signature 709 of the certificate

20  issuer, using the issuer’s public key 717. If the

' signature of either user B or his certificate’s issuer

does not varify,_the transaction is rejected 722. _

The use of cosignatures allows an organization to
effectively define checks and balances, and to

25 explicitly specify the level of trust in a user. The
use of cosignatures also greatly reduces the risks that
result from inadvertent compromise of a private key due
to theft, misuse or misplacgment of a smartcard or PIN.
In particular, it is believed'that.the_ability to

30 regquire cosignatures, value limits and related controls

| | will enable organizations to carefully manage and fine-
tune all signature authorizations, thereby giving them
all the tools needed to manage and limit their risks.
Use of cosignatures further allows distribution of the
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Authorization signatures, which must meet the
restrictions specified in the s1gner's certificate, can
also be distinguished from other cosignatures by
including the signature purpose as a signature

10 attribute and by requiring that an indication of the
signature purpose be 1nc1uded in the data being signed.
This signature-purpose ‘attribute might require the
values of: (a) an authorization signature appropriate

, to the document, (b) an authorizaticn cosignature

15 appropriate to the document, where the cosigner’s
certificate has sufficient authority to authorize the
document, and (c) a witness cosignature,'where the
cosigner’s certificate does not by itself have

| sufficient authority to authorize the document.

20 Signature purpose encodings discussed in draft ANSI
standard X12.58 Version 2 (Appendix) issued by the Data
Interchange Standards Association (DISA), which is
well-known in the art and is hereby incorporated hy
reference.

25 The user can alsc be restricted to signing only
particular document types, such as ordinary
correspondence, purchase orders, specified EDI

' transaction types, business ccntracts, specitied
financial instruments, etc., as defined by

30 industry-wide policies. It may also be desirable for

' efficiency to exclude certain large classes of
transactions and documents. Referring to FIGURE 8, the
recipient.enfcrces the document-type restriction in the
sender's transaction 801 by first'verifying_807 the |



-16- subor dig@igpades O to the DIT in general (for exanple, " e
-belomlcrganlzatlon iB or to others. (3) Required ALtHlmﬂééﬁhﬁgB&bgt of

thgse attributes in the user’ s attribute certificates that 5 must be
verified against a transaction and/or its context in order for the
transaction to be considered authorized. These attributes would be foundin
the certificate(s) of the sponsor and allow a single authorization
certificate to contain authorization 10 _g4iributes for use with nultiple
applications. Sanme suggested user authorization attributes are defined

later. (4) Al ovwgangelkage sk ?h&ltura 8pacohi ¢hkei erankakittodl hauabbetﬂéﬂﬁ
fornms that the CA na* cgerti a) a set

f d
of name bi ndi ngs Y&k gﬁnﬁépoée h °§PPFPSUIg?%[gg%rﬁgytﬁevaégﬁa§8gnane
entries of a gi veritbipethecitzansackioni 801t lto ehfowsiel ¢hEDiotuments tipe

entries of thal ¢edtshcedon 6o auegknofchst 5URlEE? o dutforthatliofic! | nes

whi ch obj ect cl ass % acent | S superi.or
subordinat® to Se¥kifigate; §04ne BP? rPﬁ&91F§t FHS“OVG€#fﬁstﬁh§h obj ect

classes may be chaichegizagtohctereifdcate 804Pbet sy thes spehsoy’s
et Com RepUBidrRel DY B, AEARKROS' Bl ehoiolid Tghatldl 2
806. If either a signature or the attribute
_ restriction does not verify, the transaction is
10 rejected 810.

It is also desirable to add positive or negative
restrictions pertaining to transaction subject matter
or context class. For example, to restrict an agent to
signing purchase orders for some class of goods (such

15 as, for example, office supplies), or to deny authority
as, for example, in the case of denying an agent the
ability to purchase pornographic materials. Subject
matter restrictions are enforced by the transaction
recipient in the same manner as document type

20 restrictions, and may be implicit in many document
types, yet requiring separate specification for the
more generic document types.

An organization can indicate that there are
specific authorized signatories, that is, that only

25 specific individuals can "sign for" the organization,
similar to a standard “corporate resolution" to this
effect. This might complement the document-type
concept, as an additional control on signing of
"corporate” document-types. This restriction can be

30 imnlemented by speciinng that a cosignature is
required in which the'éosignér's title (in its
distinguished name) must be egual to one on a spécified
list contained in a authorization certificate. This is



applications, it mght be desirable to restrict signature-capability to t he’
organi zA¥Q860299%el f, rather than to users within the orgagy bé/iddre SI Nce
this is simlar to the current node of operation using DES 3 E%cs (5) .
Cross-Certificates: it may be desirable froman efficiency point of viewto
allow certifying entities and as organi zations to cross-certify each other
In order ‘to constrain the length of certification WO 96/ 02993

PCT/ US95/ 09076 -17- paths. On.the other hand, it is not desirable to all ow
certification paths to contain arbltraax.nunbers of cross certificates, as
it is difficult to determine the level of trust in the entity at the other

end. Many 5 in If!ﬁl6fCﬁimDﬂgaﬁChi§eC$ﬂr6ﬁersﬁtﬁbfé §g§ﬁ1{é§at|on paths to
contain onIy %f g%ﬁ%s certificate. To accommpdate a w der range of
poli ci es, g e may be added to the attribute certificate associated

with the cross ceﬁ@¢qr%BDEC$hdam@Itcgpota& ¢omtrobssindbude certifier
explicitly ﬂ.&@&@iéx‘i@ 4E Olné PEF168E | 1Lo WkEch SEHEAs QY1 B oI N
5 considered valid. Use of a local trusted "timestamp
notary" is assumed. Such a notary would append a
trusted timestamp to the originator’s siqnature on a
document and would then sign the result. Thus,
time-of-day and day-of-week restrictions would normally
10 coincide with the work-week of the user’s locale.
Also, location information would be associated with the - {
notary so as to restrict access to a specific network
segment, typically the user’s asSigned work area. The
"granularity" of location controls would depend on the
15 network architecture. The signer or the signer’s
computer system must attach a certified timestamp from
a specified local server to the transaction, or else
the verifier cannot accept the transaction and the
signer's sponsor will not be bound by it. As shown in
20 FIGURE 9, the sending user attaches to the transaction
' 901 an authorization certificate 902, as usual, an
authorized timestamp 903 and a time server certificate
.904. The recipient verifies 921 the sender s signature
905 on the transaction 901 and verifies 922 the
25 sponsor’s signature 908 on the authcrization
certificate 902. The recipient then (1) verifies 923
that the timestamp transaction text hash 909 natches
the result of the text of the transaction 901 hashed
with a known hash function, (2) verifies 924 that the
30 time and date 910 on the transaction timestamp 903 fall
within the ‘authorized time and date 906 attribute
.values as specified in the authorization certificate
902, (3) verifies 925 the time server Signature 911 on
the timestamp 903, and (4) verifies 926 the sponsor’s



Attributes | r's or entity's attribute certificate may t he
—informati on%e’%{#?’gd by 15 the CA when creating the certi F@%@ﬁ’?@}r‘ t he
entity. Policy attributes in a user's certificate mght, anong others,

i nclude: (1) Binding Information: the criteria used to bind the public key
to the identity of the entity being 20 certified. ‘This includes (a)
the nmethod of delivery, such as being presented in person, by authorized
agent, by mail or by another nethod; (b) the nethod of identification, such
as by reasonabl e comrercial practices, veltPred by trusted third party,

dual 25 control, finge int ,chegk, full_ back . i nvestigati or
anot her net hod; ?ﬁﬂﬁwgoéﬁ i ctgﬁ 0 %cﬁﬁﬁ‘g rg %%sjgﬂﬁ%#/%’o t% * and
(d) the subject'thesd icondituinns laxte isatisfied dthe wmansactiom islevi ce or .

ot her. 30 rgst £0; g s { K ; 4 rorpg ed
third parties ora%%éeé%es&-ién%io'l \C:Jé%-r}lhé\g't %%i%ai?\sggéﬁlbﬁg {gﬁﬁ%el esgzjﬁi;t may

be useful for authorization purposes to.indicate which roles (both internal
and WO 96/ 02993  purthermore, a document may not be va&Tid USIE4€H076

the signature is verified within some specified time
period. For high-value transactions this age-of-
signature attribute peribd would be quite short, while
for more normal transactions, especially those sent via

10 store-and-forward systems such as X.400, a longer
interval (such as two days) would be appropriate.
FIGURE 10 shows enforcement by a recipient of the age-
of-signature attribute value. The time of verification
would be provided using a receipt 103 signed by a

‘15 trusted timestamp service 104 containing, at a minimunm,
the recipient’s name and the signature from the
original transaction. The verifier must submit a
timestamped copy of the original signature that is
dated promptly after the'time and date of the original

20 transaction,'or_else.the sponsor will reject it. As
shown in FIGURE 10, the recipient (verifier) verifies
121 the sender’s signature 107 on the transaction 101
and verifies the sponsor’s signature 115 on the

: authorization certificate 102. The recipient then

25 verifiés 122 that the difference between the date 105
and time 106 on the transaction 101 and the date 111
and time 112 on the timestamp 103 is within the age-of-
signature attribﬁte'restriction 108 in the

. authorization certificate 102. The recipient also

30 verifies 123 that the hash 110 of the transaction 101
within the trusted timestamp 103 matches the text of
_thé transaction 101. If all these conditions are
satisfied, the transaction is accépted 130; if not, the
transaction is rejected 131. :



-18- external to the organization) a user nmay exercise. This is in contrast *
to a rolVO&&PIP3 i cate, which woul d be issued to the rol e MUTUSOSIOd026 N t he
names of all occupants. 5 "~ (4) Relative ldentity: a CA may wish to
certify-only a portion of the DN of an individual. |In particular, the CA
m ght disclaimliability for correctness of an individual's personal nane,
since, under |egal Agency principles, the individual's 10 signature is
bi nding on their organizational sponsor in _any event. Consider the nane:
C=US; O=Bankers Trust; OUJ=Q obal El ectygnic Commerce; CN=Frank Sudia; TI=VP
The CA might certify only the validity of the 15 or gani zati on,

organi zat i onal unatsgﬁglgftégn@gﬁglQgstﬂ;ttgg %nﬂiﬁiﬂﬂﬁlaé edbgt fngui shed

nane, all of which are easy verif ersonal “nane woul d only
be "reasonabP}IBRFIESed £Ecﬁpéfe°ase Fhﬁléhﬂﬁ?tPﬁé veurid petchee of
obt ai ni ng f avatiddentilysomecniniminnst Phe aftérOLﬁShahebééﬂdsiqned.

prohlbltlvelﬁhfépgffaxg %ﬁkgrQHQPtéQ¥SSE OgL! ?gﬁarggﬁhﬁggtldegttflcatlon

can be relie an or conner0|a Seét ?Sceed|ng
concer Bi ng aamrevoqatinnemvt&neetOfbe broagcastoso the recipientbsol ute

I dentity: “@hﬂeéoﬂer6f|§£t¥fbute can specify a maximum and/or
minimum age for the signature . . .
A "pre-approved counterparties" attribute value
restricts an entity to dealing only with some specified
10 set of knoWn trustworthy partners. This is a common (
requirement in dial-up, home banking systems, which -
typically require that all authorized payees. be
specified in advance. 'Another way of stating this is
that "free-form transfers" are forbidden. Sponsors
15 realize that, in case of an error, they stand a better
chance of successfully reversing the error when dealing
with a large, solvent and creditworthy party than when
dealing with a small, unknown and unauthorized one.
~ Separate certificates can be issued for each
20 counterparty in order to prevent a competitor from
obtaining the user s customer list (other than himself)
in a single certificate. The approved counterparty can
" be coded either as a common name, a distinguished name,
a certificate number, or the hash value of either the
25 distinquished name or the counterparty's public key.
In order to claim the benefit of the transaction, the
verifier mnst submit a certificate tnat matches the
encoded counterparty value. '
' FIGURE 11 shows verification by the user’s sponsor
30 of the user's transaction after receipt by a recipient.
The recipient (counterparty) verifies 1110 the user's
signature 1103 on the transaction 1101 and verifies _
1111 the sponsor's signature 1105 on the user
authorization certificate 1102. 1If either ‘of these



i dentity as Woesqs S identity "relative" to his organi zatiﬁg‘g[{"%gg&sﬁgr.

'Put anot her way, me certlfy all elenments of the user's "busi

|dent|ty, except his personal- name. As a special case, sonme CAs 30
m ght undertake to certify the absolute identity of selected users, say the
children of wealthy clients, diplomats or national security operatives,
al nost certainly bol stered mﬁth bi onetric techniques. This would be rare
and is presented here only for WO 96/ 02993

PCT/ US95/ 09076 -19- conpleteness in order to round out t he "relatlve

| dentity" concepts;igiitiids dded ot YeBifyO e Q%ratﬂsfac}atq%ﬁ 1101

Attributes may convey restrictions that control the conditions undér whi ch
a signature is vdi¥ ctfd Hdde -sudf the sighatvres yerdfy apd theyery woul d
be consi dered exmmlsaa;tmmds acadpmdd s wygrmwr:ecimebﬁ afdﬂé(ed tO

card and personal TR STRCHHAE] the brangd iRir Rat W e W
envi ronnent8 the mme%ml%d{m& soyntercwigning datlicorthentext
physi cal delivery 3¢ o the o#9Yindl user transaction 1101 and the
sending user’s signature 1103, with the recipient’s
certificate 1115'attached, In enforcing the pre-
o _approved'counterparty restriction in the sending user’s
10 authorization certificate 1102, the sending user’s
sponsor verifies_llzi the sending user’s signature
1103, as included in the recipient’s verified
transaction 1114, and verifies 1122 the recipient’s
, sign;tu:e'llls thereon. If these signatures are
15 verified, the sponsor next verifies 1123 the
céunterparty public key hash‘value by hashing the
recipient’s public key 1117 and checking the result
against one of the authorized counterparty public key
hash values 1104 as specified in the user’s
20 authorization certificate 1102 (the recipient’s public
key 1117 that the sponsor hashes for verification is
itself verified 1124 when the sponsor verifies the
recipient’s certificate). If these conditions are met,
the transaction is accepted 1125.
25 The attribute values of delegation controls can
limit the types and value ranges of authorizations that
a CA may specify when issuing an attribute certificate.
They can also serve to limit the scope and depth to
which a user may delegate his signing authority to
30 others. For example, a root CA might limit an
organizational CA to issuing authorizations only to
allow its end users to sign'documents whose document
types fall into a range of documents related to state
tax administratioﬁ. Or a CA might grant some authority



nonexi stent. 15 Even authentic users are hardly trustworthy to
under t akKWOP682993 or m of f | i ne conmi t nent's,” and or gani zat i onEcvdoknégis's

wel come the capability to positively restrict the scope of express
signature authorization. Such authorization attributes mght, in 20
addition to standard X. 500 attributes, include Transaction Limts,

Cosi gnature Requirenments, Docunent Types, subject matter restrictions,

Aut hori zed Signatories, Geographical and Tenporal Controls, Age of
Signature, Pre-approved Counterparties;28el egati on 25 Control s, and
Confirm To Requirenent. These attributes can be encoded in one or nore :
aut hor i zat | o¥Oc@r HBEFCWitH $henpPFoNjisira §haihedts congbei deliegagiedsponsor or

by an externanhl@ téChthQE' pekabh withhener %aakzaff' a3sidRafeanpl e of an
aut hori zatiopn_3 b gate 3nd an,associ g transaction i s shown in
nt*1 85

FI GURE 5. WhgﬁeﬁsPESFpPg 8F + (J8Fi £ &iRe, Dok exceedhERdxty¥n 51 froma
sendi ng user dayse rsodpwdnhOHKrsheuréghthtosfnﬂthes samdelbgateertlflcate

55 to werify 9
PCT/ US35/ 09076 ggh8@h2% 2dthorization attribute, called a
"confirm-to requirement® value, prevents the slgnature

from being valid unless the verifier sends a copy of
‘the verified transaction to a third party, typically
the user’s organizational sponsor or work supervisor,
10 at a specified mail or network address, and either (a)
‘receives an accept/reject message, or (b) a specified _ ‘
time elapses. This requirement is similar to a
cosignature but occurs after the transaction is sent
rather than before. Such after-the-fact confirmation
15 could be acceptable in lower risk situations in which
few transactions would be rejected and in which
obtaining the cosignature of the third party in advance
may be unduly burdensome. Or it might be preferred in
high-value cases where positive'Onéline checking is
20 demanded. In that case, the flow pattern reverts back
to an on-line rather than an off-line system. As shown
in FIGURE 12, the recipient first, as usual, verifies
1211 the sender’s’ signature 1203 on the transaction
1201 and verifies 1212 the sponsor’s signature 1205 on
25  the user authorization Certificate 1202; if either of
these signatures does not verify the transaction 1201
is rejected 1213. If the signatures are verified,  the
recipient sends 1214 a confirmation message_consisting
of the original transaction'1201 (the transaction text
30 1202 and”the'sending_user's'siqnature 1203) to the
user’s sponsor 1215, as specified 1204 in the sender’s
authorization certificate 1202. ' The recipient should
receive from the sponsor 1215 the same message in
return as confirmation 1216, but signed 1205 by the



t he sender' swoiggfsgdoyr € 52 on the transaction 51. As will dﬁﬁﬁ %}39{7
‘greater detail below, the recipient also uses the sender'’ s aut hori 8n

certificate 56, signed by the sender's sponsor 59, to 5 verify the
c03|gnatures 53 and timestanp notarization 54 appended to the transaction
51 and to verify that the attribute values 57 of the transaction 51 fal
within the authorized attribute values 58 as specified in the authorization:
certificate 56. 10 The user may bg iybject to transaction limts
that control the value of transactions or er docunents that the user may

initiate. The uSgpchedydnapye faalbl%tv%ue@l Yo fAiad A EHONS

originated either up to a certaln m)netary I mt or between two nonetary

val ue 15 bouRPGNSAr ‘s Adgnakure 220sand, khe ﬁqﬂfﬁyﬂ‘;‘t@m’c MesSE2%E ng
user sends a trangas, @hd@bceipiaed23Q3 the ttransaotdion acioal |y by the

user's smart card 600 ,¢0 | N ri Vi ) s thereto an
‘aut hori zation certifi gg\ e%%? I%%Thr‘]:lé%\}‘(@a".'r| @énﬁlt&gscotﬁ%gn%%%%% Z?Lﬁ]hori zation
certificaté 604 mmﬁmm eh&idder sxpresaione sddamds @ Bodliean hat

the transaction Deat?diprdiss il ihvdiving e 2 aRad ladtyil
attribute val ue 605 | the authorlz%}lon certificate 604. The verl |er
al so verifies 605Famaldayanssyuct Tiek iang AOvakHAI zati on

certificate 604 ufilrgpglee mta.puﬂhdl Mi&ﬁte agsertions @iese
linked with the usual Boolean connectives: "and", "or"
10  and "not". For example, the sponsor might restrict a
user to submitting transaction with a type equal to
~"“purchase order" and a value less than $100,000.
 Assertions may involve either a single attribute value
(equality, less than, greater than, etc.), multiple
15 values of an attribute (subset, superset, etc.), or the
presence or absence of an attribute in the document.
Of course it will be appreciated that any or any of the
described restrictions, as well as others, can be in
effect at the same time for the same document or
20 transaction. These restrictions have been discussed
and illustrated separately for clarity.

The use of authorization attributes allows a
recipient to verify authorization as well as
authentication. In such a scenario, the sponsor

25 certificates, anchored by the sponsoring organization’s
certificate, would be interpreted as authorizing "on
sight" the transaction to which they are applied,
assuming all specified restrictions are met.

A set of basic policies must be defined for use

30 throuqhbut the financial services industry and other
industries in order to provide a well-defined,
predictable level of service for the verification
process. These policies would be agreed to on a
multilateral basis. by every participating firm and



signatures and attribute values does not verify, the transaction is-

rej ect eW@9q0299% verification is conplete, the transacti @grhfe gpted 612.
30 Wth regard to cosignature requirenents, additional signatures
may be required in order for a given signature to be considered valid.
Quorum and wei ghting mechani sns can be used to construct fairly elaborate
checks and bal ances for explicitly governing WO 96/ 02993

PCT/ US95/ 09076 -21- the level of trust in each user. The particul ar
sequence or order of required signature®Tmay al so be speci fied. Referring
to FIGURE 7, sen |ng user. A sends a transaction 702 signed 703 by his own
smartcard 708081 innlate that B§§téb§|ﬂﬁaFEPerP§tFéqtiﬁa§ andt he

transaction 3ﬁ€hosigaeﬂoﬁe4abscﬁbeedrmnt thid Séctien Wouldd. abpagsng user A
o 50, aPPeniswll 3eaiRa"Uh RR! 151 hPEAEE hibRA Fubogesty' DEpkigads: 1" 1%
user A's 5|gnuhervise3 @ne ofisthet morepimportanpuelements df3theseerify
712 the sponiﬂauécfygaai-aéﬁeﬁez Gauihebéui:ﬁeraéi‘ih?EiSﬂthE' £8B§ng">: | f
el ther S|gnat%r3°cgggngo%y¥ggt This mnsgnsactagg Eg aepgg-gndustry 2
basis, since the rules will obviously be much '
different, for instance, for customs'inspectqrs}
. aircraft inspectors, auditors, tax officials, etc.
10 Certain authorization attributes may pertain to
the specific content of the document itself. This can {
pose problems for automated machine verification,
because the verifier’s computer may not always be able
to determine the values of such attributes for a given
15 document or transaction. Examples include monetary
transaction Iimits, document typés,’and'security or
confidentiality labels. Therafbre, it is desirable to
provide a standard data block, preferably at the start
of the document or the transaction, clearly encoding
20 the attribute, for example the stated monetary
transaction value, document type or security
sensitivity label. This document tag will be appended
by the signer’s computer for the convenience of the
verifier and as an aid to the verification process.
25 However, in the event of a conflict between the tag and
the actual content of the document, the language of the
document would be controlling. In the case of
structured transactions, such as EDI transactions, in
which the document types and monetary values are
.30 al:eady completely machine readable, document tags
would not be needed. o
As a possible convenience in processing simple
authorizations, especially where a given user signs
many similar transactions, it may often be helpful to



cdsi gnat ur epwiib¢Ro9306 i s required 714 by the 15 aut hor i z alipRidesio9o
certificate 705, the recipient enforces the requirenment by verifyilng

cosigner user B s signature 704 on the transaction 702, and then checks
cosi gner user B's public key certificate 708 by verifying 716 the signature
709 of the certificate 20 | ssuer, using the issuer's public-key 717.

If the signature of either user B or his certificate's issuer does not
verify, the transaction is rejected 72231Fhe use of cosignatures allows an
organi zation to effectively define checks and bal ances, and to .25
explicitly speopfythacuserés pabligskeynoutue€rhisThasiee of cosignatures

al'so greatly AQGHaﬁéhageﬁh%&&héicaeauaw iﬂaluagdyerssnansegakom se of a

private key due m suse._ or E acenen smartcar PIN. In
particul ar, PtFSiBBFPeﬁédthﬂPtPﬂE zpF ppycggtggzcate,qup;g cosi gnat ur es,
value linits pagmitkathd aathopizatioh cepbieicatentoakesva betRareful ly

'he LooPs necHBRPPEoRalaysRaffirkhioR haRr a6PhReL2ac O8] Rha Tl PHpee "

further all owthéi sendent tonomitt the basicoanthentication certificate

PCT/ US95/ 09078rpn2ach transaction. In addition, where a device is
being relied upon to fulfill a given condition, it may
likewise be advantageous to copy the user’s device '

10 public Xey into the authentication or authorization

certificate as well, further éliminating the need to
send the device certificate with each transaction. -

Third party Interactions

15 Additional, useful features of digital signatures,
beyond those that can be provided using attribute
certifzcates, involve interaction between a signer and
third parties of various types.

One such use for digital slghatures is electronic

20 notarization. As discussed above, there will be a need
to cosign documents using a third party that is trusted
to provide an accurate timestamp and/or location
information. siﬁply relying upon signature originators
to provide this information in an accurate fashion

25 leaves signatures vulnerable to fraud based on; for

' ' example, pre- or post-dating of documents. An

electronic "notary" would be trusted by virtue of its
CA’s policies to provide this information correctly.
The multiple signature capabilities already assumed can

30 be expanded to provide a framework for this service.

For notarization purposes, timestamps and location

information will be included as signature attributes.
Individual.signature structures may either be detached



aut hori zation function over nmultiple |ocations and hardware platforns, with:
the res(YQ2H92993 ni ni zati on of risks that might result fr®oTamsesesmIsont rol
failures on one of those platfornms. See U S. Patents Nos. 5 4,868, 877,
5,005, 200 and 5, 214, 702. Authorization signatures, which nust neet the
restrictions specified in the signer's certificate, can al so be

di stingui shed from ot her cosignatures by including the signature purpose as
a signature 10 attribute and by requiring that an indication of the
signature purpose be. included in the_ gta bei ng signed. This '

si gnat ur e- purpose attribute mght reqlire.the values of: (a) an

aut hori zat | ghd Ss€6RA" 8r 2PPE OREs BE&q | cbéﬁ%ﬁ%%ﬁeﬁaeé%%@éﬁgél gat i on

cosignature_15 appropriate to the docu
certificat cIPGNmeREs| ci ent authority to authorize the docunment, and (c) a

Wit ness cosi gnatMurtipbersidistwrss gnerjoimersidgnaniredions g by itself
bur pose enchariméht; Shedle Saf Y10 BE MR LRRITRES, Som version 2 ¢
(Appefdi x) Yeocurtersigmatures, " rvhicihare signaturks Arsdheati on (Dl SA),
which is V\Béigi@%ié'tfﬁ@l;tﬂ‘é_ £ Gt Sl KHY %{E%&B{@tfi’% dpéegr?rence. 25
T ST Cabhd doctneht “Hadtf X codlbarbijndebis ‘tisa provides” VP
such as ordFh&r t _ igndture thus provides
| proof of the order in which signatures were applied.
Because a countersignature is itself a signature
10 structure, it may itself contain_countersignatures; (
this allows construction of arbitrarily long chains of —
countersignatures. Electronic notarization would then
consist of countersigning the 6ri§inator's signature
and including a timestamp within the information being
15 signed. For very high-risk applications it ﬁay also be
desirable to require multiple signatures on each - '
certificate by one or more CAs, with the signatures
being performed in independent cryptographic facilities
and with different private keys.:
20 , Various levels of service can be defined for
electronic notaries based on the level of data
verification performed prior to signing (ranging from
mere existence of the document, in which case
notarization may be completely automatic, to human-
25 verification of document content) and based on dafa
retention and audit capabilities. |
Another use for digital signatures is for
delegation or "power of attorney" certificates.
_ Because'users_are often tempted to entrust their.
30 devices .or smartcards to others, for example,
secretaries or co-workers, when the users go on
vacation; the frequent'situation, in which one user
obtains another user’s smartcard and PIN, exposes the
smartcard to possible misuse. The system therefore



cdr respondeRggogiyschase orders, specified EDl transaction ty Lness
contracts, specified financial instrunments, etc., as defined E?ﬁ@ggﬂﬁhﬁ

i ndustry- wi de policies. It may also be desirabl e for eff|C|ency to excl ude
certain large classes of transactions and documents. Referring to Fl GURE
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verifying 808 the docunment type attribute ue 802 within the transaction
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aut hori zation 5 hen verifies the
aut hori zati on ceFﬁrﬁiéapét8§4tb?tu§ﬂﬁgwtﬁedséGE§SP fopasepeipte the to

verify 809 the sgygnakusesodNalisr awﬂoémaktcarhhe&tﬁ %henawherfityt be

attribute restrlibgoa goes %t vgr b e taansa ti gt g ca%e

810. It is also giegatingq 4 555|t? & BPYRE AT & PE?FVlEFF&ﬁ

pertainingso trsaeeid include] att anmindmunr thenname offathe Helegagopl,e, to

restrict an agenygqb@eification of the delegate’s public key certificate
and a short validity period, and would be signed by the
delegator. Another possibility is for the delegate to
create a new key pair exclusively for use with the

10 delegator’s signature, with the new public key included
in the power of attorney certificate. This would

- eliminate any potential confusion between use of the
delegate’s private key on behalf of the delegator and.
on his own behalf.

15 The problem of handing over smart cards can be
greatly reduced by providing a workable alternative
that preserves the principle of individual
accountability. Wide implementation of this feature
will make practical the disallowance of smartcard

20 loans, a highly desirable goal.

The use of delegation certificates discussed above
implies that the user is acting as a CA. 1In some
cases, particularly those in which the transaction -
crosses ofganizational'boundaries, there may be concern

25 that the level of controls and auditing available with
the individual user’s cryptographic device (for
example, a smart cardj is not sufficient. 1In such
cases, delegation certificates could be issued by a CA
upon request of the delegator as normal authorization

30 certificates. This also allows the delegation
certificates to be revoked using the standard CRL
mechanism. Users’ certificates might then indicate a
list of possible delegates, and the delegation
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the user being signed for. There must be a valid
delegation certificate authorizing the signer to act
for the user being signed for. ”pelegatiOn is also
10 useful in connection with a cryptographic module in a
user’s personal computer. Hashing and signing a {
- document should ideally be a unitary operation in order
to prevent substitution of a false hash via software
hacking. However, the typical smartcard lacks the
15 computing power to hash a very long document. One
solution is to let the smartcard delegate this function
to the cryptographic module using a very short-lived
delegation certificate valid. for only a few minutes.
This certificate is signed by the user’s smart card and
20 indicates that the user of the smart card has allowed
the delegation. See, for example: Gasser, M., A.
Goldstein, C. Kaufman and B. Lampson, "The Digital
Distributed System Security Architecture," Proceedings
of the 12th National Computer Security Conference,
25 = 1989; Gasser, M. and E. McDermott, "An Architecture for
Practical Delegation in a Distributed System,®
Proceedings of the 1990 IEEE Symposium on Security and
Privacy. ' S |

30 Non-Public Puyblic Key -

A more basic problem, however, is ensuring that
all possible recipients will actually employ the
certificate~ and attribute-verification methods
described above. Although these methods allow
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trusted tinestanp to the originator's signature on a docunent and woul d
then sign the result. Thus, tine-of-day and day-of-meek restrictions would
normal ly 10 coincide with the work-week of the user's locale. Also,

| ocation information woul d be associated with the notary so as to restrict
access to a specific network segment, typit¥+y the user's assigned work
area. The "granularity" of location controls would depend on the 15
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904. The reC|p|ent veril
transaction 901 A¥@nsactions 9£2°Fh§°25ra“sa§§éﬁ§brtbegﬁgﬁétBPe 908 on the
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.t|nestanp transa&%lonrec pxen%ha% % %%%%P%?transaction without first
verifying the attributes of both- the sender and the

10 transaction, and if the sender is later found to have
sent a fraudulent or unauthorized transaction, the
recipient could then claim liability from the sender or
its sponsor by claiming that the recipient was unawvare
of any requirement for authorization verification of

15 -the user’s basic signature. One way to ensure that
sponsors and other entities are protected from
liability in such a situation is to require that the
signer include the hash value of each of his identity
and'authority certificates as attributes within his

20 signature; This can prevent a verifier from claiming
that he was unaware of such certificates and of the
restrictions they impose. However, the signer might
(intentionally or unintentionally) omit to do this.
Another more emphatic way to ensure verifier compliance

25 is to prevent the root key, the public key of the
ultimate authority, that is, the highest-level
certifying authority, which key would-be verifiers will
need in order to verify any part of a transaction, from
being distributed to a user (or to the user’s device or

30  smartcard) unless the user contracts with the
cryptographxc system and agrees to verify all parties
and all transactions in accordance with the _
preestablished rules. In this way, the users are not
'technically_forced to verify all parts of their
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~transaction tinestanp 903 fall within the authorized tine and date 906
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verifies 925 the tine server signature 911 on the timestanp 903, and (4)

verifies 926 the sponsor's WD 96/ 02993
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t hese conditions are satisfied, the trad€action is accepted 931; if not,

the transaction is rejected_930. Furt hernore, a docunment nmay not
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recipient would then bear all the risks of such an

unverified transaction himself. Furthermore, because
the root key of the system authority is considered a

10 trade secret, no one who has not signed the system
rules agreement may possess a copy'of'it,-and no one
could claim to have verified any part of the
transaction. This would make it far more difficult for
the "outside" verifier to claxm that he had incurred a

15 loss by “reasonably relying" on the transaction, even
if it was in fact valid. This art of keeping the
system root key as a trade secret lends particular
force and effectiveness to all the restrictzon and
authorization methods descrxbed herein. It is believed

20 that the possibility of incurring the potentially-large
liability for valuable transactions will persuade users
to employ the methods of attribute verification of this
invention. | .

.25 Reatrijctions on Certificate Distribution
Users and organizations must be able to restrict
the distribution of all types of certificates for a
number of reasons."First,-the certificates often
contain confidential business information that the user
30 or'organization prefers not be shared with others and
' that is nevertheless being shared with the verifier
through the certificate, albeit only for the limited
purpose of signature verification. Also, users’ basic
privacy rights may be violated if their public keys and



tHe recipient's nane and the signature fromthe original transaction. The
verifier pwﬂosﬂﬂﬁ?ﬂ a tinest arrged copy of the ori gignal si gnXCIUSIPP6 i 5
dated pronptly after the tinme and date of the original 20 transacti on,
or’ el se the sponsor will reject it. As shown in FIGURE 10, the recipient
(verifier) verifies 121 the sender's signature 107 on the transaction 101
and verifies the sponsor's signature 115 on the authorization certificate
102. The recipient then 25 - verifies 122Z4hat the difference between the
date 105 and tine 106 on the transaction 101 and the date 111 and tinme 112

on the tinmestanpaligoerk %hbagségeaf\aegesnghaaat u?sraskahggagoeﬁayrhsyi on

108 in the authorizati on cerilflcate % i. The recipi ent al
verifies 123 thaPet fdoRded ¥ishopnealifikrd.PRFEiRess1PRPPAPALENANE  ust ed
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Cransaction | r BiEsperapre: cchbyRPaahs98E8nCRETLhE e E gehbrd ool ify .,
‘concept isSthat efainstngiwinggousfuser identification numbers and
public keys, because they may be used as starting
points for various types of security attacks.
This functionality may be implemented as an
attribute in user’s certificate. If the "distribution-
10 restriction"” att:ibute is TRUE, the user/issuer grants
permission to use the certificate (which could be an
authority or a public key certifiéate) only for °
signature verification;'distribution or further
publication is prohibited. Other ways to specify this
15 restriction might include placing the attribute in the
organization’s certificate, publishing the restriction
as part of the industfy-specific policy, or (in a true |
X.500 implementation) using the X.500 access control
' 1ist mechanism to resgrict access to the certificate.
20 Although some existing general legal basis for
enforcing this restriction might be found under
copyright law, that is, if the certificate is declared
as an unpublished work for which a license is granted
only to the named'verifier, a firmer legal basis will
25 still be desirable.

There are some additional requirements on |
smartcards when used with commercial digital signature
30 systems. ' ' | - ' o
. The first requirement is private key confinement
and self-certification. That is, the user’s private
signature key_must never be allowed to leave the smart
card. Only in this way can it be assured that theft of
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| ost and for 5 a revocation notice to be broadcast to the recipient.

The control attribute can specify a nmaxi rum and/ or mnini nrum age for the
signature . . . A "pre-approved counterparties” attribute value restricts
an entity to dealing only with some specified 10 - set of known '
trustworthy partners. This is a common requirenment in dial-up hone banking
systens, which typically require that -g- authori zed payees be specified in
advance. Another way of stating this is that "free-formtransfers" are
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mat ches t he @ key conf ning design. Proof can be provided via a
"device certificate" 1302 stating that the card
10 originates from the specific manufacturer or product
line. ' The public key 1308 of the device 1301 must then
be certified by the manufacturer or by a CA designated
by the manufacturer. One likely approach to creating
this device certificate would be to generate the device
15 key pair during fabrication of the smartcard so that
the corresponding device certificate 1302 could also be
included'on‘the card. The device certificate 1302
_certifies the properties 1304 of the card, and the card
generates a key pair 1303, 1309 which is to be used by |
20 the user of the card and which the user can have
certified as his own by any appropriate desired ca.
Then, when suhmitting a newly generated public key 1303
for certification, the device private signature key
1305 would be used to countersign 1306 the certificate
25 = request data 1307, which is already signed by the
newly-generated user private key 1309.

Also, in a case in which the government requires
that all decryption keys be escrowed, the card should
be able to certify that it is 1ncapab1e of decryption.

30 " This "signature only" certification can be implemented
through the same mechanisms described above, thus
allowing the user’s signature key to remain exempt from
escrow requirements.' Because it is doubtful whether an
escrowed key retains any value for non-repudiation
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reC|p|ent (counterparty) verifies 1110 the user s signature 1103 on the
transaction 1101 and verifies 1111 the sponsor's signature 1105 on the user
aut hori zation certificate 1102. |If either of these WO 96/ 02993

PCT/ US95/ 09076 -27- signatures does not verify, the transaction 1101 is
rejected 1112. If the signatures verify angglhe transaction is accepted
1113 by the recipient, the recipient endorses-the transaction 1101 by
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t he sendlng user's signature 1103, as inclyded in"the reC|£Fent s verified
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| f these signat upgEb@fs€ (PINs). Normally, a smartcard is protected

against unauthorized use by a PIN, the equivalent of a
password. Typically, a PIN is changeable only by the
user and must be a specified length, but typically
10 nothing prevents the user from setting the PIN to a
' trivial number, for example all 1’s or 121212.
Smartcard vendors should be requested to implement PIN-
change routines that insure non-trivial PINs without
repeating digits or obvious patterns. Making the PIN
15 relatively long (at least 6 digits) and non-trivial
reduces the chance that the card can be operated by
someone finding or stealing it. Support for a 6-digit
PIN requirement can be found in "X9.26: Financial
Institution Sign-On Authentication for Wholesale
20 Financial Transactions", ANSI, 1990, which is well-
known in the art and is hereby incorporated by
reference and which sets forth the "one-in-a-million®
standard that states that a log-in mechanism may be
- considered secure if, among other things, an attacker
25 has no more than a one-in-a-million chance of guessing
| the correct password and if the system takes evasive
action to prevent repeated guessing. Furthermore,
smartcards should be required to take "evasive action",
for example, shutting down for a period of time or even
30 erasing private keys, if too many incorrect PINs are
entered by an unauthorized user.
It could also be made a requirement that smartcard
manufactureré use biometrics as more secure methods of
identification. Extensive work is currently being done



15 verified, the sponsor next verifies 1123 the counterparty public key ~
hash val wo ds0299ashi ng the recipient's public key 1117 andieﬁﬁﬁg}oﬁpmt he
result agai nst one of the authorized counterparty public key h val ues
1104 as specified in the user's 20 aut hori zation certificate 1102 (the
recipient's public key 1117 that the sponsor hashes for verification is
itself verified 1124 when the sponsor verifies the recipient”s
certificate). If these conditions are net, the transaction is accepted
1125. 25 The attribute val ues - _del egation controls can limt the
types and val ue ranges of authorizations’that a CA may specify when issuing
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they are immune to capture and replay of the biometric

data. This is not a problem when the biometric device
is embedded in a concrete wall, for example in an ATM
~or door access system, but it remains a serious problenm

10 in typical commercial office settings. Ideally, the '
card and biometric input device will each be - {
tamperproof cryptographic modules that can certify
themselves and establish secure channels with each
other. :

15 Smartcards should also be able to maintain an
"audit trail,"™ or an internal log of recent actions,
containing at a minimum, a timestamp, transaction
amount, type code and message digest. This information
can bé-cqmpressed-in;o 40 or so‘bytés so that a 400~

20 reco:d_cirghlar log would consume around 16K bytes.
This log would be uploaded and checked only on receipt
of a signed request from the card issuer over a secure
channel. Also, the card would not delete the old log

. until it received a signed confirmation from the issuer

25 stating that the uploaded log had been received intact.
This control mechanism will_deterhforgery, réduce the
damage that can be caused by a forger, and,alloﬁ
unauthorized or questioned transactions to be

. investigated more quickly and'easily. Since most or

30 all transactions occur off-line from the issuer, the

card is the best witness of its own actioms.
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unl ess the verifier sends a copy of the verified transaction to-a third
party, typically the user's organizational sponsor or work supervisor, 10
at a specified mail or network address, and either (a) receives an

accept/reject nessage, or (b) a speC|f|ed1ﬁ¥meelapses. This requirenment is
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verified, the gertifying authority A (31) is the root certifying
10 authbrity, with all other certifying authorities being
below it. As noted in the description of FIGURE 3, the
public key of certifying authority A is well known. In -~
a system where certifying authority A accepts liability
for any transactions in the system based on information
15 in certificates issued by A, it would be useful and
desirable for certifying authority A (the root
certifying authority) to control access to its public
- key. By doing so, certifying authority A could enforce
~ rules on the system which would ensure the well-being
20 of the structure of the system. Various methods for
controlling access to the public key of a certifying
authority are now described. '
With reference to FIGURE 14, in a cryptographic
system, a certifying authority (CA) 1402 issues user
25 identity certificates 1404 to users (for example, user
1438) of the cryptographic system. Certifying
authority 1402 has a private key 1406 and a public key
1408. The private key 1406 is used to digitally sign
the certificates 1404 with certifying authority’s
30 digital signature 1410. Certifying authority 1402 may
be any certifying authority in a hierarchy of
certifying authorities, such as, for example, that
shown in FIGURE 3.
Certifying authority 1402 determines information
35 about users of the system, and, based on that




reci pient sends 1214 a confirmation nessage consisting of the original

t ransactWop6/a29%l (t he transactlon text 30 1202 and t BeTRRADENIS user S
signature 1203) to the user's sponsor 1215, as specified 1204 int

sender's authorization certificate 1202. The recipient should receive from™
t he sponsor 1215 the same nessage in return as confirmation 1216 but o ;
signed 1205 by the WO 96/ 02993 : ?
. PCT/ US95/ 09076 -29- sponsor. The recipient then verifies 1217 the sponsor's
signature 1220 and the confirmati on neggage 1216, and accepts 1219 the
transaction 1201. In order to create conplex conbinations of 5 :
restricti onsinfoxmation cxgaves dhe mmi.ﬁmai:dsaalm tw tmgeal expression

i Vol Vi ng ORfke¥s MONE cirtifidate 199} Aldid S depigy gy restrictions
i nvol ving mul tiple attrlbutes The attribute -assertions are |inked with the
re&mes TR0

usual Bool e &Y _ to, 3y user, 143§ contaifs sar Airtermatimn e, the
sponsor ni ght4 10e s luid ingu tive me&utsn;mm Meagneeqtz QhdM th a type equal

L0 o S A bG8 SR SR o7, T Ve
nul tiple regarding that user. In order for the information '
contained in the certificates 1404 to be verified by
other users of the system, these other users must have
_ access to the public key 1408 of the certifying _
10 , authority 1402.

Effectively,_certificates 1404 issued by o : (
certifying authorities are used by users of the system
to identify themselves to other users of the systenm so
as to facilitate transactions within the system. A

15 recipient (a system user) receiVing a transaction 1440
from another system user 1438, ‘'where the transaction is
accompanied by a certificate 1404 issued by certifying
authority 1402 can rely on information in the
certificate 1404, essentially because the certifying

20 authority 1402 which issued the certificate 1404
vouches for the information in the certificate and

accepts liability for certain transactions which rely
on information in the certificate. If the certificate
1404 includes policy information 1414 of the certifying

25 authority, this liability is only accepted by the
certifying authority 1402 if the recipient had a valid
copy of the certifying authority's public key 1406 and
it the recipient followed the policy 1414 described in
the certificate 1404. _ _

30 Thus, for example,_suppose that after verifying to
its satisfaction the identity of user A (1438), _
certifying authority 1402 issued a certificate 1404 to
user A (1438). The certificate includes the public key
1416 of user A (1438), a policy 1414 of certifying
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that any or any of the described restrictions, as well as others, can be in
effect at the sane tine for the sane document or 20 transaction. These
restrictions have been discussed and illustrated separately for clarity.
The use of authorization attributes allows a recipient to verify

~aut horization as well as authentication. | ﬁych a scenario, the sponsor 25

‘certificates, "anchored by the sponsoring organization's certificate, would

be interpreted aauepgbﬁﬁgiu?ez omtﬁleas§eaeetaraaafcxlQaateswgightabfy are
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WO 96/ 02993 on weekdays from nine in the mornipgTtoSE4ve9m6the0- coul d
stipulate that cgetgiRosh.! "k £88ipiehto1428"df a transaction 1440 by
user A 1438 and the certificate 1404, can perform the
transaction with the knowledge that certifying
authority 1402 would accept liabjlity for the
10 transaction if (a) the recipient verified the policy
1414 for the transaction, that is, if the recipient
verifies that the transaction is taking place within
the allowed time bounds, and (b) the recipient had a
. valid copy of the public key 1408 of the certifying
15 authority 1402. In other words, if the recipient does
not check the transaction with respect to the policy
then the transaction is invalid. Further, even if a
recipient checks the transaction from user A and the
transaction is allowed by the policy of the certifying
20 authority with respect to user A (as specified in the
certificate), the certifying authority 1402 is not
liable for the transaction if the recipient was not in
possession of a valid copy of the certifying
authority’s public key 1408. |
25 The cryptographic system also includes various
sponsors 1418 who also issue certificates to users.
These sponsor-issued certificates are also known as
‘authorization certificates 1420. These certificates
1420 function, inter alia, to specify the rules or
30 policies'1422 of the sponsor issuing them. These
" authorization certificates 1420 can be separate and
different from the identity certificates'1404 issued by
the certifying authorities'(even_though the idehtity
ceftificates may contain policy requirements of the



aut hori zations discussed in this section would always be deened to be in

ef fect YWP&&E98pressly provided otherwi se. One of the mecassn®ehant

el enents of these 5 i ndustry agreenents would be the definition and

codi ng of docunent types. This nmust be done on a per-industry basis, since

the rules will obviously be nmuch different, for instance, for custons

I nspectors, aircraft inspectors, auditors, tax officials, etc. 10

Certain authorization attributes nay pertain to the specific content of the-

docunent itself. This can pose probl ergad-or aut omated nachi ne verification,

because the verifier's conputer may not always be able to determ ne the

val ues of suemrsifyibgt ewthoritigsyen ASuser mayuhmave ehlyraneactlon

Exanpl es inc e c ogu and security
hadﬂtEE? Ea&xlkaéaea ?h@ﬁ T A Bg & p&igéegpov

or confldentlallt§ abel s. herefore, It IS sira ide a
standard dat 34bP8 EtypﬁépérabF?"SF‘FheasPEPF BAYt haveobumerousr the
transaction, authorizatMOndcegtiﬁicateshf4abtisbubd byyObneX8¥Pherkhe stated

nDnetar tra e, docunent type - or. securlty sensitivity |abe
This d cunen?sggébgglﬁggg *appended by the signer's conputer for the

conveni ence of thWhesr af recipientsrecedivest a thansactionafrem process. 25

o7 The docuniiptAHE uplk Be°eAL) ”?ﬁ"%ﬁﬁﬁ%n%QSié??]"EQQEBH????#ﬁ"g "I the

of the docunent anguage. 0 In the
case of verify all sponsor pol cies included in authorization

' certificates 1nc1uded with the transaction from that

10 user. Thus, in this cryptographic system, users are ‘

‘required to enforce the rules (policies) of the -
certifying authorities and sponsors in the system.
As noted above, 'in order for the information
contained in the various certificates to be verified by
15 users of the system, these users must have access to
the public key 1408 of the certifying authority 1402 or
sponsor 1418 that issued the various certificates. In
‘order to enforce the rules of each certifying authority
and sponsor in the system it is necessary to limit the
20 access to the public key 1408 of some of the certifying
authorities. In particular, it is’ ‘necessary to limit
access to the public key of the topmost (root)
' certifying authority 1402,
Accordingly, the root certifying authority 1402
25 ‘keeps its public key a trade secret, ahd in order to
obtain the public key of the root certifying authority
1402, a user (potential recipient) 1424 wishing to
undertake transactions in the system must obtain the
certifying authority rules 1426 issued by the root
30 certifying authority. Recipient 1424 must hash these
rules to form hashed rules 1428 which it must then
digitally sign to produce a signed copy of the hashed
rules 1430. This digitally signed copy of the hashed
rules must be returned to the root certifying authority



struct ured GRedsl ons, such as EDI transactions, in mhich

.types and ngﬁetar%kvalues are 30 al r eady conpletely nachlggngﬂggﬁér
docunment tags woul d not be needed. As a possible convenience in proceSS|ng
sinpl e authorizations, especially where a given user signs many simlar
transactions, it may often be helpful to WO 96/ 02993

PCT/U895/09076 -31- copy the user's public key out of his basic

aut hentication certificate and include it=#8-another attribute in an

aut hori zati on certlflcate This permits the authorjzation certificate to

serve both 5 = ¥f2os@Y (theskRctdensn iR rasifientati4ad agrees (t®ws the
sender to onit tdderYy Wid HRillds W The Wdritiifidiny duRaadly trggsact i on.
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f eat ur es of mquqgt xﬁ%g oritles in the system as well as from
sponsors in the system. For example, recipient 1424
may also be required to cbtain'sponsor rules 1432 from
sponsor 1418 and return a signed copy of these rules

10 1434 to the sponsor 1418.

Once the root certifying authority 1402 is
satisfied that it has received a valid cdpy of the
system rules signed by the recipient 1424, the root
certifying authority issues its public kéy 1408 to the

15 recipient 1424. ' - a

The root certifying authority public key 1424 may
be issued to a recipient in a number of ways. In.
preferred embodiments the recipient is provided with a
secure device 1436, for example, a smartcard. In one

20 preferred embodiment the certifying authority public
key 1408 is immediately available in the secure device,
so that once the_reCipient 1424 obtains the device, he
has the root certifying authority public key 1408. In
another preferred embodiment, the certifying authority

25 public key 1408 is in the device 1436 in a disabled
form, and the root certifying authority 1402 .enables
the kéy 1408 in the device upon receipt and
verification of. the signed rules 1430.

In some cases it is useful for the root certifying

30 authority public key 1406 in device 1436 to expire or
to become'inaccéssible after. a certain time period. 1In
these cases, in order for the root certifying authority
to reactivate the key 1406, the recipient 1424 must
again obtain, sign and return the rules of the root



beyond those that can be provided using attribute certificates, involve

I nt er acwiome/oRBween a signer and third parties of vari oupcipgRmeefgne such

use for digital signatures is electronic 20 notari zation. As discussed,

above, there will be a need to cosign docunents using a third party that is

trusted to provide an accurate tinmestanp and/or |ocation information. |

Sinply relying upon signature originators to provide this information in an :

accurate fashion 25 | eaves signatures vul nerable to fraud based on, for

exanpl e, pre- or post dating of documey#6s: An el ectronic "notary" would be
icies to provide this information

trusted by V|rth§¥ Its CA'S E?
correctly. Y%?ﬂea%Fﬁﬂﬁi el49%abi Thepesrulesmyyabeuned can 30 . be
expanded to @iﬁﬁeﬂena.frﬁmmmﬁekrﬁbestbrév56ﬁ§19e51ggédnotarlzat|on

ur poses, tinest o fo L0 | uded as signature
gttPibutes Ind|Sagfggpg?%né?%#gggiﬁﬁc%g?%grﬂﬁ¥gﬁftgﬁ?iﬂélﬂgtgkﬁed ) WO
96/ 02993 root, may also require that other com@itisSNs/bBeOEét-BY- and
storedsor, I;soééﬁti@ﬂ réSIYFYREs sseeéféetﬂe{;rmtama%a@&és yltiple

si gnat ures oy nat ur e
g é ublfc eys o éhose certifying authorities.
However, included in the system rules is an agreement

by anyone signing the rules to keep them a secret.

10 cost Recovery _ :

The rules can_also include_agreement to pay for "
use of:the system. Thus, when a user obtains a valid
key (by agreeing to follow the rules of the root CA of
the system), these rules can enforce agreement to

15 comply with the payment scheme of the system.

- A cryptographic system can 1ink the operation of
the system with associated payment by users of the
system for the transactions they perform and accept.
The payment for a transaction is made, for example, in

20 the form of a pre-paid account, an agreement to be
billed, or a contemporaneous payment of digital cash to
various parties in the system. For example,_a
particular operations such as digitally signing a
transaction may cost a user a certain amount to be paid

25 " to the certifying authority which issued the

~ certificate which guarantees that user’s identity.

Some digital payment functions can be built into
the devices containing the puhlic keys. Since user’s

private keys are typically kept in secure devices (for

30 exzmple, smartcards), the secure. devices can be used to
maintain a current digital balance for each user. This
digital balance can be a debit or a credit amount.
Every time a user digitally signs a. transaction using
his secure device, a certain amount is deducted from



ddcunent it al so be distinguished from5 "counters) res,"

. which are s?gé]g?@r@%s on the si gnatgre structure in which the?&gﬁ%ﬂﬁd and
not on the docunent itself. A countersignature thus provides proof of the
or’der in which signatures were applied. Because a countersignature is
itself a signature 10 structure, it may itself contain :
countersignatures; this allows construction of arbitrarily |ong chains$ of
countersignatures. Electronic notarization,would then consist of
countersigning the originator's signature ~4h3 i ncluding a tlnestanp W t hin

the information Jei very rlsk anpP cations it may
al so be desi rabl%ﬂtﬂq‘relé‘uﬁ éﬁt%@t%qplbélé naturﬁls%gl &3¢ Aﬁ Vi Sat l?y one
or nore CAs, wi tdekilte device,urtherhahen the aeenfs |d1|§1d=@1ermance

crypt ographi ¢ T akiddrids % e ﬁHé faed»ﬂéeewmdorue% ERb1E&d and no

Various | evels of servi can be defjned_for electronic notaries based on

the level of datiPRE8Y ARLe it Hg FAReFhs Mfen-o Ihg,user Mankd Fherom
nere existgnce fave)dcoeobtEEn further digite) mtediitz #rom aertd fying

based on data r AUMEEAT. B Hae otnen daaieid ' she HREA, . ;%Fé? ane
signatures is fdhelsthex handr thesecurie fevice\is @ areditadevidegcause
users are of ten dliphgfh et ight Hifirequired to perform a payment
transaction to the certifying authority at certain
10 reqular intervals, for example, daily, weekly or
monthly. Since the digital credit amount is available
from the secure device, the certifying authority could
be assured that the transaction is for the correct
amount. A user who does not perform the required
15 payment transaction would be listed in a CRL as being
suspended or revoked and would no longer be able to
perform transactions in the system. .
Digital payment on a per transaction basis is also
achieved using a confirm-to transaction. The user’s
20 authorization certificate would list the confirm-to
address of the payee. Once the transaction occurs the
payee is notified and can deduct payment from the
user’s account.

25 Price Information
' ' Since a user has agreed to pay fees and royalties
associated with the system, the user can also be
. provided with flexible pricing and billing information.
' User-specific pricing policies can be implemented
30 using certificates. Certificates issued by sponsors
and certifying authorities can include payment and
pricing policies for particular users. For example, a
- certificate might include a list of prices for certain
transactions (including, for example, signing using a



30 devices or smartcards to others, for exanple, secretaries or

co- wor keWO I6@¥B ¢ he users go on vacation, the frequent SPETBdgs@s76i N Whi ch
one user- obtains another user's smartcard and PIN, exposes the smartcard to
possi bl e m suse. The systemtherefore WO 96/ 02993

PCT/ US95/ 09076 -33- facilitates the issuance of power of attorney
certificates that allow a delegate to associate the signature of his own
smartcard with the authority of the del egating user. The power .of attorney
certificate 5 woul d include at a nmi™®mmthe name of the del egator,
|dent|f|cat|on EHH dele ate ublic key certificate and a short
validity per P8EF% i@g d VEF ifWd ngenedagon. Parsdculagossi bility

is for the deudidcekey, Cbtabheekﬂﬂq e w&wbcakﬁbhﬁbfﬁkﬁsf%Q gse withthe 10
del egator's }h%@i%ﬁﬁgr #5EQ1EH?3Q2W pgbl Hé |%%%%? gFlgG%he ower of

attorney cer cate 'S Wou Y mnat AXbet ween
use of the ddisegsyecasdiscount Keyeoﬁoyeﬁahhsebtnhasduﬁegabettaﬁd on his own

behal f.5 15 recipients Ehﬁbkﬁﬁbgffﬁénﬁhﬂﬁ R¥8hsalRibnBd" Igena e 9reat!y

duced b kabl | t t -
reduced by Py VI iHQinéwgg %e $otmed | % iﬁg secure devices of the

users whereas other billable events can arise from
-actions performed by recipients of transactions.
In order to implement certain pricing policies, a
10 certificate mayfcontain-various.diqital-fields. For
' some policies, these fields include a revocation | {
service address, a revocation service fee, and a
transaction confirmation fee. The revocation service
address is similar to the confirm-to address, but is
15 used only to confirm the validity of the certificates.
That is, the revocation service screens for attempted
transactions based on certificates that have been
withdrawn. The Revocation Service Fee is the fee
charged for this service. '
20 - Examples of these fields are:

(a) Private Key Signing Fee = $0.50

(b) Public_Key Verify Fee = $0.50 -

(c) Revocation_Service_Address-a

, rev-checkébtec.com
25 (d) Revocation Service_Fee = $0.50

(e) Confirm Service_Fee = $0.50

All fees can be stated as flat fees or as a fee
per some amount of base transaction amount. For
example, a fee can. be specified as "$0.50" or as "$0.50

30 pexr $1,000 of base transaction amount".

‘Given the above examples, a recipient receiving a
transaction could send the associated certificates to
the revocation service address and would be billed at
the rate specified by the service fee.



t Hat preser rinciple of individual accountabilit

I mpl eﬁent at %?19%4}6%3& S fegt ure will make practical the diysal 'gﬁ@ﬁ?,sé”gﬁ
smartcard 20 | oans, a highly desirable goal. The use of delegation
certificates discussed above inplies that the user is acting as a CA In
sone cases, particularly those in which the transaction crosses:- :
organi zati onal boundaries, there may be concern 25 that the |evel of
controls and auditing available with the LQ i vi dual user's cryptographic
device (for exanple, a smart card) is not sdfficient. In such cases,

del egation certificat oteTY)\ 'éﬁ?ggl I f lhe

del egat or as nor nal aﬁ’?horl z’gt‘f?&(;né P%%?? F?A?J(‘:?z; es.egﬁfés“%?% W s
the del egati on ceettificate ¢an alse Rprtriniadtrarsachionrcorfirmatiomi sm
Users' certificates, t@htekdiprendi cate a |ist of possible del egates, and

t he del egati on WO 6/0299§ . e

PCT/ US95/ 09076 - 34- cerinfde %%P+?%¥ﬁ*r3ﬁﬁﬁ?Fe§ﬁﬁéTn an attribute nam ng

t he del egaSor. In exercising the powe$0030 gpewrney, a user nay indicate
that he is signing for another user §&boo -

transaction
amount)
In this case each confirmed transaction would cost
10 the recipient the appropriate fee.

In some instances a recipient may receive a .
transaction that is too expensive and which it would
therefore reject. Accordingly, a digital field
indicating permission to bill the sender, the field

15 being siéned by the sender, is also included. This
field could include the sender’s account number and
other information including a maximum acceptable
billing rate etc. This "bill-sender” field would
appear as an attribute in the sender’s signature block.

20 _

Intellectual Property Licensing _

The rules may also include agreement to pay for
all intellectual property used by a user. For example,
a system may offer a user patented transactions, _

25 services or algorithms, copyrighted materials, and the
like. In order to a user to obtain a public key that

- would enable access to this intellectual property, the
user must sign the user rules agreeing to pay for use
of the property. . '

30 For example, in one embodiment, the secure device
contains many un-activated services (for which payment
is required). Each use of one of these services
requires payment in the form, for example, of digital
cash, either by an internal transaction in_thg device



5 |nclud|ng I n"the docunent or transaction a "S|gn|ng for” S|gnature
attri butMO%A93 i s, the nane of the user being signed forcrnEbgssargrust be a
val i d del egati on certificate authorizing the signer to act for the user
bei ng signed for. Delegation is also 10 useful in connection with a
cryptographic nodule in a user's personal conputer. Hashing and signing a
docunent should ideally be a unitary operation in order to prevent
substitution of a false hash via software hacking. However, the typical
smartcard | acks the 15 conputing pgoer to hash a very | ong docunent.
One solution is to let the smartcard delegate this function to the

crypt ogr aphi @ riei sqme stransackion shith anmneksagatabrtmersyétml e valid

for only a fﬁwépm% bt Sis ¥e | | e]4T=T0 8 mart card
and 20 &_gat es that the user %?‘ait‘%e gtrrtgért car %ga{:le% ]csil‘?

del egati on. a 3t 8L HHes Ausing a private key cim the det«utq'en and B.
Lanpson, " Trendiwgiigie R tthie denrl ciy Srain thastef de W'\Ié@f re,azys

Proceedi ngs of ter Security Conference - 1989;

Gassere“[si M a%fﬁh%@&%df&;n %%ﬁ'ﬁe&ﬂﬁ% ?%ré/‘br’%?rclﬁ &he pel egation in a
Di stri but ed FAwents ﬂmm of the 1990 | EEE Synposiumon Security and -
Privacy. 30 Non- Public Public Key A nore basic problem however, is

- ensuring that

Signer Imposed Policies and Rules

: A user of a cryptographic system may have an

10 identification certificate (issued by a CA) and one or
more authorization certificates (issued by CAs or
sponsors of that user). Each of these certificates has
policies of the issuing party, and a recipient of a
transaction including any of these certificates is

15 expected to verify that the transaction oheys all the
rules specified in the certificates. It may be the
case, 'however, that for a particular transacticn,-a
user wishes to have more restrictive rules applied than
are allowed by the certificates. Fcr example, a user

20 may be allowed to apprcve all transactions of $1
million or less, but may wish to approve a certain
transaction only if its value is less than $1 000.
Alternatively, a user ‘may be allowed to apprcve certain
transactions alone, but for a specific transaction the

25 user may wish tc require one or more cc-signers. In
support of this feature, the cryptographic system of
the present invention provides users with the ability
to add user rules, attributes and restrictions to
transactions. _ '

30 " The user rules cannot permit transactions to be
approved that would not otherwise be allowed.
Therefore a recipient must always apply the most
restrictive rules to every transaction. For example,
if a user’s certificate allows transactions up to



al | possi bl g Rphsdsents will actually enploy the certificates-fp
attribute-verification nethods descri bed above. Although_thgge n§¥%%%§-

al | ow WD 96/ 02993 o - PCT/ US95/ 09076
-35- sponsoring organi zati ons to protect thenselves, their users and those
with whomthey transact fromliability based upon falsified transactions by
allowing themto verify the identity and qualifications of those with 5
whom t hey transact and the characteristicsggl the transactions prior to
~transacting, there is no guarantee that all recipients will actually so
verify. If a re@ipionu aid theuser rdendperi fildd @ransactiorevalue t he

attri butes of baot he sender, th nsacti wsand i f t sender
is later found t< ﬁ%v%"sgﬁt %‘ﬁp%l?du%e]%%r&ry t&[ﬁ%ﬁ%dﬁ@&%%%nﬂﬁ‘ﬁ%, t he

reci pi ent coul d agpdiy.cl Zhid ican ke yachigevedie fognhexample i dysthesor by

claim ng that thedigiehe NpgRA nd A DO e IHB rf1¥s £irst
aut hori zation verification of 15 the uyser's basi¢c signature. - One way to

ensure th& sportdst $hety ddhdhe fransactian 3, 8%dddy / BRRYYING i n

such a situati oralils dfo tiRfuiser hlled.he Applyding el dsdrhaulass) pdalgte of

each of his idenatxlrf ¥%hen the certificate rules will also produce a
correct result. However, since boolean combinations of
rules and restrictions are supported, interleaving the

10 user and certificate rules may produce an incorrect

' result if not carefully performed.

FIGURE 15 shows verification of a user transaction

which includes use:-supplied rules. A user transaction
1502 includes transaction text 1506 describing the

15 transaction to be performed by a recipient, The user
appends to the transaction text 1506 a set of user-
supplied rules 1504 which the user wants verified by
any recipient of the transaction 1502. Then the user

digitally signs the combination of the transaction text

20 1506 and the rules 1504 to form the transaction 1502,
forming a user signature 1510 which is appended to the
transaction.

The transaction 1506 is then sent, along with .any
required sponsor and/or CA certificates, for example,
25 with CA certificate 1508 and sponsor certificate 1509,
to a recipient who must then verify the transaction.
To do this, the recipient verifies 1512 the user’s
signature 1510 using the user’s public key 1514 from
the CA certificate 1508. If the user’s signature is
30 accepted, verification-cbntinues, otherwise the
transaction is rejected 1514. If verification
continues, the recipient verifies 1516 the CA’s
signature 1518 using the CA’s public key_1520.f If the
CA’s signﬁtdre is accepted, verification continues 1522



and authority certificates as attributes within his 20 signature. This
can preveges/R9%Berifier fromclaimng that he was unawar e peirnis9€kbor6 .
certificates and of the restrictions they inpose. However, the signer mght -
(intentionally or unintentionally) omt to do this. Another nore enphatic
way to ensure verifier conpliance 25 Is to prevent the root key, the
public key of the ultimate authority, that is, the highest-level certifying
authority, which key woul d-be verifiers will need in order to verify any
part of a transaction, from being distBRButed to a user (or to the user's
devi ce or 30 smartcard) unless the. user contracts with the cryptographlc
system and ag#@b§mFDGMQQH%P§ﬂqf[ﬁh&|R¥iﬁﬂuinﬂallrannnﬁlcntesrammcordance

with the prQ-_Qﬁ;szl qicplg@s £he dgurs, Vﬁ*,]_ 9%'5.@:5&@6:9 not technically

forced to veri II ar. of their .,
PCT/ US95/ 09(5"%‘:\/13{3' at"I%a 3’ ‘io ?‘ ?‘r‘Fott’\'PéTﬁ?‘iﬁ*R:}" t¥eir. transactions
in full wouk®jectiesk A5l4a cat miﬂieuahaan identiigries Arthd he crypt ographic
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systen1 for "exa ponsor ose enpl oyee.
rules in the ca certificate l 08, sponsor certificate

1509 (and in any other certificates associated with
this transaction) If any of these rules are not
satisfied the transaction is rejected 1514, otherW1se

10 verification of the transaction continues with the
verification of the transaction with respect to the ‘
user-supplied rules. 1504. Only if the transaction
satisfies the user provided rules 1504 is it accepted
1526, otherwise it is rejected 1514. _

15 The user—supplied rules 1504 can be any .
combinations of the rules known to the system,
including, but not limited to co-s;gnature

'requirements, temporal limits, transaction amount
limits, confirm-to requirements and ‘the like.

20 ' In some environments users may create sets of
rules or default rules for themselves for use with
particular types of users or transactions._ These sets
of rules or defaults may be automatically attached to
all transactions from those types oflusers or

25 transactions. For example, a user who is bank manager
may determine (from experience) that for all |
transactions by new tellers that she countersigns, she
'is going to apply more restrictive rules than the bank
requires. ' She would then store these rules in her

'30' ' system as a default for those kinds of transactions _
' that she signs or countersigns.. '
One skilled in the art will appreciate that the
- present invention is typically practiced using
electronic devices such as digital electronic computers
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bear all the risks of such an unverified transaction hinself er nor e,
because the root key of the system-authority is considered a 10 trade
secret, no one who has not signed the system rul es agreenment may possess a
copy of it, and no one could claimto:have verified any part of 'the
transaction. This would make it far nore difficult for the "outside"
verifier to claimthat he had incurred a ¥83- | o0ss by "reasonably relying"
on the transaction, even if ‘it was in fact valid. This art of keeping the
system root key apdatheadiékeecand thatisther certiifiicatese tindnsactionseness
to all the restrhaggaﬁeéndsaghaeﬁfaataaa Eﬁahﬂﬂﬁedﬁferaﬁgﬁtasre'n It is
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Certificate Distributj User o n' i b to restrict
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First, the certi Bignagurest dn eonpamﬁreéniuevmptagrspbunesystﬁmodsat|on

that the user 30 ravaaeargaahéaskgmlaaeiﬁrehaoaréewimﬁraspwbbaae&hehatand
that is nevertheless. elngss ar ed th the verlfler t hrough t he

certificate, al b&Pe BEPpe rlpHEnFFﬂPtﬁﬂn be practiced by Sther than
. the described embodiments, which are presented for

10 purposes of illustration and not limltatlon, and the
present invention is limited only by the claims that
follow. '
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purpose of signature verification. Al so, users' basic privacy rights my be"
vi ol at eWQ¥6/R29Bi r publ i c keys and WO 96/ 02993 . PCT/US95/09076 B
PEFHUS95+-090+6—3+—network addre ' For exanple, they may .

be | . th olicited busin S$prsmméﬁHAS&ﬁﬁNé:vertisenents once
th Iuﬂ ﬂ !mm wﬂi,r'e di ssem nat ed. Fur RE®PLAGE®D, t heljorgani zati on nmay have
L / agai nst gi w F

gser—radentTiication nunbers and
public keys, because they may be used as starting points for various types
of security attacks. This functionalitpémay be i nplenented as an attribute
in user's certificate. |f the "distribution- 10 restriction” attribute
i s TRUE, thdhaterys Shadmed dift’s pernission to use the certificate (which
could be an authority or a public key certificate) only for signature

verification; distribution or further publication is prohibited. & her ways
to specify thi s'%S .%}-&t"‘fﬁy&qqﬁfﬁﬁ‘b‘pﬁ ﬁyrﬁ%é‘q}ﬁ M@Pthe attribute in
t he organi zaexhifying tauthontidy pgissueshidigittesl restrifiicatess part of the

X500 Soceseisneifiing hsdie dr did Syskeir” SR YRR 01 00T Care.
: certificates being digitally.signed with a private key
of said certifying authority to fqrm'é digital.
signature and requiring a public key of said certifying
authority in order to verify said digital signature, _
10 " and wherein a uée: transaction inﬂséid cryptographic
system requires verification by a recipient of said {
user transaction, said'verification based on
information in said digital certificates énd.requiring
-said public key, a method of controlling access to said
15 public key comprising the steps of:
denying access to said public key;
providing said recipient with at least one message
containing rules of said system, said rules including
maintaining secrecy of said public key; _
20 | by said recipient, digitally signing said at least
oﬁg document, by which said recipient agrees to said
rules; and | B
in response to said digital signing, permitting
said recipient to utilize said public key.

25
2. A method as in claim 1 wherein said step of
providing includes the step of providing said recipient
with a secure device containing said public key, '
wherein said public key cannot be obtained from said
30 secure device. | '

3. A method of enforcing a security policy in a
cryptographic system, said policy requiring controlling
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20 - AltRe o exi sting general |egal basis for enforg th
. restriction n1gg ggg found under copyright law, that is, if t certl?lcate
i s declared as an unpubti shed work for _which a |icense is granted only to
- the'n i nage i r er..:l egal Mﬁm§s + HAB till be desirable.
: Srrartﬁmmmtullﬁﬂumm There are s @%ﬁg@é :Sr“é:a'u' renments on shartcards
when ustd Wi tth donfrerci al digital si ' tens. The first
requirenent is private key confinement and5§elf certification. That is,

the user's private signature key nmust never be allowed to | eave the smart -

card. Only in thiczessy tera publdcakeyr,cdatidamethetit comprisifgd®he2993
PCT/ US95/ 09076 -38- the key cannot be acconplished through purely

el ectroni ¢ meané h&&¢ | eavi ng any evi dence Thi s pr|n0|ple of private
key confinement is videaying Biccessntopsaddl publicpkeydt i on.

Thus, as illustrat edf%—ew'ih@d l%ec%%n%r Wi '&gm%s@é%le’ %dﬁ%ﬂ-ﬁ to be
certifled, t he card must” attest the card 13 I S tanperproof and
possesses 5 rules of said cryptograp 1c system, said rules

including maintaining secrecy of said public key;
by said recipient, digitally signing said
document, by which said recipient agrees to said rules;
~ in response to said digitally signing, permitting
10 said recipient to utilize public key.

4. A method of enforcing a security policy in a
cryptographic system, said policy requiring controlling
access to a public key, said method comprising the

15 steps of: ' '

providing a recipient with a document containing
rules of said system and with a secure device
containing an inactive form of said public key, wherein
said public key cannot be obtained from said device;

20 by said recipient, digitally signing said
document;

in response to said digital signing, activating
said public key in said secure device.

25 5. A method of enforcing a security policy in a
cryptographic system, said policy requiring controlling
access to a public key of a certifying authority, said
method comprising the steps of:

by said certifying authority,

30 _ providing a user with a message containing
rules of said system and with a secure device -
‘containing an inactive form of said public key,
wherein said public key cannot be obtained from
said device; '

ThlS Sheet Has Been Replaced

IR I




a key COW m?% design. Proof can be provided via a "device certificate”
1302 sta %{f” %t the card 10 originates fromthe speECflles‘SIMMf acturer
public key 1308 of - the.dewge 1301 nust then be

r ufacturer or bys ﬁ\-f q%gggﬁéw-n by the manufacturer.
e“lmlawmugnmmto creatl ng th:m§=_ 'R@Epertlf cate-would be to -
genef ate (hewdevice 15 = paiir- du73-- E=ech ation of the smartcard so
that t he correspondi ng deV|ce cl—" ca%g 1302 coul d al so be included on
the card. The device certificate 1302 rtifies the properties 1304 of the
.card, and the carq,l)g d&lvﬁelﬁ key pair 1303,1309 which is to be used by 20
the user of the ca an the user can have certified as his own by

any appropriate desired ﬂﬂmﬁﬂﬁﬁnﬁnﬁq|fgﬂlpwuﬁﬂadgﬁnt§sued public
key 1303 for gﬁalifnd:f:&amg ti&ﬂﬁj/ig@ tHée vﬁ@bélwature key 1305 woul d be

used to countersign 13 the certificate 25 uest data 1307 which is
al ready signed by the %&ﬁrﬁ/" iofi ﬁﬁa@ep"rc?\/%ﬁ q’f(éflwe in a
case i n5whi chdadumentver nment reqU| res that all ~decryption keys be escrowed,
- the card shoul d be abI . [ H%EP ble of decryption. 30
This "signature only" cer@ﬁ% r#rg’?r? béeailds f‘%"‘f‘f%’h H9 he sane
nmechani sns defRam e igikal me!ﬂmwwe user's signature key to
remain exenpt from escrﬁtd%d%ﬁﬁsdigﬂ%?%ééméﬁt oqum whet her an
certifying authority;
10 in response to said indiCatihg'by*said'user,
by said certifying authority, actzvat1ng saiad ‘
public key in said secure device.

6. A method as in any one of claims 1-5 wherein
15 each user of the system has a private key,”and wherein
said rules include at least one of rules requxring
payment to a thira party upon:
each use of said public key;
each use of a user’s private key;
20 each certification of a certificate’s status, and
each confirm-to transaction by a user. -

7. A method as in any one of claims 1-5 wherein
said rules include rules to pay for use by said
25 recipient of intellectual property used in creating or
' operating the system. ' = '

. 8. A method as in claim 1 wherein said user
transaction is invalid: until said step of digital
30 siogning is performed.

9. A method as in claim 1 further comprising the
steps of: ' '
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escrowed keyye ed/@bsys any val ue for non-repudiation WO 96/ 828839s/09076
- PCT/ US95/-090746—39——serviees, this certification is vital in order to

prevent the si ' di-scl osure through. possible m shandling during
an escrow mmg jm;’ﬁ!’ ﬂm ds shoul d al so be required to gquard 5
agai nst un personal identificatio

Normal ly; a smartcard is protected against unautho |ze§%§§%t %5% Lthe
equi val ent of a password. Typically, a PlINg®schan t he juser
and nust be a specified-length, but typically 10 nothlng prevents t he
user from setting thexﬁlNespoasertniahidusﬂgn;ngobyesa&pleeehbxéh&,or

121212 Smar tcar da(andaEe ;109 dalenbequse hedepd haPue TRkl A" 200

routines that insure non- hou s or VIOUS
patterns. Maki ngseh@ ppRipient, pajg: r—venyapmen( asspéagn eaaﬂgpssr and
non-trivial redugeankhetsbance that the card can be operated by soneone
flndlng or stealing it. Support for a 6-digit PIN requirenment can be found
in "X9.26: 3Fi nancial Institution Si gn- On Aut henti cation for Wol esale 20
Fi nanci al Transacti ong0,. Alfil a t29ptogiaphicssystem wherein a

certifying authority issues digital certificates
identifying users of said system, said digital
certificates being digitally signed with a private key

10 of said certifying authority to form a digital
signature and requiring a public key of said certifying
authority in order to verify said digital signature,
and wherein a user transaction in said cryptographic
system requires verification by a recipient of said

15 user transaction, said verification based on
information in said digital certificates and requiring
said public key, a method of controlling access to said
public key comprising the steps of:

providing'said recipient with a secure device

20 | containing an inactive form of said public key, wherein

said.public key cannot be obtained from said secure

device;
in response to a predetermined transaction with
said secure device, activating said inactive public key
25 is said secure device, said predetermined transaction
including information from the secure device
identifying operational capabilities of the secure
device and uniquely identifying said secure device and
further including information uniquely binding said
30 recipient to said predetermined transaction.

11. In a erypteqraphic system wherein a
certifying authority issues digital certificates
identifying users of said sYstem, said digital
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known Iﬂ tgly(e9 art and is hereby I ncor porated by reference and which sets
forth tRQ 3in-a-nmillion" standard that state t hat PCRIGSASMITEChani sm
may be considered secure if, a nng = =—=F1T 1 an attacker 25 has no ,

nor e . ' ntlllon C‘aﬂq o g tlhe correct password and if-
t he 4“'“”'““]%"”“"& ve actlo ed gue55| ng. Furthernore,
smart car ds sholil ¢ bé required t ge—evasli ve actlon for exanple, :

shutting down for a-period of time or g en 30 era5|ng private keys, if
too many incorrect PINs are entered by2&n unauthorized user. It could also

be made a re se bionetrics as nore

secure met ho%il{ﬁ?%rééﬂﬁ cﬁ'{? fﬁ’%@é%% si'f}g %lﬁ#’t&‘fﬂ??llﬁﬁ ng done -

WO 96/ 02993 FCHaigh 37y ing)-authartityrtm £ axm viddapirtak and fingerpri nt

i denti fi cat Iﬁ?;naaauae wlﬁmﬁt R I}!ﬁmﬂf&ﬂﬁef ofldfa ¢ fﬁﬁ% f false
m

positive and eﬂatlve Still, st be reduced, e main proble

securing t h@UFHoOriky, i qrder, fq f&ﬁt%%ﬂ@% I signatureo that they .
are irgune tand aHereim il usey Brasddsidn Qrfetsaia cryptographic

system requires verification by a recipient of said
user transaction, said verification based on .
information insaid digital certificates and recuiring
said public key, ‘a method of controlling access to said

10 public key comprising the steps of: _

providing said recipient with a secure device; (
~in’ response to a predetermined transaction with

said secure device, transferring said public key to
said secure device, said predetermined transaction

15 including information from the secure device
identifying operational ‘capabilities of the secure
device and uniquely identifying said secure deVice and
further including information uniquely binding said
recipient to said predetermined transaction, wherein

20 said public key cannot be obtained from eaid secure
device.

12. A method as in one of claims 10 and 11
wherein said public key in said secure device becomes
25 inactive after a predetermined time period, said method
. further comprising the steps of:
‘after saiad public key in said devxce becomes

inactive,
in response to another predetermined transaction
30 with said secure device, activating said inactive

public key is said secure device, said other |
predetermined transaction including information from
the secure device identifying operational capabilities
of the secure device and further including information
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data. Thi syigoefa@doza Probl em when the bionmetric device is ewu'b&ga _
concrete wall, for exanple in an ATM or door access system 't remains

a serious problem 10 in typical commercial_office settings. Ideally,

the ca ﬂm nput. devi ¢etid smeach.Beegnper proof cryptographic
nmodul esl Im " elmﬁuu ﬁm/ thensel vels. andR@&L@blL,sh seFure channel s with each
ot h err " Smartcards showd imai ntain an "audit
trail,"” or an internal log of recent actigps, containing at a mninum a
tlnestanp, transaction anmount, type code and nessage digest. This

i nf or mati on carurtﬁqm;prmﬁhg' rdaldt Fewipienty ttes said vther 400- 20

.record circular (F%H} 16K bytes. This |log would be
upl oaded and cl?ec onl'y on recel pt of a signed request fromthe card

i ssuer over a .secure channel. Also, the card would not delete the old |og

until it received aﬂgn@ﬁ‘éﬁﬁé&rﬂlé}{f&fﬁﬂé@ém #4p a stating that
t he upl oaded | og a beﬁ*ﬂ" recei ved Jntact. This control, nechanismw ||

deter forgery, Tigatign Ryster &Puprising dhe shepsi | ow

unaut hori zed orofpiesti oned transactlons to be investigated nore quickly and
R e e Rl o Mg AR SRAIE P ol e oM e
' combining with said message at least one user
rule; | _ ] _

10 .forming a digital user signature based on said
digital message, said at least one user rule and a
private key of said user;

combining said digital message, said at least one
user rule and said digital user signature to form a
15 digital user transaction; and
' combining with said digital user transaction a
digital identifying certificate issued by a certifying
authority, said identifying certificate having a
plurality of digital fields, at least one of said
20 fields identifying said user, wherein _
said at least one user rule specifying conditions
under which said digital message transaction is valia.

=2

14. A method as in claim 13, further comprising
25 the step of:
combining with said digital transaction a dlgital
authorizing certificate, separate from saidq identifying
certificate and issued by a sponsor of said user for
authorizing transactions by'said user.
30 |
15. A method of enforcing a policy in a
cryptographic communication system comprising the steps
of:
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WO 96/ 02993 PCT/ US95/ 09076 . - 41~
Cont rol | i WQ9602¥3s to the Public Key of the_RDo Certifyi necyuédiesdssy and
I A& ' i dF cryptographic system

there may be a hierarchy of 5 lties (31-33) issuing
of certifying

;5[ Ll)”mmmﬁu“”lm”mgtﬁ L?r?ﬁul dbe nuch greater. In the
structlre® sHowm! id# FTGURE 3 the certifying authority A (31) is the root

certifying 10 authority, with all ot&ef certifying authorities being
below it. As noted in the description of FIGJRE 3, the public key of
certifying authori @ecRivingea d@ﬂiﬂalIusex:;pansacﬂunnaincnuéﬁﬂ

author  ty A agugleall dlideie; W RNY GHOHEORuLS %%D%énubased on

i nformation 15 i.n certlflcates i ssued A it wou and

" desirabl e for “CRAAtdang, under,shichi sadd. qr@é‘tsaé’érliq'\‘ ;Asng’aaldtdwmdya) to
control accesdiiytalls user isignaturily baged) of0 sadd ldf g,y A could -

ctruct ue of A%k Tk a.é&%eﬁ’é?#@&i%ﬁ%&%&%ﬁ! beéae&eg@o the
public key ofuéegvrtlfylng authority are now descri bed.
receivinq a digital identifying certificate issued
by a certifying authority and having a plurality of
digital fields, at least one of said fields identifying
10 said user, ;
verifying said transaction based on 1nformation in
said certificate and in said at least one user rule;
and _ .
accepting said transaction based on said ocutcome
15 of said verifying. |

16. A method as in claim_is, further'comprising
the step of:
receiving a digital authorizing certificate,

20 separate from said 1dentifying certificate and issued
by a sponsor of said user and authorizing transactions
by said user; and wherein said step of verifying
includes the step of: '

verifying saiad transaction based on information in
25 said authorizing certificate.

17. A method as in any_one of claims 13-16
wherein said at least one user rule includes at least
one of: |

(a) allowed document types of said tranSaction,

(b) allowed locations at which transactions can

be formed,

(c) allowed times at which transactions may be'

formed;
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Wth ref eV@8&02088 FI GURE 14, in a cryptographic system a p@-m]ls;ydgﬂ-g

aut hority (CA) 1402 issues user 25 identity certificates 1404 to users
(for exa user 1438) of the.cry raphlc sysém Certitying authority..
1402 h Ilm Hulﬁ?ll 406 and a plib!'T'c “key 1488 The| prli vafseskeyT LASBEEN
used t he certific§ LAG fyi ng amghuAcEp s 30

digital S|gnature 1210 Certifying authority 1402 may b ==y AR
authority in a hierarchy of certifying augharities, such as, for exanple,
that shown in FIGURE 3. Certifying authority 1402 determ nes information 35

about users of the sydtena time peasisll anitHiai whldw&.{d)?sgi%m&fi%/ 09076

-42- infornation, issues ertificates 1404 to those users.
certificate 1404 issued by certifying authority 1402 to a user 1438
cont ai ns user i nfor né@) orda mETEYaRy deﬁwﬁg: (8ig:: o mds:m“x:lmy hiP and 5

certifying authority¢s ptdLsi ,{glor @a ‘!ﬁ%r
order for the mforn%ﬂ on contdal ned in the certi ates f}%}tﬁa e verlfled
by
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ot her users of the system these other users nust have access to the public
authority 1402. Effecti vepyrussidosdsi cat es
1404 issued by certifying authorities are used by users of the systemto

identify thenselves to other users o

key 1408 okwo $sm2em3rtifying 10

transactions within the system

A lg/&

recei ving a transaction 1440 from anot her system user

ge systemso as to facilitate

reci pient (a system user)

1438, where the

transaction is acconpanied by a certificate 1404 issued by certifying

authority 1402 can rely on information in the certificate 1404,
authority 1402 which issued the certificate

1404 vouches for the information in the certificate and accepts liability
for certain transactions which rely on information in the certificate.

because the certifying 20

essentially

| f

- the certificate 1404 includes policy information 1414 of the certifying 25

authority, this liability i
if the recipient had a val:
1406 and if the recipient f
certificate 1404. 30
verifying to its satisfacti
authority 1402 issued a certufi
i ncl udes the public keyﬂj C§

S
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'hus,

(a)SYMMETRIC ENCRYPTION

nly accepted by the certifyi
qpy of the certifying authoril
qwed the policy 1414 describ
, ] for exanpl e,

fthe identity of user A (1438)x
cate 1404 to user A (1438). <

‘. 1b.

Jieh

suppose t

aut hority 1402

"s public key
in the -

after
certifying

he certificate
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%1416 of user A (1438), a policy 1414 of certifying WO 96/ 02993

PCT/ US95/ Q9 ?oz?gp authority 1402 with respect to user A 2cu/UssSTE tally
si gned by cer ing authority 14025 /§yppose, for exanple, that the poI icy
*1414 in the certlflcate speci fied that user A can only enter into
transactions 5 on weekdays fromnine in the norning to five in the
afternoon. A recipient 1424 of a transaction 1440 by user A 1438 and the
certificate 1404, can perthe transaction with the know edgqg that

certifying authority 1402 pi-IXability for the 10  ¢dransaction
if (a) the recipient veri theNgdl i cyQL414 for the transactign, that is,
I f the recipien eI’IerSH'Et thetransactlonlstaklng pIaceOWthlnthe

(ﬁt)he public

allowed tine b , and (b)S y of
key 1408 of the c¥tifying ¥o g
reci pi ent does n check t het
the transacti oQsj nval i d.
transaction fr er A and
certifying 20 authoritym
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certificate), the certifying authority 1402 is not liable for the
transacti owode/odgee reci pient was not in possession of a valpcrrosysmené t he
certifying authority's public key 1408. 25 ~ The cryptographic
system al so i ncl udes vari ous sponscw%/hﬂiB who al so issue certificates to
users. These sponsor-issued certificates are al so known as aut horization
certificates 1420. These certificates 1420 function, inter alia, to specify
the rules or 30 policies 1422 of the sponsor issuing them These

aut hori zation certificates 1420 can be separate and different fromthe
identity certificates 1404 issued by the certifying authorities (even
though the identity certificates may contain policy requirenents of the
WD 96/ 02993 : PCT/ US95/ 09076 - 44-

certifying authgritld ____A user_nay have only one identity certificate
1404 issued by ert| flying afithodity 1402. However, a user may have

a C
numer ous aut herli <& i c8Dtif|catds 1420 i ssued by one or nore 5
sponsors 1418 W - reef pi ept rigceives a transagiion from another user of
the system i $7 en Ul d |41 so ~ "
w <L )P nio
2D 2 (9]
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Verify all sponsor policies included in authorization certificates included

with the trewegsssmksen fromthat 10
system wusers are required to enforce the rules (policies) of the

certifying authorities and sponsors i4/Yhe system As noted above

user.

in this crpetrosssessc

in order

for the information contained in the various certificates to be verified: by

15 users of the system
1408 of the certifying authority 1402 or sponsor
In order to enforce the rules of each certifyyng
authority and sponsor in the systemit is necessary to limt the 20 <
ey 1408 of sone of the certifying aut -

ssary to limt access to the public kgy
ing authority 1402. Accordingly,
eeps its public key a trade secret,

various certificates.

access to the publ g &
particular, it is I&?&
ti

t opnost (root) cer
authority 1402 25

obtain the public

(potential recipie
must obtain the ce
certifying authorit
rul es 1428 which it

t he hashed rul es 1430

ROOT

,_cgur\JTRY-uq

[ORGANIZATION

1418 t hat

t he

the root certifying authority 14Q2,

COUNTRY-US

ORGANIZATION| AORGANIZATION

FINANCE

[ORG.UNIT

O

L

Q
u

424 wi shing to undertake transacti
ying authority rules 1426 i

Reci pi ent 1424 nust hash th
st then digitally sign to pr
This digitally signed copy

n

d by/ t he

es|tp

bduc silg
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t hese users nust have access to the public key
i ssued the
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srules nust be returned to the root certifying authority WD 96/ 02993
PCT/ USQS/%O&?,Z-,%S- 1402. By these actions, the recipi ent RQUESHEIVES t o
abi de by € u?es of the certifyi /la.}Jt hority 1402 which it has just
Sirgned. The root certifying authority 1402 nay al so require that the
reci pient 1424 5 | g0 obtain, sign and return rules from other
certifying authoritie the systemas well as from sponsors in the
system For exanpl e, hvpi ent 1424 may al so be required to obtain sponsor

rules 1432 from sponsor,al418 and return D
1434 to the sponsor C
satisfied that it hag opy qQf the systemrules signedfby—
the recipient 1424, : %;{ authqrity issues its publignkel
1408 to the 15 ' uwlifk key
1424 may be issued r( )
enbodi nents the regi or
exanpl e, a smartcaf i hp
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*key 1408 is imedi ately available in the secure device, so that once the
-recipi ent v}éﬁg,gﬁpg ains the device, he has the root certifyiPCIUSISH9076 t y
public key . I'n another preferred enbodi nent, the certifying authority
25 public key 1408 is in the de&/t2 1436 in a disabled form and the
root certifying authority 1402 enables the key 1408 in the device upon
recei pt and verification of the signed rules 1430. In sone cases it is
useful for the root certifying 30 authority public key 1406 in device
1436 to expire or to becone inaccessible after a certain time period. In
these cases, in order for the rQgt _certifying aut horit yldaet€activate the
key 1406, the recipient 1424 mu Jogai n obtain, sign and . refurn the rules
of the root WO 96/ 02993 == -
PCT/ US95/ 0906 - 46- certif

fromthe r S previou tifyi ng\p Fities,
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. by anyone signing the rules to keep thema secret. 10

Costs’%%ﬁgvery The
rul es can al so i nclude agreenent to pay for use of the sMﬁ’ s, when
a user OWPIRY, valid key (by agreeing to follow the rules of the root CA

. of the systen), these rules can egf Ice agreenent to 15 conmply with the
paynent schene of the system A cr ographic systemcan |link the operation
of the systemw th associ ated paynent by users of the systemfor the
transactions they performand accept. The paynment for a transaction is
made, for exanple, in 20  the formof a pre-paid account, an agreenent
to be billed, or a contenporaneous paynent of digital cash to various
parties in the system For exanple, a particular operations such as
digitally signing a transaction may cost a user a certain_anmunt to be paid
o5 _ : :

to the certif yjmaems I ssue certiff +edt e which
guar antees that user'p ¢ydgntity.
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t hat user's dd'@uaal bal ance. If the secure device is a debPCI/USAS08WS t hen
when the W7 i gital bal ance reaches zero the device would becone

-di sabl ed and no | onger able to si gg/flgr the user. The user would then 5
have to obtain further digital credftfroma certifying authority or sone
ot her sponsor in the system |f, on the other hand, the secure device is a
credit device, then the user mght be required to performa paynent
transaction to the certifying authority at certain 10 regul ar
intervals, for exanple, daily, weekly or monthly. Since the digital credit
anopunt is available fromthe device, the certif hut hority could
be assured that the transac on’isf for the correct anoygn A\ user who does
not performthe required 15&3 : ment transaction p listed in a
CRL as bei ng suspende

transactions in the system D pil payment on apera aRdaftion basis is
al so achi eved using alconfirm}{&tfansaction. Jhe user'ls °
aut hori zation certifid¢ate woul g_Lijt the conéi mto addqregs) of t%payee.
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spayee is notified and can deduct paynent fromthe user's account. 25

Price Inf?; 09én0e8 Since a user has agreed to pay fees and PEYAIS9S876
associated wth the system the useg ,£pn. al so be provided with flexible
pricing and billing information. Us€r-specific pricing policies can be

I npl ement ed 30 using certificates. Certificates issued by sponsors and

par i cul ar user YERIFIERTENF QHCEMERTT DF GECCRABRICATE *0r 1 ces

for certain traﬁéEMP@ﬂﬂLcl@@N@fR@L@arrpl e, signing using a VO
96/ 02993 PCT/ US Lfyi a

particul ar publj 'ITqDNg Blye SER he”rev i ar
certificate), a ;c.aum_u.t.ﬂauégau_% r
transactions withjcertain 5 ot s E&@e;]ﬁ&&u‘.@%gns I onp.

Some of the billipg is performed b é [ t rs S
other billable events can ari se fr m LQI of

transactions. '
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e e iy | CAUTHORIZATION CERT.
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SPONSOR NAME
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=N
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jsusmiTs - S8\ \User puBLIc kEY |—1
ILOCATION=BT—LANZ
LOCASLETFwEgTAMP \ITIME= 0900= 1800 }—
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iln order to inplenent certain pricing policies, a 10 certifi
igital fields. For sone policies, these PCHUSES/00T6| ude a
revocati on service address, a revocation service fee, and a transactipn

contain vqwd

sconfirmati on fee.

transacti ons based

confirmto address, but is used ,only to confirmthe val
certificates. That is, t aggl
LS ] fhave been withdrawn. The
Revocation Service Fee is th®&’fee charged for thi eLVi ce. %?
se fields are: (ACHIONS B \éo'l%} ers $6
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Exanpl es of the
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cate may

The revocati on s@pyll@e address is simlar to the

dity of the

rvice screens for attenpted

- (d) VERIFcH | IdSERi Fep=
m (f)eesrligw ‘._ $ReE ed ;gef_l 2 f eeg
ransa | tor e

)un xampl e. b fee

: $1, of bas f
exanpl es, a recipi en Qggei Vi ng ??gr
ber Vi g

SIGNATURE

SPONSOR
| PUBLIC KEY
- _ OK (923

—{VERIFY TIMESTAMP ] NO

e Ttk spVIIRé‘ﬁyS NO |

Lo (b)

). 50 (e)

or as a fee
can be
saction
saction
e address

930

REJEC

.{MATCHES DOCUMENT I |
' l OK P24

l oK (925

VERIFY TIME SERVER | NO
SIGNATURE

oK

VERIFY TIME IN NO
ALLOWED RANGE

SIGNATURE.

JOK (926

VERIFY SPONSOR NO |
031

\

SUBSTITUTE SHEET (RULE 26)

[SPONSOR |
PONSO! .I ACCEPT
| KEY ‘




WO 96/ 02993 ' PCT/ US95/ 09076 -49- In
order to ciwemge9®»r a confirmto transaction, a certificat PCTAEIHPMWI6
contain a transaction confirmation fee, for exanple,
‘Transaction_Confirmtion_Fee =5 13/17 ($0.50 per $1000
transaction anount) In this case each confirnmed transaction would cost 10
the recipient the appropriate fee. In sonme instances a recipient may
receive a transaction that is too expensive and which it would therefore

reject. Accordingly, a digital field indicating permssion to bill the
sender, the field 15 bei ng signed by the sender, is also included.
This field coul dg sender' s account nunber@nd ot®er i n; tion
i ncluding a naxizg le billing rate etc. Thiéz"tnllzkende'()field
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The rules may al so include agreenent to pay for all intellectual property
used by awoe6020%r exanple, a systemmay offer a user pat PCTAIS95/09076
transactions, 25 - services or al.gorithns, copyrighted materi al s, and t he
fike. In order to a user to obtain a puliJZ/d-'key t hat woul d enabl e access to

pay for use of - HEQNSORENKORCE MENT: Bk &R éfﬁﬁﬁéév b mont

h d whi ch
required) ESZL‘%MFEFF?T R RO e N Y REBIBIL N

for_ exanpl e, of di hﬁrld) ternathEfﬁrr?a?t fon 1ntn
d WO 96 /. 1S95/ 9476
_g\él_cgr by sone tra pr| S 'USIERheS Némﬁﬁérder t g
btain the devi ce,
gri \E/I:atne kgy ie\rllI tcﬁ t!eSId Vi ce erefﬁﬂa ti’[ﬂ&]ger)
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ired. Si i 3
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$1, 000 anqn;g@n er rules specified transaction val ues of pEI/US9SR®076i | | i on,
clearly the ,000 limt should apply. This can be achi eved, for exanple,
‘by the recipient applying all of thi ?ggtificate rules first 5 and
then, if the transaction is still v f . applying all of the user rules.
Applying the user rules first and then the certificate rules wll also
produce a correct result. However, since bool ean conbinations of rules and
restrictions are supported, interleaving the 10 user and certificate
rules may produce an incorrect result if not carefully perforned. FlI GURE 15
shows verification of a user transaction which includes user-supplied
rules. A user transaction 1502 includes transaction text 1506 descri bing
the 15 t pansaction to be perfor nesd reci pient. The user appends to
the transactdn text 9506 a set oﬂf)sgb- pplied rules 1504 which the user
wants verifigd by anfNreci pi ent of=tjhé“t saction 1502. ggen t he user

pe_conbi nati on of®™Njhent saction text 2 1506 and the
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+«The transaction 1506 is then sent, along with any required sponsor and/or
CA certifiwg 6?@8 3 or exarrpl e, 25 with CA certificate 13tfnssoslosponsor
certificate to a recipient who nust then verify the transaction. To
*do th| s, the reci pient verifies 15125yh® user's signature 1510 u3| ng the
user's publlc key 1514 fromthe CA certificate 1508. If the user's
signature is 30 accepted, verification continues, otherw se the
transaction is rejected 1514. |f verification continues, the recipient
verifies 1516 the CA's signature 1518 using the CA's public key 1520. If
the CA's signature is accepted, verification continues 1522 WD 96/ 02993
PCT/ US95/ 09076 '5'2—\M-t-h—t he—ch-eckt—ng—ef—t he- retes— i+ akl -eeﬁtﬁl-ea{-es\—,\l‘and
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verification of the transaction continues with the verification of

the transagdbgresy t h respect to the user-supplied rul es 158CT/USEMNY?6 f t he
transaction satisfies the user provided rules 1504 is it accepted 1526,

‘otherwise it is rejected 1514. 15 16/17

The user-supplied rules 1504 can

be any conbinations of the rules known to the system including, but not

limted to co-signature requirenents,
confirmto requirenments and the |ike.
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WD 96/ 02993
the |ike, winekiaboat t he cert

PCT/ US95/ 09076 -53- and

ficates, transactions, nessageper/Fkésp@srd’ €S and

the like are digital electronic signals generated by the el ectronic devices

‘and transmtted between the el ectramflrevices. 5

for securely using di I

I s provided. One ski
i nvention can be prac

RE JECT

in the art wll
d by other than the described enbodi nents, which

Thus, a met hod

signatures in a conmmercial cryptographic system
appreci ate that the present

are presented for 10 donot limfation, and
the present inventi limted onfy by the cla#ns that follo -54-
VWhat is clained is=1 In a crypt¢graphic systgmwherein a certifying
authority issues diQit certificatges identifying users of said system
said digital certificat®s being digitally sigrgd|with a private key sai d
certifying authority forn1a)dig§ al signateye] wherein agpuplic k of’
said certifying authofty is Fpquiied in ordaDt¢ verify sa\d [digita
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transaction in said cryptographic systemrequires vdl iREPCACEMENT\SHEET

reci pi ent l&ﬂﬁsaction, said verificati based on i nformatji on
in said di imuﬂ“ﬂumlm s and requiring said publ de .0
control ling *acéess t sai d public key conprising the

access to said public key; providing said recipient

nmessage containing rules of said system said rules mpi'dGﬁMEﬁ;mEgst one
rul'e regardi ng nmai ntaining secrecy of said public key; by said recipieént
digitally signing said at |east one nessage, by which said recipient agrees
to said rules; and in response to said digital signing by said recipient,
permtting said recipient to access said fblic key. -55- 2. A net hod

as in claiml wherein said providing of said recipient with at | east one
nmessage i ncludes providing said recipient with a secure device contai ni ng

said public key%ngeimaiig: public key cannot be obtained fromsaid
secure device. 3. method of enforcing a security policy in a
cryptographic system said policy requiring controlling access to a public
key, said method conpri si t he steps of den n . 10 ' LLC
key; providing a recfpien e HP‘%%‘H&E&&&%“*‘@O‘H ﬁ\%ég&ﬁgg ag?l?drﬂyﬁ%eé

cr %Ft ngkaph' C syipltaMeertificttes UbEsifyig! Hsbrd Of rﬁﬁicﬁky?dté}h NgaidedigRAY catifieaies
public key;

being digitally signed with a private key of said certifying authority to form
a digital signature, wherein a public key of said certifying authority is
required in order to verify said digital signature, and. wherein a user
transaction in said cryptographic system requires verification by a recipient of
said user transaction, said verification based on information in said digital
certificates and requiring said public key, a method of controlling access to
said public key comprising the steps of:

denying access to said public key;

providing:said recipient with at least one message containing rules of

said system, said rules including at least one rule regarding maintaining

secrecy of said public key;
by said recipient digitally signing said at least one message, by which
said recipient agrees to said rules; and

in response to said digital signing by said recipient, permitting said

recipient to access said public key.
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by said recipient, digit Lol docunent, by which said recipient
D mm{@ﬁ@ﬂal digitally signing, permtting
s 4» A nethod of em‘i:ﬂ&@ policy

agrees to said rules; in

said recipient to utilfzes

in a cryptographic system said policy requiring confEBLAG to a
public key, sai-d method conprising: providing a.recipi |

containing rules of said systemand with a secure devi
i nactive formof said public key, wherein said public
obtai ned from said device; by said recipient, digital
docunent; in response to said digital signng, activatitag—sat—ublreF

in said secure device. 5. A net hod of ™efiforcing a policy in a

cryptographi c syste sai | b | Al drh (g : ublic
key of “a certifying aut h(f?i“?;l{ldtg%i fclaid | Sgﬁ%??‘%ﬂn‘g?‘?‘%&e g Figie fying -

th A dae

L e ¢ T

REPRACEMENTSHEET

aut hority, vE & atgdeasy iodé message senludes tprovading saidgecipient withiangcurel deyicef said -

systemand with secure.devi ge containin . lbnactive. fo of. said .public
by, wherein sSPRABTRS 100 RS iecker Betsin ik miis Y Rt be Solitnd S5 o
user, indicati Rgeye deticent to follow said rules, said indicating including:
hashi ng sai d nessage to obtain a hashed docunent;

3. A method of enforcing a security policy in a cryptographic system,
~ said policy requiring controlling access to a public key, said method comprising

the steps of:

denying access to said public key;

providing a recipient with a message containing rules of said
cryptographic system, said rules including maintaining secrecy of said public key;

by said recipient, digitally signing said document, by which said recipient
agrees to said rules;

in response to said digitally signing, permitting said recipient to utilize

public key.

4, A method of enforcing a policy in a cryptographic system, said
policy requiring controlling access to a public key, said method comprising:___

providing a recipient with a document containing rules of said system and
with a secure device containing an inactive form of said public key, wherein said
public key cannot be obtained from said device;

by said recipient, digitally signing said document;

in response to said digital signing, activating said public key in said

secure device.

5. A method of enforcing a policy in a cryptographic system, said
policy requiring controlling access to a public key of a certifying authority, said
method comprising: _

by said certifying authority, REPLACEMENT SHEET \

|
}
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digitally signing said hashed document to formfa di gi taIh agree'rrent; _and
returning said digital agre MIII i fying authority; in response
to said indicati ng by said ” lmulllﬂﬂ*lt i fying authority, activating
said public key in said secure device! 6 A net hod afREPLACEMENTI SHEET
claims 1-5 wherein each user of the system has a private key, and wherein

said rules include at | east one of rules requiring payng [y
upon: each use of said public key; each use of a user'd E&F@?@‘""Jygﬁih
certification of a certificate's status; and each: conflrﬁr ot n py
a user. 7. A nethod as in any one of clains 1-5 wherePResardrut-ee
include rules to pay for use by said reci pfent of intellectual property
used in creating or opera Eed é&g}kﬁ@] %}eseage%o eéj“ﬁés Paﬁéé&g%r&

wherein said user transac on I'S 1 nvall sar per

digital signing. 9. andAvitied beedreadevide czinam[mg.aﬁumdcﬁ% foremof sd pablic key,57-
In response to said digitally srﬁnrn g by said recipient, said certrfyrng

authority accepting Ahereim saidmublc ke garingt be pbained dram saidideviceansact i on
based on said user tri,?r}gﬁcﬁgepn

indicating an intent to follow said rules, said indicating including:

hashing said message to obtain a hashed document;

digitally signing said hashed document to form a digital
agreement; and

returning said digital agreement to said certifying authority;
in response to said indicating by said user,

by said certifying authority, activating said public key in

said secure device.

6. A method as in any one of claims 1-5 wherein each user of the
system has a private key, and wherein said rules include at least one of rules
requiring payment to a third party upon:

each use of said public key;

each use of a user’s private key;

each certification of a certificate’s status; and

each confirm-to transaction by a user.
7. A method as in any one of claims 1-5 wherein said rules include
rules to pay for use by said recipient of intellectual property used in creating or

operating the system.

8. A method as in claim 1 wherein said user transaction is invalid

until said user performs said digital signing.

" REPLACEMENT SHEET

9. A method as in claim 1 further comprising: _
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digital certificates identi'fy_Ml l ﬂﬂ “ system said digital _
certificates being digitally st ate key of . gM + okt Ng
authority to forma digital signature. and wherein a publ'ﬁm ngS‘TEgT

certifying authority is required in order to verify said digital signature .

MENT SHEET

at1 on

10. . 1In a cryptographic system wher ei n ﬁljjg[wlvfyl ng authority issues

.

key, a nmethod of controlling access to said public key cpmy
of : providing said recipient with a secur ®7devi ce cont ai m ng an I nactive

f f id publi | i S a4 bl:i.6 . i :
Cai 0 secure dovice T RN € AR Aok Y SATIERRR, PUS PRLE

secure device, awthon®ytadegptig 4 transaction éropuiklid cedipignt, Baidatrahsaionr tase®vhce,
said predeterm ned transactjon including information fromthe secure device
i dent i fyi ng opefdf USFHANsaGOBi | ities of the secure device and uni quely

i dentifying said secure device and further including information uniquely
bi nding said recipient to said predeterm ned transaction. 11. In a
cryptographi c systeml@her & a ayptogiaphigi systemuivhereid ¥ destifyiiy alitBorigl issues
certificates i dgmi % users of said system said digital certificates

bei ng di gital | ydig 195 Idenfifyipguseri oy syl systpm, saif igital rertificatedbeing t o

Lty ) A e ol BERD y BFSLE b gl S5 bl ¥
wherein a user sigeatseecand whereins ai piiblic Jkey axfr sapph certifyisg anthoeity iis esjuired in
verification byo%e{' etc(tii\}?eiri(ra;'1 tsaj(()if digﬁa!ﬂdsigrfa%re,t Eu?(? W %lfeiig r]a user transaction in said
cryptographic system requires verification by a recipient of said user transaction,
said verification based on information in said digital certificates and requiring
said public key, a method of controlling access to said public key comprising the
steps of:
providing said recipient with a secure device containing an inactive
form of said public key, wherein said public key cannot be obtained from said
secure device;
in response to a predetermined transaction with said secure device,
activating said inactive public key in said secure device, siid predetermined
transaction including information from the secure device identifying operational
capabilities of the secure device and uniquely identifying said secure device and
further including information uniquely binding said recipient to said

predetermined transaction.

11.  In a cryptographic system wherein a certifying authority issues
digital certificates identifying users of said system, said digital certificates being
digitally signed with a private key of said certifying authority to form a digital
signature and wherein a public key of said certifying authority is required in
order to verify said digital signature, and wherein a user transaction in said
cryptographic system requires verification by a recipient of said user transaction,
| REPLACLG: - “HEET
—

e
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-58- said verification based | i [ gy said digital certificates .
and requiring said public keyﬂml ﬂ“}"“ﬂﬂmnt rol1ing access to said
ublic key conprising: -providing said recispient iwith a secure deyij -
\R/_her ein said public key cannot -be obtained fromisaid secuﬂEP_H&Eﬁgi%ﬂFE[
response to a predetermined transaction with said secure gex-ee- _
transferring said public key to said secure device, said fjir REPLACEMENTISHEET
transaction including information fromthe secure device ifdent Myq NEage %
operational capabilities of the secure device and uni quel {| bgteAl.i.l.yl.ng..5a..d
secure device and further including information uniquely Bndh =: -
recipient to said predeternined transacti o?- 12. A nethod as in one of

clains 10 and 11 i N.-sal ubl i ey. | n i,d.. ure.deyi ce becones

i nactive after éalg\geégcg?%ﬁ?h%ggtﬁr@?%ér i Zg_gildadl ; hc(’?&t_lt?i?}/‘?shaéﬂd EEMBMEsi ng:
after said publ isgidkriplit kep2d thettfdd SrcoRBBININR actdia &b ki@ public keyp ROMpAsihe:
anot her predeterm ned transaction with said secure device, activating said

i nactive public key in saipiodéiagsaiddesipient withageoirs devige.cpbkergingaidopiiblic

transaction i ”Clkggic&%oit%Eg@@@é'doﬁorysmst Q@res&gwee devi ce identifying
operational cap ' further including

i nf ormati on uni quel y bi ndiimgespansd to 2 predeternhintd traasadtiont with spikadaire deviced
transaction. 13, et ho f. enforcing a li.cy, .the t hod conpri si ng:
formng a digi té"la"?_é"srg‘ég-‘é“_ﬂgf“%é‘cﬁ@&t? saé%g?ﬁ"Fﬁp 1G5 ts‘HfisP ter’i@é‘_?&gtéaﬂé%cﬂoéajst
one user rule; §ad; irﬁoﬂﬁmom‘mm?é cShi@RVitk Gertiflifly Yperar Sl RALAbiIRiLS! NI
based on (a) said digital nessage, b§ said at |eas ne user rufe and (c)
a private key obf gbe decure device and uniquely identifying said secure device and further

including information uniquely binding said recipient to said predetermined

transaction.

12. A method as in one of claims 10 and 11 wherein said public key
in said secure device becomes inactive after a predetermined time period, said
method further comprising:

after said public key in said dévice becomes inactive,

in response to another predetermined transaction with said secure device,
activating said inactive public key in said secure device, said other predetermined
transaction including information from the secure device identifying operational
capabilities of the secure device and further ‘including information uniquely

binding said recipient to said other predetermined transaction.

13. A method of enforcing a policy, the method comprising:
forming a digital message by a user;

'combining with said message at least one user rule;

forming a digital user signature, said user signature being based on @
said digital message, (b) said at least one user rule and (c) a private key of said
user;

forming a digital user transaction by combining said digital message, said

at least one user rule and said digital user signature; and

REPLACEMENT Shrt

19 JAN 998




users; formng a digital user tn I ni ng said digital nessage,
said at | east one user rul'e an(m'm u m,mm mﬁr signature; and
REPLACEMENT SHEET - 59-: conbi ni I'tal user transaction a
digital identifying certifi cate I ssued by a certlfyl ng au

i dentifying certificate having a plurality of digital. flelg ﬁyq@aﬁﬁtﬁ%e
of said fields identifying said user, wherein said at | r&i&eﬂqm rul e
specifies conditions under which said digital nessage t|l EPRACERBNTS,

14. A nmethod as in claim 13, further conprising conbijhing w th sai
digital transaction a digital authorizing certificate, aep@rz]ts ﬂAnml
identifying certificate and issued by a s@%nsor of saic

aut hori zi ng transactj %ﬁlggwﬁﬂ'&gceﬁ% use? aph %Hgser [a}&f?lr % iclte

pollcy, t he net hod conp ST Vi Ng a |on
i ncl uding (a) 1ssaedibglat@lrnﬂymgsamﬁmtﬁ,b§axd 1daht1ﬂyaags¢er@fmwaaﬁng dlpturaligcof yi ng

condi ti ons under whic trans i i s, val and (c a digital user
si gnature basedhgiﬁl(ﬁl rdsséﬁ lsadioge Ismﬁé%é%f’g‘éem(tjb' %éﬁ %rtwh%rﬁg‘t one user
rule and (iii) a prigatg [KeY ok L@eﬂﬁ@é spacHiR| dbhdGiofs dhdtrt which 48/t dikihing
certificate issued by a certifying a h%'rr-ry

message transaction is valid.

14. A method as in claim 13, further comprising combining with said
digital transaction a digital authorizing certificate, separate from said identifying
certificate and issued by a sponsor of said user for authorizing transactions by

said user.

15. | A method of enforcing a policy, the method comprising:
receiving a digital user transaction including
| (@)  adigital message,
(b)  atleast one user rule specifying conditions under which said
transaction is valid and
(c)  a digital user signature based on (i) said digital message,
| g_i_)_ said at least one user rule and (iii) a private key of a
user;
receiving a digital identifying certificate issued by a certifying authority
and having a plurality of digital fields, at least one of said fields identifying said
user; .
verifying said transaction biased on information in said certificate and in

said at least one user rule;

and
accepting said transaction based on said outcome of said verifying.
16. A method as in claim 15, further comprising;
AFDLACEMENT SHEET receiving a digital authorizing certificate, separate from said
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and, having-a plurality of digital fg one of said fields
, identifying said user; verifying 45 I, ' m’m#n lrﬁmlbased on information in
said certificate and in said at |eastcone uséers I 4l e; and accepting said

transaction based on said outcone of said verifying. 16.
claim15, further conprising: receiving a digital authort
separate fromsaid -60- identifying certificate and i ’
of said user and authorizing transactions by said user; And wherein sai
verifying includes: verifying said transaction based on | ridas nfh(. oAl ai4
aut hori zing certificate. 17. A nmethod as_i n any one of “=Fans gﬂmm
wherein said at |east one user rule inclu88s at |east one of a rule
regarding: (a) ideni@esfloRlITRA ishithosy 8" skl bf S8R B dihorizifh! oved
| ocations at which yngnsactj ons can beeof'?or mgg; c) alalf%we%a tél}r?r%%nzét whi ch
transacti ons nelyansactfons iy daid(eer; and whereinpeid wfifying hincluddsi ch sai d si gnature
Is valid; (e a monetary limt for.sajd transagtion; and ( CO-Si gner
r equi remang s)for sai n[fylg <3gid ; transaction l)ase& on in ormatqbn ain sagtfi)author?zmgg

certificate.

as in

snai@gmw@ng@f

f=z

17. A method as in any one of claims 13-16 wherein said at least one

user rule includes at least one of a rule regarding:

(a) allowed document types of said transaction;

(b) allowed locations at which transactions can be formed;
(©) allowed times at which transactions may be formed;
(d)  atime period within which said signature is valid;

(e) a monetary limit for said transaction; and

® co-signer requirements for said transaction.
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