15 Novenber 2006 DESCRI PTI ON CONTENT USAGE MANAGEMENT SYSTEM AND SERVER
APPARATUS AND TERM NAL APPARATUS I N THE SYSTEM 5 Technbscevember 400the
present. invention relates to a content usage .Jmanagement system and the |
li ke, and more particularly to a content usage nanagenent system and the
like for distributing license information, which pernits a user who
requests content 10 usage to use the content on the user's term nal

apparatus under a certain usage rule _froma nanagenent apparatus to the .
tng nal apparatus via a commulPESGREPIEQM k. Background Art 15 In

recent ) t ' ' ' b al vi deo
and gameora T RGNS CEMENTE RSPELE: ANH SERVER ARRARE S cen
devel opedANBnIERMENAL ARPARAEUSOTNI THE BYSREMf or practical use. For
distributing these types of contents, methods of usage control for _
restricting the nunber of 20 reproductions (playbacks), noving and copyi ng
of slh quathRAtieal fKield stribution have al so been under study froma

vi ewpoi nt of copyright protection. As disclosed in Japanese Lai d-Open
Patent Appl i caflién myeserdooingention crelatesi otml di gcoatenbntgsige

[ [ | ' del, ed that a user term nal can nmanage
the whol S'aRRBETPERLaSRsréi, ial EBen eer an daihe HHARHGHIRIIY ofd o Uoor
t er mi nal cehmegtwushgéhmal@a?éhﬁenFoéy@é’#ﬁphﬁd \‘.‘ﬁ@”liﬁe“f&‘ dIEGBRtfTg 2 11 ght
to viewa novie, “Matrix"(r) 3 times, the user termnal recerves a-Usage
rul e 3oﬁﬁﬁﬂi5@aimﬁq;ma§uonu" wehichx permnitseaviusecowha ireepj'estbgognt\emtl t hteh

| E44- [ 4% jSstribution server, an nages e
- eptohucPragestS e tdriceny R e Usiie BetmaaT Spiaralieunder 00
After di eertdint usggehrulesdpon W enanagePnehiap FaFARR tolthe terminal
apparatus via a communication network.

Background Art
15 . In recent years, systems for distributing digital works such
as music, video and games via the Infernét, digital broadcaéting or
the like have been developed, and some of them are now in a phase
for practical use. For distributing these types of contents,
methods of usage control for restricting the number of
20 reproductions (playbacks), moving and copying of such contents
- for distribution have also been under study from a viewpoint of
copyright protection.
As disclosed in Japanese Laid-Open Patent Application No.
_ 2000-48076, a conventional digital content distribution system has
25 been modeled so that a user terminal can manage the whole
| content usage rule for each user by distributing it to the user
terminal along with the content.
For example, when a user purchases a right to view a movie
“Matrix"® 3 times, the user terminal receives a usage rule
30 indicating that ““Matrix” can be viewed 3 times” along with the
content of the movie “Matrix” from a distribution server, and
manages the reproduction of the content under this usage rule.
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di stribution server is no longer involved in the usage rule for the user.
When the content "Matrix" is viewed, the user term nal I15Npenhsr 306
processi ng of decrenenting by 1 the nunber of views permtted under the
usage rule managed by the user termnal itself every tinme the content is
vi ewed once, and perforns processing of disabling any views at the tine
when t he pernttted nunber of views becomes 0. 10 As described above, in

t he convgﬁélon J taI c?U%ent dlstrlbutlon system the user term na
manages thewhdl sér BE: thRayeanq ervler tuckhasdisemotenminal, n thre

convent | @arilAitionoeaplé a5 oo YaRGR Mo IVERAIIREN sl PR Hoelng! caul red

. on the user termnal when it usage ru ach
user. | nddfporati on of such a functlon into a user termnal can put an

enor nous | oad b evi G uch as nobi | e phone, consupner
el ectronics an\@rll'etrﬁgcrr{%a JégnE g\ﬁﬁg'é'?(ht &t M'We%ngg%suﬁﬁﬁ Wenwalsage
r ul e5f orperfosens pri&:essrﬁ@fQ}‘fséécﬁeﬁﬁér\’t@hgnga'iatH? AUIMbEPSSF ViéRs! t

dlstrlbutes t usage rule to the user resu t he server apparatus
can harkf ‘FLSQpUP £6rtha sAgenr wieertanaged hys thehasentenmingl itseld t he

content t t fter referred to as

ot at uor VeI Uil (HE CBKERR 15 WEUied MBid s nfip FEfoTme ritaseT g f
distri budusablmg Eme ievesnakerthe anﬁeuwm@nrtﬁ@ pEPAtEEd | imbdr bie user
t erm nal es the ol e usage rule of a content for a user, the user

cannot \V'QW ﬁ@cﬁ’f}?\?@ on other terninals than the ternminal that manages
LPﬁt‘gFf‘?e of 55 bR andver b e BRIl Bt ERRCHREL, "The”
user ﬁtjtlbbélos'haysﬁeby, theaﬁseretelrma!hal ntalnaF@s the whblkerbineaAat systens
Bg;s gr?g%ﬁﬂigbn%ggg%%vﬂélﬁég nggnber 2006 y put a heavy |l oad on the
However, in the conventional art, complicated usage rule
management is absolutely required on the user terminal when it
15 manages the whole usage rule for each user. Incorporation of
such a function into a user terminat can put an enotmous load on
portable devices such as a mobile phone, consumer electronics and
the like.
If the user terminal manages the whole usage rule for a user,
.20 it accesses & server apparatus only once when it distributes the
usage rule to the user. As a result, the server apparatus can
hardly grasp lnformatlon on whether the user has actually used the |
content or how often he used it (hereinafter referred to as “usage
status”), nor make good use of such information for the future
25 distribution service of contents and usage rule.
In addition, if the user terminal manages the whole usage
rule of a content for a user, the user cannot view the content on
other terminals than the terminal that manages the usage rule.
Therefore, there is a problem that even if the user has a plurality of
30 terminals, the right to view the content purchased by the user
cannot be shared by those terminals. |
In sum, the conventional systems have pro-blemsthat not
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cannot neet demand for various types of services for content - usage.

Enbodi ments of the present invention are conceived to sl Nevenhesd00qr obl ens
in the conventional art. Enbodi nents of the present invention provide a
content usage nmanagenent system and the |ike capable of reducing the |oad
on the user's term nal apparatus' and further satisfying demand for
various types of services for content usage. 10 Disclosure of Invention

| Aocor & ndohty it Sherby dodf dil3nel SRt WAFRINAITaph RS Bur By’ 420

content usage managenent’ system conpri Sing:

a cont entCanaoti ;aeti demandofér wadoasséypes UF sppel@id ForotoRBEAEi NY
usage of tE$ ontent on the termnal apparatus, wherein the server '

a- ppar at u¥SP8% udes: a license information storage unit operable to store

license informatio 'n&li cating a usage rule of a content for each user who
uses the terninal q:TIBb% Ias obtheipresend invearikion age conagivexhtousiilve pieeeabl e to

20 geRer aponlents e RohiihaP A BB FOLP, ARSI Hhe ST and sond

said license ticket to the termnal appar at us,
i nf or mat | SR Usage ghanagementisystpnaapdtiic ke sapdinb of Riduchiy thawogu' €
a

i ndi cat eqnbY;sbPE tdhGENS S Lyt i associated with the ~“user; an
return i n?orﬁat?éé]ﬁrgg@tgpr#ga{?%ﬁlstangdﬁagﬁq gAlistying demang fer »arioust typeaofon on
the |i cermpvicecloerontentusagas] by the |icense ticket generation unit, the
return information indicating whether the 1license ticket needs to be

returned to the server apparatus or not. when the right of said |icense

ti cked | dPisxdosuretdr Ireventddbn apparatus includes: a usage request unit
operabl e to request the 30 server apparatus for usage of the content _
according to the user's instruction;. a receiving unit operable to receive

9570 Lokl adhin 0 W U3 BFIRh Yoo il ok G o)
t he usageprotideties canterhusagedmanagementagetdrilcompriRfHce attefniRdl dparaeeei ved
license tfo%&%b aa@odntgntltl'lgte igséeditgitaﬁ l\(mreotrk;r:-aentdur; gerver |
15 apparatus for managing usage of the content on the terminal
apparatus, wherein the server a—pbafatds includes: a license”
information storage unit operable to store license information
indicating a usage rule of a content for each user who uses the
terminal apparatus; a license ticket generation unit operable to
20 generate a license ticket based on a request from the user and send
said license ticket to the terminal apparatus, the license ticket
being information on a right indicating a part or a whole of the
usage rule indicated by the license information associated with the
user; and a return information setting unit operable to set return
25 information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
- license ticket needs to be returned to the server apparatus or not.
when the right of said license ticket lapses, and the terminal
apparatus includes: a usage request unit 6perable to requeét the
30 server apparatus for usage of the content according to the user’s
instruction; a receiving unit operable to receive the license ticket
sent from the server apparatus; a content usage control unit
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unit operable to attenpt to return the license ticket to t he server
apparat us according to the return information indi catedoyamber 809 cei ved
|l icense ticket. Thanks to this structure, not only the |oad on the user's
term nal apparatus can be reduced, but. al so demand for various types of
services for content usage can be satisfied because the server apparatus
Is accessed with a higher frequency due to 10 returns of | icense tickets.
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printing’ of the content such as an electronic book.
.15 Here, in the content usage management system according to an
- embodiment of the present invention, it is preferable that the usage request unit
requests the server apparatus for the usage of the content by
sending an instructed usage amount of the content to the server
apparatus, and that the license ticket generation unit generates
20 the license ticket based on the instructed usage amount sent from
the usage request unit and sen-ds‘sai-d license ticket to the terminal.
apparatus. ‘

In the content usage management system according to an embodiment of
the present invention, the instructed usage amount can include a number of
25 usage times of the content, or include cumulative usage time of the co'nfent.

In the content usage management system according to an embodiment of
the present invention, the usage rule indicated by the license ticket can include
an effective period of said license ticket, the effective period being set as a part |

| .or a whole of an effective period defined under the usage rule indicated by the
30 icense information. |

In the content usage management system according to an embodiment of -
the




apparatus, the capability information indicating capability of the ‘
terminal apparatus to control the usage of the content,l5dNerembsr 804G cense
ticket generation unit nmay generate the license ticket based on the
capability information sent fromthe usage request unit and send said
license ticket to the term nal apparatus. In the content usage nanagenment
system according to an enbodi nent of 10 the present invention, the

i ncl ude i nformation indicating whether the

e ascoreing o
Cor mi nal PLERhE T/arRIoR S by yeaas. Fefiudtn Unik iy conbentapamyity
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capability information may include information 1S indicating et her the
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e |i

l'i cense ti &Eet stabﬂs 20 _information i'nto cense t1cket "and send said
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i nf or matdegHy | G i e the license, ticket on the terninal
appar at usé}f:l%gg?]giIﬁgélgﬁgtﬂgwgggggwgt@rmaéa?@aaﬁ?tu?he capability
-information. 25 In the content usage nmanagenent system according to an_
enbodi nent of |ntthe cBhRRE Ok 'élyﬁ‘dhﬁ' LG Ll eket status information
may include a flag indi ca:ta? ng t Qtelq'{eﬂ{e&ﬁt%ﬁ@nagdé%ﬁ'éig? gﬁﬁgfb%fénﬁ%trfgurred ‘
i gl at elhy PResand inveptibngthewaapability information esmw riblurs iNfdtination fRiicsiagr di ng to
the seco , : | nal . apparatus in a content usage nanagemnment

syst em cgwn%é;\ﬁgfﬁtg ‘?’ﬂ%“‘?fﬁﬁpﬂ@“s%ﬁﬁ%@eP@Pkl%r'ﬁb a content that -5 15
Novenber 2006 storage unit operable to store license information

I ndicating a sgﬁ rule of a content for each user who uses the term nal
appar atus; a I'f &Ehenigntugage yanagemenisysten aspendiig to am egbodinatrd of | i cense

ti cket bargdpriyedt oSN, | - .sen ai.d.license ti.cket to
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|nf ‘ mat 'rg&raﬁia%étﬂhﬁldor\’\ﬁéth the user; and a return :

In the content usage management system according to an embodiment of
the present invention, upon receipt of the capability information from the usage
request unit, the license ticket generation unit can include license ticket status
information into the license ticket and send said license ticket to the terminal

_apparatus, the license ticket status information instructing how to handle the

license ticket on the terminal apparatus depending on the capability indicated by
the capability information.

.20

25 ,
In the content usage management system according to an embodiment of

the present invention, the license ticket status information may include a flag

indicating that the license ticket must be consumed immediately without being
written onto a recording medium.

3 R .
0 According to the second aspect, a terminal apparatus in a content usage

- management system comprising the terminal apparatus for using a content that




informati on setting unit operable to set return information on the |icense
ticket generated by the license ticket generation unitls Nexembetr 2006
information indicating whether the |icense ticket needs to be returned to
t he server apparatus or not when the right of said |icense ticket |apses,
and the term nal apparatus includes: a usage request unit operable to
request the server apparatus for usage of the content according to the
user's instruction; a receiving unit operable to receive the |license
ticket sent fromthe server apparatus; a content usage control unit
operable to control the usage of the content under the usage rul e indicated
by the received license ticket; and a license ticket return unit operable

to attenpdtoiage Gt epBrdbie té !sﬁﬁ‘@qﬁeﬁ'éd&g@ff)l{ Qtic;rh%ﬁ%{tiﬁﬁra 28h ?@l?i%@%?ordi ng
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of the derand send lseidt kramsaaickap patiad terminblesgiatatube e vdiseaifikat at us
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generate.l%el i cense ticket based on a request fromthe user and send said
|

Ii cense fMERBRUQ Seiipg Wit PRRIAbIEPasett returnt informatienm thei lidesise Hixket

I nf or mat igaR Bt ~bH Gt t e. of the usage.rule

i ndi cat'eg@ b?/%ﬂ?fgbhtgg#ggﬁgnﬁ%%érﬁ@% Pgrr?% gésuocﬁr’ é'?%%‘l W??rﬁg’lt'ﬂgé?&gﬁw a return
i nf or mat Mhethasttherigense ticketenedusetot Ibe seturnet o the sémenappaanaiot Ret | i cense
ticket 2006 1en . the right of said |icense ticket |apses,
and the g@‘géﬁﬁﬁqp%g'ggﬁéa'éq'gS'ﬁﬁA?@ﬁEt Eqp&epu%@% thsntesmina) appargius iagludes: uni t

oper abl eatusageqeqatstt intt 58¢rdble BRRaLAsUReS USRS

accordi nﬂ to {he ua_er' S iﬁitr&ct.i og; .abtfagcégr\\/ﬁ ng un?@gggﬂrﬁsé%ég&eﬁ% receive
the |i cefiddep: arearding o thegiser Rdnsteolion; appeeiringsynitopenablento eseye cont r ol
unit opegbji I agfq, nte nder_the uysage.rule

- indicated b;/(%ﬁﬁg tfdek%ieisggtdﬁ {iﬁcfg'%se &;ﬂﬁ ; a&%d aagéqtggﬁg%agﬂ E?Jﬁ'foqaﬁhr n unit

oper abl eoPergblgt toeppntral he etsage of iee kootens entiec et usayd hie FRiiotREd Bypar at us
accordin etr%c ion in the received |icense

J £ rn,informat, i cated by
ticket.: ccor%‘?ﬁ% lig %'t'%j%{é](’kfeé)’tﬁq ailg‘fﬂﬁ,e[ t"g‘egé‘?tb‘@} U%tbsa?raplgtq #tampldet ent
usa?e t n?na?eMtlic%)’isé efieke®Nir itfd Nibrdert ApPhftAis ARRBFARY Stof e Uthily @
conten _ inPoarmaltign indicated by the received license ticket.

According to the third aspect, a program for a terminal apparatus in a
content usage management system comprising the terminal apparatus for using
a content that is a digital work and a server apparatus for managing usage of the
content on the terminal apparatus, wherein the server apparatus includes: a
license information storage unit operable to store license information indicating a
usage rule of a content for each user who uses the terminal apparatus; a license
ticket generation unit operable to generate a license ticket based on a request
from the user and send said license ticket to the terminal apparatus, the license
ticket being information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user: and a return

information setting unit operable to set return information on the license ticket
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a digital work and the server apparatus for managi ng usage of the content
on the terminal apparatus, wherein the server appar atuk® Nagimige200G
license information storage unit opearable to store |license infornmation
indicating a usage rule of a content for each user who uses the termna
apparatus; a license ticket generation unit operable to generate a |license
ti cket based on a request fromthe wuser and send said |license ticket to
the term nal apparatus, the license ticket being information on a right
indicating a part or a whole of the usage rule indicated by the |icense
information associated with the user; and a return information setting
unit operable to set return information on the license ticket generated by

the |i cengleer trekeght F RaIeldeABe lﬁ@kéb Ia%e , , RbYRE 8"‘?%8?{1@5‘]5% d E&hgﬁét ng

whet her th«?c | icense ticket needs to eturne erver apparatus or
not wherdOtHRCHONA®: adisagsi rgavesiamitoparaidetto requesst theaservehappamtusiiat

apparatu I t able to.request the server
appar at ug}%agrg df'agge;%onggn a iedlﬁﬁ]&en U%Egr'rc\‘faﬁ P, 4 pecaidng “5"% CREEEYfEti on; a
r ecei vi ndousteiveghe dicknsa mckacmmefromhhe|$e?%ﬁ§p[§arﬁi£%t aSebhteht Q8addre server
appar at u%o Fg@ % usage {]qt)lr% unit operable to control the usage of
the cont &fan Pﬁré' gbgoP theqigage: efathsycontert vrdesithedisagedivise i cket ;
and. a | iindicated byaketredatiel ncéﬁ%bttldkﬁﬁra?q@§I|&<91s%tﬁc‘1‘<'éPFethﬁm umb operabiRy ember
2006 Ac O%:gt@ to the fifth aspect, a programfor a server apparatus in a

cont ent fagelyenth %V@QQ‘%@\ tickieb to $hengerver exppiarails appadatgi® fher using a
cont ent rétt]ﬁrhnfo?n'%ttghﬂi&lé‘éte%glfh@%eﬁ\}éﬁ I%Sﬁ%ﬁgc paratus for rmanaging usage

of the content on the termn aratus ‘ogram causi ng a conputer
to function as: a |icense ticket generation unit operable to generate a

license ti cke lic nformati on based on a request from each user
and send said T ‘it’d(’:rgilr;]['1 lo ﬁ'&ﬁqur{%asw%‘g 3 SERER APPSR DL contrnt) ysagBs e

i nf or mat nmmagenhenasysn@na:dwmg H't@m%al%p;?é?é‘th@%r BQ? e g uses the
termnal _a %’i}é’oﬂﬁs and being stored in a license In %rmatlon storage unit,

and the fi b inesianief anpasaivafeumanaging usageof thedtardentran thepart or a
whol e of térﬁﬁméﬂ%ﬁﬁ%a‘id& ‘%vHéFé'ihQﬁ% SAnRY g)ﬁgrelt { ﬁ‘%g’%ﬁﬁ nfil%élﬁ%%t :%{E‘Pf@‘% %o?e?t ed

with the user; a return informati
return i ﬁb@gﬁaumlbnpearableetd sioen fieensecintdrnptioariadiestinyy atikRigel emnsea ticket

Proker St for (536h (o, Bl ySERcineo erkiinalp ARPARBHIS of Iksmsanékathe ri ght
of said getma&m umt operablepRPer & IRlcRsE AkdtaEbA N LRRATRE Hamiths! udes: a
usage r e%ue?sgndJ send said license ticket to the terminal apparatus, the license ticket
being information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and a retun
information setting unit operable to set return information on the license ticket
generated by the license ticket generation unit, the return information indicating
whether the lic_ense ticket needs to be returned to the server apparatus or not
- when the right of said license ticket lapses, and the terminal apparatus includes:
a usage request unit operable to request the server apparatus for usage of the
content according to the user's instruction; a receiving unit operable to receive
the license ticket sent from the server apparatus; a content usage control unit
operable to control the usage of the content under the usage rule indicated by

the received Iicense ticket; and a license ticket return unit operable to attempt to
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operabl e to request the server apparatus for usage of the content according
to the user's instruction; a receiving unit operable tb Nevaibes200@®
license ticket sent fromthe server apparatus; a content usage contro
unit operable to control the wusage of the content under the usage rule
i ndi cated by the received license ticket; and a |icense ticket return unit
operable to attenpt to return the license ticket to the server apparatus
according to the return information indicated by the received |icense
ticket. According to the sixth aspect, a content usage managenent nethod in
a systemconprising a termnal apparatus for using a content that is a
digital work and a server apparatus for nmnanagi ng usage of the content on
the term nal apparatus, the content usage nanagenent nethod including: a
step (A) executed in the server apparatus; and a step (B) executed in the
termnal 5c ¥Couiegfriheiitvasnastiacpiogram fons sewer apparefusdn emontamt f or

each user t 1 npar ‘. |icense.ticket generation
step of ggé(}ge@?a@?ﬁégégn itcﬁfr?ggerﬂﬁo (F:']PZI![% R@a%‘e%ﬁ-"%éﬂ a&’p?éﬂﬂ%é‘?r LI'%’W%‘?E?% er and
sendi ng sthatiis|g digitaleverk clrelt thesenee dppardtoafor naaraRing Usagd bBthkiconnme ti cket
bei ng inf&{rﬂgéite& .on a ri%ﬂt %ndi cating a part or a  whole of the usage
rul e i ndicated bl'"f PR e e PEISIAN SRHSING, gcporpRidferite Hurglion 883 and a
return iriicenseticket geictrativg GhieBpefabfetd hBRerad Wriehbd YoRE! fréh IRBNEdE

| i cense t.|fcket, epnerated in the license ticket generation step, the return

i nf or mat "SR Beser o reruest frem paehsiser pat send st licensecticket to ned t o
the servgs tBRRIA WRShENR e o} bd 1 | cket | apses,
and the ste%n (B)éﬁ}aﬁé?%%és?%g l'Jsags% rﬁ'géqrhg;sﬁ ns'}'g%%gﬂgg réea‘ﬁggglrﬁi'!f 'tgﬁea server
appar at usongnt fealfe usér who use ém teratnaldapgaratust Sed Ushig stdréstinuction; a
receivin : estin the server. appajatus for usage, of the content
accor di nng€rgseechnZ$rlrﬁsa§@HS§t§)Wﬁ%r H'&'P‘i %'?ffthea“?@'g"\% b’?ﬂ?%%%"%?r &m0 Ry t he
l'icense tighkéidiceting & rpan ohea SROKE lof AR AISHGESTUIE inGiONENby WSaGBesNt 1 O
step of cc%ntrol | i ng t he usa?te of the content under the \usage rule

i ndi cat ed"BIMNR AgsQGigied WitheKge uspikand armetuin| infermadioni ekiling reniurn st ep
of attenmpbk t t; LE j { r.af us

accor di g T RS (el oSG BF thi Hifhed fofel HePRtaed bIRGEHEN Bense
ticket. &l gengtationeunil; dwe retuiminéortriation dadicdting whethee thenlidergeltickess such a

SO ant i Heaaed BOAGGRER'" 0 WS SETLR Bpstofis 't wheh (hE right of said oense > &
ticket lapses, wherein the terminal apparatus includes: a usage request unit
operable to request the server apparatus for usage of the content according to
the user’s instruction; a receiving unit operable to receive the license ticket sent
from the server apparatus; a content usage control unit operable fo control the
usage of the content under the usage rule indicated by the received license
ticket; and a license ticket return unit operable to attempt fo return the license
ticket to the server apparatus according to the return information indicated by the

received license ticket.

According o the sixth aspect, a content usage management method in a

system comprising a terminal apparatus for using a content that is a digital work
and a server apparatus for managing usage of the content on the terminal
apparatus, the content usage management method including: a step (A)

executed in the server apparatus; and a step (B) executed in the terminal
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apparatus and a term nal apparatus included in these systens, as ia

content usage nmanagement method including steps execute’éweﬂwfigoﬁ\lovenber
2006. the characteristic units included in these server apparatus and

term nal apparatus, or as a program for causing a conputer to execute
these steps. It goes without saying that such a program can be distributed
via a recording nmediumsuch as a CD-ROMor a 5 transm ssion nmedi um such as
the Internet. Brief Description of Drawings Fig. 1 is a block diagram

showi ng an overview of a configuration of a digital content distribution
systemin a first 10 enbodi nent of the present invention. Fig. 2 is a

di agram showi ng a format structure of content data 60 as shown in Fig. 1.

Fig. 3 isndichtimytd ezabe biupelof di arddntShVEadh %SEP%J 'u%es %Euféer J%IOf a
ri ght managenent server 20a as shown in Fig. I's a diagram

showi ng # MEi @ liseps tickat asnegatipsestep af mmrat@g Qih@%ﬂ%s@cml basedhown in
Fig. 3. Rifla Redust fﬂin‘?%%nﬁﬁpoéﬂ‘lcggeﬂd@@egélﬁ' fgce%rséut?ékgf]g% thsatflﬁinﬁ'%i right

dat abase 22a as shown I n Iragram ific
st r uct ur AppRratus, TB@dicense kaeﬂqbemgunfoﬁlnguori onFa gight’ indicatingi agagnarséiowi ng

relation C riod |imt 2225a of a usage right
2224 and A5 SLIFEBFadh g uRiEel by IBTeerts noimatR) 2s3efigtetonte e °
functi onaiseh| and<adieag‘hamdwlhemm@eﬁln‘gpﬁ‘ébf(bfcset% PEUMCINFGITalfonPon T8
term nal .30a as ig. 1. Fig. 9 is a diagram show n% a specific

st ruct ur 4°875&, th%‘ﬂ ﬁ%f\l?rf]afﬁéqiﬁbéhe 7b%?r§§ dinkein genemrtign  steprithe teturs a
di-agr am sifemhAbrA irki@fting! ﬁh?tlhék"fﬁé’ rli%eﬁ]%e ‘ﬁckgt nb&dd kg breege'fffﬁg'}efig%aﬂ%s shown

in Fig. 1. 30 Fig. 11 15 a owchar operation T acqui sition
process. server apparatus or not when the right of said ilcense ticket lapses, and the step

(B) includes: a usage request step of requesting the server apparatus for usage
of the content according to the user's instruction; a receiving step of requesting
the server apparatus for usage of the content according to the user's instruction:
a receiving step of receiving the license ticket sent from the server apparatus; a
content usage control step of controlling the usage of the content under the
usage rule indicated by the received license ticket; and a license ticket return _
step of attempting to return the license ticket to the server apparatus according to

the return information indicated by the received license ticket.

Note that the present invention can be realized not only as-
lsuch a content usage management system and a digital content
‘dlstrabutlon system as- mentioned above, but also as a server
apparatus and a terminal apparatus included in these systems, as
_;_a content usage management method including steps executed by
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Fig. 12 is a diagramshowing a structure of a nmenu screen -6 15 Novenber
2006 displayed by a QU 313. Fig. 13 is a flowhart shioiNekgmbesd®itoutine
~in a LT issue/no-issue judgnent process (S1004) as shown in Fig. 11. Fig.
14 is a flowhart show ng operation of a content 5 reproduction process.
Fig. 15 is a flowhart showi ng a subroutine in a LT return/del ete process
as shown in Fig. 14. Fig. 16 is a flowhart showi ng operation of a LT
return process. 10 Fig. 17 is a flowhart showi ng a subroutine in a usage
right ddietepfardesistic ypiis inalwRied ire.theise sEfvier apiparekusi agdam
show ng Vi conf | | O f digital content distribution
system | irﬁyrgélsé?gr?gjatgﬁbo(gﬁr%%tg ﬁﬂqﬂ‘@?ﬂr@e WOSngi Sﬁ!”%%{%ﬁ (59 19 is a
di agr am ekeelte) thesecsteps. f ¢atgues withbhe sHyhigathaEeuictnh skdgrdrhut i on
system 1b. Fig.,.20.is.a functional Dblock diagram show ng_a specific
structur%a%fbédr'?HI’l'P”Fr%ﬂa‘ﬂé‘n@rﬁe%tddﬁg e st asnarGB-ROM orFag. 21 s
a di%gratmas,;,@qms@goﬁ l%%‘acﬁhfrécslﬁl‘i%t'ﬁé Iq{tezl-},ﬂleitcense 20 data database 22b

[ lg. 22 i

as shown in Fig. 20. IS a diragramshowi ng a specific structure of a
rule table 22c further held by the |license data database 22b as shown in

a5 showBHEEPEsGa PPy 85 Bravitas.l ohal bl ock di agram showing a
2t agram showog 5 Speat Pk TURBRIM P SNBHIAE Mo vakied ol 4 Shown
in Fig. cogifigarafign of ms ddgitisdgeantenbwilisgribuipeni systent uot ar first a LD
eLB N TEABSHinTR: BF tHPPResBn Hvettion.

Fig. 2 is a diagram showing a format structure of content
data 60 as shown in Fig. 1.

Fig. 3 is a functional block diagram showing a specific
structure of a right management server 20a as shown in Fig. 1.

15 Fig. 4 is a diagram showing a specific structure of a user
information database 21 as shown in Fig. 3. |

Fig. 5 is a diagram showing a specific structure of a usage
right database 22a as shown in Fig. 3.

Fig. 6 is a diagram showing a specific structure of a LT80a as

20 shown in Fig.ll.

Fig. 7 is a diagram showing relationship between a LT
effective period limit 2225a of a usage right 222a and a LT effective
period 821a set for a LT 80a.

Fig. 8 is a functional block diagram showing a specific

25 structure of a user terminal 30a as shown in Fig. 1.

Fig. 9 is a diagram showing a specific structure of a LT issue
request 70a as shown in Fig. 1.

Fig. 10 is a diagram showing a specific structure of a LT
return request 90a as shown in Fig. 1.

30 Fig. 11 is a flowchart showihg operation of a LT acquisition
' process.
Fig. 12 is a diagram showing a structure of a menu screen
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Fig. 27 is a flowhart showi ng operation of a LD acquisition -7 15

Novermber 2006 process. Fig. 28 is a di agram showi ng a StNensmbee2@#6 a nenu

screen. displayed by a GU 313. Fig. 29 is a flowhart show ng a subroutine

in a to-be-issued 5 LD generation process (S2005) as shown in Fig. 27.

Fig. 30 is a flowhart showi ng a. subroutine in an i medi ate usage

fl ag/ on-usage-end return flag setting process (S2105) as shown in Fig. 29.
10 on-right-1lapse return

Fig. 31 is f|OV\ﬁhart showi ng a subroutine in an

flag set‘F'iSrﬁ’ga}S?gc ¥s2 (@iobd3as shown in Fig. 29. Fig. 32 is a flowchart

show ng oper atg;gn Qgfz a;cont o] {] pr.oc Fl.g. 33 i

f1 owchart shovI\:A'tl g g':)’suﬁoét ﬂ%widrb% %ﬁ%mségeﬁ%ﬁnﬂgﬂﬁet'ﬁr ngpf'_gcess

(S2220) iasusiioenissucijgddgifientAdcdss (S 19004 pushanowehomipig. a subroutine
ete process. (S2215) as shown in

i n an on-usage-.ri ght-1lapse LD return/del .

Fig. 32. Fig. eFéQ- i 34a B mham&w&mﬁﬂwwmaﬂp@ﬁa&% pb retc@niento
process.redprédd &&ioh Prétags.am showi ng another structural feature of the
digital content distribution systemlb. Fig. 37 is a diagramshowi ng still
anot her structhigal 1featsura flawcharti ghioavingonaergubticuitinbutinora syEt em 1b.

o ques; T Rtk PR L RO R B on " CFrr st Enbodt mont) 30
Fig. 1is a biFpgk ﬂfﬁawaanﬁbw&mta%h@m@ ¥p8FaBont YT 0YmatiepnrRf a

digital content distribution systemin a first enbodi nent of the present
i nvent i focess.

10 Fig. 17 is a flowchart showing a subroutine in a usage right
delete process as shown in Fig. 16.
Fig. 18 is a block diagram showing an overview of a
- configuration of a digital content distribution system 1b in a second
embodiment of the present invention.
15 Fig. 19 is a diagram showing structural features of the digital
content distribution system 1b.
Fig. 20 is a functional block diagram showing a specific
structure of a right management server 20b as shown in Fig. 18.
Fig. 21 is a diagram showing a specific structure of a license
20 data database 22b as shown in Fig. 20.
Fig. 22 is a diagram showing a specific structure of a rule
table 22c further held by the license data database 22b as shown in
Fig. 20. "
Fig. 23 is a diagram showing a specific structure of a LT8Gb
25 as shown in Fig. 18.
Fig. 24 is a functional block diagram showing a specific
structure of a user terminal 30b as shown in Fig. 18.
Fig. 25 is a diagram showing a specific structure of a LD
issue request 70b as shown in Fig. 18.
30 ~ Fig. 26 is a diagram showing a specific structure of a LD
return request 90b as shown in Fig. 18.
Fig. 27 is a flowchart showing operation of a LD acquisition
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o B 15 Novenber 2006 As shown in FiP. 1, the digital
content distribution systemis is a systemfor protectii®ovamari2§ft s on
- content by distributing digital works (contents) encrypted by a content
di stributor a who is involved in content distribution to a user $, or
distributing 5 based on the user's request a |license ticket (hereinafter
also referred to as "LT") which allows content usage, under the usage
right (license) managed by the content distributor a for every content
pur chaseB"®yS8he user S, so that the user can use the content within the

limts of usagg;qu ingl [ LT. The 10 .digital content
di stribution sge/'g'e?nglfg %sé%%aﬁﬁe%n@mﬂga@ ggé’&uf)%é)faéomeé?\‘t' ARy 10, at
| east on@isplglyedrbyagapent3s8rver 20a, at |east one user termnal 30a and

a transm ssi onk_/ichafgel 40 for connecting the content server 10, the right
management servi@ 230% ahawatarisehondng agubgoatie ir a tochemissuest e with
eachg 19 pt 0.} pu paratus which is

pl acgd on t?gh%‘%—p@rﬁfﬁgég%lsgﬁ%‘?ﬁg%ﬁl%?%ﬁ%sga'i ??Cal ly, the content
server 10 hol dSigi.r3@ds anflevectparl shiowing acombenitidatia A immabise each

cont ent lg%%é¥pbed wi th an enba/pti on kgly is associated 20 with its content
ID, and i 249N Headeqeoet £8tusn: Bmg sathingo proseshe(82d03kas nal 30a
whi ch sesHoweis gpgemg di stribution request. Fig. 2 is a diagram show ng

the format structure of the content data 60 as shown in Fig. 1. 25 As
shown in Fig. Fi9.t Rel cdsit ént flewehadti relomiésg a & osudroutihe6lin eanr ypt ed

tent ont 1D 61 i f [ tifyi
com@nt e PSR B8 Stiing e onces Toeroay as shiamnsh i
encrypté@&pPcontent 62 is a content, such as nusic data and video data,

which is encrypted_by an encryption key. 30 Therefore, a content decryption
key which is ﬁgr ed2wil§ h at féowshariptshowkey bpenatided 6brar eomdenti ng

(using) b otRILFM process.
Fig. 33 is a flowchart showi_ng a subroutine in an
15 on-usage-end LD return process (52220) as shown in Fig. 32.
Fig. 34 is a flowchart showing a subroutine in an’
on-usage-right-lapse LD return/delete process (S2215) as shown
in Fig. 32.
Fig. 35 is a flowchart showing operation of a LD return
- 20 process. |
Fig. 36 is a diagram showing another structural feature of
the digital content distribution system 1b.
Fig. 37 is a diagram showing still another structural feature
of the digital content distribution system 1b.

25 - Fig. 38 is a diagram showing a specific structure of a LD
return/issue request.

Best Mode for Carrying Out the Invention
(First Embodiment)
.30 - Fig. 1 is a block diagram showing an overview of a
configuration of a.'d'igital content distribution system in a first
embodiment of the present invention. | -
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Note that a content to be encrypted is not limted to nusic -9 15 Novenber
2006 data and video data, but may be a digital contentlsevenher 3606

el ectroni c. newspaper, an el ectroni c nagazi ne, an el ectronic book, an

el ectronic map, an electronic dictionary, a still picture, a gane,

conputer software. Al so, this first enbodiment wll be explained 5 assum ng
that the content data 60 is acquired via the transm ssion channel 40, but
the content data 60 does not always need to be acquired in this manner and
it may be acquif SAOWR I8 frige dr.dihg diglal eanteot distrbobicrosystem Laght

manage t 4S [ mut t Lch i S: 8l ced on
the ”?jé 5?%?%?%3?&ﬁs@*&."%@%@%ﬁﬁﬁ%&i5???1&%?%@%@&{@&@h Tanages
cont ent digktel wiogks (@orntents)en&ypted bsceicmrerand istiibditeir idbuvhen
service.. Mbre \Pe ificall ,Us?he r_Y ht r;n'h?cnagemant S rvelr 20a manages the
usage ri'ahfnYBf eéic'l'f' c@&%‘é‘!ﬁ dd%?"dhﬁ%‘ﬂ‘bgpt%éﬁ%rer $ 96 distrtPWiBgri bute a
partsor f t4S lght;, : i nd

ot he?s alzaééédx\?g'logh?ol{ e ﬁsgg&%’grsrgﬁ %alﬁc%(g‘asqz"lorrﬁ@géstpo S%ﬁ%}hagf#ﬁ_%{lggue
request refesreddio aise”UEer whichr atleses wordent usagep urederethed0sagac! udi ng

the LT, Ldantifier indicatijng t t f the LT and the |ike f
(1 LT, A RSES GAGgAAT e ShHEDe P ot 5, A Gy 9o
and ot hesomtent phgchasled m8d thet @rsc?irn Bi,efﬁ%:i thalhthe/Iffer @BH Udle 3R 1S a

conputer apparatus which is placed on the user si de and recelves content
di st ri b@Argents ¥ivhire thep dimifse @iff usagey rui@dngdededeimithee 1 Ia Fhads a

content q:di ri i . to. t ontent server,10.,to0 recei,ve

oA it e R ohOsh b Th SR e AR Withad BtGne s 1
_ se_nds t lvonteht sepeerr G.tmeat_Ié@@tt@néhﬁghitghltad@g"@#@mnke??évezog,oétf or
usi ng ﬁhe content and receives the LT 80a so as to reproduce the content

wi thin tR@STiMEsUSET tirrminak sfta rand antranmmissiorhehanmel 4Grforsends
o SHHSCURRIERE RO by O TRHESARE' gt Whvel ™
20a and the user terminal 30a so as to communicate with each
15 other.
The content server 10 is a computer apparatus which is
piaced on the content distributor o side. More specifically, the
- content server 10 holds in advance a plurality of content data 60 in
which each content encrypted with an encryption key is associated
20 with its content ID, and distributes the requested content data 60
to the user terminal 30a which sent the content distribution
request. |
Fig. 2 is a diagram showing the format structure of the
content data 60 as shown in Fig. 1. _
- 25 As shown in Fig. 2, the content data 60 includes a content ID
61, encrypted content 62 and others. The content ID 61 is an ID
for identifying a content uniquely in the digital content distribution
system la. The encrypted content 62 is a content, such as music
data and video data, which is encrypted by an encryption key.
30 Therefore, a content decryption key which is paired with the
encryption key is needed for reproducing (using) the content.
Note that a content to be encrypted is not. limited to music
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transm ssi on channel, and connects the right managenent server -10 15
Novenber 2006 20a and the content server 10 and the uskYNewniengf0®B0a so
as to comunicate with each other. Note that in order to prevent tapping
and spoofing when sending a request such as the above-nentioned LT issue
request 5 70a and the LT return request 90a, the user termnal 30a is
structured so as to share a session key with the right managenent server

20a usi n& a two-way authentication type protocol such as SSL (Secure
Socket s dat@randcxidgoodatai phet roaymbe cat digitalf conégoéssychr am ahe user

term nal f t lLght 1 nagenen erver . 20a such as
2 LT Bo S ront ERSRERSy RBIR e rhh i magaZRR Bh ale RN LA

Aut hent i rtetdcOramicemap Fap. el@ctBonid dictibpazy, bl S1GH O:cl't@@f@,nasg@me)g_ the
specific__struycture,_of the rlght managenent server 20a as shown in Fig. 1.
As showquﬁntﬂ&f software. gMSombRife ikt eyabastinment willi be lexplainedser

I nf o mat4 s ' [ .fication
uni ?SZS,a%quﬂEQneratﬁieﬁCﬁrﬁﬁg}la%f%%troe%rggaﬁiﬁeeadg%ﬁgpgn‘gﬁ&rﬁr@@éﬁ a LT
anal ysi hannebéd), buistiye cdnflentuddétesOudbes2iat sAweysmeethttoobeunit 28
and ot herc[s. .Thxgai usetrh.i nf ormati on database 21 is a database (herejnafter 20
ref er r e®@GHIEFEL s 'IBBmaq%?rrﬂslh‘gg‘i nPandescayinedhvia 3 JaGArGIRgG to a
user $ rAedsum el ad FRODEROM. this digital content distribution system
-la and the termnal ID which is unique to the wuser term nal used by the

user 8 by assddieatigist Managiethephcervarhaa Bsarcomputer apgiaagtast show ng

h I if 4 ' At dat ab 21. h '
L8R SHheh 5L 5% el AR Sol kAL EBRERGETHRTEE, S5 il AR o
user t econtent¥erdrel 05end nednagesoddntant wdagrigitiof thelksera g er m nal
I D 212 and others. 30 The user 1D 211 is an ID for identifyi n?‘et he user $

uni quel YW regrivgisgreatenbdistribyitioni serviee. syMoee specifiealiyr theal 1D

212 right management server 20a manages the usage right for each
content purchased by the user B so as to distribute a part or a
15 - whole of the usage right, the content decryption key and others as
a LT80a to the user terminal 30a in response to a LT issue request
70a from the user B, or receive a LT return request 90a including
the LT, an identifier indicating the return of the LT and the like from
the user terminal 30a and update the usage right. Note that the

20 LT 80a and others wiil be explained iater in detail.
| The user terminal 30a is a computer apparatus which is
placed on the user B side and receives content distribution
service. More specifically, the user terminal 30a sends a content
distribution request to the content server 10 to receive distribution
25 of the content data 60 from the content server 10. Or, it sends the
LT issue request 70a to the right management server 20a for using
the content and receives the LT 80a so as to reproduce the content
within the limits of the LT usage rule included in the LT 80a, or
sends the LT return request 90a to the right management server

30 20a. | |

The transmission channel 40 is a cable or wireless
transmission channel, and connects the right management server
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is an ID for identifying the user termnal 30a. uniquely in the digital -U
15 Novermber 2006 content distribution systemla. Fig. %E%‘{mﬂ)e[ﬁﬁ&a user
$ who is identified with a user ID "XXXAAA" has two terminals, a term na
with a termnal ID "XXX111" and a termnal with a termnal 1D "XXX222". It
also 5 shows that a user 8 who is identified with a user ID "XXXBBB" has
only a terminal with a terminal ID "XXX333". Data is stored in the user

i nformati on dat abase 21 when the wuser $ perforns processing for his

menber sh2Baragdsthawgatant server 1lillbanst éheeusentenmioas B30 g0i 98 toer vi ces

under th r at.l - Of nt distributor a . This menbership

registrdﬁ?ﬁﬁﬁtgbggggigH%‘ﬁé?ﬁdéagégforned by comruni cating with the content

di stributor a Nbgettivat iansriesi @ prievitsl tAppiA hhﬁoggbloam% wheer neans
nt

such as sending a docunent for nenbership registration., e menbership
regi st r 3¢RAINMNG R EEGURSL SHEN18S dhvdt @loveynentinped LT issie 1adieites a

usergel D ry=. mq.p rdyhnal o S erzm nal 30
ovvneg byﬂééetaq}ud;eﬁ lI:E Fl%li 11 er(?tc[lge%ﬁe@a():ghtteﬁn%) ﬁ%é[r’;eoﬁﬁﬁﬁ}éﬂa%%é fs™
~comuni cstirvatured swastensharetdhgessken land wibk thes righddnieragewentD 212

11 .allocated to the user $ are stored.in the yser 20

dth LD 2
' or eSS UalndS10g By WASHEY R EGEINSAUIPDRR IPTOtAEP! SKeh 25 esul
- of perf%mngsaearébsmggtggsﬂ),nﬁwﬁahg cibPRrS EbA U hiBRORSASYMY, the

user information database shown g. 4 1s constructed. The usage
ri ght daespasstromsthadgen befngnab3i0a and2Bespoabasdroo thensighty t he

s ol aTADAGERaht REPUERP O iuch e 86T, d¥a Bt TR sBRR I eV S poci 11 ¢

struct urgn@ftHue es@aanghrsjaﬂ%A@a(séaéee%athéﬁtiﬁ%téh%/ﬁainméfp9_- 5, the
usage right database 22a includes a wuser ID 221a for identifying a user $
a usage rigHtig223ais a functional block diagram showing the specific
- structure of the right management server 20a as shown in Fig. 1.
As shown in Fig. 3, the right management server 20a
15 includes a user information database 21, a usage right database
22a, a user identification unit 23, a LT generation unit 244, a return
flag setting unit 25a, a LT analysis unit 26a, a usage right update
unit 27a, a communication Unit 28 and others.

The user information database 21 is a database (hereinafter

20 referred to also as "DB”") for managing the user ID which is unique
to a user B registered as a member of this digital content
distribution system 1a and the terminal 1D which is unique to the
user terminal used by the user B by associating them with each
other.

25 Fig. 4 is a diagram showing the specific structure of the user
information database 21.

As shown in Fig. 4, the user information database 21 is a
database for managing which user terminal 30a the user B owns,
and includes a user ID 211, a terminal ID 212 and others.

30 The user ID 211 is an ID for identifying the user B8 uniquely
in the digital content distribution system la.  The terminal ID 212
is an ID for identifying the user terminal 30a uniquely in the digital
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i ndicating the details of the usage right purchased by the user, and -12
----------------- 15 Novenber 2006 others. The usadéTﬁmgﬁw62ﬁﬂw

i ncludes a usage right ID 2221a that is the ID for the usage right 222a, a
content I D 2222a of a content endowed with the usage right 222a, a content
decryption key 5 2223a for decrypting the content, usage right effective
period 2224a indicating the effective period of the usage right 222a, a LT
effective period limt 2225a for limting the LT effective period for a LT
80a to tERNiRRgEistghutenT system da.i od 2224a or the shorter period, a

Cont ent can b Papt Stk it Uset & Wifpes WPRUABS Wit E Al 1B 1°

i ndi cat iI'GXKAMAENKakTewaDaternihald, setetinieal Wi ugagerriighl PR2a, and
t he numqgr,,of sued, LTs 2228a i ndi'cat | ng how nany LTs 80a have been

X I £
i ssued t§(¥ﬁé1|}s AN B tegMinlawithy adbersnig) dD EXXX2Z22howdt tHE0case
wherg a 4156W S usage
ri ghtSs 222a|& e(-:int'???‘l;éet:‘f({l wﬁlﬁs]!';lsgle ri glﬂ'ltelal %iﬂg?g'ia W?ﬁ angwO
" XXX002 'onlyt ast&nmmmlaWItMa tengdnal dit "XX%B338th the usage right 1D 2221a
of " XXX001" to,a_content identified tha20 gonten D 61 of
0011 e coREhtS SLerSdinate BFesintarationdls i B EBR i s
" XXX221"ysdmes elfetFoiive ?*dc@% sthgt e HiSaBfefrYsHi istration in
"2002/ 05/ 01. 12. 00. 00- 2003/ 04/ 30. 12. 00. 00", the LT e fec Ive period limt

2225a | s)r'dﬁrdﬁq reqah@ermtenhglmmtrmusenum usrdaerephe dupetatienf or t he

el Gk i S G5By LBRIBPELr °f 7P irHls bbb RL AasEaaTg

~issued), r@lméstshﬂ ghwiEde beopeirforifed b%c@ﬁﬁn'tmlcahngpﬂwtﬁetlﬁ f(‘:@fntb@l'ﬁd i t

_showsth eusaerlght 222a identified with the usage ht 1D 2221a
of 5t 7 ytafrpghvla tta%teansgnssimnchaneglmﬂoh Ohet @M tapy 61 of

0012 Sl T 48t SRR 2320 | BTt | S

registration. In the membership registration processing, the
15 content distributor « first allocates a user ID 211 to a user B.
- Then, the terminal ID 212 of the user terminal 30 owned by the
user B is notified to the content distributor @ by communication,
a document or the like, and the notified terminal ID 212 and the -
user ID 211 allocated to the user B are stored in the user
20 information database 21 by associating them with each other. As
‘a result of performing the above-described membership
registration processing, the user information database 21 as
shown in Fig. 4 is constructed.
. The usage right database 22a as shown in Fig. 3 is a
25 database for managing the usage right 222a of the content
' purchased by the user B8 and the user ID by associating them with
each other. '
Fig. 5 is a diagram showing the specific structure of the
usage right database 22a.
- 30 As shown in Fig. 5, the usage right database 22a includes a
‘user ID 221a for identifying a user B, a usage right 222a
indicating the details of the usage right purchaséd by the user, and

-12-




"XXX222", the effective period of the usage right is

- 2002/ 05/ 01. 12. 00. 00- 2003/ 04/ 30/ 12. 00. 00" 1 t he LT ef f ectd Nevepber 2906 - - - -
------- 15 Novenber 2006 period limt 2225a is "no limted", the remaining
permtted nunber of reproductions for the content is "10 ti rres", t he
nunber of LTs 80a which can be issued under the usage right 222a is "3",
and the nunber of issued LTs 80a is "0". 5 Also, a user $ identified with
a user 1D 21l1la of "XXXBBB" holds one usage right 222a identified with the
usage riQHIeNDd 2221a of "XXX003". It shows that the usage right 222a

conten: 1 geni 117 HTNE o R o s ad AR 157230, 2, o

10 key 2A2m34[X diord:dsreryma dist QRENH c@ntmazszzzz@ off & egdriteqit period
of the usage ri 2003/01/01 00 '00. 00 ~- 2003/ 12/31. 24.00. 00", the LT

effectlv% ew ‘f"l”ffﬁt theHgage rig H@%Za,t%eceeﬁanhuﬁgcwww K&8Ynunber
can Epr@ggglaoqrérfa c‘i' ? n'l_;l.?éltcéﬁﬁﬁ%tl e @Bﬂtngﬁi‘}ﬁ% lﬁ% 0§0a whi ch

e issued 15 un sage rig er of
i ssued L2'326aalndlsa'tmg ther effaditve peride afi M@e neva gl rlghnh R22225alLTs

f t L t t tt th LT
of t oot alT8eETe neidd TP RaFh 3 5ordintling LG Lk & euive SiedTos per od.
To 20 beg rtmsogpe@m‘h@ uéar@e LrTgﬁEfeﬁl"FétﬁWepgéi'RjH '22124a?<¥:2§ﬁe'§16.¥t%rperl od

for which the rig ¥ be used on the user termnal 30a after the right
rranagenﬂ?ﬂ”@@v \aepezoalt edurambey of gaprodoctesn? 2263 hndigadingdasmor t er

h h d 1

week0' | IR Bghed e Lo REht Tt b el a 8 g M RER T g

ef fecti A& ;wuemiZMa indlisgtingShooe mahy Lis se/d eal be |B§Ulaﬂduhti@‘t 2225s
set by ttge content distributor a causes the effective period of the LT 80a

to expi 142299 &i9REt 2d2a,panddthe ninumbera afetissuede Idisord228ankes it
gﬁzs;b:_f‘f_nlﬂg;saﬁﬂgﬁﬂ%owqﬁaﬁ{rq_%eﬁ'ﬁg I vEBEST FSs L8 B e W tRrhEH4St 90a
30a.

15 For example, Fig. 5 shows the case where a user B
identified with a user ID 211a of “XXXAAA” holds two usage rights
222a identified with usage right IDs 2221a of “XXX001” and
"XXX002”, It shows that the usage right 222a with the usage right
ID 2221a of "XXX001” is a right to a content identified with a

20 content ID 61 of “XXX111”, a content decryption key 2223a for
decrypting the content is “XXX221”, the effective period of the
usage right is *2002/05/01.12.00.00~2003/04/30.12.00.00", the
LT effective period limit 2225a is ™1 day”, the remaining permitted
number of reproductions for the content is 5 times”, the humber of

25 LTs 80a which can be issued under the usage right 222a is “«” (an
infinite number of LTs 80a can be issued), and the number of issued
LTs 80a is “2”. On the other hand, it shows that the usage right
222a identified with the usage right ID 2221a of "XXX002" is a right

| - to a content identified with the content ID 61 of “"XXX112", a

30 content decryption key 2223a for decrypting the content is
"XXX222", the effective period of the usage right is
“2002/05/01.12.00.00~2003/04/30/12.00.00", the LT. effective

-13-




30 request 70a to the right managenent server 20a. Also, the permtted
nunber of reproductions 2226a is decrenmented by the nubbdpvesther 8096

- (issued) as LTs 80a fromthe -14 15 Novenber 2006 initial value at the
time of a user's purchase, and increnmented by the nunber returned as the
LTs 80a by the LT return request 90a. The initial value of the nunber of

I ssued LTs 2228a is "0", and it is increnented by "1" when the right
managenment server 5 20a issues the LT 80a to the user termnal 30a, and it
i s decr ep@nioshlinyit 222 hada e limed e thermrgmatainepernsitteéd numdea to the

right 1y Upon..recei pt,Qf. .the AT . ssue reqguest —/0a and
the LT et Len opuRiobl Bl tha RENSTETISE" narnfes i g SBtGt.BF s
comuni c@0aonhidd cani be38sukeleunskir tifedkbgecagn2 2Rbtis2B axasdene in Fig.
3 identifies a user 8 (user |D) based on the térmnal ID included in the

recei ved¥Mbek gE i?@ﬁ@_(élsl-rs'éﬂ]ﬁdﬁ the LT return request 90a, with
refegence to tAl%oU%%éé}f%”P&émﬁ%? gﬂﬁ?ea 'erTﬁISS%gl?eB?“‘%X)?@BBmt 24a

is a means for geherating a main art of "a L roma“usage right
managed hgldshenedmspge iright 2@ abdsntifizal whknthe usage véght bp 2221 asue

request 70a o) t he user, term nal 30a via coQ ni.cafion, unit 28.
The ret n ?5‘3@5%%“ F]Hi; shaws gt §W§ Heads 'f'SrhtséE&ieh engf itBn of
"Return [ A ' r r g@ { . 0 regy | uded in
 the LT 8@5“@%%@9%9? Ph?;{zrfgeﬁﬁr IXRXOE s 80ridt D r?o?%dst%g'lgific,
- the ret udentifhgd seithi agcontentI®d &t of "XXX1d3l, fd agntent Rkecryptienui r ed”

in I f.the cases.where the rm ty er, , of Lssues
| nciaekh £9258 o AaaRPURdCHe Sty RN At BT cbase
22a and péodourgfe ahhd heusageenerighttd LiE 862053201)01160 V@00 ard where
the expiration tinme the LT effective period set for the LT 80a is

earlier 3@1@3/135310%2I01@-0Q'éa@her Lghefferctivs iperipel ilisait mz&aii;ﬁ ‘é%t s to
expi v ot 1Y THS S roRlEb B bEmBAPTRr SarrbARyEhs o feudage
right content is "8 times”, the number of LTs 80a which can be issued
15 under the usage right 222a is “3", and the number of issued LTs 80a
is “0". :

Here, the LT effective period limit 2225a is information set
by a content distributor « for basically setting the LT effective
period shorter than the user’s own usage right effective period. To

20 be more specific, the LT effective period limit 2225a is the period
| for which the right may be used on the- user terminal 30a after the
right management server 20a issued the right. For exampie, the
period shorter than the usage right effective period 2224a, such as
-1 day, 2 days and 1 week, is set, or no limited, namely, the same
- . 25 period as the usage right effective period 2224a is set. Since this
LT effective period limit 2225s set by the content distributor o
causes the effective period of the LT 80a to expire, the LT effective
period limit 2225a set to be shorter makes it possible to change the
frequency of accesses via a LT return request 90a and a LT issue

30 request 70a to the right management server 20a.
Also, the permitted number of reproductions 2226a is
| decremented by the number cut out (issued) as LTs 80a from the

-14 -




30 effective period. Fig. 6 is a diagram show ng the specific structure of
the LT80a generated by the LT generation unit 24a and tHdoveadar 2009 ag - 15
15 Novenber 2006 setting unit 25a. As shown in Fig. 6, the LT 80a includes
a LT header 8la, a LT wusage rule 82a and a content decryption key 83a. The
LT header 8la includes a usage right 1D 81la, a content 5 ID 812a and a
return flag 813a. In the usage right I D 81la, a usage right ID 2221a of a
usage rL%ht 222a which is the source qf an issued LT 80a is stored. In the
cont ent NFigh¥alug &oibentime ofi agusensdpuramss, ead ineremgndadcy usi ng

wnet her e nepbEETetutlied'abthe Briidoy P ik er et PR ddst 08ac T, e 00
~or not is deJdre beitiaNetduehaf thieenuehben éf dgssedtiTy 221 8a 36a'Gets the

information .far the return flag,8)3a, The user term nal 30a _judges whether
it ret u%dt'EéSL*f‘cé"@’zE"?Bt?ﬁ'elWi gﬁ% whesgEhenfighfsmanagement $ervsf based

on the rehar a1l T tes r 8ga.d d ffiegti ve
per i%d 821la rsaé;ldd@?hggréperlﬁ [?gg r?énbacg% o?gggprg%rmﬁ?gnga 22Iaajhcfnitt ﬁgé LT
ef f ect i viegr@meotediky “tlfewben bhie fusemteérrhindke30d rélanssthed LFB0ae is

st or ed. | T effective period 82la.is- 20 determ ned based on the usage
ri ght eft&@f‘?lvrég‘ﬁ‘émﬂﬁa?ﬁﬁ'&%%e'fw EP%f fect i ve period linit 2225a of the
usage right 2Bsn Fedeipe oft the I ess (i G-ceRIBBI 70 aPR YRR L PFetgepi ves the
LT issue request 70a. In the permtted nunber of reproductions 822a, the

nunber requesti3fsemidiromtheniseateninab3bauciadthe coromidnidatiame
Tra €1 4E 26 LRGSR B Redfios Bnif 2 B8 st i Figes Hegihnagerent
server 20aidar the (user TEmbadedBWn €@ tdigninal ID included in the
received LT issue request 70a and the LT return request 90a, with
reference to the user information database 21.
_ The LT generation unit 24a is a means for generating a main
15 part of a LT 80a from a usage right managed by the usage right
database 22a when it receives the LT issue request 70a sent from
the user terminal 30a via the communication unit 28.
The return flag setting unit 25a is a means for setting
information of “Return required” or “No return required” on a
20 return flag included in the LT 80a generated by the LT generation
unit 24a. To be more specific, the return flag setting unit 25a sets
a return flag to “Return required” in at least one of the cases where
the permitted number of LT issues included in the usage right which
is managed in the usage right database 22a and the source of the
25 - generated LT 80a is a finite value and where the expiration time of
' the LT effective period set for the LT 80a is earlier than that of the
usage right effective period, while it sets to “No return required”
when the permitted umber of LT issues is “c0” and the expiration
time of the LT effective period is same as that of the usage right
- 30 effective period.
Fig. 6 is a diagram showing the specific structure of the
LT80a generated by the LT generation unit 24a and the return flag
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30 user term nal 30a reproduces a content using this LT 80a. Here, howto
generate the LT effective period 821a will be explai net Novembes 2008 ai | |
-16 15 Novenber 2006 Fig. 7 is a diagramshow ng the rel ati onship between
the LT effective period limt 2225a of the usage right 222a and the LT
effective period 82l1a set for the LT 80a. First, it wll be explained the
case where the LT effective 5 period limt 2225a in the usage right

dat abase 22a (1 day, 2 days or so, for instance) is shorter than the.
usage rig@tlingfwaiti ¥baperi od 2224a and the timng of receiving the LT

usage 1ignt crieenov g DT eAR Trslubes £LTtiedE BEA Ly ).
To be musage mpiecgPhcandsa e ndealyptio fey’836t i the case where he
time of receivi nﬁ%‘t he LT issue request 70a (request tine) is earlier than

the effectivelR¢hd Beadrs 8Ladaciudes 2usage NehsdD 8d broaLaif@nthe
expi gat I@ 4198 ﬁ?é$§?thﬁIfE€§é¢¥gaperl od limt 2225a starting at the

request me I1's ecfive time of the usage right 15
ef fective perilodth224sagenright IEas@l 1ahea sustidet right( eDf 22 1ee oft ame) of

t he usage right fective riod 2224a hel d by .the uyse Is set as the
Srart  reaodiabt e WaltTiS Ehe souers ofan issiad o0 8Bals st ade
expiration ti hME PEA} ir Y ' t he
request tine ?Phteﬁer:?gﬁletgﬁtﬁ?re@i-kzﬁ‘rae??gtg??‘\:/émpgr i%gééggeﬁlf:iﬂﬁidggggg) Is set
as the dx@ireproduaachtisongttiee LT 80Beist sta@rqbri od 821a. Therefore, in this

the LT effgcti i od f the LT 80a,.is.shorter..thap the LT
orifQi i ve per ihofife refuBELH8 IR, Inforation B Ar R WiEtHEE ke, 6 ¢ he
LT ef f eqtTi 80a weedsddl H)@irbtfa?ﬁéa ﬂd‘tﬁ@?i%ﬁ@ﬁ?aﬁhgggnéﬁt%@%ér@?a og shorter

than 25 the usage right effective period 2224a the timng of receiving

the LT in@luis deamibedoa Netanthaisthe gaturnoflag setting umét &5a@etse tine
o PR e 8 2 rURRS 4018450 °ChEcuBEl it okt "e, °°°
7, it i Judyesaskether dit Feturm®e thle 19C804 19 the right management
15 server 20a or not based on the return flag 813a. |
The LT usage rule 82a includes a LT effective period 821a
and the permitted number of reproductions 822a.
In the LT effective period 821a, the period for which the LT
80a is effective is stored. This LT effective period 821a is
20 determined based on the usage right effective period 2224a and
the LT effective period limit 2225a of the usage right 222a, and the
time when the communication unit 28 receives the LT issue request
70a.
In the permitted number of reproductions 822a, the number
25 of times that content can be reproduced is stored.
In the content decryption key 83a, a key for decrypting the
content is stored.
The LT 80a structured as mentioned above is sent from the
right management server 20a to the user terminal 30'a, and the
30 user terminal 30a reproduces a content using this LT 80a.
Here, how to generate the LT effective period 821a will be
explained in more detail. '
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30 LT issue request 70a (request tine) is later than the effective tine of
the usage right effective period 2224a and the expir at ilorNevembep200& he LT
effective period limt 2225a starting at the request tine is -17 -- --- -
R 15 Novenber 2006 earlier than the expiration
time of the usage right effective period 2224a. In this case, the request
tinme is set as the start time (effective tine) of the LT effective period
821a and the expiration tinme of the LT effective period |limt 2225a
starting at tHd9efjiest di2gram shpavinggthetredationshiy ketweenvidh @i od

go1a TroTero® Hried, e 23RS drPthe; Rade Hiht 2aRa St (REPRT T 0a
agr ees weffective peTied 1821 a \setpfoit obel iTigoa2225a. Next, it will be

expl ai ned thea{gase gner.i bhe LT effective 10 period | imt_2225a in the
usage right ddt'&phs € sxahednthe ¢are whgee rthmilleafEeEtiVE peri od
. 2224g angletibg lin r Ve i SSHE 7Qa,,f F user S
is cl osgg?o' thelhgil)g[r)lig%g??oﬁpe?}\én%g%?éthﬁghﬁs%ége r.%ﬁ%g%ﬁ?};ézﬁg‘??éd 2224a
(the cad®d 89, §abunstance})s shdiitgr than Toehssame eigheeffectivapeatiodn in (c)

f Fig. ofaaql [ ' . the ti f I Vi T
Ceques: 23340 g tha Uinfilg QrrelSivias ek insUeiraurtb T ta FOBE a1 ne
usage riugér 214 edbsuctpehieoeffdddacatithéher ek Lahigen rid e eFfedtifel T

effective period limt 2225a starting at the requeSt time is later than
the exmeHdPAoR224m (Shet Rasasageshowyt inf(@xwifvBigpe?)od BRbm.mpnet his 20

ca t e [ | S..SE he start 1i ffectiv i the LT
ef ?Jg(?:t Y %@ﬁ#b?%%g%ﬁ“t@ gipﬁlgat?ﬁoﬁ impﬁ%yﬁﬁfgghér r'%i‘ﬁ %Ef fective
- period 7B2édvireg the LASisse raquesty 0 RdqaesPtineles eatlickthd tigéf ective
peri od %éi!.a. .Therefore, in this case, the LT effective period 821la of the
LT 80a &¥TRedVEetingpf tth@ usagrer stghty effestiyer pesiad R224a2aad fegt, the

2o I UEgs R LT ele, Ll BErIE 225 WfathiagE L 11
expl ai neequestt himecisdatas thanwthen effective time of the usage right
15 effective period 2224a. In this case, the start time (effective
‘time) of the usage right effective period 2224a held by the user 8
is set as the start time (effective time) of the LT effective period
821a and the expiration time of the LT effective period limit 2225a
starting at the request time (the request time + LT effective period
20 limit 2225a) is set as the expiration time of the LT effective period
821a. Therefore, in this case, the LT effective period 821a of the
LT 80a is shorter than the LT effective period limit 2225a.
Next, it will be explained the case where the LT effective
period limit 2225a in the usage right database 22a is shorter than
25 the usage right effective period 2224a and the timing of receiving
the LT issue request 70a from a user 8 is not close to the effective
time or the expiration time of the usage right effective period
2224a (the case as shown in (b) of Fig. 7). To be more specific, as
- shown in (b) of Fig. 7, it is the case where the time of receiving the
~ 30 LT issue request 70a (request time) is later than the effective time
- of the usage right effective period 2224a and the expiration time of
the LT effective period limit 2225a starting at the request time is -
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(d) of Fig. 7, the effective time of the usage right effective period 30
2224a is set as the start time (effective tinme) of the ISNesvember 2906 period
821a and the expiration time of the usage right effective period 2224a is
set as the end tinme (expiration tine) of. the LT -18 15 Novenber 2006
effective period 82la, regardless of the request tine. Therefore, in this
case, the LT effective period 821la of the LT 80a agrees with the usage
right effective period 2224a. Needless to say, in the case of Xf1lY=0, where
X sati sfeedienstirequdre expiration (:RunEfsthelmge rfgbt feftectivepeeniod |init

2225 t t f ht_ ef d
22248 TRREERNT ATSnCerhe UiC usiiest SRRl et s ShE BB B8R 1
- ] udged tMetheeLtTmﬁéjQﬁttW@ Lneéf@ttﬁi’éfpéﬁoé%zmtynﬂethe dxvirdtiont he LT
80a canngt be |ssued , In the first enbodi nent, the period other

than t hé:”nﬁs%é: Mt egﬁq(_‘é@(gm;ﬂ@ﬂl BmIQM%SaSSt]ar&m Ettotlb% rﬁgues
({rax @RieXthe teld)fo SERRREOk (Rlebclil ndr@ )iy, 20254} islsetds, 15,51

sane”as ectrve perio I'mt 2225a
may be dgte emelratmoselnmee)hﬂde daneéfgctropertodsg2wa. r uTkereftieadnor di ng

to his intent. Fuyrth the LT ef ctiv eriod limt 22253 i
pr edet ertli ﬁé@sﬁmgble ﬁ%@%@f’éfﬁrﬁ%@@@éﬁé u’f'&?— ﬂ-LFnQQab%QF%% %%Fé@ so t hat
the LT gff @?ﬁéd{:ﬁvé)?j’érqu8ﬁ%tlfzgsgerat ed variably and appropriately

according to ever-changing situations 20 (such as a content holder's
'| ntent how aNaxit, eitt will b@e@xpﬂaanr@té thfe aiss vederevehe IoF dféeqlivig track -

| Bomsdol A 27458 inShhe Usddh ridhe HRdRaR PR is RButer PEMY S be v
80a ret ttmedség@rm?m @ﬁ’@rcthpé rpe'"r%d 222883nd ft%éi%ﬁﬁ?nﬁl@htreemﬁ uni t

27a updates the d usage right 222a when the LT 80a iS issued
to the ddé& LTéﬁﬁUﬁalreqoasto?Oa dramedusesnpt tie dose tertfiengXpd@iiomtow to

update the 3R9Re usage right effective period 2224a (the case as shown
in (c) of Fig. 7). To be more specific, as shown in (c) of Fig. 7, it

15 is the case where the time of receiving the LT issue request 70a
(request time) is earlier than the expiration time of the usage right
effective period 2224a and the expiration time of the LT effective
period limit 2225a starting at the request time is later than the
expiration time of the usage right effective period 2224a. In this

20 case, the request time is set as the start time (effective time) of
the LT effective period 821a and the expiration time of the usage

: right'effective period 2224a is set as the end time (expiration time)

of the LT effective period 821a. Therefore, in this case, the LT
effective period 821a of the LT 80a is shorter than the LT effective

25 period limit 2225a.

Next, the case where there is no limit to the LT effective

: 'period limit 2225a in the usage right database 22a (the case as
shown in (d) of Fig. 7) will be explained. 1n this case, as shownin

(d) of Fig. 7, the effective time of the usage right effective period

30 2224ais set as the start time (effective time) of the LT effective
period 821a and the expiration time of the usage right effective
‘period 2224a is set as the end time (expiration time) of the LT
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right 222a will be explained |ater. 30 The conmuni cation unit 28

communi cates with the user terminal 30a via the transniddNewmbenddifel 40.

- To be nore specific, the conmunication unit 28, which is a comunication
interface for -19 15 Novenber 2006 comunicating with the user term nal
30a via the transm ssion channel 40, analyzes a request such as a LT issue
request 70a and a LT return request 90a sent fromthe user term nal 30a,
requests the user identification unit 23, the LT generation unit 24a and

t he 5 ueffectivghpeoipdhBe i re@andlasgpof ftbenreqest simg. deprackfitgeupon t he

anal ysi s _r.esul digtri he LT 80 er d LT ge tion
unit 24 naﬁUgt‘iPes‘?'ea’(ﬁ rﬁ?%ﬁ%cib\ﬁ i%'%ﬁi&fggéﬁ{ ?%%@gragq%&fﬂgﬁéﬁ 30a, or
carries thit ushRReFigtRNEFRIcEAle oMbl bbaguser terminal 30a via the SAC
establ i shed between them after 10 encrypt ifn)g t he above re%est or. response

with a sessiolN&egless 0 3pYsin thmaasenef RNotr @i whene shovdtigliehe

3neg {1 ReGhEdE e Ok X WPEIAGEEET TRle 39% 30 SPOUAVEN fiiind Lijnfle Shown

in A e user t&rnmina rhcl udes a conte base a LT
dat a bagX239533.ared Yesatiskes|Efetbivagtimeidf I98ge ridht effective pesiod 03 uni t
304a, a Ll . return jt 305a, a LT ate unit 306a, .a retuyr j udgment
ot 30722480 SnExRiEgE P s Uptggnaaht BT ectysdetoRRe JHet on Key
acqui si ty N} 0 t T el WgTIal c

Fenr odust 51 ibed Phal UROLE LIAEERAD TR 15, 1s AncBMA, Sty 1he
cont ent nganeibgsthedl’ BOan cdatradtabe ifssuext.ori ng and nanagi ng content data

60 ,dj stri but f t t ent 10. ., The LT t 302a,,
daidbase Tor - AlFAgRg e ReNEsE ombodinEnt (i M iPAgAtnAE IR ReHIS sor ver
20a secuistlge rifift EFERLAAL pbPicd 2 181jLd3RRALS hANT pRRALEIIAYIE) St ori ng

25 the termnal™ ID identifying the user 30a uni Hﬁ_el y. Th
acqui si indheasasesoat (3 ef Mkand dod 4chwfrFigg 7hbduitthedd eftestive ri ght

TN i 42 a2 RN [AGhFA A9 chRe L TerrbREN HRMEE kiR A5 send no
may be set under a service and content provider’s own rules
15 according to his intent.

Furthermore, the LT effective period limit 2225a is
predetermined under a predetermined rule, but it may be
structured so that the LT effective period 821a is generated
variably and appropriately according to ever-changing situations

20 (such as a content holder’s intent, how a content is used, change of
desired levels of keeping track the content usage, and a user’s
~content usage status).

The LT analysis unit 26a as shown in Fig. 3 is a means for

_ analyzing the details of the LT 80a returned from the user terminal
25 30a.

The usage right update unit 27a updates the details of the

usage right 222a when the LT 80a is issued to the user terminal 30a

~or returned from the user terminal 30a. How to update the usage
right 222a will be explained later.

30 ~The communication unit 28 communicates with the user

terminal 30a via the transmission channel 40. To be more specific,

- the communication unit 28, which is a communication interface for
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20a. 30 Fig. 9 is a diagramshow ng the specific structure of the LT issue
request 70a generated by the LT acquisition unit 304a. &sNeyeswhsr 2006 g. o,
the LT issue request 70a includes a LT -20 15 Novenber 2006 issue request
identifier 7la, a terminal ID 72, a content ID 73, a desired nunber of
reproductions 74 and so on. In the LT issue request identifier 71a,
information indicating that this data is a LT issue request 70a is stored.
In the terminal 5 ID 72, the termnal 1D of the user term nal 30a which
sends t ampTuhicaténgeyitist thr@auser devneithall 30ahwigothentranBn@sieme

f which i duced usi b
ccqu r e TANTEL DG STAVERS Adsduestaichrad AT E R s T70a 80 ) 0>
whi ch i g dFstetREnt RePEeSED S seritefrdrhiterk nge‘a%rﬂﬁinallo3oagrreqwsit9ns of

the LT 80a to be acquired is stored. The_ LT return unit 305a as, shown in
Fig. 8 ithequsssridensificaldonr nindly 2Ghether LBogeneratien ugtt 2dmagehthe server

Tanagemtite GeFAPybdRcko it 278 BUERord R RS SR U BBehg o O
st ruct utheofardlgsisl resetty distdbegtsOfhne JENEB & edeherattedL byr ¢har bT uni t

305a. As shown_in Fi_%. 10, the LT returp request 90a ingl udesha LT return
request JeRSAtieRUYEZ43 and thearetusnotiagsettingainik# 28 torkhe pgefne LT

return g i tifd ; i, ;3 ' | el | ; t hieardata i s
LELT kBRG] 368 dir Sarils ot el SBrfhdrication ditithe! ser I35 12
of the deeminalm3Ga 3a Vihieh SAEndstabdished ebetweaeenuddteraoaafterst or ed.

In the LT 93a, .the LT be ret ditself is.stored. The LT updat i t
3000 as QRNRNIRG g abOve SeRbsRt WoresBansgakithhg FRESIRE K8 'of the LT

Gocrerentrng. TR DB LACTyRERTE] BAOOK Sl po0Bipute, speesnel 1o, or
80a by 'strugkurer of tber ugeci teymhealcdheeas . shown in Fig. 1.
As shown in Fig. 8, the user terminal 30a includes a content
database 301, a LT data base 302a, a terminal 1D storage unit 303a,
15 a LT acquisition unit 304a, a LT return unit 305a, a LT up_dai:e_unit
3064, a return flag judgment unit 307a, a content usage/no-usage
judgment unit 308a, a decryption key acquisition unit 309, a
content decryption unit 310, a content reproduction unit 311, a
communication unit 312, and a GUI 313.
- 20 The content database 301 is a database for storing and
managing content data 60 distributed from the content server 10.
The LT database 302a is a database for managing the LT 80a
issued from the right management server 20a securely.
The terminal ID storage unit 303a is a means for pre-storing
25 the terminal ID identifying the user terminal 30a uniquely.
The LT acquisition unit 304a is a means for acquiring the LT
- 80a from the right management server 20a by generating the LT
issue request 70a and sending it to the right management server
20a. |
- 30 Fig. 9 is a diagram showing the specific structure of the LT
issue request 70a generated by the LT acquisition unit 304a.
As shown in Fig. 9, the LT issue request 70a includes a LT
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The return flag judgnent unit 307a is a neans for judgi rljslg 30 whet her the
LT 80a needs to be returned to the right nanagement se¥\devepbsr 800tot with
reference to the return flag in the LT 80a. The content usage/ no-usage
judgment unit 308a judges 21 15 Novenber 2006 whether the content can be
reproduced or not wth reference to the LT effective period and the
permtted nunber of reproductions in the LT 80a. To be nore specific, the
cont ent usage/ no-usage judgnent unit 308a judges that the content can be
repr odudeduge mbeuesbddpnéifeert Ziaeai eemnimahIDheé2 LB ebidenitviD pé&2i ad 821a

and the,val u% of tge pefr m'rtte(g nﬁnber gf rgproductions 822a is "1" or

| ar ger . %?’ée hAPMber OTLPIRAUEHRNS K& 888rS? &' nal '30a has a secure
clock functionpsghé hatissiR FEALERE iHEREMFIEP 74%RdAfo kR dtida TRdicahg 308a
can acquire the present tine. Wen the user termnal 30a does not have a

cl ock f Uit Unis dataiser Licissueareqogstnéfatie soradt urkttbe wmingludge

of repr ditdd oie Bu3RaR Ip, b RheEBSEE s8EulRk aRRE e SEuRF AR V2 er oa.

821a, orisshel tslgeeshF0F e seorednt IerBRSchetaPIDATB cdhencontiat dDal | y.

The decryptjon key acquisition unit 309 is a means for acgltg ring,a content
y Pt

decr ypt i%n tRey cpptentcwipiehnis 40cba spprodvcesbmsing debdy SO koubet 310 is
_ o=t _ , ;
L TS SR AR OGP e SR

decrypting encr ypt conten usi'n e conten
2223a aajuier aghight i desirgd it bey setquisi ai peromitte0nurfiberc aft ent

t ndl Gontenrositntons af e T 885 tarke AIETEAd T e dre out putted 1 rom 4
Dok oot an TP LT st IRECS0SH SSSHONID 411! LR s for
server Tetundingethé ght Bfaademdine sigher nedeagemenheserweis@@si b channel
40. To té]eenné)tfa iﬁBeﬁ%éilﬁ’ rte@ﬁm request 90a and sending it to the right
management server 20a.
i5 Fig. 10 is a diagram showing the specific structure of the LT
“return request 90a generatéd by the LT return unit 305a.
As shown in Fig. 10, the LT return request 90a includes a LT
- return request identifier 91a, a terminal ID 92, a LT 93a and so on.
In the LT return request identifier 91a, information
20 indicating that this data is a LT return request 90a is stored. In
the terminal ID 92, the terminal ID of the user terminai 30a which
sends the LT return request 90a is stored. In the LT 93a, the LT to
be returned itself is stored.
The LT update unit 306a as shown in Fig. 8 is a means for
25 updating the details of the LT 80a. To be more specific, the LT
‘update unit 306a performs processing for decrementing the value
-of the permitted number of reproductions in the LT 80a by “1” after
reproducing the content.
The return flag judg'ment unit 307a is a means for judging
30 whether the LT 80a needs to be returned to the right management
server 20a or not with reference to the return flag in the LT 80a.

The content usage/no-usage judgment unit 308a judges

-21 -




communi cation unit 312 is a comunication interface that 30 conmuni cates
with the content server 10 and the right managenment sdPNqveptbsr 408 t he
transm ssi on channel 40, and analyzes responses such as content data 60
sent fromthe content -22 15 Novenber 2006 server 10 and a LT 80a sent
fromthe right managenent server 20a, requests the content database 301
the LT acquisition unit 304a 'and the GU 313 to perform processing
dependi ng upon the analysis result, sends the LT issue request 70a

gener at afihgfhedhercanterurantbe reprod Bk onmot with refenance tedbest 90a

o car reertertfe RefiSaRc Fhi, BRRHed b o P RRRBHIRHOTE R, or 20

via t he t®C 16t 8Dh| sHRy ﬂn@trmm tpeeifid, eth@n@w@émﬂwsége/ﬁbousagent i oned
requests and res onses with a sessjon ke 10 The GUI I ncl udes a liquid
crystal J C&F’z%f' HTE 303 Judees: that |tﬁ‘®tcot'j\‘iﬁf‘ts%'ﬂ be EeRé?‘BHﬁﬁﬁ and a

e A e %ﬁlea?fﬁesé/ﬁf thHe %JR@?H%% L QFFEREIR pe?ioéf |53 easy

j udgnent on I qui d cryst and accepts tser” S 1ns ruc ions via
the usdhepelueidhthempearmitted ﬂanmber ,oforepratdwrtiohse@2Rauisi 117 ort he
di gital Icontent distribution systemla will be explained step by step
using a afg6chart. Note that the follow ng explanation wll be made on the

assunption t hwoﬁéwhratorte@ra%s@:fm@%erth%%gtﬁé rL?éétO’EePhlﬁall'S%a%as a
(registration of the termnal 1D and the user 1D), distribution of a 20

deS| r ed S@Strént clack héunstion esoi nihaBodhendcpotenhsaisagestaresage t he

opart: JfeErBert iR EIOER A BRI e FreseRhEHN e ne Vit Yis iBL 30
vaUl resepmiha 304 dvBd A6t HONE a BRNEEPIRBEIOPE MRS udBa ﬁé?fnﬁh%ld.?.lat al
content distribution system 25 |a of the fi rst enbodi ment w |

expl ai nEAAYFDE StIuckIrgd |sswartarto duslgegvheshepethe i cantent rréarube
acaul ST veRoBfREPEr ot Bese R theSePhifled ABntdeP SHPePrddiiriofs! Ut ! on
822a in the LT 80a by overriding the LT effective period 821a, or
15 judge that the content cannot be reproduced unconditionally.

The decryption key acquisition unit 309 is a meahs for
acquiring a content decryption key for decrypting a content.

The content decryption unit 310 is a means for retrieving a
content from the content database 301 and decrypting the

20 - encrypted content 62 using the content decryption key 2223a
~acquired by the decryption key acquisition unit 309.

The content reproduction unit 311 is a means for
‘reproducing the content decrypted by the content decryption unit
310, and music and video are outputted from a speaker or a display

25 thereof not shown in the figures.

The communication unit 312 is a means for communicating
with the content server 10 and the right management server 20a
via the transmission channel 40. To be more specific, the
communication unit 312 is a communication interface that

30 communicates with the content server 10 and the right
management server 20a via the transmission channel 40, and
analyzes responses such as content data 60 sent from the content
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the user 8 via the GQJ 313, the LT acquisition unit 304a generates 30 a LT
i ssue request 70a in response to the LT acquisition i nskrhieender 26Q9m t he
user $ and sends it to the right managenent server 20a via the

conmmuni cation unit 312. -23 15 Novenber 2006 This LT acquisition
instruction fromthe user $ includes a content ID 61 of a content which the
user wants to reproduce by acquiring the LT 80a, and information

speci fying a value to be described in a desired nunber of reproductions 74
in the LSeivwyué0sandqueit8Fasentsfromviing nighitgnakia gdmerdxseple; 20he user $

i ck "Acquire LT b 3 di spl ayed. by the GUI
315, sl HHLEHR thE panrSthi dRtaRasE Ly e Hoaaou sl bl 0fRe
content #igdathe wOIed 1N tdepeprignt ﬂ@@%ﬁﬁg%é&ﬂﬁdﬁn@’e@pbﬂ_ thel i st

formon the LT acquisition nenu screen not shown here whi'ch 10 is activated
by the @nelysiad@sutbrsendsttbe bE igsyprmanuestéfacgenesatediby thadl and

Soretn, ScoFERML B ARAL ST CE R OACHE Gher It Bedlai bl ™
|'i cense,then LTAcqturre woitt 3065 bottinn righe wiReIRi@theMteseppdriZ0ag oront ent,

a "Reproduce content! 15 button 54a operated when reproducing a content and
a "Ret urGRres QUL siPher epaYRLEHCARN r with nthey Haht dna@nagsmesd in

addi tio " | e%;gcé .h@nt [ qui sition

i nstr uCFieoﬁrYfértaﬁltggrﬁ%gﬁél per e- stil(;grhe‘%&iaone@ﬁ%&ﬁglr m na?ft}?g és?%ﬂa%lgﬂ nit 303a
i s set dhe hbovadmentiorsd rlBqiksts dhd tdsponses neitheatsddsionhkel. is to be

sent~to the right nt server 20a,.a content ID,included in the LT
SeAR i tion | TG 0T oatr ieiidesaguid GIBaL dinplan 8a: & Bo#5 - and a
val ue s b 7 I&d i ' I QN t is set
as the (%iaetggﬂm%@%bﬁrigggﬁcthilg@ngb§§.w%w\%tgqlﬁ%’ aﬁgﬁag %8??19 the LT
i ssue r &@IéRUS oAt torise ancbmtorinatiom foni viskia? anid témsyjedgraemtnah 30a and

tsgg CORPniGRilo8y i 4R Gyt BRd LU PN ALE MR S8Rl 0 303 ia%RhER! | sh an
user operation/input unit.

15 Next, operation of each unit in the digital content
distribution systém 1a will be explained step by step using a
flowchart. Note that the following explanation will be made on the
assumption that the procedure of user registration of a user 8
(registration of the terminal ID and the user ID), distribution of a

20 desired content to the user terminal 30a and purchase procedure of

‘the usage right of the content have been already explained.

First, the operation (LT acquisition process) performed when
the user terminal 30a acquires a LT 80a from the right
management server 20a in the digital content distribution system

25 1a of the first embodiment will be explained.

Fig. 11 is a flowchart showing the operation of the LT
acquisition process. |

S1001: Upon receipt of the LT acquisition.instruction from
the user B viathe GUI 313, the LT acquisition unit 304a generates

30 alLTissue request 70a in response to the LT acquisition instruction
from the user B and sends it to the right management server 20a
via the communication unit 312.
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S1002: Upon receipt of the LT issue request 70a via the 30 conmuni cation
unit 28, the user identification unit 23 of the right aNeemsn20q&rver
20a identifies the terminal IDincluded in the LT issue request 70a. -24
15 Novenber 2006 S1003: After identifying the termnal 1D, the user
Identification unit 23 judges whether the termnal is registered or not,
nanmel y, whether the termnal IDis stored in the user infornation database
21 or not, with reference to the user 5 infornmati on database 21. Wen the
termnal 1D iAdigdel aoquisition instrueticnuiram 7the ivsanots sinmldgdesnat he user

I nf ' d 2 No.in _51003), ,th ' | fi Lon unjt 23
consi derONEt, L0 5367 2 ChRLIRON MY the bses, vante t gPbLrdBs Bk,
di stribyddfifirpygtene! BT 808, WhHT rfforimgtieresgedirying a3Qall8atoabkT cannot

be issued. On 10 the other hand, when the termnal’ ID included in the LT
issue rdefibedol iasdesbiast nuinbees afssepratoctiansd ddin dbaslel 23SUehe user

I dentifi | Lt 2 AN er, L.a ] hey; rm nal
1D aha jResest fDal AsHERKTRHY LRndek bRRRer B 00 RaBickS

recei pt zf “AkquireiLT'Dbattdi8 s 6h & rhedn tireehisptayedayt theodUlon unit
23, the LT generation unit 24a executes the LT jssue/no-issue |udgnent

pr ocgss,33a3m5¢lﬁa¢fﬁ PNEsCOREERs wiHCh; @ﬁtwaQQQJOV\IFﬁWd%CQ. &re/® @RORBur ce for
I Ssulng tﬂeq?rgpgp]gﬂgttﬁﬁﬁoré@% e é@ﬁt%%_t %%aﬁ%@egfﬂllzﬁgﬁ%féd Rt based

;
on the user I'ssue request a recelved v e ‘conmuni cati on
unit 28a RSt Foom 0A the 4Tfd aywisdtio nsiman ung creensnbt shoiwre heret Which

I ssue/ no-i ssue judgnment prqgcess (51004) as sho in Fig. , 11. S1101: The LT
genés at i'%r?’ciﬁ‘uY#‘?&abYuUb‘gscciWi%t ﬁétd gpe}lolnﬁ’ﬁg‘;%@' d@ﬁ'ﬂ%%twfmbe"b? t he user
i denti fi hamn At 23 i i I i ' i cont ent
dent 1 11 SAToRHCt s PgpurdREis [P AuiigTERR R g Rbrh B S et 70a,
wi t h reNotendbatoonhthasayenuisgrieadyt abiRargbhaseWieanise”i bufimycdll@hat t he

e s ol e SR g2 uCLab S AR ASCAARE Bboh "
52a operated when acquiring content, a “Reproduce content”

15 button 54a operated when reproducing a content and a “Return LT”
button 55a operated when returning a LT are prov.ide‘d'in addition
to the “Acquire LT” button 53a. _

According to this LT acquisition instruction, a terminal ID
pre-stored in the terminal ID storage unit 303a is set as the

20 terminal ID 72 in the LT issue request 70a which is to be sent to the
right management server 20a, a content ID included in the LT
acquisition instruction from the user B is set as the contentID 73,
émd a value specified by the LT acquisition instruction from the user
B is set as the desired number of reproductions 74.

25 Note that when sending the LT issue request 70a, the
communication unit 312 of the user terminal 30a and the
communication unit 28 of the right management server 20a
establish an SAC.

$1002: Upon receipt of the LT issue request 70a via the
30 communication unit 28, the user identification unit 23 of the right
management server 20a identifies the terminal ID included in the

LT issue request 70a.
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generation unit 24a identifies the usage right 222a as a usage right 30
222a which is to be the source for issuing the LT 80a dRdVejsedend006& o the
processing in 51102. On the other hand, when it is judged that the user $
does not own the usage right 222a of the content -25 15 Novenber 2006
identified with the content ID 73 included in the LT issue request 70a,
the LT generation unit 24a goes on to the processing in 51106. S1102: The
LT generation unit 24a judges whether the LT effective period is an enpty
set or not witSl0@Berenéddten identifgigeg Shea gherrafiiakct iDe e otdsep24a and

ok SRR ade B 1
when it fét, ahamlelyhewhedhes aheshemimal( aD (& @tfor@icg-ir?,tﬁé]euls@r

generation unit 24a %oes on to the processing in S1103. On the other hand,
when t hénformptign egiatabaser idl oy amobnpvithsdicferapceT tgendiait USATUNi t 24a

Qe dnfoumatidh REEbE o2, SoMien ShE e 2REGI AU IR IR LT B0
222a i dessuéiredquest 30408 reodstdvee désitheduserbeforohatient dagabases2¥4 in the

LT 15 issue request.70a to judge whether the permtted nunper of

r epr odudN®H a)othﬁﬁégfifs@é"ﬁ?lf@@tt'%?‘,%‘w(?@nt:@f‘ﬁ%e'ﬁwt MBEN 85 the
desired f QR 4 LAqi ' _ t | ar ger.
Her e, magﬁﬂ?'%reu%rg%r atlofr?(}ﬂtm% @Iﬂt?l@@%@igtﬁ trﬂ:gmggrs %t&ergoin%nber of
r epr oduarnicdmotif2@sahef usbe tesayaali s thataa 2T canhbt esssweld nurder of

dugt i 74 in the LT i t, .70 it to th
or 0B Ehg PRngt 1bAndon e diierteama! MReinFiiddihdes thiat T REsER it t ea
number 9éqh%%rt0ﬁ'%§%%'Eérgaaﬁ%é’hs@ﬁn*?ﬁgﬁl_tﬁrc‘)ﬁ*&t%%%é 2 1S"BMe Bsefhan the

desi red nunber reproductions 74 in I ssue request 70a, it goes on

to the idenpifteadsennynin 23 186quBkDLheThesarT IPereasadiabednmtitathe onpar es

e P BLL A TSR, Boskhel 0% Siedh FO Bhel OF dbiTAlGh upR 2dat ™ 22707

S1004: Upon receipt of the user ID of the user 8 from the

- 15 user identification unit 23, the LT generation unit 24a executes the

LT issue/no-issue judgment process, and identifies the usage right

222a which is to be the source for issuing a LT 80a and judges

whether the LT 80a can be issued or not based on the user ID and

the LT issue request 70a received via the communication unit 28.

20 Fig. 13 is a flowchart showing the subroutine in the LT
issue/no-issue judgment process (S1004) as shown in Fig. 11.

S1101: The LT generation unit 24a judges whether or not

the user B identified by the user identification unit 23 in S1002

holds the usage right 222a of the content identified with the

25 content ID 73 included in the LT issue request 70a, with reference

to the usage right database 22a. When it is judged that the user

B holds the usage right 222a of the content identified with the

content ID 73 included in the LT issue request 70a, the LT

generation unit 24a identifies the usage right 222a as a usage right

30 222a which is to be the source for issuing the LT 80a and goes on

- to the processing in $1102. On the other hand, when it is judged

-that the user B8 does not own the usage right 222a of the content
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nunber of issued LTs 2228a is snmaller than the permtted nunber 30 of LT

i ssues 2227a or not. Here, when the LT generation unit PMovembgga06 hat t he
nunber of issued LTs 2228a is snaller than the permtted nunber of LT

| ssues 2227a, it goes on to the processing -26 15 Novenber 2006 in 51105.
On the other hand, when it judges that the nunber of issued LTs 2228a is
the permtted nunber of LT issues 2227a or |arger, it goes on to the
processing in 51106. S1105: The LT generation unit 24a judges that the LT
'80a 5 ddendifiedswid dhe centent b Ahénekuded dot the Ldsi1ssuswieanesty. 11.

and et e TETIO bR brfd 24088 dr B che b d BN G 188 ne” LT
generation uniglP@a:j uthesLT yéridtioAOuhtap4ahpuddesannethbe thesu®d, it

considers_that there exists no usage right for allTowing LT issue although
the userefif§CHNCaREROT Je@rusEIPLY §RLQ1 BOdiitharelasenas: taither ¥HR¢ on

system | B ; I ram oA e
Leuta nERraRiLL Feriblco a8 oh ALY eifBctiRlepRRG RrIAISAT |,
goes on dafotlse 00$ageSrighioa2 28héde hbified igpeBdriad 1 on Harid, @deen kbigekTin Step
S1004 th tl?e LT can, be issued, it generates fhe T 80Qa. based PE the LT
i ssue r@j’fﬁ%g 'V?da‘.a”ﬁg be %n.s%aﬂtf/i sety RamelyyWbes: Iols 2y ef she sets a
content dgddsngksudRewm ihhga}l('d?sé?'Fi%qU?Stth@@.TaQe_n%rﬁﬁiﬁr?fﬂnil:Q@éza In
the LT 80a to be generated. Al'sd, the LT 20 generation unit 24a sets a LT
ef f ect i @0gRPNOD Ehecpracessibgsied Sdrii03 he Qisdbe othydr haifdcwihan plaei od

22 an J effective _perio limg, 2 a of t us ri_g 22a

T adiT T B ckilsbReRfl IR A GhTy sel e nBrRerater ARE24A0eheSt “Toa i s
recei veéyn 85 @.é_'ﬁrogéfsgm'g\m g¢nioe 821la. The LT generation unit 24a al so
sets a 25 value of the_deSired nunber of reproductions 74 included in the

LT issue req@dst0Fna HhedTpgenpratomuniteZ 4afcomparascthoperszitted The LT
Cener e FElr o FRatUERBlprie 2408 GEMENSAGREht Lot achiianc! he
in $1101 and the desired number of reproductions 74 in the iT

15 ' issue request 70a to judge whether the permitted number of
reproductions 2226a of the usage right 222a identified in S1101 is
-the desired number of reproductions 74 in the LT issue request 70a
or larger. Here, when the LT generation unit 24a judges that the
permitted number of reproductions 2226a of the usage right 222a

20 is the desired number of reproductions 74 in the LT issue request
70a or larger, it goes on to the processing in S1104. On the other
hand, when it judges that the permitted number of reproductions

- 2226a of the usage right 222a is smaller than the desired number
of reproductions 74 in the LT issue request 70a, it goes on to the

25 processing in S1106.

- S1104: The LT generation unit 24a compares the permitted
number of LT issues 2227a and the number of issued LTs 2228a of
the usage right 222a identified in S1101 to judge whether the
number of issued LTs 2228a is smaller than the permitted number

30 of LT issues 2227a or not. Here, when the LT generation unit 24a
judges that the number of issued LTs 2228a is smaller than the
pérmitted number of LT issues 2227a, it goes on to the processing

-26-




description key 83a. 30 Note that the return flag 813a js set .in

51007- S1009 which will be described later. 51007: The PaYeweber 3%&et ti ng
unit 25a judges whether the -27 15 Novenber 2006 permtted nunber of LT

| ssues 2227a of the usage right 222a identified in S1004 is a finite val ue
~or not and al so judges whether the end date and tinme (expiration tine) of

the usage right effective period 2224a is different fromthe end date and
time (expiration of the LT effective period or not. S1008: Wen it

5 ti
is judged Srgrlﬁ%o7qrhi$g%% RENBEMARE cavheRibduadges thasdhesnumbar of 3
e g e ) P o
pooan | SRS P2 280 ISUHR periithed HOMBEAYE LY B6UES 99074 obel O
t he ret dargklrait geesi og tidthei predessietgpin Il te@burn flag 813a of the LT 80a

db ' it 24a | 1006 ! jred”.
other words, $hiE) EBF Ehathetionalaltadradoss targhe Likopne
per 5t t &ghn BETRHuEd dnld IraBUPSs £82tiFe Infath Folithife R BoWi i Fegcages of (a)

and (b) of Fig. 7, the return flag setting unit 25a sets the Teturn flag
15 813a of thé&1lT060a the LRegenenaginn nnit.24aiidgebsbatiddhg LTtd8a | ssue

per i £t P ToabaE s d R e tdohb fo the marpiRw i SANE T £id%: e
cases ofi{a) and (b) of Fig. 7, the permtted nunber of reproductions for

the LT whose usage_right has IaEsed due to 20 expiration of the LT
effective period?@a:t n¢heant thealTi gensrationaydit Ata judgeas in el QG4 s

retynnedy ' . 14t ; , ichis to
b 18 Gertnat e BT Cafhot BE 1BELEK, iELoNLTRErs Phat FABTOBAISLERRERED P\ ' D
O uggteﬂ inhgﬁﬂﬁﬁti‘_almin@d_'lioix@ts;]ﬂé t&itho@@h_”tlﬂ?&ls%efﬁ i%_"a'ni a&ltlh_er&éﬁd 22732125_ " 00"

an e expiratjon time o e usage ri effective perjo ais same
“as the (f?ﬁ&hé’f idéﬂ'tla}I ﬁ@rﬁﬁnttqh@t['%vet?%c&v%t@r@elr%@{?dtmfgtlﬁ@tslﬁhﬁ HE8h setting

unit 253erfiindiMoa’ Bat thid 3 BAARY beNRsule 02 BIF R GthePY Y, LT

generation un
- when it judges that the LT can be issued, it goes on to S1006.

15 S51006: When the LT generation unit 24a judges in Step

51004 that the LT can be issued, it generates the LT 80a based on

- the LT issue request 70a. To be more specific, the LT generation

unit 24a sets a content ID included in the LT issue request 70a as

a content ID 812a in the LT 80a to be generated. Also, the LT

20 generation unit 24a sets a LT effective period calculated based on

the usage right effective period 2224a and the LT effective period

limit 2225a of the usage right 222a identified in $1004 and the

- point of time when the LT issue request 70a is received, as a LT

effective period 821a. The LT generation unit 24a also sets a

25 value of the desired number of reproductions 74 included in the LT

issue request 70a as a permitted number of reproductions 822a.

The LT generation unit 24a further sets the content decryption key

2223a of the usage right 222a identified in S1004 as a content
description key 83a.

30 Note that the return flag 813a is set in S1007~S51009 which

~ will be described later.
51007: The return flag setting unit 25a judges whether the
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24a in S1006 to "No return required”. In other words, when it is 30 judged
that the pernitted number of LT issues 2227a is "o0o" antf Nevember26@ case of
(c) of Fig. 7 and the case of (d) of Fig. 7 where there is no limt to the
LT effective period |imt 2225a, the return flag 28 --- - ------ ----- 15
Novenber 2006 setting unit 25a sets the return flag 813a of the LT 80a to
"No return required". This is because further issue of the LT 80a is

possi ble even if the LT is not returned when the permitted number of LT

i ssues OTRITLM Jaumber dfetdusssues 2R Tmsefs tbe uspoendighy 8238 Fig. 7,

o . - 00 _ _ . . utt Lans. whi ch
o to badnEen Al SLobd 16k ffte RaMub GEpOt T et BB HESMHEY, 1o T
whose uddgeenddateand simed dxpiration tiate ) JOHE uﬁbggﬁgiﬁgeﬁfg?fiﬁp?ﬁt e

unit 27a ulpdm‘?e, 1(?_ fiet ai | grof t he usage right 22 .

51004. RFHL 3 jefifferentfroragber ege; dapaand dime fexpieatiohns

pr ocesSitp Tegttl ' nunber of reproductions 2226a of
thecgusatglglg“{f)ic gﬁ'%g—a | Jggﬁivﬁégpﬁﬁnél%é%tby the value of the permtted
nunber of reprabQO8iionyViBeaait st redy&dson . G400 At Hrhtbthehpdrmitfed

ti 1 in 51 d incrementing t nher, of _issued LT
Y o % B 0 4 T B b e B e,
comuni ¢hid ansage! righecerfective LpePRd ooperal o RrirfdiertT 9BRST gheon unit

24a in 51006 to the. user termnal 30a. 20 S1012: The LT acquisition unit
304a of exiratien tine phlthesbd effaatiee perody Wom reburniflagisettingi a t he

i cat:i ' h i LT 804 .i he LT, dat ab
S030 " TRt 25 ngers e SO ST Bb Rl R FPagin e YR T he co
313 t hagegreratdqnisniti 24a ¢h ITG06TtPBORebaPn FefRlifé€d, PRGthR¥SWORES, 25
processi ng. ?1013: Note that when jt is_judged in S1003 or S1005 that the

LT cannd? @k lpastanedfethe caspivwherenituis judged thakithes peanitted
number of LT issues 2227a is a finite value and the cases of (a) and

(b) of Fig. 7, the return flag setting unit 25a sets the return flag
15 813a of the LT 80a to “Return required”. This is because further
issue of the LT 80a may be impossible if the LT is not returned when
the permitted number of LT issues 2227a is a “finite value”. Also,
in the cases of (a) and (b) of Fig. 7, the permitted number of
reproductions for the LT whose usage right has lapsed due to
20 expiration of the LT effective period on the terminal is not always
"0" and if the LT is returned in this case, the permitted number of
reproductions, which is to be under the management of the server,

can be increased.
S1009: When it is judged in S1007 that the permitted
- 25 number of LT issues 2227a is “o” and the expiration time of the
usage right effective period 2224a is same as the expiration time of
the LT effective period, the return flag setting unit 25a sets the
return flag 813a of the LT 80a generated by the LT generation unit
24a in $1006 to "No return required”. In other words, when it is
30 judged that the permitted number of LT issues 2227a is “c” and it
is the case of (c¢) of Fig. 7 and the case of (d) of Fig. 7 where there
is no limit to the LT effective period limit 2-225a, the return flag
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LT no-issue notice fromthe right managenent server 20a. In this case, the
LT acquisition unit 304a notifies the user 8 via the GUAS Novemter2f@f the LT
80 could not be acquired, and ends the processing. Note that it has been
expl ai ned that the desired nunber of reproductions 74 in the LT issue
request 70a is set to a value -29 15 Novenber 2006 specified by the user
$ in S1001, but it my be set to a predetermned value. Also, in the first

enbodi ment, the usagﬁirlght update unit 27a updates the details of the
usage risgiting2anitde®d fsete tine Sieoun FlagrdtBatef yhef 1dr 80 toetNpng of

LT g0a, HatelrprPelBifhdT PEAf, 55 Bd0a e hlianer IR B, riRolr iS08 IR, ' 1"
recei pt possibee éﬂe@@ﬁthe {Theés mdthte tTRMRGE WEG N &ﬁtevgérﬁrﬂete@rrmmw t he

usage right update_unit 27\@ nmay update the details of t ght 10
222a i déﬂgl—Tu@ Uﬁﬁ %156@ I&f t BY raéliélhﬁqﬂjlftﬂve'ﬂwﬁ%ég?éﬁ%e?c(&s Eh'ggt(

recekpt of rlle 3T e 10ThONBOSBiIKG! Fhag R0 SperdiifrdB finider RSS! Ol o

to av0| a usage i'STreduced even though the
user termapraldiBfdohss wmthym to éeeunakrt thee hiaB@gentent fodTtioe servert he

first enbodl ment is ju th 15 LT cann e issued (51106
when i 1B MRASEd nGVerhd pER (FedVNRSROAISAE 1ABNSARAT JRDSBSAR of t he
usage rifghttriédda i s smaller than the desired nunber of reproductions 74 in

the LT issue request 70a (No in 51103) However, for exanple, when the
desired nunbeSI10epr dhet Usage74ight” ppdate tUTHtpér?rattlpdaZeSmtlhﬁer of

reglr(g' ﬁértglﬁﬁs %%g@’ge %%J'gﬁﬁ%aﬁvﬂf ép gﬁ{t Qﬁghen"l(ggiérrg'&rﬁunber of

repr odug.gj eific/ 4hé tusde b@ghtj%@at@%nkhww ePRIYrAS psééeﬁsifrfg dfssui ng

the LT tﬁthe permtted nunber of reproductlonso " In this
case, | tdecgegm@nérlmltbet@embt&d nsxmbggagcereprmd:laemagsmaaﬁan@f éhiaemal ns

only " 1%, 0o d BigRe LT3 Gan BHIRPTn 61688 B45d 94RuE%5h4 beriveegue 11 oM

222a as
number of reproductions 822a in the LT 80a generated by the LT

15 generation unit 24a in S1006, and incrementing the number of
issued LTs 2228a of the usage rfght 222a identified in S1004 by “1”
S1011: The communication unit 28 sends the LT 80a
generated by the LT generation unit 24a in S1006 to the. user
terminal 30a.

20 S1012: The LT acquisition unit 304a of the user terminal
-30a receives the LT 80a sent in S1011, via the communication unit
- 312, and stores the received LT 80a in the LT database 302a.
Then, the LT acquisition unit 304a notifies the user B8 via the GUI
313 that the acquisition of the LT 80a has completed, and ends the

25 processing. ' |
S1013: Note that when it is judged in S1003 or S1005 that
the LT cannot be issued, the LT acquisition unit 304a receives the
" LT no-issue notice from the right management server 20a. In this
case, the LT acquisition unit 304a notifies the user 8 via the GUI
30 313 that the LT 80 could not be acquired, and ends the processing.
Note that it has been explained that the desired number of
reproductions 74 in the LT issue request 70a is set to a value_
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Next, operation executed by the user term nal 30a when reprodu0| n content
(content reproduction process) in the digital 30 cont et Neyegiber B
systemin the present enbodinment will be explained with reference.to a
flowchart of Fig. 14. Fig,. 14is a flowhart showi ng operation executed by
each -30 15 Novenber 2006 wunit of the user term nal 30a when reproducing
a content. S1401: Upon receipt of a content reproduction instruction from
a user /3 via the GQU 313, the content usage/ no-usage judgnment unit 308a
exam ne$Pegifiad pbisdheo usar cBnt smt S G@pr dautt itonmaysthraicselontd ram t he

user R ts a LT 80a corresponding to the content which
Méﬁrrﬁnﬁ%& ‘FEQB Thi s

t he use want s 6duce in the LT database 302a or not.

cont ent reprodxlsbl am thetfitstt eefbbadmeite tﬁeruﬁage negHeaspdateorumiti on
i denti fyi content which the user S 10 wants to reproduce s ontent

ID). As'%s \MP ates ghedetails obkhppreagerdgbsei22n ideokisied FIRSH

tent h th
roorS naimiHeAAany Sftet FRRscREREF T Ak Profifine B4G ROaRipIeRedy ! e
cont ent (&tGD8ser IDA08i)s plHyweviar, aiﬂamﬁtrémlmtomf the CDrBEa} thepL‘ﬁduct i on

menu 15 scree .not s her e ich is activated the click, d thus
Ths o ardiiEtian ualoDan Sendt mmessage joricatib. thinsceint oft

- exists, LT 80Re%00thé FibHe mapRRRTHRM Y BervdfOfoa Mty khaslthddss @S not

exist, it goes on to 51402 en t he ‘des| Oa does Tot exi st
in the gl updategeniz02da ey dopdate mmmmmgm lepgmtrlghtt 308a

re 304a to. ex ute the Slt

br diEes 274 itAnERTRATh o ikier RoRel ing €68 Besiaoalnti ettt e ecut o
the LT pegdipt Ofoth@naceds fht0ehe g8 r tid nSRIHIEDDaVS aFlsMaRAE§qt] udgment
unit 25 308a failed to acquire the LT 80a as a result of causing the LT

acqui si POs§iRle tozavaid susheaglitenghet ansagetright @Fb2ads reducedtifies
the usep\3n'tRobidh it iR CIBhidd1% 68 R & ho i WP elEived the LT 80a.

Furthermore, in the first embodiment, it is judged that the
15 LT cannot be issued (S1106) when it is judged that the permitted
number of reproductions 2226a of the ueage right 222a is smaller
than the desired number of reproductions 74 in the LT issue
request 70a (No in S1103). However, for exampie, when the
desired number of reproductions 74 is “2” and the permitted
- 20 number of reproductions 2226a is “1”, namely, when the permitted
number of reproductions 2226a remains although it is less than the
desired number of reproductions 74, it may be judged'that the LT
can be issued for issuing the LT 80a with the permitted number of
reproductions of “1”. In this case, it is preferabie to send a
- 25 message indicating that there remains oniy “1” of the permitted
number of reproductions 2226a in the usage right 222a as well as
the LT 80a. '
Next, operation executed by the user terminal 30a when
reproducing content (content reproduction process) in the digital
30 content distribution system in the present embodiment will be .
explained with reference to a flowchart of Fig. 14.
~ Fig. 14 is a flowchart showing operation executed by each
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reproduced, and ends the processing. Wien it succeeded in_ acquisition of
the LT 80a, it goes on to the processing in S1404. 30 SpPAdave A0@he
desired LT 80a exists in the LT database 302a (Yes in 51401), or when the
content usage/ no-usage judgnment unit 308a succeeded in acquisition of the
LT 80a by -31 ----- ----------- 15 Novenber 2006 executing the LT
acquisition process (Yes in 51403), the content usage/no-usage judgnent

unit 308a {udgeé whet her the content can be reproduced or not with
r ef er endénttoOt hBedeear itermingl3Qa wben sepsedHeEtg w €ANE@Btcont ent whi ch

the user $ wa .repr TRES, -8 A4 it r; he LT
effective perir%gdfggia glﬁ%qpfﬁge@etr tr#tsﬂ g?H&&%@i&%?@e%?%@d@%?%éﬂg%a I n
the LT doamTa serng? e vipethéi GUI h218pntieet conbgrt nosagegnojiudgment unit

308a judges that the c ent can be reproduced when .the present, tine is
wi thi ) ORE PNt ouDit 63 PER oBXaTURemg e SaPaBSE! tonatier HARERtIo

nunbsr  GlegreRWEd6hi Pivtriédan frovhltherukarogr, wiethel dHedecexised a the
content cannot be reproduced in other cases. $1405: When it is judged that

the contldnBQarcazespomdiogcta the sorEnt Mehishotbesuser gBevantsinos. Wen
it is | . _t.he ntent, can be repr.oduced in 51404, the 15
cont ent r@ﬁ@ﬁ’/*‘g@ﬁ@a@‘bﬁ ﬁa@%@a%ﬂ{fég%%ﬁ ifies the user $ via the QU

- 313 that the quriserfort@ntotrepgoderitdsHC 8l stanctieAdFrofhetps oagesi n§. S1406:
The conten ecr;l:/rgftion unit 310 retrieves the content which the user $

~wants t oNERM@BUEHOFMRRtiONe ideptdingotheacasdeataphicR1ibe: USRS décryption

st Geadiinte 10 rehrodiic® EEAMaETR) . A SRl T XTG 02 fB¥ mige ™
51408: The coeret décky @ "Reproidudd Ceetsypt butben 28acont anmentri eved

in S1406 using the cgntent decryption key 83a acquired by the decryption
key acqSCEPENo@NMISEIS6ts PResgadbentihich the user wants to reproduce’ "

from among the content data 60 stored in the content database
301 displayed in a list form on the content reproduction menu
15 = screen not shown here which is activated by the click, and thus this
content reproduction instruction is generated.
When the LT 80a exists, it goes on to the processing in
S1404. When the LT 80a does not exist, it goes on to S1402.
S1402: When the desired LT 80a does not exist in the LT
20 ' database 302a, the content usage/no-usage judgment unit 308a
- requests the LT acquisition unit 304a to execute the LT acquisition
- process which has been explained in Fig. 11 so as to cause it to
execute the LT acquisition process.
$1403: When the content usage/nc-usage judgment unit
- 25 308a failed to acquire the LT 80a as a result of causing the LT
acquisition unit 304a to execute the LT acquisition process, it
~ notifies the user B via the GUI 313 that the content cannot be
reproduced, and ends the processing. When it succeeded in
_ acquisition of the LT 80a, it goes on to the processing in $1404.
30 S1404: When the desired LT 80a exists in the LT database
302a (Yes in S1401), or when the content usage/no-usage
~judgment unit 308a succeeded in acquisition of the LT 80a by
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the content reproduction unit 311 reproduces the content decrypted by the
content decryption unit 310. S1409: The LT update unit BoSeveupwnted t he
details of the 30 LT 80a used for reproducing the content. To be nore
specific, when the content reproduction unit 311 starts reproduction, the
LT wupdate unit 306a starts up a secure tiner to nmanage one -32 15
Novenber 2006 reproduction of the content based on the cunul ative usage
time |nd|cat the Lﬁtal ampunt of tinme of the content reproductlon one

time chet¥® FH thcﬁE dAEREISifien Pﬂm%ﬁY@ﬁéncﬁﬂﬁ&ﬁ)n %her(ém ed one

t t th
val e of TTRaehSTlSade JudbfeR UMt 08 jAdRESCHIR RN SR (19 LN
S1410: Gire heheeproducepdar adt with méfmmumtmmhe cﬂél*:mls ok thatld5 80ke LT
return/ r et n n T 80a t t he, right managenent
"ser\ljer %Eéﬁ?'aggﬁcﬁﬂb%? I ﬁe ?L@Sgﬁe%atwﬁﬁtmg |ng t he
cont nt . Thigxis JUE@ddTWIQhUIFé‘Ifefi@r@eet@rﬂféi? e?fe%w@ pié[fhEugszié E’nw s ® e

expl ai ned using a flowhart of : s af hart s
subr out i thre permidted nlﬂmbﬁlﬁpcﬁé‘e@mw&t@@es &&Zahnvﬁhe hTF8Qa. 14To Ret e t hat

“s0a 15 VAT SPaict SHE AR dsh et riudd AR e 2582 v,
20a or deldges ithathdre content e ibd r§é>5@éiuc5'dr #then BRelgrassiat eirdei t 306a

examn nes wh her or @3}: t he present tinme has passed the end tine, nanely,
the 20 '§>&55 dnithe kT e‘Eﬁ'Vﬂﬂaequd@?b@taﬂ"étb@rV&i@%Qﬁﬁhe\ﬂQWF@ﬁdrence to

had Bas e S’ﬁﬁ‘”‘%ﬁf?&i@‘?ﬁﬁngf 3528 ot faftdy 289 Ao, (e
processithg conseﬁd)a:annmhbtm'aepr@dane(j in wtheascasds.yet passed the end tine
e oL B P 2T oo That e SESRRent 2R BE e
' reproduced in 51404, the processing goes to S1406. When it is

judged that the content cannot be reproduced in $S1404, the
15 content usage/noc-usage judgment unit 308a notifies the user B

via the GUI 313 that the content cannot be reproduced, and ends

the processing. |

51406: The content decryption unit 310 retrieves the
content which the user 8 wants to reproduce from the content

20 database 301,

51407 The decryption key acquisition unit 309 acquires a
content decryption key 83a from the LT 80a associated with the
content which the user 8 wants to reproduce.

$1408: The content decryption unit 310 decrypts the

25 - content retrieved in S1406 using the content decryption key 83a
acquired by the decryption key acquisition unit 309 in S1407, and
the content reproduction unit 311 reproduces the content
decrypted by the content decryption unit 310.

51409: The LT update unit 306a updates the details of the

30 LT 80a used for reproducing the content. To be more specific,
when the content reproduction unit 311 starts reproduction, the LT
update unit 306a starts up a secure timer to manage one
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time of the LT effective period 821a (No in S1501), the LT update wunit

306a judges, with reference to the pernitted nunber of 13¥pyramheE20ehs 822a
of the target LT 80a, whether the value thereof 30 is "0" or not. Wen the
val ue of the permtted nunber of reproductions 822a is not "0", the LT 80a
can still be used. In this case, the processing is ended w thout returning
nor deleting the LT 33 15 Novenber 2006 80a. On the other hand, when the
val ue of the é)erm'tted nunber of reproductions 822a is "0", it goes on to
S1503. SEDDdOdborepirihd Icontemtgbeseduont tB87eu imulgéb/eMustiger timie LT 80a

vt or enaB 66 Eitd REHG Hcol Bsnalah OF TRG o 4a6 cantemta rerpoBuChign,

speci f i conahgmé hehé ek Whrehadd 8Ra tihe JRte .t O AR NER wgbmé‘ht ishe
return flag judgnent unit 307a judges that the LT 80a needs to be returned

to the regfHiodiicRdessit Hameerthm R aupairatr?/memitt @%@t penfdrirag gmea Ls set
-t " : ' " ' ' { { 1 80 { {
ot uP ne ol g of Mecrembottiy el Valub s tledBriad fhmaef afged i n

S1503 t hapriodudfiof@a8eedm the OB 8 Wyned~to the right nanagement server
returning the LT 80a to the right

20a, the LT r%ﬁrn 15 proceEs of ! >
managenent seref10300ncethelEdis gpstatedimdhei LTi sefjuradyednit 362803 t hat

the. LT clpess e h ' rver
208, the RS e LTSRAL IR RRIBE B fibs pratt it R 1T Bl 360 5000,
20 Next theneightrata magereent ekrvert B deletimg! it30andhendsr ehar ni ng

th T tQ.the right manggement  server 20a (LT return rocess) in the
di S’r‘{’m %%%'rﬁagh?“d‘f" BGPFBa%§méHﬁi ﬁof‘ﬁﬁnfirgt enbodi ment vviII)be

ouehars thoNORRIRILE febubn MENE o4BsE ot 1430 P2 44 Wl e
explained using a flowchart of Fig. 15.
Fig. 15 is a flowchart showing the subroutine of the LT
~return/delete process as shown in Fig. 14. Note that this LT
15 return/delete process is a process for judging whether the LT 80ais
valid or not to return the LT 80a to the right manage.ment server ’
20a or delete it when it is invalid.
S1501: First, the LT update unit 306a examines whether or
not the present time has passed the end time, namely, the
20 expiration time, of the LT effective period 821a, with reference to
the LT effective period 821a of the target LT 80a. When the
present time has passed the end time of the LT effective period
821a, it goes on to the processing in S1503. When the present
time has not yet passed the end time of the LT effective period
25 821a, it goes on to S1502.
51502: When the present time has not yet passed the end
- time of the LT effective period 821a (No in S1501), the LT update
unit 306a judges, with reference to the permitted number of
reproductions 822a of the target LT 80a, whether the value thereof
30 is “0” or not. When the value of the permitted number of
reproductions 822a is not “0” the LT 80a can still be used. In this
case, the processing is en_ded without returning nor deleting the LT :
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51201: Upon receipt of the LT return instruction fromthe wuser $ via the
GU 313, the LT return unit 305a generates a LT retur niSrhSejeasher 8000 i n

- response to the LT return instruction fromthe 30 user 8 and sends the
generated LT return request 90a to the right nmanagenent server 20a via the
comuni cation unit 312. This LT return instruction fromthe user 8 includes
-34 15 Novenber 2006 information specifying a LT 80a which the user $
wants to return (a usage right 1D 81l1la, for exanple). On a nmenu screen as

shown i806i g.0hXhd athexdnphd, viihenudesr vilgkiafkeha peRatitted lalimbdit on 55a,
and sel ec wants to return from anong the 5 LTs 80a

h h
st or ed |‘H‘Efﬁg?sq‘|ﬁ&5l8cglay%$é®2§e@ spF gres iah 50155908ermon  the LT return
ey scron nasy shoun AR ol lND AR 3072 foliges witsdus Thi S

LT return instruction is generate return
i nst r uctthe LTa80e&r mieexds LD beaeddrned he thee n-iggmlat nhmagemnagdz smiver303a i s

t l, 1D,92 th t t the LT
ot ubn P08 Sbt WItY TerrencarY FBa ESHRL Tadr St oh I ERCOSE & from
‘the userg@®ais set as a LT 93a, respectively. Note that when sending the LT

return request 90a, the comunication unit 312 of the user term nal 30a
and the 15 ¢ mnhﬂdmr@nsmeicuﬁgs whenhéhe gatupmrfigenBiBasds veet 10a

establi s [ f ret.u e t he

user i dg2 | ca %'258 ’té%rllg Sf'ﬁ!%?éh‘t&@ﬁi&eﬂﬁﬂté@Zhﬂﬁ%ﬁ%&m ifies
t he terrnthTI m%Zneedwt@Cbe retbenkd tetthe rigitiesénd éméhterO t hat
the user_jdentification unit 23 identifies the ugser $ (user ID) who wants

t o ¥@t urdlangndrvwdian dhepebnn flag &l3ads 99 to "Noeetiyey rﬁﬁut'ﬁ‘éd LT ret urn
Ator | deqaoHssTidt EETRT 8dh WBRs BT neBHUTBE FEGFRECES he right 23
j udges whamiaagemimttsemenaIZOea regi stered or not, namely, whether the
termnal 1D %fé(?red etr??t :%Judged in $1503 that the LT 80a needs to
be returned to the right management server 20a, the LT return
15 process of returning the LT 80a to the right managemenf server
20a is executed.

51505: Whenitis judged in S1503 that the LT 80a does not
need to be returned to the right management server 20a, the LT
update unit 306a deletes the LT 80a from the LT database 302a.

20 Next, the operation executed by the user terminal 30a when
returning the LT 80a to the right management server 20a (LT return
process) in the digital content distribution system in the first
embodiment will be explained with reference to a flowchart in Fig.
16.

25 _ Fig. 16 is a roWchart showing the operation of the LT return
process.

S51201: Upon receipt of the LT return instruction from the
user B via the GUI 313, the LT return unit 305a generates a LT
return request 90a in response to the LT return instruction from the

30 user B and sends the generated LT return request 90a to the right

| management server 20a via the communication unit 312.
This LT return instruction from the user B includes
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I nformati on database 21 or not, with reference to the user information

dat abase 21. When the terninal IDincluded in the LT rlotNewmbsg2d@¥ 90a is
not stored in the user infornmation database 30 21 (No in 51203), the user
identification unit 23 considers the user as an unauthorized user for this
digital content distribution system |la and notifies the user term nal 30a
that the LT cannot be issued. -35 15 Novenber 2006 On the other hand,
when the terminal IDincluded in the LT return request 90a is stored in

t he userinfafmatie npeaaifabaga 2T §Vaswhich $h208sert Be wiarts taaetlufncati on

unit 23 acquires .th D .associated with the termnal 1D asses

t he user(aq %E?Q%tlﬁgrﬁ‘ltﬁg]ain%dwg Emme%a 6@1@(512163" Wereébﬁﬁﬁ?'ocw t he user
| D of thﬁ_H r13, fooaxkigplaistie udent Bf iRl "Returd3.T1 battoh 86al ysi s
unit 26a | ges Whether the LT included in the LT return request 90a can

be ret urﬂfé@l sleqks Om\ﬁ:tlkT Bdievehich he wantssteaetugnt frean amoahe To be

ot uPn roRae0e St i Ul L BeteHEbbI02e o ishaPRY i iR 88 LT
Then, trteheL[rTaeawnlmemu bcPéen ev@tnsne®n Wetrd which eneetivateldoy ulsage r| ght
e user $ identified in S1202 hol ds the usage right

dat abase 22a V\:g et her t:l;g

2925 1 GG @BAvERYS Sdsagetur@nﬂsmq/aweHsmen@gas%@n ré%a j ust
before. hefist e pthe
exam nat 1 on, ° Lff:ierﬁﬁ?g}]i ggdsj&béﬁt a %a ﬁnuéc!glgjsl%tﬁgéa Iﬁsufél'{can e retur ned.
On the @Ltbeagbamu,t 3b3a isheet aser t@rrdoeal TDt9hohdhie LT rbéutiT raqalegti s uni t

that the LT t b l, t hj to b
et ned D28 Berstec iyt LT sefimett o2 nantrs dndsntied B0HRY Tn
81204 e ﬂefuaﬁalah%tﬁuéﬁbh ApBnAOthé ‘tﬁsér’“eﬁusﬁ% tetmhgaly 300 ohat the LT

cannot be returned the other hand, when Tt is judged in S1204'that the
LT can b’@SD@lCﬁNﬂ;IN, |t goes on to S1206. S1206: The LT analysis unit 26a

et eves. t ne NREmthaq WhERLSENlRac pheakT: FonL a2 satPRst ud0a: e LT
80a. TheorARBgnication unit 312 of the user terminal 30a and the
15 communication unit 28 of the right management server 20a
establish an SAC.

S1202: Upon receipt of the LT return request 90a, the user

identification unit 23 of the right management server 20a identifies

| the terminal ID 92 included in the LT return request 90a. It means

20 that the user identification unit 23 identifies the user 8 (user ID)

who wants to return the LT 80a based on the terminal ID 92

included in the LT return request 90a with reference to the user
information database 21.

$1203: After identifying the terminal ID, the user

25 identification unit 23 judges whether the terminal is registered or

not, namely, whether the terminal ID is stored in the user

information database 21 or not, with reference to the user

information database 21. When the terminal ID included in the LT

return request 90a is not stored in the user information database

30 21 (Noin S1203), the user identi'fication unit 23 considers the user

as an unauthorized user for this digital content distribution system

. 1a and notifies the user terminal 30a that the LT cannot be issued.
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right update unit 27a perforns the processing of increnenting the

pernitted nunber of reproductions 2226a of the usage rilgiNoveabgr 20Qfent i fi ed
by the usage right 1D 2221a retrieved by the LT analysis 30 26a in S1204 by
the value of the permtted nunber of reproductions 822a retrieved by the
LT analysis unit 26a, and decrenenting the nunber of issued LTs 2228a of
the usage right -36 15 Novenber 2006 222a by "1". This processing

i ncreases the permtted nunber of reproductions 2226a and thus allows an

i ssue of Oa Heavathegobanid, when tmewedndiad ciD Vachededdn e HEoadtsns t he

nunber of | - a. t e less than _the raa.tt eda.nu of LT

| ssues ;ﬁ%@égﬁg(% ]%L?st%if%%o\ﬂs(egg V%gﬁént?r@alﬁo%%gamsae gﬁaﬁggdge of the
LT 80a $Heen ahel uisgdt tidedititieationa! $nRVIES Brquiifed/stie QisePLEO7: After
t he usage right database 22a is ugdat ed, the usage ri ght del ete process of

del et i ng@$$RCIgsaHeWithyHthe besminphdia@nd pessss thenmsee Isbedhe dht
dat apas P C d 10 when it can be deleted. Fig. 17 is a flowchart
showgng%ﬁéﬁ(sgdér@ﬁﬁi %ggéf the usage right delete process as shown in Fig.

16. Note that Sh20dsagdpurghtceipd eof thenmsEsEDisf theusers$ dromitheai ni ng
or deleting an updated wusage right when LT 80a is returned fromthe user
t erm nalY a'&1Q'BBg'Gat%FFénN@Etzima'é\%ge@lﬂagéﬁﬁéinﬁo%@aS!l:'ﬁ'@f—’ts whethihge ri ght
updat e j % ' i nd tinme
of “the e ¥ RcRragU SO TR url gl Se B4 R DB atarAed SRR, ¢
usage riw refecenceetpethedugagea right hdatsbgser 2@a. 272a bghirabres a

ingdj, d 20.f del.etion., W h { ' h d.th [ f
Chel Osaqpady Ui ok 1A/t hysls duB52Ba TERE ahahees shE BEow tBetf 11 ©
unnecessthrnSediie 099 LaANH H RO 4 Ehé%@égetﬁghgqﬁ@éma% #eRe \Wen

the present tinme has not yet passed the end Tine”of usage ri ght
ef f ecti \d. pethed, thedal analysksubit 26as28amines, Syderefprengeale theght

updat & {dad FiphtBatanaNd 52a! SUREERGF ch L08r PRT ThbheMidl R Y1562

: holds the usage right 222a identified with the usage right ID which

15 has been retrieved just before. When the user 8 hoids'the usage
right 222a as a result of the examination, the LT analysis unit 26a
judges that the LT can be returned. On the other hand, when the
user B does not hold it, the LT analysis unit 26a judges that the LT
cannot be returned because there is nothing to be returned.

20 51205: When it is judged that the LT cannot be returned in
$1204, the LT analysis unit 26a notifies the user terminal 30a that
the LT cannot be returned. . On the other hand, when it is judged in
51204 that the LT can be returned, it goes on to $S1206.

$1206: The LT analysis unit 26a analyzes the LT 80a

25 included in the LT return request 90a, and retrieves the permitted
number of reproductions 822a inciuded in the LT 80a. The usage
right update unit 27a performs the processing of incrementing the
permitted number of reproductions 2226a of the usage right 222a

: identified by the usage right ID 2221a retrieved by the LT analysis

30 26a in S1204 by the value of the permitted number of

- reproductions 822a retrieved by the LT analysis unit 26a, and
~ decrementing the number of issued LTs 2228a of the usage right

-36- -




usage right 222a which is a candidate for deletion, mhether the val ue
thereof is "0" or not. When the val ue of the permitted 15NiHsEbeRR006

. reproductions 2226a is not "0", the usage right 222a can 30 still be used,
so the usage right 222a cannot be deleted. In this case, the processing is
ended wi thout deleting the usage right 222a. When the value of the
permtted nunber of reproductions 2226a is -37 ----- --------- - 15
Novenber 2006 0" it goes to 51303. S1303: The usage right update unit 27a
exam nes22Ra byijrifer Bhls$Hueessmmgzazseaséstﬁneuﬁaganxeghmuﬂﬂuermmuch is a

candi dat whet her the val ue thereof r 5 not.
when t nd SRS 22 o Rau RIS RFeraR 52l ok 36 b Bognaflh "3
possi bi |3 rgnchedd tdfeetliviOpetidd, e@ﬁﬁwe\a@é%rm@@]mw of igBiled??8, so the
usage rlﬁt 222a cannot be del et'ed n this case, the processing is ended

wi t hout 4@¢88itegberdeseddmn thgmermztated wmbeh@f\lna’lussuas 2R87aumm@r of

I ssued t e .of p I ons
222%% [ ls&%c"s aél%y% hé}r?el\‘L’;f}g%ngia apl‘zgﬁél 1 Whgﬁg{ﬁgnﬁ%ﬁ# tf‘? L@%ﬁé}ed under
t he usadeetvwegbn 23daralisy dfheerrabyels omedlﬂath@yuberdﬂl eted. In this
case, it goes 0%62 Ségqm to delete the usag ggt 222a. ,S1304; The usage
ri ght update @i4V027a qHes e Usagestigh tqgt@b@ﬁf—' 224s\wpdated, theandi dat e
f.or del f t g t 23ped u t mai n
routi neeﬂé‘js mﬁt %ﬁ% ?Hdg%g%8 dﬁfcfa%%mé usagg%é tFI["}fFI a?ez%%t 27a
conpl et wdam mea@kZﬂ&glﬁto;detbewgageersghttdhat&bmrﬁZatisoexeouteQS sends

ret roce et.ion notice to the user term nal 30a. 20 S1209:
Théh{T i&%ggﬂgk ghe user termnal 30a receives the LT return

process corrpl gt o MPs i s‘}%ﬁ,@ gt 312,
~and del etes theg LT 88% &?Eoéﬁ@ﬁgﬂtqo ﬁ}ge;tb?ngg'&ipgl?h emff_gq%gjtnsabase 302a.

Then, t iightrdetelie proaess asoshowaet in Fig. 1be WNeotesheitdhehesage r3gBtt hat the
return ofo|bPE drbeesd RO% pRo&8LR!SH dln%gijnl%ngd%rtHelé:lirll('?geasl‘sllLrll[gdated
| usage right when a LT 80a is returned from the user terminal 30a
15 to the right management server 20a.

| 51301: The usage right update unit 27a examines whether
the present time has passed the end time of the usage right
effective period 2224a or not with reference to the usage right
effective period 2224a of the usage right 222a which is a candidate
20  for deletion. When the present time has passed the end time of
the usage right effective period 2224a, the usage right 222a is
unnecessary, so it goes on to $S1304 to delete the usage right 222a.
- When the present time has not yet passed the end time of the

- usage right effective period 2224a, it goes on to S1302.

- 25 51302: The usage right update unit 27a judges, with
' reference to the permitted number of reproductions 2226a of the
usage right 222a which is a candidate for deletion, whether the
value thereof is “0” or not. When the value of the permitted
- number of reproductions 2226a is not “0”, the usage right 222a can
- 30 still be used, so the usage right 222a cannot be deleted. In this
. case, the processing is ended without deleting the usage right 222a.
- When the value of the permitted number of reproductions 2226a is
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51210: Note that when it is judged that the LT cannot be issued in S1203
or 51205, the LT return unit 305a receives a LT no-retlixNovesntiee@006 om t he
ri ght managenent server 20a. In this case, the LT return unit 305a
notifies the user 8 via the GU 313 30 that the LT 80a could not be"
returned, and ends the processing. As described above, according to the
first enbodi nent, not only the |oad on the user term nal can be reduced,
but also the -38 15 Novenber 2006 server apparatus is accessed with a
hi gher f1@GuErgyeddoaBdd@3. a return of license information and a request
for license ir%géagt_i o] I ssue and. thus it can neet_demand for various

[

types of serv or 1dUnt URE9Es AT (UP QAR tUBH ZvimagsaENNeSt thent ent
usage righinisér DfeRBieE TTINMET BhNES thdusBRAGRIRE 2 295 Vhich |10V @

renewal of the effective period and a shar € usage right on a

pl ur al i tS@Rdidaterforadel etiosdtoyudege wdethaxothe teue théesobiset0erpl ai ned

00a. ShuiToto Wit sPE vBlud of R fumbel ksl Lis 2 5aka s e e Sy
m ni mal thetees enposkilpidity tiat el T S0§hsa%et@ined ifhddr lﬂﬁ@gﬁsz?%é_e 82a,

may be deégriﬁgd. Al'so, in the present enbodi nent, the usage ru S
assuned M98t t42auithet usage mahti223aycaenstybet HeletedhgeIn thissuch as

15 cunmul ad ' - i ir I pent,, y -t he
desi red Chnai BRFcEs T 1Y ERUEdWiGhol LIt TRl Ml 20 70
However Whemtlye valaer of theedustbéhaf isepedillTd is MoFotmatilne dheheat i ng
caﬁta(gi lity of a . .termnal apparatus which is involyved in 20 control of

co

- nt AEAGELEHNUBAREI & TRRreduations izuiear ﬁ_Sn%jO"V\ﬁé_ﬂh*éh?'leéSt@_? i nal
PO 2 Fosd0NIY. IRRIOHS T BOSIMBSH8l ier HLLBORg S 4301

whet her it is ) means orrng on S brdi ng
medi un) Sicsthpisage rightr23Ra may bendeletadrariagthkntase) iegoeppar & us

oget heie 1404 do"GeftdRe GLaBd gt 5 25gP Cduct i ons, and the right
51304: The usage right update unit 27a deletes the usage
15 right 222a which is a candidate for deletion from the usage right
- database 22a, and returns to the maih routine as shown in Fig. 16.
51208: After the usage right update unit 27a completes
the usage right delete process, the communication unit 28 sends a
LT return process completion notice to the user terminal 30a.

20 51209: The LT return unit 305a of the user terminal 30a
receives the LT return process completion notice sent in $1208, via
the communication unit 312, and deletes the LT 80a which is to be
returned from the LT database 302a. Then, the LT return unit
305a notifies the user B via the GUI 313 that the return of the LT

25 80a is completed, and ends the processing.

51210: Note that when it is judged that the LT cannot be
_issued in 51203 or S1205, the LT return unit 305a receives a LT
no-return notice from the right management server 20a. In this

| case, the LT return unit 305a notifies the user B8 via the GUI 313

30 that the LT 80a could not be returned, and ends the processing.
As described above, according to the first embodiment, not
only the load on the user terminal can be reduced, but also the
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managenment server sends a license ticket to the termnal apparatus by
including license ticket status information instructingld Nexgothsr B8l e t he
| i cense ticket on a user termnal (for exanple, a flag indicating that the
| icense ticket nust be consumed 30 i medi ately wi thout being witten onto a
recording nmediunm) into the license ticket in accordance with the
capability indicated in the capability information sent fromthe user
terminal. -39 ---------- oo 15 Novenber 2006 (Second Enbodi nent)

Fi g.- 18 sarweibapplardtagriana ctessed withay drighew fokgaermynbiegause ohaof a

di gital cqntent ﬁi stribution s¥steml in a sec?nd . 5 enbodi nent _.of the
present WE&\%H(?B CERSSHY R MAtIgyantha kepieshfenlicenseeiTofMatiPBut i on
system jkByiesan@tHus [eaRdpRetidé ﬁHQbF@ar@@ﬂ&%S}?&‘%‘éﬂé ce@roryst em

la, a systemfor protecting copyrights on content distributing digital
wor ks ( cemi@ntsysage: ypireadslitio ngonagagetinstnti elicontentisaige righitfol ved in

PREEEYS? agaisintl dlcontent ! |
Coquact Sach st ARG HIGhr maPEdtmel Sanit AMRES acfetdia TR o1
al lows atry esffectigge peribdobine i0ishdrdd Qs ofiahe ULifeseghtnent e usage

right mar‘a%ed_ by the content distributor a for every content purchased by
the useP'gralisy qfhtermieals ewnad by theeuske content within the linits of

usage rule in L T L.aital c | ' ' stemlb
i ncludes at | eac}s&{éeglpléfl '%o%%ﬁ?egegggfé'?ﬁ&gp ﬂgégg%ﬁg?’ﬁdg'ﬂ?hrbrgn%ag‘znent
fserver Meifds désesibezhénudes LiTeratuvat ré@h;@stﬂ%at,ransrth%S'enmn@annel 48
or, .conpecting the content server 10, the right mapagenent server 20 20
andQ he 7% rﬁqﬁéﬁy%dbe% ko bg é@ﬁﬁfﬁ{h%t@uw QRhegLMIBITRE! aNfle r ght

T T ERST OB LT SIASS BRIPEALICT (SARE I 3080 B o0 e
cont ent dessiBeddata for the user 25 $ who receives content distribution
servi.ce. NbreAﬁgg,CH itﬁ%' ;|)¥ésent embodiment, the usage rule is assumed
as the number of uses, but it may be any other usage rule such as
15 cumulative usage time.

Furthermore, in the first émbodime'nt, only the desired’
number of reproductions is stored in the LT issue request 70a.
However, it may be structured so that capability information
indicating capability of a terminal apparatus which is involved in

20 control of content usage (for example, information indicati'ng
whether the terminal apparatus is equipped with a secure clock, or
information indicating whether it is equipped with a means for
storing onto a secure recording medium) is sent to the right
information management server apparatus together with the

25 desired number of reproductions, and the right information
management server sends a license ticket to the terminal
~apparatus by including license ticket status information instructing
how to handle the license ticket on a user terminal (for example, a
flag indicating that the license ticket must be consumed

30 immediately without being written onto a recording medium) into
the license ticket in accordance with the capability indicated in the

| capability information sent from the user terminal.
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t he right managenent server 20b manages the original license data for each
content purchased by the user $ so as to distribute the Nevegiheak0dq cense
data managed by the right managenent server 20b, a part or a whole of the
| i cense data, the content decryption 30 key and others as LD80b to the user
termnal 30b in response to a LD issue request 70b fromthe user term nal
30b, or receives a LD return request 90b including the LD, an identifier
indicating the -40 15 Novenber 2006 return of the LD and the like from

t he user term nal 30b to update the license data. The user termnal 30b is

a conputer app at | aced on the user $ side and receives
content distri %%“EEFbﬂﬁﬁg re specifically, the user termnal 30b

sends a cont er|.t,gd| girijguty omdagug%gt%t %Wmﬁmanseﬁvgtgje%t gfr gceive

distribution ffomt he content serve send sue fequest
70b to @W@ﬂgugatlomnégehgmtaIseonbenﬂdbsh‘roh:uhenr@mttmncbbtlara saodndr ecei ves

the LD roduce the. content within the limts 10 of the usage

rul egl nc‘?'th(ﬁogd'%iebﬁé)fe% BH e @rr‘-s HOMp return request 90b to the right

managenent SerALshdiNn |ByFtdtet\8aythé*aﬁ Fthglcro%ttemnéﬁﬁth tﬁbh' Syktep system
erig

la in the first enbodiment  is Structufed so t managenent
server 2bRisuds isdhescasetofothe digital eintend distyibutibe systemntals. usage

the et B et IR GRS dofibht oY didtHBuiifd Glal s ans
rul e of Wbekﬂ(c&ﬂ"ﬂteﬂtd)uad@tr?@teﬂe bys agecontért, dseribigdrr @ Uiwho tige LT 80a
0S, usage rulbe is u the right managenent server 20a. On the

ot hdRYOIYd 1Ri RR ; tz%l%tmbte'ﬁtomutetautmﬁr gystﬂ@tfmytatagolﬁaw@ to the
cecons, NS a6 ot 8 BRGe 4o UL UBRRO 10 1S
di stri bad ShDSYyswhich talicvwssbowteht Usage 1dutt b dm?h‘tamme@eeeatataerver
ggfa' : trre%re%gn |r99 ttﬁe ﬁggtgeentrlg %tnr‘ll’:ttr)t%tgleo bsyy%t%gnzzontent dl’stﬁls:)ultt)tgense
a@ for every content purchased by the user 8, so that the user can
- 15 use the content within the limits of usage rule included in the LD.
The digital content distribution system 1b includes at least one’
content server 10, at least one right management server 20b, at
least one user terminal 30b and a transmission channel 40 for
connecting th_e content server 10, the right management server
20 20b and the user terminal 30b so as to communicate with each
other.

The right management server 20b is a computer apparatus
which is also placed on the content distributor o side, as with the
content server 10, and manages content license data for the user

25 B who receives content distribution service. More specifically,
the right management server 20b manages the original license
data for each content purchased by the user B so as to distribute

the original license data manage'd by the right management server

20b, a part or a whole of the license data, the content decryption

30 key and others as LD80b to the user terminal 30b in response to a
LD issue request 70b from the user terminal 30b, or receives a LD

- return request 90b including the LD, an identifier indicating the
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purchased by a user, an original usage rule 2224b (10 hours, for _instance)
and an original usage status 2226b indicating the usageld ¢ 3004 he user
term nal 30b. Upon receipt of the LD issue request 70b, the right
managenent server 20b cuts out the whole 30 of the original usage rule
2224b and the original usage status 2226b for LD 80b to be issued to the
user termnal 30b which has sent this LD issue request 70b, nanely,

del etes the original usage -41 15 Novenber 2006 rule 2224b and the

ori gi nalratsugeos thedsD 222d ke Hiket frerhi densser datran it lab@beta2@pdate
tenporar,ily,. The ri ?t managenent server 20b generates a term nal usage
rul e 87 H&&PFefgg ?nstance) and a termnal usage status 88 (0 hour, for

i nstance) basegh@nuged tRiredgiflr B0 ds! 4l %o\‘\‘iﬁﬂtéﬁ%ﬁéréf@s L. jsand

enbeds them onto the LD 80b for its issue. 1n other words, the LD 80b is

i ssued RIFc&doun| Eheaysersth ucside, andt echives | gontentisdigdrin@oss and

the cori gl us t at - the termnal_u e_rul 7 he

- ter n?na|%’§§%%‘ s'(}g&[é %ngyﬁg%}&t&& rﬁ'&!“aéoga pﬁ%’f‘gg ?Bﬁg?ﬁgp ils of

- the terrdisétibutiayeguasttodth . ditem@eiierof 0aet vedeiveadisteibLithent er m nal
he usage status, with reference only to the term nal usage

i ndi ted b
Ir 3| ;Cgﬁaﬂzﬁ/ tﬁs ¢ tRMHasetdalgd Gst aPlis itssendstanbDLSRE readest vab f9om t he
i gh i . . h
right mﬁggggﬁﬁﬂt ﬁ%ﬁggregqggffggrosw%bc'f& Insif “}thEBSCJ);ﬁ%&tlwﬁdt e user

term nal ever re ori gi nal "usage ru e original

. usage stracesves théhdd 8iheo as¢o teprmidiate 8Rb crantdntt wéthin Bibiinsitsng a

d - t t L h i ght t 20b LD t
Fefber Bofhe Bsefn . ifpluded: e the LT HaP. axsendson, LWhatignt -
mnagem@buwtvgob%thieg@p?& b@gete@eé@%s glé?@@f FygLtus by the usage

amount on the term nal cate ge status with reference to the
term nal usag8ysthewapgsthe digitaldc@otentdistyibution ayatent da ior the nal

oage  hRr2 e Ba S 8L L yrdaP %o SRS AR hinalierheRgnee oot

| server 20a cuts out a part or a whole of the usage rule from the
15 usage right 222a to issue a LT 80a in response to the LT issue
request 70a, and the user tef'minal 30a reproduces a cbntent within
the limits of the usage rule of the LT 80a and updates the usage
rule, and then returns the LT 80a whose usage rule is updated to
the right management server 20a. On the other hand, the digital
20 content distribution system 1b according to the second

embodiment is significantly different in the following.
Fig. 19 is a diagram showing the structural features of the

digital content distribution system 1b.

As shown in Fig. 19, the right management server 20b in the
25 digital content distribution system 1b holds, as license data
purchased by a user, an original usage rule 2224b (10 hours, for
instance) and an original usage status 2226b indicating the usage
status on the user terminal 30b. Upon receipt of the LD issue
request 70b, the right management server 20b cuts out the whole
30 of the original usage rule 2224b and the original usage status
2226b for LD 80b to be issued to the user terminal 30b which has
- sent this LD issue request 70b, namely, deletes the original usage
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~right nmanagenent server 20b. Note that the remaining u rule is

obt ai ned by subtracting the original usage status from1t5ﬁ@ve§ﬂie§12m usage
rule. Fig. 20 is a functional block diagram showi ng the specific 30
structure of the right nanagenent server 20b as shown in Fig. 18. As shown
in Fig. 20, the right managenent server 20b includes a user information
.dat abase 21, a license data database -42 15 Novenber 2006 22b, a user
identification unit 23, a LD generation unit 24b, a LD analysis unit 26b,
a LD updatle ddizdzand dh@omnmmﬂtmmgarmitatﬂ& 2226 otfhers théhHcaase

monber & GFCA HIRCHRESe o¢2BoReBRRORRGIY. baior 9By SmaRagEm et |Sbte  dat a
dat abas@2@Byeneratisl abbedniiva| WBAYE Pdie '8'7C§P%??]|§'|ati%r2%?§%a9fce2°£'ﬁ8m

pur chased by t he user S. To be nore sgem e'l'icense data database
- 22b is @ dkrApHR! UsRa® Fhatag &S i (M ohour; doroinstarde) fpsechgenr aght

Fepr sdudtioSeRaTAnREY B Wiin, SELBTS I I SBRy And SRR 3o 0y (e

like). Nmio thetLDI8G for¢spgiai.a datatrsewdisakhe SDEEBE isastybg table
22c which is referifgd to for issui n% LD 80b. 15 Next the |icense data
dat abasdNBElaibie-tayes staidlatrad WH te arsainaliusagg rule 8Fiand thei s a

o 0t amoigaSHgesBRRLIS BLEHEN LS lrch i ULAGRSFULAED daebgae 270 oo
i ncl udeierm]naalumge Btakub &8d -1 i cense data 222b. The license data 222b

i ngludes a |i nse | D 221bt f the Lice data 222 a
content ID 22 &Sel Enéng %SQJB aat Idle(téH§e°gatt fesminglcont ent

G520 e s g 0 4Tt 4 RSy Lo

ori gi nalindicajed by the usage status, with reference only to the terminal
usage rule 87 and the terminal usage status 88 of the LD 80b
received from the right management server 20b when reproducing

15 content. Note that the user terminal 30b never refers to the
original usage rule 85 and the original usage status 86. Then, the
user terminal 30b sends the LD 80b having a double-layer
structure to the right management server 20b by a LD return
request 90b. :

- 20 Upon receipt of the LD return request 90b, the right
management server 20b updates the original usage status by the
usage amount on the terminal indicated by the usage status with
reference to the terminal usage status 88 of the LD 80b, and stores
again the original usage rule 2224b and the original usage status

25 2226b in the license data database under the management of the

- right management server 20b. Note that the remaining usage

“rule is obtained by subtracting the original usage status from the
original usage rule.

Fig. 20 is a functional block diagram showing the specific

30 . structure of the right management server 20b as shown in Fig. 18.

As shown in Fig. 20, the right management server 20b

| includes a user inf@rmation database 21, a license data database
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status 2226b indicating the total usage status (for exaq$le, t he

cunul ative usage time or the like) that is the user's actlevembse2¢d6 the
content. The original usage rule 2224b includes a license effective 30
period 22241 indicating the effective period of the |license data 222b and
permtted reproduction tinme 22242, indicating how long the content can be
reproduced. -43 15 Novenber 2006 According to the |icense data database
22b structured as above, it can be determ ned whether a user holds a right
to use a22Berd drieroidentificatian amnith2Bher Lithgemsaatidh amitt2wb) iackDse dat a

222b ar f I Ds ligc dat a dat. e 22b or _not, or the. 5_remaining
usage r ﬁgé%ﬁgabﬁgﬁ 25!?&@ E‘E%%U%da%gq’ é{ﬂ'g'%zbfogsmumgat'&inf PQl'tegge
bet ween d&hd othg@rsnal usage rule 2224b and the original usage status 2226b.

The initial value of the original usage status 2226b is "0". LD 80b is
i ssued from t hEN@iURRN indpagratien databaseobl stores usserinfoomatienedl  30b,

For o nat VR0 wedioRE s, FIERhHPR, bF  HUS HERPS, ZeRlesheo Rt TRl (1 gn

managenmesysteanveb. 20b. For exanple, Fig. 21 shows the case where a user $
identified w a user 1D 221b of "XXXDDD' owns, two |icense data_ 15 222b
i-dentified wi thFilEENee datnsatp bhase Xdaa sadabaseber mpnagisg shows

that thdiddweasqatal223B2BFESHIENE LFERESe h2B10 18k " O’ pbs 2

right to a content identified wt | cense
cont ent rA@Eey pPiewifikethetlerfse deta yhatatgase 22boig entdatabaee&Fa4", the

00 osPaTETING, BRFe3Ratitn 0 1o omapTnaL Hiaefm (Gt r HEBASEN on ¢ me
]Eailutsgg)?%#%%l Pg ;@dpggrzmo%méﬁéopr%gggm IC gfm%:'fﬁ?égo tell‘uz r8| e
25 t abl éepredugtiony( playbrickonsmaking, dcopyiasy peimtasgshsage mpafFiod
and the like). = Note that this license data database 22b also stores
a rule table 22c which is referred to for issuing LD 80b. J
15 Next, the license data database 22b will be explained with
reference to Fig. 21.
Fig. 21 is a diagram showing the specific structure of the
- license data database 22b as shown in Fig. 20.
As shown in Fig. 21, the license data database 22b includes
20 a user ID 221b and license data 222b.
The license data 222b includes a license ID 2221b that is an
ID of the license data 222b, a content ID 2222b of a content
subject to the license data 222b, a content decryption key 2223b
for decrypting the content, an original usage rule 2224b indicating
25 an original usage rule purchased by a user, and an original usage
~ status 2226b indicating the total usage status (for example, the
cumulative usage time or the like) that is the user’s actual use of
the content.
The original usage rule 2224b includes a license effective
30 period 22241 indicating the effective period of the license data
222b and permitted reproduction time 22242 indicating how long
the content can be reproduced. |
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20. As shown in Fig. 22, the rule table 22c includes a Jicense ID 221c and
rule data 222c. The rule data 222c includes a term nal luNembenf@0&221c
(l'icense effective period and permtted 30 reproduction tine) and an .
on-usage-end return flag 2222c. The term nal usage rule 2221c includes a
license effective period 22211 indicating an effective .period of license
data to be issued to the 44 15 Novenber 2006 user term nal 30b and
permtted reproduction tinme 22212. Here, the license effective period 22211
i's, as is the Aeserdihg ttbethbolicensat dabaddbtabase 2Rbestrvetured ad | i mit

2225a, inf ' basi cal | Ki | i dat hor.t than_the 5
et oct 1 vABEPT 3hicdh bRLaGERHTInsl Whesher #afa hofdl S atintto Wi | Teonse
ef f ect | veomRin©@raggl based fith WHLIAEY BRE! 9def 9D WHdCthé Nfceriddbfatany be

used on the user termnal 30b after the “ec? managenent server 20b issued
the ri gd22boprexsiaiias] inhthedicenise shata efatabase 2 ieemat, ¢t $bei ve

erigd - h s_and wee I S S I Lmted,
Parery, Terdeinft hedtd R rof o e dBitalERn et Releplatedibasdt S thel: | °Thi <
li cense difffecnoe batwvéod 272 bligielalysdgeaitlen2 2duy bhiutive criginsins
change of levels for_keeping track of access frequency. The permtted

reprodudﬁ%etﬁtﬁtw?z%azatb information set by 15 the content distributor a
e . b TUIE RS OF hUABpol FREUEIARI, 202k 141, LD
- distrib@@b ia issuediifratre thieetiggtt hienaPeddbnt Sewiar BObr €0 Wheediser not
et 1 ¢ EHR 22 Phe 2iatte 13 KBS uRGRLGD B3CHraing o FheoiseoBa: a 222b
I A RLTBISRLse, (dilq 2308, dich IEIURREIALE g 4P deern,
gener at itenminiat 3Ab .t shasrighdwmanademert3serteB@Dbncl udes a |icense
header 84, ang,. ayample, Fig. 21 shows the case where a user B
identified with a user ID 221b of "XXXDDD" owns two license data
15 222b identified with license IDs 2221b of “XXX004” and f‘XXXOOS".
© It also shows that the license data 222b with the IiCense'ID 2221b
of "XXX004” is a right to a content identified with a license ID
2221b of "XXX114", a content decryption key 2223b for decrypting
the content is "XXX224", the license effective period 22241 of the
- 20 original usage rule.  2224b ijs “2002/05/01.12.00.00 ~
2003/04/30.12.00.00", the permitted reproduction time for the
content is “10 hours”, and the original usage status 2226b is “0”
(unused).
N Fig. 22 is a diagram showing the specific structure of the rule
25 table 22c held by the license data database 22b as shown in Fig.
20.
As shown in Fig. 22, the rule table 22c includes a license ID
221c and rule data 222c. The rule data 222c¢ includes a terminal
~usage rule 2221c (license effective period and permitted
30 reproduction time) and an on-usage-end return flag 2222c. The
terminal usage rule 2221c includes a license effective period 22211
'indicating' an effective .period of license data to be issued to the
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original usage rule 85, an original usage status 86, a termnal _usage rule
87, a terninal usage status 88 and a content decrypti onl> Nexenggr 2

| i cense header 84 includes a license ID 841, a content ID 30 842, an

i mmedi at e usage flag 843, an on-usage-end return flag 844 and
on-right-lapse return flag 845. In the license ID 841, a license ID 2221b
of license data -45 15 Novenber 2006 222b which is the source of issuing
LD 80b is stored. In the content 1D 842, a content ID of a content which
can be Y%9F dguadoalisitHy arnl germittedoreproduactibe timed@22 ¢2usage flag 843,

a flag indicat er 5t ontent .sho e.reproduced i nmmedi atel y
or not using tlﬂélge,\l'_\g‘%gwq%e 9?‘5‘?‘3&‘.’61%%”86'-2@2&3-@1060#&35@ P3G 0344 is a
flag whittle | abwveatentiéhethelitenedi akefdigage fp@go843linditd 2D s

on- usage_-?nd return flag 844, a flag indicating whether the LD 80b shoul d
be 10 rdDiPRBtPRNFeMmDasiggd vormakdnoD | Rensendiatias shated bhsadtba t he

rule=ta . | ght.- r rn flag 845. i nfarmati
[ ndia'%:at iténigeeﬁk?eet hgﬁt g?@%%erﬂé%g@spoﬁbgtr et_ILL?r ﬁgdm[q;e[ ﬁé%tclr‘%?tﬂ ?ﬁﬁnagemant
server litense effectiree pdréod 22 11i ighthé aREREMAM Jea-id @ Fairn&hidls théS

rule 85 includes a |icense effective period 851

st or ed. Thﬁ ori inEI usa%ﬁ ;

and per f9 Edn?%br §udSSh enndhgsuser teninale3@b cpflant ithe wahtod 851,
t he det g ld f: | I 22 i L Q4 usage
Ul e 2030R SRS DER ST 2 0 IEhE U ST 2 PeF sxtshble, M Pdfoa Phor
per mi t t &harépr dihan ithe ticenseseffadievelqiaiibd 2224thespehras tlediaywgp? oduct i on

ti 22 | ot i_gi nal .e . 2224b St d th . Inth
or 19} nalieeago T FReRs f seto HEnk irised, narief: Hif Sapaageeaba 68 2006h
stored the! lieeHBedafiaree 80riotP I3 0411 [ sef? SfrAsURcBhsR kiflctide! usage

on the user term nal 30b, are store
\ ~period 22211 set by a content distributor « allows change of

levels for keeping track of access frequency.
The permitted reproduction time 22212 is information set by

15 the content distributor a based on the time required for content
reproduction. .

Also, the on-usage-end return flag 2222c is information set
by the content distributor @ to indicate whether the LD 80b

_ should be returned or not when the usage of the content ends.

20 The LD generation unit 24b is a means for generating LD 80b
as shown in Fig. 23 from the license data 222b under the
management of the license/ data database 22b.

Fig. 23 is a diagram showing the specific structure of LD 80b

_ generated by the LD generation unit 24b.

2_5' As shown in Fig. 23, LD 80b includes a license header 84, an
original usage rule 85, an original usage status 86, a terminal
usage rule 87, a terminal usage status 88 and a content decryption
key 89.

The license header 84 includes a license ID 841, a content ID

30 842, an immediate usage flag 843, an on-usage-end return flag

844 and on-right-lapse return flag 845. |
“In the license ID 841, a license ID 2221b of license data
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they are. The term nal usage rule 87 includes a |icense effective period
871 and a pernmitted reproduction time 872. In the |icenddVesepde: 299 peri od
871, the period for which the 30 LD 80b is effective is stored. In the
permtted reproduction tine 872, the cunulative time for which the content
can be reproduced is stored. -46 15 Novenber 2006 In the term nal usage
status 88, the cunulative tinme of actual reproductions of the content using
this LD 80b on the user termnal 30b is stored. In the content decryption
key 89, &2Réywlichdisctlyptiauycesofdssaimgild S dd.stdeed, it is when the

maxi mum of the I ni |l e ichJs calculated fromthe original
usage rul e 22214{‘[)?'&%&%{%%&2&?&%@&%@ t]Je'\? 9£ W@W?EWFH}W B8ed i n
the ter nigptodaeed usinlfﬁLUﬁsw e skBrggneration unit 24b sets the
on-right-lapse return 10 flag 845 to "Return required”. Mre specifically,

i t setsI to "Rfuthe immediade Uﬁa%flalgeﬁﬁﬁ,o?é’ia)g inldéca tinigowihethere true: |
1. ' ' i Qi { at itt
" epr Saac 5 SOteRE IRt Bl il 88a S lettar R A0E ot it BRILES e’ of

permitt eB0begrsthrad.on time in a 15 termnal usage rule, and 2. An
expiration ti of a license effective period of a termnal usage rule is

set earlier thdif fNGAIERM fetwroflag 844 dase flarg eubich ipapaisador an
nonge gytnihe Uhfmadight cusale o WaN i Ty S GhraPFablhR", o

usage 20 rule 1s inclu he tefrmn usage r t he
val ue detairnefiaigy 8<dht aafleignin diwatinggiviad thesatiee st bt 88 shiouldebe

peryptt roduction tine in origi usage rule is equal to (_) the
val o&&hgﬂﬁgrmg’?éﬁ%@?m Lﬁnggbrﬁ'ﬁ g'?értﬁfﬂglba’é@ ¢ fhee and
t he expir{déitdblei ppcof the license effective period of 25 the term nal

usage rule is _sane as the expiration tine of the
In the on-right-lapse return flag 845, information indicating

whether the LD 80b needs to be returned to the right management
server 20b or not when the usage right lapses on the terminal is
15 stored. |
The original usage ruie 85 includes a license effective period
851 and permitted reproduction time 852. 1In the license effective
period 851, the details of the license effective period 22241 in the
original usage rule 2224b stored in the LD database 22b are stored
20 as they are. In the permitted reproduction time 852, the details
of the permitted reproduction time 22242 in the original usage rule
2224b are stored as they are.
In the original usage status 86, the details of the original
usége status 2226b stored in the LD database 22b, namely, the
25  status of actual past usage on the user terminal 30b, are stored as
they are.
The terminal usage rule 87 includes a license effective
‘period 871 and a permitted reproduction time 872.
_ In the license effective period 871, the period for which the
30 LD 80b is effective is stored. |
In the permitted reproduction time 872, the cumulative time
- for which the content can be reproduced is stored.
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|l icense effective period of the original usage rule, the LD generation
unit 24b sets the on-right-lapse return flag 845 to "Nd5N I 2UHMui red" .

- The LD 80b is sent fromthe right managenment server 20b to 30 the user
term nal 30b, and the user termnal 30b reproduces a content using this LD
80b, and determ nes whether the LD 80b is to be returned to the right
managenent server 20b or not based on -47 15 Novenber 2006 the
on-usage-end return flag 844 and the on-right-lapse return flag 845. The
LD anal ysi s udint theb tesminmbausager shatligz8B8g the demailaiveoftitiee dfD 80b

returne term 30b..5 The .LD updat |t 27h updates the
det ai | sdaoéguﬁ;pell‘%}?%ﬁ'gét'bg‘g&f]gé?bcg\ﬂ'é%nf N k:) é'g'ﬁalré #@édya UrETuser
t er m nalte3tbiral 30btigr sesrdd.om t he user term nal 30a. The details of the
update will tie expl ained | ater. The conmunication unit 28 conmmuni cates

with the user IMmdhesGaH@NEecryRtion kexndf s deyhtomaeayptiogbe nore
spect i Gontldify (C8RyFegation unit 28, which is a communication interface
for comunicating Wth the user terminal 30b via the transnission channel

40, analyzes #emguisis sudn aheandxirasun ofeHestednaly usad® maeurn

request _90b sent f{oLEP Eha ser termnal 30b, requests 15 the user
i dent i f MEAISTbASURRICWated oM HagepHdipAl Wsagesile: R224P apdatbeunit 27b

to perf @rigiN£IC655HBIsERANS }S di I bytes the
LD 80b geni%ir at ed ébgat%e LD Qgg%et%lg?p]oé?m?%%%botl{‘%zgtfsnelpgtlZéérrél‘ﬁgl 30D,
‘or carrFete shatdihsheP gemeraticsauinit 24b setbetheson-tight-lgs@ktuia the SAC

o aTed 82 IR P e ci P K st (ulont meS doerReBHA nal 505
S ISR . 4 o A el Shov o, e
1. A value obtained by subtracting an origina! usage
status from permitted reproduction time in an original usage rule is
larger than (>) a value of permitted reproduction time in a
15 terminal usage ruile, and
2. An expiration time of a license effective period of a
terminal usage rule is set earlier than an expiration time of a
_I'icense effective period of an original usage rule.
On the contrary, when the maximum of the remaining usage
20 ruleis included in the terminal usage rule, namely, when the value
obtained by subtracting the original usage status from the
permitted reproduction time in an original usage rule is equal to
(=) the value of the permitted reproduction time in the terminal
usage rule and the expiration time of the license effective period of
25 the terminal usage rule is same as the expiration time of the
license effective period of the original usage rule, the LD
generation unit 24b sets the on-right-lapse return flag 845 to “No
return required”.
The LD 80b is sent from the right management server 20b to
30 the user terminal 30b, and the user terminal 30b reproduces a.
content using this LD 80b, and determines whether the LD 80b is to
be returned to the right management server 20b or not based on
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In Fig. 24, the user term nal 30b includes a content database 301, a LD
dat abase 302b, a terminal ID/terninal capability storagé Neyambesd®¥ a LD
acquisition unit 304b, a LD return unit 305b, a LD wupdate unit 306b, a
return flag judgnent unit 307b, a content 30 usage/ no-usage judgnment unit
308b, a decryption key acquisition wunit 309, a content decryption unit
310, a content reproduction wunit 311, a communication unit 312, and a GU
313. -48-. 15 Novenber 2006 The content database 301 is a database for
managi ngthéeoncisrgateddt beBOrmdiftag i Bddednid ehet be-cighteipserneaura0. The
LD dat aqﬁg %gﬁb IS a secure database for managing LD 80b issued fromthe
ri ght nma ée t server 20b. 5 The termnal ID/'term nal capability storage

unit 303b st orfie Lrwtarfmgﬁ{st DRIt 26 1234 R4 fdrdﬁﬁtéhfeéﬂgggtrté‘ﬁeﬁﬂé

term nal f30b uni quel vy, al so stores 1 n advance pabi [ity of the
user t @fhfhaLBRObsiemraed\frmmethe hsersterménal 34b.30b has a secure

cl ock and whet tihe t S 02h n seguregl tor ata. 10, The LD
| acqu$si tion ur-llii{]‘fé idgbubgaggn@ﬁﬁsﬁgg’r “&5&%@% Eéet ﬁ8¥i§f' %Bg?r@ﬁ?'@ﬁ% ri ght
managenatatas @22 whkn fihe LD 8l UsSiskuaY ¥bi thSQHeraeathigS Bok bP 80b by

ssue 70b and sending it to the right nanagenent

generating a LB f F‘equest ;i ]
- server JGHUTRSAETIPMyEhesugeritegminalnd@iang The detailsiof theuwdpdateof the
LD i ssygjlf paues ted by the LD acquisition unit 304b. In Fig.
25, the LD issueb#%%e(gﬁg%g includes a LD issue request identifier 71b, a
terninal 1D 7Thea comirenni¢dti@l amdt a28t epmnaalnikzapabi Wity @9 d9etn the LD

Lo 1< 88t B bel Bh i EhaciansiBission eanngl Athal To bEmORHEPRSIEnal | D
Geser pEREICORTMLMCa RN 8, S I8 S B0 Bel et 1 s
r epr odu&eMN Y higatheg L Widodheo userateoimindl i 30beswia ithed transmission
channel 40, analyzes a request such as a LD issue request 70b and
a LD return request 90b sent from the user terminal 30b, requests
15 the user identification unit 23, the LT generation unit 24b, the LD
- update unit 27b to perfbrm processihg' depending upon the
analysis result, distributes the LD 80b generated by the LD
generation unit 24b to the user tefminal 30b, or carries out cipher
communication with the user terminal 30b via the SAC established
20 between them after encrypting the above request or response with
a session key. ,
'Next, the specific structure of the user terminal 30b will be
‘explained.
Fig. 24 is a functional block diagram show.ing the specific
25 structure of the user terminal 30b as shown in Fig. 18.
In Fig. 24, the user terminal 30b includes a content database
301, a LD database 302b, a terminal ID/terminal capability storage
unit 303b, a LD acquisition unit 304b, a LD return unit 305b, a LD
update unit 306b, a return flag judgment unit 307b, a content
30 usage/no-usage judgment unit 308b, a decryption key acquisition
unit 309, a content decryption unit 310, a content reproduction
unit 311, a communication unit 312, and a GUI 313.
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In the term nal capability 75, the term nal capability V\/mch IS stored in
“advance in the terminal ID/terninal capability storage 1uhNpYendmsg0des
stored. The LD return unit 305b is a neans for returning LD 80b to 30 the
ri ght management server 20b. The LD return unit 305b returns the LD 80b by
generating a LD return request 90b and sending it to the right managenent
-49 15 Novenber 2006 server 20b. Fig. 26 is a diagram show ng the specific
structure of the LT return request 90b generated by the LD return unit
"305b. In Fig. Bee aorddrit dettaase @@btis Whdatab aste For blan&ging the request

i dentifi 1D 92 and LD 93b. In the LD return request

: dent : f : én%‘ﬁt dgﬁ%%@ﬂ'%ﬁ'*’%% g'ét?”h ?tfétntterﬂtssﬁﬁ‘(%rlléj ; LD rg'ltjur n

: t 90b I f th
reques | STIkes oy HBedbasie3bhd l§ér§€{§|re %%a&? ter mr[‘a;g qulb €

user term al 30b, which is stored int termna ability
st or age 848 igsredstropn the l’$§h§|m@rtag£mlntaewerr 2@est 90b is descri bed.

uni (5506 15 4 tocRanyiR ARABHHRE! cohatiifi StragRaint 3030 F51Be moro

speci fi mot ttenllyDthpdaEErrunlatl BDGlﬁorpRTérﬂd‘Wﬁn?r eﬁesagw Qértrnﬁratr@ot)' ng the
val ue of the ter 15 usage status 88 i'n by the tinme of

act ual - rEMARIY i aAFPeﬁtpéﬁﬁodhca(ﬂl\gjaaceoth@rﬁapabdlinetmfr thel agerudgnent
uni t 307c@rh$|n%lr§iﬂﬁ‘ssﬁ8h aquh%%(eme‘ﬁée?%%{hﬂpgﬁﬁQﬁe€§§ §%§uf'§turned

| ~to the right managehent sérver

on usag&lenly ard whethay the2o Letdarabaske300br Eght seewpely etore ddtag 845 in
ndGontent cANSEDIAHHBIRIERD Gih S04 i 8 @egn ter eeauieing fogrds
SL‘E %CE;P@JESS%@QEE'? ffs'@’a‘g e ACE I8 2 ot ent usagel no- usage
~ judgnent unit TBesd-D uageisition unit 304b acquires the LD 80b by
: generating a LD issue request 70b and sending it to_the right

management server 20b.

15 Fig. 25 is a dlagram showing the specific structure of the LD
issue request 70b generated by the LD acquisition unit 304b.

In Fig. 25, the LD issue request 70b includes a LD issue
request identifier 71b, a terminal ID 72, a content ID 73 and a
terminal capability 75.

20 In the LD issue request identifier 71b, information indicating
that this data is a LD issue request 70b is described.

In the terminal ID 72, the terminal ID of the user terminal
30b which sends the LD issue request 70b is described.

In the content ID 73, the content ID of the content which is

25 reproduced using the LD 80b to be acquired is described.

In the terminal capability 75, the terminal capability which is
stored in advance in the terminal ID/terminal capability storage
unit 303b is stored.

The LD return unit 305b is a means for returnmg LD 80b to

30 the right management server 20b.
The LD return unit 305b returns the LD 80b by generating a
LD return request 90b and sending it to the right management
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that the content can be reproduced when the present tine is within the

| i cense effective period 871 and the val ue of the tern1H%N0ﬂ@@§%20@ﬁaIus 88
is less than the permtted reproduction tine 872. Note that it is assuned
that the user term nal 30b has a clock function so 30 that the content
usage/ no- usage judgnment unit 308b can acquire the present tine. Note that
when the user term nal 30a does not have a clock -50 15 Novenber 2006
function { r termnal 30a nmay be structured so as to judge whether

t he cont%% % * reproduced or not based on the permtted reproduction

time 872 in tMRid.D2608 Pigyrafi ShBavitiethbi GEOSF I harHve q(fefﬁé;gﬁ?l or

judge that the content canndt be ncon tlonal
decrypt |rcﬁtu(éyraaef@5§|9'ﬂbrgemeratmﬁ hystheniefamsetmm uaityBDSINg a cont ent

decryption ke ontent r on.unit 310 is
a means for r 9 %é Pﬁ%@%‘?? UfrPoﬁ?ﬂHéf goﬁﬁ C@%& aég-@d'f tyRg

decr $pt i magjudst |déneif¢ew9t1¢>q @Qérﬁnhaﬁawgm%ﬁdl%mg%em decryption key 89
acquired by the decr t|on key acquisition unit 309. The content

reproduction uhit b@l @ AR Rs f%@ueﬁéprldatﬂﬂ;lfﬂ@rtBelb}orﬂr‘éorrrmdm}pt ed by

th t 23 d d f
spoaker HIICHBAIG PhotHE data e EOGHRF ridest ik S fesqiibear Tom e
conmuni cat i 03 Inﬂthemmmai rmemzt the v@n‘rmgug%pau OﬂttRWl %lbeﬂtérmfﬂa@nt ) I
} 1 men server Vi e ransm ssSi on channe
- Zgrv% éﬁotﬁ«'}»@g EEF‘&VG? @o\‘r%'im?'aal LBAtepmdngl gapabilibpsharaat i on

i Nt f agait (30380 f@@r&@wuﬁ@]%ﬁembhréﬂﬁrPPagﬁ%fstsqugé q}‘%%éﬂﬂeﬁhe right

managenent server 20b via the transni ssion channe analyzes
responses suchnatheddd &idbdthe 4D toebe fetmride is ddsmibedearsy ¢t id0 and LD

dat abase 301, 1o LELARAAROTRRCIORR & S0msans ok upRatas tesdetayerf or m
processiofgtldePeDdi8lh UPO®d B more specific, the LD update unit 306b
performs processing of incrementing the value of the terminal

15 usage status 88 in the LD 80b by the time of actual reproduction
after reproducing a content.

The return flag judgment unit 307b is a means for judging
whether the LD 80b needs to be returned to the right management
server 20b or not with reference to the on-usage-end return flag

20 844 and the on-right-lapse return flag 845 in the LD 80b. |

The content usage/no-usage judgment unit 308b judges
whether the content can be reproduced or not with reference to the
license effective period 871 and the permitted reproduction time

| 872 and the terminal usage status 88 in the LD 80b.

25 The content usage/no-usage judgment unit 308b judges
that the content can be reproduced when the present time is within
the license effective period 871 and the value of the terminal usage
status 88 is less than the permitted reproduction time 872. Note
that it is assumed that the user terminal 30b has a clock function so

- 30 that the content usage/no-usage judgment unit 308b can acquire
the present time.
Note that when the user terminal 30a‘does not have a clock
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anal ysis result, sends the LD issue request 70a generated by the LD
acqui sition unit 304b and the LD return request 90a generXembayg0fhe LD

~return unit 305b to the right managenent server 20b, or carries out cipher

comuni cation with the right managenent 30 server 20b via the SAC

establ i shed between them after encrypting the above-nentioned requests and
responses with a session key. The. GJ 313 is a user interface utilizing a
graphics_function -51 15 Novenber 2006 of a conputer. Next, the operation
of the di$peHPNedft@Mser sermboal 30aysaynbei struicklrde sx@satogadgs rst, a

LD acqui gjHd f SSh [ t r.termpal 30b 5 acquires, LD 80b
fromthewrrl}ég it rﬁa@%eﬁ'ﬁﬂ&i@r% ggbl}%ﬁrf)ﬁ'@cetd]g‘?‘f Aot eedt Qnstth®uti on
system i permitted sepmudiicrthoditin 872 1ih breerDl 8DBeBy Y EriigliR ke Lo a
flowchar*t L n Flg 7 1Ls. a flowhart show ng the operatTon of the

: 27. Fig. .2
LD acqui'SFPFBN UP&EE‘{:,%I.Pgelr(b‘)@)wsalwé?fuj%ég@ehhafé thigoGantantiqanieet bieor

exangl e, reweiduedg YEEHndisGh| an "Acquire LD' button 53b, and acquires
LD from am)ngl_the contentﬁéla-'tc:ég Stored in the content database 301
a

di spl ayed i n alhesdecoyption they LBcquisition i gnis GEeNiNG Glewws hgjre  Whi ch
IS activ. : t he ick to select the content data which he 15 wants to
reproduc%%&ﬁﬁe{gé]f@a{ﬁeﬁggSﬁrYfﬂgf)ﬂj EYoPL HECHYPHEG BecoBE®ABNt |1 D of the
sel ected cont e ¢tlritdrit HABEY bHE ; : LShEi ' via the
QU 313, and thus the LD acqﬁ\?gi tginz)ﬁnqg?&tdgég%fgvéeégéu@gﬁé%ﬁ% gei pt of
the LD &Nt i G@mndheaicepotent odatabaseer3020 dndi alddrypBiig 3tBe the LD

i td ' D t 70b ds it to th
o arieyited caAbeReR Bfia thr ol fEAE desiVBRam kYRS acadtes. rore.
~a terni iyt the deergptivedkiey aeq}nsﬁg@;ﬂa!nit Bggrmnal capability storage

unit 303b is t as the term na 2 in the LD 25 issue request 70b sent

to the right g&dHEeNder tRpProductian unit 311 is a means for
reproducing the content decrypted by the content decryption unit

310, and music and video is outputted from a speaker or a display
15 thereof not shown in the figures.

The communication unit 312 is a means for communicaiing
with the content server 10 and the right management server 20b
via the transmission channel 40. To be more specific, the
communicatiqn unit 312 is a communication interface that

20 communicates with the content server 10 and the right
management server 20b via the transmission channel 40, and
analyzes responses such as content data 60 sent from the content
server 10 and LD 80b sent from the right management server 20b,
requests the content database 301, the LD acquisition unit 304b

25 and the GUI 313 to perform processihg depending upon the
analysis result, sends the LD issue request 70a generated by the
LD acquisition unit 304b and the LD return request 90a generated
by the LD return unit 305D to the right management server 20b, or

| carries out cipher communication with the right management
- 30 server 20b via the SAC established between them after encrypting
the above-mentioned requests and responses with a session key.

‘The GUI 313 is a user interface utilizing a graphics function
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content IDincluded in the LD acquisition instruction fromthe user $ is
set as the content 1D 73, and a terminal capability prelsteyesber 2606 he
terminal IDtermnal capability storage unit 303b is set as the term nal
capability 75. 30 Upon receipt of the LD issue request 70b via the

conmmuni cation unit 28, the user identification unit 23 of the right
managenent server 20b identifies the termnal IDincluded in the -52 15
Novenber §006 recei ved LD issue request 70b (S2002). After the

i dent i fi %56 6RAMHYGhe terninal 1D, the user identification unit 23 judges

- vhether the Ueeqtnale biBtatidif ofifle HRFIEANELNEERL WEL B L sySEIm® N0

wants the LD 80b to be issued is store e user i at abase

21 or notbwvilhbeeespéaideedo the user information database 21 (S2003). Wen
' not . stored in the

the termnal I i ed in.the LD issue . request 70b is

user i nfornmat i@ﬁég% gﬁaggqé'is'ééo'& Bresgee 'Bf"gafﬁh tﬁﬁd@%%me'(waw@ 003), ,

t hatsi s,a iresheDUSsHb % n b ' HEsi t I t kfl.cation
unit 23 %ﬁ}:i gers t he qser‘t’é_ﬁg g@e ﬁir?ﬁt nglﬁég%lrﬁggrt %‘g? ﬁuzsmgﬁg‘u ttg cont ent
di stri bﬁ'i%?ﬁlsygﬂﬁﬂmt wiskrbutdbenfsystarnel bsier ther senand3embbadimend LD

t ke ; .t , the terminal IR included in th
(b 1 ssud ! B ERpIaffed JiLh Eferditd 8\t BowEpafdbide: dhfabase 21 (ves i n
15 52003), th€igse27i tkenai flovachart Whdéwiig aeei bperaRfoNSeF tHe IQ%SOCi at ed

e

with the term.nal 1D and notifies the LD generation unit 24b of t
acqui r e@HERIYON RENLESScei pt of the user ID fromthe user identification

20 bt  tat abort DI hRer e ¥ids SHOWHCRERIE: 28 BaF G RIG WMTh ot~ °
(52004) thehuserufgrditks aamctArdlirerade batesnob 3tb)eanidudgtnteofL whet her
e R ol T oo detsnsce 1sc: &
owns t helispRAREPirlal Bs LA BhthebD! SchistibhyScidén iRt SRGWEhetdent 1 T ed
which is activated by the click to select the content data which he
15 wants to reproduce, the LD acquisition instruction including the
content ID of the selected content data is inputted to the LD
acquisition unit 304b via the GUI 313, and thus the LD acquisition
process is executed.
Upon receipt of the LD acquisition instruction from the user
20 B via the GUI 313, the LD acquisition unit 304b generates a LD
- issue request 70b and sends it to the right management server 20b
via the communication unit 312 (S2001).
Here, a terminal ID pre-stored in the terminal ID/termina!
| capability storage unit 303b is set as the terminal ID 72 in the LD
25 issue request 70b sent to the right management server 20b, a
content ID included in the LD acquisition instruction from the user
B is set as the content ID 73, and a terminal capability pre-stored
in the terminal ID/terminal Capability storage unit 303b is set as
the terminal capability 75.
30 Upon receipt of the LD issue request 70b via the
communication unit 28, the user identification unit 23 of the right

- management server 20b identifies the terminal ID included in the
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included in the LD issue request 70b. To be nore specific, the LD
generation unit 24b first judges whether the user |'D notiNevemnber g0 t he
user identification unit 23 is stored in the |license data database 22b or
not. When the notified user IDis stored, the LD generation 30 unit 24b

j udges whether the license data including the content ID included in the
LD i ssue request 70b is stored or not. In the case where the |license data
is stored and rm na Novenber 2006 capability included in

the te | -5315
the LD i5€H W@éﬂﬁ&tswr PAYCSA AL (SA00Re.  Adter the idessificatianef a
secure c whiera |t ' Lt hinethe.l] t.hve period
22241 angﬁglt\?gl ue Jb‘{% ﬁgg%ﬁ%}ér td: trlggtaitmgﬁ t%rgtgr? &?ﬁgﬁgﬁggﬁ@f 85 Dooeb
from t het@animat d ofr épeodisari barmiinal 22aB2used aygéhet bser0 8 nahel y, the

i tt i QR L i the LD ti it 24b j ud
Phar 1 plarisSPERELED] BD0. 66 R SRR 5 Stares e Liien Thibrsastiany) o
stor &d agdtabastex Ifid?fahot?&n@ﬁir@féb’eﬁéé”tﬁaﬂrf? usBRlinFdAmERIdR tRtaPased

secure c%ig& when the present tinme is earlier than the expiration 10 tine
of the |1 20880ecti ve period 22241 and the pernmitted reproduction tine
I n

remai ns, the t,d [ty re4b 4 s _that, ~the LD can be_i.ssued.

ot her cases, t ﬁgfggneéaﬁ?% ILIJ%i"Fc@gﬂg&j"ﬁ&g'@sLPHé-t?uFl‘r@q}t?g%Zh%t'Sbe

- issued. Woestoredsin tHgedsehdhfohedtid s adgeibdse i35upd a( Nesiit §£QR4). 15

the LD gen ratlci:n it 24% nsiders that the user is an authorized user

for thi 3@% &m{ dht é@ﬁSb atnisy when sheutseree eansod bgo

. licepse j if\BHC R | ded. .and noty-f | I Ra 30b
thar Ot heCeD oo s | PEr agiEatioh i 2s EORsIdErLRPASEr Alas there

t he userun@uthorizieed usernfah¢his etigitddntohtent i distHbiutid® RAsstesnnob stored

1D i nol (S TatRs E0%: G588 ettt Sob fmnehe LBorannotacHsEbeR. 1o i s
et o0 e StaerHag, WheRCEAELeFAgtil 1 HCIREA R Khe S TREAEY o
that théaquesindOb isstoseddsuthie user information database 21 (Yes in
15 52003), the user identification unit 23 acquires the user ID
associated with the terminal ID and notifies the LD generation unit
24b of the acquired user ID.
| Upon receipt of the user ID from the user identification unit
23, the LD generation unit 24b judges with reference to the license
20 data database 22b whether the license data 80b can be issued or
~not (52004). This judgment fs actually made based on the
judgment of whether the user ID notified by the user identification
unit 23 is stored in the license data database 22b or not, or the
judgment of whether the user 8 owns the license data 222b which
25 is effective for the content identified with the content ID 73
included in the LD issue request 70b. To be more specific, the LD
generation unit 24b first judges whether the user ID notified from
the user identification unit 23 is stored in the license data database
22b or not. When the notified user ID is stored, the LD generation
30 . unit 24b judges whether the license data including the content ID
included in the LD issue request 70b is stored or not.
In the case where the license data is stored and the terminal
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On the other hand, when it is judged that the LD can be |ssuedDgYes I n
52004), the LD generation unit 24b executes the to-be-iNewmben2@¥ner ati on
- process of generating the LD 80b to be issued to the user term nal 30b

whi ch sends the LD issue request 30 70b. More specifically, when the user
ID notified fromthe user identification unit 23 is stored in the |license
dat a dat abase 22b, the license data including the content ID included in

the LD t 70b,-t.h t ti ' it hi
the 11 ceraplRli iy TRanE 1R iRl FRhupel i tndl iRtk het i e
renai ns, termmind dgersenaﬂtllmavenatsé’ékbr@@%keﬁuhéﬁ fHe RdsEiHeHinkP is
generati o[}émplr 3@5 Fi 29 is a flowchart showi ng the subroutine in the

"t o- be-i s¥l fertdvespermzh @24t andanvahueiebtained by thi s

subrout i S ci ated

Wi th theﬂﬁbstelﬁdt?bﬁé\)h %ﬁb!rgﬁaldwc?#g%romtpﬁebﬁctg téﬁﬁaﬁﬁe %%&@%azzb as

LD 8Bb trep®ductied tlmeoaz24m)ueIa&@espterarflmahhmenyhecrt@pg-;&imit@édon uni t
ID of the |icense data 222b

24b st | D dth t

resch?r@'&@éeﬂ'ﬁﬁm'ﬁ&ﬁ?&n aings, g;ic@og GB?H@V@SW%H!"W pAduiudgesHdati cense
head &h L b k f
e T o R e PISEP HE thoEBCERwhafe (Y, BRlerR iR g0, ©
stores BYorged @fﬁddﬁh?atemagel CapébGlltyielndB:aIEfsethatvm@eerndnamd)aBeam tted

repr odu e ta 222b as.the or| nal rule 85
of 't he. EF0E CEk oL thCBEESsARME &5 eabiiar i thrcexpician da o
5280 5 tite o1 gthreallmmg@ effeictivEOpefiddie20D40m ndekhe baFrierggneration
un|t 24h sets the term nal usage 20 status 88 of the LD 8 to be issued

: " Q" (FQ?I@E')UCtmﬁ'mteh"eemlgénéhgt LBrgeneration mnfteZébtwdgms thiaké tabl e
e g (o T e A gk B
accor di jydgest theat eherk®dcanhot (52 194ked25 After setting the termi nal usage
rule, the LD\WRAR #53Udged that the LD cannot be issued (No in S2004),
15 the LD generation unit 24b considers that the user is an authorized
user for this digital content distribution sysfem 1b but there exists
no license data which is to be issued, and notifies the user terminal
30b that the LD cannot be issued. In other words, in any of the
.cases where the user ID notified from the user identification unit
20 23 is not stored i.n the license data database 22b, the license data
including the content ID included in the LD issue request 70b is not
- stored, the present time is out of the license effective period 22241,
and no permitted reproduction time remains, the LD generation
- unit 24b notifies the user terminal 30b that the LD cannot be
25 issued.

On the other hand, when it is judged that the LD can be
issued (Yes in S2004), the LD generation unit 24b executes the
to-be-issued LD generation process of generating the LD 80b to be

- issued to the user terminal 30b which sends the LD issue request

30 70b. More specifically, when the user ID notified from the user
- identification unit 23 is stored in the license data database 22b, the
license data including the content ID included in the LD issue
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24b executes the i nmedi ate usage fl ag/on-usage-end return flag setting
process of setting the i nmediate usage flag 843 and thel> ﬁ‘fﬂ;&&géo%d
return flag 844 of the license header 84 of the LD 80b to be issued to
predet er mi ned val ues (52105) and further 30 executes the on-right-I|apse
return flag setting process of setting the on-right-1lapse return flag 845
to a predeterm ned value (52106) so as to generate the LD 80b to be

i ssued, and then -55 15 Novenber 2006 returns to the main routine as
shown i nTgfiyesp7Oly Q’IEEU‘GS@THZ 'tlnmnﬁzwltthsrmMenbcehseseﬂﬁeotwermermdt he

medi at 8 ysges L2 M ettin rocess 52105) as
IshownI | nQFl g. Zgﬁh g-/F gg%tge;bgt %&fhﬂﬁ"ft §!q1b I ’g? Bs. V\Héé( éﬂ’ t%]e LD
to be igenetasiooul dnite 24bd expmmtiest ahe Qfo—w-léﬁééll)LD TheRelaElgRENt IS

made based on the term nal capability included in the LD i3Ssue request
70b, forPEXGMPFe. Wien the LD 80b is used imediately because the terninal

it f
coture of ok (VO EPLIS SR MGl SHOGAE fRe RiirAndRES iMhanBedr at o
\ 1(122%52; Ita(:g-tzerlsmed ls@tgenleeatmg} psagessr((SZ(%OBI)raé |S$@Wﬂ inRe r?zlr eq;“hr ed"
an Su e as snown I n | e ot her
- hand, when the[rr\_EHé%bs'ﬂl E' fnég L@ lﬂ@nQ@'ﬁJQBdUﬂ#ﬁg%ﬁ‘at@F% t f&t§use t he
term nallu@@@@@ldathyagéotmﬁte‘éﬁwwh kA oet 1BORHIEA iS55 brﬂ@tfrbh PR

~ secure clock in 52111), D generati on uni ges mhe?her or
not the L@%%lﬂaiabéatabﬁéwnéabaastLtB‘:%}hjtofbehssumigeseammﬁ) Mohes

bo28 2 ey, ARELE beErdlfh uiie’ eabl Stotes MG e nskel St the
fTag o(t?%‘?‘é?"t??‘?? P Uooasoaaaty 22 A respEe Ry batheRENSe S . 19200
(S2114) , IDaﬁd”r@tﬂft Eher GORFRNE Bt 842 06 the Bnonsa hegidgr 849%f thetlH? ot her
[‘ﬁgdLD""‘gﬁﬂE B<h %ﬁsﬁﬁe’i‘f)ﬁ%ﬁ?g gﬁ? @nteift §82-9htion WS FRAR d€nsa S2113).
_ data 222b as the content decryption key 89 of the LD 80b, stores
15 the original usage rule (license effective period and permitted
reproduction time) of the license data 222b as the original usage’
rule 85 of the LD 80b, and stores the original -usage status of the
license data 222b as the original usage status 86 of the LD 80b.
Next, the LD generation unit 24b sets the terminal usage
20  status 88 of the LD 80b to be issued to “0” (S2102). |
Then, the LD generation unit 24b refers to the rule table 22c
which has been explained using Fig. 22 (52103), and sets the
terminal usage rule as the terminal usage rule 87 of the LD 80b to
be issued according to the referred rule (S2104).
25. _After setting the terminal usage rule, the LD generation unit
24b executes the immediate usage flag/on-usage-end return flag
-setting process of setting the immediate usage flag 843 and the
-on-usage-end return flag 844 of the license header 84 of the LD
80b to be issued to predetermined values (S2105) and further
30 executes the on-right-lapse return flag setting process of setting
 the on-right-lapse return flag 845 to a predetermined value

(52106) so as to generate the LD 80b to be issued, and then
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I medi ate usage flag to "OFF", sets the on-usage-end return flag to "No
return required” (52115), and returns to the subroutindS¥ovesheiA0in Fig.
29. Fig. 31 is a flowhart showi ng the subroutine in the 30 on-right-I|apse
return flag setting process (52106) as shown in Fig. 29. The LD generation
unit 24b judges whether the maxi mum of -56 15 Novenber 2006 the renaining
usage rul e cal cul ated based on the original usage rule 2224b and the
original usage status 2226b is included in the term nal usage rule or not
(s2121).F 5 ke thexMaim teutine asesROWmin figgeF.ule is not included in

the on-ri gnt - 1108 306 i 8 flouERTE CRhon e, BB ST hlEhe T SMer
(S2122) ,imamkdiateuusage flag/ominsagetend asteheWiagnsEtting2 proldesset s the
on-right@gia return fla ?_45 50 "Return required” in order to secure the
way to r Sﬁeaﬁgt&wpi'g'h 9.t 2Pme usage right remains 10 because the LD
80b has a dou I i : h Laum of
the Damaining | G aoL O Uit SR P {0803 WS tHRR T TR DL P
S2121), lssu@dL@gagrébatmmdmmmemateb/t ertot (B211dht - Mrisqudegmentf | ag 845

Cout i e BN basior the (A cababiit) inaliads dhuthe LR iSused s |
~descri beéqatwmembt,rmr@csméatiWhéwi@%ﬁ(bsgglgggﬁs@aeiﬁméa%ﬂ?ta to be

issued fromthe |license data database I'n ot her wor it
del et es DafaYse dhecterminahcepabilibhefsthe csest tapminait 30b irrdicebes20 80b

{0 DEnEEC R AoES" RaT"haNR 3, Yl o el B2 D T R S
data fr grarteheat_ibha.ﬂm@‘ﬂabetﬁlithéhﬁm@@ﬁteﬁﬂéﬁée(ﬂ%%ftb“‘QDNh,esé@ﬂﬁ'ée dat a,
the LD generation unit 24b 25 sends_the generated LD 80b to the user
ter mi naPradtsage-emd return flag to “Return required” (S2112), and
returns to the subroutine as shown in Fig. 29.
On the other hand, when the LD 80b does not need to be
15 used immediately because the terminal capability of the user
terminal 30b indicates that it has a secure clock (No in S2111), the
LD generation unit 24b judges whether or not the LD should be
returned at the end of the usage (S2113). This judgment is made
based on the details of the on-usage-end return flag 2222c¢ as
20 shown in Fig. 22.. When the LD is returned at the end of the usage
(Yes in S2113), the LD generation unit 24b sets the immediate
usage flag to "OFF”, sets the on-usage-end return flag to “Return
required” (S2114), and returns to the subroutine as shown in Fig.
29. On the other hand, when the LD is not returned at the end of
25 the usage (No in S2113), the LD generation unit 24b sets the
immediate usage flag to “OFF”, sets the on-usage-end return flag
to "No return required” (S2115), and returns to the subroutine as
shown in Fig. 29.

Fig. 31 is a flowchart showing the subroutine in the

30 on-right-lapse return flag setting process (S2106) as shown in Fig.
20, | | |

The LD generation unit 24b judges whether the maximum of
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comuni cation unit 28 (S2007). Note that the LD 80b is sent after deleti ng
the license data here, but as a variation of the second Netssehergf®6 the LD
80b may be deleted after sending the LD 80b to the user term nal 30b and
30 receiving a nessage fromthe user termnal 30b of its receipt of the LD
80b. In this case, LD 80b can be reissued securely even in a case where
‘the LD 80b is corrupted in the mddle of transm ssion -57 15 Novenber 2006
t her eof t failure of the trangm ssion channel, 40 or the |ike. Upon
ocer ot SHE cindi i Ushde s, (RETRLEE BRsadonBrtne Ri0iialo6sa08s 1 ho
comuni qalleoR 20 a¥ld the28P@inal Msdde Ra0HES326p 4N hie
term nal 30b_judges whet her %e 5 ini%%i at e usage PI Egi%ciggi@sa gitt !téo
or not (rood)al Wsage Kele iombeital(S2d2dge fWheB4hea snastmsen ob theN' as a

| ] i hat,S. wh he _i nmed;
rag  adsrhefoind R b€ s BoRAREH At the sel i RablSadi BUI€ kol s sfved
LD 8Bb iin Skl 2D)dattabash gederabdHOunitAfieh &b ,tﬁﬂ%ﬁi%ﬁgﬁﬁﬁgﬁsgime

uni t 304b noti{:iestr]_f1 ser § via the QJ 313 that t

hD 30b iretUERpi eG4 o é?ﬂs!-m%obmac&{ﬁwmu pequpiiest’e§52 132 },hanst hfer i
, H H 4 H . n 1

FUdghent LYoas; YOCRRGol el 28Enggad Shok T Tl 20anTh 2R thhe”

recei ve®n-wigbb-lagseheetunn efiaguSf/ to-\Reger ydgnEnédUnin G@fdr wbot hout
storing it in hge LD dat abas& 302 and, causes the content usage/ no-usage

b, .
j udgment & Mg aBay fo-keuse dhe,Usage Eight Edhsiysaasnrigiicesmalns
replr@du@ezmdmtﬁ@anso%Sﬁatgi%%fgi%igaga}ssﬂr@cw (S2011). 20 As a

result, it is managed so tha tored In the LD database 302b
when the user Qrertfienaithddb hiasd a veleenr the | maxiamdm tdfetheqoémminibg80b i s

coneure R Huik 55 itdIBReH 1%5R B8 mi R RuhaE e, e i BRT
prevent ele 125 gBnkRatioirhehihaah sehgthd ohsrigiftdtspéd retBPn 28§34 S2004
of the LD 80b to “No return required” ($2123), and returns to the
15 main routine as shown in Fig. 27. _ _ ‘

After generating the LD 80b to be issded as described above,
the LD generation unit 24b deletes the license data to be issued
from the license data database 22b (S2006). In other words, it
deletes the license data which is the source of generating the LD

20 80b from the license data database 22b.

Note that the user ID associated with the license data to be
deleted may be deleted together with the license data from the
license data database 22b.

After deleting the license data, the LD generation unit 24b

. 25 sends the generated LD 80b to the user terminal 30b via the
communication unit 28 (S2007).

Note that the LD 80b is sent after deleting the license data
here, but as a variation of the second embodiment, the LD 80b may

_ _be deleted after sending the LD 80b to the user terminal 30b and
30 receiving a message from the user terminal 30b of its receipt of the
LD 80b. 1In this case, LD 80b can be reissued securely even in a
case where the LD 80b is corrupted in the middle of transmission

user
n O\rl
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that LD cannot be issued, the LD acquisition unit 304b receives a LD

no-i ssue notice fromthe right managenent server 20b (SEON@yember A0@thi s
case, the LD acquisition unit 304b notifies the user 8 via the GJ 313
that the LD 80b cannot be acquired, and ends the 30 processing. Note that
the LD issue request 70b is sent via the SAC established between the
communi cati on un|t 312 of the user -58 15 Novenber 2006 term nal 30b and

the co 12)@8 of tqr’}e ri managenent server 20b. Next, a
cont ent ﬂg‘%‘f% u ildge Wﬁgl’ﬁ'ﬂﬁ@lﬁﬁﬂn chanfielA0 Ionthe diksduces a
tent tral { t 1b of
The sacond. Q?m‘%ﬂ’?ﬁe"*ﬁ‘f%‘ﬁm EhELD 80L e R Ahel b PN crart o

Fig. 32.5€nver 320bs vaaf Itbﬁcrmmnshnmam;onhejrﬂbeBaQI qrsm0891,e drnt bt
d h f |
when 10 ¢GiIERTCRR b B the Uit Tniansobyid s SabethpmThe) bot s
one Bontienmadiatk erg\erfua;%rsms s@gee%@dm? Q%gaontwﬂ gﬁéa 60
in a

~stored i,n the content database 301 displaye |st fform” on € content
repr odudfMBIediate Yspgen flag &hduis mmtese,hlm“lcsi‘d”aazsla/a'tesdllb)oﬂ bkecl i ck of

th th t ent duct t t
nel udi g nert G 520003 MAgL ise cubepc e i madlats Usade et o the
LD ach|8343 iissetrtiot"GBEY, vhe LD h@qﬁllkltmurﬁf'dﬂjb@téf@s eR8Rtkived

r epr oduct og roce e ted. Upon recei pt of the content reproduction
mstrucﬁ'll% 95 é’be [Ii@ Gé’éfﬁ%@sxﬂ 34X R03M), tﬂéterorthelﬁt theadd) no- usage
| visrenacquisitoRRLGaTDARS YRR ENEGEE: o 512 chRcat §99 nifipspgl ol o

with the content which the user abase
302b or atsiiggien Of thandd 8k is esipleted, dasd fiaf?ﬂzlsl—ﬂw@@_ﬂl) R quUSitidh dat abase

25 302bprbg%s%ontent usage/ no- usage Judgrrent uni t 308b passes t he
On the other hand, when the immediate usage flag 843 is set
to "ON" as a result of the judgment (Yes in S2009), the LD
- 15 acquisition unit 304b passes the received LD 80b to the content
usage/no-usage judgment unit 308b without storing it in the LD
database 302b, and causes the content usage/no-usage judgment
unit 308b to execute the content reproduction process of
reproducing the content associated with this LD 80b (52011).

20 As a result, it is managed so that LD 80b is stored in the LD
database 302b when the user terminal 30b has a secure clock and
the acquired LD 80b is consumed immediately when it does not
have a secure clock, and thus tampering of reproduction time or LD

| on the user terminal 30b can be prevented.

25 On the other hand, when it is judged in Step S2003 or S2004
that LD cannot be issued, the LD acquisition unit 304b receives a
LD no-issue notice from the right management server 20b (52012).
In this case, the LD acquisition unit 304b notifies the user B via
the GUI 313 that the LD 80b cannot be acquired, and ends the

30 processing.

Note that the LD issue request 70b is sent via the SAC
establlshed between the communication unit 312 of the user
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content 1D to the LD acquisition unit 304b, causes the LD acquisition unit
304b to execute automatically the LD acquisition procedsN r 206G i | ar
to the LD acquisition process as showmn in Fig. 27 (52202), and judges
whet her the LD 80b could be acquired 30 or not (52203). Wen it is judged
that the the LD 80b could not be acquired (No in 52203), the content
usage/ no-usage judgnent unit 308b -59 15 Novenber 2006 notifies the user

$ via th GUL 3% bhat t he content cannot be reproduced, and ends the
cont ent dT'b'&lﬁ t POP pRBcesthe otamadbiatiaandinii t48r afheiha heidhtexi st s

LD 80b i mamggbedtisthyee 3080 (Yes in 52201) or when acquisition of the
LD 80b is 5 Succeeded by executing the LD acquisition process (Yes in

52203), the coNextit asegbtent useprodudgoentpnoddss3dab whidbethe tuser

r ef er encg, of the LD 80 et he nt ent can, pe
reproduce rﬂ:r‘% tjt?[ga]%)(i‘sc’d%‘ﬁ ? utghERl |‘é5'r?eﬂjénﬁn éﬁbré‘f‘ewe%c@'g"f@ t he
liceBse edhtent \Hshebuerb® &y steeh tie d?efﬁetéf@&ﬁépéﬁﬂ}&it'nﬁ’@n@%ﬂl Be 872 in

the term na] .usage rule 87, and the termn usage status 88 In the. LD
80b. To ®¥PlRINE B@Elfretfer{iﬁ@ectmtthﬁtﬂousﬁgiﬂtn@ftﬁsggéa udgment unit 308b

j udges that t C ty Cﬁt;)‘lw e when th e t W t hin
the |license e]tlﬁ cﬁ%gg per O&JP@‘;& %@ﬂﬁ%ﬁ%ﬂ%o&mr @aqj‘iﬂg%&ornet&q%ng t he
- val ue strapwductiént ppotessi nal usage status 88 fromthe value stored in
the permtted reproduction time 872 (this value obtained by subtraction is

herei nafter r&frd dHENY! §F§€eﬁsasr%\i"ﬁl Hy Rigr R Bafonexpmpleswhes | arger
fhapg| othd BserE RGeS a "REYEdR BoENT GNP B, Bfla SEiddtE LD 80D

has expired or t e 1S no refaining termnal UuSa t ent
.usage/ n@ﬂ&&@@tﬁﬂdiMChdmwvaﬁﬂ‘b tpu@m)dm@é fr@heamahgnth@@@mem@e

52509 - dire PUeharad Iy dchateit detabase 50dqubRIRueRain BHiSt thie of ¢ he
Sgl Lleglhfgrl %Igézdtilﬁtr%ﬁfr‘géwggh%tld?ﬁwéﬁur§&'~éér‘i’q1ot°§h89\}n e hidhis! f the
activated by the click of the “Reproduce content” button 54b, the
15 content reproduction instruction including the content ID of the
selected content data is inputted to the LD acquisition unit 304b via
~the GUI 313, and thus the content reproduction pi'oce?_;s is
executed,
Upon receipt of the content reproduction instruction from
- 20 the user 8 via the GUI 313, the content usage/no-usage
judgment unit 308b examines whether there exists the LD 80b
associated with the content which the user 8 wants to reproduce
in the LD database 302b or not ($2201).
When there exists no desired LD 80b in the LD database
25 302b, the content usage/no-usage judgment unit 308b passes the
content ID to the LD écquisition unit 304b, causes the LD
acquisition unit 304b to execute automatically the LD acquisition
process which is similar to the LD acquisition process as shown in
' Fig. 27 (S2202), and judges whether the LD 80b could be acquired
30 or not (52203). |
When it is judged that the the LD 80b could not be acquired
(No in S2203), the content usage/no-usage judgment unit 308b

-59.




usage/ no- usage judgnment unit 308b notifies the user 8 via the GUJ 313 that
the content cannot be reproduced, and ends the cont entlyNpvreothee 20@m
process. On the contrary, if the value is "Return required", after
executing the LD return process of 30 returning the LD 80b to the right
managenent server 20b (52232), the LD return unit 305b returns to Step
S2202. Such a case occurs when the effective period of the LD 80b has
expired without  -60 15 Novenmber 2006 reproducing the content or the |ike.
On the oPfiEfiambhe Wseh EheiaothenGUls3dd tbatidhee coniggtenanonitt b808b

~jud t ; t i S2205 th tent
ety 'aPradFedRoaRl ofile Hie BRI EeradiSiiofBracest s wants o
reproduce frornltbecstiiemhandgteithes WARN(ERFRRXish 1D d018iHeREMM i On key

acqui sition unit 9 acquires _the content decryption key 89 fromthe LD
805 asctratiese a4b (FESdonben0thorvina ace atinamot the Lo GRise

OF the CanSaeaen Dy Exbeutt tRe E0a aaIRIAbhCRr o5 A Vi D 28 0dc rypt &

t he encriifit e@ﬂtﬁm@msw@moggsggmjud@ﬁmt w?t dtBO&tﬁSﬁ.a@@EésV\Wifh t P6311
t t . , n n r r n n

Copr odud STEFHREEID Y etauls B abe, 1 RO Wiiaertes eamisintuean B0

(52209) reprotfuced 6epoe(S2205)0f ThE At Thiatte Wien lerHPe?tﬂée@ uni t

306b judges whet her the content reproductTon me has reached
per i tt £8 ¥ lisense effective peniod 8322000 thEhperinitige repredudtitm based on

Lotho, s B2t Le il uSa8s PulfiRheans Fbpr BatEunsh 4338 ol ocked
by a sestatusi 86r.inl thet hey BOLIS, 76 bhe rhypged Egﬁ?@, é"“ébhfémf he total

of the cunul ative content reproduction tine stored in the termnal usage
status H524R NdIsagepjedaenedh Wnie 308 iedgeyg that theecohsentezohed t he

ot e BN R HEOLE SRR R 6181 Rerll erfiefflen 1 o

period 871 and a value obtained by subtracting the value stored in

~15 the terminal usage status 88 from the value stored in the permitted

~reproduction time 872 (this value obtained ‘by subtraction is

hereinafter referred to also as “remaining terminat usage rule”) is

larger than “0”. In other cases, namely, when the effective period

of the LD 80b has expired or there is no remaining terminal usage

20 - rule, the content usage/no-usage judgment unit 308b judges that
the content cannot be reproduced.

When it is judged that the content cannot be reproduced (No
in $2205), the return flag judgment unit 307b judges whether the
value of the on-right-lapse return flag is “Return required” or not

25 (S2231). If the value is “No return required”, the content
usage/no-usage judgment unit 308b notifies the user B via the

GUI 313 that the content cannot be reproduced, and ends the
content reproduction process. On the contrary, if the value is
“Return required”, after executing the LD return process of

~30.  returning the LD 80b to the right management server 20b (82232),
~the LD return unit 305b returns to Step $2202. Such a case
occurs when the effective period of the LD 80b has expired without
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a result of the judgment (No in 52210), the LD update unit 306b épudges
whether or not the user $ instructed to stop the reproduNevesber2@0& he GUI

313 (S2211). Wen the user did not instruct to stop reproduction (No in
S2211), the content 30 reproduction unit 311 is allowed to reproduce the
content. Wen the user instructed to stop the reproduction (Yes in S2211)
or when the reproduction tinme has reached the permtted -61 15 Novenber
2006 reproduction tinme (Yes in S2210), the LD update unit 306b stops the
content Féproducinortheseanntandthedikeées the current reproduction tine

cl ocked by thetiner (52213). Then, the LD wupdate unit 306b updates the
details of theofbn‘%tﬁ) 8568" bangl,r swheducthr) cantesht ssegedPBrASagR be

idit ; & ' t nal tatus 88
The: comaromehbUne SominlagdRs’ R te| ottt KB b s el e
cl ocked byestHe $2/65),0nbe cpaientgdeiteypEior henitD 310 uaoquivds 3BEb

{ = - t f t ' the LD 80b t
the’ 31 ForpEent WRICHBHE WK, o hantsnsS Goratiace STom e iR Ttedoan.
execut esdabebapeus@yef$2006)| anssd, A KE S IRIGH deéJy isit%nr Ghi Ni ng

u

.
t he LDrrggB whi ch cannot be used for content " 'reproductioh to the right
. manage 9s acrdtreppthe gensenhgdereyptorD leoh 89ofirame the dd aBébe 302b

(52215) , g g6lc ; e ' e e eproduction process. Next,
t he on- ué']sage-ﬂgaL%m&eFﬁrené@%%gwwsﬁgg}ﬁﬂl Fég. angs to Ir?pﬁgaé')?ﬁl ai ned
wi'th ref(@2267)tand passehat toithdicontddt FeeryPBohsuaiff Bagghart showing a
su Buti ne of ,the 20 on- usc&ge-end LD return process (52220) as shown in
F.Sf 32.  The YR?Qr FEEEWY jAld§hencomtentadesryptiges ket hbe wontestue of

el odE R e 910) S0CEAASSb AL B8Ry AR B lage.enc
return fthey @ntant 'datiabase S01r edth the 26nkbntedetpyptich &SP gsecut es
the LD r(@ﬂ@t}ﬁ’,r %(iﬁeésthoéc croer{tlérnncl-- ?8ptr38uction unit 311 reproduces the
content decrypted by the content decryption unit 310 (52209).
15 After reproduction of the content starts, the LD update unit
306b judges whether the content reproduction time has reached
the permitted reproduction time or not (S2210). This judgmentis
made based on the permitted reproduction time 872 in the terminal
usage rule 87 in the LD 80b, the terminal usage status 88, and the
| 20 reproduction time clocked by a secure timer. In other words, it is
judged based on whether the total of the cumulative content
reproduction time stored in the terminal usage status 88 and the
- reproduction time clocked by the timer has reached the value
_ stored in the permitted reproduction time 872 or not.
25 When it has not reached the permitted reproduction time as
a result of the judgment (No in $2210), the LD update unit 306b
- . judges whether or not the user 8 instructed to stop the
reproduction via the GUI 313 (S2211). When the user did not
instruct to stop reproduction (No in 52211), the content
30 reproduction unit 311 is allowed to reproduce the content.
When the user instructed to stop the reproduction (Yes in
S$2211) or when the reproduction time has reached the permitted
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. LD 80b to the right nmanagenent server 20b automatically (S2222), and
returns to the main routine. On the other hand, when t hb> Novamhergp0q ne
on-usage-end return flag 844 is "No return required", it returns to the
main routine. 30 Next, the on-usage-right-lapse LD return/delete process in
S2215 in Fig. 32 wll be explained with reference to a flowhart in Fig.
34. -62 15 Novenber 2006 Note that this LD return/delete process is a

process for 4$|dgi_ng whet her LD 80b is invalid or not, and returning the LD
80b to FRRFIFYREIORaRGEnERS $ar9e2 180h e d& etpdafe unih&O6hk stepsnval i d.

Fig. 34 {1 ah ar ] h ti [ onpysage-right-| apse
LD returﬂn' deFé{‘gE@?ocﬁg@wM Z%@F! $ﬁdFrbgéqn§fgsTﬁbléLﬁ#§ﬁ; uni t
306b exareprd uEbetime odckded bprm@rttiniémgmwgsswetmetﬁedwi e
(expiratio &i rre)n. f égg | i cense effective period 871, nanely, the |icense
ef foct | VePaEE olinib 30ebnapdains dhe Wietaileref dhee LR 8RB Uskihsr

effegti ' | a t 80 3 ; SERL tinme
has %ot Vf/éewdalg‘ge gt#ee' e%r?fjﬁtt%inﬁet%?zlthﬁe’ Iﬁ-g(eﬁs%egi%'f%c |€/Celrf%§rﬂﬁ)§ g 1 (Noin
52302), tﬂméaE@w}iaa&&Ghrﬁa’cs a8 ieraiged wéey bastaths 8&the auimuthetivei gi nal

usage st ' the tar LD 80b has reached the val ue of,the
Coroe s ot BBralhed fy' Bdhg e PuRbent Femrer UCHRN EEnBoHOSKeLbY! | be
used wheihd bignepl ue of the original usage status 86 has not yet reached

the permtted reproduction tinme as a result of the judgnment (No in 52303),
so the LD ret @RCQMRAaUBE deid D nthehDoeterormiids3@5b execwtas thehout

t ' ' h t her. h h t ti
nact Das ey s SRATLRLFefiirl Phaceih oterebifiing o P BAp RoRERR, "s2302)
and wheighbeneatagenfernthserviedi palb gmzey,atam Shdasr paahef dmie
permtt eproduction tine (Yes in 52303), the LD 80b cannot be 25 used.

So, the le.r@m?%e? khgneRt UsADe-Bght-jase . irethen/datete process
of returning the LD 80b which cannot be used for content

, reproduction to the right management server 20b or deleting the
15 LD 80b from the LD database 302b (S2215), and ends the
- operation of the content reproduction process.
Next, the on-usage-end LD return process in $2220 in Fig.
32 will be explained with reference to a flowchart in Fig. 33.
| Fig. 33 is a flowchart showing a subroutine of the
20 on-usage-end LD return process (S$2220) as shown in Fig. 32.
The return flag judgment unit 307b judges whether the
value of the on-usage-end return flag 844 of the target LD 80b is
“"No return required” or “Return required” (S2221). When the
value of the on-usage-end return flag 844 is “Return required”, the
25 LD return unit 305b executes the LD return process of returning the
LD 80b to the right management server 20b automatically ($2222),
and returns to the main routine. On the other hand, when the
value of the on-usage-end return fiag 844 is “*No return required”,
_ it returns to the main routine.
30 Next, the on-usage-right-lapse LD return/delete process in
S2215 in Fig. 32 will be explained with reference to a flowchart in
Fig. 34.
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LD 80b needs to be returned to the right managenent server 20b or not with
reference to the value of the on-right-lapse return fl akp Nevwmbst 200fe LD 80b

(S2304). When the value of the on-right-lapse return flag 845 is "No
return required”, the LD update unit 306b 30 deletes the LD 80b fromthe LD
dat abase 302b (52305), and returns to the main routine. On the other hand,
ei ther when the value of the -63 15 Novenber 2006 on-usage-end return
flag 844 is "Return_required' or when the value of the on-right-|apse
return flag is OE&W%‘: &éﬁ%i LRy returp/deletgydiosessi s epresessities the LD
return ' h& t h [ ver 20b,
and 1ot 0 pegr Whetier B0 iraIEor RofcSpl it FREHERELD 8Fb

r et ur ni nkP LR gBht Managemestsersem 2Gh o3heletind & wihahi itnisriagatknt server

20b in th digi.t al tent distributi yst | b t he. ond  enbodi t
WT1 be oxpl aitd8a B of e HRERERYs SPOiAr the nSEOSOLSIE 107 HEGS 95 T &
fl OV\Sharansmlga\gagri%m-mﬁeﬂ_@'}eitﬂrh?éekﬂé ?TrHEéss pC;S’f%g\SM)' #"s@ld\}@ﬁ user $

clicks g "Return L button 55b on a nenu creen as s g. 28, for
exanpl e,IMaffsélects one LD 80b which he wants to return from anong the LD

80b st d.i di_spl d i i st f t he LD
ret u?no:rgnul niﬁ%e@n%’%%ﬁmﬁ@r %?chigﬁégqﬁ b’ghgﬁhlﬁi Pﬁce)kgtioglﬂ‘? '?he LD
~return presentctirme has pdissed hd esmd NEné Qdx%piraBidit aimid) ot BgeLD

return unit 305b via the GU 313, and thus this LD return i'nstruction is
execut edCHBIFecld¥e; Berigd @il pamselynthaskicense effecsivia meriedr $ via

and Sende F e eRBREMith YarEreicd (R Bishes Brisee R metiaf 3 en:
server 200the darget tOBOH (SA302nit 312 (S2401). 25 Here, a terninal ID
held by the t?\rlﬁnérqatlhé [;))/rteesrerﬁtnﬁlme has not yet passed the end time of
the license effective period 871 (No in $2302), the LD update unit
306b judges whether the value of the original usage status 86 in
15 the target LD 80b has reached the value of the permitted
reproduction time 872 or not (S2303). The LD 80b can still be
used when the value of the original usage status 86 has not vyet
reached the permitted reproduction time as a result of the
_ judgment (No in $2303), so the LD return unit 305b ends the LD
20 return/delete process without returning or deleting the LD 80b.

On the other hand, when the present time has passed the
end time of the license effective period 871 (Yes in $2302) and
when the value of the original usage status 86 has reached the
permitted reproduction time (Yes in $2303), the LD 80b cannot be

25 used. So, the return fiag judgment unit 307b judges whether the
LD 80b needs to be returned to the right management server 20b
or not with reference to the value of the on-right-lapse return flag
845 of the LD 80b (S2304). When the value of the on-right-lapse

- return flag 845 is “No return required”, the LD update unit 306b
- 30 deletes the LD 80b from the LD database 302b (S2305), and

~ returns to the main routine.
On the other hand, either when the value of the
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capability storage unit 303b is set for the termnal 1D 92 of the LD
return request 90b generated by the LD return unit 305bl5 Nawembsr 20%ent i fi ed
according to the LD return instruction fromthe user $is set for the LD
93b, respectively. 30 Note that when sending the LD issue request 70b, the
communi cation unit 312 of the user termnal 30b and the comunication unit
28 of the right managenent server 20b -64 15 Novenber 2006 establish an
SAC. Upon receipt of the LD return request 90b, the user identification
unit 23 oeh-uksagd-gmnd metaganfiag S¥4eis 2Retudantédiured™ be wren rde | D

I ncl uded,, i he LD retur uest 90b (532402),.5 After identjfying the

t er mi nal V%Bfétq(i:etHU?sQﬁﬁrb@ﬁ{“ﬁg%ﬁﬁ%ﬁ‘rﬂnﬁ?g "RebiEy raae fttﬁ'@ E@ent i fied
t erm nal ybdate sha ' rehe RO ' s noten Wit h
refer encebt 0 the 8{5g@)ﬁﬁf‘rﬁx‘%ﬁ:ﬁd&??&h%%@ﬁﬁ%k@%@%)&? ﬁgﬁh{ﬂh@ tthg'r m nal

I D i ncl ubiBd8i0h theth® rightrmanagesiembiserveri 20bptarsd aretdirns thidheser

i nfosmat' nd%ﬁﬁfﬁ e 21 (No in S2403), the user identification unit 23
considers the user as an unauthorized user for this digital content

distribution siekemthe L&ndetainlpescéde dfsperd@iifigheD b thgin tthe LD
cannot be returned. Wien the termnal ID 92 includéd in the LD return

r equest 9 G ngeE Manegement dieriers ifiydoei n
ugeroyminak Gy ta thee right 20h1 ifvdh
S2403) , ' A i | 3;acquines r | at ed
wth il EBnene IS ARG dsiern: 1BCBT LR skt BinbRaMRHf Ga o
uni t 27bwilUfen exqdaimped ofithheeferemdedtotdi €ldWchpdatig Eigl,t327b updates 20
t he {)i cense d?!:t.a iick uded in th D return request_ 90b %52404). Thi s
updhPe is exe dgeﬁf’ﬁ fh Omhﬁn #’@%ﬂﬂé‘rﬂe peerakigmin thedeD etafal ysi s
unit 26p@jradszes the LD included in the LD return request 90b, and

acquires a part necessary for the |license data 222b managed in the |license
dat a dat abase Whien therisgr thecldsks actstutrDLDNeuttor 65t bR,a thenaont ent

decryptiQneks ast BioRn Jh"Eg. 28, for example, and selects one LD 80b
which he wants to return from among the LD 80b stored in the LD

15 database 302b displayed in a list form on the LD return menu
screen not shown here which is activated by the click, the LD return
instruction including the terminal ID is inputted into the LD return
unit 305b via the GUI 313, and thus this LD return instruction is
executed. ' _

20 Upon receipt of the LD return instruction from the user B8 -
via the GUI 313, the LD return unit 305b generates the LD return
request 90b, and sends the generated LD return request 90b to the
right management server 20b via the communication unit 312
(S2401).

25 Here, a terminal ID held by the terminal ID/terminal

' capability storage unit 303b is set for the terminal ID 92 of the LD
return request 90b generated by the LD return unit 305b, and LD
‘identified according to the LD return instruction from the user B is

, set for the LD 93b, respectively.
30 : Note that when sending the LD issue request 70b, the
~communication unit 312 of the user terminal 30b and the
- communication unit 28 of the right management server 20b
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usage rule and the original usage status, fromthe LD return request 90b
first, and then acquires the ternminal usage status from5 Newembor g@@turn -
request 90b in order to exam ne how the content was used on the user

term nal 30b. After acquiring the term nal usage 30 status, the LD update
unit 27b increnents the value of the original usage status acquired by the
LD anal ysis unit 26b by the value of the term nal usage status so as to
update it into the incremented -65 15 Novenber 2006 value. After updating
the |iceaskalddsh, anf®ACD update unit 27b stores the updated |icense data

in the IicenseHdata dat abase 22 (52405). This storage is made by
referring to tHEIN cERSRIPEaRf $heatbBaseturn mrauest ROk, r taer disarcl udi ng

Lhe_useriddueseibn Ut ST GRER hoERIARACUaEeP30ia e stfes™, | 1°

updated license data in the record inc
stori ng e tareeinal dar inciudete ini teaskDdatturataprst 99 (Se10D) updat e

unit27b d 1 | etion notice to the 1
Lol Sob A IeRATMIRB BB inal 155 This kisey idepsiticagienmntii { he LD
f o . o N oo) .1 - s

return @3cGerkge9Whethen the icreﬁhwfuédl Eggrgﬁggwiﬁ ??E@%‘%@Qoﬁ’?‘%g‘%@e

return ynit 305b of the user termna el ete e del eted
from t hdNfermatdanayiatatmse 282407)nothewith heefdbermeairto uthe 30%r

notifie | hat return of the LD 80b is

conpl et ngéhg'ré&ﬁéﬁdéaﬁgaéé?cﬁgzg@& t he ot her hand, upon receipt of the
LD no-return MWhieretheiteriieral IDVIHERRD &8N Uk L@?ef@%@ghuéﬂe%bg return
unit 305b 20 notifies tbhe user via the GU 313 that the LD 80b cannot be

retif nedS Qb SEREEC: HE theowsesiinfomnatien detabasg 2hdNmiB0524d3 e
(oL on et Lot QO 2% CSREIART 0 e B e %eh? LD
r educed Unaasthoirizelds asaccimsehis digitedr ¥@ntenpatisttbublor &lyytemoip! i cense
and notifies the user terminal 30b that the LD cannot be returned.
When the terminal ID 92 included in the LD return request
15 90b is stored in the user information database 21 (Yes in $2403),
the user identification unit 23 acquires the user ID aésociated with -
the identified terminal ID and passes the user ID to the LD update
unit 27b.
. Upon receipt of the user ID, the LD update unit 27b updates
20 the license data included in the LD return request 90b (52404).
This update is executed in the following manner, for example.
The LD analysis unit 26b analyzes the LD included in the LD return
request 90b, and acquires a part necessary for the license data
222b managed in the license data database 22b, namely, the
25 license ID, the content ID, the content decryption key, the original
usage rule and the original usage status, from the LD return
request 90b fir_st, and then acquires the terminal usage status from
‘the LD return request 90b in order to examine how the content was
used on the user terminal 30b. After acquiring the terminal usage
30  status, the LD Update unit 27b increments the value of the original
usage status acquired by the LD analysis unit 26b by the value of
the terminal usage status so as to update it into the incremented
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I nformati on and issue requests of license information can be controlled
and thus demand for various types of services for cont Eniio be
satisfied, such as content usage control based on various rules and usage
results (for exanple, the details 30 of |icense data which is to be

rei ssued after returned are changed depending on various rules and usage
statuses such as "answered a questionnaire" and "used Atines wthin X
days") and collection -66 ----------- 15 Novenber 2006 of usage results.
Furt her n¥@li€t he | oad on the server apparatus can be reduced during

| dat ddi ti di to th d enbodi t
versacil e oxdanef oHpoEtay: LAE r%‘é%%%ca#a%seo‘rreeﬁ@gﬁfn@;a&nﬁn'ﬁfﬁ%@ i cense
5 data osltca-efsetwérupﬂﬁﬁéétﬁéeﬁﬁé t‘:leé (?FIUEH@Q e é:f%q:%‘ ‘dfatﬁﬁgg %ﬁb wor ds.

nanel y, fﬁ orrsr nal usage rule and a term na
even an {Pd8PPBdabl Ehignatesagei tSamddashgeretdremgnto e rhioewﬁs:ekbtaf it is

t t t t hi wh
CsuPng 7 sl el Waf i AL e AR BBEEE, ier' TouBhssEd ¢ and
sinpl e Usage theeusesefdentifidutiampinicapsd é'ﬁag%tbFirf‘geofhé hGP ij¢ggse data,

e

and the server at%parahus sets the generat ed usage r as a rm nal usage
rule. NJIER$RM] &hgi &P‘t?(arddﬁﬁ{léhﬂgdtbem&ﬂndhﬂdsmremlb of the

second enbodi e ru 2224b, 15 or the
| i ke is under 'l‘FEéér t#%'ﬁﬁz’g%mn@et%i@?a% % gﬁﬁl ﬁ%ﬁ 5{?& 555%39 fi t hout
sayr ng th%b Lthe ahDbeupplatieedunit t2Pbcasnddietifet N petgimaprosage rul e

JHE "Lé'ldke LS undter i_lhe managenent on the basis of the nunber of
IUPR; Ratice to.Eha ysRritermigal 30b s the ommugEasion 20
server 2MHiti2g t(Ig;szbg) tal content distribution systeml|b holds, as |icense
dat a purchased by a user, an original usage rule 2224b (10 tines, for

i nstance) and mrbregermr ofi ddnge LB aetwr?bi‘ﬁbessfhmﬂplﬂmoﬁ h@tlt?éigf% status

fﬂet Bger?ﬁtgégéﬁrﬁ‘urﬁ%g?%?hg%fgﬁfc hR'L fréthuernL[l)Jnrlts?ftl)JEbrgrgléﬁsétuggr? from
s terminal 30b deletes the LD 80b to be deleted from the LD
15 database 302b (S2407). Then, the LD return unit 305b notifies
- theuser 8 viathe GUI 313 that return of the LD 80b is completed,
and ends the processing.
On the other hand, upon receipt of the LD no-return notice
o via the communication unit 312 (S2408), the LD return unit 305b
20 notifies the user B via the GUI 313 that the. LD 80b cannot be
‘returned, and ends the processing without deleting the LD 80b to
be returned from the LD database 302b. :
As described above, according to the second embodiment,
not only the load on a user’s terminal apparatus can be reduced,
‘25 but also accesses to a server apparatus by returns of license
information and issue requests of license information can be
_controlled, and thus demand for various types of services for
content usage can be satisfied, such as content usage control
based on various rules and usage results (for example, the details
- 30 of license data which is to be reissued after returne-d are changed
~depending on various rules and usage statuses such as “answered
e questionnaire” and “used A times within X days”) and collection
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25 managenent server 20b cuts out the whole of the originhal usag rul e
2224b and the original usage status 2226b for LD 80b tol%Eb“?@§ﬁEQOQO t he
user term nal 30b which has sent this LD issue. request 70b, so as to

del ete the original usage rule 2224b and the original usage status 2226b
fromthe |license data database 22b 30 tenporarily. The right nmanagenent
server 20b generates a termnal usage rule 87 (1 time, for instance) and a
term nal usage status 88 (0 tinme, for instance) based on a predeterm ned
rule - 69f 153@0ditssrte006urthenriarsyi te tibad bndthe sergeerdEplaratiesn ont o

the LD 8 f ' Lssue.. | n.ot her ds, the LD 80b is issued using a
double-IgegrBés#%ﬁ%?%@éﬁfmpgh“E%@SSr&%FﬂdFSH§age rule 85 and the origina

usage status Bb.additioeacedriiitd tosa9e debdnd embddiffelde Veradtinsage 5
status 88. The.user .term nal 30b updates the details of thé term na usage

status 88XBRNsieNagbntentatyles casabe oealized byngeaerating densey t he

usage st oW th f t £ K ysage rule 87 and the
ter mSnaI aﬁgéég%wstéatségvgga?ﬁ?ﬁ‘ge\!%%%q%}ggé’gmédtw’?o R% Oreﬂ b’ﬁtage
managenerilesememel@p anherigiepl odagentilesa Ny e8Emingl gsabatrulBe Ugser
term nal _30b never refers to the original usage rule 85 and the original

usage stQHUS" $EOTGRefVaMEN (NERTipabie randaopmiplicatethdsepesoulesdmg a
doubl e- Ty atrotitiedd!ie i % 9ut aLoth JAASTNage AL fi0a URiiflifal D

return 15 request 90b. Upon recei pt urn-reque

- right rHPRgEaEns. sdnvthis20bsepadien issaiing fcaaseudat®, shatterhinahe

t I the term,nal indicated by th tatus, wth:
rot WoncipBat it AR, obRitEsadl il u$r08 w8 Dasackobr ob.
again { therdampiicaetltsdde rAgor Ak censt! Gha] HIRdhe GHMR22260 1N

the |icense data database under the nmanagenent of the right nanagenent
server APar@tus seis theegeneratetngsagaegaileuas d Senminahagalgy suld.racti ng

the original 4ga0e th8tFhYhd BP&&P%O?\EEﬂitnd&llstH%?ﬂleoﬁuslyestem 1b of the
second embodiment, the case where the original usage rule 2224b
15 orthe like is under the time management has been explained, but
it goes without saying that LD can be applied to the case where the
original usage rule 2224b or the like is under the management on

the basis of the number of uses.
More specifically, as shown in Fig. 36, the right management
20 server 20b in the digital content distribution system 1b holds, as
. license data purchased by a user, an original usage rule 2224b (10
times, for instance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt of the LD
issue request 70b from the user terminal 30b, the right
25 management server 20b cuts out the whole of the original usage
-rule 2224b and the original usage status 2226b for LD 80b to be
issued to the user terminal 30b which has sent this LD issue
request 70b, so as to delete the original usage rule 2224b and the
original usage status 2226b from the license data database 22b
30 temporarily. The right management server 20b generates a
terminal usage rule 87 (1 time, for instance) and a terminal usage
~ status 88 (0 time, for instance) based on a predetermined rule
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25 In the second enbodi nent, the user termnal 30b is structured so as to
return LD 80b to the right nmanagenment server 20b wit hoktNewmheede t o t he
original usage rule 85 and the original usage status 86 of the LD 80b, if
at | east one of the on-usage-end return flag 844 and the on-right-I| apse
return flag 845 of the license 30 header 84 is "Return required". However,
It may be structured so as to return the LD 80b to the right managenent
server 20b with reference to the original usage rule 85 and the ori ginal

usa?e -amem?suihng the-LDd&IEb}\laweiﬁéﬁ‘ibégQ&he?ﬁ&it}afb Bﬁgﬂ.ﬁ:)@l)d@%ﬁ'it%ative to
at |l east.one of .the renmoved, on-usage-end return ag 844 an

‘on-ri ght '954fse 1R{QF1EH W%S{}Iﬁ L[?rﬁi)bi'ée'ﬁéiée@at!élm,a doutHe-layesob has a
doubl e- | gpeicteireUCH T th inal &Y, r get d rn the LD
80b to the right 5 mnaggﬁebﬁ@igg! ver %%%Lam&t%gréﬁgrgﬁge&?ghﬁgaégpgi nal
usage ruSatuss8mdandethe itgrmihalisgeye uide 867 amdithe termanal eskgeat | east
of o &att%e @em)ved on-usage-end return flag 844 and the on-right-I|apse
return fTag 4§ of the license header 84, if the LD 80b has a doubl e-1Iayer

structure and The usef memeindlne0bOubeEiedl teUgensis ieth! clalgy Dased

on the original usage rule 2224b and the origi nal usage status bis
not i ncl{¥@aei ptatis §& Oy thie asaguntuot. adtualir usageabhetl2@ctdraninmen

obr oauanidieated B ther uERDENBRuSE MG RRRe RIS anly Rthg ke diinal  ©
on- usagedsager etier 87 |awd Whehterheirial beagr! statud 88 6T e Uggogopul e, but

thif S 'J ust aa fexam:le e. . Yarious rules are conceivable for the rules
deftQed r&F& Ved o the Bamanagemenyserver @mwhen seprbdutingned

based o t ' LN [ 3, i -rights] apse
return ﬁ\gga#{atlr%g{té ngtg%rfmﬁanglrﬂhgsggg‘-s%rﬁiniﬁéﬂﬁH{&&P(’ng?@'ﬁfa% i #aet he

set ti ng arfigirtad usageimde 85agwd theedgihabhusaye $1AUS 6! cRsEnUSRE. | N
additio i.n the seclonﬁggnbodi nt, the license data database 22b and the
rul e tab{SERAEIPIGl,, St Eg, LRt 80b having a double-layer

structure to the right management server 20b using a LD return
15 request 90b.

Upon receipt of the LD return request 90b, the right
~management server 20b updates the original usage status by the
amount of actual usage on the terminal indicated by the usage
status, with reference to the terminal usage status 88 of the LD
20 80b, and stores. again the original usage rule 2224b and the
~original usage status 2226b in the license data database under the
management of the right management server 20b. Note that the
remaining usage rule is obtained by subtracting the original usage

status from the original usage rule.

25 In the second embodiment, the user terminal 30b is
structured so as to return LD 80b to the right manégement server
20b without reference to the original usage rule 85 and the original
usage status 86 of the LD 80b, if at least one of the on-usage-end

-return flag 844 and the on-right-lapse return flag 845 of the license
30 header 84 is “Return required”. .However, it may be structured so
‘as to return the LD 80b to the right management server 20b with
reference to the original usage rule 85 and the original usage
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these two tables may be structured as one table. 25 Furthernore, it has
been explained that, in the digital content distributibnNexesmben?9d¥ of the
. second enbodi nment, upon receipt of the LD issue request 70b fromthe user
term nal 30b, the right managenent server 20b issues LD 80b having a
doubl e-l ayer structure including the original usage rule 2224b and the
original 30 usage status 2226b to the user term nal 30b and del etes the
original usage rule 2224b and the original usage status 2226b from the

| i cense sitasdaB@base @2baltmmpative | yo Howieast whehaft the6Fethoadenber

AT LI B L S RN R o SR B PIal EReR IR 2 ' it
does notthendiceiesd heald igh N tHeap 8IS Hal4P cg%bueyg@yﬁiesqmg yre2age

status 2226b. 5 More specifically, as shown in ri
manageneMso,siér ey bebstrucieatl got as teonetntn ¢het LDbB0boto ¢hst Hghttb hol ds,

[ i gi_ngl | e 2224h (10
hour?, "o age el SERTER A TutiEret@Ryiie farthe HHNMTG e the
usage st@5@ndihehmighvsl isagenalleI asPeRItaGRItveth 40R4R dlohasue
request 7 bttgromthe user term nal 30b, the right managerrent server 20b

cuts outofa {BEni FEMONEFe PM-dSgOE-BMHburreturer flag a adtdda theni nal

usage st - ' ey C r L gi us r.uke 2224b
and_t o 1o RE ehel FEL P agERIS thbPEHSE ealEl R e eI r o “the
user ter@fiimalhad0ba 1slodblek |dpsr sebtudthire Ldhdsthe rgrastumPbof aplde embeds
th on the_.LD 80b for itis issuia. q‘&ﬁ user term nal_ 30b updates the

det's? | s FEMEPHYNG USRS rulR £fcy gk af) améhesagipal dgaG8 rdage on
the terpamdp 4R4dI i h |t t t erm nal
usage 20 rul.g %@gaﬁgét éB%eérlmﬁﬁgp@dgg%%@%?gzu%\bég éﬁiﬁhgnﬁ%“égf} &cei ved
from t héernyhe! msagemede. server 20b when reproducing a content. Then, the

Lerng o b reT T i t8bld g nae beln' Sxplaified a5 8 1iia or defining 2*”
a license effective period, permitted reproduction time (permitted
15 number of reproductions) and an on-usage-end return flag which
are to be set for a terminal usage rule, but this is just an example.
Various rules are conceivable for the rules defined on the rule table
22¢, including, for example, a rule defined based on whether there
is an intention of examining an on-right-lapse return flag and a

- 20 terminal usage status and a rule for changing the setting of the
terminal usage rule and various flags for each user.

In addition, in the second embodiment, the license data
database 22b and the rule table 22c are formed separately, but
these two tables may be structured as one table.

.25 Furthermore, it has been explained that, in the digital
content distribution system 1b of the second embodiment, upon
receipt of the LD issue request 70b from the user terminal 30b, the
right management server 20b issues LD 80b having a double-layer
structure including the original usage rule 2224b and the original

30 usage status 2226b to the user terminal 30b and deletes the
. original usage rule 2224b and the original usage status 2226b from
the license data database 22b temporarily. However, withoth
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Upon recei pt of the LD return request 90b, the right 25 nmanagenent server
20b updates the original usage status stored in the | i Plee &0¥ut abase
under the managenent of the right. nmanagenent server 20b by the anount of
actual usage on the termnal indicated by the usage status, with reference
to the termnal usage status 88 of the LD 80b. 30 Also, in order to
execute efficiently the operation of the user termnal 30b for returning
LD to the right managenent server 20b tenporarily and then acquiring the
LD agai nded@gngpdihet iamiginaimusatie 15ulsod2déb 2006 theheorifimadt usage ocess

S2232 jh Fg. . the |} L. pf ' I ndi ' whet h
how LD R Peaf Thomdfienictnte daid dasabese nebros rervinsyratee
conpl eti pD BOY vﬂmiwuofersoﬁgfthﬁcmaamh@w n&ségg\/ﬁjmlﬁ@?z% bipgy user

terminal 30b in Step 5 S2406 in Fig. 35. In"this ca en the user
t er mi nal tRewniginabisposystgtu:i@d226bet urn process conpl etion notice that

new can bepi ' nt | e _ [.0cC i of ,acquiring LD but
V\henISPt S notwfoﬁ'%ﬁ%%itﬁ%ag fﬁlgﬁﬁ%’ﬁ]'%g‘:‘ﬂs?x&% {'%%eg‘mggmmte t he
processi sgreér A0hiiini tige rbigitdd. cdftdnt distriiBLeion ke steaPd Hgdi mnt may
be structured s that return of LD and the followi ng processing of

acqui ri ngCepSgreats purehasedipy ausetean psiginghvisageryle 22240 (d8 s case,
it is. d ) ; Li request
100 for Toaieelohanetaictidnd Sbiindf il 513teS 2248 icH gLl e
process ¢ usagmstatus oimethé gisernmragaranober épon2iteiptdfubenLbecei pt

per Hr mSsHE LEFAUESER 708c 0 pbeesusern tesmomaloottb i whel gridi) and
t hen goas 01ad@mait §éFﬂ!ﬁFthPcut§%LtFt th%?-ﬁ%agme%&%ggu@ ﬁg@%&?om In

Fig. 27). Note that 20 this LD return/issue requ | alized by a
‘st ruct urf@ronsianeenvandta derotinal UBages states) 88 (0 Mmenibrainsteets) dat a

oL R i Btk baRer el 2 A R g T e it 10
2226b based on a predetermined rule for the user terminal 30b
15 which has sent this LD issue request 70b, and embeds them on the
' LD 80b for its issue.

The user terminal 30b updates the details of the terminal
usage status 88 by the usage of actual usage on the terminal
indicated by the usage status, with reference to the terminal usage

. 20 rule 87 and the terminal usage status 88 of the LD 80b received
from the right management server 20b when reproducing a content.
Then, the user terminal 30b sends the LD 80b to the right
management server 20b using a LD return request 90b.

Upon receipt of the LD return request 90b, the right

25 management server 20b updates the original usage status stored
in the license data database under the management of the right
management server 20b by the amount of actual usage on the

terminal indicated by the usage status, with reference to the
terminal usage status 88 of the LD 80b.

30 Also, in order to execute efficiently the operation of the user
terminal 30b for returning LD to the right management server 20b

- temporarily and then acquiring the LD again (the operation from
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| icense data 103, a content ID 104 and a term nal capahil.i tvy 05, 25 Al so,
LD is usually sent fromthe right management server 205 Y% st L0
termnal 30b as a response to the LD return/issue request, but the whole
LD does not always need to be sent back, and only mninmal and essenti al
information for the user termnal 30b to hold new LD may be sent back. 30
For exanple, when the termnal usage rule of the LD to be sent back is
sanme as the termnal usage rule of the LD to be returned fromthe user

t er mi nal tHRWD| it raprefesss{ $a23 )y tooS2202 16 Ray.edReor2606 likeset the

t erm nal; tUS; the 0 be returned,fromth user termnal 30b
Lo mor rirRp AR ab A HE CAU TR Re L R pe RS or ik Beno:

del ete timeluBetoirbthe diDrmadirdprocass a¥mpl@§ehsnbbr-d 8ERt by tAge status
of that LDhiO "0" and holds it as it 5 is. Only a termnal usage rule may

be sent HgNs FERHRIEnt sanyer &0k o tbeeusegukastminal 30k ipaSepit is
assuned A roct er PP \ It t epm.nal rul e of
t he 'I!E?) t%bggst r’ﬁtﬁeas\i\ﬁ tﬁl‘t e'st g?%gh:‘mf agger E'I%gﬁ‘mﬁ&'ﬂ'?ﬂagmﬂssent
back, Iotitiest byt bee tled nretu rgagrcedsatompietiéhi  netidenthds rdwasDi t i s.

| ai ped on the assunption that _|icense data itself

Not e thaq_tad'tt $as been .%XE . :
i s descriBbPF ISeHE DY pitnveg e poacestdnghef apapdtingn L sbatr equest
100, butwhba whabenbirRIgetiat SndAeg oLandbbays Negtkdo fpeqheschiped but

only a mninmal and essential part 15 thereo suc e térm nal "usage

status @¥§CUtRoEhe yodegisingnah@yemining eveverL20b to return the LD may be
1sa0 termi nat FHOH e e i SeER Y BripBamedt Ty B Shectlreise (o ¢ ne
L e S LRI R Tt ssary bR LD BY 02,
20b wi t RTformad @lh@t: poaen. As shiawncisFigupd8, riecdhis cdse hét D
b o pssuifigHethat BT BRet YernFaT 30b Whal"§ U tlRIHELEE" Server
request 100 for requesting to perform the LD return process and
15 the LD acquire process all at once to the right management server
20b, and upon receipt of the LD return/iséue réquesi: 100, the right
management server 20b performs the LD return process (process
in 52402~52405 in Fig. 35) and then goes on to perform the LD
issue process (process in $2004~S2007 in Fig. 27). Note that
20 this LD return/issue request 100 is realized by a structure of a
- combination of a LD issue request 70b and a license data return
request 90b as well as a LD return/issue request identifier 101
indicating the LD return/issue request, namely, a terminal ID 102,
license data 103, a content ID 104 and a terminal capability 105.
25 Also, LD is usually sent from the right management server
20b to the user terminal 30b as a response to the LD return/issue
request, but the whole LD does not always need to be sent back,
and only minimal and essential information for the user terminal
30b to hold new LD may be sent back. _
30 | For example, when the terminal usage rule of the LD to be
sent back is same as the terminal usage rule of the LD to be

returned from the user terminal 30b, information instructing to
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processing considering that the usage of the previously issuedq LD 25 has

been conpl eted, and issues new LD. Note that in this cagYoyember 2006

preferable for the user termnal 30b to control so that a LD re-acquire

request is made only when the usage right of the LD has |apsed, in order

to avoid holding two LD with the sane license ID at the sane tine. 30

Al so, in the second enbodinent, it has been explained on the assunption
se return flag is_information indicating whether LD

that the_ on-right-la %_s
needs t d Pl tﬁﬁrtﬁé&ﬁtf@'tnﬁagﬁgﬁat 70f thebleho dre zeberned fagendhe server
20b or rl@ﬁei*"fﬁé?n’iih%lr:i(ﬂg_ttomo* Pﬁa#%}@d%t%hrletaﬂéeg:. TV EEasd Nen t

invention is not limted to that, on-right-1apse return ag my

be used WminakhgOndions inof diedetertha h® deabe retwermexiirbos wvsteatl which
is calc he ori i nal sage. rul e and the original usage status,
whet herqllf%te?%né%g%kgﬂﬂw agfas ag'l‘ﬁﬂ:ieftﬂkatr‘@h'fo rTBn r]g§e¢\?é3r‘t20b or
not ,5 whether LD can be deleted or not on the user term nal 30b, and the

i ke, and the user term nal 30b nay be sonething to determ ne the next
oper ati on accd?Blhg tesminaliusagedililemaydre iseirdcadn nesodnseyto F0LD

Furt her el e L ren t he, cunul ative S tinme and the
nunber g%rtﬁsrgé%aérgoﬁ?ﬁfé;%mgﬁ?mhéa%r it n'% as&é‘é‘&@%ﬁﬁﬁgﬁ%wer
i nf or mattesminaloBCbnoverw il ehet debmiRELSige thiAeContteRt L DERHOPHCE | ON

start ti réE and t he content re_priductlon end time may be enbedded into the
t er m nal"etyspedsWith £he, tggmipal s1spge dtulenwhich has keenesentnback,esul t

{ha ger Yesetantiite fehifinaPRREJE Stapds 48 hh eqnis AR S AL Ofs cach user

such as a content usage t Zone, and thus vari ous types
of services Notecdhiadnit Ispnebe@l exguainéd! oApphecaBsliniptidime thamt ent

nccordl WG EBE Heta Eselfiradiibern fhe uibsehi s roauess RUBART Ehe o
- term nal pRRRRUAKYBSLRN Hel iR stSEOYCH FPPREAWHDIESticth ;8 Std AodsSRoRS 2
conput er apparatus which
always need to be described but only a minimal and essential part
15 thereof, such as the terminal usagé status only, for the <right
management server 20b to return the LD may be described.

Up to now, it has been explained on the assumption that the
user terminal 30b once returns the LD whose usage right has
lapsed to the right management server 20b and then acquires new

20 LD, butit may be structured so as to acquire the LD again from the
right management server 20b without returning the LD. In this
case, upon receipt of the LD re-acquire request from the user
terminal 30b, the right management server 20b performs the
processing considering that the usage of the previously issued LD

- 25 has been completed, and issues new LD. Note that in this case, it
is preferable for the user terminal 30b to control so that a LD
re-acquire request is made only when the usage right of the LD has
lapsed, in order to avoid holding two LD with the same license ID at
the same time.

30 ~Also, in the second embodiment, it has been explained on
the assumption that the on-right-lapse return flag is information
indicating whe‘ther LD needs to be returnéd to the right
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25 distributes license information for each content and the term pal
apparatus is suitable for use as a computer apparatus wiReyvembes20Qhes
i cense information, such as a set top box, a personal conputer, a digital
television, a printer, a nobile phone and a nobile information term nal.
30 -73 15 Novenber 2006 CLAIM5 1. A content usage nmanagenent system
conprising: a termnal apparatus for using a content that is a digital
work; and 5 a server apparatus for nanagi ng usage of the content on the

e

t er mi nal MAppaLAUsntaesver2Qporseet whemphedtigbt ofidheded: has lapsede
o . . N % e e nind cati
L Longe FRWeYErAthd HreseRt M EntinE Sl figt T5TT8aS tnEhTE ity the o2t o

appar at uon-sightcéapsetretken fiEgenalyibe usid acnerfily mdieatpigvafietiver | | cense
ticket based on a rc?%uest fromthe user and send said |icense ticket to
the terntnsl Y3PPEarHGIEPANS Or ek Whighets salaatedfsemuithgnodginal i ght
i ndi At i pgaePHifleOh VM i dgaagg S gl by._t.h i cense
i nformati or?@qssoc?at 831 W t ‘i’;{rﬁénﬁé‘gr; a gggtﬁ'le ’ur“m&ntf% e'ng?i }éﬁhsg)tdti ng
-~ unit opePgEMEred 3gain diromm thef igdt imanagerhenki senser t20kebrgaoty at ed by

the lice | mergtjqn pnit, the return information indicating
whet her Mﬁegﬂqﬁgﬁsﬁp&@?l%grt’ff’tb@n.rt@(euPﬁ@B t?B”FHé“ @r}?ﬂe@ng & at us or
not 20 Mkep driiethédiderofersaifal BOBNGFRY b%@énLétPﬁﬁ toPderéARih 8 RNl
apparatus includes: a usage request uni't operable tD request the server
appar at UBEXbORRIRI40BTa G dibgt kvitheciodmatioa identified by thesiftagtion; 25
S FOE Y09 S BRATABHE, R ERECISERONY EmbTtifneht) the TmdGfe "
usage time and the number of uses are only stored in the terminal
usage status, but information involving the usage status such as
the content reproduction start time and the content reproduction
end time may be embedded into the terminal usage status so as to
15 be returned to the server. As a result, the server can acquire
specific and detailed usage status of each user such as a content
usage time zone, and thus meet demand for various types of

services for content usage.

20 Industrial Applicability
The content usage management system and the digital
content distribution system according to the present invention
includes a server apparatus and a terminal apparatus, and the
server apparatus is suitable for use as a computer apparatus which
25 distributes license information for each content and the terminal
. apparatus is suitable for use as a computer apparatus which
‘receives Iicense information, such as a set top box, a personal
computer, a digital television, a printer, a mobile phone and a
| mobile information terminal.
30 ' '
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a content usage control unit operable to control the usage of = the content
under the usage rule indicated by the received |icense [thejeaber 209 30 a

- license ticket return unit operable to attenpt to return the |icense
ticket to the server apparatus according to the return information

i ndi cated by the received |icense ticket. -74 15 Novenber 2006 2. The
content usage nmanagenent system according to Claim 1, wherein the usage
request unit requests the server 5 apparatus for the usage of the content
by sending an instructed usage anSl#IMS the content to the server

apparatug, andyt ' {] raifion.,unit generates the |license

ticket b;'sed o/'r\1 mééﬁpﬁg&eemgggﬂiﬂﬁtﬁ&%ém Cfcﬁ'gll?]rfsﬁﬁgmage request

unit and sendsa s@rtninsleappdratiyet foo Udiagt e @bmﬁbntlan@m@r@t@ﬁggta?l- The
e

cont ent usa%@ rragagerrent system according™to Claim 2, wherein t
i nst ruct W@TBsaYd%anount includes a nunber of 15 usage tines of the

whor 8 the i nereher b RRACR S R i SRR eI i B P o o

t he conttammirsl appacatuspt usage nanagenent system according to Claim 1,

wherein the usae ruli i ndi cated by the Iiiﬂ_ﬁﬁnse ticket 25 includes an
effective peri®dSbfIRLNG FREVSE 8PHatREYS Ugdesactive period being set as

a part or a vwa)ui@ewseaﬁhﬁiﬁrﬁatiiowse@fé%é q!ﬁi‘ti agéraanad% $iifreURRBRSEY! ©
h t ) he ¢

i ndi cated by the license information. ntent  usage managenent
syst em dbfermmationdndieatinge usaghandent hecanbept fereash user whads

cappfi | \ided BhE" @ hlal apparatus;

- a license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule

15 indicated by the license information associated with the user; and

a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not

20 when the right of said license t'icket lapses, and

the terminal apparatus includes:

a usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction;

25 a receiving unit operable to receive the license ticket sent
from the server apparatus;

a content usage control unit operable to control the usage of

- the content under the usage rule indicated by the received license
ticket; and '

30 a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return
information indicated by the received license ticket.
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and the instructed usage amount to the server apparatus, the -75 15
Novenber 2006 capability information indicating capabiﬁ}tl?/"e&bef%%oﬁ erm nal
- apparatus to control the usage of the content, and the |license ticket
generation unit generates the license ticket based on the capability

I nformati on sent fromthe usage 5 request unit and sends said |license
ticket to the termnal apparatus. 7. The content usage nanagenent system
according to Claim 6, 10 wherein the capability information includes
informati on indicating whether the term nal apparatus has a secure clock

‘or not.,8. T o) age managenent system according to Clgim 15 6,
wher ei n Ehe capgéi&lgﬁgéri’ﬁ inaﬂﬂﬁﬁ'@lnl]@@ﬁ ﬁ%ﬁ%%?%aqﬂﬁdﬁ%&ﬁw& whet her
the ternipal apparatus has a unit for witing onto a secure recording

medi um or not. 20 9. The content usage managenent system according to Caim
6, wher ei n upoinesednptthe Usageprenuesy iwnidr neaqoests othehesenverge

Cratte 1 APBRRatY folr P ybaGe o JBRTFRRLERL Y conllint i tilliRde {1 Cher
to the tesagesdmappat afushe donteintemns ehéi skaler ahplaratisf ahwat i on

I nstructing hcmi/@t g.handl e the license ticket on the term nal apparatus
‘dependi ng on t esei tickelqigener@tign undt cagasratey theoliggnhsen. 30
-10. The {GeREE g desh R %{Q@ rdi ' , ein the

| i cense ticket st at_gjs11 :fﬂ:‘égr mat Pgﬁéﬁyﬁ% e%%ﬁ%sgﬁsgrqmgelﬁgggém%

i ndi cat if@gfiueslt uhét | aoshssendsketaidudicdesgortscketd tomehieattedryninal

10 apparatus.

3. The content usage management system according to Claim
2,
wherein the instructed usage amount includes a number of
- 15 usage times of the content.

4, The content usage management system according to Claim
2, '

wherein the instructed usage amount includes cumulative
20 usage time of the content.

5. The content usage management system according to Claim
i,
wherein the usage rule indicated by the license ticket
25 includes an effective period of said license ticket, the effective
period being set as a part or a whole of an effective period defined
under the usage ruie indicated by the license information.

| 6. The content usage management system according to Claim
30 1, |

| wherein the usage request unit sends capability information:

and the instructed usage amount to the server apparatus, the
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W thout being witten onto a recording nedium 11. A termnal . a ratus in
a content usage nmanagenent 5 system conprising the t erli eﬁ%ﬁgg us for
using a content that 1is a digital work and a server -apparatus for nmanagi ng
usage of the content on the term nal apparatus, wherein the server
apparatus includes: a license information storage unit operable to store
license 10 information indicating a usage rule of a content for each user
who wuses the termi nal apparatus; a license ticket generation unit operable
t o genereapability cénbermiatien baghdatinge capestityr i t breustgrmivklsend
said ligen I cket to.the term nal aratus, the |icense ticket being 15
in'formtgﬁﬂgg#ﬁs:}l{’gﬁ?nﬂfgi U&?i”@a%eﬁﬂ:‘r) SN @M the usage rul e

| ndicated by U |license triktmieRarpIoACIHIR!glrichatbe LAREN licRiide 2
return information setting unit operable to set “return Information on the
li cense mpkﬂﬁtbgéﬂdrQﬂedhﬁyCB@@tﬂﬂtEnkﬁorhuméon gendr Endronthei usagkee return
I nf ogmat | L pdi N e r,. the . 20.license.ticket needs to be returned
Lo the st 6 BRIt Aot TbRBHS Naid” Ve RBghibkEEoha " TRES A Aty

| apses, appatatusg.erm nal apparatus includes: a usage request unit operable
to request the server apparatus for usage of the content according to the
user's 25 instruction; a receiving unit operable to receive the |license

ticket sgent f p : n conty 0 .t

oper abl & to call oMt §EagRRRGe R mERERY<TRin AR G e

i ndi cat e, by the received license 30 ticket; and a license ticket return
unk;QOperable to attenpt to retuhn the. license ticket to, the server

ap

appar at us acchra?ﬁ%mcp ‘?’lecf‘é’ﬁh’ ty_-WfQL"Emﬁ@mmHFdﬂG@@ iiﬂfpﬁmﬁi?)ﬁn
i ndi cat ﬁﬂdwaﬁihgomw&d tggcﬁéﬁ‘ﬁiﬁtha%paljzftusA‘htHs‘)%r 2e:(iPe ad grnal

apparatus in a usa
not.
8. The content usage management system according to Claim

i5 6,
E wherein the capability information inciudes'- information
indicating whether the terminal apparatus has a unit for writing
onto a secure recording medium or not.

20 9. The content usage management system according to Claim
6,
wherein upon receipt of the capability information from the
usage request unit, the license ticket generation unit includes
license ticket status information into the license ticket and sends
25 said license ticket to the terminal apparatus, the license ticket
status information instructing how to handle the license ticket on
the terminal apparatus depending on the capability indicated by
the capability information.

30 10. The content usage management system according to Claim
9, '
wherein the license ticket status information includes a flag
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managenment system conprising the term nal apparatus for,using_ a _5 content
that is a digital work and a server apparatus for nanaglif;rﬁovel‘}g’&@%()% t he
content on the term nal apparatus, wherein the server apparatus includes: a
l'icense information storage unit operable to store |license information

i ndi cating a usage rule of a content for each user who 10 uses the

term nal apparatus; a license ticket generation unit operable to generate a

i cense ticket based on a request fromthe user and send said |icense
ticket tH¥Katng rﬁFWd:I thgpleansge, ticket Imustsket cehsuned rignmeadiateyt i on on
Ca right phehsat| A I f usage rule 15 indicated by the
| i cense | ng?)r n%taiégﬂaagéi%eg{ g@t\%{]%{%tcﬁ)gdhgﬁrmeéﬂ&ma return information
setting unit operable to set return information on the |icense ticket

generateﬂ by the Iicens? ticket eneration unit, the return information
i ndi cat i hg-whet hEETRHBAT| aRRA@tUS U8t SecaBtent haisagar managementser ver

appakat ugy ¥ i erd LGyl ] L and the
pr ogram pgusee!?c_)gogﬁﬂ%ut € tb% 'féuﬁr@m %ﬁégég%gtﬂggggﬁse@ggé?& Oﬂ@%g@eartabl eto
request kshe digitadrwoslspendtaiseiver ammratiist for peahagingassagh of the t he

user's | lLop. 25 a receivin nit operable to receive the |license
ticket séé@'ﬁﬁé'?%ﬁﬂ m%%@mmalaﬁBH?g?ﬁé% a content usage control unit
operable to cashepéirl ReUsanpePbppdiathenikiigerder the usage rul e

i ndi cat ed by thﬁcr eceived license ticket; an 0 a license ticket return

unit operabi e & HCENSEnATarENALIAN Sterege lumikneperablettot stareclisenser
T eE0se ThEFE R g dnblcalfd 5 das g UG T St SE Zachusef Wit ant en:
usage nmunsgeihetteryniread apparaitasng a termnal apparatus for using a
content that is.a digital work and the server apparatus for managi ng usage
of the contenf license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
license ticket to the terminal apparatus, the license ticket being
15 information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the uéér; and |
a return information setting unit operable to set return
information on the license ticket generated by the license ticket
- generation unit, the return information indicating whether the
20 license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and
the terminal apparatus includes:
a@ usage request unit operable to request the server
_ apparatus for usage of the content according to the user’s
25 instruction;
a receiving unit operable to receive the license ticket sent
from the server apparatus;
a content usage control unit operable to control the usage of
‘the content under the usage rule indicated by the received license
30 ticket; and
B a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return
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5 on the term nal apparatus, wherein the server apparatus_includes: a
license information storage unit operable to store |icedrdevembeniffft i on

i ndicating a usage rule of a content for each user who wuses the term nal
apparatus; 10 a license ticket generation unit operable to generate a

|l icense ticket based on a request fromthe user and send said |icense
ticket to the termnal apparatus, the license ticket being information on
aright indicating a part or a whole of the usage rule indicated by the

| i cense infoormativoniredicatedt by thd hethpraddicerpsd tidke.return information
setting unit operable to set return information on the |icense ticket
generated by the license ticket generation unit, the return information

indicatifg'mhgghﬁpaﬁp§n1Iﬁﬁeg§qeyb$#§ﬂi%?ﬁﬁﬁakgsb§nr§t%Bpﬁgn%ouggﬁgserver

apparatus or not en the right ensé ticket | apses, 20 the
t er m nal MgipR@amant systelmscomudage] theussimndltamparathl eférousagpast t he

server Qr usa f the content according, to.the user's
ot Buct COREERE FRak S 4 Bidita Wk bl o S e bR ot LU ToBReTEARG: sent
25 fromubggeest eheatPREtDn hé tlrPRindISABaFRRi4 0l unit operable to

control the usage of the content under the usage rule indicated by the
recei ved |icen¥Berejrtikbe, sarenappayatestinglgdeset urn unit operable to

fo the return® I RESRRlTONAERE shaFEGe Oic aBePablE o CRREE” 1k BR8E I 76"
- NovenberinZobfatidn iAdicatingnaf 0sagesereesf apesmednis foP eactPntertwhsage

managenent system copprjsing a termnal apparatus for using a content that
i s ﬁgdi His ¥E!6r‘i@rzmg$@‘nép§@rr@§idséppar atus for managi ng usage of the

content on the Ufidhe@! tRIMRA Yehordtibn Uit C9paMAGAYSEIgBnERIPYTLET 1O

function as: )
- license ticket based on a request from the user and send said

license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage ruie
15 indicated by the license information associated with the user; and
| a return information setting unit operable to set return
information on the license ticket generated by the license ticket
.generation unit, the return information indicatfng whether the
license ticket needs to be returned to the server apparatus or not
20 when the right of said license ticket lapses, and
the program causes a computer to function as:
a usage request unit operable to request the server
 apparatus for usage of the content according to the user’s
| instruction;
| 25 ~a receiving unit operable to receive the license ticket sent
from the server apparatus;

a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license
ticket; and

30 a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return .
information indicated by the received license ticket.
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a license ticket generation unit operable to generate a__license_ticket
fromlicense information based on a request from each laddeveshsr 2¥0d sai d
license ticket to the term nal apparatus, the license information

i ndicating a usage rule of a content for the 10 user who uses the term nal
apparatus and being stored in a license information storage unit, and the
| icense ticket being information on a right indicating a part or a whole
of the usage rule indicated by the |icense infornmation associated with the
user; and a return information setting unit operable to set return 15

. I nformatj gn on the license ticket generat the |license tijcke f
gener at i h)% unift SetrHsrr%lPBPH#HFd%&%}ﬁ%fﬁaﬁléﬁ@%@%@ﬁme%éys §0ense
ticket negfpriSiMfartirwiiiisl 4BphPatSS YL LS aarééereﬁt tRat is W@iyitdre right

of said license ticket |apses, wherel n the termnal apparatus 1ncludes: 20
a usage WégKeanduhe sspveabalepaoattesuﬁestmanamegvtesagappétbeuwntﬁﬂtusage of

t he gont gnt e I nstruction; a receiving unit operable
to r§cei§§ ttl-ﬂeg%? ’@éﬂg!e%fh@%ﬂ@% fromthe server apparatus; 25 a content
“usage control wherenpehebbérwrmémtdshm@eaﬁg of the content under the
usage rule |nd|iated the received license ticket; and a |license ticket

return unit opeliZENES U"fd-‘("tr@ﬁﬁtoﬂ Stpsagenuniteoperabir do stneg licensge ser ver
appar at Ug, 8 it ﬁq@an% H‘ﬁeq]%t Hs8 e%lbnépﬁnyﬁﬁpéh%?glm@e}(ﬂg u2brtlRor €cel ved
.15, A ¢ont et ho

Ilcensetlc usage managemnen na system -80 15
Novenberug@®ahectanmirsa hgppdmatuispal apparatus for using a content that is

thelBer i nal SpPliehss - oketc NP Ea4IaRgUNANABEREME b hBENSAER 8l ng: 5 a
\ fterelron ggl)lu?gg@é%’;ﬁglééﬁ b4geaebYe HRRY U FroNEhed uStP alfd) BHRFWAd 10 the
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and

15 - a return information setting unit operable to set return
~information on the license ticket gerieréted by the license ticket
- generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and
20 the terminal apparatus includes:

a usage request unit 6perab!e to request the server
apparatus for usage of the content according to the user’s
instruction;

a receiving unit operable to receive the license ticket sent

25 from the server apparatus;
a content usage contro! unit operable to control the usage of
the content under the usage rule indicated by the received license
~ ticket; and |
a license ticket return unit operable to attempt to return the
30 license ticket to the server apparatus according to the return
information indicated by the received license ticket-. |
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wherein the step (A) includes: a storage step of storing |icense
information in a license information storage unit, the Ner T 28%r mat i on
i ndicating a usage 10 rule of a content for each user who uses the

term nal apparatus; a license ticket generation step of generating a
license ticket based on a request fromthe user and sending said |icense
ticket to the termnal apparatus, the license ticket being information on
a right indicating a part or a whole of the usage rule indicated by the
15 | i cenk@- i nfr PEPOSAMISEOC] at &@rvarh apmparaters; iand acoatenh uségemation

i _ ervern ag fand; 0 ;
1 ho' iERaderRERE sS4 ook BGTS etin il Rebke Bnsdor dieindacat | ng.

whet her comtent ceinsle Is cketigieadswiorikbeangt ¥heeddrd drhey Siea iuse e at us or
not 20 when the ri ght of sald license ticket |apses, and the step (B)

i ncl udesMaPIGHYUL Y sof dhey emtanjuen ithe tremisaleappppakus,utheor
usags ofp,.td@rmngﬁngiﬁ%o&gmgytgrttpeif:ﬁﬁri'?ﬁeéy,st ruction; a receiving step

of receiving the [rcenSe tick sen 25 server apparatus; a

content usage &okicense sicketofgeamatatdbhi nmit hepesabke ofo t jenepats eat under
he received license ticket; and a |icense

t he usa i. ndi ed t

ticket 32@‘{#%55% 6€3’tram K&ﬁfﬂ%@ inforgatiang hasedoon @ freauEsékBomo t he
server aydlail OEd] t ' ' l.adi_g. t he

T eco Ve e B e OSR]I kel B RS ARG B L i
“a user phecligsaseiinfasmaéanbndicatioly a vsaggandatofsarcmntdrOE)r the cense

ettt BHsE PoS dhe B el sBparatis and Resnd Storied R fiense nal
~ (30a) conforahaticretorhgeconittdnbagss IR tidketeBatn g Theo ARdtidh - 82
- on aright indicating a part or a whole of the usage rule indicated by
- the license information associated with the user; and .
a return information setting unit operable to set return
15 information on the license ticket generated by the license ticket
generation unit, the return inforrhation indicating whethef the
license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, |
wherein the terminal apparatus includes:
20 3 usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction;

a receiving unit operable to receive the license ticket sent
from the server apparatus;
25 a content usage controf unit operable to control the usage of
- the content under the usage rule indicated by the received license
ticket; and |
a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the retur_n.
30 information indicated by the received license ticket.

15, A content usage management method in a system
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comprising a terminal apparatus for using a content that is a digital
work and a server apparatus for managing usage of the content on
the terminal apparatus, the content usage management method
including:

a step (A) executed in the server apparatus; and

a step (B) executed in the terminal apparatus,

wherein the step (A) includes:

a storage step of storing license information in a license
information storage unit, the license information indicating a usage

- rule of a content for each user who uses the terminal apparatus;

a license ticket generation step of generating a license ticket
based on a request from the user and sending said license ticket to
the terminal apparatus, the license ticket being information on a
right indicating a part or a whole of the usage rule indicated by the
license information associated with the user; and

a return information setting step of setti'ng return
information on the license ticket generated in the license ticket
generation step, the return information indicating whether the

-license ticket needs to be returned to the server apparatus or not
- when the right of said license ticket lapses, and

the step (B) includes:

a usage request step of requesfing the server apparatus for
usage of the content according to the user’s instruction;

a receiving step of receiving the license ticket sent from the
server apparatus;

a content usage control step of controlling the usage of the

~content under the usage rule indicated by the received license

ticket; and

~a license ticket return step of attempting to return the
license ticket to the server apparatus according to the return
information indicated by the received license ticket. '
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ABSTRACT
A usage right which a user purchases is managed by a right
management server (20a). License information which is a part of
the usage right is sent from the right management server (20a) to
a user terminal (30a) . The userterminal (30a) controls usage of
content based on this license information.
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