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| NTERRUPT SERVI CE ROUTI NES FI ELD OF THE | NVENTI ON 5 Enbodi f Mk
present invention provide a nmethod and apparatus for chaining interrupt
service routines. In particular, the present invention provides a nethod
and apparatus for chaining interrupt service routines in systens where the
interrupt vector table contains interrupt service routine instructions. io0
BACKGROUND: OF TI C | NVEMETHORANDAPPARATUS FORCCHARNINGe (I1SR) is a routine
that is executed by a nm cr DFFERBUSASERGCEROVIINESc i nterrupt occurs. For-
exanple, a tinmer interrupt may occur at a given interval and may cause the
.execution-of.an interrupt service routine that updates the 15 system cl ock:
In nost c occurrence of an interrupt causes program
“flow to bol%ib%F Nﬁbﬁ nterrupt vector table (IVT), which is a table
t hat . deg er m nesEmbodimentndfthe prp¢ensiavention provide ia method mad spperiitsdor chhining
«interrupts, oceur. -Different_interrupts may cause control top be passed to -
“di fferent WEIRPSSIHCE Iqulinest E‘rﬁaﬂ'!ﬂl[a&’éﬁ? Rpseppysation ﬂfﬂ}é‘ﬁ?srﬁ@?tg?f&ndvect or table
I Some YRt Al el Slitich Skl SHine Sl Gt AU VeBto whi I'e 20
in other systens the interru vector table .contains Interrupt service
routi ne i nabkonthing interfupt serfded footine indtmictionser rupt vector table in some
systens is-placed in a known location in physical nmenory, while in other
systens the interrupt vector table is not at a fixed address. Further, in
sone sygtens the size of the interrupt vector table is fixed, for exanple
at 32 kil obytes (KB). 25 , At tines, it nmay becone necessary to conbi ne a
~mew i nt er r BACKCHROGUND Ol THEANVIEINIBIONN exi sting interrupt service routine so

~“that the new inferrupt_ service.r j\ne_per.f or ns_an _qpe i i jately
before or after H‘éer&?f Wlﬁegm?mem;ﬁag)@mff %‘%t % %&?@%@5@8‘%&%&%, a new
devi ce driwhén I8¥%cifie iReegH ofRsy IFot SANRLLE tinkORtetliptandyasscirat 2 pivapt  ser vi ce
routine to poll a certain _hardware device each tine an existing interrupt
service rotmdrya andeay ease the cpmutignsefaminterst serviperontinedhatipatedhyi ce rout i nes
may be  conhi ned Y > cal FSTd ] rvi ce
routi né,g g%’ S%ﬁ'aﬁlg%‘%e@ ﬁié:’\%v%/ d|°n g{re?ﬁrgEeﬁigbtpéﬁ%ctgngrggﬁ%%hfégu@gaﬁ%g HR&L&E ~ov 200
i nst ead of fibreo Baxdonted tigonght adrifiteyplipt Sectat tatde (IVTD, iwhdch isa thblsthdtalefenginehe new

i nterrupt service routine ju_n‘}r) to the exjsting int errﬁi&%se;r.vi ce routine
upon- conpl WhicB interpg SETBies FOTHRTSSH GrecHosio™ nomk IBEITRT Our EPHUETTHRS i s
referred tf,88aus¢ BsHrdl fihe g%seﬂ B BEEAMRpofifd M tiBinfeRiptvB&Sr tablB, THST €MB where
the interrupt vector tablé is at a fixed |ocation and contains pointers to
i'nt envpt simeriupevectortiblreis somb systesgontaine pointgrsde intgruptsarviceroutieng: While wi t h an

; existing.inferrupt setvice routi i nvol ves updat.i ng t.he: : iate

poi nt er?i n™ eris?#%ﬁ’sr%‘ﬁfn\{%’@f %ﬁ”&’f gga?eecogg.n{sﬁﬁ:?@p?geﬁgp%ﬁag E?%m?tﬁ%ﬁ%ggw
Interrupt BPAdditRR, the iHibript vebis tdblin46ing gystoinsii65ikded i & Ritovad lotdiendémnd of the
new interrupt service routine that causes programflow to junp to the

: agdr ess of physisabemetynyhilminsther istems ths isterppipestaetablragnot aehtid agfiesoi nt er s
‘cannot be 10 _used in syst f.or I i does not
cont ai n_ pol I il SRR 48 A bt ebB e Wi 36 B 370
service rouflébes (KB such a system it may be difficult to store the new

interrupt service .routine ifthe systemhas a fixed interrypt vectar table
 size a8 does ndttimey & MAYMPCHNCICEIST IRFATRKING Ry nfHAPY SSTHGEORRESYIy bt

" vector table f i I FrRBE@rAle b HRbinkrPOI Nt er
(I'P) rel at %@8“%&52%%%@1%%%%36}1“& 28 O&Etetﬁggevg% I gﬂﬁ% t teo st orﬁg t he new

i nterrupt spermiendmnediatahebefore o alfterticexisting interpipt seedeanouting [For example,

a new device driver may be added requiring execution of a new interrupt service routine to

poll a certain hardware device each time an existing interrupt service routine updates the
30  system clock. The interrupt service routines may be combined by modifying the call to

the existing interrupt service routine, so that the new interrupt service routine is called
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BRI EF DESCRI PTION OF THE DRAWNGS FIG | is a partial bloqud gr of an
interrupt vector table which may contain 20 chained interrupt ser e

routi nes according to one enbodi ment of the present invention. FIG 2 is a
partial block diagramof an interrupt vector table which contains an
interrupt service routine that may be chained according to an enbodi nent of
the present invention. FIG 3 is a partial block diagramof an interrupt

vector tab] e Line, has, been chai ned

to an exi slflﬁﬁw?%ﬁerrup @%?%eéﬁ%%l{? éargdggvﬂgﬁﬁg%%gh - %v f&nt of the
- present i ryogtiiid jaihp tb e exibtinSinRrhprdvite a@ RS uHdN @mﬂaubﬁ)d'mé c&ﬁmaﬁbﬂg |
interrupts according to one enbodi ment of the present invention. FIG 5 is

a flow di sefitemimerruptsenvice iudinesds wisried tossaichainiag oofdnteirvp seryice raMises. nt o t he
30 bl ock of “”%?Qgtéﬂ?@fg@@ﬁﬂ%&ﬁ&@%géc@o‘i‘téb?ﬂ'af’ @{%&ggéa ”Lnfcon&P% present

i nventi on. a par ragram or "a conputer
with a §owﬁtefstéﬁﬂdﬁt§>kﬁerﬂedmamebwhmﬁlg@rm ihtogpt savico RAutiaglaphed to be J
executed by a processor to performa nethod of chaining interrupts .
accor di ng Pesting it dertisn fouline nHelvespdaing tiepprprials PomEST X hERtEFIBER PTI ON
(OF THE | NVENT el 0and iR, ﬁﬁtoﬂ?%%%lh@ﬂ'ﬂ@rsg}ﬁcgggu\ﬁﬁe 'E'ﬁ&*i&ﬁc apparatus for
chai ni ng |nterrupt Serviice FOUtT Nes I h Ryet e Where f errupt vector
~ tabl e contiaitpgtibmbicthe elﬁtofslﬁmewﬁﬁtefrqwsemibe kdRing tat tanfs pr@f@n A6RI6 fimp
i nvention provides a_mechani smthat permts the new interrupt service-

routine tdotikesaddesss ot the gasting interaint Fﬁfé'F? [pyting, eqplacerme IOEP@%}@FF cmatée t he
reach 10 I

i agr s of 54 B fRER RS RGARE Rfubveclof b B oot ndfseralh DAL b2 0
service r oummlnsac‘mabmdd fordhet interyme senvize doutiaed. Inisudhhesyqatemsmntay budﬂ’ﬁttulton )
Interrupt vector tabl.e shown in EIG 1 cilnta Si X entrles whi ch are

| abel ed erFPFfP“fL@T“PW '@WR?S?%CmEH’Per'ifg? sygam ETRPLYER0s BRleei ght

i nstructi oA Abesndd RhveShdny YvaiRbR eﬁr’iyty%&a{ﬂo%m]tﬂé?’mﬁe?m ORcRE Asledard our

| nstruction bundles per entry. An insStruction bundle (also referred to as a
"bundl e") dystem aé@rluwtbfﬁdlsmmemﬁmstrmwntf’hmterrﬁﬁ\) rddadive beaneliest ib maj also be

m cropyoce 0 enbodi n.nstruction ndl e has the
capaci ’tsy ‘ﬁﬁ_@%%%\% ng 9y IPWPB& sﬁ?’écgﬁ?ﬂ eoﬁﬁﬁeﬁl&q‘%ﬂg”t vEefer *contain |ess
then three instructions. For exanple, in this enbodinent an instruction
bundl e may have the capacity to contain three 20 instructions but may only
contain one |nstruct|on I n_anot her embodi ment, each instruction bundle

! 2 oy % §enb| y instruction, in which case
t he desi gra ; i nt erchangeabl e with the
.desi gnation "i rAGr Lixta pmma‘i bl’Bblamagrﬁm of an frdrfspe wdnoditabdatvhich Ay eattainf
instruction bundles (e.qg., bundles 111 to 14 the interrupt vector tabl e

cont ai #s i shaings BN ?Fé‘(‘%@ﬁ“&ﬁ%é“ § 19 oop gm Tdm’@ﬂ‘iqf yheipigsep

containing ins C mjfe'l,g,p ont ai ni ng
instruction bur%ﬁeis; ﬁ&mﬁﬁo‘%@&&%& jogtﬁ?rl es lg%&({rgab%%%hgﬁgéﬁ;%pv\# .
cont ai ni ngnterramemae\relht;qe tliad tmay be shainedacamdibg boodnegntedintend Hf the present 142. The J
present invent.ion may be used with an interrupt vector table that has any
~nunber of BYRHPLs and for which the entries may contain any nunber of

bundl es. For eXagpi & .a paktia? B3 @hn Berhlpe vEHQIAN inWiiSRE h&w MRy be used

with an interrupt vector tabl e that has 68 entries, 20 of 22 Nov z~04.
25 interrupt service routine has been chained to an existing mterrupt service routine according

to an embodiment of the present invention.

FIG. 4 is a flow diagram of a method of chaining intemipts according to orie
ermbodiment of the present invention. _ '

FIG. 5 is a flow diagram of a method of storing chain handler instructions into the

30  block of unused locations according to one embodiment of the present invention.




whi ch provi de 64 bundl es per entry and 48 of which provide?EBNgycghgs per
entry. The present invention may al so be used with an interrupt or
table for which all the entries in the interrupt vector table are of the
sanme size. Each entry in the interrupt vector table 100 may contain the
instructions for an interrupt service routine. For exanple, entry 101 in
interrupt vector table 100 may contain the instructions for an interrupt

service routin hat is, cak : : ' i odic
hterval | Thus, FIS08d APl blsE ehBatA Runbiie JiFA Gifoiich chatle BBl 0 C,
interrupt ghatstdreSinsPuttibmeadafitad tolbpdrdcard b e procsdseniogedonn a tethod of 112 may
contain the second three instructions of this interrupt service routine,
ext. An i nchaningintesuptyiageordiag foione crbqdimentof the pRegent IyeUORY of an entry in an
‘interrupt vector table 100.. For exanple, an interrupt service routine
stored in entry. 101 may use six out of the eight bundles provided in that
.entry. kn DETANERRMHSCRIBIION 6B THEANMENTIOB! are not used.and may contain,

for exanpl e,

a "no operatiqn" desj gnati on ot, shown). In one
enbodi nent, i nt RS BVEWHPW"&H %g-a)llﬁﬂﬁ‘?dsgﬁﬁpa&?t“équ’%ﬂ“% X In such

an 15 enmbogl pedoutihdiGn BaRM Gt éinféirg%%cioﬁaﬁfcrc’d%in!%&ﬁfpt tahle 100 maybe

contained I1n a control register |oca wthin the mcroprocessor. In

anot her entmdheriastryctions. &the ppdsent evemtiontpablides bodechagsnathls peeditsthe sewf 32
kilobytes (KB). FIG 2 js a partial block.diagramof an interrupt yector
R A L R A A e s L e R s
accordijpg LePadRiaerdaehdRBN lin@kq. t he present 20 invention. FIG 2 shows an
,—i—Et'errupt vector table 200 that has .an entry 201 and.an entry 207.
‘laterrupt vect oFIG dfd eeridd blogkdiagramef e intexiupt veckas tabigwhick@ay betainr e not
shown in FIG. 2. tI ntqeirrutx%g vect or t bI% 200 r]gaé. l%ett sgsrret.aﬁ i.nt errupt
vector t abFRRMFGAIIEFURE STEYIPe rOUies AEGarSIS ty NG SIPORANIERE O HIg LESOUt [YSRHON. 1 01 'y
FIG 1. Enlt{téfm% YecEdt bl TUD sRowBIFIGCT E@idindyp0eltass wivibh &8 ldboled bsigs1d 1' ~
bundl e 211, a 2"a bundle 212, and an nu' bundle 218, As 25 .shown in FIG 2,
t he bundl et dnirydfé.r Fintpies) 104 aad 4 §Pecach provide eighhinstrustion hundles Pef ¢y der rupt
servi ce_rout,i. : I } t i i is said
o be i EHREIOSSR 104 PolE our ilhfion BhAALEE kit AMhKRERod lleed ¥ 28 T
t abl e, andrdféited tb 8s @a¥tamtilet)iea tetiesef iustnetians that treyy iba fidsuedBy theont rast,  an
interrupt service routine that is being chained to ex| sting, interrupt
service roH’c“?T@W%W’é‘?%&’F%&“PBe%{%bOd .,-ansﬁ%'ﬂcﬁ“mwa@&é@sma g’st"rout! nes
are 30 " neWpnihifub #bethfea@%mbg%stﬂlafaﬁs,%emafb&gaiﬁ% thef RRéd Mk Rodsh o Xi Sti ng
Interrupt service 2 2 NV 2004 routine. 1n sone cases, an interrupt is ,
"new' for eiemphyimphisemboflintentaninssetion hundlemaydravethe capdaityitpreontainthgee have

b t in syster d i |able to th t i or t
chai ni 75, PR By bopta g Bshusion, o yerief Sroddingh @ e Pt er r upt
service roufsiiiioh BakdiSonl$ hasthd @gadi 1t BElAdiR ohé SsseBly iBuattiakinavhich qasd i odi ¢

basis. As shown in FIG 2, instruction bundle 211, 212 and 218 are bundles
‘of i nst r uctheslesignatign “npteacien bundle” isdnigrohangenble sithikn desigpationsinsydtiond 220. As
di scussed \ i i e i tain
nore than gﬁ%'iﬁ%@%ﬁé}) ??g{%#éﬁ n%g%&)%édﬁgﬁ&yna?fn@ﬁt(%ghbi essci? paéjnltd'?%’g&gapaci ty.
I n the exafirfups eyt ablxdohtaindgndivithed] ngpiictivas.vi ce routine 220 contains n
instruction bundles, and io the nth bundle in _est%’gng}di nt gﬁ}ru t %grvi ce
routi nés220 maynddG; henky 491 isshasnrentamnginstrygiion bpndles 1}d {¢ =B‘§Wd]| 211 may
contain the, &i N | [ i Shd BiGrid 6 Y8 ars HonCe routi ne
220 (whi ch?sn%y&ﬁgoﬁtﬂéﬁgiﬂrsgtﬁ&{oﬂ‘r%%% ﬁé?%%%ﬁgaﬁiétt@ I nt e?rr up?t service
routi ne thabntaising,atspectively, foud mbteuctibe beyddsearicdOIK todd42 Pempraseatc basi s) and

Tout i ne. 22 eHISERIE LEvith &) HEERPUSEIOy BB PR T BRGettheEe ST ced
bund! es 23Q,,i0jh¢ Bt ShitaanPHfbE S B0 FREBwnY/ SR EBiRbRSE 2T €

bundles in an interrupt “ve )
) 30 the present invention may be used with an interrupt vector table that has 68 entries, 20 of
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that do not contain instructions for an interrupt service rodtd NEY PEp4one
enbodi nent, shown in FIG 2, unused bundles 231 to 238 contain a "no
operation” (HOOP) designation. In one enbodinment, an entry in the interrupt
vector table that contains an 20 interrupt service routine may al so contain
unused bundl es. That is, in this enbodi nent an interrupt service routine
may only use part of an interrupt. vector table entry. FIG 3 is parti al

bl ock dia . ! e B i nl.e pt service
routine hg@ﬁ@eﬂe}rﬁvlgﬁ%ﬁ%@ie[%g}aer?@)%}]g??%fgg#ﬁ}t‘ @F%?gglle@\l/e}g?gér%t :Tﬁg accordi ng
to an enbeeisemritivenfion ey plsebeiked wiien intarupt Fator tcablofonivhich all tifelefirie8 shows

i nterrupt ,vector 25 table 200 that is fhe same as the interrupt vector

t abl e 200 B HhgpeTrupt rpetor table areqf &€ of the entries have been nodified
- as discussed b r: AN eI : ' LBl-errupt vector
t abl es havi ng ?%%né;g?g%}?olﬁg tﬁ%ﬁ“ﬁ%ﬁqm@gﬁgﬁmﬁﬁr‘%ﬁmngﬂgn‘ FIG 3,
and may béntese serwice haitine.t BoreexbmplengntiyriOe i infetrusteestbrabled06 g somaiher t han
t hose shoml in FIL.G % and FIG 3. 3o Fl Gh 3 SE%WS entr%‘azm iglpi' nterrupt .
vector t abiSTFLGRS oRan NSFTURTEDST TavRne thaf is calied iypdage;te syt dofkatt he sane
entry 207 i LAy Hoem [ NAdirdecBords! 2 were

occupi ed g?ﬂﬁﬁggge%ﬂng%éﬁs’bé%% are,%{%onllt:@%ﬁlgg%@ﬁ%éw occug?lgé)%h)? bundles in"
chai n handitemruptecivice r@8ide thehapdatek dredlysiem vk, bandi8 012unky cdydaih thetshend

descri bed bel opw. Al so for.conveni ence, [FIG 3 shows that interrupt vector
abl e 200 R ryrEiofnes s ST RV Bbtouiae. S RisiRptseivise TR Y o 5.

exi st1,9g I gkt ddRll of 8 MitS8n bR HkdrAft detoritablé108. Far &ﬁﬂfpi’dﬁo%in&duﬁﬁt ruction

bundl es, including 2"d bundle 212 and na' bundl e 2I8. wever, where in L
FI G 2 t heervice squting storaddn ewry 1(H rhagt use sixpwt efshe¢ighy bundies providedbingbat 1~ )

bundl e 211,.in El.G 3 thi.s hundl ‘been. replaced by.a Branch to Chain
andl or - V- eyt indeD it and 1 AR G0 (SR RRERRY Rl B Nablnkee

i nstructi eﬂoaﬂ@aﬁmyab@mydés@hﬁ btdhoR@).Nter rel ative iU branch
instruction that causes programflow to branch to the first instruction in

chai n handl er Hoend sstgdiment, intepmept ¥pgierdrble AG0 isaat 4t adixed address. Boueh &
| ati ' ' ' ' . 1.0. per f th
br anch 1 phebl BTG Adifef iR BRmilP ooy MEAND S YRl P 27

group of e yedinadodatdwilidthe hiitropmoésadm dn anclienembddimentpintdrfapt servi ce
routine 3 80. Menmpry. locations 360 may be in a part of system nenory ot her
than the W%@%W@ﬁéo%gﬁﬁﬁ’@ﬂsﬁﬁog%hi‘%@%} vector table. New interrupt
service routing380s b pardill BIOGES AR of &Y MikdtRipt Wik BBI WL bohidd A9 Cchai ned
to existing interrupt service routine 220. For exanple, a new device driver
may have e detwide rdwine thetppiay bechained exeeding toraneinbadivent ofithepncsept ser vi ce
routine to poll ertai n hardware device h tine an i.sting 20

ot er Pt TuBRI FI60% NG s at vpre ehE R BN iR <Ry T R R ot
service rogf.i Rer@BOvath tARIBR May 4153 dontdin GHér enfich Hat ark A6t dhowd WeFKs, devi ce.
The hardware device may be, for exanple, a serial port that nmay be polled

for i ncomizndnteru veeleriablp 204 map be thesame as inteuptiecRgtablealP0S FiGi lnanthy nunber |

of instruct, bu e, n the i i A j nterrupt
service r 'Elﬁ)ﬂoel 'E%g‘g%%ﬁf%’ﬁl% eﬁltr?ﬁ@fﬂ{ﬁ%@ﬂ%fe@%ﬁ%ﬁﬁ@ﬁ%ﬁ a new 25
i Nt er r upt bERIA, GBich@thidesa 1% bimanelt B, 38% buadle ey, iand & At pindleZ 8. @& rout i ne
2"d bundl e 382, a new interrupt service routine 3 ~ bundle 383, and a new

i nt er Zipt sewyn/inddCr Huke bradiesin entiryR0d a%t‘h_e insBRiigns o 2l FERPISITETRtUS sed
above, ”.e@éﬂrﬂ% FutPYod CAY bl thEI%Hlt hﬂﬁmté'rﬁsgt %HH;\QQ @uﬁx?e]is @%\?ﬁ & BMRisHng e Tirst
t ce routine th po

instructiOns Tor an I nterrupt servi a S a certarn hardware
devi ce. Ayt islpsifited seok mhtaited imthe intedrupt vedtomtatdeant ehughyavailatsde toservi@maci ty .t o
~ 30 contain nore than one ipstruction, and burggilngdrlranal contai,n,l ess than

i ts capacinbgrrupt, By cgatrast, an interrupt service routine that is ed to an existing
interrupt service routine is referred to as “new.” Such interrupt services routines are

30 “new” in the sense that they are being newly chained to the existing interrupt service




2 2 ~|0 ~ 2004 enbodi nent shown in FIG 3, new interrupt %%\meiﬂﬁf“ ne
380 occupies part of nenory | ocations 360. Chain handl er may be
a nodul e of assenbly instructions that have been witten into sonme ofthe
unused bundles 230 in interrupt vector table 200 in order to chain a new
interrupt service routine with an existing Interrupt service routine. As
shown in FIG 3, chain handl er nmodul e 330 may not occupy all of the unused

. bundl es 230utinphdn someseasesnan inteepia “BEr drethe auppses Af tha AsE nveptione 330 may
be a Save BO Lnstructien Lol thi | ranch

‘regi ster VSR h’ﬁ%%/h %I%l g‘?‘ﬁe?%%n gﬁaﬁnégs@?tﬁtg?&?fﬂuos deavg@gsi%rx\}%}_y %ﬁ@.p?n‘gp
execut i on tafchdiki@gl Nt errupt service routines. Upon 10 execution, the

.instruction 331 may save branch register BOin a tenporary nmenory |ocation: - '

I n.ot her embodilnterte service reytinn &R0 may;be derexamplegbe isrwpt wiviesyopinedhate
desi gnatian . . " N e bR 1 RYG ed to
. using o hé?i%}iggiugﬁ%dtafe?rimésy g@&@&rﬁ@%ﬁ?ﬁ%c‘%ﬁﬁbﬁﬁét r ué‘?ielgn cﬁlr;{'({jl ein
chai n handhuatlermtf1e a8301 @y binediesof insehetions thatare part afxctisBfi} istdriupiNew .
‘Interrupt Service, Routi ne Address 332. _Upon 15 e ecut'hon, this  instruction
may | oad beEHcaToRtgiL0eAs discyistdabote a8 ingfructiondradle may hayathe P IPt service -
routi ne 38 i o 2 & ' [ i 330 may
be-a Br anciy i okt Bkt G et boRt s B 4s el a1 aiee
control flexambple showmekisting inteeruatendeosted2i) icentainsn nstradtion buitldes, avd ch may

be the start address of new .interrupt servjce routine 380, this
PRt a1 he R PURE i IR IR e B PR LB O PG dt o le oy t 1

f!-ﬂsf ruct i ofyRURGhRHbIbEHARI 21 1 RERYofhinTREHEhAR GndaidAS ifexRRmk Ri&nBO
cimstruction 334. This instruction may copy the val'ue saved earlier froma
t enpor ary seevigerTgutine@20i(which map bb thafist threg instreatioloin theHptermpiseryideng BO to t he

Rt ruct | ORAHIRRE Ple Rt A o Spm i o8 o8Bl endiis b Py,

i nterrupt sk e ldstibiRomin existiBe RtirfipPekrice 1ol 220s a copy of the First
Bundl e 211 shown as part of existi nlg i nterrupt service routine 220 in FIG
&

2. As @ scussedEmy30é in infarugicvestoniahle 200 cputaing unysed bundles 4PQ whigh peen

repl aced i i.Sti | r4Rt i ' :@ﬂ-&*& archain

Handl er Mo 3?1)%(&?{;% rbeg ?g{r? j??o.‘ﬁ‘%e\eéb ﬁ?léfé}%hﬁﬁl%%gﬁﬁt% al #E%%I er

nmodul e 330thaEds ndotonban Bisirecxiand fog apintedfupt eevits roatine3 Un Buethigodident,shown i n

" FIG 2 because in chain handl er ppdul e 330 any instrugti&@ ointer = 2 ~~~
2004 ()P) sherain FIG. dpwiused Rmdles 43 Ho238 caiipig e 1o paeratan Y9Pheen “faced up. "
That is, Fi n Lohlt [ Rednd hetthht\eBn: kAt ion such
as "br anch&erf%&‘fg},’k" V\:ﬁlll ch vc\’gg%{ edneglaiﬁg‘gp?lhtgé glr ogr gvrﬁcﬁrga\%ﬁtatg tbr atﬁ%ﬁ to the

i nst ruet i cintetrupitseivicetrantinemraytalsorentainayrusaddnmding  That iscinghis embodiment@ot | on,

On First; de 211 j d.f . 201 to 207, 5 th
nst r uct is-dﬂ%ﬁattsg%%“ bﬁ’e%gqﬂ?yo#ggﬁ%g‘#%ﬁﬁ“ﬁ‘gwﬁg%é93?‘?\@. | Astructi on
y now be a difies ifartdl Blol0giBgraMaY ah iRERiph fedid? titd Mlvwhich 4 RS nbgfuppn. AN

IP relative instruction is "fixed up” or "fixed" by changing the relative
| ocat i on byesviesreutinedias besn chaigeghiocn cxistingy infesmypt rvice TORGNAACEIEING I #3 ght
becone a "Br h LP.>30" in tien. Einally, i I on bundl e
e o anGEperk B %ﬂ@& s, ¥ g BbAok: RIGHE bR Bl 336,

25  table 200 that is the same as the interrupt vector table 200 shown in FIG. 2, although some

of the entries have been modified as discussed below. The present invention may be used
with interrupt vector tables having cbnﬁgurations other than that shown in FIG. 2 and |
FIG. 3, and may be used to chain to existing interrupt service.r;outines other than those
shown in FIG. 2 and FIG. 3. ‘

30 | FIG. 3 shows entry 207 in interrupt vector table 200 which, for convenience,

5



to which may cause programflow to branch to the second bundﬂQ N@Vez' ting
interrupt service routine 220. One enbodi nent of a code segnent for ain

handl er nmodul e 330 is shown bel ow. O her enbodi mrents nay use different code
segnents. For exanple, a different programm ng | anguage nay be used, or the
instructions may be in a different sequence. 15 The code segnent bel ow uses
an assenbly | anguage. In the code segnent below, ° ;;" designates a bundler

separ at or . i Db 3013/ = - 31=b0 //
31 caveBpR e thefothl) 207 pTBURR IFFIC 2, bl TSR BAnichy £, Tl 10T
bO=r3 // bitcapiedisy emsed bundlea 230 ardindlG. 3, now\6ctupid 3 blihdlésin Shabmadler 3 -
br.sptk.few bQ [/ branc new handl er. >; tub | VT ExtinRet:: nov

h t 30 Stub '
0= 31 /- Beaule 330, dehayphandles moduse 330 wilL befisler dpssrb ke icE AR BuNd] 00: -
. o1/ i . { i e i i
o0 0 ot § ySTidincB 0. § siwshdt B! Ghoro 1AL ARFLGBE e Bftclondl 4d o501 105

St ub | \&T Eshbivn irBFKE. @BUARGh #XG/2, exiRtingdhiatript sersticangutine 220cin FIREN tontahis v/ /-
If-relative fixup to branch. tq.second. |/ dl f o]l.d handler. 15 . The
chai ned i rfPﬁ-'F"r"%‘f bundles; g “H‘&ﬁ ?i ﬁ’é‘g&ﬁg# H}S&%@‘%ﬁgw-o{*ﬁ’%‘?}%‘} wWhereiiRF G r upt  may

occur t haty {3 ¢a@ tshilGtidH 16 LRBRNE SS9RE rdufind/ SO 1#Puddiea il fril";IG!E gﬁﬁ]{eogaisg

| ?
entry 201, which may be specified by adding an ostet,va
val ue of tthwdiehasbeangeplacsdibya Braivhdo Chain Handlenddogileinsirivton BideMhapt nay be a

timer interrupt that gccurs,and .requires the execution of,an interrupt

service r %‘ﬁ'&oﬁﬁpwi@%ﬁéﬂ%@%@&n@gﬁupﬁ“ @OQWB‘PZ‘”M%I e, |

exi stifig iﬁi&&hﬁﬂsﬂhcﬁ@fﬂsamusre@pfo'gf& AP td wandAe6 the Firdt idGdction iMid Nt er rupt
y be '

service routine 380, which ma > an interrupt that Egl s a certain
har dwar e depilermodide 33 cln one ewberimgnt & insirustioophintereiative braschinstyetim

i nvention, i e, | Xk St | inferrupt.service .rautine 25 220
has been rdé)tf)?lg%téjéé %brag#ﬂla%gﬁt e{ob g?[%ﬂ%g)ﬁ c%’rﬁh%giu?’jﬁ?ﬁgws @F%% 310, the
vect ori ng pregrifidlokt.r st | ocation in entry 201 causes the branching to and
execution of the chain handl er nodul e 330 (instead of existing interrupt.
servi ce.rout i n&1GoH3iso sheavsargeup ofaprmasy losefinms 364 et contains pewioreRht er r upt
servi cg rQutk M : i : taﬂ%rttlr I be used
for t hgs E:%H‘A%? m%tkfg 3:?2% I nt é? }o&%tg&éé?%ﬁgyéﬂfgu“ ne.fg%g%g&? ﬁ;roglier?{r%'s]t ruction
i n chai n hhaktaonsoduwpediggheSateeupiliectahiable. Mey istewreptistreice raninb 38%igi st er
value to a tenporary.location..This yalue may be, used upon refurn to the
Unstruct | o AP GER o TR hipiged tg ISR infegfyp Sehes TARgipe 220. |
i nst ruct i g eXAplS A neWdeich A indyhabdBech AMIddhE réduitts e Exdchifon’dtdt | ne 380
(Load BOwith New Interrupt Service Routine Instruction Address 332). The
next i nst mgMinisruptprvinegaelinetto polbacirinchardymre devieagach tme poexisting 380 ( Branch

Sopr Ry dhtefildehvloe ol B ARL LS, LB B SV nlcBGE R upg 388 1,
certai n hahigv@hgidiavinetionsvoipoh thid Hakdvies\deatuel IThe Hardvaleideticd may bd, kg ti ner

interrupt occurs. The last instruction in the new interrupt service routdine
may be a reEAEPiE\AsesabpRItthatpay hegrollpd for ingpmingata. dNevrintrpupt sepyitedpuingy r et ur n

control 1 b ity Bl il @b A bulyiEs. B ARE nbidih O3 Wil h 85,333, L hat

is, to the ore struction store instruction fay
rest or e t ewiaterrapicerviR® roltite 380 dotisienn swtredios duhdles which mcludeposvary | ocati on

by instruction 331, Thus, r ex l e, i.nstruction 334 restore BOto .
The veAue et aies rouiedr s 3T e pips iRt Selp st 2o punles® £ ke A
the conpl §feivqReRhipisBRid3ashiticS Blndle 383, aHE b nOW ntSkupt BEVRE tovih O hildRy r upt

service routine may be executed. 1n particul ar,
387. Using the example discussed above, new interrupt service routine 1% bundle 381

may contain the first instructions for an interrupt service routine that polls a certain
hardware device. As discussed above, an instruction bundle may have the capacity to

30  contain more than one instruction, and a bundle may contain less than its capacity. In the

b



io the next instruction to be executed maybe the existing ie ‘tze%gf)é service
routine 15t bundl e 211, which has been noved to chai n handl §84330
and has had any IP relative branches fixed up. Next, Relative Branch 336
may cause control to pass to the 2" bundle 212 in entry 201, which is the
second bundle in existing interrupt service routine 220. The rest of
existing interrupt service routine 220 then mayexecute, and after it

conpl et es, . WAV g]?#ﬁu t : Lbied barl\§Sn en the

i nterrupt %ccu}n}%cti. ﬁg%?‘ﬁs%ﬁ%wglﬁ%&@iggnr% el%‘é%%\?g?gécﬁiemﬁner i%ﬁ%@?upt wil |
have causddcdtioas 860ecution of the interrupt service routine that polls the

~certain hardware devi as ;we as the execution, of the.interrupt service -
routine that uﬂﬁ%@“ﬁﬁé@gﬁ?gﬂ%?%wm@f‘ﬁ%?gaém&‘wgmﬁé&t[ﬁ‘}é di fferent
“instructi o wafltefrided sdtnd oF itk dduSilf HindRE 240 iR int@rupBiedRFtaBle 2008 SdBGo

interrupts according to one enbodi nent of the present invention. In this
enmbodi nent ¢hain e intelmipiciesvicerrodtinieovithsansikistingfntelryg servige routiasdAeshovmdul e may

“be stored j n,int.errupt vec table, .or i be stored.qutsi de of the
“nter rupt BeCon Pap et il Yanslmator it B el ke Moaul o (s
stored by | ocatyyadirs iinastonundle GPéHaf WanilBr BEdUldH30MaYIbe a\Sa6d BO tabl e -and
storing chain 25 handler instructions into the block of |ocations. Locating

a bl ock ofinstoustion 30k Inithis prabadiments Bhmay bet brenchapgisiertha msg ceidais®bl i shed by

determ ni ng, t he..sj ze_require f i N e 1if FIG
4) and sea%cdﬁﬁsﬁg‘a# %ﬁﬁé’ggﬁeﬁ?rge?@ﬁg g’r{lﬁ“gﬁno%s?&tf lﬁs‘%gg‘%rgi(r%@ gﬁéss' t[&’g) neets the
Si ze 1 gfui &@B@ibnSthe instr@dtioh 381 mial €ave Ibidinoh Feglsttr BO i @8R poratyméheryexanpl e shown

A~ FIG 3, the chain handler nodul e requjres ‘'si x bundl es. Other 30
" Jbodi ment 1octiop. Inefhenem nisy the fragclregiglepmay @ﬁggﬁ‘g@d?yr@i‘ﬂ’ of a method of

Stori NG | Ogpcio@alt R, 1y N PREL ' j : ock of unused
| ocati ons ?elfé?m?lg (ég%’g\t/'\%lﬁl W{)Ar’lgjp%lg?a?}?&@%ﬁ Eﬁigb@%fed%ﬁg@gmt éﬂé’é rof chai ni ng
i Nt er r upt sdesipnaiions (e.£| Bmp). Thesscomidhsioheon eptle it ¢hgindandlei medwlei330 on in art

existing interrupt service r in ith a branch direct t 0,.J.he. chain
handl er gnD'ﬂﬁY é"' '6%)"."“??1“&?@8%&?%& Iﬁ%\%g}tewgqrgﬁq %‘E’Hﬁéﬁg S %#eeqpr?gt ruction
in an 95 exbabing, Mitifdhdidn S8 MhEBrahdiibiifer BEwRRhE ohfRddeéstdhewhe chain

handl er nodul e has been stored. In a further embodiment, interrupts-are
fumed of f wtariuptserviee ToulineA88nEhe thirtl nstractiondundle i chainjandleranadulesiiong

interrupt service.r hE: . LSt ng:. i i outi ne
Wi ot bEE B f Bl MGk 13- UG b Moy Wl fol ey bt bl
enbodi nent flow ikebrindhdbd therndiiesiaipbdified in 1bdatioreR0,sthichgndyrteahe stt adkieessiocfe rout i ne
is replaced. to FIG 5 s a flow diagramof a nmethgod of, storigﬁg.chai n

'#f§ to one

b}

*

handl er i nBYY BETUBHSTYIER touines 8l Thvs, BYs Wsfricton paccallingHdnigruR s

enbodi gpnt  gfind g present invention. In one enbodi ment, the chain handl er
instructions 1nclude instructions that call a new interrupt service

routine. |n thiBednirtiingertion bundid inghaih handldn modile 3¢ mey beie Redore Bfay i ncl ude

-storing an, instruct] .10 save a value,in.a branch. regist.er a tenporary
T ocat 1 on (imgtnyon 4B RN fk Bonifint ik BB SRR SaPeE e e
storing anmkpsky16&utibR tid Brah@AdgibiBEB ), tARGBstoraE B8 theWalus it Had wiieatie addr ess
of the new interrupt service routine (502). I'n addition, storing chain

handl er i nehaindsmilshmorely was eadled.nEhe fih inswictiag bundle ih shain bandiss madilsr anch t o

t he addres gad in..the .br reqi tiRg, : i andl er
cinstructio 3sd 'ﬁ%ge&f]égm%thn |“%8§“r§{§%rﬁ%§é‘§‘}§‘ﬁ5?%§%‘élﬁ§%ﬁ }g&rlgéfgé}gét é; val ue
in the tenpR&®urdi21] sivdin 20 patafdxidtingtiternipt asrvibe roatihes220rin FER4) .AsThe net hod
of storing chain handler instructions showy jn FIG 5 mgy also include
copyi ng i néiscusrd a5pse RndAs showia BFIGe3 4his Srudls has besruieplaead; B AXHAS aced in the
existing i . is QU : hdd . . may al so
Fher ude” de PR R SEtoHiR LM Hilifeni Ehtin Ha B R T o ng

i nterrupt Bist\Bundle2dlifd ¢hainitendiar mocitle 330 maynqh e ant exaci®py ef the Firet i nst ructi on
(506) and, _if _sqQ. fixin instructio inter.relative instruction based
‘on the¥ nsPPEE‘,lP?WhQWﬁé’gF ‘t('g?eﬁef’%'ﬁe @.nrhfﬁ‘gerrfﬁ?‘:{‘f&?%&an% f%??%‘é’n@ﬂgﬁgeﬁ handl er
instnrctions shown in FIG 5 nmay also include storing a relative branch
instruction directed to the existing intyerrupt service routine (508). In
one enbodi nent, the instruction replaced in the existing interrupt service
routine is the first instruction bundle: In another enbodinent, 30 the

rel ative branch instruction is directed to a second instruction in the
existing interrupt | 22 NO~ 2pp4 service routine. In still another
enbodi nent, a bundle of instructions are replaced in the existing interrupt
service routine and copied into the block of unused |ocations.




FIG 6 is a partial block diagramof a conputer with a co@pzltm}v rgg@ﬂabl e
menory that stores instructions adapted to be executed by a proc rto
performa nmethod of 5 chaining interrupts according to one enbodi nent of
the present invention. Conputer 600 conprises a processor 610, a

comput erreadabl e nenory 620, and a system nmenory 630. |In other enbodi nents,
conputer 600 may al so include other conponents such as an input device and
an out put (Havelaive aqpgrationsdin Fég®Bundle 2bbmay havedeoeratfixed mplit Bhat isTBingput er

1 oppy ¢ 0 Eipele 18 ey FVe P on Rl v SRR St & BRet o D
embodi mentvwoulCeiisihe progfasl 86w € Hrenohiy the Zikri@ion Mt 3 tw@UbdkieRs Alay FREPUT er :
- 600. For exanple, conputer readable nmenory 620 nay be a stand al one nenory. .

Syst em nerist IP relstiveriastrustionnOneefiest Bundlesitd nsmovaddfrann ey tbentiynddT i s a

s
. ' | .. 620 and
romor y 2oad SPE o B R oo o3t B R e BBesRe BeREow R An or r upt

vect or t aldifferaB istanboé aay fiorh tHe!TP ¢slativaiifdGudtione AnIP irfletive th@hickidH isSer vi ce
routine 631. System. nenory 630 al so contains a new interrupt service
routine 63fixedun”ari"fyed” by changing theselativedogasion braacipdio.Ber asemplsca sane as t he
~existing i SBLLN i Q b FLGS,. 2 and, 3., and new
i nterrupt ?g%\%ili gglf—zr oﬁ%’?ﬂrﬁ} gg%é‘%ﬁ?r%{/&%%%gt ﬁ%g‘gh;@ebg’s : ‘%Tlﬁgvff"ﬁp% ;ﬂ}eﬂ%& service
routine 3@Btrattioarbundlef ChairBhanfigsmedleE3nnay KeIDR A Hianch Mikrattivn 336Chai n
handl er nmoqul.e 639, which may be the same as chain handl er nodul e 330.
Syst ert e MEHSh WWIH?%%FQFW%W@ segendbundis ip existing intgerupfiservitenory 620
cont ai ns hﬁg%ggg@jons 621 which may include programinstructions 621 that, .
when executed by a processor, cause the processor to carry out the program
For exanpl e; pfogembvdimsttrofeicodesegfait forejiain husHertrvalufer 33068 sowntielosar ry 25
out the hods far chai ning.interrypt service routines, described herein
and s homrr?)tﬂi’e(s F‘@Q‘%}ﬂ‘}f‘g ,mqyﬁls%h%enﬁcogggpgg{emfh O’p‘ﬂ‘lag@g a a’rf minstructions”
i's meant bR AEBUSRURS GRS or 1S BRABhs mE) Be HIWAIBEIAH seadab&S ST on of
instructions that may require preprocessing in order to be exXxecuted by
pr ocedéor The podsrrecaers Seloweises antaszembliangaags. s therode sepmedpbelow.&; " oaded i nt o
system megpe gggbgﬁhgﬂgg?%%pg executed. Conputer 30 readable nmenory 620
may al so contaln-other a. ‘12 2 z ~ov apps I n one enbodi nent, conputer
readabl e nenory 620 nmay be a CD-ROM that contains a new device driver that
is being saddBdr @gatisc:conputer 600. As part of |oading the new device driver
onto conputer &9, BO=1AYy be necegsagy=tHegbRin a new interrupt , service
routine to an gy StBmebg Nt errupt genyi £eqve@ybdi Nne. Conputer readabl e nmenory
.620 may contaif programinstructions 621 that, when executed by a

processor, cauggvlt NG=NeRHBSA&" ChAl B3 @xlidkssTor hdW Ridaet service routine 631
to new interrupt service routine 637 according to an enbodi ment of the

pr esent invent&g@.|ib$3present i”He@bggﬂdﬁﬁ9ﬁﬁﬂgﬁh%mﬁ§thOd and appar at us
for chaining interrupt service routines. The present invention provides a.
nechanisnjthaImB@rqgggothe nemlloﬂiqgg%&HH;3service routine to reside _)
out si de of thebds?{l%éﬁv t vector tgbhe H%&W&ﬂle}he reach of IP relative
branches is Iimted. The present Tnvention Is particularly advantageous in
systens that hAve a fixed size interrupt vector table and do not have nmany
enpty ,bun } iL.nterrupt vector table. Several enbodi nents of the
preseﬁ i%@@i?éo%&ﬁgé#“pecificalI ibLystr ted and/ or 15 descri bed herein.
However, it wiPPYbeahbreci ated tHat?mo894 %t i ons and variations of the
present invent¥on are covered by the above teachings and within the purview
of the appended clains wthout departing fromthe spirit and intended scope
of the invention. For exanple, the present invention nmay be used to chain
any type of new interrupt to any type of existing interrupt. An

i nter-processor interrupt is another exanple of a new 20 interrupt that

m ght be chained to an existing interrupt using the present invention. In
addi ti on, although the enbodi nrent above chains a new interrupt service
routi ne before an existing interrupt service routine, the new interrupt may
al so be chained after the existing intérrupt service routine. Moreover, a
series of interrupt service routines nmay be chai ned together. As another
exanple, the instructions in the enbodi mrent of the chain handler 25 nodul e
shown above (e.g., Save BO, Load BOw th New Interrupt Service Routine
Address, eart.) are only one set of possible instructions, In other

enbodi nents, different instructions may be used and the order of the
instructions may be varied. Simlarly, the steps in the nethods shown in
FIGS. 4 and 5 may be varied. 30 13




2 z ~0~ zooa | CLAIM 1. A nethod of chaining interrupt sgvzi %QVrmi nes,
conprising: storing a chain handler nodule in an interrupt vector table,
wherein the chain handl er nodul e conprises chain handler instructions to
call a new interrupt service routine; and replacing an instruction in an
existing interrupt service routine wwth a branch directed to the chain
handl er nodul e, wherein the existing interrupt service routine is |ocated
in the irnﬁﬁhﬁngﬁﬁﬂpwﬂmpﬁﬁp%. 10 2. The nethod of claim 1, wherein storing
a chain handler nodule in an interrupt vector table conprises: |ocating a
bl ock of | ocatimem® Pn the interr ufit Fipstbunske ofgld handlenipseriediigieg t he chain

handl er instruaepbls into the bl ofRegpirgsdBaelptiiedixuns 3. The method of claim

2, wher®in | ocawp-hdl a bl ock of |ocations conprises: determning the size

“requirenents of;; the chain handl er- nodul e; and searching for a series of

conti guous unused locations that neets the size requirements of the chain
handl er nmtub VT ExthBrldBundiehod of claim 1, wherein instructions to call

“the new interrupt service routine conprises: storing an instruction to save

a valug i n a broagmk.feveSiubt T _ExtimBiGldPaidie2y /1 Badhireiunstyobramd. an
i nstructi GRegufted 0ad the branch register with a start- address of the new

‘interrupt service routine;, 25 storing an i ngtPueativefidp tobrambiiot 0 t he start :

i
S

address | opged i n the branch register; and.storing an instruction to
restore the value in the tenporary | ocati on//lyaasle bPoithendiranch regi ster. 5.
The nethod of claim1, wherein the chain handler instructions further
conpri &e: 30 copying to a location in a block of |locations the instruction
r\ﬁpl aced in the existing interrupt service; determ ning whether the

.Lhstruction replaced in the existing interrupt service routine is an

i nstruction poiTheehaified iadetrigt sttt FoitineOmay apeshtdlds folldw? NONOIOGEmay  t he
instruction replaced i s an instruction pointer relative igﬁé\{ﬂgc ion, fixing
the inst r ReCHTHALSRHSRE Wie MHEPRIPPSFEOT iy vqehqy &9 the Sirst dpcatipndh eptie 8 &% on of
the instr t%‘iﬁ&ﬁ @ﬁg] ' L St [Weiw ' - et hod
of claimb5, er%dﬁﬁJt egﬁgﬁ&ﬁgﬁétﬁé?%?é‘&%ﬁ%ﬁ?%ﬁ%ﬂ%&rﬁﬁpﬁage storing
a rel até veexamakcihe imetupt oy baa timevintsmapithgokeus$ addoequires the exedutiprpfant he
retative branch instructi irected t Enﬁ;tttﬁer i nstruclg ieonﬁ[ilgn t he

n_is,di
exi sting iHFEPPW’@éP%“&%‘aF Bma?eﬁ él?e system clocl ¢ above examp , eXiS

interrupt service routine 220 has been chained to new intérrupt sewice ro_utine 380, which

may be an interrupt that .polls a certain hardware device. Because, according to an
embodiment of the present invention, the first bundle in existing interrupt service ro_utine
25 220 has been replaced by Branch to Chain Handler Module instruction 310, the vectoring

to the first location in entry 201 causes the branching to and execution of thie chain handler

N module 330 (instead of existing interrupt service routine 220).

The chain handler module may call the new interrupt service routine. It may begin -
by setting up the branch register to be used for the call of the new interrupt service routine.
30 -The first instruction in chain handler module may Save B0, which may save the branch
register value to a temporary location. This value may be used upon return to the
instruction that was executing prior to the interrupt. The next instructions may setup a
branch to the new interrupt service routine 380 (Load B0 with New Interrupt Service
Routine Instruction Address 332). The next instruction may branch to new interrupt

35  service routine 380 (Branch B0 instruction 333). The instructions in the new interrupt




7. The nethod of claim6, wherein the instruction replacedaéé hﬁe first
instruction in the 10 existing interrupt service routine, HrEMH.the
relative branch instruction is directed to the second instruction in the
existing interrupt service routine. 8 The nethod of claim1l1, wherein a
bundl e of instructions are replaced in the existing interrupt service
routine. 15 9. A nethod of executing chained intenxpt service routines,
CONpri Si NGeryRe 36\EieR80 bR tRertdrBbiled) FHEGIpID il WS pof] & lcbrtdhOnRd WY ALV I UPT
.service routine fromthe chain handl er nodul e; "and executing 1 nstructions
of an exi sthighgwillmiosr eagpt everyrtime that thetinerdnte@0ptkOcurThe nmet hod of claim 9,

wherein the chain,h |l er. modul e is.located within an interrypt vector
Labl e, 11. The HHEIOHSICUa H the 4oy ygrpEierv eatpyiisgnadig o Teied et o |
‘service r gyl RS EHIR haH@Rr fadR6WHidOmPrefirPEchie! ko iRGhShu@fion fIGRRRI Ny to the

new interrupt service routine; executing instructions of the new interrupt
servi cé r éhaBreach BY invonetion 383 dhatis ta the Regdiore Bdrstiuetion?3duThe Restnde B8st or i ng

t he branck LSt e claim11l. wherein settjng up a
br anch r eqr LBl ropsltie yBEo Y OttaRbec! Bl fbor A H Bl enie? .

t enpor ary by @esubitvh 3810 Thegdoregarhple, iRfiaid6h 3RGh&1Bord/BoRo ke REdmaEs of the
‘new i'nterrupt servi-ce routine, and wherein restoring the branch register

conpr i ses VSpyKiNing interypl sgeviqeeptine?0 manpaleds it the cemplotiorefdbe Restorhe br anch
reg ster : BJOSins ﬁ%n%%g)géin%?i?tem sgﬁfcgp&ﬁ%m %Béf g}egutemr '@ul%ecm I ng
instructions of an existrng rntéerrupt sSérvicé routine conprises. ‘executing

a one 1nstheuzki mstrakion ebeoekeatiédrgaybetier axitfihg fsrupCervicirobtiee Wibtddlea t he

chai n han Igr ”@gﬁ“ ;. branchin ,tg{[@not her instruction of the_ existing -

i nterrupt L6 fichohas ?‘}‘Hé‘,’edéﬂai%é& ler g duls 340 andoten bpd auydPreletiveon of the )
exi sting hphehds$Rbd _ﬁﬁrmﬁeaél@ﬁ%'m&chlsé%g%%@%ﬂm 31 TR

contai ni ng programinstructions that, executed by a 10 processor,
cause t he2p? boenéy @014 whicls isdhesegorgaindie iraerditing interduptt service eowting220r Thpt vect or

tabl e, wherein the chain, handl er .no conprises chajn .handl er

| nat r uct | BHEOR gL FlGrR Y it B C2 B PELeTe5 e 90 aheh A et

i nstruet i @iusk Bortkdl Bdefiirh ROthE PHIRT & WRS atSRieH HfGntetitiodSurit! Thds, Rimgh di rect ed
to the chain handl er nodule, wherein the existing interrupt service routine

i s | ocat egxample ghoveghe Hmer intpsmpt/widkhove edysed the sxecttion of thepjotearptserigabl e
menory of ' 4 el 1520k m.ji.Ast puctio store a chain
handl er mbe u@émaﬁp(glﬁweﬁ i ut%?dvgaégé%?&%ﬁlgdleg a%ﬂ]g%%fgﬂél} ‘%@P‘é M8t ructions
t hat causservioeroutine that updates the system clock. Other embodiments may use different

(D

-

instructions. _ _

20 FIG. 4 is a flow diagram of a method of chaining interrupts according to one
émbodiment of the present invention. In this embodiment, a chain handler module is
stored. The chain handler module may be stored in an interrupt vector table, or it may be )
stored outside of the interrupt vector table. In one embodiment, the éhain,hand],er module
is stored by locating a block of locations in an interrupt vector table and storing chain

25 handler instructions into the block of locations. Locating a block of locations in the
interrupt vector table niay be accomplished by determining the size requirements of the
chain handler module (401 if FIG. 4) and searching for a series of contiguous unused
locations that meets the size requirements of, or fit, the chain handier (402). In the
example shown in FIG. 3, the chain handler module requires six bundles. Other

30  embodiments may require more or less bundles. One embodiment of a method of storing

10




processorto: 20 locate a block of locations in the interruft) ¥eit oppst abl e;
and store the chain handler instructions into the block of |ocations. 16.
The conputer readable nmenory of claim 15, wherein said programinstructions
to locate a block of |ocations include programinstructions that cause the
processor to: 25 determ ne the size requirenments of the chain handler

nodul e; and search for a series of contiguous unused | ocations that neets
the size riagiibaaderihsnwiionstisto thetlsckivinghsed looatibnt @03 )ig shofinen amngpdetat
readable nenory of .claim 14, wherein the conputer readﬁgl e nory 30

contai ns pRELFain Thednethed ef shaining interrypts shewp i F10nt alee IGRIESIRRIFENE #out i ne by -
causi g t NEaRlAGERSA Riind hAIRpARNIAIbEHELHA trihch 8816 Y fldifafhn 2 branch

. register to a tenporary cat|8n; store an instruction to load the branch
regi ster Vantlieamsithde (404} dnens embodimnentythewdplacanent pfthe stvictien incamt i ne; 16 2

2 NOV 204 store_an instructiqn to hrangh_to the, start ad ss, | oaded in the
_branch ¥ edPétiag et SIYPRIOAHNG HE Wﬁéﬁ?"tﬂbe &@@j@ycgertrﬁ@du&iaﬁgeepn t he
tenporary &Qeat il uRRG enibBdiias, %éﬂn%& AERIRH 8 durkBy thd Ppleaisi bethe r eadabl e

d
menory of claim 14, wherein thé conputer readable nenory also contains
i nstruct i dngructien inshoedstingdnteait serige ciutine sathatitheoxisting infermupt sgrvigeock - of - -
unused instryctions S| t he processof. to; ¢ to locatjon in a
bl ook of 1te Wi R et Bple e S Reme s Blink Bl B pd ErfBiBate ot " *
service; IflsARLRicHbIR HOSLARE itbiPup BEVob Fdutindlis kelcated i n the existing
interrupt service routine is an instruction pointer relative instruction;
and i f 1t he i nstFGe§ isarflovegiagremcbfiaanetlpd; of storing ehasvhapdleningructiens antp the _
AQstructi fix the, nstructien pointer relat] ' r. s d on the
(b | ocat ekt i oedibs dphsie Bpmd ebtpofifef U Ardpheieil B3PS 21 1 00
15 19. ThesssyaRtém thé sadaihelenpmicions incthdd instiBtionstiar eilia tdvweinteanput er '
readabl e menory al so _contains instructions that store the _cr%i n handl er
i nstruct i oWEiedToBtines dn Bibembadimensstaring shaip pandle SSERFUORTMBY BE g"so_r to store
a relati ve M@ odddShde sl afetdn b Banbl REKicPlo d BRAkGNISantG0R). N | he

rel ative bran Instruction is direc to another Insfruction. in the
exi sti.mg Storing chain handler instructions may alse include storing an instruction to load the

branch register with the start address of the new interrupt _service routine (502}. In
addition, storing chain handler instructions may also inchude storing an instruction to .
‘branch to the address loaded in the branch register (503). ‘Storing of chain handler
instructions may also include storing an instruction to restore the value in the temporary
20 location back to the branch register (504).
The method of storing chain handler instructions shown in FIG. 5 may also include
o } copying into the block of unused locations the instruction replaced in the existing interrupt
: service routine (505). In addition, the method may also include determining whether the
instruction replaced in the existing interrupt service routine is an instruction pointer
25 relative instruction (506) and, if so, fixing the instruction pointer relative instruction based
on the instruction’s new location (507). The method of storing chain handler instructions
shown in FIG. 5§ may also include storing a relative branch instruction directed to the
existing interrupt service routine (508). In one embodiment, the instruction replaced in the
existing interrupt service routine is the first instruction bundle: In another embodiment,

30 the relative branch instruction is directed to a second instruction in the existing interrupt

11



20 interrupt service routine. 20. The conputer readable rregnzﬂ]gjg gﬁ#@l m 19,
wherein the instruction replaced is the first instruction in the ting
interrupt service routine, and wherein the relative branch instruction is
directed to the second instruction in the existing interrupt service
routine. 25 21. The conputer readable nenory of claim 14, wherein a bundle
of instructions are replaced in the existing interrupt service routine. 22.
A conput ersesyietrentinec dnrptill siothgr erdbdiment, ahaRdle bf inamcbtianmamglaeéd maRsabl €
menory contaLngggvﬁ%E raminstructions, that, when executed by the

“processor , “EHY M geewutye and copiedinta the blogk efuppdiessipes:  nodul e 17 2
f~QV 2pp~ cal | AGNeW o dakdi bR dis 'o%scéﬁygé{ﬁ%ﬁgﬂ{%@ghﬁ?r Al mBRge) er

nodul e; and execute instructions of an ex rrupt service-routine.

23. The cdhghsteres instectionsafiaptédan be 2scutelh by & procésier tp pagsrana indthbd ot i ons to

call a new,interrupt servige routine conprises programinstructions to: set
it ok At B

up- a branciieinig REEEPDLS accopting tp gng erabdimen Pispint dwenticie Goppuien 600 execute
' t ti ' ' j : tQat h hai
I nstructi oigphibestaiBodtr Eiﬁ,ﬁ%ﬁgﬁeﬁ‘é‘idébﬁ%e@ 6RE W&é@&%@agg%og? e chain

handl er nodule; and 10 restore e branch er system
of cl ai m 22 othghembidiments compgecidlimeytalsodndhaiesittien carponenis audhraaag inpoegi st er

conpri se ogram instructi.ons.to sa a value in the branch register to a
te%or ar yp‘{%@ﬁﬁrﬂoﬁ %{W%]RF%‘Q%F' %?@%Feéﬁﬁ%mﬁ% L PRTONR FOAYIRE: Qﬁ‘&?‘étg’s of the new
i nterrupt rsRlable@Rmidy 620'Ray M%emoﬁmﬂabﬁw %h_%ké!ﬂ&}aﬁ}?, wher ei n

‘the programinstructions to execute instructions of an. existing’ interrupt:-
servi c@ r ol #bard digsr 3 BAMp e S-BOM. 105 8 ROM.i Birntherembediseatsecompater nst r uct i on

20 br anch Te R sl BAP bRl B0 b Sige O e b o e RYBT i ce 1outi ne: )

and © readable memory 620 may be a stand alone memory. System memory 630 may be any

type of memory, and in one embodiment is a RAM. Ina further embodiment, computer
readable memory 620 and sysiem memory 630 are the sarﬁc memory. System memory

15 630 contains an interrupt vector table 631, which in turn contains an existing inferrupt
service routine 631. System memory 630 also contains a new interrupt service routine
637. Existing interrupt service routine 631 may be the same as the existing interrupt
service routine 220 shown in FIGS. 2 and 3, and new interrupt service routine 637 may be
the same as the new interrupt service routine 380 shown in FIG. 3. ‘System memory 630

20  also contains a chain handler module 639, which may be the same as chain handler
module 330. System memory 630 may also contain other data.

| Computer readable memory 620 contains instructions 621 which may include )

program instructions 621 that, when executed bya procéssor, cause the processor to carry
out the program. For example; program instructions 621 may cause the processor to carry

25 out the methods for chaining interrupt service routines described herein and shown, for

' example, in FIGS. 4 and 5. The phrase “program instructions™ is meant to encompass
source code, assembler, and any other expression of instructions that may require
preprocessing in order to be executed by pfocessor. In one embodiment, the program
instructions 621 are loaded into system memory 630 before being executed. Computer

30 readable memory 620 may also contain other data.
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4109%: () - Ptlygg o ex:s%né }ntermpt An inter-processor interrupt is another example of a new
20 interrupt that might be chained to an existing interrupt using the present invention. In
addition, although the embodiment above chains a new interrupt service roi.ltine before an
- } | existing interrupt service routine, the new interrupt may also be chained after the existing
| interrupt service routine. Moreover, a series of interrupt service routines may be chained
together. As another example, the instructions in the embodiment of the chain handler
25 module shown above (e.g., Save B0, Load B0 with New Interrupt Service Routine
Address, ext.) are only one set of possible instructions. In other embodiments, different
instructions may be used and the order of the instructions may be varied. Similarly, the

steps in the methods shown in FIGS. 4 and 5 may be varied.
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10 2. The method of claim 1, wherein storing a chain handler module in an interrupt vector table
comprises:
locating a block of locations in the interrupt vector table; and

storing the chain handler instructions into the block of locations.

15 3. The method of claim 2, wherein locating a block of locations comprises:
determining the size requirements of the chain handler module; and
searching for a series of contiguous unused locations that meets the size requirements

of the chain handler module.

20 4. The method of claim 1, wherein instructions to call the new interrupt service routine
comprises:
storing an instruction to save a value in a branch register to a temporary location;
storing an instruction to load the branch register with a start address of the new
interrupt service routine;
25 storing an instruction to branch to the start address loaded in the branch register; and
storing an instruction to restore the value in the temporary location back to the branch

register.

5. The method of claim 1, wherein the chain handler instructions further comprise:
30 copying to a location in a block of locations the instruction replaced in the existing
interrupt service;
determining whether the instruction replaced in the existing interrupt service routine

is an instruction pointer relative instruction; and
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7. The method of claim 6, wherein the instruction replaced is the first instruction in the
10 existing interrupt service routine, and wherein the relative branch instruction is directed to the

second instruction in the existing interrupt service routine.

8. The method of claim 1, wherein a bundle of instructions are replaced in the existing
interrupt service routine.
15
9. A method of executing chained interrupt service routines, comprising:
branching to a chain handler module;
calling a new interrupt service routine from the chain handler module; and
executing instructions of an existing interrupt service routine.
20
10. The method of ¢laim 9, wherein the chain handler module is located within an interrupt

vector table.

11. The method of claim 10, wherein calling the new interrupt service routine comprises:
25 setting up a branch register;
branching to the new interrupt service routine;
executing instructions of the new interrupt service routine;
branching back to the call handler module; and
restoring the branch register.
30
12. The method of claim 11, wherein setting up a branch register comprises saving a value in
the branch register to a temporary location and loading the branch register with the address of
the new interrupt service routine, and wherein restoring the branch register comprises

copying the value from the temporary location back to the branch register.
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executing a one instruction of the existing interrupt service routine within the chain
5  handler module;
branching to another instruction of the existing interrupt service routine; and

executing said another instruction of the existing interrupt service routine.

14. A computer readable memory containing program insiructions that, when executed by a
10  processor, cause the processor to:
store a chain handler module in an interrupt vector table, wherein the chain handler
module comprises chain handler instructions to call a new interrupt service routine; and
replace an instruction in an existing interrupt service routine with a branch directed to
the chain handler module, wherein the existing interrupt service routine is located in the

15  interrupt vector table.

15. The computer readable memory of claim 14, wherein said program instructions to store a
chain handler module in an interrupt vector table include program instructions that cause the
processor to:

20 locate a block of locations in the interrupt vector table, and

store the chain handler instructions into the block of locations.

16. The computer readable memory of claim 15, wherein said program instructions to locate a
block of locations include program instructions that cause the processor to:
25 determine the size requirements of the chain handler module; and
search for a series of contiguous unused locations that meets the size requirements of

the chain handler module.

17. The computer readable memory of claim 14, wherein the computer readable memory
30  contains program instructions to call the new interrupt service routine by causing the
processor to:
store an instruction to save a value in a branch register to a temporary location;
store an instruction to load the branch register with a start address of the new interrupt

service routine;
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19. The computer readable memory of claim 18, wherein the computer readable memory also
contains instructions that store the chain handler instructions into the block of locations by
causing the processor to store a relative branch instruction into the block of locations,
wherein the relative branch instruction is directed to another instruction in the existing

20 interrupt service routine.

20. The computer readable memory of claim 19, wherein the instruction replaced is the first
instruction in the existing interrupt service routine, and wherein the relative branch

mstruction is directed to the second instruction in the existing interrupt service routine.

25
21. The computer readable memory of claim 14, wherein a bundle of instructions are replaced
in the existing interrupt service routine.
22. A computer system, comprising;

30 a processor; and

a computer readable memory containing program instructions that, when executed by
the processor, cause the processor to:

branch to a chain handler module;
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10 restore the branch register.

24. The computer system of claim 22, wherein the program instructions to set up a branch
register comprise program instructions to save a value in the branch register to a temporary

location and load the branch register with the address of the new interrupt service routine.

15
25. The computer system of claim 22, wherein the program instructions to execute
instructions of an existing interrupt service routine comprise program instructions to:
execute one instruction of the existing interrupt service routine within the chain
handler module;
20 branch to another instruction of the existing interrupt service routine; and

execute said another instruction of the existing interrupt service routine.
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