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(57) Abstract: Disclosed are apparatus and
methodologies for detecting inversion tamper,
removal tamper, and taps using a three-axes ac-
celerometer sensor in a utility meter environ-
ment. Inversion tamper is detected upon power
up if the acceleration value along Y axis is
greater than or equal to some small positive
threshold. Removal tamper is detected if the av-
erage acceleration change of both Y and Z axes
is greater than or equal to the removal threshold.
A tap is detected if the average acceleration
change along the X axis is greater than or equal
to the tap threshold. The initial acceleration val-

21t4 212 ues are set upon power up. Removal tamper de-
- tection and tap detection are distinguished using
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average value sample a moving average filter. Tap detection uses tim-
in each . Clossin ing constraints to avoid false tap detections.
Data Buffer value?



