SHARI NG OF AUDI O VI SUAL CONTENT W TH A SELECTED USER BACKGROUND [ 0001] A
popul ar and effective way of accessing television programring is via a

sat el |i t ewonomatibe2t el evi si on broadcast receiver or "sercrapmo003tidesi gned
to receive television video and audio data froman orbiting satellite or a

cabl e tel evision headend. By enploying such a set-top hox, a subscriber to
Soatel 11t o SHARMGOR & WolErtul (RTERT, Padit st BCErEuSkR of  cover o
hundred programm ng channel s providi ng news, sports, entertainnent, and the
like for live programviewing. In addition, the set-top box may include a

digital vBadXEROGMNer (DVR) for recording prograns for subsequent playback
at a tinme nore convenient for the subscriber. A DVR often incorporates a

magnets c [HooK] dri veA @ophmdndasffediicw sy Of agessingablaois@Yprdatmatind isnga t he
recorded progranms. [0002] To provide the subscriber nore renote access to

live or recarfad, RLARARVLRY tr&RRAY 8eR¥r b BRI K! Q@ii%r?edst@}éée% box,

Sling Media, Inc. has devel oped a nunber of products, ch as the

Sl i ngbox( 1alciil i, Bld Qukid DS, SUBSSE LRl @AkE SEMAnOAATILNG from the
set-top box over an I'nternet connection to a renote comuni cation/display

devi ce, such a conput er, bi | e phone, or the like, in the possession of
the subschsaserd. Ty emalah sushAaHcep Phve: whpaher fa ysatdfirersablet op boxes are

bei ng devel oped whi ch include the functionality of a Slingbox(tm to allow
t he subscidldyetion geryiee proaidsr pragdecenye any ofiseesalihyindied pragiemsissehanpds ' s
set-top box over the Internet. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0003]
Many #H$peptaidifig hdves, pparse attediismens aicethodike e Ibetpregramndevisgodd W t h

addition, the set-top box may include a digital video recorder (DVR) for recording
programs for subsequent playback at a time more convenient for the subscriber. A
DVR often incorporates a magnetic disk drive or similar data storage technology for

storing the recorded programs.

15  [0002] To provide the subscriber more remote access to live or recorded
programming received by the subscriber’s set-top box, Sling Media, Inc. has
developed a number of products, such as the Slingbox "™, which allow the subscriber
to stream programming from the set-top box over an Internet connection to a remote
communication/display device, such as a computer, mobile phone, or the like, in the

20  possession of the subscriber. To further enhance this capability, some set-top boxes
are being developed which include the functionality of a Slingbox ™ to allow the
subscriber to retrieve programming directly from the subscriber’s set-top box over the

Internet.

BRIEF DESCRIPTION OF THE DRAWINGS

25  [0003] Many aspects of the present disclosure may be better understood with

reference to the following drawings. The components in the drawings are not



reference to the follow ng drawi ngs. The conponents in the drawi ngs are
not necessarily depicted to scale, as enphasis is instead placed upon clear
i Il ustratworromfi2047e pri nci pl es of the disclosure. MreoPer/,US2omowBHS0

drawi ngs, |ike reference nuneral s designate correspondi ng parts throughout

the several viepws. Al's ile several enbodiments are described in

connect i oHeW%aﬁTf@F@é%e‘g@%%Hﬁg%g,e G B o et P BB et ARCGH T he

enbodi nents di scl osed herein. On the contrary, the intent is to cover al

al t er nat i thepringipdgsiaf g dismasuranMloeaguety 8 Gadsawipgo bl refprgnceinyngeralssi mpl i fi ed
bl ock di agram of an audi o/ vi sual conmuni cati on network according to an

enbodi nentlesignatcheriespaaiin goparts [0S ouftlg. sePerhlsviews.| Alwodwhidg savead a net hod
according to an enbodi ment of sharing audi o/visual content in the

audi o/ Vi se@abo&H¥NIrC ddst APedi@lcoRfidetion withGhest drdvid08khedigklostird & mdt bl ock
di agram of an audi o/ vi deo comuni cati on network according to an enbodi nment

of thesinyaRty ?@the][eg‘&)gﬂmé;lit%gé%?%lﬁ rlllgret?% Ogﬁ tlgai n@gg@%ﬁ{e igﬂtan?iﬁ% 04y deo

content receiver o i g. e 1 nvention.

0008] Fi is.a bl i f. i cati d f Fig. 3
gccorLinbgg8R3h%8%3688ﬁ§ﬁ%hﬁgﬁgﬁk%PﬁggﬁgrgﬁhlFgobg? E?g? g islg bl ock

di agram of a communi cation device of Fig. 3 according to an enbodi nent of

the invent| [001Q] Fig..7 i graphi cal representati on of account
nf or ot | 904 or ed T & he SEOMHGR AT BREABS aafauéiogm@ﬁ FMEHNEARYLI nent  of
the invention. DETAI LED DESCRI PTI ON [ 0011] The encl osed draw ngs and the
f ol | owi ngheleodk aqepidire Wegni asnboslpaentiof thednixadiionent s of the invention to teach
those skilled in the art how to make and use the best node of the
i nvention. For the purpose of teaching inventive principles, sone

[0005] Fig. 2 is a flow diagram of a method according to an embodiment of

10 sharing audio/visual content in the audio/visual communication network of Fig. 1.

[00006] Fig. 3 is a block diagram of an audio/video communication network

according to an embodiment of the invention.

[0007] Fig. 4 is a block diagram of an audio/video content receiver of Fig. 3

according to an embodiment of the invention.

15 [0008] Fig. 5 is a block diagram of a communication node of Fig. 3 according

to an embodiment of the invention.

[0009] Fig. 6 is a block diagram of a communication device of Fig. 3 according

to an embodiment of the invention.

[0010] Fig. 7 is a graphical representation of account information stored in the

20  communication node of Fig. 3 in an embodiment of the invention.



conventional aspects have been sinplified or omtted. Those skilled in the
art will appreciate variations of these enbodinents that fall within the
scope of wbeoiwmnestei on. Those skilled in the art w | alPso/tsppossiiat e t hat
the features described bel ow can be conbined in various ways to form

mul tiple EEQ%&nggié ﬁE éﬂg invention. As a result, the invention is not
limted t = LRI i ments described bel ow, but only by the clains
and their equivalents. [0012] Fig. 1 is a sinplified block diagramof an
audi o/ vi s[11tonmmurfheznclosechéawbige and thedebowiigrigsarivtian depisbthcpidist of t he

i nvention. The video comruni cation network 100 includes an audi o/ vi sual
cont ent sembadimtdk,of ahe iauditomhvo saah thoeatlehtd mehean @owtOhaka asdnyehe cat i on
node 104, and a comuni cation device 106. The audi o/ vi sual conmuni cation

net wor k 196kt fRye b€ HeGBRIMioR. POF the @lrpdke af ©adtghd inbentlvelpeMiHlansdidpadcast
network, a cable tel evision broadcast network, a conputer network (such as

the | ng er Qﬁ{v)sntl&{al ctgthggé bé%r ﬁ‘gﬁ)lﬂ?ed\%r oﬂlﬁéds ’?I%MH%I%%%?Q \ﬁ}%f inor k capabl e

of transmtting and recelving a vi sual cont ent e Fig. 1
only depicts the co nt ent urce 1 102 ni cation
nods 104, Setet v Qi e RN GRbdRents M GG g e Al B PRy ceo
such as routers, repeaters, splitters, and other conmuni cation circuitry,
may hel p #BesRskHisdinthequswilbair apeeaiate hap hersaties describebbelpwcpedn t he
conponents 101- 106. For exanple, between each of the receiver 102, the
conmuni catérobinadteval®ds wapsitot fhen cordtplncodvdiorentkesfitheinyO@iomyAse porti ons of
an Internet Protocol (IP)network, such as the Internet or another w de-area
net wor kK ( ¥AN),. th&thvetesn isinbt lified aste Opecificani®dimets Hedcabesbaoawneitwor k, t he
comuni cation path fromthe audi o/visual content source 101 to the

aud|o{ylsg§$¢ﬁgﬁg@Qﬁngﬁﬁﬁhag&yﬁgﬁmﬁyy include an orbiting satellite
enpl oyi ng a’nunber of transponders for receiving data fromthe audi o/ vi sual

[0012] Fig. 1 is a simplified block diagram of an audio/visual communication
network 100 according to an embodiment of the invention. The video communication
network 100 includes an audio/visual content source 101, an audio/visual content
receiver 102, a communication node 104, and a communication device 106. The

15  audio/visual communication network 100 may represent a portion of a satellite
television broadcast network, a cable television broadcast network, a computer
network (such as the Internet), or any other wired or wireless communication network

capable of transmitting and receiving audio/visual content.

[0013] While Fig. 1 only depicts the content source 101, the receiver 102, the
20  communication node 104, and the communication device 106, other communication
devices, such as routers, repeaters, splitters, and other communication circuitry, may
help form the various communication paths illustrated between the components 101-
106. For example, between each of the receiver 102, the communication node 104,

and the communication device 106 may be portions of an Internet Protocol (IP)



content source 101 and relaying that data to the audi o/ vi sual content
receiver 102, as well as other video content receivers not depicted in Fig.
1. [0014]weigio/20992esents a fl ow di agram of a net hod 20@Cwofussd@nsrgo
audi o/ vi sual content in the audio/visual comrunication network 100 of Fig.

1 according to an enbodiment of the invention. Ho , ot her. audi o/ vi sual
Communi calfgis ygﬁhe%?stﬁshﬁgpett HARODREVIse T3 ?eéweg}%&moswa?erﬁngt. €1 may
enpl oy the nethod 200 of Fig. 2 to simlar effect. [0015] In the method
200, the easdiobpvitsllisg telayiti @ntetyeke fheeomppmieasion ipedsremn dicorudicdviaral cont ent
116 from the audi o/ vi sual content source 101 (operation 202). In one

i npl enment adritan sotike 1aLI thé wndivatisuabettngmitt rebdtver $02amdy mchnld/aarorbitidgo dat a,
such as a radio or television program Such a program may be, but is not

limted toatelfite@pl6yin8s RAhIbBLoRYARpondRE] decsi@lngefit£Pb:H AEaudi&WEufl 0gr am
or any other type of audio/video programor portion thereof. Further, the

recei ver 1Og. H&EGCY §61 Eﬁtﬁre?aﬁrg‘égetﬂ%t ci'ajcaptot}}{?::!ﬁgd{o/%{su%ﬂ%ﬁf&ei@&aﬂ%és sel ection

resource, such as a tuner shown in e receiver stores

t he content 116th%:og%rati nt204 . Aog[gissagg.lko iis transmtted fromthe
recei ver 162 % 8MPhEIER RARIRTILEET K PETEPEES P bf%erati on 206). The nessage

i ndi cates that the audio/visual content 116 is available for viewng by a
sel ected user, wherein the selected user is associated with the

commini calt0A] devi dae Poeeserfien emungaar i DA sharigs l%ﬁwi cation
112 of the nessage 110 to the comuni cation device 106 associated with the
sel ect ed ogudent(inpgwraatdiodyisydgymmahicatiorenesiveiinleofrtéguleancorting foan t he

audi o/ vi sual content 116 fromthe conmunicati on device 106, the

conmuni catmbodinedeoftbd idvantidn. tlbdwesved clonmudiotatuabcommmnnieationdysteatsween t he
recei ver 102 and the comruni cation device 106 (operation 210). The content
116 i $0 t hethet hanaid dpb&fc kY t1DE of PLeil Yely chbdo} thelh@h6PLPIDIN GaL1 @n devi ce

similar effect.

[0015] In the method 200, the audio/visual content receiver 102 receives
audio/visual content 116 from the audio/visual content source 101 (operation 202). In
one implementation, the audio/visual content 116 is audio and/or video data, such as a

15  radio or television program. Such a program may be, but is not limited to, a movie,
sporting event, weekly series episode, news program, or any other type of audio/video
program or portion thereof. Further, the receiver 102 receives the content 116 by way
of a content channel selection resource, such as a tuner (not shown in Fig. 1). The
receiver 102 stores the content 116 (operation 204). A message 110 is transmitted

20  from the receiver 102 to the communication node 104 (operation 206). The message
indicates that the audio/visual content 116 is available for viewing by a selected user,
wherein the selected user is associated with the communication device 106. The
communication node 104 sends a notification 112 of the message 110 to the

communication device 106 associated with the selected user (operation 208). After



106 over the connection (operation 212). The conmuni cation device 106
presents the audi o/visual content 116 to the selected user (operation 214).
[ 0016] Wwbeotoneowrper ati ons of Fig. 2 are depicted as becmgsSexeostisd in a
specific serial fashion, other orders of execution, including concurrent
execution of two or r perations, are also p055|ble | n .anot her

enbodi nmenteCely MEhisHE e S 1 St f‘e"‘“éiﬂqr;’?“ébaz CREENURAOERM RO THRHER t her eon
instructions for a processor or other control circuitry to direct various
conponent devig2l 0fg regonmgnicatiopgolenpfefrsiitatehecorambpga?goconhedion] As a
result of the nethod 200, the receiver 102, by way of the conmmunication
node 104, bemygerstharreceivee lamdhd)ﬂreicsnmrhumnbaldeVi&aﬂSO(stoq»e&doh BlOhelheecei ver 102
wi t h ot her conmuni cation devices 106 operated by one or nore users

speci fi catdntertali 663 Ben Bindnitts€FroRf the RRelver B V@Ithd OdmiigRadiditdsmt ent 116
becones avail abl e. O her advant ages nay be recogni zed fromthe various

| pl engnt ghy l%f ﬁﬂ@cdoﬂ"(‘é?érht%h sH5C ﬁé ‘éﬁn{nﬂn%ﬁé’ﬁ &videiR dreffilsQ 3([)8018]

Fig. 3is a I agram of an au V|sua conmuni cati on networ

according _t not her e nt nvent i The network 300 i ncl udes

an aud|o/@?ﬁ%@mgéﬁP@ﬁPpgﬁﬂﬁqg Tx“fﬁwﬁb) F@Pgigycontent recei ver 302, a

communi cati on node 304, and a communi cati on device 306. As with the video
e network 300 of Fig.. 3 may form

connunica ' netwar k. 100 of Fig
part of a todBn ' v Ve the mpsraﬁle%@ﬁl %goﬂalﬁﬂs%tféﬁ Foe srReth 3any” ot her
type of communicationnetwork capable of transmtting audio and/or video
dat a fronsResdiccentldashien wihes ogl1s efexehdioneineludire @oourrdnyexd¢sation @hi | e onl y
one content source 301 and receiver 302 are shown, other inplenentations
may enploywmuﬂﬁbphgmcthemh:ﬂmup@emksGﬁ@nDQEEMnEmﬁnﬁﬂQaccmpﬂmnication nodes
304, and conmuni cation devices 306 within the network

10 readable storage medium may have encoded thereon instructions for a processor or

other control circuitry to direct various components 102-106 of Fig. 1 to implement

the method 200.

[0017] As aresult of the method 200, the receiver 102, by way of the
communication node 104, may share the audio/visual content 116 stored in the

15 receiver 102 with other communication devices 106 operated by one or more users
specifically selected by a user of the receiver 102 when the content 116 becomes
available. Other advantages may be recognized from the various implementations of

the invention discussed in greater detail below.

[0018] Fig. 3 is a block diagram of an audio/visual communication network
20 300 according to another embodiment of the invention. The network 300 includes an
audio/video content source 301, an audio/video content receiver 302, a
communication node 304, and a communication device 306. As with the video
communication network 100 of Fig. 1, the network 300 of Fig. 3 may form part of a

satellite or cable television broadcast network, or any other type of communication



300. [0019] The audi o/ video content source 301 is configured to deliver
audi o/ vi deo content 316 to the audi o/ vi deo content receiver 302. In the
envi r onnewo 20fo/2o0at el | i t e broadcast tel evision networkpCrhS2aasnsvi deo
content source 301 may be a satellite uplink center that transmts nultiple

channel s of programm by way of _ transponders aboard one or nore orbiting
satel | i tegetwﬁﬂgga@e%aggraﬂ%ﬁﬂéﬂ BI%io ANPGRS BT SN ARHIER 0 he

comuni cation network 300 is a cabl e broadcast tel evision network, the

cont ent stuthe gecger ARy Ihuthgr.cetbleconhie afeerdtany sewegs 30 Inandaecayritiéare

enbodi nent, the content source 301 may be a television station transmtting
t el evi si oshsimg pdles irhylemaytatidnsamiyeemplol mdtiple ebetentsioorcet Bahsedeiveey . O her

net wor ks, such as wi de-area and | ocal -area conputer networks, nay

i ncor por age2, RBmANRQEAOH §08R M08 NindS@ieniSflibnideviRENSI6 WitRh eREMRALHONS .
[ 0020] The audi o/ vi deo content receiver 302 is configured to receive the

audi o/ yi dggy content 316 fromthe content source 301 and store the content
316. Fig. 4 presents a block diagramof the receiver 302 according to one
exanpl e. Exanples of the receiver 302 may include cable, satellite, or

terrestriﬂiph | evi si;on set-.top boxes, digital video,recorders.(DVYRs), and
the 11 ke, OMEFr eoe; URMRABA P sotRT funfd ML RisalliR0 LERM OB HER oo
interface 402, data storage 404, an output interface 405, comuni cati on

|t o T aceCABBH 316 (R BF FHEBI RSN ICCRET Wt 1ahe EMIEDMER TAr0c e
audi o/ video content interface 402 is configured to receive the audio/video
cont ent 3b®hdentt tehpeisiaudiaty otke e avdiofadeo eppiant s ee1 301 maphea exblbiti ment, t he
audi o/ video content interface 402 receives the content 316 and converts the
cont ent 3iplitkoceate drammmnetsusalbipt dhannddy efcesgiamgning biiwaytdfie audi o/ vi deo
content receiver 302. Such conversion nay include frequency
down- ¢@nV ghsipBRder@iiatd bigddr Bdve orifiAg BBENtRAGn ¢8RIn@r&us orbit. In

another example in which the communication network 300 is a cable broadcast

television network, the content source 301 may be a cable headend system. In yet

another embodiment, the content source 301 may be a television station transmitting

television signals by way of a terrestrial television transmitter. Other networks, such

15  as wide-area and local-area computer networks, may incorporate an analogous content

source 301 in other implementations.

[0020] The audio/video content receiver 302 is configured to receive the
audio/video content 316 from the content source 301 and store the content 316. Fig. 4
presents a block diagram of the receiver 302 according to one example. Examples of
20  the receiver 302 may include cable, satellite, or terrestrial television set-top boxes,
digital video recorders (DVRs), and the like. The receiver 302 in this case includes an
audio/video content interface 402, data storage 404, an output interface 405, a
communication interface 406, a user interface 408, and control circuitry 410. The

audio/video content interface 402 is configured to receive the audio/video content 316



functions. In the case of a satellite audio/video conmuni cati on network
300, the audio/video content interface 402 may be coupled with or include a
hyper bol ov0 2ariemta conbi ned with a | ow noi se bl ock- convertusedhesdbor n
(LNBF), which collects and anplifies the i ncom' ng signals carrying the
content 316, converts the signals f m crowave frequencies to
Cnter ned; How B wﬂ%e@@ne&gt BrEseti edn P 0RO odinen e W HIA SO ont ent
interface 402 al so includes at |east one content channel selection

r esour ce, iggrEise 492 seceivge thegontgnhd | Gaandcdonrgrist thy corteit 3deltee forpymerfe or nore
audi o/ vi deo progranmm ng channels being transmtted fromthe satellite,
descr anbl esabtd fioc processirfeowitide slor amntid/vidgo téreemt oededvet 3G 6Sucdhnubnotiien
circuitry. Al so, the audio/video content nay be a program from a broadcast

channel  Omaf@tieidireqieNdyl@Ry PR Bor R afny PR atdh ORF@attth gD @)t B@Er Vi ew ( PPV)
event, or another type of program |In another enbodi nent, the content

channed - sgl 6540M HESQYE 6€4 E@theea‘ﬁﬂlo\/\‘ﬂdé &Iﬁﬁﬁﬁﬁ%&} né%e 91¥< Y@l a conputer

net wor connection, such as an [Internet rot oco connection carr y| ng

I ch di o/ t 021] Th I ti
SR I R R W R A
for recording thereon. The data storage 404, under the direction of the
control cERAGR binggl wigh 6m‘ﬂéelsabl?Ckﬁﬁe‘fqr@H&qdhw%NBtH%eW%zea collertdeo

content receiver 302. The data storage 404 nmay be include any type of data
st or age neatl amplifiesdhaigicomingali gl staatye gberoententsil 6 hardlglostnatdngerndeor dynani ¢
random access nenory (RAM or flash nenory; and direct access nenory, such
as magnet kign@g toapiice@l avedi fedquetidianers iftefzetliatd hequditient Al piseiitad é B i S
configured to decode and/or convert the audio/video content 316 stored in

the dgda st@e ﬁﬂcﬁoﬁ%o%@g‘ceg@ﬂnte‘fﬁ& Lirea1cO HcRIdEs 3hBast Qﬁe Méﬂt@ﬂzﬁm’éher eof, as
present ed audi o/ vi deo cont ent to an out put or display device

selection resource, such as a tuner or similar circuitry, for selecting one or more
audio/video programming channels being transmitted from the satellite, descrambler
circuitry for descrambling the content 316, and other circuitry. Also, the audio/video
content may be a program from a broadcast channel or network, a video-on-demand
15  (VOD) program, a pay-per-view (PPV) event, or another type of program. In another
embodiment, the content channel selection resource may receive the content 316 by
way of a computer network connection, such as an Internet Protocol (IP) connection

carrying one or more logical channels of audio/video content.

[0021] The resulting content 316 is then forwarded to the data storage 404 of
20  the receiver 302 for recording thereon. The data storage 404, under the direction of
the control circuitry 410, provides DVR functionality for the audio/video content
receiver 302. The data storage 404 may be include any type of data storage medium,
including solid state memory, such as static and/or dynamic random access memory

(RAM) or flash memory; and direct access memory, such as magnetic and optical disk

25 drives.



420, such as a television, video nonitor, audio receiver, or the like, for
presentation to the subscriber. For exanple, the video portion of the

pr esent edwaurdion2047deo content 418 may be delivered by wagtafS2aonsdsasé at ed
vi deo cabl e connection a conposite or conponent video RCA-style (Radio

Cor por at i Aner' connectio and a Digital I nterface (DVI) or
Hi gh- Def i [t e 8 Inipasersds qnﬁmedgaﬁﬁ@éﬁaa or oty ei B o portion
may be transported over a nDnauraI or stereo audi o RCA-style connection, or
over an HBMiokisieasericond 16atered intha datasiadess 40dranddslivgidhe edngenéd1eaninect i ons
may be enpl oyed in other enbodi nents. [0023] The conmmunication interface
406 i s copditigns ehereiof as prasuimed atddoivideh choteht 4 18eo @aomotpat cadisgay dodee 304 and
t he conmuni cati on device 306 of Fig. 3 by way of a comruni cati on network,

such as t hey, lshéteaselelcQisidN 01das mditde nali®deat@bendrihd ME¥NYor (REscatatiof @ - ar ea
network (LAN) The communication interface 406 may support communi cation

over fh,le fQbEibe, MUreRsnple, Wk e% %rtfo rUfH'ﬁ'é %én?éli a[ﬁ%ﬁq‘?l@ﬁgécérﬂerﬁt her
es any

exarrpl es. The com‘rum cation inter inc rdwar e and/ or

sof t war e, net wor k |n erf a. i m|ar. conponent and

rosoct at TSPy SR AR R B dal B £ 1 P@xf’% PO T SHEPBYEP  he
chosen network. [0024] The user interface 408 is configured to receiving
user conmBPBROEALYIEENBEA-Hplst(Radigdtpragraion slbpmeErRCOM g8 di%s cussed

bel ow. The user interface 408 may provide either or both of a control panel
connect i oPigitt ides Idfertect (Vbror dighiPeéinigioofMulhmedrdeievigee GI2MIand a renot e
control interface. The renpote control interface may recei ve conmands from a

renot e cooaddnetticeViteeauddpdiiomayy 0 taospraedstéransohduid dr eetso aadifcadi o
frequency (RF) or infrared (IR) frequency band. Different communi cation

met hogs, R@Qﬁlstgﬁ &BH&%OE”@J&H QQH@N{I &ﬁ\he&fona@Héia‘ualot/xFlééb'San%ﬁﬂs%HdOf renote
conmands, e used in other inplenentations.

related connections may be employed in other embodiments.

[0023] The communication interface 406 is configured to communicate with
both the communication node 304 and the communication device 306 of Fig. 3 by
way of a communication network, such as the Internet or another wide-area network
15  (WAN), or a local-area network (LAN). The communication interface 406 may
support communication over other forms of wired or wireless communication
networks in other examples. The communication interface 406 includes any hardware
and/or software, such as a network interface card or similar component and associated

software, necessary to provide the communications over the chosen network.

20 [0024] The user interface 408 is configured to receiving user commands and
other input, such as a user selection 318 discussed below. The user interface 408 may
provide either or both of a control panel connection located directly on a surface of
the receiver 302, and a remote control interface. The remote control interface may

receive commands from a remote control device 422 by way of commands



[ 0025] The control circuitry 410 is configured to control and interact with
t he audi o/ video content interface 402, the data storage 404, the output

i nt er f acewo@810/2be2conmruni cation i nterface 406, and t hePusars2emwerisace 408,
based in part upon the commands and other input received by way of the user
interface 408 to, render the audi o/video_content 316 stored j.n the data
storage 4BANSRHPY Qye rﬁ@OEf@@@%&ﬁéﬁ pmredy T tredrspccngy SifleiReui ry 410
may include one or nore processors, such as a mcroprocessor,

m cr ocont fFRMapicaien @egodalsudi Frfhpsepmiedsd pPYPER) acopsiff rapgmewianefexecut e
instructions directing the processor to performthe functions discussed in
gr eat er detmaité clveinamnds, Titag beantd ml otldrrimplenentdib8s.may al so i ncl ude nenory or
data storage adapted to contain such instructions. |In another

i npl enentation, the control circuitry 518 nmay be strictly hardware-based

| ogi c, or[0v2¥] i ncl ube @ngordicaaky I 0 toffadud¥Biogonirbl MdALRracaRith @ie sof t war e
el ements. [0026] Fig. 5 depicts the communication node 304 of Fig. 3 in one

i mpl engnt Qﬁdi@ﬁideIQSn&MPﬂaE@ﬁéﬂﬁl%@éﬁstgﬁge 1By, heonpEMRE aS: foLaEmuni cation
server that facilitates the transmtting of the audio/video content 316

fromthe receiver,..302.tp t co ni cati on devi ge 6 based gn data held
W oM e RS SRS R fRet 266 AT EERI RS TR AR IR, Sot 2504, a

comuni cation interface 506, and control circujtry 5 each of which may
be i ni | aPOTRABSYRIE/AR I Fese e DaaYey @ﬁ%l&@él%@%@#ﬁ%t%ﬁ%ﬁ ation
interface 406, and the control circuitry 410 of the receiver 302,
r espect i veudio/vigeo gentent Wédtabdvethe datgsiragectddoryailatilhitort splected 0O2% | n one
exanpl e, the comruni cation interface 506 exchanges vari ous comruni cati ons,
such as t hercthevnitedtirarisy 308 ndd/4ndlodechel or nkdrg pradessord, budhhee ar ecei ver 302
and the communi cation device 306. The data storage 504 stores the data
nent i gnedn abeyRcéQof afitlobdfdlet, Re dRAANGERd] PRocRisol BSPRERIMRFed382 W th the

execute instructions directing the processor to perform the functions discussed in

greater detail below. The control circuitry 518 may also include memory or data

storage adapted to contain such instructions. In another implementation, the control

circuitry 518 may be strictly hardware-based logic, or may include a combination of

15  hardware, firmware, and/or software elements.

[0026] Fig. 5 depicts the communication node 304 of Fig. 3 in one
implementation. The communication node 304 may be viewed as a communication
server that facilitates the transmitting of the audio/video content 316 from the receiver
302 to the communication device 306 based on data held within the node 204. In Fig.
20 5, the node 304 includes data storage 504, a communication interface 506, and control
circuitry 510, each of which may be similar in construction to the data storage 404,
the communication interface 406, and the control circuitry 410 of the receiver 302,

respectively, as described above in conjunction with Fig. 4.



communi cation device 306 to transfer the audi o/video content 316

t herebetween. The control circuitry 510 controls and comuni cates with the
comuni cavoanio/nveef ace 506 and the data storage 504, geoenst@s/0ando
processes various conmuni cations involving the node 304, and maintains the
data hel d '3 }he dat a st orage 304, as is.descr%beg %n qéeater.detail bel ow.
[0028] Fi 5‘.08 pr ovilB&8C SX3PRIG, 1BF CORBUBIAIRMINGGACE AOYEVIEBESOBTBYS Fig. 3 in
one inplenentation. In this case, the conmmuni cation device 306 includes an
out put | NEYRMHBISABOB, sugh@s theuaenuagnieniions ey-p &t aoted & Fig. dowith thet er f ace 608,
and control circuitry 610, simlar to the correspondi ng conponents

descr i bedreabiowe3(2nndahé eahinanicatidrhddviie 30éc dihe enta30agf S(H gore8the@atai onal | vy,
t he conmuni cati on device 306 may include an audi o/video content interface
602 sim | genti®nddi®o et Raitatdthe baeRtidPf @b rédag cf 862IWBRNe302, whereby the
conmmuni cation device 306 may receive satellite, cable, or other signals

carryig gyfhg l\egﬂ@rpdegg%t@%tto 6Q st the guﬁgﬁlgc%lalc}ﬁn@eﬁpi Mﬁ&ebﬂ“&m The

communi cati on devi ce I's data storage 6 for storing the content 601
received vi he ¢ né;@t inHerf ce 602 tSi”H$ﬂ{ to the%gata ;Hprage 404 of
the recei V& 612‘?“1% ORI IR YHBUBERBUY P MM YRGS NP CHRE 1 ecei ver
302, the output interface 605 of the comruni cation device 306 is configured
to decode #hdf1bihe dpistaingse Yr srEENCANG BPSFEHE YO ORIMBEGI08S an out put
device 614, such as a television, video nonitor, audio receiver, and the
li ke. | n onwveliimpthemedt 304, end makdaiosithewatadeld tethé d4ta stoyadeed (dtnasos por at ed
within the comruni cati on device 306.[ 0030] Thus, depending on the
conbi nat i aescibediprgenardesail tetdwided wi t hi n t he communi cation device 306, the
devi ce 306 may acquire any nunber of identifiable fornms. For exanple, the
inclusion of the audio/video content interface 602 may produce an
audi of (yi dggp2BECei Vepig. Sprehidesa ickaBt e BsmaRhRhidd Evi®! 36 TP 358t - t op box

one implementation. In this case, the communication device 306 includes an output

interface 605, a communication interface 606, a user interface 608, and control

circuitry 610, similar to the corresponding components described above in connection

with the receiver 302 of Fig. 3. Optionally, the communication device 306 may

15  include an audio/video content interface 602 similar to the content interface 402 of the
receiver 302, whereby the communication device 306 may receive satellite, cable, or
other signals carrying audio/video content 601. Also possibly included in the

communication device 306 is data storage 604 for storing the content 601 received via

the content interface 602, similar to the data storage 404 of the receiver 302.

20 [0029] As with the output interface 405 of the receiver 302, the output
interface 605 of the communication device 306 is configured to decode and/or
otherwise process audio/video content 618 to an output device 614, such as a
television, video monitor, audio receiver, and the like. In one implementation, the

output device 614 may be incorporated within the communication device 306.
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(simlar to the audio/video content receiver 302 of Fig. 3), serving as the
communi cati on device 306. The addition of the data storage 404 may further
provi de DvAz2bumebdrenal ity for the receiver. O her enbodipoEnissoion3nke ch t he
content interface 402 is absent may al so serve as the conmmunication device

306, such | apt or desktop conpuyter, system Further, jncorporating
the out pu{‘ﬁf}Qﬁi co. GNS HepRRding Ab ¢ 190 0] FORBYA<BES 18680 V1 1B8 o mon f or
mobi | e communi cati on devi ces, such as cellular phones, serving as the
comuni catPmmugiseieedatE. 300hy devise p0¢ ypsscafirccamyrmynibensl idantéfeapleces, such
as personal digital assistants (PDAs), capable of comrunicating by way of

t he commufuormat iIFonexanipde, ftixcmchiSion of itHehradid/vides caden intefacel @2sndyashi on, may
by enpl oyed as the comruni cati on device 306 as descri bed hereinafter.

[ 0031] |nﬁfbﬁﬁé@$ﬂ Afdio/lIeo pdediver, ¥heleR LABTALH saRl1ite elAglivpidt-tdPhoxal | ows a
user of the audi o/video content receiver 302 to select specific "renote

users's SHGHIANUELHEFN A0S chNE GOTMARGRLT P PULERAIG. 25 vl | as users

of other communication devices not shown in 0 access audi o/ vi deo
content 316 stored in th at.a st.or.age.404, of the i o/ vi deo cont ent
Fecetver gummuRisian Bavisteo By BuS AN St el yories AEERRR TR nf8BleDy dat o
mai ntai ned wthin the data staorage 504 of the conmmunjcation node 304. In
one exanmpPdR funstiopadity (or thayeceiveiQther espdinents Hevhisk thegonteRe conmuni cati on
device 306 (as well as other users) nmay each provide data to the

communi catntegrfacadde isorbsemyaral @0skrfeoss the orragenigaidorsddysegqidéntuchraseessi ng.
Such data may be initially provided as part of a registration process for
each of t h@tdps@rdesiftop tdraputet Jyis@nt. E@irgies, aidopporitinyg the sulput déviansl4account ™ or
other data structure identified with the associated user. This account may

incluge i demid ty BGnuR{anisRELER @ mi)Be dSRhoRRSH REBIABKIFEEREN as the
recei ver 302 or the communication device 306)

devices, such as cellular phones, serving as the communication device 306. Many

other types of communication devices, such as personal digital assistants (PDAs),

capable of communicating by way of the communication interface 606, either in

wired or wireless fashion, may by employed as the communication device 306 as

15 described hereinafter.

[0031] In operation, the audio/video communication network 300 allows a user
of the audio/video content receiver 302 to select specific “remote users”, such as the
user of the communication device 306, as well as users of other communication
devices not shown in Fig. 3, to access audio/video content 316 stored in the data

20  storage 404 of the audio/video content receiver 302. As mentioned above, this ability
may be facilitated by data maintained within the data storage 504 of the
communication node 304. In one example, the user of the receiver 302 and the user
of the communication device 306 (as well as other users) may each provide data to the
communication node or server 304 for storage and subsequent processing. Such data

25  may be initially provided as part of a registration process for each of the users.
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associated wth that user, user preference information, and information
associ ating the account user with other users, terned hereinafter as
"friends"wofotoeoarser associated with the account. The &ctaisea1008gsetrati on
308 for the user of the receiver 302, as well as the account registration

309 for t use the. registration device, 306, e deplcted i.n Fig. 3.
[0032] Fi urther ‘E“}fﬁﬁgléfé‘?t}% @pfeéb?lglrbaﬁle ESAHp] & Bper eraBBoe i sever al

users as stored in the data storage 504 of the connunlcatlon node 304.
Shown t hepethrihg assecipted upayeMhissseowid srnyneclgdelidarifyimigdatoameiiarnfor e user or
subscri ber of the audi o/video content receiver 302. In one exanple, the
recei ver uselndecyodevice/Odch & the satieer 2en thdieommoricaem EBOReiZO6) nitial ly
pl aced into service, causing the receiver 302 to conmunicate with the

comuni cahdsediae@eath3 A4t R¥r, 08t pedfefehee MESRIARbN @i SFBAH s atinkhBe I €CEI Ver
account 701 may include a nunber of data itens to be stored in association

wth t | o] ?PW %F\%ch oﬁl%fu . %:f%?na%t%? { MBEnRO D TR 3%{%%&%{&1(3 receiver

i denti unlque ying t he receiver
conmmuni cat i node 304.for storin ég? cei ver ccoun éﬁ%
i npl ement &Vﬂ@g]ﬁe EREe mﬁ‘fod‘l& feéﬁgfﬁh%i‘eg R* Wsﬁrs%fot f &t€''th 8%e| ve
704 with a communi cati on network address, such as an | P address, for
comuni catieHgs fietasceuis regivition s0% 62 thepses of digapeistftiondiesiss Ay e hange
dynami cally, the receiver ID 704 may serve as a stable reference address by
whi ch ot hdepictodrirubiigcat i on devi ces, such as the conmuni cation device 306 of
Fig. 3, may access the receiver 302. In another arrangenent, the receiver
I D 704 may be the comruni cation network address of the receiver 302.[0033]
Anot her dHI032] t hat Higy? peplsitdiyedkpidis diteexnepdd Mfeaccusedaadaioeneralitkbrd s a
password 706 that, in conjunction with the receiver ID 704, allows the user
of they asstored in the data storage 504 of the communication node 304. Shown therein is a

receiver user account 701 associated with the user or subscriber of the audio/video

content receiver 302. In one example, the receiver user account 701 is created when

the receiver 302 is initially placed into service, causing the receiver 302 to

communicate with the communication node 304 by way of the account registration

15  308. The receiver account 701 may include a number of data items to be stored in

association with the account 701. For example, the receiver 302 may transmit a

receiver identifier (ID) 704 uniquely identifying the receiver 302 to the

communication node 304 for storing in the receiver account 701. In one

implementation, the communication node 304 may associate the receiver ID 704 with

20  acommunication network address, such as an IP address, for communicating with the

receiver 302. Since such an address may change dynamically, the receiver ID 704

may serve as a stable reference address by which other communication devices, such

as the communication device 306 of Fig. 3, may access the receiver 302. In another

arrangement, the receiver ID 704 may be the communication network address of the

25  receiver 302.
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receiver 302 to engage in renote access to progranm ng stored in the
receiver 302 froma conputer, cellular phone, or other renbte comrunication
devi ce viwothm/eemuni cation interface 406 of the recei Per/U30@0/08N50NE
exanpl e, such capability is provided by way of the receiver 302

i ncor por at | Sl i ngpox(t fupctionality, .as set forth above. The user may
speci fy sm{ﬂgh pass@ﬂ)orﬂgie g%‘t% abmai’§§s@§eéirln ithR EEFFINRI ARG NS 1% Rcei ver
302. [0034] Further, the receiver user account 701 may include a |ist 708
of other PasswerdkP00ibat i copjunction witfidhe weaiyerl Yo mlewisthasiser Gfthe he recei ver
302 may al |l ow access to audi o/video content 316 stored in the receiver 302.
I n one enboedivae3i2 toeagipedh ré¢thetefarcesn tspragiininaiag ttoedd inaknreasieer H2count

702A- 702N, as shown in Fig. 7, with the conmunication node generating each

of the acgeHid Sonffider Fel@SRAOSKE of Bther FeRHtStdainuRRaBIIIAS®AG4 feed W th that
user. As with the password 706, such a list 708 may be generated via the

user it e[:&ﬁ?ﬁnl%gg d‘glfntetr%ee 166 6 MErecdRr 300 31%5%18% k/)f@ﬁ}éh%}g%gfbﬂﬁ nerating

the friends conmuni cat1on no to each
of the user %a%unts 72 A— 702N |cat ed 'nSf q} f g t 708 t he

recei ver PB3Y i ep%%\)(fﬁ B%Org?%P% e PRALEY-J&&F account
701. As indicated below, each of the users represented by the user accounts
702A- 702 Nf%ﬁwbpﬁ%nm%% §1aY $EFBIMAUER 8 PABHOEHPY WK 08 fh@rvéer iplerigred9%&cei ver

302 under the perm ssion of the user of the receiver 302. In another

exanpl e, etdhrafivehd03.ri end accounts 702A- 702N may i nclude a pointer or
simlar reference to the receiver ID 704 and the password 706 stored in the
recei ver user account 701.[0036] In another inplenmentation, each of the

password [@84hnd t Harthet, endscdivatusd@ilcodntt7hé niagdedludy a Rad@8nf ofl@2 may be
specified by the user of the receiver 302 by way of a device other than the

recei yer 3Qzotd"Use@X&MPi&ndst RENI RCEhME theAKSF of the receiver 302 may allow

access to audio/video content 316 stored in the receiver 302. In one embodiment,
each of the friends A-N has their own user account 702A-702N, as shown in Fig. 7,
with the communication node generating each of the accounts 702 in response to a
registration 309 associated with that user. As with the password 706, such a list 708

15  may be generated via the user interface 408 of the receiver 302.

[0035] As aresult of generating the friends list 708, the communication node
304 may then forward to each of the user accounts 702A-702N indicated in the
friends list 708 the receiver ID 704 and the password 706 stored in the receiver user
account 701. As indicated below, each of the users represented by the user accounts
20  702A-702N may then access audio/video content 316 stored in the receiver 302 under
the permission of the user of the receiver 302. In another example, each of the friend
accounts 702A-702N may include a pointer or similar reference to the receiver ID 704

and the password 706 stored in the receiver user account 701.
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account 701 may be accessed by the user of the receiver 302 via an Internet
browser enpl oyed on a conputer, PDA, cellular phone, or other conmunication
devi ce prwoiadingogecess to the Internet. In that case, wPrhe/useomwaiisati on
node 304 may subsequently relay or "push” the resulting information in the
receiver r accoynt 701 to.the receiver 302. Sim|l|arly, each of the
friend ust3ELoundE e %lmwm}%e%fg&éﬁl&dwﬁwﬁ@%ﬂﬂ&r nepg037] When

t he user of the audio/video content receiver 302 conmands the receiver 302
t o recor dligal08iof theareceivriiagsaung é62 marite specaii®l yythaagerof thenecaisa30gnt er f ace
408 of the receiver 302, the user may further indicate a set of "sharing
per m ssi ohg'Wway biesevipeptiestan s recdvad0e. whi etampde e tedentidseed i n t he
friends list 708 are permtted or selected to access the content 316 stored

in the regourt70303ay B adebaYHBE kheQRRet HYahE RIFBIBE SHEL ViR An UEVineESro A&
associated wth those users. In one inplenentation, the user of the

recei ver r { f Lcti s sel ected
Lers oy iR oh HebABlicR REGA QIRRF DA o fer iR el DO © 0 o ot
limted to

Qge nunber of tines t&é'sele ted user may vj the content 316,
and at whPEY I HFGRLESO tt%eelng%”&oﬁn EfrHaC §%YP%’&‘P]«§8“?}§%?‘iC§§§} "Acess the
content 316. O her information, such as_textual information provided by the
user of thebspeallyslaey Pusaytharesyltihe ieheraptrn infhesapiNet YS6haskPYH t he
recording of the content 316. In another arrangenment, the user of the
recei ver 30Rtonthy resatver 3@heSioolantpnach of theduent! widseaonnte D281 2Nahagng wit h
any perm ssion, restriction, and other information related to the
r ecor di ngbe bydasayinafke ammiher devi ce, such as a conputer or conmunication
device running an Internet browser, accessing the receiver user account
302. In that case, thecommunication node 304 may relay sonme or all of the
i nfor @t i ge3ent er edvhegaedisedbitReadd®sOrddd Bentb rbdeyer 802ty BMmad@Pthe

receiver 302 to record particular audio/video content 316 by way of the user interface

408 of the receiver 302, the user may further indicate a set of “sharing permissions”.

These permissions indicate which users identified in the friends list 708 are permitted

or selected to access the content 316 stored in the receiver 302 for playback on the

15  communication devices 306 associated with those users. In one implementation, the

user of the receiver 302 may further specify restrictions under which the selected

users may view the content 316. The restrictions may include, but are not limited to,

the number of times the selected user may view the content 316, and at which times of

the day or week the selected user may access the content 316. Other information,

20  such as textual information provided by the user of the receiver 302, may also be

entered in connection with the recording of the content 316. In another arrangement,

the user of the receiver 302 may enter the command to record the content 316, along

with any permission, restriction, and other information related to the recording, by

way of another device, such as a computer or communication device running an

25  Internet browser, accessing the receiver user account 302. In that case, the
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[ 0038] Once the recording of the particul ar audi o/video content 316 at the
receiver 302 is conplete, the receiver 302 may then transmt a nessage 310
to t he cowouniocave’en node 304 indicating the avail abili tgTafs2etee3nent ent
316 at the receiver 302, the identity of the selected users pernmitted to

access the content 316 |b| any ? tions or other jnformation
ent ered b§PPRENIFaRN ‘Eﬁdetﬁg 98’68 a\YéP allQ ﬁt? %HE‘??%CWYF T3/ Y& cor di ng
of the content 316. %QOSQ] I n response to the message 310, the

comuni cathiegecaidide tatw regei v 382.each of the users in the friends list 708
selected for permssion to view the recorded content 316 of the
availability of the content 316. In one inplenentation, the conmunication
node 304 [MW3BLat es @irieshd meording d¢fttbe pa@rulacoolinyidZ®omméntSdOht theer pernmitted
to access the content 316 stored in the receiver 302. Each of these user

account s ¥Reivery02aik $6mbREd, tekereediver308 tnfidycthédfitsnsafith Alekxbe B &) it el
informati on associated with the content 316. As a result, when a sel ected

user s4bsegquERhYHAEERRSHE 1ﬁ'ch§at91 tﬂ@&va@lﬁ& Ej &R MR 336 %Pfh@trecje%r such as
by way of an Internet browser of t e comu catlon deV|ce 306, th

conmuni Ca%%f nhe f?igr? t‘;’o tters% ec{ﬂ dtuﬁe aporOn%ﬁte('iF a&c‘cgsrgt econ entégg ai | abl e
content 3 poOsSsSI y al ong t ew ng restrl ctrons a ‘ot her rel at ed

information, to the communi cation device 306 anot exanpl e, in which
the commuRPEHLY 8 HaWichenssye e IgrRratRaFrekd byhe 801 ke SRR ot hat of
t he receiver 302, the conmuni cati on node 304 may push or relay the

noti fi cat ingpnBuetien withdhalepidingatishseoniens 3h6er of the devi ce 306 may view
the notification 312 without explicitly accessing the user's account
702.[0040] If the user of the conmunication device 306 decides at sone
poi nt t hef(93P1 er t dnvespungelte timomtenge 315 tlevaninalnlient@h node 304€odover 302, the
user may command the device 306 by way of its user interface 608 to issue a
request 3dgkhfdBkhe users in the friends list 708 selected for permission to view the recorded
content 316 of the availability of the content 316. In one implementation, the
communication node 304 indicates this fact in the user account 702 of each user
permitted to access the content 316 stored in the receiver 302. Each of these user
accounts 702 may also include any restrictions and other related information
15  associated with the content 316. As a result, when a selected user subsequently
accesses his or her associated user account 702, such as by way of an Internet browser
of the communication device 306, the communication node 304 transmits a
notification 312 of the available content 316, possibly along with viewing restrictions
and other related information, to the communication device 306. In another example,
20  in which the communication device 306 is configured as a receiver similar to that of
the receiver 302, the communication node 304 may push or relay the notification 312

to the device 306 so the user of the device 306 may view the notification 312 without

explicitly accessing the user’s account 702.
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the recorded content 316 to the conmuni cati on node 304. In one exanple, the
user issues the request 314 by accessing the user's account 702 by way of

an | nt er n&0 2broone®Ee r esi dent on the conmuni cati on devi cec3aB2@nm3iingi cat i ng
the request 314 during that access. In another inplenentation, such as when

t he commupi cation vice 306 is an audio/yideqg content receiver simlar to
the recei B@Aﬂﬁoz, ?‘ﬁ@eu@%rrofﬁ%v%@ag@ﬁﬂ%%e%rﬁoéﬁFG@iSaatﬁyH\wl%f a

graphi cal user interface or simlar nmeans provided by the device 306

wi t hout efhsrdagter foyview geseontrgt 8 Heavgslable gt theaerenter 302, thauseh&agonmuni cat i on
node 304. In turn, the comunication device 306 nmay then issue the request
314 t o t heornmamditheclayico306bgdeva3f its ufd4diprfhee G08spasssea tauets Iddouest 314,

t he conmuni cati on node 304 facilitates the conmuni cati on connection between

the recei WRlre@idedtittcdnb 816 RNAL 06 ATuNRAL SIeNOFeE30308n bAE etdndIethSsdepn Of the
audi o/ vi deo content 316. More specifically, the comruni cati on node 304 may

gtc'cl)'uﬁf t7 guggfqﬁ?}ﬁ:éﬁéstbﬁg écé’%g%qn% E‘g u@@ﬁc@ﬁ@%@{%ﬁ%r& aKQ§te§1tePred in the

user 1Ssulng request cate and gai n access
to the receiver 302. The conmmuni cation.n 304 .then initiate stream ng
of the coRtanEr e biife FaMPURisrou S8 4E A odFifine orenbd 9 6 The
communi cati on device 306. For exanple, if the user is accessing the user's

account 709 thaiarces. dnanqiheimplensngifiors suelah vign B1§ CORBYESAERI cat i on

devi ce 306, the conmuni cati on node 304 may receive the content 316 being
transnmi t t devifa Hif is e andiokideorcoB@R{ reagiderf somilair td thchizreizenil@nthe3dd may t he
communi cati on device 306. In another inplenentation, such as if the user is
enpl oyi NgregNeAUHE @hwind806 beaayven saphidabusedmigifice at biatilad mébseprdOded t he
comuni cation node 304 nmay facilitate a "peer-to-peer” connection between

ther eggi V_ﬁg tRQRvRRA 0k %th%ﬁ%ﬁ'bﬁ@taicé’é%siﬂg% R8P s a&ouheiot emeont ent 316 may
be transmtted directly fromthe'receiver 302 to the communication device
306 wt ho%mmunication node 304. In turn, the communication device 306 may then issue the

request 314 to the communication node 304.

[0041] In response to the request 314, the communication node 304 facilitates
the communication connection between the receiver 302 and the communication

15 device 306 for transmission of the audio/video content 316. More specifically, the
communication node 304 may utilize the receiver ID 704 and the associated password
706 stored in the account 702 of the user issuing the request 314 to locate and gain
access to the receiver 302. The communication node 304 may then initiate streaming
of the content 316 from the receiver 302 for ultimate delivery to the communication

20  device 306. For example, if the user is accessing the user’s account 702 by way of an
Internet browser running on the communication device 306, the communication node
304 may receive the content 316 being transmitted from the receiver 302, and forward
that content 316 to the communication device 306. In another implementation, such
as if the user is employing an audio/video receiver as the communication device 306,

25  the communication node 304 may facilitate a “peer-to-peer” connection between the
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routing the content 316 through the node 304. In other exanples, the
comuni cati on node 304 may either receive the content 316 and forward the
cont ent 3%6 2w/i2g2comruni cati on device 306, or facilitaCce/us20mnaliide r ect
peer-to-peer connection between the receiver 302 and the device 306,

regardl ess of the nature of the devic 06.. [0042] In e arrangenent, the
comuni cachslﬂ%g%a@é eﬁ%}pfﬂ&ﬂlﬁ@ﬁl(&bﬂ%ﬂ@@éeé@%ﬂ}e Fqnﬁgf(gﬁ‘éyﬁ’%gardi ng when

or how often the user of the communication device 306 may receive the

audi o/ vi deansgoHeddirectlydram g reerivar S0 ite e coumnunagntiop deyiee é¢P withewe user of
the receiver 302. In other enbodinents, either the receiver 302 or the

conmmuni catduting tlevéomen8B 66 thayughrtbe hakde 34c Hn pést exanhples) tlenfoarmerienion [ 004 3]
Additionally, the transm ssion of the audio/video content 316 stored in the

dat a st or ag® #4msf eittRe rdceRBItNEFon&de 3 MU PRI FMA tBE Eorftént 3NY tdeent al
controls or other view ng or access control information maintained by the

sel ected H&ﬁ&unﬁﬂ&&l A3 08Y; ﬁfzﬂﬁ%@a R aﬁecﬁlggé}ytg— e%rﬁc%’nng&fopexanpl e, if

the user I's enploying an I niernet browser to acces e user’'s account 702

to request the content 2 2 E% 0. jcation n 304 det er mi ne t hat
the cant ohe g Do 40 RE FETRT 0k i RenR B P BBl "pasevor d
or code known only to that user. The user may have specified such access
control iAP%rmation during a previous access of the user's account 702 by
way of the conmunication device 306 or another comunication device. In
anot her exanpl e, the conmunication device 306, such as a receiver simlar
to the retMdbr 302nphanrargenicotsha ¢renmeriedsipnowde o4 nfaggnfaresanynay prevent
the receipt of the content 316, or may prevent the initial request 314 by
t he user, adcesd leetrins@rs rdgegingtwhentoe hothvdtes plecuskr of thassmorudicatioc delécdoy way of
the user interface 608 of the communication device 306.

10 306 may receive the audio/video content 316 from the receiver 302, as specified by

the user of the receiver 302. In other embodiments, either the receiver 302 or the

communication device 306 may provide such restriction enforcement.

[0043] Additionally, the transmission of the audio/video content 316 stored in
the data storage 404 of the receiver 302 may be subject to any parental controls or

15  other viewing or access control information maintained by the selected user, such as
by way of the user’s account 702. For example, if the user is employing an Internet
browser to access the user’s account 702 to request the content 316, the
communication node 304 may determine that the content 316 is to be blocked unless
the user enters a specific password or code known only to that user. The user may

20  have specified such access control information during a previous access of the user’s
account 702 by way of the communication device 306 or another communication
device. In another example, the communication device 306, such as a receiver similar
to the receiver 302 that enforces the access control features, may prevent the receipt

of the content 316, or may prevent the initial request 314 by the user, if the user does
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[0044] In sone arrangenents, the conmunication device 306 nmay be prevented
fromstoring the received audi o/video content 316 for playback multiple

ti mes by wbeotenowe 306. Further, the comuni cati on deviPCe/U32@ 0mapsbe
prevented fromtransmtting that content 316 to other comrunication devices

(not shown in Fig. 3).. These prevention techni ques forced by
sof t war e BWﬁWH?é@3%§m@ﬁ@a At iy At %u%ﬁﬁnPgﬁéé®g§gthe user's

account 702 or to receive the content 316 fromthe receiver 302. [0045] If
t he cont epemBugiceiel éayiderd00he recei ver 302 was made available to the

sel ected users, and the content 316 is subsequently del eted, the receiver
302 may provide an indication to the comuni cation node 304 of the

del et i on. [(044} esporsepmt heacgmrunts, detdoormurociioBAdvica 0t tnep bendi cate thi s
fact to the user accounts 702 of the selected users. In the case of the

conmuni capie@enteEHbMestSHy the FateNVgd asdidfidesetiontevit SIRDFoE prakyBadk helgigiever sim | ar
to the receiver 302, the comruni cation node 304 may push the indication

si gni fyi ngnf08y 4Rl &4 iQno8f gﬁﬁﬁer%ﬁ@tc@ﬂﬁmgﬁcgtﬂ)ﬁ dé\fl.@e ﬁ%/ﬂns%ép&vel{@@%] AL

| east some enbodi ments as described herein tacilitate controlled sharing of

audi o/ vi swal_content wth onl hose renmote .users. specifically.sel ected by
the i ti derHgraegine Paf doridiei e Bst SR BTl ok RES It i ey

copyrighted or otherw se protected content while retaini&g tgg ability to
y

share such)-cHifseREeVRraR Peiiqups mayibesglorcedRy sobiass FRBicY rther, such
sharing is assisted by automated use of identifying information, passwords,

and the | pemupicafi¢rogevacef JGodndcaess tie wedss adheuntdeiov tr reseine thegontgat cont ent
wi t hout explicitly specifying that information. Al so, the content being
shared magl®fomrtay esatedr 3620m bei ng subsequently stored on ot herdevices, or
frombeing shared with other users not specified by the user of the
receiver storing the content. Additionally, restrictions regardi ng access
to thepco[poas} may Pehe content 316 stored in the receiver 302 was made available to the

selected users, and the content 316 is subsequently deleted, the receiver 302 may

provide an indication to the communication node 304 of the deletion. In response, the

communication node 304 may then indicate this fact to the user accounts 702 of the

selected users. In the case of the communication device 306 serving as an

15 audio/video content receiver similar to the receiver 302, the communication node 304

may push the indication signifying the deletion of the content 316 to the device 306.

[0046] At least some embodiments as described herein facilitate controlled
sharing of audio/visual content with only those remote users specifically selected by
the initiating user, thus helping prevent widespread distribution of copyrighted or

20  otherwise protected content while retaining the ability to share such content with
family, friends, and acquaintances. Further, such sharing is assisted by automated use
of identifying information, passwords, and the like to allow a friend to access the
receiver storing the content without explicitly specifying that information. Also, the

content being shared may be prevented from being subsequently stored on other

18



specified and enforced by the user of the receiver storing the content, the
user of the comruni cation device receiving the content, or both. [0047]
Wi | e sewsoabioeirodi nent s of the invention have been di cuaseaolaried n,

ot her inplenentations enconpassed by the scope of the invention are
possi bl e. [Far ex | e vari ous enbodi nent.s have been_. descri bed

pri mari | ydgNess; %%@&S&%ﬁd Sfithealhe|users @obiRFeitis Py ey ey PEE AesHGhdcast
net wor ks, ot her conmuni cation networks not strictly involving the

di stri but bteringfheouiest. visddsoplygreamieiings resudmgasceshéo thetcentgat manbe ot her

w de-area networks (WANs), |ocal-area networks (LANs), wired or wreless
communi catpeoifiedenhdenfoscedarydhe heer lof ke, recomyer beniagithe doncent.abphsec af then of t he
vari ous concepts presented herein. In addition, aspects of one enbodi nent
di scl Osedcé}ﬁﬁ@hi&aﬂ’r@yd@(ﬂ;eqeé@hﬂg%dluohtbnt Resemmof al ternative enbodi nents to
create further inplenmentations of the present invention. Thus, while the
present invention has been described in the context of speC|f|c

enbodi grentgq7puch dAgRAL iRklP @ﬁlb@ﬂlﬁlems%f'tﬁjteﬂv&gfon' Halv&'BLdrttilQRscand not

limtation. Accordlngly, the proper scope of the present invention is
del im tedhgrgl Y &grl ffc:)rlltl t%M . cé:rllaz{sgtcs ‘ba t?letspom r U'I ¥ar{t1%nta§e CLAI M5 What i's
clained i s o17° Sthod arlngp él&?V|su et Phe nmet hod

conprising: at an audlo(V| % content receiver, ei Vj t he. aud|OIV|suaI
content fPRiHMh EUGFEIDIcsHal'e EyUs STPoB RS lwedeﬁv SCHOCGHIBHILY channel
sel ection resource of the audio/visual content receiver; at the
audi o/ vi swathinctbacerextrad seielise andsqable talgvisive taoaticastvictimaks, odwrent ;
transmtting a nessage fromthe audi o/visual content receiver to a
communication networks not strictly involving the distribution of audio/video
10 programming, such as the Internet and other wide-area networks (WANSs), local-area
networks (LANSs), wired or wireless communication networks, and the like, may
benefit from application of the various concepts presented herein. In addition, aspects
of one embodiment disclosed herein may be combined with those of alternative
embodiments to create further implementations of the present invention. Thus, while
15  the present invention has been described in the context of specific embodiments, such
descriptions are provided for illustration and not limitation. Accordingly, the proper

scope of the present invention is delimited only by the following claims and their

equivalents.
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comuni cati on node, wherein the nessage indicates that the audi o/visual
content is available for viewing by a selected user; at the conmunication
node, notwOybmgi2odre sel ected user of the nmessage by way Pofi/is2@omsne cat i on
device associated with the selected user; at the communication node, in
response ii rggeiving a request for the audio/visual content fromthe
conmmuni cat vice, facilitating a conmunicati on connection between the
audi o/ vi sual content receiver and the conmmuni cation device; transmtting

t he audi o/Whatuaflageastient from the audi o/ vi sual content receiver to the
conmmuni cati on device over the conmunication connection; and at the

communi cafli on dewethed ofshasieptiudig/viduel amting/thé swelodcomiperingt 0 t he sel ect ed
user. 2. The method of claim1l, wherein notifying the selected user of the

nessage conpri gem avdio/Vibeal OMBITEER drORcAPRIE thSAIM/Hgua koA Bahia@n t hat
t he audi o/ vi sual content is avallable for viewi ng to the conmmuni cation

devi cés asmﬁm}sﬁ&ﬁ ntee gJa?ceS@J @g}ﬂ fnt Rad P RORESN }&ogjﬂas oPfleect ed user

accessi ng an onl I ne account e comuni cati on device. 3. The

met hod of Qh) é, MEWLe n notlfylng the sel ected user of the nessage
conpri ses™AHE COMMATTEETY on node, sending an indication that the

audi o/ visual content is available for viewng to . the conmunication device
associ at ed wi t At thpaudigivisgplgpnipabreceiyes, é@ﬁaﬂé@ ugia/ Heuad GARERE cat i on node
receiving the nessage fromthe audi o/visual content receiver. 4. The nethod
of claim1, futrbhrerittogrpnessagegfrom the audio/visual content receiver to a

communication node, wherein the message indicates that the audio/visual content is
10 available for viewing by a selected user;
at the communication node, notifying the selected user of the message by way
of a communication device associated with the selected user;
at the communication node, in response to receiving a request for the
audio/visual content from the communication device, facilitating a communication
15  connection between the audio/visual content receiver and the communication device;
transmitting the audio/visual content from the audio/visual content receiver to
the communication device over the communication connection; and
at the communication device, presenting the audio/visual content to the
selected user.
20 2. The method of claim 1, wherein notifying the selected user of the message
comprises:
at the communication node, sending an indication that the audio/visual content
is available for viewing to the communication device associated with the selected user
in response to the selected user accessing an online account by way of the

25 communication device.
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transmtting an identifier of the selected user fromthe audi o/ visual
content receiver to the communi cati on node; and at the conmmuni cati on node,
associ at iwgQ 2arv/i2oenat i fi er of the audi o/ visual content r@ecEivsesiomstiso an
account of the selected user |ocated at the communi cati on node; wherein

facilitating t co ni_cation connectjon is based upon the identifier of
the audi ofvi su?ﬁe ESHOSHY CPunds YEFTEISIonF D 485 U oot o hr MeSHRer ei n:

transmtting the audio/visual content fromthe audio/visual content

recei ver €QUPI¥Sconmuni cati on devi ce occurs such that the audi o/visua
content is transmtted through the comruni cati on node. 6. The nethod of
claim1, wher entthe toramsnichtiomgodeheendingi an/iudisatadn thatrthe madid/vomultdoatent
audi o/ vi sual content receiver to the comruni cation device occurs by way of

a peer - t O1sRRANAHONRIEAIWIAR tPBE \WBRAMINRA BN HeAt Y dsSb@hte€ UMhaRE sdl&ERI wef and t he
comuni cati on device, wherein the peer-to-peer connection does not include

the cogmun ¢afn0i W00 mArunTlFoMRSRIEeAling bt Mt dood HERNEL akRIPLLSI N: at the

conmruni cat 1 on node, tering the request~accor g to access control
information associated with an account of the selected user |ocated at the
comuni cat B ATEE 8. The method of claim 1, further comprising:
transmtting an indication of a restriction regarding view ng of the
audi o/ vi sflal  cdhe Bwthod A slaimd » BithebFIMREANE cont ent recei ver to the

comuni cati on node; wherein facilitating the conmuni cati on connection
conforns to theapsegttmgamiidentifier of the selected user from the audio/visual content

receiver to the communication node; and

10 at the communication node, associating an identifier of the audio/visual
content receiver with an account of the selected user located at the communication
node;

wherein facilitating the communication connection is based upon the identifier
of the audio/visual content receiver.

15 5. The method of claim 1, wherein:

transmitting the audio/visual content from the audio/visual content receiver to
the communication device occurs such that the audio/visual content is transmitted
through the communication node.
6. The method of claim 1, wherein:

20 transmitting the audio/visual content from the audio/visual content receiver to
the communication device occurs by way of a peer-to-peer connection between the
audio/visual content receiver and the communication device, wherein the peer-to-peer
connection does not include the communication node.

7. The method of claim 1, further comprising:
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9. The nethod of claim8, wherein: the nessage conprises the indication of
the restriction. 10. The nmethod of claim8, further conprising:

transm t twogotoheod7adi cati on of the restriction from theprcomseniooatison node
to the comunication device. 11. An audi o/visual content receiver,

conprising: an audi o/ vi sual. cqg&eg{ lnﬂﬁrface coqfrjsin at Ieasi one
content channeft 88 FURMUBIrai L Rfiee Blterd the iraugstageHdingit) Ac ST B0t sual
content from an audi o/ visual content source; data storage configured to
st or e t helrdeianasionjagiegiatedoitiep accquiigrhtimictestadoner leeated alde confi gured to
engage in comunication wth a comunicati on node and a conmuni cati on

devi ce; andnmaonichiddn wadecui try configured to: transmt a nessage to the
comuni cati on node by way of the comunication interface, wherein the

message i gdi catrgs nfelidld dfRRimUd bl soaprigent ent is avail able for view ng by
a sel ected user, wherein the selected user is associated with the

conmmung cat i on ﬂﬁﬁénﬁﬁinfﬁ%%&‘éa@ﬁ oM aﬁc&&eregmrui&%g%@ HeMuBlJAGRa =~
request to transmt the audr o/ visual content to-the comminicatlon evi ce;
and transmt the aydi o/ visual content.b of the conmmuni cation interface
Fot he- coriritdget IR Galr GuR aSRak SR 1 Y Bl aB SRS 5
audi o/ vi sual content receiver of claim11l, further conprising: a user

i nterface conf PWyeicaufagibitatdadhs eommEpsRI-oAgHHicR coalormyto the &CsHidios/ vi sual

content receiver selecting the selected user with which to share the
9. The method of claim 8, wherein:

the message comprises the indication of the restriction.
10 10. The method of claim 8§, further comprising:
transmitting the indication of the restriction from the communication node to
the communication device.
11. An audio/visual content receiver, comprising:
an audio/visual content interface comprising at least one content channel
15  selection resource configured to receive audio/visual content from an audio/visual
content source;
data storage configured to store the audio/visual content;
a communication interface configured to engage in communication with a
communication node and a communication device; and
20 control circuitry configured to:
transmit a message to the communication node by way of the
communication interface, wherein the message indicates that the audio/visual content
is available for viewing by a selected user, wherein the selected user is associated

with the communication device;
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audi o/ vi sual content. 13. The audi o/ visual content receiver of claiml1l,
wherein: the audio/visual content interface is configured to receive the
audi o/ vi swel2omonvenat by way of a satellite antenna. 14. pCmarsaudios’19é sual
content receiver of claim1l, wherein: the audio/visual content interface

is configured to receive the audio/visual content by way of a terrestrial
antenna. 15. The autfCBMGP¥ 4y M%mPlgﬁ%ti%Pt%f%cec%/%qﬁgsﬂ? U8Rk n: the

audi o/ vi sual content interface is configured to receive the audi o/ visual
cont ent bihewagiobfisugl egsitae theaonununmaition dewispuandcat i on node, conprising: a
comuni cation interface configured to engage in comrunication with an
audi o/ vi sual cont entramsedethe@andiandsual canent by eyl af thadenmenicaivth cont r o
circuitry configured to: receive a nessage fromthe audi o/ vi sual content

recei ver RehR¥ t®fhelddmna@idnath da¥itOm lefjiorké RCMe ratfedtei N t he nessage
i ndi cates that audio/visual content received froma content source by a

cont eg§ channelr,s Eﬁcﬁ&/?vis‘agﬂ] doRRAMEE VA ot MEmAHI B4R F%ﬁ#’%ﬁ%t ent receiver and

stored in the audi o/visu content receiver isaval r viewing by a
sel ected user, and.Wp rein the é?lected user ia associatg with the

conmuni cat i on A&V PRCTRG GO Y TQ ECEYE 8§O0EEnd SO ALSHOE Nege by way of the
communi catign interface and the communi cati on devi ce; receive by way of the

comuni cafiBey VisHtlgonigaereseiveigislesting therreleried dsghivith which o shiesihée to vi ew the

audi o/ vi sual content; and
audio/visual content.

13. The audio/visual content receiver of claim 11, wherein:
10 the audio/visual content interface is configured to receive the audio/visual
content by way of a satellite antenna.
14. The audio/visual content receiver of claim 11, wherein:
the audio/visual content interface is configured to receive the audio/visual
content by way of a terrestrial antenna.
15 15. The audio/visual content receiver of claim 11, wherein:
the audio/visual content interface is configured to receive the audio/visual
content by way of a coaxial cable.
16. A communication node, comprising:
a communication interface configured to engage in communication with an
20  audio/visual content receiver and a communication device; and
control circuitry configured to:
receive a message from the audio/visual content receiver by way of the
communication interface, wherein the message indicates that audio/visual content
received from a content source by a content channel selection resource of the

25 audio/visual content receiver and stored in the audio/visual content receiver is
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in response to the request, by way of the conmuni cation interface,
facilitate transm ssion of the audio/visual content fromthe audi o/ vi sual
cont ent rwoenweroy’e t he comruni cati on device. 17. The cecwmusc@ansnso node of
claim 16, further conprising: data storage configured to store an account
associ ated w the selected user; wherein the control circuitry is

conf i gur eavat\”a{)ﬁém HEWIEPYs BTk s @pd Wﬁlelieﬁb&lﬁé@&%fa ugsy l%aéﬁ%ﬁlﬁéd an
indication that the audio/visual content is available for viewing to the
comuni cawi®rihediesmpenisgtianedevise; t he communi cation interface in response to
the sel ected user accessing the account by way of the conmmuni cation
interface. 18. The aotfiyund sdtctainusaodethe tnesfage by 16y oftiler @inmhudib@ionont r ol
circuitry is configured to notify the sel ected user of the nessage by

sendi ng amté@t aad tRohiMini¢MonAddice/ vi sual content is available for
view ng to the conmmunication device by way of the conmunication interface

i n response to receiyng e BIRAIE AT AUILL WaUR koML Nt

receiver. 19. A conmmuni cation device, conprising: mmuni cation interface
configured to eng& e.in connun%gation.mﬁ h _an audi o/ vi sual content receiver

and a contRIMMEBITAR drds, © A1 BF oA Rl &gl T ur ed to receive input from

a user;an output interface for presenting audio/visual content to the user;
and control circuit FyCERMES uhe Eausst Peray gbthssomasinicatipp tefackay of t he
comuni cation interface that audio/visual content received froma content
sour ce byfailgantenimistiannéthesediebtisiahcomde drooethefaudieéisabit@nteitsual cont ent
receiver and stored on the audio/visual content
receiver to the communication device.
10 17. The communication node of claim 16, further comprising:
data storage configured to store an account associated with the selected user;
wherein the control circuitry is configured to notify the selected user of the
message by sending an indication that the audio/visual content is available for
viewing to the communication device by way of the communication interface in
15  response to the selected user accessing the account by way of the communication
interface.
18. The communication node of claim 16, wherein:
the control circuitry is configured to notify the selected user of the message by
sending an indication that the audio/visual content is available for viewing to the
20  communication device by way of the communication interface in response to
receiving the message from the audio/visual content receiver.
19. A communication device, comprising:
a communication interface configured to engage in communication with an

audio/visual content receiver and a communication node;

25 a user interface configured to receive input from a user;
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receiver is available for viewng; present the indication to the user by
way of the output interface; transmt a request for the audi o/visual

cont ent byowaw/ab97ehe comuni cation interface to the corumniScaviosnsnode in
response to receiving a coommand fromthe user by way of the user interface;

recei ve the audi o/visual coptent fromthe audi o/visual content receiver by
way of the conﬁ%ﬂ‘i“@‘e\ttlm?ﬁfa%?oéPff‘éﬁlét}nga%@nglé‘éaiﬁ?mF‘Pféo #67"#Sual content to

the user by way of the output interface. 20. The communi cati on device of
claim19, furt pentrodewpHirgicorficued w@udi o/ vi sual content interface configured
to receive second audi o/visual content; wherein the control circuitry is
configured to preseniceitvhan seticrnidn dydvay/ ofitbaiadmmont&idn inerfabethaser by way of
the output interface.
audio/visual content received from a content source by a content channel selection
5 resource of the audio/visual content receiver and stored on the audio/visual content
receiver is available for viewing;
present the indication to the user by way of the output interface;
transmit a request for the audio/visual content by way of the
communication interface to the communication node in response to receiving a
10 command from the user by way of the user interface;
receive the audio/visual content from the audio/visual content receiver
by way of the communication interface; and
present the audio/visual content to the user by way of the output
interface.
15 20. The communication device of claim 19, further comprising:
an audio/visual content interface configured to receive second audio/visual
content;
wherein the control circuitry is configured to present the second audio/visual

content to the user by way of the output interface.

20
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