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(57) Abstract: In some embodiments, a behavioral computer securi-
ty system protects clients and networks against threats such as mali-
cious software and intrusion. A set of client profiles is constructed ac-
cording to a training corpus of events occurring on clients, wherein
each client profile represents a subset of protected machines, and each
client profile is indicative of a normal or baseline pattern of using the
machines assigned to the client respective profile. A client profile may
group together machines having a similar event statistic. Following
training, events detected on a client are selectively analyzed against a
client profile associated with the respective client, to detect anomalous
behavior. In some embodiments, individual events are analyzed in the
context of other events, using a multi-dimensional event embedding
space.
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