;e3e# “62T<*: Specification Information processing system information
comuni cation term nal and nethod, information processing apparatus and 5
met hod, recording nedium and program Technical Field The present
invention relates to an information processing system infornmation

communi cation termnal and 10 nmet hod, information processing apparatus and
nmet hod, recording nedium and program and particularly relates to an

i nformati on processing system ignf or.gﬁti Qn_comuni cat | ommnﬁmmmwu‘mmnd _

net hod, infornation processing SBPSFAETE*ARE net hod, re um and
program capabl e 15 of enabling safer electronic commercial J4ba@asacti ons in
a straightforward manner. Background Art In the related art, when

oper at i onsInédahanioh op 20ccoaimey cs yd tém anisaitd Troatsi o cdorasuror chet 1 oy

mer chandi se, paying a charge, or receiving a prodyct, etc., differ with
respect toCterREnahERdIaGK, dnERTREL1PE, PERSRFFENT] APRAEREYSF229 pur chaser
making s reservati op.kRoAdVaRes ril n9r delils, Puhehase JRichandi se, or in
cases where a purchaser réceives 25 merchandi se purchased by a i
comercial transaction via the Internet at a shop such as thei mmm#@m@m@m‘@
conveni ence store, the shop assistant in the shop that is handing

ner chandi s€€gBRéCpheFpBt@haser to discl ose personal information sudiisgs
their nane, a S and 30 4 e I et i p.or irm
whet her or no?ﬂé eiﬁérsoﬁgcdﬁﬁﬁgﬁggﬂihg%s ggsisE?heQ%urgﬁE%%@ag?aéhe 1

mer chandi sprodkbeingtsyetem, b b reiat v icogmundseatiibedteesénaat and t okens
and exchange tokens to purchasers beforehand on the sales side, the shop
assi st Hht RahBPfg olefo¥mat hek cRERASSIhth coRRTARUMetREr BPERBE! t he

customer 5 ' h j urgha ; 1yinaqrﬂ r.gchapdi se is
to be handggg%ggn#%%éie%@’e%%rﬂ ?ﬁégﬁﬁg’ |sti]%rtﬁl(eb res@f\%gtliggr?%tg ens and
exchange takens ipfeufdoidts. Howessinigy t heysaees,descinbedmabbor, it is
necessary for the purchaser of the nerchandise to provide their, 10 personal
i nf or mat i oRCMMHNASAELEN Berminat AR MEtdos 1t ABLPEBRCILR PEPSBASINY

i nformation. | yaF h | e

| nf or mat i oAPBRSS CAS T8 ot D Halar, "B dbdealh CEBERLOT

di scl ob®d. ofueh8BLingNs £HSE e Ve Bo1pi € sitinteadt irsds emsaisaen itokeds 45 and
exchange tokens are distributed in advance at places selling the

mer chandi sétrepghéfogwaKed maanerhat the reservation tokens and exchange
tokens may be fraudulently made or nay be copied. 20 D sclosure of

I nvention The present invention has been conceived in order to take this
situation Batkgeensddaration and is ained at setting out to enable safer
el ectronic conmmercial transactions to be carried out in a straightforward
manner. 25 An LRf ot ited aFestedsitng ¥HeR e ARATAHEOT e <& GiREntPon i s

char ach@r | #8eeAR11 N OLIBLLONL QMM AL L O, JBINE ! ngoBRBREd L O 2

net work, for olg’lng ipfornafion rellating to a co cla ransacti on and
an i nf or mablagi ngr QCEESt Y, appaeaeivitRnagsiedutod, tdee netdidifer fwdthmanagi ng
30 information relating to the comrercial transaction, wherein the

i nf or mat i oFeEPRFNt @ fimenardmAsidl i @onpiliceas f ifogt example, in cases

of a purchaser making a reservation in advance in order to
purchase merchandise, or in cases where a purchaser receives
25 merchandise purchased by an electronic commercial
transaction via the Internet at a shop such as their nearest
convenience store, the shop assistant in the shop that is
handing over the merchandise asks the purchaser to disclose
personal informa;i'on such as their name, address, and
30 ﬁelephone number etc. in order to confirm whether or not

the person coming to the shop is the purchaser of the



2 acquiring nmeans for acquiring information relating to the conmerci al
transaction fromthe information processing apparatus during nerchandi se
purchasing, first storage nmeans for storing information relating to the
comercial 5 transaction acquired by the first acquiring neans, and first
provi ding neans for providing information relating to the conmerci al
transaction stored by the first storage neans to the information processing

apparatus durin ecei pt .of nerchandi s erein the informti,on processing
A L T SEER At T Pl et e i
re|atin9tfbéé@b&@ﬂﬁ?r@d%eﬁ§aﬁﬁéméﬁﬁhé%Féh%o&@%@*@%i%meHH§€E§ati0”
term nal during nerchandi se sales, second storage neans for storing

i nformati drefereltamy e the soheersicd, thltensdvip agsissword teggliing ng nmeans
for 15 acquirin%@infornatipn relating, to the comercial, K transaction from

the i nf or nRY§BATNEFEMT 2321 3% P8 7PRaH TS STePEMATdF B8 TEIGRGY, and
aut hentsl cat/ aean 0, ts i J i I l.af.l ; id

connergiaﬁé?ﬁg%sact?g% %%ﬂ%f%ﬁghgsﬁ% ggiiﬁﬁﬁ%ﬁgggg?$$ﬁé&%%g%§&ﬁ§$%g 20
i nf or mat i obs r ébatbenchdrodédeovemercilal prassatingn tieordds tyiieedecond

storage neans. A second jnformation processing system of the present
"invention FESEREREEPRr FOEENBy2RA ?ﬁ?g?%ﬂfiBﬂkgBﬁnﬁﬂiE%FFBﬂeFErninaI

connect ed to ety ki f PhNobdngeLnLonERt 00v2> Le! Al iUk, gomrer cial

transaction, a first information processing apparatus connecte o the
net wor k, fHor mahagipng dhdsermrad £ onheelnsrdigpridi ddhet coprendidel thedusacti on,
and a second information processing apparatus connected tqQ the network, for

managi g i RPBFARRF oRnFBFREFAENt 0 IB0PAFEICHIATNI AFSSSE WHTER ther
|C(r)n?3£ 'mtaflt gﬁﬂ%@i&é&rpﬁsé%'{ﬁ%ﬁ?&ﬂ% UM LALHOY EenhPak ARd
shop, there is the fear the information provided may be
‘misappropriated for other uses or may be disclosed.
Further, in cases where prescribed reservation tokens
15 and exchange tokens are distributed in advance at places
selling the merchandise, there is the fear that the

reservation tokens and exchange tokens may be fraudulently

made or may be copied.

20 Disclosure of Invention
The present invention has been conceived in order to
take this situétion into consideration and is aimed at
setting out to enable safer electronic commercial
transactions to be carried out in a straightforward manner.
25 An information processing system of the present
invention is characterized by an information communication
terminal connected to a network, for holding information
relating to a commercial transaction and an information
processing apparatus connected to the network, for managing
30 information relatingto the commercial transaction, wherein

the information communication terminal comprises first



relating to trustworthiness of a second user constituting a user of the
first information processing apparatus, wherein the infornmation

comuni cation term nal conprises first storage neans for storing
information relating to 5 trustworthiness of the first user, first

provi ding neans for providing information relating to trustworthiness of
the first user stored by the first storage neans to the first information
processi ng apparatus, first acquiring neans for .acquiting information

rel ating t¥FEHHEINDMGANLL oA AN L8 Is REREMGSPT FEAPEABISER OTIF
infornatio i n ratus, n cquieri n g&ﬂﬂjring
infornati&%xﬁg€%§$%% ?5g9%gc§%#§brC|a ??gngggﬁﬁﬁ%q¥§§n %é??lrst

i'nformat i cppeosessi dgrapgamsdrthardisd puowhdshggpedixsforsipsxageali ng
trustworthiness of the first user stored by the 15 first storage nmeans and
i nf or mat i JAERR$ at PRPSEDC RS %%%%%W%Fb?nt¥%ﬁ%%k@goﬁoaEE%i?Qmm?ﬁﬁ¥%k second
acqui risng fpaNsa L0; LS REAG bl L 0N REAIES e ARPALALLE rand L hi 1d
acquiring means for acquiring rnformation refatin ot FUStWor thi hess of
the first psevidpdatmsahy fdre presdrtin) infbemamtionn rplatedsg 0g dppar at us,
wherein the first information processing apparatus conprises fourth
acquiring %%%m%rﬁb@la%ﬁﬁﬂﬁﬁﬁﬁlpﬁf%Fﬁﬁ?@thr%m%tfhESFogg@ﬁ%gﬁnm$¢ﬁﬁess of
the first r.Qm t.he .i.nformat| .CO [ iQn Loin cond
provi di ng Heart Rt BT IR S St Far et ot ere B Er o o
transacti oflet&h&heiksef ofi@te DN ttAIMUFocakitadnt pEBtaakingngppacatesond

i nformation processing apparatus conprises second storage neans for storing
i nf or d} i oPCTRF BRAFATPNT BEONGALmITesansffathprovdeiaguseiornetbem

provi di ng . for_.praoviding..informtion.rel ati t hi ness of
t he secondg§§§§l§80$§éj§§<¥%eE?%Eﬁﬁd%gggfggglﬁghgg Egetﬁgkégﬁgﬁgé%rnation
comuni cat ¢efmbeLBRBAbN tekhAnacquiuring Mearchdraliacoshlésng satenantion
relating to the first user fromthe informati on conmuni cation terninal and
i nf or mati oPtPERAEI MGG t fer c 6¥REiadal infermaiciomnredpdanondaetite for 5

updating i A relating.to the first, user acquired he fjfth
acquiring ﬁ%@ﬁg?éﬁgTin?S?hﬁFggﬁgpélaﬁ%%§iﬁ)t%é%ﬁ%éh%iiﬁ% 2l F% second
user stredchiithgsecairbsiar age neansthaged o | ey magbaReteiating to
t he conmmerci al transac%ion acqu&;g%)by the fifth acquiling 1'0 ne?ns, and
third providengagtians faomprtdng dinfpamwt g orormyinicatelon i Agrngna
trustworthiiness of the first ¢§$%Xu dat ed b& he upd%ying means_to the

i nformati oﬁu’é%ﬂﬁﬂﬁ?ﬁﬁ ‘?%ﬂl?%r S % alrhq‘ S ein&ﬁc@oﬁt%fnggpisoﬁofer m nal

of the presgthedbitAYenli AmAckrEArAct esizedngy thi rsdi@caunhbpgiaeans for
acquiring information relating to a comercial transaction enployed in user
aut hent i catrenseFéAPnhacapised hyothat FeACPLEoBETYI KnapParasussEngi ng

mer ch i se_purchasing t or age ns faor staring._information _relating to
the 20 ContBF SFAF P AnEaRt T oRT akoii e S BT ¥ FER SEGUTA ng R8RS, and
first provpbgi fHeMBaBsnloktBraYedimd@ntshe i nformation relating to the
commercial transaction stored by the storage neans to the first information

processi ng appArseesnd it fgrnatedptprsfcaggicimmdisten 25 The bnesentiti on

comruni cat ion device, i s.further .characteri,z by .wi rel ess co ni.cation
reans for EATPYEAGRCR CHARACHARIE P el b SR Cen PO G LR E Lo

el ect romagaethénkadedhheptwdt Rot Benbt sk ki NEBLMbl 8ANBr 96€5$MAG18APAr at us
in close proximty. The first providing neans is then 30 capabl e of

provi d#hg ralstinyi ba a etcmiencial thransmnatera ala fiassadnfonmagiohe first

i nformation_processing a ratus 5 usj hort-range wrel ess,

communi cat PERCBYSERE IHH ot SE8° G SR F ot elRE"OThe S oPEREALPEned
storage ”E§H§o§hﬁﬁﬁ%naﬂelggﬂﬁﬁftSaEhé”bdMM@%HidIkHFdﬁéadEi6ﬁ¥3%n@fanat'0“ 5

conmmuni cation termnal, an e first providing neans is capabl e of

provi di ng sheondemnhifbrmation puwbessihgr eppbyathe soonzgeededosthe t he

first information processing apparatus-,together with information rel ating
to the conﬁ@FHP&R'traﬁgﬁbti%W&H§¥Wﬂ;reﬁ%ﬁ%&mﬁﬁlﬂ%rchéﬁgﬁgépg to
30 trustworthiness of a first user constituting a user of the

information communication terminal and information



10 Information relating to the commercial transaction is made to contain a
first identifier for identifying the comercial transaction, a second
identifier for identifying whether or not paynent of fees is conplete for
the commercial transaction, and the identification nunber of the 15

i nformation conmunication termnal used in the commercial transaction. It
is also possible to further provide second acquiring neans for acquiring
key informatjon required to edit, information relating to the aforenentioned

conmer ci al TR BASER (TP T HATF Hid1&tS RF Re8RSOPEr UBRT R+ HebE ARGt i on
relating t coprerplale st S Lan e o) S using
the key in opggfion aégéiﬁgﬂﬁﬁg ?ﬁ%égﬁ%g%gﬁagég%ﬁkggnégéﬁgggfggﬁg’aIso
possi bl e fwiietdin aflos enefid toaedos t ©srGen IERNEoR 5t d b HT ecomb o1 s@ET on
relating to trustworthiness of the user decided based on results of
comrer ci al fi¥ahsakorags Beanfe fefesteying tiMfogmation arplabinartaer
provi de providj oL P i di i | r i 0

Fr st wor | oSt ey CRAHR b ChBY B B0 | ROLTTHLER: (B8 Db nesns

i nf or mat i ofoB0ppseLessgninoppasaios el sbong eeei ptuofwdhehipesbasdi se. 6
Second acquiring means for acquiring key information required to edit

i nf or mat i ophe &iRsthyses staradbrytiianEsssefstaeacs Beansnt? shedftseE may al so

be provide tor . o] f i relati to 5

Do D OVt ety Sl 1y HAUANR (IRAUS IR, L 0% I LRI L OR G Bd B 0
second acostqhpgingansfotrhat onl 58100584btE tPuPtWyLERiRASSEWEEALthaput neans
for inputting a password permtting providing of information relating to -

trust wdr t hseeerdofusas uEeem ablle auseeend catd Harnat heansproreasihent i cati ng

the password i nputted by the password input neans.., The providi nmeans t hen
brovl des TFBFhEE R Send P tRe Y PR Btad e el r v P ERFRER T ne
password igeBat gt iteat e by cankhenbilcaitoisddr 1dte avbheriH«<ati egrmeans. 15

Second acquiring nmeans for acquiring information relating to
t r ust wor t hi REesMat ianayinaassidlo eppasatuporf itkatgproviding maanteferal

t ti ' d t he. t.he af tioned fjrst,|nf ti
b oceeat nobasinRLbh ot Vet EELERES O i s o Rbes SRy b b Sbs o0
separ atse fropythestdrsde | Rt BAR PIRESSE PHoRPRA 1M Sy ard digBl ay neans

for displaying information relating to trustworthiness of the comercial
t ransact i opoTBegeiadcrenedchyonh@cspdaed dunuihe eeeerdsagayialisg be

provided. Third acquiring nmeans for acquiring information 25 relating to
Phe Tirst TRIGE nat  HIF (RESHCoing Taat LB “PLGRALAE FPPSR2FRFor RAI on
processi Ngt REAASatGuOtEdRE heaH8Ckde awﬁwﬁ?hiﬂ@éﬁm@éiéherégmhg! al
transaction target of the commercial transaction and second providi ng neans

for provi dbagiworomthbrese|f ithe £oérsheuser sapdatied fut itbe 86cpndcessi ng

' by th hird iri he - d_inf [
o booel ol ARRPAE 48 e A E8obBOy SPRRbUFURA.  YHBFSLer abbomeAREEhon |

further stonesriatobABti®rocesdihdy tapgddtthdd St cober FRls ONFRHRERSSI NY
apparatus acquired by the third acquiring neans. Fourth acquiring neans for

acqui ri ng kequiningmmeans sfpsquand tinedinfpnhatbani arekatimg ngot o t he
af orenenti pned, first.infaor iQn processing_apparatuys, and del eting neans
for dol et i HSFRFBFRLPERS, Grariily FOrEhe MPEForAe ritat LBAOSPAEEEE: ng
appar at us s&ehefibytibe %k&ﬁﬁ%%lﬂeﬁﬂ%iU§é88n8h%ﬂ@%ﬁdﬂﬁd”ﬁ@@h9nféQqU'red by
the fourth acquiring neans nay 10 al'so be provi ded.
25 - providing information relating to the commercial

transaction to the information communication terminal, and

the second information processing apparatus comprises

second storage means for storing information relating to

trustworthiness of the second user, second providing means

30 for providing information relating to trustworthiness of

the second user stored by the second storage means to the



An i nformation conmunication nethod of the present invention may al so be
characterized by an acquisition control step of controlling acquiring of
information relating to a comercial transaction used in authentication 15
of a user provided by the information processing apparatus during

mer chandi se purchasing, a storage control step of controlling information
relating to the conmmercial transaction where acquisition is controlled by
processing,o% the acquisition control step, and_a first providing 20
control steprOFMEbhPT FITHPIFHAR F§ TN o AdEPoACHBE AL REJE T he

cormer ci al f&faé‘é@ﬁﬂf’rﬁg v £ SO RG6 SO &G *E)ﬁe%?\%ﬁ%%&&rofr&ﬁe storage
control step to the I nformation processing apparatus en recelving

mer chandi sehe 25 n&Aofrimasti ohe crontiurgl avetci arn peent agl ofaridhel pf exesat 1 dmvent i on
may al so be characterized by an acquisition control_ step of controlling
acqui ri ng PlahiBEMER t68 FeIART A2 L o= RRVITRE R alURIHHSKCTPBASUSRE in

aut hentq cat | a, i d fhe.in I essl par at us
30 during PESERERd, LIEGEmRESKh ECL B LbE L R TR P P SRR OB 0y

i nformati opyrehat £ hgthoatdei eongencans 8nd intosastion wbeseiagqubsition is
controll ed by processing of the acquisition control step, and a first
provi di ng EBREEBPIEREREEE eEnth6l ISEFenst A\FSh i fed fivrke i 9acPefating to
the Commrglfék?&éa%é’%ﬁéo%ﬂéq" 0T 398 3, QN Ol 'r%‘iatEXngr oggssipg of the
storage controlr°step 10 the TNiormati on processi ng appar atus wheén recei vi ng
mer chandi seomflettial Rregsa@tabnt hecqiesedt biyntert | DIFtRYya8hsOr DRy
characterized by inplenmenting an acquisition control step 10 of controlling
acqui rtthg Beanaf oramdi oh¥ed atbinRy kB ng cHRmerci ATt r RRSHEEEBA utkE in
authent i caion. gl doHsels BEOYS ded fy Lhe L QIIRL Ign (RLOBgSsENg gppar at us
duri ng mer chandi a6 purchasing; a storage cont 1o é%ep of “¢control'rng

i nformati ogpagtadi nByt othe e@paERIGIR! rMdard ansactipe WoeFermegubai tion is
controlled Ey processing of the acquisition control step, and a first
provi di ng EemmEBiLcatépnotes®anAdlling providing of information relating to

Storage cont 1t CBERERA Tt R0t EF SRR ShLES Y e EBEr B AR
recei vifig meyehandhse sorha reetRHiSed Ay i fSist dOqiBEifd REQEESEbRY

apparatus of the present invention nmay be characterized by first acquiring
means for acquiring imformation nediadting trca womnensyiehi heasseftaons tar get

of the pongFrgial trans%gtithfr%n1atc0ﬁggnicqﬁ%o%.terninglrgf t he .
comer ci al “FPAREEE T O Hr §RFEP “LRE TS IneF BRat Y FadSdct P oA 8EAE at i ng
means for gepeeabing | RiPaFRiten IRIAANg héréhengO8EEr ghakhbhbangaction

during nerchandi se sales, first providing nmeans for providing 30
i nf or mat i oAtpERAE Mpeans t fer c sirearididal infarsatiPon rgdAasiagedt vy thre

gener atd ng _neans to.the infornation 9 . ¢ ni.catign_termnal, .storage
Toans Tor SERPERS AT SEARI G Tl At PRyt Y COfmet BTEF FPANGEREon
generat ed R¥ahB¢ 08AQT afi NGt MRSy i SBEQNGnAGERI 1idY) FRIRS Jfielg aeqel ring
information relating to the commercial 5 transaction fromthe informtion
comuni cat Loformatiieal redethganke dimn diameakdiale tyansgctdon sioired neans

for authen icgéing information ekghin%.to t he conggncial transaction

acqui r ed bbyt s 585898088FPan° fis TP gt PAPOPREE PBNPFEFEESAG % o t he
comer ci al apparsdek anr3her dctd poy dhenestisaas Jeans, and second provi di ng
means for providing information relating to the information processing

appar a%¥s for Hemer arfagmahionnacPonundcating t devdee t igst forthieress to
t he infornahion omuni cati an t.erm nal aut.hent,i cated by_the _authentication

means. 15 KPPEPSTSFAEGINRY ("o Thoee SO P e of SERE 15 S8AE Yittent i on

may be chapagt$fdzedrDygd wiidedle RCAYNALRECAL ORI e3bBR rOhagRkiQl | i ng the
acquisition of information relating to trustworthiness of a target of the

comrer ci al redanasaon watprohe dedr iy i fommet ara pirocdssrimg appafr atthves

in close proximity. The first providing means is then
30 capable of providing information relating to the commercial

transaction to the first information processing apparatus



20 commercial transaction target of the commercial transaction, a
generating step for generating information relating to the conmerci al
transaction during nerchandi se sales, a first providing control step for
controlling providing of information relating to the commercial transaction
25 generated by the generating step process to the information

comuni cation termnal, a storage control step for controlling storage of
information relating to the commercial transactjon .generated py t he
gener at | g StRP HROFESEANAS SELETE St quRET R EA ChR roY Ao ForLa%mt rol | i ng
30 acqui sitiaRuRichiprionmpiige. relating to the comercial transaction .
provi ded by the i nformation communi cation 10 term nal during nerchandi se
delivery, an dllidentatatemmemisiaped or swbieeye i cateary | nfsiramas on arel ating to
t he comrercial transaction havin ui sitiqn thereof controlled by the

ag
second acqhP€PELORCRBAPROI RHTRP siﬁge@tﬂﬁﬂﬁﬁﬁhtiBherel%ﬂ'QEP§§F?Wma
conmer g al céﬁﬁﬁﬁﬁ&é’c?Bnhg&fH?néioréﬂ& ’Elggrfff‘s@%cfﬂcﬁﬁgg Byed g £4 Orage
control” stép procéss, and a first providing control step for controlling
provi di ng oépablerofitppovieingi tige t bdemel f hd @t he | roumips O cessred) laypar at us
for generating information relating 10 to user_ trustworthiness o the
i nf or mat i oA oFFATEESR i BFRRRr APndiRS Ut hERE T CRLOIMBY 1PRe RERFRIEIRSAL i on step

processi ng d LPg g u f esent i tion may
be charact%?ﬁ?ggegg aﬁ???é?égch|S|t?%ﬂ&%%ﬁggkﬁaoFegﬁggﬁgf %8n??% ling the
acqui si ti onomherof al marbnpaceliahi dgriagt rteseiprt bEneeschbndisarget of the

commercial transaction provided by a comunication_term nal of the

comerd al trahRER¥NSH eRrEREaING O EORNEPBINGFCLPANSERRFBAT 1AM gbRer at i ng
step for gﬁﬁﬁéa&'o“%d Ay | 9&%%" %bﬂgﬁ%%o flpe i%r@ial—l t{gosaction
during merchandise sales, a first providing control step for %ontrolllng
provi di ng ebmimatot gahtd ahdaitatdmgatseddial taanet £1at forandact 1 Hypigener at ed

by the generating step process to the information comunication termnal, a
st orage coWPEbPestRIpNPEPIETNPE ATGES SWPIGE Sof OF MSrFREPBRCE@L ating to
the commer £ghshERASACt i ARICRHA! Gthdik (6. HANGT aldfighall SRoPT OLRSS, 3
second ach|S|F|on cohtrol “step for controlling acquisition of nformation
relatilyg t onfbema@ivBRr ebmhuhiaasdchi vermioyl dedkd) nt bRei abmnentiab

communi cation 30 term nal during nerchandi se delivery, an authentication
step for atfRBABFEaPPAg information relating to the 11  comerci al
transaction hayjng a1dd 5%%96‘1& *ﬁ%r ?BEtﬁgE‘térﬁAJf&e Ry LR §§<§899i§§qu' sition
control step usrng rnfor ion felating to The conmrerci al ansacti on

havi ng st ofmagast heseohce@itrinly edePy iR riadiage £odhipédstep &dptocess,
and a first providing control step for controlling providing of information
rel ating t dPEREMAELEPNEES AT PR DcESsi Hye afifarsmes thenege nePEPERGIA AT or mat i on
rel ati t : USt hj : i, b on. j ' term nal
it hery caf B o et s AR ear 0 HBEpsT 05 LR A I RLERR L EBn OO ot
t he presentella¥ent i theycdgnehai i teanzadthyni sqineblivig atbrage

acqui sition control step of controlling the acquisition of information
relating tBeaPgsIfdMchi Hesskey anﬁai‘f@é%l@ﬂ Bifaudaete Ry athe r §8sapdi on 15
provi ded b ni ion termnal of the commercial transaction target
of the con%gggggnggrg%gégfion, a generating step for generating information
relating to thetaeaeseipdsditAnsactite dibkegentl chaaditirapd reans first
providing control step for controlling providing of 20 information rel ating

to t he2Tonferiene tpjrsaetion ki nedoryriHeqaieingshgistiepupescess to
the informtli 0. ni,cat i_on_f,erm nal 0 e cont r.ol e [
controlIig§e§?§F§g§g%?di?ﬁ(ﬁ%%ﬁ#ﬁﬁ1°?e?%?ﬁﬁgé%%fi %?%é%éég?ﬁ%ﬂ %gﬁsaction

gener ated kyetrhep @eneid bBEns!, eth b oPhOeEsSr paoFeae Pk Reiqlirsg neghscont r ol
step for controlling acquisition of information relating to the comerci al

transact i odopr prcdedipyg théormasient redagdmyuitoc SrhehwPEERLAGISSAAL ng

nmer chandi se, del i very, an .authentication step f t henticating.information
el ating ¢ GRETEESD SEBR R KoY HAT PAPRCA hOe Gk S F BRREHEPBot

contr o3d edphyckile 1 $9C AP 3G HsS iddrAh £ PUIAIptS AP thd Mbrchandise.




12 information relating to the comercial transaction having storage
thereof controlled by the storage control step process, and a first

provi ding control step for controlling providing of information relating to
the information 5 processing apparatus for generating information relating
to user trustworthiness to the information communication term nal

aut henticated by the authentication step processing on a conputer. A second
i nformati on processing apparatus of the 10 present invention is

char act eri zed SRFSIh AR EdHS BN SHIRS RETHOMtESh IE gt A

trustwort hj e 0 . T Lo
i nformati o#lg(?%fré%({i n%gt%&‘fa‘? ulrs}?f\/\%ﬁ%ﬁ lnéé{s gfléo ‘{E%é&?zd; chgﬁjtsﬁ&g%éé% by the
storage NMeghAsth® 4 herémdof 1eth e N SORTREY CAL$Orbé esrbnided 1ared athie | Nng neans

for acquiring information relating to the first user fromthe information
comruni cat $oPra@e m melangnd may or B&OEEN rrERIMRLIoN a E6AREABREAl tO

transactio updat ] neans f or. updati ng_i.nforpati relati o the first
user a?fqui?gﬂls Vofhfgg%%ﬁﬁi rolfngt}?‘r%aHEeﬁn sllﬁ"fgor%?i %%yr ejlng#f%ga{zjooéo
trustworthipgssref byetrecondotachcghoregbmebig. storage neans based on

information relating to the commercial transaction acquired by the

acqui ring nmeankt isndlpedue s Hel erdenBrevidproas SWond ilntntnBerps feTating to
trustworthiness, of the first _user_u t . updag i : t he 25
i or mat | ohPEURRERPCA POROTRTth RaT e adanee T b att ohPrHRRELIR, het hod
of the presenhtiAyely telstfoehaiaeksldZ eHehysdr Shatage: kot 1 0at s68p of
controlling storage of information relating to trustworthiness of the
secondlQUsemeanspriod siwrheohicating ephs0 s vomd ok nPUgtpLowydi Bige of
information relating to, trustworthi ness of,.the second user, the,storage

t her eof 13P2SBEPRY gBﬁPttofnleé&sby DEo FESI I T St Y LTI FET step, to
the informahiegpmg@IBHNEERLLOAGt €M PRLtwBPLAEHELSI bEOPhEOREES| wBERD Of
controlling acquisition of information relating to the first user provided
by the infoheapasswerdormfrundethénhicatadnhbly awd hemtdoadtioon kel Bkéng to a
conmer ci al thﬁnsgcti n, _an u;ﬁdati ng step for updating information rel ating
to trust wPPhriBSS“8F 1PRe™FPFSt user with the acquisition thereof
controjg ed by sbeoR§o L eh o tRRrACqYio t heRueenhEo! 1 8E6Pmatdon
information relating 10 to trustworthiness of the second user with the

st or age t heeéet ingnttooltinecs thio rtthd nersec exi agcoime hel sl ot agesaehiPbl step

based on informti relating t he co rcial transactjon.wth

acqui siti oﬁaffﬁg?éb?g%rﬁmq ag]y%ﬁ?%@ggFﬁB %qnstt_rfe Létcecéjlo_ginc_tk}%}‘}sg%t r ol
step, and @fpr@Wesi Q¥ chenfitiidedt 6P 2t COM F QA PHoRT O¥LEEBYsOhg
information relating to trustworthiness of the first user updated by

pr ocessi ngapbatrheuspdabinng seepndt dnfhemphfionnprpoasedbnguabparksnst er mi nal .
A thi r?%recordi n% mgdi um program aof the present 20 invention i s
char act'eri 788257 8 $t6Pa ec%n‘ﬁtoll e Lo REPSTEERG I PBPagE - 8F
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control step of contfiolling providing of information relating to
t rust wort htmesswolrthiaeseconl uslke, admmetairale tivaersesft 28 bsamgetont rol | ed

by processing qof the orage cqntrol, ste to the infornmation,.co ni cation
Cormmnal . SRUHOGETY PO SRReROI iy 15 BBAGFJTAY Y SERIPSRLEGR%0r
I nformation reggti-gg %eqhheiBPrSheaﬁgr Bbevi dedubyihhe kRkerpRiion
conmmuni cation termnal and I1nformation relating to a” 30 comerci al
transa2di orelan impdas ithg Siept fiorfagdeatiorgprntessrangappat &t nd rom
trustwort hiness of the first user 14 , \ ,
the first information processing means in order to decide
trustworthiness of the commercial transaction target of the
commercial transaction and second providing means for
providing information relating to the first information
30 processing apparatus acquired by the third acquiring means

to the second information processing apparatus may also be



with the acquisition thereof controlled by the processing of the
acquisition control step and information relating to trustworthiness of the
second user with the storage thereof controlled by the processing of the
storage control 5 step based on information relating to the commerci al
transaction with acquisition thereof controlled by processing of the
acquisition control step, and a provision control step of controlling

providing of information relating to trustworthines f the first user
updat ed bfrﬂi’]ﬁ:{%g'_essi rﬁ"%f PHer %Iatﬁ“ﬁ@n&efi, o rfst‘@ Nfor n%ii‘?%err“f _
conmuni Catﬂr%fr%{%w?'r Yadiihd & & g &N PHMHARA 1 dD& R &SEHng nventi on
is characterize y rnﬁenentlng a storage control step of controlling

st orage ofappHated i acquisted iy tloe 1Ehirdséeguihingsmesafnst he second user, a
provi sion control step of controlling providing, info&gg%ion relating to

of
trust wor t hi nedSWILh REBEIIME B&ANS (HF AGHHGe TheiBor Bt Mttt rol | ed by
pr ocessi ng, Ol { N1e $L0LF0€ 13Ul 194°Pe 1501 hO% d BhATIRLI SfleifOMBRA cal | on
termnal, ‘an acquisition f con ré] step o% ontrolli'ng acquisition of
i nformat i ofi &t dnifegniad ildepkbeetstiagrappora tesl, @nd Helentaymédmon
comruni cation term nal and information rel ati ng to a commerci al

transact i ofPr S¢latddd Agforeation rphating thtdenbirsh ot Ml en
N ) o tFoR .
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i nf or mat i okey elrifid miga i Brsiudeicidhbpesise dfourdth secuid ingemevnshmie st orage
t hereof controlled by the processing of the storage control step based on
inforﬁ&ti0%@$%I%?iﬁ§°¥bd%%e comercial 30 transaction with acquisition
thereof contraolled by 185??.835' %%m%}cnit%%i%%q%éﬁﬂégno?for:l:tl'feOI §é§€ntand a
provi sion 15 Contror s ep of CORt 0 I'ng providing of iRF ARt T on
relating tnvensisnr baiynesss®f beheHdradt disiededipdat eth byc@iDsessong of the
updating step, to the information communication term nal on a conputer. 5
The first ¢ombredht iVrepr 08esermgredsied GFCIHe Presedt tnferabhors

provi ded wiLh, an, oL mtbon. somynLeatien LermAgl, copnest pdaloog netvork,
for hol di ng Thior IonTre éilng o a comrercial transactiion and an

i nf or et | 0Ff B ASRIShREvaERAr By Uh& AnFeched itod pheceskwapkapbatatasagi ng 10
information relating to the commercial transaction. At the information
comuni catdehingrRerahandhfer MArFbasieOat AngtPo2gReCOBRIEBLCFARPPt PAnsact i on
is acquired fro he i nformatiQn _pro i p at duyr,j : chandi se
purchasing?ogéag};éggin BFggpﬁgﬁogelg%ﬁ%ﬁngﬁftﬁ%gc&#%%rc%%ﬁﬂigggggnsaction
is then sterglsatdiennmhéps d&haldNgidr iheontaioad cepbepebakskiagsaction
is then provided to the information processing apparatus during receipt of
t he nerchaﬁﬁi§é¢;ﬁcqqk§ﬁﬁ#Qﬂrﬁﬁm%mogréééﬁsiﬁ@daﬁbaﬁafﬁg,PFﬁVé gBgi on

rel ati to the co rcial. tran bon i 0 | d t Lhtormation
com*runilzgat ?8ﬁpf8im@r§‘?p dﬁ’rfi nﬁgﬁé’?é%%gags}%%‘f%é% d%gft orggégginlﬁl?%rghati on
relating teelBeifgnmes Citte t reneadidL | & ratesacadqh r &d thr osrblege

i nformati on comruni cation term nal during nmerchandi se delivery. Information
rel ati ng tecrhscddedibedronaasiciarizthe saesaas eantsolheheRihERLI cat ed

using inforpation . relating to the stored commercial,trans LON. second
i nformati ohgg?ﬁ%‘é‘é%f’ﬁg s? &R Ehe parpé?s%rrﬁtl‘llsnve?l‘fllﬁ%% i s?%%ﬁgyégéeri zed

by: an infgegBhkgAigammuni cation term nal connected to a network, for
holm:E%infornatiqn 30 relating to a commercial transactions a first
i nformation prdcdsististy agsorsiing coadéumedrredsand ot wdvk, Presens

invention may also be characterized by an acquisition
control step of controlling acquiring of information
relating to a commercial transaction used in authenfication
of a user provided by the information processing apparatus
30 during merchandise purchasing, a storage control step of

controlling information relating to the commercial



managi ng information relating to said commercial transaction; and a second
i nformati on processi ng apparatus connected to said network, for nanagi ng
information relating to trustworthiness of a first user constituting 5 a
user of said information conmunication termnal and information relating to
trustworthiness of a second user constituting a user of said first

i nformati on processi ng apparatus. At the information conmunication

termnal, informatjon relating to trustworthiness of the first user 10 is
stored, stofEFITHRIANGF PEELSAG 108 LReCPREEPWPEHPNELLITSTIRT fi r st
user is proyi re.fkirst Jnf td st g i.ce, Jnf.oramtion
rel ating t(%f/tgﬁgt \EAA%?PE?%%ESL%BO O{%ﬁ'gos?;céo%})’us%é&ig gg\c{f&l%r (?éﬂlo&n% e second
i nfor mat | cdomproskessiteyp apparadnissol fraf Mot dingr ebat iigE d Mndt Lsrmer ci al
transaction is acquired fromthe first information processing apparatus,
the storedr@¥aEstndr the néSe oformereipdt txersapbiaRqui¥iehl iStFQrasgion
relatimrg t I.Cl nsact 4 a i t second _
proces?i ng&gﬁe%e%gﬁé@%(y F%{;’S%rgr%?iﬁgn&# g{ﬂgt%ﬁag%x%jgoeqdcr%@[ \f%ﬁétphlgﬁe{s}%e of the
first userintpstehethidy therseeosdngnf orpphiraRuRr OCeSBINY AR AEUSy | S
acquired. At the first information processing apparatus, information

rel ating teX¢hatdbse hi ness of the first user is acquired fromthe

information c iGation termmnal._and infarmation 25 relati t.o the

comercial tr %g?;c S?CorP‘TiO@rparnbvc?f;g—‘d”% FRFET fl(ﬂvrﬁa{'fnﬁlboﬁ1 é%%ﬁ#‘%%t]?%n

term nal . Matdetseroad Bylfiafpl@&ﬂe@ftiwgo@ﬁ851:ggiameabat@@mtwiogf@gsi on

relating to the trustworthiness of the second user is stored, stored

i nf or i of r ePatiradliogt Hequivsingr ofi efonsfattilpn seebading dserai s

provi ded to t hgrénffrgati on }gom‘runi cgt ion _term r,lcal , ti.nf or %ti on relating to
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the trustwortnrnes: _ _ _ _
comuni catp ki @&di Bl tRad i nEbemERE ban prelcldsith o Qe KAUBTRLEF Bhg
transaction is acquired, information relating to the trustworthiness of the
first usermepehandbsemtPonchesingng eo shersder ustondmdli nesepf ofie second

i dat d h ired inf ti lating to th
Comrer oi ol COY SR AET o BEATRAF S kot FOYSF AL Gt o e CHHMTEELTHr st user
trust vier t hi fessa & i@k At dlad AQutiRg i RRELARr6QMBHNG G it SFe s £1AG nal . 10

Wth the information comunication termnal and nethod, and first” program
of the pres®ntheneequisatiionf srardiicn se¢put i agdt @ domedr gadvidimgact i ons

used in authentication of _a user is acquired. fromthe first infprmation

. C e Vilad Of i
processi ng %Bﬁ?gt §E®ur Phg ?‘%‘?%%ﬁjdjr%% &Erocﬁﬁél%, ?hﬁé@%’&ﬁ?‘%bﬂn 15
informati oper £t 84 NG d 0 tRMBbmndlclikansackhagstionst QL e, S0d-ibe
i nformation relgﬁ;gc;}g stored commercial transactions is provided to the
first inforomer psPrgsapparaf thawksnrageet v nyo hevtedrandi ske Wt h t he
first j’Onf oy rrﬁti on jgrocessi nﬁ agﬁarat us_and 20 methqd and the second program
of thé preSehe™TAverti onPTPHESP MBI on 2PEREATHS t o WISt wor SR hESR90f a

comrer ci almé ¥ JHSRE1 ONoh a5 98bmpstagqui red fromthe information
comuni cation termnal of the comunication target of the commerci al

transaction, imforsstinforndatomproseassdmbappanetosalf tharsoesenh i s
generated duri ng, sal e o{) tt}te nmer chandigs}, hi s_generated inforngtion
relating tb* {HRE oMM PEICH ISRt T 37F PY i%?‘BW Y A HEMRAROSr HBE i on
comuni Caté@cﬁ‘uiﬁiﬁ@F‘%hf%?ﬁa%tighe%ella"dciq{r{@&bO'Qrﬁ%lt%b'rr&ﬂih%,stsheofog‘,mr ci al
transaction is acquired fromthe informati on 30 conmuni cation term nal
duri n@Shanthrngeowef tife coeamesodkdndiraesatctd oac fubmed ¢orfroumatavionel at i ng
to the 18 comreicirogl transaction is authenticated using infornation
ored

rel ating t%e]frﬁJen§ Elaﬁré%qulr%ngﬁpéﬁFt&ﬁ’a itfﬁ%g tio_c'an FRfat | ng to
the i nfor n@éhRer oL 2L eE3LAPaRRRBAA! WRnkPa AL ld Y #4H é@éfgeiﬁgl ating to
the 5 trustworthiness of the user i's provided to the authenticate

i nf or mat i oinformanicatrels tamgittalthel pomhersdadntrantacthbhoduptngessi ng
apparatus and nethod, and third program of the present invention,

i nf or mat i JAETSRRRFHET t §3LRE t ridstihor PRPHESSn B MRS Ss &FndP IOV LS ERTi s
storedg thiseotAledoh ! LTBLLRR. I ELAL G t it Jd 4ot wor Ll Dess 8h the
second user 1s provided to the”informtion comunication térn nal,

i nformati ogerietatédgbyo the tgarssnayiny neeanel tde thier sinfsenatiom the
i nfornmati on communi cation term nal and i nformati on _




15 relating to the commercial transaction is acquired, information relating
to the trustworthiness of the first user and infornmation relating to the
trustwort hiness of the second user is updated based on this acquired
information relating to the conmercial transaction, and this updated 20
information relating to the trustworthiness of the first user is provided
to the information communication termnal. Wiile it goes w thout saying
that the information communi catign termnal, first information processing
appar at us, CHNFIRECIHHCR nf GRFBLPER pr Ay PRt uSofay ¥ BT onnect ed
by wi rel essn eopmapi GAt i P01 QL 1RY Wkped te@NMMURlGAli QR i te s &l S0y fpssi bl e to
have connection that is a conbination of both wireless and wred

comuni catgemeraikéd hy ridlee geneaminigcabenn, beeogndazcaeir bug md¢ams cert ai n
section, and w red caomrunication being carrjed out at 30 anot her section.
19  Bri ef IPRsAGPITHRDf IDEQWPAGLORI GehatinG FoewtBRovF R ANl e

conf i gur at¢ plin S 96 A CEGhT PREC 1GETRESIRN IARRAGIIN Gy SLERIRaphi ch the
present inventron 1S applied. 5 FI iS a vliew showi ng an exanpl e -
confi gur atdwnifigr rdrehexiddrsal dappeargpcauthdrte dathidre mebeghofier of FI G

1. FIG 3 is an enlarged view of part of that shown in FIG 2. FIG 4 is a
bl ock vi ev?3RRSRh§CARIRE anPI i@ R IFiqJur BBL8RiRG J1° t hBei PR Bl nobi | e

t el ephone. k i i i ‘ﬁ%ﬁ! :
configuratFg%g%%?t%8%3%$%§%¥%%t§¥2?€§$% O?£§ﬁ%§&%&£¥%§; |§ g;bﬁ%M/shomjng
an exanpl einfoamspeohfrekdt g 'td ahet bemnepctabt acinsfceod ofofed 4. 15

FIG 7 is a block view showi ng an exanple configuratjon of the inside of
the pditht -BY - flvechakerage vaeass Flapd 1 seppad PFRVEAHGcReFSEW EPBwi ng an

I j | . Qf i,nsi de. of .1l LAt - Qf - i f FIG
ToMe o Peb R Rt T A e ket or RN ot ot on

for the | Geatdssengesppathelisofof| gendratihy 10fdBmar bbecke Vathghowi ng an
exanpl e configuration of the inside of the authentication server of FIG 1.
FIG 11A iscaugervisndhiogthhnesanppeths afermat topycompunbdationel ephone

of FIG 1..25,FLQ 118 L8cR-YLeW B0op00.30,xTRbe ol data el d by the

poi nt - of - purchase " server o I'sTa view showirig an exanpl e
of datks hel d iy fhespoinfofhat 868 ProSesypig ahethidsl df Th& pAdEens a view

showi ng an_exanple of data held by 30 the authentication server of FIG 1.
20 invention may be characterized by a first acquisition
control step of controlling the acquisition of information
relating to trustworthiness of a target of the commercial
transaction provided by a communication terminal of the
20 commercial transaction target of the commercial transaction,
a generating step for generating information relating to
the commercial fransaction during merchandise sales, a
first providing control step for controlling providing of
information relating to the commercial transaction
25 generated by the generating step process to the information
communication terminal, a storage control step for
controlling storage of information relating to the
commercial transaction generatéd by the generating step
process, a second acquisition control step for controlling

30 acquisition of information relating to the commercial

transaction provided by the information communication

10



FIG 12 is a view show ng an exanple of a process flowrelating to a sale
of nmerchandise. FIG 13 is a flowhart illustrating purchasing processing
by a nobile tel ephone. 5 FIG 14 is a flowhart continuing on fromthe
flowmchart of FIG 13 illustrating purchasing processing by a nobile

tel ephone. FIG 15 is a flowhart illustrating processing of store
reliability in providing infornation performed by the 10 aut hentication

server. FIG 16 i flowchart illustrating sales pr ssin erfornmed by a
ol 1t of - (KR ERARRL sORUEROPTEE FPendiSel Soy Hedwe gt OMEHINGAT S 1 om ¢ e
flowchart ofe bl Go,l6 ehfé%tt @ét&%gsa'lﬁ%o&hge%w NgePSE{ QL Meeh b s 15

poi nt - of - pur chase server Is aviewillustrating the fl ow of
procesmlnpommarcn@ltoﬂuﬂnﬁaq;xmmr @hvangchaadq3331fiﬁh 1¢Hesref | owchart

|IIustrat|n ner handj se recei pt ocessing.carried o a nobile
t el ephone.€ % e@obvstaef PS\?E’HQr taqul&ﬂ%ﬂgﬂ 5§ YR hasr%?psélsd‘é'fq very

Cont i naat 1 Bot oF R T Shar Lo o FIE CaBranatrk S Teachrt T Fati ng

nerchandlsgtdeégdethe2éomrQmm&mdkia&ubyeﬂheustbyagbecpthoﬂﬁstemelpt
server. FIG 22 is a flowhart iILustrating processing for providing
pur chasi ngPFAEBF Fratdlshapl ¥ o PEG B 1NGeCPRE APl STLSRUFRR AN ESR VNI FIG 23 i s

2 view | Tustrabing A exAERLAARERANL oMLl org 30 uthent cas Lol processi ng

to which the préese I'nvénfron i's a £8% view show ng
an exanpl eppbcébonngfappacesss n;gofogemeféemg r@ﬁ@mmmlréxmtl on
results in user trustworthiness and store trustworthiness. FIG 25 is a
flowchdt TPl useratTRetyPEsShhbReRi heskhs brp)%wawohorbr%@@m@a TP| ed out

by a nDb"Ee% nggar%uﬁqéﬁtf% Eéﬁ nt%ﬂgat%%lﬂghéﬁga &WW in FIG

25 and is a ustrating tr stmorthlness operatlon proé%55|ng
carried ouprbyesstinfil e tel ephone. FIG 27 is a flowchart illustrating

trustworthiness 10 operation processing carried out by the authentlcatlon
server. FIG 2B isgcenconteronding dgrediien f pspeKart 9% Fhe pyesent

invention may be characterized by a first acquisition
15 control step of controlling the acquisition of information
relating to trustworthiness of a target of the commercial
transaction provided by a communication terminal of the
commercial transaction target of the commercial transaction,
a generating step for generating information relating to
20 the commercial transaction during merchandise sales, a
first providing control step for controlling providing of
information relating to the commercial transaction
generated by the generating step process to the information
communication terminal, a storage control step for
25 controlling storage of information relating to the
commercial transaction generated by the generating step
process, a second acquisition control step for controlling
acquisition of information relating to the commercial
transaction provided by the information communication
30 terminal during merchandise delivery, an authentication

step for authenticating information relating to the

11



and is a flowhart illustrating trustworthi ness operation processing
carried out by an authentication server. 15 FIG 29 is a viewillustrating a
further exanple mechani smfor authentication processing to which the
present invention is applied. FIG 30 is a flowhart illustrating handover
processing by a purchasing nobile tel ephone. 20 FIG 31 is a flowhart
continuing on fromthe flowhart of FIG 30 illustrating handover
processing by a purchasing nobile tel ephone. FIG 32 is a flowchart

i |1 ust r at | FRIPRIEALT Fro@sesitigper RBVARE by2edpbPhEl R - pdhara’s server.
25 FIG 3315 é&éﬁéﬁwg r£hQOQ£E8Hangng%%g%gékh%dgﬂ?Mﬁngge(ﬁ Jﬂn 32

: “con
i 11 ustrati®y over processrng per a poi nt - of -pur chase® server.

FIG 34 isigfdimaeiad trdldtisly ald BBchesdayeci fl OCLsss At Dyn raprirmhasi ng
nobil e tel ephone. 30 FIG 35A is a view show ng a further exanple of data
hel d by thetemage etherephogensrofiled by ophe gFEeragsBceftayol effhow ng

Fla s e et Ring o PhrPRErRE QRrto DR or e B e ©
pOi Nt - of - eEEk DA 8GN W Ohbkatlon5 F Gt HRP itd atibevistomidgionstill
further exanple of data held by the authentication server of FIG 1. FIG
36 is a vievweswhg appiheiusfier eresat 1o Eahen oral akirg of
nerchandisgé user trustworthiness to the information communication
terminal authenticated by the authentication step
10 processing.

A second program of the present invention may be
characterized by implementing a first acquisition control
step of controlling the acquisition of information relating
to trustworthiness of a target of the commercial transaction

15 provided by a communication terminal of the commercial
transaction target of the commercial transaction, a
generating step for generating information relating to the
commercial transaction during merchandise sales, a first
providing control step for controlling providing of

20 information relating to the commercial transaction
genefated by the generating step process to the information
communication terminal, a storage control step for
controlling storage of information relating to the
commercial transaction generated by the generating step

25 process, a second acquisition control step for controlling
acquisition of information relating to the commercial
transaction provided by the information communication
terminal during merchandise delivery, an authentication
step. for authenticating information relating to the

30 commercial transaction having acquisition thereof

controlled by the second acquisition control step using

12



FIG 37 is a flowhart illustrating purchasing 10 processing by a nobile
tel ephone. FIG 38 is a flowhart continuing on fromthe flowhart of FIG
37 illustrating purchasing processing by a nobile tel ephone. FIG 39 is a
flowchart continuing on fromthe flowhart 15 of FIG 38 illustrating

pur chasi ng processing by a nobile tel ephone. FIG 40 is a flowhart
illustrating sales processing perfornmed by a point-of-purchase server. FIG
41 is a flowchart continuing on fromthe flowhart 20 of FIG 40, and is a
fl owchart 1§ aiomd AN Dt 58 RETPerrermet 3YSaChbPAtRIFLIBAIr chase
server. FlI 42 1S i i t,her ss, Il re ing to
handing(néﬁof)g%EFg é%gﬁgzmagégigggnantg%o%gﬁ%gggiEQﬂgﬁgai%é%b

ner chandi seré@s$s ptandba PF0EES pirdg iddhig €6ndubl ytep fokicent edEPhwge. FI G
44 is a flowchart illustrating nerchandi se delivery processing carried out
by the poipfooidirgeiqft dafosmatips urslatiagf I’iﬁ/\c}ﬁléﬁt infernabiong

processi ng for 30.providing purghasing inforpatign rfornme . 1 he

oi nt - of - R eretel BG Ane PEaRY E0E°0 QR HEL STLA EOLREEL B8 (B Ve
processi ngtd Qs &P ek h M SE O End & YSEHOERET NEESrhAL 1 B Of SFdhL O E O¥h di Ng
performed by the authentication server. FIG 47 is a viewillustrating an
exanpl e oftereitabw Bugheptdcadsiang bl atheg tedthisddtiiosg igin usetep

trustworthiness. FIG 48 is a f%omchart illustrating trustworthiness
oper at i on ProceEeRrig RAr7i &d™BEtSby a nobile tel ephone. FIG 49 is a

flowchart illuystizaicong t iHEbMARERLAESSrOBEEAL hN dPRISiNgogar thed out by
the aut hentication 10 server. Best Mde for Carrying Qut the Invention FIG

1 is adWi esrepont ngnaanstanplis cbhefbagpieatizad fayr storigstmeonns ommerci al
transaction_system,tq which the resent invention,i.s appligd, . In FIG 1,
2 mobi Lo toFebhoRe ETOLAFERED GHATAT 1S 058 COMRIMCSREI BN A (i ahBi s
connect ed é@c@nae@%%%Elﬁ%%%fﬁfﬁ¢0ﬁe&3sSQd¥5ﬁﬁb%&dﬁﬁf“ﬁﬁf@gméeiannet“Drk
10 to which the base station 12 is connected typified by, for exanple, 20

the Interneelaking Forthestwarpbinesef ofutbhasecerdvese2lstasedl bgd at a

oi nt - of - purchase 20 constit d by_a store where a er of the bile
Dol ephone. S1S GrieATS BRREN I B aE S HEA e DAoL OB LG S BRLPALei pt

server;s31 jBghalhRd Réads PO Pla uiBGRE Bin ROERNY el ed iRy @cStRRE Where
the 25 nmerchandi se” purchased by the user of the nobile tel éphone 11 is

recei ved, fhustrmsen Heom thei onf gsnaeiord cqmuvi tiatyl dragiecrdaali sad
] on. service

installed at__an agthenti t $roviﬂg%_40 E%n mana |ng.
{1 ust wor t hERESEPRERER T oD ihibr ATt SR ACTENNE DefieREiRE der of the
mobi I e 30 L8kgBheoL ddaanthd hith A8 AL 20n USd T {le R BRY ¢isekvices are
connected to the network 107 24
acquired by the acquiring means and information relating
20 to trustworthiness of the second user stored by the storage
means based on information relating to the commercial
transaction acquired by the acquiring means, and providing
means for providing information relating to trustworthiness
of the first user updated by the updating means to the
25 © information communication terminal.

A second information processing method of the present
invention is characterized by a storage control step of
controlling storage of information relating to
trustworthiness of the second user, a provision control step

30 of controlling providing of information relating to

trustworthiness of the second user, the storage thereof
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The nobile tel ephone 11 is operated by the user so as to carry out wreless
communi cation with the nearest base station 12, access the

poi nt - of - purchase server 21 via the network 10, and carry out nerchandi se
pur chasi ng processing. 5 The nobile tel ephone 11 is operated by the user so
as to access the authentication server 41 of the authentication service
provi der 40, trustworthiness of the point-of-purchase 20 is acquired, and
this is provijded to the user to enable a determ nation to be nade as to

whet her 1P HGONS PuhechRE @ HIRE SRMchRA df 2% SEFFEIGcENTIRE Step,
poi nt - of - pug %‘?.n%%&\’r%;ci%#etzgﬁgﬁﬁﬁEéﬁﬁoﬂ%eﬁﬁ%ﬁélg:}%ﬁ;ﬁ&#ﬂ%f@{oﬁ he

nmer chandi se requeste no e telephone arge processing is

carried outonttdil r esppcioft ccdriteralseingfatei sbbide bél eptfpmmatliofur chase
15 informati on for the requested nerchandi se i s then provided to the
poi nt - of - rEREA PG ek Qefn81 T stha SRy nbrovidedebyt the gariumathiPiel i very

of thegsmerg $Eacibe %@f&%i‘n%ﬁ‘rr fi8! pitnfc?fﬁ(aet{di{’r} %%E%acrig% | porgation
relating to the conmercial transaction acquired fromthe

poi nt - of - pewrhasei ser verundhctiian, heameupdakihg agtkep nEornmaipdat pigvi ded by
the nobile tel ephone 11, and determ nes whether or not the user of the
nobi | e t el BpFeHRARLOR relal ing)itq FFustyorihisessopft hentiephitsee. The

The. poi nt o1 i e i SR R R R BT M R A o es
wor ki ng i nogogperatdeisitidh cRithendEsep sldl atf dhea Pobmtradfapuighase 20
bei ng received at the point of receipt 30. 25
10 to trustworthiness of the second user with the storage
thereof controlled by the processing of the storage control
step based on information relating to the commercial
transaction with acquisition thereof controlled by
processing of the acquisition control step, and a provision
15 control step of controlling providing of information
relating to trustworthiness of the first user updated by
processing of the updating step, to the information
communication terminal.
A third recording medium program of the present
20 invention is characterized by a storage control step of
controlling storage of information relating to
trustworthiness of the second user, a provision control step
of controlling providing. of information relating to
trustworthiness of the second user,_the storage thereof
25 being controlled by processing of the storage control step,
to the information communication terminal, an acquisition
control step of controlling acquisition of information
relating to the first user provided by the information
communication terminal and information relating to a
30 commercial transaction, an updating step for updating

information relating to trustworthiness of the first user
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The user of the nobile tel ephone 11 purchasing the nerchandi se at the

poi nt - of - purchase 20 then visits the point of receipt 30 in order to
recei ve the nerchandi se. The authentication server 41 is installed at the 5
aut henti cati on service provider 40 for providing the basic services and
manages i nformation for users of the nobile tel ephone 11 regi stered as
users, for the point-of-purchase 20, and for the point of receipt 30. FIG
2 is a view show ng an exanpl e confi%uration for 10 the external appearance

of the nobfielidie sifign EnErepr @enEkswhenb e Praagssigyl | e

t el ephone 1S C f i Y. P -q F?} 11B
capabl e of&%e}&?}% ?@d%ﬁ%%s#%g@%ge%%aw&ée% e&%ﬁ% ay unit
11A has antantensawdiZhineskr afsriHd i sw-ondl teeei winl shegnaltorddyd is
capabl e of being pulled out or stored provided at an upper part of a left

end. The nbReTect dayedd ediby i presesnd ngeekithess epeege siangiidli ¢ waves
to ands&fro e sfati, ti I fixe irel ess 20 term nal
Vi a the‘5 an%rte%#:a b%%%%l F%I?t ﬁg&,o]r%ﬁgqgﬁjsp%g%ggg?s 1t A ﬁgéﬁ acoérgr?neerr%laulni t 113

capabl e oftbehsgctierl ywiohat adquiis@ugbnan taegke fof camisicaniddl by 180
degrees at the center of an upper end. The nobile tel ephone 11 can then
t ake pict UPEICS$S #ediqfelhex aqib Ttionsong ralcaper a anma qritsistialy of a CCD

Charge Cou Vi orC%ﬁ ementary . | i de Sem conduct or)
etc. pr ovi%éﬁg]é&t hsgcee)tparrgrfa u%&%%i%%ﬁ%&%@% Sln’ﬁ%rﬂ%tjié;n

posi ti onedrdyathegusert asstws£6hilic 85 6Pt EhE OF £ Quaky sulsdBed iy |y 180
degrees, as 30 shown in FIG 3, the display unit 11A is such that a speaker
122 pridyi deroaessimgt @i i shey updaténgerstdp t hsobatke ofinfrrmstioraner a

unit 113 i Oﬁgﬁﬁ&ioged s%raight ahead. As a result, the nobile tel ephone 11

is switched over to a usudf™ ﬂﬁ%b tel ephone call state. Further, a liquid

crystal display thlifrd SefordidrRd prograhercenteprobehibei g st 8yn LA 10
addition to an el ectromagneti c_wave receiving state, remaining battery,
reci pi ent schanestanrized| bphénplauabEisgr egissogrge aond nadl eftemeobook, and

call histo he |iquid crystal display 115 dis s the content of
e-mails, 5%%%?%gibiﬂ%nep35§§?g3nd ?%ng nf@ﬂ% tﬁ%?ng {%L£% ra 4194 of the
camer asuni £ rddBwo et BinbBs e BE R haNgs e PP arEE b PIs k&Y SohtBo3Uste s nNuNeric
keys 0 to 9, a call key, a redial key, a call conplete key, a power key, a

cl ear key @hd eenteromiinkeprawidigre pfovidédrmstiont heesatinge ©d the numin

body 11B. F%&Qt%gggh:?;legng%u%hieogecond user, the storage thereof
being controlled by processing of the storage control step,

to the information communication terminal, an acquisition

20 control step of controlling. acquisition of information
relating to the first user provided by the information
communication terminal and information relating to a
commercial transaction, an updating step for updating
information relating to trustworthiness of the first user

25 with the acquisition thereof controlled by the processing
of the acquisition control step and information relating

to trustworthiness of the second user with the storage
thereof controlled by the processing of the storage control
step based on information relating to the commercial

30 transaction with acquisition thereof controlled by

processing of the acquisition control step, and a provision
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corresponding to operation of the operation keys 116 is inputted at the
nobi | e tel ephone 11. Further, a nmeno button 117 and m crophone 118 are
provi ded bel ow the operation keys 116 of the main body 11B . 20 The nobile
t el ephone 11 records speech of a person being called during a call when the
meno button 117 is operated. The nobil e tel ephone 11 picks-up speech of a
user during a call using a mcrophone 118. A freely rotatable jog dial 119

is provided above the 25 gperation keys 116 of the nmain body 11B so as to
proj ect slFoREFQLf roBR hefs Ferieecbtithe Hﬁﬂvﬁ-ddd'tﬁ/ ﬁB.“ﬁ@\ § P

t el ephone t [l LO h o [ an
addr.ess bo%%l%?fggngﬁlgéﬁ%gg ggggﬁg%gtﬁg ?#%UFQE%?y£$%$ %ﬁ%% é%q%€5, a page
rolling opgsratessihgr &f sitiel eupfabbngpagesp or tan oher ainformdtisransm tti ng
an inmage according to rotation of the jog dial 119. 27 For exanpl e, at
the main beeymunicajigasteeninalepRoreCABRBERLTs sel ected froma plurality

Crystab di apl oy S fa ey FOEREREE PR Posare snan YT AR BRAS s e

user, W thiavegteshedst preptided rRudderarbeimtp fridted dz ecoraieh Led 1 ¢ ocessi ng
being carried out with respect to this tel ephone nunber when the jog dial
119 is pushesminad apreected te airdivorke Hedyhaiging imprEmatioback (not

shown) is | n;é?ghgﬂg%gﬁt %érrgn%t%ﬁicsag.ld%r]a%sogctti%% bp ci)(e#BiI?PoErE ig\pen a call

end/ power ke power 15 sup to'each ¢ircuit part

fromthe bgtbee¥spagkaith @scid cashvakd o that fethere, dRel MAhARinG
possible. A nenory stick slot 120 for installing a freely 15 detachable

menor y1G&t i rfpregisparesl 2t e e khelpamperpiayitdan@ctEdrruppértpart of the

|l eft side of .the nmain body 11B. Wen_the. 171 d down,
Lhe mobi | o hEPeiRBaeR, 80MtuAtEac 8RN L RS HETD BEbORafLn SoRLERAET dOWT
instal | ed gBnDtNeStédmd2diallhec rarid et 16 ephoneckLi2@dr egebfls €hanil,

sinple honmepages and inages taken using the camera 114 in the installed
menory sti ékfozmagéonr dPFPEsSisyy Ratdtors. drelingnorgreharefis®l is a

kind of flash ﬁennré ;grd dewaoEgd b¥.tge urrent a uggant rggg

Cor por at i oR**TRAE 25 - terbty* St -8k “122 1§ TR FSrGC Ay he 8t EEPROMV
(El ect13 cakk¥nEsasabhe jand RO HPERD) er Resehnd 3 yn MesDaYind | 8shtRENDI Y

el enent constituted by non-volatile nenory capable of being rewitten and

erased el esteired! Igommatiiala Snanbacthpn plaasthencasevided sscaphdl e of
readi ng 30.a%d wri ting various,

types of data such as inmges, speggch, and

nusic etc. *¥ 8rP@ElBPnQE99ﬁ§ﬁﬂ%¥ agparﬁggguggrgﬁg ﬁﬁﬁﬁé?%eﬁ%pﬁ%ﬁe 11 is
configuredne@cdsnt@se. At the information processing apparatus,
information relating to the commercial transaction is
20 provided to the information communication terminal during
merchandise sales and stored. Information relating to the
commercial transaction 1s then acquired from the
information communication terminal during merchandise
delivery. Information relating to the acquired commercial
25 transaction is then authenticated wusing information

relating to the stored commercial transaction.

A second information processing system of the present
invention is characterizedby: an information communication
terminal connected to a network, for holding information

30 relating to a commercial transaction; a first information

processing apparatus connected to said network, for
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be capable of being installed with this kind of nmenory stick 121, it is
possible to share data with other electronic equipnment via the nenory stick
121. 5 It is possible to extend the functions of the nobile tel ephone 11
still further by incorporating a nodule (chip) for extending prescribed
functions into the nenory stick 121 and installing this in the nenory stick
slot 120. For exanple, as described in the followng, by 10 installing the
menory stick 121 incorporating a non-contact IC (Integrated Grcujt) card
in the nnHF#‘éa‘ije‘P‘éphdﬁéofﬂatiJ{oq S 5%%%1513111% t &%xt 8R4 hEFTWMREG IS so as to

give the SOE,&1EEl0RNbE ISRl i aRaRALOB HUBELE RS A% B ys

non- cont ac cards even when, for exanple, ese no are not

bui | t-i nt ocdiee@OdH| ecd elszyitbDn@et¥orkl, G £4rshasnsa aimexaimt ermorfsgur at i on
of the inside of the nobile tel ephone 11. A power supply circuit 135,
oper ati on F®pRE1IRONEP oFrembYouBPIine R Rl ehclobeyt 1538 rRtel twEErYace (1/F)

it 124, 20 L ' oyl t "
lrjnr;ljul at%grlgdelr%ggl ;?O%J;g%#gmr{foﬁr&tla@&d}%%%%%gﬁg%ﬂ ﬁ%%glrlgglcoﬁ%ni cation

unit 145 antifoonatoohacéla€ingrto 1¥budtwotth nexanptfea Se etk caserl
non-contact |C card (Felica chig (registered trademark)) is provided but it
i s al so 25CPpRSEibREinG PreseHeohotetdnfHett D ERFEREIOR IPOPESFHLRGe nenory

al ' A CATE L &
control of ARARRBART Gt heSarelronr it Trattihibaks ot FERELA RS D ELE

141, and therbrmgei eACLEEsit 183 td MBER t9RGAIEMeEY ofMihki piessepasat or 138,
a nenor 3Q stick controller 143, 1 he rmdql ator/dem)cllul ator circuit 139, 29
and t autis o cveredA0 artwrashnedinddmwiadignsynekistdag buso  the

trustworthiness of the first user is provided to the first
information storage device, information relating to
trustworthiness of the second user is agquired from the
second information processing apparatus, information
15 relating to a commercial transaction is acquired from the
first information processing apparatus, the stored
trustworthiness of the first user and.acquiréd information
relating to the commercial transaction are provided to the
second processing device, and information relating to
20 trustworthiness of the first user updated by the second
information processing apparatus is acquired. At the first
information processing apparatus, information relating to
trustworthiness of the first user is acquired from the
information communication terminal and information
25 relating to the commercial transaction is provided to the
information communication terminal. At the second
information processing apparatus, information relating to
the trustworthiness of the second user is stored, stored
information relating to the trustworthiness of the second
30 user is provided to the information communication terminal,

information relating to the trustworthiness of the first

17



142. \When the call end/ power key i,s put on by a user operation, the power
supply circuit 135 activates each part of the 5 nobile tel ephone 11 to a
state where operation is possible as a result of electrical power being
supplied fromthe battery pack to each of the parts. The main control unit
131 constituted by a CPU (Central Processing Unit) , ROM (Read Only Menory)
and RAM ( Random 10 Access Menory) etc. converts an audi o signal collected
by the m crophone 118 into a digital audio signal using the audi o codes 140

at the ti MSOt &E8F0 B%| IFRFMtIOi GPRANDAFATS Oftat BETBIREb] di®d to
ol aad e e | 1h) et |
spectrum %ch&lﬁghag.{’lgﬁ g?;i%‘c?ga % d Eh@‘.’%n@&e@éldael"ng’éﬁgggt%hc%é 139

subj ected 10 ana conversi on processing and frequency
conver si oraqunoess) N fyrmetiGnsediagingive uile Mdistanddisideansoi tted via
the antenna 112. Further, at the time of audio call node, a receive signal
recei ved Bihe hefanfennalsEr? i andnphnfosnation) eckeBE N0 tPeqUery

conver gi on pracessiing, and analaoldl gl hals conver sian o geeasi ng. . subi ect ed
to i nvérse spectrum diTTusion processing by hEPFSEGCat 8t FdeRodut At or

circuit 13xquikkdon¥ekinatiba 24l piadPgoainl eofimgRak abyt Adies il oh codes
140. Audi o corresponding to an anal og audio signal 25 is then outputted
fromthe sagyékérnf%yn.amrt h&elaginchetoi nbhef ¥hdafada EbAfENi @Y on node,

in the ca ion of e-mail., .text ta j,nputt.e oper.ation of
t he oper a?‘?%%#eéﬁ% géénd tlhge j 0g d‘%léﬁle(iw 1?9.3 prﬂol?ﬁodedlr%dfoobhae@lré?n control
unit 131 Vi@mhlhei epeiat | eermsOnanput control unit 132. 30 The mai n control

unit 131 then ensures that the text data is subjected to spectrumdiffusion
proceddi ng by Wit mbedirfiasmaddrdabmmonicpEéantt agginaslubpdaaithed,
digital/aq%&ggffgggeggéggagr8ge%ﬁgn%r%g%nkr%ggggﬁﬁon, information
relating to commercial transactions used in authentication
of a user is acquired from the first information processing
apparatus during merchandise purchasing, this acquired
15 information relating to commercial transactions is stored,
and the information relating to stored commercial
transactions 1is provided to the first information

processing apparatus when receiving merchandise.

With the first information processing apparatus and
20 method and the second program of the present invention,
information relating to trustworthiness of a commercial
transaction target is acquired from the information
communication terminal of the communication target of the
commercial transaction, information relating to the
25 commercial transaction is generated during sale of the
merchandise, this generated information relating to the
commercial transaction 1is provided to the information
communication terminal and stored, information relating to
the commercial transaction is acquired £from the information

30 communication terminal during handing over of the

merchandise, the acquired information relating to the
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5 conversion processing by a transceiver circuit 144, and is then
transmtted via the antenna 112 to the base station 12. Wth regards to
this, when e-mail is received at the time of data conmunicati on node, the
received signal 10 received fromthe base station 12 via the antenna |12 is
subjected to inverse spectrumdiffusion processing by the

nodul at or/ denodul ator circuit 139, and after the original text data has
been restored, this_is displayed as an e-mail at the |iquid crystal display
115 vi a arceme¥¢ihitransasatdion Ssprephanicahedorsing tinfIermasii Qi naij |
received in se_to user,. oper at | can al s ecorded i he nmenory
stick 121 5?%§€ﬁg8ne%r yta%? i citoclgen r o1 ereﬁa%f.ai V\?iceérza%}gr?agelo dta al{.}'lscE

transm tt ethforfat Bogonpunaeangontd0 fhde, infageaddion t gitdisd gy t he
camera 114 is provided to the I nmage encoder 133 via the camera interface
unit 134. appapeteasdass gheerahnBgi seiforgtiomgeedatdndgurtag the data

comuni.catjon node,. i mage dat.a taken by the .c ra, 114 can be directly

i spl ayed HUFHEOTFRHTacS AForr UaeeoayrotSeel T Entrbalhrtedtadr t ate
unit 134 apgled Peat£Hh coBhm@h i 88+ oA 36erdgal Mge encoder 133 converts inmage
data provided by the canera 114 into encoded i nage data using conpression

encodi ng enpl oy ngher esconbled relaod tiggmephodsssust apPRREGUB0 {ivbvi ng
Picture Exlggéltlg%er Oaur% %ngrgl\/ﬁg%g%gt (S:Oq aggeseﬁggaé%f S %&t ejbrrul tiple
separ at or 1031 a ast hi§ a | 3t he
information relating to the trustworthiness of the second
10 user is stored, this stored information relating to the
trustworthiness of the second user is provided to the
information communication terminal, information relating
to the trustworthiness of the first user from the
information communication terminal and information
15 relating to the commercial transaction is acquired,
information relating to the trustworthiness of the first
user and information relating to the trustworthiness of the
second user is updated based on this acquired information
relating to the commercial transaction, and this updated
20 information relating to the trustworthiness of the first
user is provided to the information communication terminal.
While it goes without saying that the information
communication terminal, first information processing
apparatus, and second information processing apparatus may
25 be connected by wireless communication or by wired
communication, it is also possible to have connection that
is a cdmbination of both wireless and wired communication,
with wireless communication being carried out at a certain
sectibn, and wired communication being carried out at

30 another section.

19



m cr ophone 118 during photographing by the canera 114 is sent to the

mul tiple separator 138 as digital audio data via the audio codec 140. S The
mul ti ple separator 138 then mnultipl exes encoded i mage data provided by the
i mge encoder 133 and audi o data provi ded by the audio codec 140 using a
prescri bed nmethod. The nmultiplexed data obtained as a result is subjected
to spectrumdiffusion processing by the nodul at or/ denodul ator 10 circuit
139, subjegted tQ digital/anal og conversion processing and frequency

conver si on ﬁ?BEeggfﬁ lﬁilgntPgngEéﬁﬁéﬁscircuit 144, and is transnmitted via

th t 1127 W1 hy ; S, ~at ' ; j.cati 15
e, when. 1 of | Sarml 6 dAC For A Nb o ng FRRSS ToTELPTkRSHONotat & Si mpl o

honmepage eto. eillscteceivedomaestgnal trenebvedohr sysaehase whathothyi a the
antenna 112 is subjected to inverse spectrumdiffusion processing by the
nodul at or / BERSEDICat-BV BFLONi £5189P4A89ul ti pl exed data 20 obtained as a

It 4 ; I:pl t o] t 138
Coparatbe the WAL BB el Aah Tl e o B0EA T RAG oA Ao RREBER, Hohat a and

provi des t bheeaxvedenal ragsededicd @ farhiemagpidecosiespHaye dIFdFREQVi des audi o
data to the audio codec 140 via the synchronous bus 25 142 . The image
decoder 137 gehefat®d SpRRyIHAL IR VAGY ahgea s Byatadwiimdnt FEGencoded

i mge datasusing a decoding nmethod corresponding to a prescribed encodi ng
met hod such’as MPEG 2 or MPEG 4 and provides this to the liquid crystal 30

di splay 115 viBIGhet L6l aiidlokieni §hdwbngAth @xkeplkt cofiPigdRatigxanpl e,
inagesuLor nnving,inage data contained in noving image files linked to at a

si npl elthonefagbeaiasdnseppiyadmobile telephone.
FIG. 5 is a block view showing a detailed example of
a configuration for a non-contact IC card of FIG. 4.
FIG. 5 is a view showing an example of a specification
for the non-contact IC card of FIG. 4.
15 FIG. 7 is a block view showing an example configuration
of the inside of the point-of-purchase server of FIG. 1.
FIG. 8 is a block view showing an example configuration
of the inside of the point-of-receipt server of FIG. 1.
FIG. 9 is a block view showing a detailed example of
20 a configuration for the IC card reader/writer of FIG. 8.
FIG. 10 is a block view showing an example configuration
of the inside of the authentication server of FIG. 1.
FIG. 11A is a view showing an example of data held by
the mobile telephone of FIG. 1.
25 FIG. 11B is a view showing an example of data held by
the point-of-purchase server of FIG. 1.
FIG. 11C is a view showing an example of data held by
the point-of-receipt server of FIG. 1.
FIG. 11D is a view showing an example of data held by

30 the authentication server of FIG. 1.
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At the sanme tine as this, after converting the audio signal to an anal og
audi o signal, the audio codec 140 5 supplies this audio signal to the
speaker 122. In this way, the nobile tel ephone 11, for exanple, plays back
audi o corresponding to audio data contained in the noving image file |inked
to at the sinple honepage. In this case also, as in the case of e-mail, it
is 10 possible to record data linked to at the received sinple honepage
etc. in the nenory stick 121 via the nmenory stick controller 143 using user

Vi

operations. ThelBonacdrt &cV1fE %&?‘ﬂlﬁ%@waﬂr}ﬁ’éﬁ B¢ BrBhgResel bsevt o

anot her in{gigthgntgrchgigngfaﬂggéﬁ%Haiggying an 1 C 15 card reader/witer
ele

so that when ctromagneti c waves radiated fromthe I1C card reader/witer
are received, FEGI ous3i nfor mat i filowshgurovidetidtordtind C parchaehdgr / wi ter
in response to this. Adrive 150 installed as necessary reads a program
stored 20 PROgef&éBEdPHganBabPlikPsteheREORemagnetic di sc 151 such as a

(Compact B sk B0 TS o B p S el e Pife e e, L a
magnet o- opd£CREG di 53 {5 stitedt iasy pr¥BaNnY pPosleks sihgadenarkibeie., or a

sem conductor 25 nmenory 154 and provides this programto RAMetc. of the

mai n cont rBLBRNENE31 via the main bus 141. FIG 5 is a block view show ng
a detailed exaff&e f . flgurati f -C I | 46. The
non-contact |C car &%ﬁlg E|Fgrigg%rai%;tegf%?,%?%?fgggr}:p?é;é,g%ﬁ%%ﬁga%?ég%a (1 oop

antenna) 17@laaditapgciirorpidtighayn intddie tdroiM pgrfaptlean dyC shering
other aspects of the 33 configuration on one chip. The non-contact IC
card 145 tAeRhepRHOAtéaReSeVHEPFouUs types of data with an IC card

reader/witer vided. at_a her info tion processing apparatus in a
T tunt xSy 6 L8 8 e L O Tl L SR L D R A L Bt
by any meaperifiaygpetiobheacpbdnshapegurbtbkbeservee ard" is a nanme given for

conveni ence of descrlption, and is |ntendeq to mean functions descri bed
above or descr¥iBed i'hishe floaWwadwintgcortiinhdng ¢nrfxomigpleeflawFbikrta chip

i st t K); I he qi devi I, dj
Subst anti a0 Fy TG St RO A T e CaHl TE EAPIELaBY A PU 16l

expandss a penhtebfppagcadsst geegdern2ROM 162 into RAM 163, and controls all

of the operations of the non-contact |IC card 146. For exanple, when

el ect romagnet i EI@5 Wavkes & adieat dd lusématiag cheafdorealepraseseingr ovi ded

at anot her in?nnation p%%pessin% aggaratu are received by an antenna 170,
1o 8 cidardFe

t he CPU 16£e_ FP?egotH el FRFi QﬁlgF'a card identification

nunber set at fhe, r1_cmigcwtfa@wchgﬁaim&él@ré@m@wmnmstehi:éce@ge
processing 20 relating to receiving nerchandise is carried out. An LC

circuit copRrpgasedntr earrhiedantsnby 87008Ad ec fgdephomel71 resonates with
el ectr gheti ves. of, a prescribed freguency radiated froman |IC card
Ceaderiur i ter BI5uI dBY S arot e CRPSEmat LOR b BEaBE: nieAERaPaLas 25

| ocat ed i ndeheveirgi Rirle sAli ngn A il &hé f poKeyi-88) rdeangdul at or

183, an interface 169 denodul ates a (ASK nodul at ed wave) nodul at ed wave

recei ved vFarvR&-antenna | 70 usi ng envel ope denodul ati on, and data for
after demodul appan 43 putputled o4 BPRE By, ase 3 Fre. 20
and is a flowchart illustrating merchandise delivery
25 processing carried out by the point-of-receipt server.
CFIG. 22 is a flowchart illustrating processing for
providing purchasing information performed by the
point-of-purchase server.
FIG.23 is a view illustrating an example mechanism for
30 authentication processing to which the present invention

is applied.
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30 Keying) denodul ator 172. 34 At the interface 169, an alternating
magnetic field excited at the antenna 170 is rectified by the ASK

denodul ator 183, and this is stabilized at a voltage regul ator 181 and
.supplied to each part as a direct current 5 power source. The electric
power of electromagnetic waves radiated fromthe IC card reader/witer is
regul ated to as to generate an electric field covering the required

el ectric power_at ége,nonncontact,lc card as_described in the follow ng. 10
Further, an ostctf1 &fichadii&UFROYBRIGH BRATPHE &FF HEeY PFPHRSEESPLE ( Phase

Locked Loop) - CitGui id tad t enerat; [ I t is the
sane as the Feceivéﬁﬂgﬁg%kc?ﬁggg%%§§.%f%'théﬁ%ggg g%g§ﬁggi%?€r?%%g 169
sendi ng, foruekeoptkin&Ssbahdneeorsf trostiwvortdtaesso an |1 C card

reader/mwiterégrovided,on anot her informati on processing apparatus, for

exanpl e, a prestfibed & echilRy dagtentl {Hdtrathigth) tres heesthdngdSon and

off in CQLT Lag t .2 2P i ded_b . BPS | at or 168, so
26 to causd PratT o FEPORRE o 8ana B hRY BE p HioBuges TGt i ng 4
prescribed | oaBiIGn Pariad lelcotitimuzhe coniognrael FQoqhy rehen the.spist ching

el ement is on. An ASK nodul ator 182 AKS-npdul ates a nodul ated wave fromthe
| C card re@Bérisvd fdovichadgtyédlastrréiant bAnat¥eothjneagsprgranhéonoad of

t he antenn réZQ ggpé}?%Egggg.Ogﬁgggﬁ?eﬁﬁggggg%%%%gg%onent is then sent to

the 1 C card reader er-vra e nal vol tage of the
antenna of theri®. cardiseadeil/ondHaart il Twsterd ©ichangestbeadigvkschi ng
met hod) . When data denodul ated by the ASK denodul ator 183 is 30

BPSK- notiul aPe8atLANs PFACE SiSs e rRRitl L@ @doBY bive BESKkadweheatiiaebion72
(decoding'gg @g?chester code) based on a 35 cl ock signal provided by a
PLL circui fno “shown) and denodul ated data is outputted to a data

recei ver 173. #he. dz8 a ¢ eCcejoryinkbet iapplcdprhat elywenkptt Snt kecpr ovi ded data
to the CPU 161, The CPU 161 stores this data in the RAM 163 5 or in an
EEPROM 164an@aia stfdosehart id lEEPRaVingAtrysteqatbinesy opergpionsl, and

BPSK modul SFOSHCEERECARRELED RRRORYSPD, SUSHENtaratdrs SEgiamed by the data
transnission 1812 L6y andvoeipuiBlddh Sat Pnd hey ASK-aBdH akQEmb32.
mechanism for authentication processing to which the
present invention is applied.
FIG. 30 is a flowchart illustrating handover processing
by a purchasing mobile telephone.

20 FIG. 31 is a flowchart continuing on from the flowcha&t
of FIG. 30 illustrating handover processing by a purchasing
mobile telephone. |

FIG. 32 is a flowchart illustrating handover processing
performed by a point-of-purchase server.

25 FIG. 33 is a flowchart continuing on from the flowchart
of FIG. 32 illustrating handover processing performed by
a point-of-purchase server.

FIG. 34 is a flowchart iilustrating handover processing
by a purchasing mobile telephone.

30 FIG. 35A is a view showing a further example of data

held by the mobile telephone of FIG. 1.
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An input/output interface 165 carries out interface processing wth the
mai'n control unit 131. Electronic noney infornmation is stored in the EEPROM
164. The user is then able to settle fees for purchased 15 products and
services etc. by utilizing this electronic noney. The settlenent history is
al so stored in an EEPROM 164. FIG 6 is a view showi ng an exanple of a
specification for the non-contact I1C card 146. 20 As descri bed above,

comuni cati on between the 1C card reader/witer and the non-contact |1C card
146 is carriedtut P halF @Y eRoVARG aRPEhesAHANRER 9fndapadeeid taken to

be, for exg?pggetéé}?gzggp§§§c 5%5h§érv3§ ggogﬁgianlG. 6, the center

frequency o reque used in el ectriC power transm ssion to

t he non-contacfI¢ C 230 di 446 Fiewm sthewiky car threasterd xamp Bs , o Andaglat a
transm ssion, and data transm ssion to the |1 C card reader/witer fromthe
non- cont achel® B¥r §he4Bointrakasecsint, spsvesxafpFaG -13.56Mz. 30 Qut put of

Cransmit ol ecti1e poner ] & viaw SpES s Fe o EP Ik hrhBletani cat i on

di stance idathohetdanpl eheappthshantetyohOsarvakt bgughct hils depends on
aspects of the communi cation environnment such as antenna characteristics
etc. 5 As descFiBed3@bbfed Hatd sheniner anodhethel @ reresadéiswiter to

t he non-cog%gg%ihg ﬁérg ;g?eigfc éEE§%88# eby perform ng ASK nodul ati on on

data encoded usin nchestér "co 'S nodul ation (maxi num anplitude

of data signal¥1exi n¥m ajgl id UdEl GhclEart | 611 Wayedat Bnd akeiréwadbnbe, for
exanpl e, approximately 0.1. Further, as descri bed above, data transfer from

t he nott coRFaeesptngaby a4wobblenselepbang -reader/witer is carried out by

converting dater@ULLER LGS BRHCMLSUISD JELIGULR: 3, Lhgpe solon
of FIG. 37 illustrating purchasing processing by a mobile
telephone.

FIG. 39 is a flowchart continuing on from the flowchart

15 of FIG. 38 illustrating purchasing processing by a mobile
telephone.

FIG. 40 is a flowchart illustrating sales processing
performed by a point-of-purchase server.

FIG. 41 is a flowchart continuing on from the flowchart

20 ofFIG.40,andis.aflowchartillustratingsalesprocessing
performed by a point-of-purchase server.

FIG. 42 is a view showing another of a process flow
relating to handing over of merchandise.

FIG. 43 is a flowchart illustrating merchandise receipt

25 processing carried out by a mobile telephone.

FIG. 44 1is a flowchart illustrating merchandise
delivery processing carried out by the point-of-receipt
server.

FIG. 45 is a flowchart illustrating proceséing for

30 providing purchasing information performed by the

point-of-purchase server.
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15 by putting a switching elenment on and off in according to output data).
In the above, the non-contact IC card 146 is built-into the nobile

tel ephone 1 but may al so, for exanple, be installed into the nobile

t el ephone 11 incorporated into 20 the nenory stick 121 so as to be
controlled by the menory stick controller 143. FIG 7 is a block view
showi ng an exanpl e configuration of the inside of the point-of-purchase
server 21 of FIG 1. 25 In a CPU 201 executes various processes

such as the exXddrtidh &f @ha@b@‘"ﬂ%%@sél%@Shfa‘él%ﬁapg‘écﬁﬁéé@gs|ﬂﬂf unit 204
in accord at‘_"iﬁ% &BEQQEQ%EQBEEQ g@s M, 282 3 gﬂ %nph]%%r%ded into

RAM203fr a storage unit efc. require lto

- execut e vapeofisrmdd pppcelssesuthent Soatppropetasely stored in RAM 203. 37
The CPU 201, ROM 202 RAM 203 and charge processing unit 204 are connect ed
toget her via &¥us £1ds AnVFﬁHuf-ﬂéHﬁﬁﬁﬁtFﬁge@na@éambe|C$faﬂl”s% BeAvhected to

this bus t 221 Moty of. a_keyhoard and .nouse, 5 etc. ,
an out lgut %ﬁptrA%qu@Fﬁ j§<£l gB f'é?g oéngﬁiﬂtt{dlstfwo r%%lne(%%'t hode Ray
Tube) and LCD Kig.quigl gyét ahowcﬁralr%y)l1qhﬁtr@&qn§p%tvﬂ$xecmr@ess§ or age
unit 223 conprised of a hard disc etc. , and a conmunication unit 224

conpri sed @peaatwmnpm@e%tmngaraua@t @utebﬁ agnebtbanteleghovet he 10

i nput/ out put i e, 220 As d scrl h in_the foIIovvl n ur chase

i nf or mati on COEEE(ie et b§ TAPYF f?&trl o ret® |arjféLI‘tgo dﬁ%\%ﬁ R%Shsact i ons
and key lncf)péf@ti@ﬁl p@aueeedn@o dHdaitery | \ior pRt kPR isutgiaiedddidde storage
unit 223. 15 The conmunication unit 224 carries out comuni cation

proceslé)i ngS®¥@&e¥he network 10 shown in FIG 10. Further, the conmunication
unit 224 distributes purchase information and key information etc. stored
in the storage unit 223 via the Internet constituting the network 10 using,

for exanpl Bes€0Medd (Bt Feadepiag 668L08nEORATERtEBAL OCOl /I nternet Protocol)
protocol. A drive 230 is connected to the input/output interface 220 as

necessary, andfismdgrist lacvclewcsmw;.ngpanca*aldpbe Q@?f,lgmlgﬂeicmamr cal disc
233, or semn conductor, rrermr?{ 25 are,install ed as opr.i ate.

Conput er pPOgFEHE-T &AL 1T ?’ﬁ‘é’s%'{ et RS aT B Py § 1SR 19 Jichl"tfhté st or age

unit 233 asresent invention is applied.

In FIG. 1, a mobile telephone 11 carries out wireless
communication with and is connected to a nearest base
station 12 so as to be connected to a network 10 to which
the base station 12 is connected typified by, for example,

20 the Internet, etc. Further, a point-of-purchase server 21
installed at a point~of-purchase 20 constituted by a store
where a user of the mobile telephone 11 orders merchandise
via the network 10, a point-of-receipt server 31 installed
at a point of receipt 30 constituted by a store where the

25 merchandise purchased by the user of the mobile telephone
11 is received, and an authentication server 41 providing
basic services installed at an authentication service
provider 40 for managing trustworthiness relating to
commercial transactions between the user of the mobile

30 telephone 11 and the store 20 using these basic services

are connected to the network 10.
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necessary. FIG 8 is a block view showi ng an exanpl e configuration of the

i nside of the point-of-receipt server 31 of FIG 1. 30 The CPU 251 executes
various processing in accardance with progranms stored in the ROM 252 or the
storage unit 273. 38 Prograns and data executed by the CPU 251 are
appropriately stored in the RAM 253. The CPU 251, ROM 252, and RAM 253 are
connected together via a bus 260. An input/output interface 270 is
connected at the bus 5 260, and an input unit 271 conprised of a keyboard
and rouse et c.The Pk e karhoner A lcdpporssater QYdirtTgpl B§eEoP8id%ing of a

CRT or LCD.g1C, . A& SROAKEL, £y 10 A 1,273 conpr i sed, of a hard

: dc
disc etc., a co ni cati'on “uni onprised o

adapter etstatfof B, ldeckdcahd peagderbMphechadd dorvaantyvag ond Wirel ess
comuni cation with a non-contact 1C card in the vicinity are connected to

t he i nput/BEEPALXi HiepRd@XADOUA RRTGRADBIS ¢ PurshacinEPreceheing.

i nput / aut p i . f ac necessa a_ghetic disc 2B1, optica

di sc 23%, T@enﬂéﬁéﬁg-gﬁgggﬁsﬁﬁigg §§3§¥%F2§§ﬁ1%%ngﬁ%t%?eﬁeﬁ8r§52%% etc. are
installed ascappropsialtherioigul B5n A8 ® 1r s&dt he oAt hesei 8Beignare then
installed in the storage unit 273 as necessary. FIG 9 is a block view

showi ng a @erdired exargiiderx 2048, conftyustmoothiness he b€ carihe
reader/witet 302, RAM

75_0f Fl 8.,LC 291 is, [ f CPU 30
303, SCC (%8?*?%"88%8?83& %h Jc%rﬁcrédw‘sllrge? ' rﬁléfiie %égé ?éi aﬁaVlé?SC Qsi ng
Uni t) 306, tpaduduts t30anaBl dak |ge it itth &hepdmddd) a304 ot hhoughb to the
SPU 306 together. The CPU 301 opens a control programstored in the ROM 302

up i nt¥ t herRARE308, Pvscheseotbrenarehandises (produssing based on, for
exanpl e, respaopse dat

e p01ékléfﬂﬁﬁgéﬁ§§£f§é¥9é§“§1 the carries out sales
processing for the merchandise requested by the mobile
telephone 11, and charge processing is carried out with
respect to the user of the mobile telephone 11. Purchase

15 information for the requested merchandise is then provided
to the point-of-receipt server 31 of the point of receipt
30 performing delivery of the merchandise.
The point-of-receipt server 31 compares information
relating to the commercial transaction acquired from the
20 point-of-purchase server 21 via the network 10 and
information provided by the mobile telephone 11, and
determines whether or no£ the user of the mobile telephone
11 is the legitimate purchaser of the merchandise.
The enterprise managing the point-of-purchase 20 and
25 the enterprise managing the point of receipt 30 may be the
séme enterprise or may be enterprises working in cooperation,
with merchandise sold at the point-of-purchase 20 being

received at the point of receipt 30.
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non-contact 1C card 146 and control signals provided from 30 the CPU 25| of
FIG B. For exanple, the CPU 301 generates a command transmtted to the
non-contact |1 C card 146 so that 39 this is outputted to the SPU 306 via
the bus 305, or so that authentication processing etc. is carried out for
data sent fromthe non-contact 1C card 146. The SCC 304 supplies data
supplied fromthe CPU 1251 5 of FIG 8 to the CPU 301 via the bus 305, and
out puts data supplied by the CPU 301 via the bus 305 to the CPU 251. Wen
response data Theorisée AdntdenteriiileC tekephase | $1spyyiched indorithee

denodul ation unit 294, the SPU 306 subjects this.data taq,. f.r exanple, BPSK
demodul at IDTFSRRRHAERS R hothF RRACRESTEPICoABF Serd. bR iU he

acqui red d?é?n’é ot hee LB 8030 furdhesy when @ G fedindaide.
non-contact 1C card 146 is provided via the bus 305, the SPU 306 subjects

this command tTheBPSKthedtiaaitdrn( epevdeng 4lo Manchestarlexbde), Bmel t he
acquir data is, 15 outputted to the,nodul ator 292. ,The ul.at oy 292 ASK
modul ates SUEMPTFRA AU SHTL IR BSOVEORA 1 it Rep VIS R AT 5. S6NHE)
suppl i ed byepp; 561 4hAlhEGa§EE ClbhEo DO oR 9B PSS SN0 Hlat Re SHPPL1£d by the
SPU 306, and outputs the geherated nodul ated wave from 20 an antenna 295 as

el ect r omaghel éphondildt reglsOaretieotbershdint; thheaianvduf zpwr cl2oge
denodul at ef a m)gutat ed wave, QSK nodul at ed3 ve) acquired via the antenna
295 and oufPutINEhECHeRPAUPALRE 85t 58F61Phe39PU 296. The antenna 295

radiates prescpided alLGt LQRRIRbLEng5ahadkahb 08, caRg §eLEEL SnWhEE her or

not the non-contact 1C card 146 is néarby based on changes in load with
respectO t othbiextditveal] dpgreasecangd ef themaliel endrelegiteaed UlCofaFtiG146 is in
the vicinify, the antenna 295 transmts and receives various data to and
fromthe non-contact 1C card 30 146. 40 FIG 10 is a block view show ng

an exanpl e condd gusatd-oniAf #fe. | @s,i denaf Ay put wé%r{@n.ﬁerygr 41 of
FIG 1. In FIG 10, the CPU 311 executes various processing in accordance
Wi th progranssstoceddi firble aRAM Fdi22wnenpr oyt Anend eadedody oliBhe RAM 313

fromthe storage unit 323. Data etc. required for the CPU 311 _to execute
vari ous prS%E%‘g%@ PE BPLBIapRLERF HPel§1BFoPedoPRTRAMPATSE Frid -CPU 311, ROM

312, apyl RAM 343, arigraanngei €4 10gekhal aKikana ¥4 £ AinbRPUL A gyt put
interface 320 1s a sg 16’nconnect eg to tﬁlﬁs Bug 314. An in%ut uni t§321

conpri sed afidardeyboind aighabsisthaet ds capathilepldybedngr paédedf oat CRT or
LCD etc., an output unit 322 conprised of a speaker etc. a stoiage unit

323 conpri SEF e RAPY1drSa AR UPPGRPEF CBMmAINPESL $RN! Fhia mebi Bonpri sed

telephone 11 transmits and receives electromagnetic waves
to and from the base station 12 constituting a fixed wireless
20 terminal via the antenna 112.

Further, the display unit 11A has a camera unit 113
capable of being freely rotated through an angle of
substantially 180 degrees at the center of an upper end.
The mobile telephone 11 can then take pictures of desired

25 subjects using a camera 114 consisting of a CCD (Charge
Coupled Device) or CMOS (Complementary Metal Oxide
Semiconductor) etc. provided at the camera unit 113.

When the camera unit 113 is positioned by the user as

a result of rotation through substantially 180 degrees, as
30 shown in FIG. 3, the display unit 11A is such that a speaker
122 provided at substantially the center of the back of the
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15 of a nodemor term nal adapter etc. are connected to the input/output
interface 320. A drive 330 is connected to the input/output interface 320
as necessary, and a magnetic disc 331, optical disc 332, nagneto-optical

di sc 333, or sem conductor nenory 334etc. 20 are installed as appropriate.
Comput er prograns read fromthese nedia are then installed in the storage
unit 323 as necessary. Next, a descriptionis given with reference to FIG
11A to FIG 11D of data _held in the ngbile t el ephone 11, 25

poi nt - of - pGFBRES Lk 28 PP ht OBRY R N dRRAd 3RS gntealit henti cati on
server 41 [ Vel yai t€ shefor I h [ | ephone
11 of FIG Egé%ﬁ% %fe%eirfﬁf%ﬁiﬁ%ﬁé@fﬁé%h%ﬁ Sy g%h%n‘gs’%?s%}‘gﬂ%gi n FIG
11A hol ds 86lephonentabdh Svata.card identification nunber 351 and user
trustworthiness 352 in the bujilt-in non-contact | C card 146, 41 The card

i dentificati onf WoblRF, 33511 1Euid reiperahsdi gpedy i hlddvaneeoybdedeat
- C 46 ' . £, i deqt i fyi.ng - -contact IC
Cord 145 khps Caiferidthile ILIMAL ¥h (R pUGIELHRD BEL SAn A

aut hent i catleotbomegnetecpravedeecddvihgnstheeuseemainihg pabtteys el ephone
11 is registered as a purchaser of nerchandise with this service. During
this time, TBAEPEERES| AGAESt iald | bR eRRPRe BBILREF BEFSHPALRSH &% adt he

net work 10 ti [ Ser.\. r., may,he i,d he
authenticaF?%ﬁﬁgngrégggbé%%%V| é?%fﬁﬁﬁgﬁﬁg%g'ée%ggagggﬁéghggyg¥ﬁ% user
trustwort hdhepsag52li% idifsplmts ogheel @bhbgnt 0 4 ust-wailki,nessmpliet he user
of theH?DbiIe tel ephone 11 with regards to el ectronic commerci al

transat! i oRSMEBREGS hRredsdpades ARkens YdMG die e thel bdi af - BRepur chase
20 15 const| Lng. the rg of the commercial transaction. As described
in the foIFé&#Eé,gP%g aggf g%ﬁétmorthiness 352 is decided by the

aut henti cat i onosefiverotdile baged 0P HASHt P &EENAe 0butheadsgametithe nobile
tel ephone 11. The point-of -purchase server 21 shown in FIG 11B stores 20
pur chasi ngXPHEOP et ifena3sBL kit ButeAgailnkey mad icedl complete key,

a power key, a clear key and an e-mail key etc. are provided
15 at the surface of the main body 11B. Each type of instruction
corresponding to operation of the operation keys 116 is
inputted at the mobile telephone 11.
Further, a memo button 117 and microphone 118 are
provided below the operation keys 116 of the main body 11B.
20 The mobile telephone 11 records speech of a person being
called during a call when the memo button 117 is operated.
The mobile telephone 11 picks-up speech of.a user during
a call using a microphone 118.
A freely rotatable jog dial 119 is provided above the
25 operation keys 116 of the main body 11B so as to project
slightly from the surface of the main body 11B. The mobile
telephone 11 executes various operations such as scrolling
through an address book or e-mails displayed at the liquid
crystal display 115, a page rollingloperation for a simple
30 homepage, or an operation of transmitting an image according

to rotation of the jog dial 119.
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relating to el ectronic purchases enploying this service and a purchasing
information rewiting key 361 constituting key information necessary in the
maki ng, editing and deleting of this purchasing information 353 in the
storage unit 223. 25 As described in the foll ow ng, the purchasing
information 353 is information relating to purchasing of merchandi se by the
user of the nobile tel ephone 11 etc., with the point-of-receipt server 31

carrying out authentication processjng of the user of the bile 30
t el ephone 11 DRef*GHR 'saitnFB?rfﬁ?Jr%SROJd’ZquFu?t 1red P in the

f ol | ow ng, ufr chasi L Qf tl ]%%% i i rd 146 of
t he nobi | em%@?%gh%ﬁegiilggﬁ%&tﬁfe&go%% of - r%%%?%?péséelfé\})e%&%élqg%%&%er ef ore,

i n order tbnpaevedphdhegabokupl stadigml ayed Saf allss fiicpiidmrydtdls not
possi ble to, make, edit, or delete the purchasing information 353 w thout
using the gh?ehagiwgt? i¥ SEPRONGE Fem%%bonzé%ﬁg e IeRedpartchhing

i nformatiop,Leydti ng Hey i VAR I i jttng and
del eti ng etc.q$%e 10 purch%g%%%é?%?ﬁ?ﬁ%&?&ﬁpgggge%ﬁ%e%ﬁﬁkﬁ%ﬁﬁfﬁ?%%fornation
rewiting &eg SAlll ixroxrddsichgbedneg- tapeipdssyiomd thndekspestippbitadid o t he
nobi |l e tel ephone 11 etc. while the point-of-purchase server 21 and the

poi nt of rEBEPPRORR, REALSE JUIREY atPig]PHe Bdrc et NS RESPREL idh @ ewriti ng
key 361 1541 he . put i i ron 353. When the purchasing
infornatioﬁygg§£?gﬁugaawéggggiEgetﬁéagg?gﬁésing information rewiting key
361 provided, A hatrely patkl gpitwsaokh)ded ahesalinedpat adasbagki sfds mat i on
rewitjng key 361 used. The point-of-purchase server 21 and the point of

recei pt0 sepfekhoobady g&hBr api ket heher 2 heal hgeRdf RPWRE | ¥8Y r ESwPEF ng key
361 can supply. ' ' I, ' : L k h bile

t el ephone %’ aenj;élélﬁ eéfg?dﬁ%?glfﬁgl%%% o%%g:rhe%érsrﬁtﬁqite#%g% %ﬁ&ghom in
FIG 11C sthedasatherpwdiadongsi Bb admivaore ewtiatenghkey Spdraessni bed 25
above and a tenporary commercial transaction information rewiting key 362
constituti A§ Re§SihtBrmation required in making, editing and del eting of

temporary cOMMer cicgl,,y agsaeli opy Aot auit kop deseribad g nothe-fot}ow ng in

the storage unit € tenporary conmerci a i on T hToOrmati on

rewitihg keyscBeBlar endhicsty i buied i (raagwrrgedytiigettark) auttheniscati on
service provider 40 and is key information for making, editing and deleting
etc. tenpoPapyideandl @muppeanpasti oh the deFlt fbde duls dhehmginnbode

fol | ow ng. er €1 1 0 pr t 1Ll I licatio nd 5
fal sificat ﬁgﬁf ﬂlg{jst%%{}n%{éggé%ﬁteorgoﬁﬁaes, bé&%‘fg’%gr 8§§Pét gﬁ? hlgoﬁjérfr%or ary
comrer ci al tklLapraaki DD L&EOFABLSHEe v tdOWhel per@chhBet agpesaNgdCcOAMES Ci al

transactioghgngggggaagg %gﬁgﬁg g ii%ylig%'The mobile telephone 11
20 records e-mail, simple homepages and images taken using the
camera 114 in the installed memory stick 131 according to
user operations.
The memory stick 121 ié a kind of flash memory card
developed by the current applicant, Sony Corporation. This
25 memory stick 121 is an item storing a type of EEPROM
(Electrically Erasable and Programmable Read Only
Memory) flash memory element constituted by non-volatile
memory capable of being rewritten and erased electrically
within a small, thin plastic case and is capable of reading

30 and writing various types of data such as images, speech,

and music etc. via ten pin terminals.
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- The tenporary commercial transaction information 10 rewiting key 362 is
key information for nmaking, editing and deleting etc. tenporary conmerci al
transaction information. The tenporary conmercial transaction information
rewiting key 362 is a kind of one-tinme password and is supplied to the
nmobi | e tel ephone 11 etc. while the 15 point-of-receipt server 31
aut hentication server 41 generating the tenporary commercial transaction
information rewiting key 362 update the tenporary conmercial transaction
r

: orary ¢
i nformation. \WRGRUSe thénPePals Eoherbenalll denseadighriest sPndgitch i s

updat ed usyi 0 : ' S ' 1 jon rewiting
oy 362 proviasaD gt B ERKFaTTERG! Shn KhIBe Rt M HORE R et i
transacti on2ipnf ot mbsi poseelet B0 skaye3@atesad.thitHeyt g1 &t f@giat pt server
31 and the authentication server 41 generating the tenporary conmerci al
transact i oRdPEPTeRGr ibd | Bhe reerery ngtkek 382.can supply tenporary
comergial tr ion d.nformati rew.ting keys 362 to.the ile

tel eph%ne 11 Zfr}flaiﬁ%rﬁ)é;srélgl% ir?ir%s? nedmééu}}%eﬁﬁcg% Th osfer)ﬁ/he‘? IQ101@15 owWn i n
FIG 11D steleshbhe 1iespol arfiueEHaEbY thcdfpOBAELh§H holaraatdwipy ewiting
30 key 362, a user trustworthiness rewiting key 363 constituting key

i nf or mat | OFOF cRXiFPRALRG RERICEIbed furetions infetilks emesy wfebeki bed

above, and o] t LN 354 St i.ng,infor i relating to
the T ust vt i id LS APILAGPERES TR, EREPAPRHEL N9 BLOBTBY 82005 %5059 §
The user trustmert Regs d,eWast | Beskey b33 i keMel NfOIT8KiRg, f asy updating

t he user tyustmnr;hiness 352 storpd in the non- cont act | C card 146 of the
nobi | & el tpabatling theerehory stichilddriner rpetahing bl repdtcenpid¢itat i on and

falsificati it i ible t ke, edit del 10 t
trustwor hEaebEhhebPafen SPERNPHE CRETULE SFF (AOREH S riEEERARy 1 ng. key
363. The userisryssyoplei fessxtemt i thaor eyt 368si Sokey tHf@rvatiwpan for

maki ng, editing and deleting etc. user trustworthiness. The user
trustwort hfaegselegironhg keymescied iteramskiotd sl Hmetions passiwrd, and is

supplied to the bi el_ephone 11 etc. ile _the authentication server 41
generatingn?ﬂecagg?c{:?{éf . hFXSEsWI?%Wi %6"1?59’ 63£F§sf3rf§?$‘f£??ng

updat i13g ohréhgotsehileliabb! thy m¥BeNcUsel ephBeEWANL hi ness is updated
using the user trustworthiness 20 rewiting key 363 provided, the nobile

t el ephone 11 del@t ds shivwsusarexampt ewrarfi imsatrieanw iad thpeképs388 afed. The

aut henticatjon _seryer 4 nerating the user trustworthiness rewiting key
363 can su%b?ym?ﬁéxﬁsg?}?gﬁgPﬁoﬁhhiness rewiting key 363 to the nobile

tel ephone 25 I pelver ApppeReEudk iwp%gfeﬂa%i%w{ﬁ%ﬁf lé%tn\#}rotlhw%s 354 is

information relating to trustworthiness a store 20 wth regards to

el ectroni cldambnagal encanenci Bdnscameny interfacei ¢&/BhdunstreBérenced by
the u o) he nobjl e. tel ephone 30 constituting the target t he
conne?%fali?bansﬁ%??%%% THF@nﬁS 1 ’oremPﬂgéP r;hgﬁ8§§a%8£ islgécided by
the aUtheﬂ&b@élh@Br?@éM@ﬁuﬂ&tB?segi98F965t1§§Perh§8$8 ofokbe sigpe. 20.

Next, a description is given of the flow of processing of the nobile

t el ephone infrpopdtcamypuretitismn soitel4? rghdos-ganhenti Taicaod $ébver 41
relating to,the sale of merchandj,se.in the el ectronig co rcial
transacti ot ByStEm GRS, 7 CRCHSRRG PIEFEREST Fheoaser (BPLEHR mobil e
t el ephone éﬁiphfweﬁmste&sa, thaderhirks )t elsephiRRa ddd meaui ¥ ess Gl so
information fromthe 10 poi nt-of-purchase server 21, and di spl ays
i nf or @ i opossible to provide non-contact IC card functions in the
memory stick 121) are connected to a main control unit 131
for providing overall control of each part of the display
unit 11A and body 11B via amainbus 141, and the image encoder

133, image decoder 137,‘multiple separator 138, a memory

30 stickcontroller143,thenwdulator/démodulatorcircuit139,
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relating to the nerchandi se. The user then deci des whether or not to
purchase the nerchandi se by | ooking at the displayed nerchandi se
information. During this tine, the user operates the nobile tel ephone 11 so
as to acquire 15 information (store trustworthiness 354) relating to
trustworthiness of the point-of-purchase 20 fromthe authentication server
41 in order to confirmwhether or not the point-of-purchase 20 where a
comercial transaction is to be nmade is trustworthy (arrows 371 and 372).
20 Wien t a3 1%dt% abPds Gore Ri Hs §re520onReghedi Wl ZaRUnaPEpPayEL Y3i ng t he
nobi | e telf@%pne 11, the user decides whether or not to purchase the

nmer chandi se based on this information. The nobile tel ephone 11 operated by
t he user that Ween 2hedaxl deddiypoperdemses e orbghandiexeopduent imkes a
request to the point-of-purchase server 21 to purchase the nerchandi se
(arrow 373§he\pPYicFespRRL Yt 61ERIEL RS Feitdvades radhsaslereert?d makes a
requestg t i 0 S I yst i 352 in
or der tso gg%ﬁﬁ%ieﬁ%&%gqngg %kllseéaﬁlg%%%ﬁét %@ e%l%ti):ﬁloe %‘gfé%%%{r}gf%l is

trustworthysas 2epel80bf4@lectiriltalhipeivero baikey as\sPIEESi Btoh remsact i on
(arrow 374), and the nobile tel ephone 11 then provi des the user
trust wort WPaBE8rgspack EesparbBeofothRi pakE§uest (arrow 375) . The

i nt-of - 1 that,h [ he 5 t t hi
352 and cont | rHEH TR CPREEBLOR b THoCRBE L L8R dhanE L P et Fobt wor  hy

then makespaceegyesy tonite, Mo (ede! @Wl@{neMéﬂaoEgD bhe o drifeahi fication
nunber 351 allotted to the non-contact I Ccard 146 (arrow 376). ‘The nobil e

t el ephidhe Agcepen Nemviyibetichecoaverts anemdio sddnerd rodbect8dibyn
response t his_ I . e.peint-of -purch .server 21 that acquired
the card ig%%t%??Egﬁﬁgﬁgnange%ggglgtﬁ%ﬂggggr$§§l§u?l§?3§eg%%ﬁa ?@%ating to

pur chasi ngaaatlo cdwdért N0 andereldiond be sracbacyll BeodEe Thel Aigofapur chase
server 2| then generates 15 purchasing information 353 constituting
i nf ormat i opudépatahy 19 sueledgtedntocepeetriml difinsheni phoaRdspravi des

this to th ile telephone,11 ether with.th rchasi ng i nf ormati on
o g gy B Sl S S s dod AR oI EREN TR FIR A pEme
i nforned i oAigbBal arB166NMPrdsiBfk i ch pupeBaskBingderddd i ekrbghehdenti fying

the corresponding commercial -transaction, a paynent identifier for
i dent i fyi ngonMeraéPnapraees payaedt af branheesdbe oirewbdt metdhamdi 8 has been

made, and urchasing._card,identificatiqn nunber constituted by the card

25 iden;if?EgpF%ﬁgﬁﬁabgﬁaSgTeafP%FPQS ﬁ&%fhe non-contact I C card 146 in the
possessi on of thetwse PUFEEASIIcE ki dTRY ehandic, Ihedohid gigakephone 11
provided with the purchasing informati on 353 and the purchasing information

rewriting 36CRéyedebnt Hee racberpat hé2pdisc paw g ded,or el oat883ten t he
non- c ac% | C card 146 using. the Burchastng inf%{natio 47d. A iting key
361, Wien EAPEUGRFYi nd T ROt bt ebZ PRESRBBE! e 181 ephBAGoI i ErLs { he

pur chasi ngcbaterBRbhONpFEMEL LAY, Keyudeved RIOViidee 3@t | Epeatiram of

conpletion of witing .
diffusion processing by the modulator/demodulator circuit
139, and converted to an analog audio signal by the audio
codec 140. Audio corresponding to an analog audio signal
25 is then outputted from the speaker 122.

Further, at the time of the data communication mode,
in the case of transmission of e-mail, text data inputted
by operation of the operation keys 116 and the jog dial 119
~is provided to the main control unit 131 via the operation

30 input control unit 132.
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to the point-of-purchase server 21 (arrow 379). 5 Wen notification of
conpletion of witing is acquired, the point-of-purchase server 21 provides
notification of conpletion of processing to the nobile tel ephone 11 (arrow
380) and processing relating to purchase of the nerchandise is conplete.
When the provided notification of conpletion 10 of processing is acquired,
the nobil e tel ephone 11 ends processing relating to purchase of the

mer chandi se. The following is a description with reference to the

flowcharts of TASGMAER SRS upd fofl Purdreas it usrese dddtndI& G9¥E nobi | e
tel ephone a ]1% .'é'urb%te’ct'e'rai %tbeggggztrhﬂedf?f SEQHS&?%C%%%Enéﬁ%g{h%ggemb' le

t el ephone carries-out wrel S conmuni catron n

station lZuoduldther ddémeddal d9@x aceessastt he1poi nt - glubgwictlase seyver 21
via the network 10, and requests purchasing information. The
poi nt - of - FlFEHesk 302 1RY 2 COPYSERAONhaPERERA TN t hABdr eEHUSTHBA provi des

h . e . ‘ 1 | .
et B S AR AL FRSIR LIV 8\ L {0 ED G Bl oRAgE g £
det er m nestiydretdredn il tiodd thea regesteshmer chanth sehd aydadd i dias been 25

acquired, and waits until it is determ ned that acquisition has taken
pl ace. Whekéit is deternined that the merchandise information has been

acquired, the j ontrol .unit 131 advances the processing to .step S3 and
controls the Iﬁhgorﬁet%o{&unﬁ _%’3 jse& th alal slcssge Cepjb‘?e_rcgs%tonta?%g to the
acqui red neidasdi s@ataf Qommiundrdts ol sRba¥ed e t Beckigubd STysd vl di spl ay
115. 48 The user then deci des whether or not to purchase the nerchandi se

based 18n trrceilved afeem sthedraseustaion did i wia e antanna el s nakes a

request o fie. AULAGTY G A0 SRR AL oL PR I8 S b oL 8 LLURL Yy i pess 354

modulator/demodulator circuit 139, and after the original

text data has been restored, this is displayed as an e-mail

at the liquid crystal displéy 115 via an LCD (Liquid Crystal
15 Display) control unit 136.

An e-mail received in response to a user operation can
also be recorded in the memory stick 121 via the memory stick
controller 143,

When image data is transmitted in data communication

20 mode, image data taken using the camera 114 is provided to
the image encoder 133 via the camera interface unit 134.

In the case of the transmission of image data during
the data communication mode, image data taken by the camera
114 can be directly displayed at the liquid crystal display

25 115 via the camera interface unit 134 and the LCD control
unit 136.

The image encoder 133 converts image data provided by
the camera 114 into encoded image data using compression
encoding employing prescribed encoding methods such as MPEG

30 (Moving Picture Experts Group) 2 or MPEG 4, etc. and sends
this to the multiple separator 138.

31



5 determ ne the trustworthiness of the point-of-purchase 20. In step $4,
the main control unit 131 controls the operation input control unit 132 so
as to nonitor for user operation inputs, and determ nes whether or not to
request store trustworthiness information based on instructions 10 inputted
by the user. Wien it is determined to request the store trustworthiness
information, the main control unit 131 advances the processing to step S5,

carries out wireless communication with the closest_base station 12 via the
15 ant enna 11At abB8sSENG nBLEGt Rént Fiobti oRUSdPveroliesh el t RY netSwor k 10,

and reque r i L I i tore
trustmortﬁ%%%gé §ﬁ% #%?2@%%%%€§§$?E§§éﬁ es%ﬁﬁﬁgo?%gﬁﬁgﬂgé%ggéii%% of arrow
371 of Fl GedR.tdsthesnulbslée nedperdtodt ovdhoas tdigptd heandd catdana server 41
20 generates trustworthiness information containing the store
trust wor t hvhe@sshgsaudéeoradaci h4Phe storage unit 323 based on this request,
and pravides this t he bile L ep e. 11 vi a the .networ 0 n step
S6, thgynain é@% r'o l%ﬁ?%gg§ﬁp%5%g?%iﬁgg b gphgﬁﬂfgnﬁkﬁég)%#é??%%uested
store trusimegéhides priovfidetby dthd'amabeesnacqer 38 adladavai bsdamwail it is
determ ned that acquisition has taken place. Wien it is deternined that the
request ed EF@Védﬁdﬂ%Ydﬁﬁiﬁpﬁé§sc@%$@r iUsineas BeeacathafreRthede main 30
control unj S e .eSS| 0 S t LCD
control un?%e%%%%t%$¥%¥%§§d%a%é$%%ﬁgl %g%%rFgéggﬁdgﬁggggﬁéggégcgﬁired
store trusgpett himnesst fudimptbessatinghey khauhsd€r a5 2t dehsPph Bytd45, and
advances the processing to step S8. The user then decides upon the
reliablditgiscuite p3Pnt - ebpertedset0 dial tpbinhbetiercoN YR HHONLt 0
purchase the nerchandi se based on the displayed screen. Furthﬁg, when it is
t

det er mi ned®hB5BASBHIusY i A TITICh 1PN S t RECCEESE% r f¥t whr t hi ness

i nfornmati ogrhBascaovckeSrdieealedand NS FRLAsROBLER villithel3dt@Ahss the 10
processing fromstep S5 to step S7 descri bed above and advances the

processi ngltd.step S8. In step S8, the main control unit 131 deternines

whet h h handj based ' Lon. W [
'S et er m ned TheR SRS HocH T &7 (15 BBSpHrihaCe TS FALOH EH TASEr uct i ons

i nput t 83l bModelISEleds farf &8athd1Of JAREr 8bk NOmbRengPahalé @1 1keysnikdg or the
jog dial 119, the main control unit 131 advances the processing to step S9

and nakes &orafywesimpdetiemgpige efc.phscheceivedyvar signigdr rpaesHadi ng
information_via_the network 10. ,Thi rocessin corresponds .to the

P 0cessl ng BPMary B=RrS A 1EFGVLE> AR A ot Lot Srade Serer 291 that
has acquiredybhisg mer e P%P@@iéﬁque%ﬁroblé%%ih%q!le% _thenuser
trustwort hiness 352 of the nobile tel ephone 11 as described in the

f ol | owi ng. mpdudesprademorudateirn clomuidl LAYt angll el i kexgdhedatibet her or
not a feque for .user_ trus rthi ness infornation has been acquired, and
wai t & tci PBFRLRERE ¢ MERBA L AL At nPst B G NP LR ERaFrace. Tolen 1t is
determ ned therysenultusivostpinessri N189r sBHALALB3StheeRuacdgieqdd the main
control unit 131 30 advances processing to step S11, and a determ nation is
made as todahet hatooengotled pamsgeofdthsandt augdo dFhe aserpreudti@srt hi ness
352 1s per%Bgaénéggégrgﬁéég1data to an image decoder 137 and provides
audio data to the audio codec 140 via the synchronous bus
25 142,
The image decoder 137 generates playback moving image
data by decoding the encoded image data using a decoding
method corresponding to a prescribed encoding method such
as MPEG 2 or MPEG 4 and provides this to the liquid crystal

30 display 115 via the LCD control unit 136. As a result, for
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for the user of the nobile telephone 11, and there are therefore cases
where this recalls uncertainty in the user in providing this to the store
for the user trustworthiness 5 352. In this case, the nobile tel ephone 11
can be set up in such a manner that input of a password is required when
reading this user trustworthiness 352. Wen it is determned in step Sl11
that a password is set up, then input of the password is necessary to read
the 10 user_trustworthiness 352. ,The,main control unit 131 therefore
advances (HEETH Lresditi s d 08 Bpvaps SFaRPEiata, COUm IHS Thiogi8eat i on

i nput contidgdind i1 32,3 rlRIL R RESaVeBhHEE r%mé‘t%{Sgé he-PIISPALGHas been

inputted, and waits until input is determ ned. When i nput of the
password is détterthienedme Helmenias ddrits,olafiien colWweahiange édhiepragidessi ng t o
step S22, the inputted password is,set .in advance, and is confirned through
conparism?%ﬁQ%fa Ba@ﬁmﬁQF%ﬂ%r%HS?ﬂ RAR c.%ﬁmIT??h?ocPﬁscmﬁéglontrm
uni t 131. 20,Jheds t!h'l§5§9i§2§igr§§f&:@ﬁtﬂec§§@£]@ér Yk, %?ztjtergf%%fa@? nes

whet her or not the inputted pasSwor as been aut hentica aséd on the
processi ngthesmbbslef tefleph8S22. MMhenfort esameley nphegst batkt leadiassword has

been authenticated, fhe main control unit 131 advances the processing to
step S24. FrERFRPRFINAHEN FUdL OgdPeFRPAEADER é’fle‘bh%ﬂo‘bknqe—lléagfs that a

assword is: ot t i o) i advances processing to ste
p 511011 S8keq D6 SEi nt Sifole Ubheddde p g p

S24 of FIG 14. Tn step e nmaln contr unit 131 acquires the user
trustwort hi neskh 392ist oasd mhsbhe asonrcoriiactas€ ofir d-mdhl, 3Qtand provi des
user trustworthiness information containing this user trustworthi ness 352

to théopoi?l‘?s%*bb%r’%‘h%%c%’j’ld daled vetnkad & athdhfetiRiesd vEs SR Sr ocessi ng
correspondsota,1be é%c?.c‘?.%skiﬂg ﬁémﬁgg%f&g’ 102} t'\:zlﬁg‘ tljxg-méq{k?r¥ stick

poi nt - of - purchasé server 21 that acquire e user trustworthiness
i nf or mat i ccothenl et el 48 nesinhetber Speratdvnshe user of the nobile
tel ephone 11 is trustworthy. Wien the user is determ ned to be trustworthy,

a request is ndt AP IIRNGRH IT€ CardphdRe™ay ERERCa® PTRGY YRS on nunber

informatiopn.c i niln i ifl i légﬁ | .of t to the
non-contac?oI%ﬁ%§#§£1%%£Q§%g?%g%téﬁg%éiéfﬁééﬁﬁggﬁﬂggitro rﬁ%f%{fgg
det er riiSnescahét headerr /Matitar espeshaforwhidnm setaed roaaghet i eatwarenunber

information has been acquired, and waits until it is determ ned that
acqui si ti oFPRBAteaAkEFOP dehe VWherrand | seade s W He®r t BAE & SGRived

control unt 12131 adusnias toPote Bt R FIbe R ERL AR I cat | on

nunber 35lihsrasponsedtbronishe non-contact 1C card 146, and card
identification nunber_ information containing this card identification
nunber 351 is HAsHVESPE dnEhBL 20955 RECOFSBEY AFASS 3 PrPIranistREed he

EletG"‘mlig) 104 1 THI 5 DS LEETS L AR 'ARAPIAS of RabREcRECGESE! 191 0Lu K rw 377 of

a floppy disc or hard disc etc., an optical disc 152 such
as a CD-ROM (Compact Disk Read Only Memory) or a DVD (Digital
Versatile Disc) etc., a magneto-optical disc 153 such as
an MD (Mini Disk) (trademark) etc., or a semiconductor
25 memory 154 and provides this program to RAM etc. of the main
control unit 131 via the main bus 141.
FIG. 5 is a block view showing a detailed example of
a configuration for the non-contact IC card 146.
The non-contact IC card 146 is comprised of, for example,
30  an antenna (loop antenna) 170 and capacitor 171 shown in

the drawing, and an IC storing other aspects of the
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After carrying out processing relating to sale of and charging for the

nmer chandi se, the point-of-purchase server 25 21 that has acquired the card
identification nunber information generates the purchasing information 353
descri bed above and provides this to the nobile tel ephone 11. In step S27,
the main control unit 131 determ nes whether 30 or not the purchasing
informati on 353 has been acquired, and waits until it is determ ned that

acqui sition has taken 52 | ace, nit is determ ned that the purchasing
i mgor mat i on° %g‘ﬁﬁ%tb%ﬁnaegﬁi&@_cﬁ'\/&ﬁ@ BPRcESRFAGt atfv&Rcss1E b t&}%'g S28, and

the acquiregnpih coasé 9 JaHQymt 't9ge§53oi=_5 d£eor dady nahhe gonehapt act IC
card 146. 5 When recording of the purchasing 1nformation 3 i's conplete,
the mai n cosddet/wnited Jiradidedt est tdre fireac eissiiocrmd tal &t qyr &2 s jang
notification of conpletion of witing is provided to the pojnt-of-purchase

server 21 IRRATHE et ot k 20. Pt BRI si AGREET esBYnds il 44 Pr ocessi ng
of arrgw g’g@rlél%\?gﬂl&lézlr}dﬁ&l Nt - lérscﬂgieb§e%1\éﬁrmgén§ g'gésvé.'as

acqui red the not at r'on ‘of conpletion of witing”t pr OV

notificatiton d caonpdsdtdped offuprtdeassilg@ tardieisohi hemé ey ephontodAl. 15 In
step S30, the majn control unit 131 determ nes whether or not notification
of conpl etFORVERLIPRER e ngeRSSiBEdR N ac gt Red:S add tRAFLES URPi IM§aN | s

determ ne : b Si L : N ternd ned that
notificat %%ﬁﬁl%%%%%%ﬁg% a%?%ﬁéégc& %éa%asl%%%nm%ctq%?r%&l(wr?gbp S31, 20

the main chuttiobr uridr 22ampoet, r ol it eDpconégOstgnel tlddatabs) t o
di spl % a screen corresponding to the acquired notification of conpletion
e

of prdcessiay ST R [GiFiend 28r pstaviapsprayiding Swestartiahbn Eomfirms the
processi Ngs e COIRELLEnLYal OPKL NGRS RELBE" 2ENCSRL! BERONDI NG TO This

A CPU 161 expands a control program stored in ROM 162
into RAM 163, and controls all of the operations of the
non-contact IC card 146. For example, when electromagnetic

15 waves radiated from the IC card reader/writer provided at
another information processing apparatus are received by
an antenna 170, the CPU 161 notifies the IC card
reader/writer of a card identification number set at the
non-contact IC card 146 in response to this, and processing

20 relating to receiving merchandise is carried out.

An LC circuit configured from the antenna 170 and
capacitor 171 resonates with electromagnetic waves of a
prescribed frequency radiated from an IC card reader/writer
provided at another information processing apparatus

25 located in the vicinity. At an ASK (Amplitude Shift Keying)
demodulator 183, an interface 169 demodulates a (ASK
modulated wave) modulated wave received via the antenna 170
using envelope demodulation, and data for after
demodulation is o_utputted to a BPSK (Binary Phase Shift

30 Keying) demodulator 172.
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25 notification of conpletion of processing. The main control unit 131

di spl aying the screen corresponding to the notification of conpletion of
processi ng then ends the purchasing processing. In step S8 of FIG 13, when
it is determned that the 30 nerchandise is not to be purchased, the main
control unit 131 ends purchasing processing. Further, in step S23, when 53
the inputted password is not authenticated (when passwords inputted by the

user a plurality of tines are all not authenticated), the main control unit
131 ends pur chdsitf ptotessrrg. 189NeRR, adiftaraatdngt WMaanftics sEi9%dr mati on
provi di ng [ b he ti [ S 4] ex t S to
correspond&%o t % %?:ocgls%i naéﬁ% &S‘?epﬁ?d ?(g) s’fééaplf%fll% t%ﬁ’g gﬁ(recﬁ%s?i%ng
processi ngdafodinkatobi 183, el ephiondikl tesetiabadiakaveat Sanovsesgs i bed with
reference to the 10 flowhart of FIG 15 First, in step S41, the CPU 311
of the autFRIHIZEeT dflsandesunpl deddiaicacs RABE RS aodineet cureprst for

store tru | i nf.or matiQn..provided by the nobile tel ephone 11 has
been atgquisé%@é% rrlg({l%g ep'r (@I:heesrséﬁr? %orflcsPgﬁefSC)gSe%?cH@a%%e.tW_e FY5Sis

det er m nedrddipd t &d riepeshef 9C 6498 erdddist Wor i e nass regh0aral €8 4as been
acquired, the CPU 311 advances processing to step $42, store

t rust wor t HihE85e384 eAn eRechsiie L it lpgoskadatheregud ried e hrcr bt age uni t

323 20 is Lred, or r rthiness_infaormtion contai.ning the store
trustwort H ness §g41§%39§ﬁér§§éggcgn he2genéiat %s%fgp% t rist WoT t hi ness
i nformati ofoliBowiwyided to the nobile tel ephone 11 via the network 10 by

controlling the comunication unit 324. This processing corresponds to 25
the arlfow 372 BMrthes, Bn owellGRrBIn eiosuil NP4 hef sthe cintestawe t hi ness

i nformati en_adv, es,t he ocessi to step S43. Jn step S41, when it
is deter mﬂ%%%%sata aﬁﬁqﬁ%@?s?goﬁ% ef(??%)st%’F%)‘ﬁ%Bg%‘élﬁwa?n%?i%‘én has not
been acqui f€Gendkdthe aCPUodkls DR B i BEOERESI Nk @fs hEPrahivald)

processi ng advances to step $43. 54 In step S43, the CPU 311 det&rm nes

whet her orcketk sfpeguenagt wort hi ness i nformation providing processing is
finished. When it .is determned that the processing is_not finished, the
CPU 311 ret urg‘g‘%c esf:gﬁesﬁ? %h% lﬁ}hcoec%gsas‘ﬁ FFBH%gﬁerEOBn%?IB%f?s
repeatlésd. Hamimes, iWFRIndtich determMiedahhatct bargal &saddpLesstdg has
finished, the store trustworthiness information providing processing ends.

Next, prodeseYidedyon kaqidian ioffopmadtiarepsecessing arpanatdscoferspondi ng
to pur Chasézygmlgié),ceasgirgcs’ctr).yw%geswitching element (not shown) is made
to go 6n'and off in a manner corresponding to data provided
by a BPSKmodulator 168, so as to cause the load of the antenna
20 170 to fluctuate by connecting a prescribed load in parallel
with the antenna 170 only when the switching element is on.
An ASKmodulator 182 AKS-modulates a modulated wave from
the IC card reader/writer received at the antenna 170 by
causing the load of the antenna 170 to fluctuate. This
25 modulated component is then sent to the IC card
reader/writer via the antenna 170 (the terminal voltage of
the antenna of the IC card reader/writer is made to change)
(load-switching method).
When data demodulated by the ASK demodulator 183 is
30 BPSK-modulated, this data is demodulated by the BPSK

demodulator 172 (decoding of Manchester code) based on a
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10 nobil e tel ephone 11 as descri bed above is described wth reference to
the flowharts of FIG 16 and FIG 17. First, in step S61, the CPU 201 of

t he poi nt-of - purchase server 21 controls the conmunication unit 224 and
determ nes whet her or not a request for nerchandi se informati on has 15 been
acquired. Wen it is determned that a request for merchandi se information
has been acquired (when nerchandi se information is requested by the nobile
t el ephone 11), the CPU 201 advances processing to step S62, the requested
mer chandi selP@k oPhERASNPEPTLEED Pt Ife Bhlor agECHAFt (D23 88¥G)adfif red, and

is provide bi t. | i.a.t e c ol I'ing
t he comTun?%%??%ggﬁﬁlgtaé%}l.leszgjgﬂ%E%t%jl \égr 8\,'8%%% %Mg\%]f‘{%g %?’bﬁ%%\%i se
i nf or mat i oflatsereasienc ds7 3 hpppopedatieny batptiep SH8.plovided , ddata step S61,

when it is determ ned that a request for merchandi se 25 information has not
been acqui ked:he KEUCPOL20TheRRE ItHesppseasthhy FHtadaptRE2RANNP Hr ocessi ng
advanc to,_ step.S6 S S63, the CPU 20l controls the comrunication

unit 274 aﬁﬁ %gtagng%ggaﬁhgﬁﬁér or not a request for purchasing information

provi ded by t head osessddgioftisd GEBDNI164 Gs 3bdS-das heethacopyred. 55
The CPU 201 determning that a request for nerchandi se information has been
acqui red theh, corl soPplilkd tordrdRiteat ransnhssionanit dtodp The BRK nakes a

request to_the bile | ephaone 11 r..user trustwarthij .5 information
Thi s proce@ggHbgg8Fre%%é;ué§é£§ﬁﬁﬁé 5%5525@998i8$l§§ro&%gsiabggFl 12. To
conform w tinthesteequesd) didstaps 2l 0éd yGehiidat e rabshes s ebgphone 11
supplies user trustworthiness information containing the user

trust wdt t htnéss1832and enepPebspbhie- 6p- ppchEKemedpdaroz118fn step S65, the
CPU 201 controfs LNg,EPRTMOLERLLSn 0L 324 3045 L0 R et depubetter o
waits untiprbtebsidgt @ifhnedet Rat naeadeblli aAihas3taken
Electronic money information is stored in the EEPROM
164. The user is then able to settle fees for purchased
15 products and services etc. by utilizing this electronic
. money. The settlement history is also stored in an EEPROM
164. |
FIG. 6 is a view showing an example of a specification
for the non-contact IC card 146.

20 As described above, communication between the IC card
reader/writer and the non-contact IC card 146 is carried
out by half-duplex, and this communication speed is taken
to be, for example, 211.875kbps.

Further, as shown in FIG. 6, the center frequency of

25 the frequency band used in electric power transmission to
the non-contact IC card 146 from the IC card reader/writer,
and data transmission, and data transmission to the IC card
reader/writer from the non-contact IC card 146 is taken to
be, for example, 13.56MHz.

30 Output of electromagnetic waves outputted from the IC

card reader/writer in order to transmit electric power is,
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15 place . When it is determned that user trustworthiness information has
been acquired, the CPU 201 advances the processing to step S66, extracts
user trustworthiness 352 fromthe acquired user trustworthiness
information, and 20 determ nes trustworthiness of the user of the nobile
tel ephone 11. In step S67, a determ nation is made as to whether or not to
make a sale of the nerchandise to the user of the nobile tel ephone 11, and
when it is determned to make a 25 sale, pnocessingpadvances to step S71 of

FIG 17. IFestRmeAe o LM, 37d ik CopOWEratdat sLstereechfmifitat i on

unit 224 s : f ard-i Bfi i 0 r infornmation
of the non&éﬁ?%%fn% %ggr}g&%%}%iguiﬁ?ﬁhtgl:tﬂ@% bitrckg{éf ePSE%?}ﬁ% _1‘-511? Thi s
processi nga8Pecos r €8 potinel scdrmmuidiee i Dere Ser nigr ofimet t osvdY e ofarfidand2. 56

To conformwi th this request, in step S26 of FIG 14, the main control unit
131 of theChdbRrrEeréPEpR®NBLE1 supplies card identification nunber

i nformad i on to,1 g pol ol 2RULENase server, 2., SeliyStem SE2 cdne CPU 201

control's the connunlcaglon unirt 224 °so as %%géggernlne whet'her or not card

identificateqdenpwbetetr fortiat hon-ponvaded dyatrdel 4®his eakelieghome 11 has
been acquired, and waits until it is determned that acquisition has taken
pl ace. 10 WWerPe¥foEmipy erAihedodidatlsd cond FaEAt | $PRECAEPBN WRMBr

| nf or mat ] OehaRcUER. G Latk cLbe LN 201 A0VRNCR. BT SEETILGC! ge St eP T3

and execut €S purchasi ng7 chargi ng- processi ng” co processi ng

rel ating t@athessah£l ahaxEfiehanglse uded oWhear pue ehasidg/ieghaageAgePr ocessi ng
is conplete, in step S74, the CPU 201 generates purchasing information

rel ati t besaf er g¥xanp khamdirsexdmatidly dedasFonthend esndestsibad

comuni catign_unit,_224 _so that this ner at ed rchasing_inf ion is

o ovi ded- ( BECRE B ERe LePepRBner e ShouranthePhetlork ot doTAE to be
stored in the rOR=gANtasliet Greatdr A4S cathiie PHOEASS cBgveetiagp@ads to the
processing of arrow 378 of FIG 12. In step S75, the CPU 201provided with

t he pur chashhgutfitdr waingna dorad ¢ws e nebmefdiocdaticon tmrspPgstenas to 25
determ ne whether ,or. not notificatio f completio f_witing of the

o chasi e SEhasT (BhyuRohalOht 884! 88 Phe CANBLERLOT 8 8 FlnB0uBEe!

acqui resd, ppdpwettifguatdditdhisg delaidithesh Ehal oFEquhshbbendhag taken

pl ace. Wien it is determ ned that notification of conpletion 30 of witing
has been aegtbré&ddata)step S76, the CPU 201 generates notification of

COTPLetl on, Of PhAGSEHARo, 0Fs T GATAAA) 31 AT RN P VOLL 220 >0
tel ephone thevinprime NetepKodl. 1Thhst PhAGesSS] £, CebkesRangsid 0 bhe ]
processing of arrow 380 of FIG 12. 5 The CPU 201 to which the notification
of conpl et iosteflpdodassi hhei moblppl tedephencadilahnesrporsteg &S7¥o
20 the memory stick 121 so as to be controlled by the memory
stick controller 143.
FIG. 7 is a block view showing an example configuration
of the inside of the point-of-purchase server 21 of FIG.
1.
25 In FIG. 7, a CPU 201 executes various processes such
as the execution of charge processing at a charge processing
unit 204 in accordance with a program stored in a ROM 202
and a program loaded into RAM 203 from a storage unit 223,

Data etc. required for the CPU 201 to execute various

30 processes is also appropriately stored in RAM 203.
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In the processing of step S67 of FIG 16, when it is determ ned that
nmerchandi se is not to be sold, after carrying out error processing in step
S68 of FIG 16, the 10 CPU 201 advances the processing to step S77 of FIG
17. In step S77, the CPU 201 determ nes whether or not sales processing is
finished. Wien it is determ ned that the processing is not finished, the
processing of step S61 of FIG 16 is returned to and processing fromthere
onwards 15 is repeated. Furth when it is _determ ned that the sal es

orocessi ng hadlid REUHEML BOM PRy S 20dsahh EhSRTEPEPEEBESPRGR It ¢t he
b i s\ : j.nt ended
O hand 84 40 cBiflafted 1OJBVNAE vid BPRRRCA RS, PAE SMRES il BT

wi th referomeerfacél £22018s0alsbecbhnecoedptocerssngusf 21be nobile tel ephone
11, point-of-purchase server 21 and point-of-receipt server 31 while a user

of the nobi| e Al EpHnTIE RA Lk HRATRE 953 ek chadfft2Rald FRE MRy the
p“rChaﬁed é@é?h%}gloﬁie'pdthnugﬁg%?%ﬁ%c%rﬁﬁleiggd & apagg{s'gg?dcé?rfsﬂgiﬁg se, the

user of theé nbb epnone asS purchase €” ner chan as

descri bed ebeveRYOEsa ol RAQITHNE) R BSD (WiqiidEriyeealpis¥lHf) to a
point of receipt 30 designated 30 in advance by the point-of-purchase 20.
The user t&kd. paRdtspeskeneehobi | @ sepeptionenil 223 t¢rmpibsedtgf fF the 58
| C card reader,/ witer, 275 of,the paint.-of-recei ver 31.installed at
the poi nt OFEPeRBPBre o, ATt FoCohTuAd CBird SR Cone Adt CTES BhPA 13

bui lt-intoathedepbiang tedephene ddaphet het¥l Chiiet Yophedtedl G Lafite
reader/witer 275. 5 . Wen the non-contact |IC card 146 is positioned

wi t hi 0conkpREaPRERUEahgEerEneepdRAt- of - recei pt server 31 acquires

urchasing i nfpormation.353 and_ _card i.dent.ification nunmber_informtion (card
P ent i1 oo ok Bk ofiged BRCCBR" EdEhlidd SR A OB e ol SEIB L O, ¢
nobi | e tel gphopetrdtedl Wya therdimi€aser/ Well heind75 HAr r @niddc aand arr ow

402) . The point-of-receipt server 31 that has acquired the purchasing
i nf or mat i ohrds8aaghdonhe zrdd Kejentinfformstdromumegu iretor tat | wpdd tar d

identification nupber 351) acquires _purchasing infor ion 353 (i.e.
purchasinglﬂgOFWF FﬂﬁtFBnLF8FgahF8hF£ﬁesESﬁ?&%n&Blgygghasing identifier is
the sae) cor resdonskhiien f Oat 16n aglt r 284 pHL £RESE NGut NESHRBRL i O BS3 from the
poi nt - of - purchase server 21 (arrow 403 and arrow 404). The point-of-receipt

server 31 PheAcesipdr¥sat bhe20epuptkaiPnghpwhoinati6n 363 Hwrthér, card
identificatjon numbher 351 acqujr f.romthe mobile.,tel ephpone 11. and the
pur chasi ngtPRESTII G O3 ShhIAAkt FOht PRECR B o Eae 58 ver 21,
and aut henphgat®p iR sl f ethe §PbLLE frEkerhonsr LﬁﬁtV\bQB {hg user is

determ ned to be the purchaser of the nmerchandi se, the point-of-receipt
server 31 hbeilriterndtecpnbhitotipgridimsetwerker0 2dingatf copekampaei on

' [ | et . 405).. Th int - qf - i_pt th
o ovt b T ol e Ry BB ot R ARy TS THBE TEPFAEORbbI o
t el ephone 3io€8eh0wW 406), and purchasing information 353 59 stored in the

non-contact IC card 146 is deleted at the nobile tel ephone 11.
A drive 230 is connected to the input/output interface

220 as necessary, and a magnetic disc 231, optical disc 232,

magneto-optical disc 233, or semiconductor memory 234etc.

25 are installed as appropriate. Computer programs read from

these media are then installed in the storage unit 223 as
necessary.

FIG. 8 is a block view showing an example configuration

of the inside of the point-of-receipt server 31 of FIG. 1.

30 The CPU 251 executes various processing in accordance

with programs stored in the ROM 252 or the storage unit 273,
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The nobil e tel ephone |Ilthen deletes the purchasing information 353 using
the acquired purchasing information 5 rewiting key 361 and when this
deletion is conplete, the purchasing information rewiting key 361 is

del eted, and notification of conpletion of deletion is provided to the

poi nt - of -recei pt server 31 (arrow 407). The point-of-receipt server 31 that
has acquired the 10 del etion conpletion notification then generates
tenmporary comercial transaction information 391 constituting information

for trust woFPHF#RE SRS dgke Perttet PUERBLRY 29 lanse pRRAMREIARELYt 0 t he
nmobi l e tel - e Iyt ar I cj n tion

i nformati osﬁgéi]g&?e%w&i %?ggﬁ%gyzg%2h?%$f%%v§2%%’. %%%%’poé@éri y%%n?r%?ci al
transacti caré nfonnatted 893etReconpai aedusf2aostore identifier for
identifying the point-of-purchase 20 constituting the store where the user
of the nobil e A% EPHHWEC P Huddesd@ ane Tfedénhanbneetaddabothe bus
trustwart hi AgSs t it gt | ti rti Ll ting with
the conmeroral AR Sh FaT Eht bt H6 URhe Nha T Res HFhHR

poi nt - of - psitehasen 2t plite urpki £ 22 tedmphioned bl thedspBaprasns het phevi ded
tenmporary comercial transaction information 391 in the 25 non-contact |C
card 146 uefmy CRfecachEPredr « @émsbratheebahedct el & FAREACE BRLENEBB mat i on
rewiting / When _recording is.conplete, the nobile telep e 11

‘del etes th§g¥%%%%?%r§%c8n§é58igﬁ € STSact iDrF TR r%#%ﬁPr%ﬁ&?t?ﬂg key 362,
and provi desmpheseat bfi §ahb@8mobr COIPhELADNa@ipWeitéhg, 30ak@ hReIC

poi nt-of -recei pt server 31 (arrow 409) so as to 60 conpl ete processing
rel atilfy teardndiregiewemrdterhe Ik chéPli searThéngoi mutof -wetei@ssserver 31
that has a ' ofiLfication of let.ion of . witing.then_ends
processinggﬁﬂ¢%ﬁggéggoBowﬁghdgnﬁg%vg?ng$g€hgén%?E ah%i%%? %%%ﬁangcessing

rel ated toahandbngeevres eb the mmpabapdipati sneempbeke27iophe user of the
nobi | e tel ephone 11 receives the purchased nmerchandi se fromthe store of

the point of rReckiipte 260 i camredldd & fyei snaubéestppti batekfaceef erence

tothe flo art_of FILG 19 of nmerchandi se recelpt processij,n the nobile
t el ephone ﬁB ¥ ng:,esisﬁrgt’e?)n §1.1If1ag1ﬁ%€h%ioﬁ‘scco%§hmo Fﬁcfaeflgfsg? Béﬁe nobi | e
tel ephigne ddgAakesoptdeherdi fatis®) as d&nIWeidest OF mendif 284r gguest for

t he purchasing informati on 353 and the card identification nunber

i nf or mat i oAréabndeahled s raadbnary itdte nGempartteac progremsdreéad £nomhe
vicinity of,the 1C.card reader/witer, 275, and its until 1t_i,s_determ ned
that acqui éP?F%nmﬁgéat%ﬁ%nt 1 aces ]\ﬂ‘firm 'i%hies\é%&r@lgﬁi H&&tthgl 2%r equest
for the punebBaskBgyi.nformation 353 and the card identification nunber

information has been acquired, the main control unit 131 advances
processing to Biep ¥9Ps zomieeksvi¢e gorving afdehaihed-evarpie PE card

146, provides card.25 pdentification, number i nfornmatiaon_co i ning the
request ed %u?%%ggs‘?]ﬁﬁa]gﬁ?lar#&f iqi}he cartyres 8ri/8’§ﬁt%i i%Zt?’i 8% Egﬁber 351 to
the point-gf-receipt server 31. This processing corresponds to the

processing of arrow 402 of FIG 18. The point-of-receipt server 31 that has
acqui red the 3IC piAkiascagpriratednaf i G P¥530andROMe3 G RAMIGABI,f BE&L i on

nunber infogrmation the carries out authenticati 1 ocegsi ng,on the
User of {heoRBbRRe FEFERRSRETIED WHEH e caion | SPonprepBaL
instructioprb&e8sYRG URi€E! €, and bus 305 mutually connecting the

25 CPU 301 through to the SPU 306 together.

The CPU 301 opens a control program stored in the ROM

302 up into the RAM 303, so as to execute various processing
based on, for example, response data transmitted from the
non-contact IC card 146 and control signals provided from

30 the CPU 251 of FIG. 8. For example, the CPU 301 generates

a command transmitted to the non-contact IC card 146 so that
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t he purchasing information fromthe nobile tel ephone 11. In step S93, the
mai n control 'unit 131 controls the CPU 5 161 of the non-contact I1C card
146 so as to determ ne whether or not an instruction to delete the
purchasing information rewiting key 361 fromthe point-of-receipt server
31 and the purchasing information has been acquired, and waits until it is
determ ned that acquisition has taken place. 10 Wien it is determ ned that

an instruction to del ete the purchasi i nforpation has been acquired from
short rangei® & UEPEBRREN @ diContYi g‘% ﬁ’e‘aaﬁggn?ﬂésfﬁf' PReSPditcont r ol

unit 131 : [ : 94, Fo| S t he
non- cont a%yi % calr%)é%%?Egﬁ%eg%llzligggtghﬁcﬁwgg?%ég SOlitl@n?g?rng?%gn]se%{S% usi ng
t he purchaftdry tind ofomtcan-aew Ici cgrdeyd861 acquired at the same tine.
When deletion is conplete, the main control unit 131 controls the CPU 161

of the non- comtectSACC Xdr suppdias dads swpRhkiachdsiony the drBktd2n rewiting |
key 36% us@fl gy @et%OtH§| @}%d} Ofh1 qﬂ%{ th%vbﬁ%siggl eéhﬁ”ox? gtda%% .
- of - ip 3 e ante . This

notification to the poin rece server via't nna

processi ngswoeplbspongstieo Che PODCessi tigeobuar B0 407the EPG 238. The
poi nt - of -recei pt server 31 that has received the 25 deletion conpletion
notification t FesPraeesdaha HY o i It FiodSsr Fag8nkif ci sl

ransact i on,Lof oLt 331, and BAYies.! s 0gbhe DL | gghel gphone 11

t oget her w e t emporary” comerci al "transacti on i'nformtion Tewiting

key 362. 3fubhestepthis, ddten mabp GoH rekamwié, 18bsgorddndduldiei &#PU 161 of
the non-contact IC card 146 so as to determ ne whet her 62 or not the

tenporl&ry téeeedinal ofr Manekesher nfandrit i 86391 anll PHEVidsporihs
conmer ci al t i_nf or nat.i W, [ i ke 2 _have been_acquired via
t he ant enn%éﬁgg:f‘gcgnd q;\%hittosgit}ﬁtﬁgﬁdf's Eldle t@%rﬁ’né’&’%ghgt g%@&%ﬁgi?%ﬁ has

taken 5 plesehdMen-icontacdeterddned ddhak phevi@SRerial ¥ heOBuB! 3i &)
transaction information 391 and the tenporary commercial transaction
i nf or mat i oRhe eWElt | 7P keyb3eZthavidh bresoargnidr et BREKmanedwebmE:o? unit 131

non- cont acloToRkrd h3atepthEBra?, coBfd RIS S, Al it 1°

transdst i oputphotsat toNt B9 ImsghDgtbhe2agquired tenporary conmerci al
transaction information rewiting key 362. Wien recording is conplete, the
mai n control ufite MPHURteNt4H fAIhenagh) aBs of ¢aer ivh-vove aef aC card

145, o1 2S5 hE | MDOL ALY COMP €8 A LA0RgC | 2 D] TRLLBI L8011 10, ke

362, and Ovi des™ Wi I ?_ta I on freceipt
server 31 yhaoddyel ot a1k EitThoSCchr 208554 H8d G HagR0BASpl etingy

processing of arrow 409 of

the SPU 306, and outputs the generated modulated wave from
20 an antenna 295 as electromagnetic radiation. On the other
hand, the demodulator 294 demodulates a modulated wave (ASK
modulated wave) acquired via the antenna 295 and outputs

the demodulated data to the SPU 296.
The antenna 295 radiates prescribed electromagnetic
25 radiation, and detects whether or not the non-contact IC
card 146 1s nearby based on changes in load with respect
to this. Then, for example, when the non-contact IC card
146 is in the vicinity, the antenna 295 transmits and
receives various data to and from the non-contact IC card

30 1d4e.
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20 FIG 18. The main control unit 131 provided with notification of
conpletion of witing then ends the nerchandi se recei pt processing. Next, a
description is given of nmerchandi se delivery processing perfornmed by the
poi nt-of -recei pt server 31 with 25 reference to the flowharts of FIG 20
and FIG 21. In step S111 of FIG 20, the CPU 251 of the point-of-receipt
server 31 controls the CPU 301 of the IC card reader/witer 275, determ nes
whet her or not_the non-contact I.C card 146 is present w thin conmuni cation

30 range, and B4F ¢ 40Ukt AIPIORK VilEWaRh QY HRRER EHAPRLE RN THI O When t he

non- cont act -1 : I '%ﬁﬁkt i &ﬁﬂgy i1Cald ange, the CPU
251 advanc{)ag %r]%g{elgssﬁg %% %t?%gg‘gl , l(:%\%?%llllggt e CPQ{} ?Oﬂl%:%d't he I C card
reader/witer Z¥FI@andopakikes GPU juesketateBevapheusnpasted £iwaqrih 146 of 5

the nobile telephone 11 in the vicinity for the (g\ﬂr chasing i nformation 353
and the caPECPHEARFE Wt BHOAUABS STAFRR it £BR.RPhiSd 2ppoe REIHFRDr r esponds

cont rors ¢ raeaet st Sl 2 Pheah ipd Bxaeiel B 500 DGR 1T

det er m nat regupsetiofyhetherceu DI tdeepagchastagioud @rede Hse853s and card
identification nunber information provided bi/ the non-contact |1C card 146
of the nobglaot ePephpréatelynstnsedr 58eBBMndlin step S92 of FIG 19 has

been acquired, ,an it Bloit i rg._n { Si;tlon has
t aken pl ace. Vwé%%ngUS?ﬁde@g{’%&%éaér%c?]Wﬁ%?ﬁlrﬁecﬁggfngggeﬁ%%ﬁ%ﬁ 353 and
the card ideatid igasi gnanuntrer ihpheyesatpad hHamedfesie agROi ied,alde CPU 251

advances processi ng to step S114, 20 controls the communication unit 274,
and malls aonegaese te théspbiat 3df-purchase server 21 for purchasing
information 3 for  which e hasi I ifier_ i S )
correspondi ngsg%(lt &) tplﬁ?%%gtg?n%glﬁ%f%g%{& iqoén%%géogg ?iu?llrl%@%g %c? mggﬁ'e'

non-cont ach HCspan¢ ¢4MprIbea PEOEESRT NGr2BCDO&EEspomiiSotioptibeuptocessi ng
of arrow 403 of FIG 18. Wien a request for the purchasing information 353
i s acquir ed2Rraamntiesgsbphita speakesighc -sed W&OTATE Wbt BEi3rEompr hpee@hase

server 21 searches, f.or the requested purchasing inf.Qr ion 353 d
provi des t Ri-s® ?‘r’ﬁréir %FFO?’F%O’ %&fﬁec %?%%?H’_ éindt_ gg?v ?m%%s%g I n
step S5, okhg fBYeRSdrcoaENOhS1t H8apLERUBLEAL 408 Hbhheddd €6t €hEl nes
whet her or not purchasing informati on 353 has been acquired fromthe

poi nt - of - pénphafeuspneingerifaceesglnse to the request, and waits until it

is determ ned hat ui,sition has taken place n.Lt,l m ned
that the pur chgsﬁg]ﬁ'gv‘? %f%(;%r it ?%ﬂngggeﬂatso %geeﬁlgghlﬁﬁeg?ultth]éhéﬁgﬁég advances
processi ng3bo £ eRc2LLE: gﬁ)néin&%{ﬁhgﬁe@ﬂb Bl 8B, Cadt Dda PidaeessBpg for the
purchasing information 353 acquired fromthe 10 non-contact |IC card 146 and

the card i gtegnetiocaptdcadudber 333, cuhtsamicendwctivs mgna@rydédteEreati on

c card | degnerrcarienzautber 381, conamiesTdNa . i
point B paFEnRa el bar =8 ol tet e & CPNRI pe et e et EFRimas

whet her or tRakelRebif® RYECHRSH Thitd DIS@Li PR O ttddeN@ncar 423 as
identification nunber 351 acquired fromthe non-contact |IC card 146 are .

aut henti c basedsaryt.he results of this processing. Wien it is determ ned

hat th hasi ng i nf iqn 353 and th d_identificati mber 3
acqui red 11 om S<ERG: HSFCORIACE FE SaTEF 146 ThhvGoBeRR oAty Haft] daiea, the.

to FIG. 11D of data held in the mobile telephone 11,

25 point-of-purchase server 21, point-of-receipt server 31,

and authentication server 41 respectively in a state before

the user of the mobile telephone 11 of FIG. 1 purchases
merchandise.

The mobile telephone 11 shown in FIG. 11A holds

30 information for a card identification number 351 and user

trustworthiness 352 in the built-in non-contact IC card 146.
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CPU 251 advances the processing to step S118, controls the comunication
unit 274, and provides notification of conpletion of processing to the

poi nt - of - purchase server 21. This processing corresponds to the processing
of arrow 25 405 of FIG 18. In step S119, the CPU 251 controls the IC card
reader/writer 275, provides the purchasing information rewiting key 361 to
the nobile tel ephone 11, and instructs the deletion of the purchasing
information 353 stored,in 30_the non-co tacéplc card 146. This processing

corresponds t ot Ph&EBFFERERFhEL R EAPR %2 _@BI.“bS’S 2533018 %p S131 of
FIG 21 the CRLAS] oML NG Gant Leader iy Lhars 275, dpley m nes

whet her or not deletion conpletion notification has been acquired fromthe
non- cont acforCidandiff6ngf thee mabidentattephoneatd fldw . Wikcls Scdiwe
purchasi ng, i nforpati on has been_deleted, and waits until it is determn ned
that acqui sPeRbhThadttakaV ek d> l\ieRIPVifedRy ERpi diddheMakcalel @t i on

conp! ety ons Bpkd L BEGPIuEES DRRL A 1l bhe fEhASh adangas,p ocessi ng

to step S1 generates tenporary conmercia transac ormation 391
correspondihgisoréhbsteonsdraesas puracisaseér onf fmerdharsdi seewitsh nghide

tenmporary comercial transaction information rewiting key 362, controls
the | C car 8SFBaf8r / WRTIRG VY5 tme Lo ga85dt hderbhbbFak{OB onHRbRY al

ernopot 0Bt WA BBUAR 8 b of Do BULLEANK 3610y Babl faidh Al Olod b 001 P

t el ephone ocessing cofrespon t rocessing of arrow 408 of

FIG 18. |pestvep H13% muhebERLZDldeOBY €he shehéfrcCandibgagierviedter 275,
deternj nes whet her or not notification of conpletion of witing has been

acqui rl, BRAvEPrsifnepingoai eeparaseemaihed -t hat acquisition has taken

non- contact | o her Pihe nfeEERREEF, B e AP AR R SRR e

ete onée et m ned

that this tetttuseloothidhesonpt ethwniafr Wi thegmbpslbeesl ephvheectl the CPU
251 advances 25 processing to step S134. However, when it is determined in
the proces¥ihf 5PI3FEp SQ19leftrrEicooonparciat prarhacthens OER@ti on or

car d i dent {4 ¢ali oo, puther 10 pYEQEd. busfle AL E0NLagk LG aLd 145 of the

nobi | e tel ephone €s nof correspon tht pirchasi ng i nformation

provi ded byohbeipathhgofhdur£hdse X0 t3e thamet-beaautbgnbbhedl bAN M§o0CeESSI Ng
fails, the CPU 251 66 advances processing to step S120, executes error

processi ngdegfgibpanindvancéslievwing, ptbecusengt bestveptisivassf3F G 21. In
step S134, .the CPU 251 determ pes whether or not the 5 nerchandi se delivery
procéssinglfsgggﬁ%%étéy sﬁgnaFFgFE%gg? ?ﬁpnaarYﬁ5t4§oﬂﬂ§?gi%T ??3 saction
processi ngekpeR9tneenpketBe 11BerCBY 2ht meburnes tedebhener aaessing of step
S111 of FIG 20, and processing fromthere onwards Is repeated. Further,

when conpl et i ohh¢ Podatteofi-madahass eprves41 shown in FIG. 11B stores
20 purchasing information 353 constituting information

relating to electronic purchases employing this service and
a purchasing information rewriting key 361 constituting key
information necessary in the making, editing and deleting
of this purchasing information 353 in the storage unit 223.
25 As described in the following, the purchasing
information 353 is information relating to purchasing of
merchandise by the user of the mobile telephone 11 etc.,
with the point-of-receipt server 31 carrying out
authentication processing of the user of the mobile

30 telephone 11 based on this information.
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10 the CPU 251 ends nerchandi se delivery processing. Next, purchasing

i nformati on providing processing performed by the point-of-purchase server
21 and executed in a nmanner corresponding with the nerchandi se delivery
processi ng descri bed above is described with reference to 15 the fl owchart
of FIG 22. In step S151, the CPU 20lof the point-of-purchase server 21
controls the communi cation unit 224 so as to determ ne whether or not a

request for thﬁEQH{ChaSin i nformatjon_ 353 Erovlded in step S114 of FIG 20
has been acquiffédPSndaRafeeCoEPaftiN the felievanay nee HCHE%i ti on has

taken pl acl%%égsl{‘r‘agtién iﬁﬂfé%&{ﬁﬂtﬁﬁge&cg%t%?rﬂ%% 108 RUELDARINY e

i nformation een acquire advances processing to step
S152, the tepisisdes QAr cimdi nhe NboinatodAr8S8ips rsxadrdfy oB1Lt ket St or age
unit 223, the 25 communication unit 224 is controlled, and this purchasing
i nf or mat i ShBEBEeBE supP| P&Eeto theP RV eRt oi L iegel pdupddgativn arf s

5155, - the T ZOLCBrOVTted Wit Rotne gar Ehesr g 3b° ot et oIt 35 controf s

the comungiig@peithaziing?24fSomaside 3 L thoet Wigiheeherpuwdhdwing i cation
of conpletion of 67 processing provided in step S118 of FIG 20 has been
acqui red, HnEeTBRELoNNEeYriting KeYedfined that acquisition has taken

bl ace. When ity deleained 1hAL-poli Lhoatlan.of oo sion > o

processi ng has acquire 1 vances processing to %tep S154,

and a det eifif derha Oiloh S fisadensin®, Weat Behgoramptdousengi g d.nfeiemat i on
providing processing is conplete. Wien it is determ ned that purchasing
i nf or rhft | PLUChp? ERY diLngoprmetdssi mpI s Foe puFphesdndt hie TRINPBIOR et ur ns

t he processing, 1o st S151, .and the praqcessi fromthere onwards is
epent od. THNThEnS WRBx PBL 4308, BPRehed PR iap o Rs TS AHIERi ng
di vi sion ps@ybhUisg PPcesns Nfobs160Mpé Béshonde 115 GRUY . 20knends wk chasing

information providing processing. In the above, the user of the nobile
t el ephone HAlRutpEnpurahesesrvathey ane thiscrpint s secetptheereethandi se

at the poiff of LEcelBl 30 81 - Lhe. POkt Al SORL P LT ey 296 L o
15 update the purchasing information 353. When the purchasing
information 353 is updated using the purchasing information
rewriting key 361 provided, the mobile telephone 11 deletes
the purchasing information rewriting key 361 used. The
point-of-purchase server 21 and the point of receipt server
20 31 generating the purchasing information rewriting key 361
can supply purchasing information rewriting keys 361 to the
mobile telephone 11 any number of times.
| The point~of-receipt server 31 shown in FIG. 11C stores
the purchasing information rewriting key 361 described
25 above and a temporary commercial transaction information
rewriting key 362 constituting key information required in
‘making, editing and deleting of temporary commercial
transaction information described in the following in the
storage unit 273.

30 The temporary commercial transaction information

rewriting keys 362 are distributed in advance by the
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20 Therefore, in the electronic comrercial transaction system descri bed
above, illegal duplication is prevented by the purchasing information
rewiting key 361. However, even in cases where the purchasing infornmation
rewiting key 361 is illegally obtained etc. by sonme nethod so that 25 the
pur chasing informati on 353 of the nobile telephone 11 is illegally
duplicated, the point-of-receipt server 31 is capable of confirm ng whet her
or not the user conmng to pick-up the rchandise is the rightful purchaser
of the msr%%%?E&a%gmmg%&ﬁ%hwa@%mainﬁl Epcreainip@mbioner of a
nobil e tel 11: 1 _pu chang fr Lt - of - pur chase
20, the po?ﬁ?gg?gb Hcﬁgggﬁggfgg?q§% gene %?5? ggb%ﬁgg?ﬁgc?ﬁﬁ%géé%ion 353
(arrow 421jrassagthogarihfdemstfonat descnilvdeér 351-thal | Hb1bswingt he
non-contact |1 C card 146-1 of the nobile tel ephone 11-1 and 5 provides this
to therunﬁ%%ﬁ?%%%elCFEaﬂ§@9HS?%IPBQVQQQ)?lgﬁéﬁMfd%PQﬁﬁﬁQ%PQeﬁ%%hone 11
W th purchasi ! ti 3 t : - ¢an IC.card. 1 hat has
been i ﬁegg$}§95%g%?£gl?édf€alr$§1ﬁ 45)%%%113%(1%3%% \%n\%%%’rggg?v?ﬁgég%&eté

mer chandi sehet hemporaty of ot et P& 1 SEryesa SiGe gl f €emd Oidhew prrehasi ng
information 353 fromthe point-of-purchase server 21 and confirnms a card

i denti fi ca¢PoRI nihBertePRIALY | 6PRRETEbaL hé tRGRAcHHCIct InEoEBRE1R6- 2 of
the nobile e - nd an identification nunber (i.e. the card
identificaflég%lfﬁg8 e¥ %S%§ ‘allotted to the non-contact 1C 15 card 146-1)
of the purchasiig cedmbeent @i neshmér ¢ el put €desa ogionf ol nebiwat 868 usi ng
the identification nunber é i . e. the card identification nunber 351-1

al | ot ti¥h tBevhttiHDa- kevit 362 1€ kaydinfernatbent fer pnakhngi ngdéhiagcont ai ned

inthis pu asj Lafar ion 35 r 4 r{ ow_ 42 .20 It can
therefore %ﬁgkng\%%ekzgég trr%té:cﬁu_r C ea,ﬁ(o%arg}r’]"f O$O§WE€%]O%%%SM%¥a$%%C%§PI e

t el ephone iAfdrhasibsen il frpgal Itxengxamaizf@at etbmmdyec 01 Nt t pAnsgeeCiph server
31 described above is capable of identifying the rightful purchaser of 25

mer chandi sénNfArBakHPB LRWUEing Kaintd2 iRekking ot saeHlimenPassyPyen with
reference F 4 of e fl.ow of .processing at .t.he _nobjile.te hone 11
and authen%ﬁga%§2% %Eé%%érgﬂ.R&ﬁI%§q4%% %E?Fﬁ&g?ﬁélﬁesﬁFrsW%%18o rcial

transars i opsisarbEedepdliptn tBevabovelmaaliehehfid8tiba USEEvERUSEWOrt hi ness
stored in the non-contact 1C card 69 146 of the nobile tel ephone 11 and

the store GeOSrabibRAi nesdemand@aEPananhe aGAMRSEEEat i ontsensactien First,
the user o g%$t%gt3he nngilettelep one %% SO a§ %o aggess the server 41
(arrow 431). he“authent Fatroh®s S&¥ve %1 PREE “Ras "AEce5SBHCFREY mobi | e
t el ephone &dmhbesigBkesahdRMiest {Q9réhRatDbhl enthehephinetddpberrishe
tenmporary comercial transaction information 391 (arrow 432). The nobile

t el ephone ¢IMRRERLPLoVraasacsipsr dnfamatda s typdehedi vAlnaf 6heati on 391

toth ut i i 0 er ased _on_this_request (.arrow,433). The
st herf] cat EORCE VAP EaT rdbrattater o o e R R K8 Vo ¢ ne
acqui red t 8FRYP RSV LS TRhe dbbi L ansAdithd N oiaBé 88 3Rl ehB¥trarihe

aut hentication server 41 nakes a request to the nobile tel ephone 11 for 15

t he user tFoBRRBELALfesan 5t iamd dogmiatdont hewadsdngr key W2 bisedss 352

434, _and 435) ., Af h i red . hi 352
Updat od. 1 RN AT B8 US68 L0 GECRSH A AOCE 582 1 S AP BoERE Zmobi |

tel ephone 11 t gaakhakiwgt h de Us@ipd Fahs§ WOEsh8888a L eWE irbhBE ck@¥n363, 20
e

and the user trustworthiness 352 held in the nobi
information rewriting key 362 can supply temporary

commercial transaction information rewriting keys 362 to
the mobile telephone 11 any number of times.
The authentication server 41 shown in FIG. 11D stores
the temporary commercial transaction information rewriting
30 key 362, a user trustworthiness rewriting key 363

constituting key information required to update the user
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t el ephone 11 is updated (arrow 436). The nobile tel ephone 11 then updates
the stored user information 352 using the acquired user information
rewiting key 363. Wien updating is conplete, the nobile 25 tel ephone 11
erases the user information rewiting key 363 and gives notification of
conpletion of rewiting to the authentication server 41 (arrow 437). The
aut hentication server 41 that has been notified of conpletion of the

rewiting then provjdes the tenporary 30 commercial transaction information
rewiting kEySBE2rthinfes fasiqrihad apr¥Re and sipget el enpBtatyeedmrer ci al

°862- beAES RAHAER BpRs (e BHpEraye e
ol ot od (P bw 458 HRG O | o VETGINOREOLS  RERSHBNSt os The { BMborary

commer ci al truaoReethonessf 6 Mehée 08304 26i Ng EHer&Eaim r€ide Sst oARGE ary
commercial transaction information rewiting key 362 and notifies the
aut hent i ca¥Réh 38Bver 41 when this is conplete (arrow 439) . The

aut hentd cati o rver. _4: ot fli of deletion,of the te rar ommer ci al
transac'dfi on i m%‘%nﬁslegn Sttvﬁoerﬁcqip%rb?/sl'Sdege‘ﬁ%tlfcﬁlgapie n gggprl(%eg%y ng 10

" conpl eti onih@othet BRI If> 1t ehpPhoneg 1k Hear h o8k 4431520 rétdsds0Ces3i Ng
relating to updating of the trustworthiness information. Further, when
noti fi cati §R0EEAddnphehiogT o tcicES siarg 146 adgthe a@bitisct ebebheneel ephone

11 ends progcess| 5 relating. to,_updating aqf .trustworthiness_infornmation.

The Tol | owrhg TRCSeTRES it POACH Eh Har Ehad 5 inEPTORERAPESTBR F1 G 25
and FI G 262051FigstWen} hipess aReRIdOb Y aeewmaike) elitherm@biteet el ephone
11. First, in step S171 of FIG 25, the main control unit 20 131 of the

nobi | el@ el thRoresan iteusterattdd Ness hd5dsevwithoas tusiauresbet heser

aut henti cation sergﬁn 41. Thi s.ﬁr.oce%si'ng éorresponds to the processing of
arrow 431 SFURFECTSEINSRE BGVRAREPEakPEn 88rver 41 that has accessed the

nobi | e tel ephofige 1hskhens rast fosiiheds | pelihe thiakl oMdn03635 JrLanest s
tenporary commercial transaction information 391 stored in the non-contact
| C card l4isfermahdonvlfiore madtigighoneditling nastededEting et erai nseont r ol

uni 131 SEEOLPLAERMIELNET o 00l LeUeRl 9y LePPRLaDL SR ol S0

15 363 is a kind of one-time password, and is supplied to the
mobile telephone 11 etc. while the authentication server
41 generating the user trustworthiness rewriting key 363
is instructing updating of the user reliability. When user
trustworthiness is updated using the user trustworthiness

20 rewriting key 363 provided, the mobile telephone 11 deletes
the user trustworthiness rewriting key 363 used. The
authentication server 41 generating the user
trustworthiness rewriting key 363 can supply the user
trustworthiness rewriting key 363 to the mobile telephone

25 11 etc. any number of times.

The store trustworthiness 354 is information relating
to trustworthiness of a store 20 with regards to electronic
commercial transactions using this service and 1is
referenced by ‘the user of the mobile telephone 11

30 constituting the target of the commercial transaction. This
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acquired, and waits until it is determ ned that acquisition has taken

pl ace. When it is determ ned that a request for tenporary commerci al
transaction information has been acquired, the 5 main control unit 131
advances to step S173, acquires tenporary comercial transaction
information 391 stored in the non-contact I C card 146, and provides this to
the authentication server 41 via the antenna 112. This processing

corresponds to the arrow 433 of FIG 24. 10 As described in the follow ng,
af t er updaftPEe tHO ST RIMRTWEPEN s igied byHehg drdentdad e ser ver 41

t hat has agguj.red om ' r aps [ L of ok mat i on 391
makes a re%%%g%ﬁt%iPﬁ%éﬁgggﬁ2ﬁ¥%€e%%§%%i€ﬁc%o?gtﬁgéu§€?£€r%£tmorthiness
352. 15 In stew#l74 deBeriptiocaonsr@lvamidf t8é dedwrad pesodwiiigy or not a
request for user trustworthiness information has been acquired via the

ant enna 119f theimehils wmkephone L3, dee i pletPrchase Geirgiet oh ams t aken

pl ace. Mhen it is.determned th a.request r user 20 trustworthiness
Pt or it R hagPBLEREERE e Tha®HatiNEota FBP 1 of e dairiEad o ot e
S175, acquif eghdleledtirdniWOEbhinB@8$a 357 £14 &4 @i b e npBrepntact, | C card

146, and provides user trustworthiness information containing this user
trust wort hiPesBoBB2inoFiGe adthentication server 25 41 via the antenna 112.

Thi s processi carresp to the arrow 435 of . FI.G_24. As described in
Che 101 Low ng. Rh e s R ePSaeBR LeaF GOFPaRE Al HARP ARRASTESF (IS uoer
trust wort hihogssei REQePRbnen UPdad@sutihes user thESHNAEEBhNETSm3Ihend 30

provi des user trustworthiness information containing the 72 updat ed user
t rust wd t hpaest-g52pundhaser sqmamorihi masd déapileyag kefol6aian t he

bi | t el 11. | t 176, th i | i 13 t i
Thothor | or FRIEEEnG i e R REAR! sE T i e e E it B i Thmt ar mi ng
the updat edrusRit t£4SHWRLHRIsRESENS35Rec 2BHahAesHS &y t14SkRG T Bitnegse rewri ting

key 363 has been acquired via the antenna 112, and waits until it is
det er m neddibplagedquinskthandhas inkenmptice, Mehngtthss detrenitieel t hat the

user trustworthiness 10 information h een _acquired, the main control

ini t 131 aliSRRoBBSERESHr GRS I 1D S LRPNrY TAnGCL RS (Rer TP EtRor t hi ness
352 sty edihRokRBtNBA- CQBtack | £rGatdotfRihEsovesny| tteam ifgt hes updat ed
user trustworthiness 352 using the user trustworthiness rewiting key 363

cont ai ned tBuphwphbhavgesr eaf i rther npeioh-ofhpunehaseord of romi tthgl updat ed

i th trustworthir 352 staqred in th -contact | C card 146 th
advances pPUCBSERMGaFooB B G151 of PIESHEC GRPETHS WIRFIRIPT nOt

trustwort hipesso{ s f1PgrKEYsS8GD wABIePs QUMERS- AR 1NerhhsgathBA £F
completion of witing to the authentication server 41. This processing
correspondsot bet heder Lowt48EtebrEh@ (24roks dddcenbed7iZm.t he fol | owi ng, the
aut hent{ cati on_serv 41 that has acquired the ti,fication of conpletion
25 of 1 ting BRoYi GBS & YUMol ATy COmBIITSE  PrandZctir A b FRL I on
rewiting kexp38eHoubhagmeRe | kol £l erONHhe aNd kRSt 1HEFSiEbeqdel etion of
the tenporary commercial "transaction information 391 stored in the

non- cont acwhe€hear dr1nét 80 pnrshepeStBe, mehehandhseohasetl onithisl
deternines.m?ether,or not an instruction to delete the tenporary 73
commer ci al *PFEREEELPEN i nformati on has been acquired via the antenna 112,

and waits untifthbinési det€ETePeshd ML GHetitRdd RN thas ukekepnat agss

25 decided to purchase the merchandise then makes a request

to the point-of-purchase server 21 to purchase the
merchandise (arrow 373).

With respect to this, the point-of-purchase servef 21

makes a request to the mobile telephone 11 for the user

30 trustworthiness 352 in order to confirm whether or not the

user of the mobile telephone 11 is trustworthy as a person
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When it is determned that a tenporary commercial 5 transaction information
del etion instruction has been acquired (the tenporary comrerci al
transaction information rewiting key 362 has been acquired) , the nain
control unit 131 advances the processing to step S183, and the tenporary
commercial transaction information 391 stored in the 10 non-contact |1C card
146 is deleted using the acquired tenporary comrercial transaction
information rewiting key 362. The main control unit 131 that_has del eted

t he tenpordtyh coheR ot @lma ke s LAV ¢ i brivat BeBoan star el i 4he 15 -
non- cont acénéictq?e( dp%?@.lteheg?fgéﬁgﬁgs PfOGERSH N rggiﬁte%p %%4’ sdeell etes the
tenmporary comercial transaction rnformation rewiting key 627" %nd

provi des detestworenipeesizon Nwirekpealsieoto thikhte qud enbireati I16)server 41,
Thi s processing corresponds to the arrow 439 of FIG 24. 20 As described in
the foll owi ng, ThhPARITERRERIGP s Serdier4 21t hhathhas aze@nieed tHee del eti on

conpl etgd o ificati t.he i des notd.fication. of. conpletiaon of

pr ocesgsi ngu%]%;: ttLeu mv{)oﬁ]ceh%'}neﬁ%esgégéearici_éqrurflsrg@&[ gﬁggtkf%é‘l@r% ﬂfc rol unit
131 det er mhaissl @ aheierie Al A6t t PRt hbEERY A& nai8Y @t Feguektpi®cessi ng
has been acquired via the antenna 112, and waits until it i's determ ned

t hat acquisiheimsP ks tediephopieatd. fahdme caird tdeet hf hedtihntnurdeési cati on
of conpl et o) cessi ng has_been acguired, the in contr unit 131 30
Comm eres 188 PHREEERTEr MRl eSSt Ckat a1 I8, T i $1g)"

descriptiophés giovanew tfergfisence1to fdnawchapisvoliekl Gtnd? aguhd! G 28 of

trustworthi ness operation processing of the authentication server 41
carri e outdentifzpabiannnerbes 8blconr ceppadsai th Shisuseauveshi.ness
operation procgssing of the nobile telepho escribed above. First, in
step S201 of FI Qé%éﬁrﬁfuﬁﬂf : s%ﬂsgprfégﬁhéﬁﬁgc FFoﬁcgﬁ?Gﬁg %€ control s
the comunégadiodedt £ Gdiond hunbedet 81 nimad cahetikar oQE ﬁ@écé@@iﬁ% has been
an access 10 by the nobile tel ephone 11 using the processing of step S171
of FIG 25rehatidet erdi matichieaing amdaccbsgsgiag,beendnadelils awméted. Wen
it is deterninsd t.hat ere haé_b en an_access %%b%Y% nobi | e tel ephone 11,
the CPU 31141 aRAEESr TSP OLRESPhgP 15 RS S S&F v ,_§ﬁﬁl%§9%ﬁﬁ%§ i s made
to theiswbhhechebengonentdriatibhe BSWOrANGHTBIL al 1 L FSRRACI QN
information 391 stofed in the non-contact |IC card 146. This processing.
correspondsetatihg o tbesuinmerdf cammewcdd2 wfarda®t Pon afidepnavidesnt r ol

unit 131 of, th ile.tel ephone 11 20 that requested.the tenporary

Conmer oi al (B ARAERP GIPH TG PRAPPBATSAL ERERC POV Hos PR REQuesT ol
tenporary £QFBBh&tabnt kFaRsaELhENKEDf A6MAYERRLR9%789 L he aut henti cation
server 41 using the processing of Step S173 of FIG 25. 25 In step S203 the
CPU 311 contr®s shavrcdmiiGeal 2 prthaipurddg s idet dnfiores bileet BEB bs  not
temporgyy commercigl transaction,information 391 has, been_acquired, and

wai £ Tt 1 FORPE §ofepbr o MOtc ARt P ACHRFaTFORE NEGE | SRERCHFALES WhEN |1 is
det er m nedcbhak sbBRJL BFR UMM, SIUMRLEh8h 39 okl a1 gRGHE {AEREMBIELN 391 has
been acquired, the CPU 311 advances processing to Step S204, cal cul ates
store 75 forubdewtifyiessii8iharsiomgnatppegnenbetonstiwdaiazsed dhet he
acquired tenporary.co rcial transaction information 391, and updates the
store trusT%gFﬁﬁPﬁé§§ng§ Sst OFER | Madfe stthge® urkP i 3BASIBI ThEAEHY 311
with the updahedrstQEeohr UshitRbM ness n3nd (i fiely coy ol sethe coppyni cation
unit 324 in step S205 and nmakes a request to the nobile tel ephone 11 for
user t3ustidenhifidgsstinhonmmbeon35ThatlptbedssongheonorspontactoIChe
processing of .arraow 434 of FIG 24. 10 The main control unit 131 of the
mobi | e t el €phOne 4P1 thatNRaPOSSE5S o8 (He GREr USPIstRWTEIASEEE FRfor mati on
request thger-pre¥ikdes user trustworthiness information corresponding to the
request using the processing of step S175 in FIG 25. 15 In step S206, the
CPU 311 contr dI'se tthebtbemuel epltone LhiprdR4ded wsthotHet pupthasihhgt her or

not user trustworthiness_information has been acquired, and waits until it
i s det er ni hBECTREF18BqdPsi enenthasPuakAspngcenformation rewriting

30 key 361 then records the purchasing information 353 in the

non-contact IC card 146 using the purchasing information
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Wien it is determned that user trustworthiness 20 information has been
acquired, the CPU 311 advances the processing to step S207, and cal cul ates
and updates the user trustworthiness 352 using a prescribed nethod based on
t he acquired user trustworthiness information. The CPU 311 that has updated
the user trustworthiness 25 352 then advances processing to step S210 of
FIG 28, controls the conmunication unit 324, and provi des user
trustworthiness information contajning the updated user trustworthiness 352

aﬂd the usBRWFtbsRadiadhphesheaweni ity e 8o R IRE Swbheanelel Bphone 11.
Thi i i . | G 24.
76 ° ThoC nESLBEndie CPI (EPRANS chd BlIECREBERE®) Ao Bha B Lo VR Elnd o i e

the user txagtIgl Ehidpesviaber netidici beon utaoeplleha onSeF wrisimgrt hi ness
352 stored in the non-contact | C card 146 and provides this to the 5

aut hent i catPohhgepointaefupunghere prs¥essehg (8Xrowep78181 of FIG 26. In
step SZ11, th U ant.r.al s the ¢ ni_cation .unit .324 so, as.to

deter m'?sne whet rgéan 8%%#6‘:?0@&]’%}‘% %%ﬁoén az)gfg'po&rﬁ%e‘ﬁ]bﬁ%rbq lﬁﬁ?‘f?‘hjgr?ﬁs been
acquired, 8ng peihs-uptphrdRakb b&rdeterti pesvidas R6OUESEAEDOnNas taken
place. Wien it is determned that notification of conpletion of witing has
been acqui FeEPlehéCTRS PrimpAices tor beesuiligle dedephos®12] tanrewl s the

comuni cat i i 4. pr.ovides the tenporary co cial_transaction

“nfor mat; onCPhdid PRECSSEY SEEa D 1 B ErEo P T e pRa S T A P not  uct s
the nobi | eiset@fpbhDeree 1 IHénh deleipr dviRiclde ABeE &1 aCQBRELEI AbmbpIansaRt i On
information 391 stored in the non-contact I1C card 146. This processing

corr eskdbndeft prepespingedsi mgavti rad, owhes ki g e eph@oe ikknendie nai n
control unjit 131 of the n?bi le _tele h%ne 11 dﬂg'het es _the tenporary

conmer ci al PFPEREEERPORSLR 6Pﬁaﬂt|°oﬁu§§ 288i R§ tRE REGGPPRG i tEmorary

comer ci al transactd Plol A Bt Ofle SEMbL1HY HEYh 3B2rbASKE: Obt PRe
instruction fromthe authentication server 41, the processing advances to
25 step S1820wthErts 06, FHhd ldekatli BEG cdrplodt punchesifigcproéoasssngr ovi ded
to the aut hgn%'hcatign server 41. I? step S213, the CPU 311 controls the
conmuni cat Pon-ufi 1° ﬂlesBe ?pp8n8e &rm ne whet her or not deletion

conpl e1d on notrii&af idnshas sheethamdihl@sht Adunlk iR UBkidhe3dobli 1S

determ ned that acquisition has taken place. 77 When it is determ ned -

t hat del et tehepbapeellonansietki cuti vhradesbecommenicatiiont wetiCPtha11
advances processgn}? to steg. 821? controls the co nication unjt 324, and
provi des nBERFFE5t PRRS of “RohpT etd - D-NG 68EEIPRg L84y 02 FRESREBI FR®t el ephone
11. This p egﬁféswgpggt:hs%eowﬁ;épz&hﬂaomg%%waﬂc_zpio9@&&%&@%9&5“_G 24.
When t he U 311 provides notification of conpletion of procéssing, in step
S215, a deperahaatngningoredd inn .t Thehaidiert orf rmirchass woeteneds

oper at4on ocessing is, 10 | et e. en it is defermned not to be
cgrrpl e%de), Fhagéﬁf ?%ﬁurjert‘?.ijr %g‘nl%r Bﬁggg\?{%gﬂi%ﬂ & %F EF@Ies%¥dand t he
process frpartRgsengNVEH fiSrihst 1 @PeabedehEURRANe WENephohs dat epgi ned that

the trustworthiness operation processing is conplete, the CPU 311 ends the
15 trust wodeAFrébedopar &beodoglowdsgi.ng. I n the above, the nobile tel ephone

11 and the authenticatjion.server 41 u dﬁbe, h ?ues aof the user
t rust wor t hi nes nfg‘fpa%_%' g‘?épecc_fr?‘h& lnll_l‘tii ﬁ%ﬁ %E%%@F?EEFH he
results of obheFONFRE Ciral urers%@'aa%épéh&wi%si%%%ﬁ%%an Hds €B€8n
trustwort hi ness. The updated user trustworthiness 352 and store
trust wor t hange$r8g4 ane walidrs usedl idudsrietdemired thatmecqiuakitiansacti on.
has taken place.
When it is determined that the merchandise information
has been acquired, the main control unit 131 advances the
processing to svtep S3 and controls the LCD control unit 136
30 so that a screen corresponding to the acquired merchandise

information is displayed at the liquid crystal display 115.
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As in the above, it is possible to easily carry out safer electronic
commerci al transaction by identifying 25 purchasers of nerchandi se using
purchasing information 353 that is information the point-of-receipt server
31 of the point of receipt 30 where the nmerchandi se is delivered cannot
update without using a specific key and the card identification nunber 351
allotted to the non-contact I C 30 card 146 storing the purchasing
infornmati on 353. 78 Further, it i s possible to carry out safer electronic

it
comer ci al - £¥ aHS&&t i by dEat 26F athfF S sPhoMOf ned sPEECRagSerth@gi st er ed
for a servjge-pdafssh r i | onj rei

transacti ons c(::an 5 be H(%;%C} (Pa{a %3%( lysilgﬁdngc?%%%r'n%?fgﬁggﬁc lZ'isn%ser
trustwort hilmesstine sudle asmanmeaketshat rébusstntortied it leaniioda ok ead out
Wi t hout using a password etc. In the above, as shown in FIG 23, a '

descri pti oPeFEeHidedhERe $TPEG L reRpICEERIBRS D3 ThEpupenblaiagEo
i nf f ; I 100~ t . 1 i t i bl
but i1 & e tesinide Tuf RubEub BRI RREEON A B ARL s Pl AR 28 pur chaser

(i.e. transferIrpustdassng ithtomin cfoBirol ouanet hen deHtee)1 Prewe di ng the
perm ssion of the point-of-purchase 20 is received. 15 For exanple, as
shown in FPRSIIVLORHEWR W FontadenNdbbi B se@lapionBonritgrcbpstisering a

nobil e tel : rc L0g. C i se transfers_ purchasing
i nformati oﬁ‘&%‘g%&s o?&?ﬂ%’agﬁgn?%g%? %%Hg%‘ép}ggr o 146- §°t%o€8 {%)%%%? r
desti nati ostomdi teusevepbhiredd- 4nfarbaishebadest igrati ot A-€26Es

identification nunber (i.e. card identification nunber 351-4) is
overvvr]iotteWQ‘t”é‘k%% ?Y BRepwseRasi ng i nformation 453) with a purchasing card

identification,hunber, 353 (i. identification nu r 351-3) contained
in the pur chagﬁg ng i n%“c:)r I’Yélsl ong%%%%&grﬁﬁgst Sied Jf%q%e%%n?gg’ﬁt ac?t?%,e 25 card
146- 4 of theuétwosteingdest inabirpatAvh, | ecHel gPONecAtrd1( ayiqw #638) . The
poi nt - of - pur chase server 21 then nanages both the purchasing card

i dent i fi caddvan@esbehe (Precesskng i benstep c3di orrnuhderods wBye s t he

transfer d i nation. 30 ca identification nunmber (i.e. card

i dentifi ca‘tgif§ nulﬁ%c {;JFO%SY}&IE, tgﬁd C&roﬁﬁs&egb%ﬁ?cﬁggFglani Hfortidt i The 453

cont aiIfi ngarf@enn4 el Nubekasises c€Rehbdeaititsalbondwmieni(vig cxard

i dentification nunber 351-4) when a request is nade to the point-of-receipt

server 31 B®FWptkcitaspRg Tedundiat istoreTheuaseprshinpestinfetrat et i nati on

nobi l e tel -4 i s then_authenticated the rightful purchaser of
t he mrchaﬁ%ﬁ%f?g?%étﬁ% oé:r?dtg}lrsﬁ):\y\'lo (%g’)lna?sssagﬁéwf}?l%f {%Céesglng
poi nt - of - reset PEpSLAY o &hec%ﬁdderés‘ﬁgug ke eadw dent bEi pagi onp nugher 351-4

of the non-contact 1C card 146-4 of the transfer destination nobile
t el ephone d4saripedtie tlve piokieing, | Hiorawthent 463t ien ngether pdik chasi ng

i nf tion 45 t descr.iption is g f transf ing by th
L onhy eyt e8 b SR L i B ¥ S BT ot SRR (RECFESRe 'S oY 11
of FIG 30:pnstfbhiless BIheetridald ow e éma?mh&u%rgbb%agédthe

es

purchaser nobile tel ephone 11-3 and the transfer tination nobile
t el ephone 4n-this refpiesineand phevidesithiatticonhef mohélaobelephehephone 11

and FI G o _F may. . also. be cited for the configuration of the
pur chaserzlrriDbYJrée%%?e%%%‘ﬂ r}_ngJ_.@. and 20 the transfer destination nobile

tel ephone 11-4n step S6, the main control unit 131 determines whether

25 or not the requested store trustworthiness information has
been acquired, and waits until it is determined that
acqguisition has taken place.

When it 1is determined that the requested store
trustworthiness information has been aéquired, the main

30 control unit 131. advances the processing to step S7,

controls the LCD control unit 136, displays a screen
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First, in step S231, the main control unit 131 of the purchaser nobile

t el ephone 11-3 makes a request to the point-of-purchase server 21 via the
network 10 for perm ssion to transfer the purchasing information 353. 25 As
described in the foll ow ng, the point-of-purchase server 21 that has
acquired the transfer perm ssion requests the purchasing information 353
stored in the non-contact |1 C card 146-3 of the purchaser nobile tel ephone
11-3 and card identification nunber information containing the card 30

i denti fi cafQDFEIRAMEINSB5ILB. Bre  aGauwiings sEFPre hé rwgitwoediingsuni t 131

f th i - r 1
For thi 5 pOrTaer R0t Ao Ry o ahg L s R R0 pBr e affvalfind o0 !

i nf or mat i orhdgsrdsess Aoguic edepasd . Wahesussti thén dedisdgetigigh retk t hat
acqui sition has taken place. Wen it is determ ned that a request for the
pur chasi ngt ¢+ hht F vreBsd i mP oyt § e ¢ Ha Tatd bransu pan whedhest i on has

been acqui in_.s I I j 3 royvi des  t
pur cha?i ngéyl'en oo)dr %B(.)t %gﬁcﬁg%akggcgggggggﬁ%é%t}P%?%:%tc?rb#lﬁeur%esgﬁaﬁfegdf mation to
t he poi nt -9&=pai chase server 21 via the network 10. As described in the
foll owi ng, when the point-of-purchase server 21 that has acquired the

pur chasi ng i nflBifIgonwWBEB Idhds catenmdarad baeadiconuaentisys trsiathfasy nat i on

has carried out auythentication of the acgquired purchasing i.nformation 353
using the JC%rS;&el%grﬁ i%?’l:aé;aﬁi 8ﬁe_ngm5'?—> w%ﬁggénﬁﬁﬁtjg’?%éﬂn?ml a8 A ed card
identificatéon neesstdd,or fRE QMhiSP asnkeocautieit i aate &herpurghasi ng
information 353, card identification nunber information 20 containing the
card ilfentProeassbrg ninber s8sp- £5fta hetep a3 f desdesbedaeboveofariche

pur chasi ng_ihforpation 353 is requested. lp,step S234, the main control
uni t 131 g?é‘{%rgc%%r%}ﬁ%s%?oﬁ%%ﬂrégt%?eﬁ\%‘ﬁegﬁl-3 det ermi nes whether or not a

request 25 forrrd Btepcsy dthdend i icoatiren ayibari aéesmmihes wether transfer
destination has been acquired, and waits until it is determ ned that

acqui si ti o?r et ttakPnnehase. meichantdiss Hesedndmeatsahdmst nusiiest. for t he

d identlficalli J Nnf [ t t f 30 desti [ h
been acqui TAtH: the ik SEBHEIRS TR RE5EPAH0AAEC L bRRHIRFAAS o op 5235,

a detersmi neds6a 68 MRHerd8drioAs LApwhebhehyoh RQkrt B W anshar destination
nmobi | e tel ephone 11-4 is within comunication range of short-range wireless
communi catbpRrayindgethe rroratbcn kewsadd 6148- 8heandgdéial Mt itdre t hat this

is th ' ited. 5 th h bile tel ephone 11. d th
L anstor dORE AT GHO BT | o GRERE T o R G 1% WG 7 <ot hat

the non- cop@Gialds GakdqhdBtitsd Scr@?otiin@_ﬂ%@- hulrldina slh§ e $9BIUSY CASE ON T ange
of the non-contact |IC card 146-3, the CPU 161 of the non-contact |IC card

146- 3 det eRgxchasimg indirmmnitiaut viie the hduezk A0d Tl s fomscasmimipi n
contt o UnLeddoYids herng HL0seJ0PNLLE IRLD.COISL WOLL J3L Of (e
mobi | e tel ephonge bbitt-2RpREMNasd BBl GUHRIRRGALEQRired this
merchandise purchase- request then requests the user
trustworthiness 352 of the mobile telephone 11 as described
in the following. In step S10, the main control unit 131
25 determines whether or not a request for user trustworthiness
information has been acquired, and waits until it is
determined that acquisition has taken place.
When it 1is determined the wuser trustworthiness
information has been acquired, the main control unit 131
30 advances processing to step S11, and a determination is made

as to whether or not a password is set.
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15 range of short-range w rel ess communi cati on by the non-contact |1C card
146- 3 based on information provided by the CPU I61; the main control unit
131 advances the processing to step S236, controls the non-contact |1C card
146- 3, and nakes a request to the transfer destination 20 nobil e tel ephone
11-4 for card identification nunber information containing the card
identification nunber 351-4 using short-range wreless comuni cation. The

transfer destination nobile tel ephone 11-4 that has been requested for the
card identifi cEit§ dbSRUnPEs I HIbIeRT | DX 6% RSP ed P EME B | owi ng,
provi des tPSBF%H%e%}s%‘% Jeid qirgedgﬁéﬂi&a{%%‘?%'@eh',F‘fa?lrd”%'e% tadhe

pur chaser nobilI'e 't el"ephone 11-3 USThg Shori-rangé w rel"ess conmini cati on.
In step S28KertherasbtdsedHninedle Rl d8da DI s licquCliasein3fhanlkid e

tel ephone 11-3 controls the non-contact |IC card 146-3 so as to determ ne
whet her or in@reHeling ¢higeheithecatrsn B2 theunbBer GHFVRLEHNSTS t he
transf d i natipn,has_been_acquire n its til it i erm ned

t hat aé.jl(’qui gs%fo nhggl?aﬁ%ﬁebl%@%%%legéi?ef%eg@é%%rinj?n%%nt%%tss%gﬁ}cp

i dentificaihosuehrpelarmdmiaarei hpat fOf 4 basisvarsl ¢ gdeghipadiwehas been
acquired, the main control unit 13l advances processing to step S238, and
the card i geadinpcahisnuaanbéruphveortihineasadqdired for the transfer

desti nation isvﬂ rovi‘ged to the point:of-purc e server_21 via,the network
10. 10 As descli®Rd*Fn*Th e‘f%’FT@W%gl,nt% PROTht - 012 puf SRATEYREF Ve 21 that
has acquirgdttiye, aa<h idenki &f aaid pasRwaker i s Hidmdd 0p tof rbha tnansfer
destination updates the purchasing information 353 using the card

i denti ¥} catsen nunbstwasihinesnt &5%ed Thet Hea b q@omdd Far gniident3%i cati on
15 nunber inpfornation ener at.es purchasjng i nformati,on _453_cont ai ni ng the
card ident ?BFE&E?E& ﬁGXgEFe‘éSHb%,gﬁ%%espﬁ des %r?lpststzcot Pﬁegﬁgrcm‘ser nobi | e
t el ephone &3ndrbegetReropétdkidie g ehasmadinhanret Bon d&werhings key 361.
In step S239, the main control unit 131 of the purchaser 20 nobile

t el ephone whe8hdet ernhnéstivhepheswordnbasthecnptapiettedr chndi wgitaf or mati on
453 and pur c@a i”% i nfor r’rﬁti on rew.iting key 361 have been acquired, and
wai ts unti PREEL dPREFer i AEGSERAR e qui sition has taken place. Wen it is
deternmed thaghthe iupdat @t RHHEhessPEo28 kBl orRirmeAn3 @l Raighasi ng
information rewiting key 361 have been acquired, the main control unit 131
advances prooéseilnguntit si2p sgxancesFIpZo@Essingleter sitedt i i sthade as to

whet her or ,not %h transfer,destinati,on rrgbi | e tel ephone 11-§.is %/ithi n
communi cat BRYF ﬁ(ée RASHRHY -F2ngE 30" i 78T 285° eoftfitini tat PR by the

non- cont aCtth!rQ\?\%W %&rﬁ%ﬂs&ﬂ%ﬂ@ﬁe%mﬁ'@ééﬁkd hatotbés iins lizm? EREE IS
awai ted. 83 en it is determned that the transfer destination nobile
t el ephone btdidti-dnwiot fthe oerdmuiondttiodn undrigéd 31t-he main control unit 131

d i t t 42, t.r ol h - t. IC d 146-4,
Bnd pro%i des t RBCBS (HUSER Basc RS M WrhFORHASH JHed e pEFERAEPng
| nf or mat i ORrCRNel! b AhdeYndGhdx L phENSEI NS Bk hoReRBbLheck el ephone

11-4 using short-range w rel ess communi cation. As described in the
f ol | owi ng, belked candther rdestdsEiNOrahide skerphdde Wher proksded with

t he purchasing _infor ion_ 453 and th urchasing ipformation r iting key
361 T ocor AGSTRETUBAA SApUF BRaBAG PAROPRE: PORPASSERRAEREO: cORPact IC
card 146- 4pdsinngohReoaCEHY £ BB PWHRRTRIthBf 9F JBE & OTn & a8 idticpdskay 361.
When recording is conplete, 15 the purchasing information rewiting key 361

is del2ied, an@ucbhplet wbanoitws tdetpeirel pedvirdextapo Sllie ofufdaséB nobil e

tel ephone 11-3. In step S243, the main control unit 131 of the Rgrchas’er-
mobi | e t el &BRENE 1223S¥RRE r 6Bs NAte $Rfv- cBRBaPRinC Rt FAM6uRI 50184 as to

det erm ne ‘é/@‘gralf'l%ﬁesobf%@es%ﬂrxﬂ ircAtd gzgq{ﬁzlﬁd_oq@f writing has been

acquired, and waits until 1t 71 s determ ned at acquisition has taken
pl ace. Wen it Inhssidep S2di, nede tnfzaiin nohktbdainidn 1811 scqpieescrheiseri ti ng has
been acquired, the main control unit 131 25 advances {.:)rocessicgﬁi‘lto step

[

S244 and plrEWSEESTHhe PESGuPPEdS Hot P iCaitennBR ~EBHBREEI tn G W fing to the
pOi Nt - 84 - PURENAFR ¥ L8 his8) trustworthiness information containing

this user trustworthiness 352 to the point-of-purchase
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The poi nt-of - purchase server 21 that has acquired the notification of
conpletion of witing provides the 30 purchasing information rewiting key
361 to the purchaser 84 nobi | e tel ephone 11-3 and requests del etion of

the purchasing information 353. In step S245, the main control unit 131 of

t he purchaser nobile tel ephone 11-3 determ nes whether or not a request 5

for deletion of the purchasing information has been acquired fromthe

poi nt - of - purchase server 21, and waits until it is determ ned that

acqui si ti OIERT tak&dapltheenererki 10 sTRES A1 5AGRIP HIHAICOT TSRS t o del et e
ur chasi ng_| : I begn i , Eh in,control unit 131 10

gdvances %%%@%%&?Osgﬁ% %@4%@%%@ %ﬁ e kesfpgg g%ichasi ng i nformati on 353

stored in the Thenpedntaetf totretabel 46rFcitsRNothhe Pas chegiiged rdy mat i on
rewiting key 361. Wien deletion is conplete, in step S247, the main

control uri#gey FrYFNe sl vRS Bt ko Hwaipl @t i Biehaie fe maineh whethar 15

poi nt-@f -p S erver .and tr.anster Qcessing i.s C | et.e. Next,
transfgr pc?j%glggcsi%rq% B%gtrhégpt&%ﬁogjﬁiﬁuﬁgﬂﬁg@og&igrgiltre (e%cr%%f’y‘

cor r esponditiéh tithd nadst ef's IOESsHi el o the ﬁmbé,dx@oﬁ@{;grp@rteeé&eé‘t as

descri bed above is described 20 with reference to the flowharts of FIG 32
and FI G 3B maglesteptiseauobihe WCHemoNns lilhéopotard ofdenirichigat sanver 21
controls the connun%cati%n uni t 2%4.30 as .,to determn Wﬂﬁ%ﬂer or _not a
transfer JeFMRESi oA PediesC haS Bedh" 4eGui ?f5ﬂ1t P cHe et hobi | e

t el ephone dimiser amwh Wal 1St 28dUPbi thétnbs-dehesstned thal @gguisition has
taken place. Wien it is determned that a transfer perm ssion request has

been d8qui r ed,Int kepiSd Sa0thamedncesnthel prdsebdl dgteomines WwWasthennd a

request | Sormagl%tt Oatp:%q lérs%hafoel[ %Qisl %ard identification number
information has been acquired, and waits until it is
determined that acquisition has taken place. When it is
determined that a card identification number information
15 request has been acquired, the main control unit 131
advances processing to step S26, the card identification
number 351 is acquired from the non-contact IC card 146,
and card identification number information containing this
card identification number 351 is provided to the
20 point-of-purchase server 21 via the network 10. This
processing corresponds to the processing of arrow 377 of

FIG. 12.
After carrying out processing relating to sale of and
charging for the merchandise, the point-of-purchase server
25 21 that has acquired the card identification number
information generates the purchasing information 353
described above and provides this to the mobile telephone

11.

In step S27, themain control unit 131 determines whether

30 or not the purchasing information 353 has been acquired,

and waits until it is determined that acquisition has taken
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t el ephone 11-3 for the purchasing information 353 and the 30 card
identification nunber information containing the card identification nunber
351-3. 85 In step S233 of FIG 3, the purchaser nobile tel ephone 11-3
requested for the purchasing information 363 and the card identification
nunber information then provides the requested purchasing information 353
and card 5 identification nunber information. In step S263, the CPU 201
controls the communication unit 224 so as to determ ne whether or not the
pur chasi nP13¢%r HRenoH: 3sFehrreiner thaktite purrbashneiarfanmadriast i on has

been acqui 1 <N it ntil it i rmned. that 10 acguisidd on has

t aken pl apfé.?g\ﬂﬁgspg?%\?ias %}glt%erénﬁ f\%lc? ?ﬁgg%?ﬁéngtﬁ%‘ﬁa&cf%sg%ion?g?%;%édn 353 and
the card igedtiHd aatju@RedUpeehbBi et f Ormat hen B3 201radyaE@sibr ocessi ng
to step S264, purchasing information 353 corresponding to (having the sane
15 pur chasti® rerTeentaet ak§ ¢ardatébired purchasing information is
retriewed from,the storage uni 3, .and, the pur.chasi ng.i nf tion 353
provi d\esg by tkr?eheg"urrcsz %é%sr]lnr%b?%e% 8l gﬁﬁgﬁgsi‘f- Slgn(?rglg% Olndcegé{?fjiscati on

nunber 35lc@mshét @) re@d maihhomersl uaart 181 cafviaonrteruahepidd«ydmid on are 20
“authenticated using the retrieved purchasing information 353. In step S65,

t he CPU 2010 ditelr fidbes andenpsd fdcatdont hé pamphating ¢Afwrihtin®nis53 and
card identificati n er 351-3_are authenticate 25 en it i

ot er m necP TRELIT R HP AR IO Hate O 2559 el hICReREP AR he CPU
201 advances, MHIGLpIoRe@ sk n3t 88r$88BoneaNt 6 Al b8 ceaBIHG §Ald Ofpwini t 224,
and nmakes a request to the purchaser nobile tel ephone 11-3 for card

i dent i40i ca37dnofuid@r 12formation containing the card 30 identification
nunber 351-4 t he .transfer destinatiaon. I tep_S238 of FIG 30, the
pur chaser rmbioﬁrl'ée PR S PPES Fiovidest %g Fgageé?ﬁda%%?ﬂr?ﬁem? fication

nunber i nfoseaEi Ot 0bnt NeF t g 1Rt A8t igFat keRthAgt NEneRl NBroftduk chase
server 21. 5 In step S267, the CPU 201 controls the conmunication unit 224

so as to dedeifdeetipet hér compistticar dof denocéssangomnontsermélibe mat i on of
t he transfgr degtina#ion has been acquired, and waits until it is
det er m ned ?%%P %Bﬁu ftion has taken place. 10 Wien it is determ ned that

card igentifi m{geegrwpefhémaqrm@&heeogfuﬁi&elii aezkemidesly@nop has been
acquired, the CPU 201 advances processing to step S271 of FIG 33, and the

pur chasi nget nfiot neet bhi 358ies afdatmplesiog ¢fiepracesstegthds cademn nunber
351-4 cont ai ned ig t he, acqui red dentiji%f%kon nunber, i nfornati on
5

d 15
of the tranSfERFradsANhFRS sd%rl")‘ffgftrlﬁelﬁtflectﬁaré?lﬁbe BFREF O TR  ti ng key
361. Specihisati¥entPEab&PV Rdn OVEr V& §€6ethendd afﬁi\?rnéi@J?fi@@‘Hh&Q card

identification nunber (card identification nunber 351-4) with the
i denti fi ca®f crompireierorp0 foprohes punghess bgeraadgebnedi ried sitrpt 21 pur chasi ng

i nfor ion 353 so _as.to.gene updat ed rc i ng .informti 453.
Then,qﬁi s %I@EVEFopﬁéoéPﬂpégi{§f6658ﬂ§ﬁfhggﬁ éﬁgﬁﬁ¥EhH§F%gf?ﬁfornayion
453 to t_hes@UEQh_@é?ﬁiﬁ%@hbe.azéctr%eﬁprw}?ré@p&u&i_ thereyd thcfherpyr chasi ng
information rewiting key 361. The purchaser nobile tel ephoné 11-3 that has
acquired thetuptastiopurthazimpletmifar nafi pmo4B8sand e the chhgihg
i nfor ion rewiti K 1 n _provi h
I ntormati Ocrygta téf laey 131% E‘ % ugegv‘élgeer? c:tonefiu %agcgg processing

is complete by looking at the screen corresponding to this

25 notification of completion of processing.

The main control unit 131 displaying the screen
corresponding to the notification of completion of
processing then ends the purchasing processing.

In step S8 of FIG. 13, when it is determined that the

30 merchandise is not to be purchased, the main control unit

131 ends purchasing processing. Further, in step S23, when
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30 purchasing information 453 and the purchasing information 87 rewiting
key 36l to the transfer destination nobile tel ephone 11-4 for recording.

- When notification of conpletion of witing is acquired by the transfer
destination nobile tel ephone 11-4, in step 5 S244 of FIG 31, the purchaser
nmobi | e tel ephone 11-3 provides the notification of conpletion of witing.
In step S273, the CPU 201 controls the communication unit 224 so as to
determ ne gﬂether or not notification of conpletion of witing has been

acqui red, 5RA WY IMPRESYOTF 1§ S UefBIRPREd CRREC ACRET RITIIPFRZ taken

pl ace. Wen, Li+isqdeterm a LLi i : [ of iting has
been acqui?%g?t¥§% %gutg%?qgﬁ%gn%egqgk%%gggz%85ﬂ%ugggggg%7%ﬁjtHgy%urchasing
i nformat i cautkenticagedpy 36 niasirproontded taithe3puscdassyrcmdsing 15

t el ephone 11-3, and a request for deletion of the purchasing information
353 i s maderPe=ERePur chaser nobil e tel ephone 11-3. After the purchasing

nformag i on 353 ks deleted. (in5LeR: 241,01 FLG 31y ithe purehgoer mobile

t el ephone 11- provi et on conpletion notrfication

poi nt - of - pprobaseisgrvertRd. althetiePpcUon sdevéPUi Plec@béd 056 4ke
communi cation unit 224 so as to determ ne whether or not deletion
conpl et ontAOFPFFEaPPRA Fastheaprece®sied, ohnitoRi 34 tatstersSTtofs

determ ned.hoaly AGAIISIT] 0B BASLEKEN Y B¢k WISN1d L3, dghar ned ¢ hat

del etion conpl eti'on not'i ron been "acqui 1 €ed, advances

processi ngdéscsibpdSak6vel i GowdddeMeibéd witHetrerwireedd st €pe S265 of
FIG 32 that 30 purchasing information is not authenticated, the CPU 201
advanckl pféeesbrrf ©6 Ef€p $268, and processing of step 88  S276 is

proceeded to carryin prescrihe rrer_processing. ln,step S276,
t he CPU 201 dZ%%E%%hgglﬁﬁﬁgh%%Hdrtﬁ%tEkﬁeggia%gf%ﬁéﬁ?%g%%%ghﬁagéo%onplete.
Wien it issdevermunedefeimdnts RBetdaRl erendthe GRAWLEL resHr8sopeocessi ng

to step S261 of FIG 32, and the process fromthere onwards is repeated.
Further, whBHSEWAPLBLNGASOf infermaiadner PFoFdelesi ndy s s ermehddiei n step

S276, the n fer processiing. 10 Next., a descriptjon is given
wth referggg%ggénghgff$%§2§%$? %$q§$€§d3 o%h?r%ﬁ%?%?sb?%c% sfhapby t he
pur chak®r gebbFertel epbone 11-3 and transfer processing by the transfer

destination nobile tel ephone 11-4 executed to correspond to the transfer
processi ng by Wpen it 1s determined that a request for store

trustworthiness information has been acquired, the CPU 311
advances processing to step S42, store trustworthiness 354
of the point-of-purchase 20 stored in the storage unit 323
20 is acquired, store trustworthiness information containing
the store trustworthiness 354 is generated, and the
generated store trustworthiness information is provided to
the mobile telephone 11 via the network 10 by controlling
the communication unit 324. This processing corresponds to
25 the arrow 372 of FIG. 12.
The CPU 311 providing the store trustworthiness
information then advances the proceséing to step S43.
In step S41, when it is determined that a request for
store trustworthiness information has not been acquired,
30 the CPU 311 omits the processing of step S42, and processing

advances to step S43.
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15 point-of -purchase server 21. First, in step S291, the main control unit
131 of the transfer destination nobile tel ephone 11-4 controls the
.non-contact IC card 146-4 so that, as a result of the processing of step
S236 of FIG 30, a determnation is nade 20 as to whether or not a request
for card identification nunber information has been acquired fromthe
purchaser nobile tel ephone 11-3, with a determ nation this has been
acquired then being awaited. Wien it is determined that a request for the

card 25 ident il EaEPot hutber CPRidrindeteamhasspdEt i eirreet Stieeemi n

I I I . 9292, I he ., -
'S card 146 ROl ER IAFRRTRERohS BROVAGERY, BPBRGRSIn DRthaser

mobi | e t el ephosteed 1-Whdrs i 1 Bi de CORNE & atHN thangeo8ésshRgti 4 arge 30
wi rel ess conmuni cation by the non-contact |1C card 146-4, and awaits a
det er ni natfonished, tHhe GRU thel ceateurs® to Wiep t9Hd punc pessesailnd e

t el ephgne - the transfer, destinatign bil.e tel ephone, 11-4 are cl ose
to eac ot%%?r’hg_s%%t%ﬁéat ?Wéaﬁgﬁ-cjb%t 58?e|a%e§ar? ﬁ@%’ri sY668 ttond® within
the comuniged ifinsARUQtoEhd BA1RBRTLEHE Aind RaSH ih B HAD- fhetdt® U 161 of
the non-contact |C card 146-4 detects the non-contact 1C card 146-3 and

notifies theuseworthhness imformationsgproeidbnenprodgdosivgeands.is

det ined that th h bi t el eph 11-3. i i thi icati
ange based o2 ATNTES THE pPB T ABd BBy At RBTCPBEERE S| Ko WY ont rol

unit 131 ofxdberédapnsieesgentifgt itdn ppbinLsiel ephonesding advaimees
processing to step S293, and card identification nunber information

cont ailfi ngnethikl ¢ etpbepkoneal tl 4sletrddidord crbonmbley BSlertitied pridii ded to
t he purchagser 15 nobjle tel ephone 11-3 usj short-ra i L el ess
comuni cat?%%eﬁflnf%e{:ﬂoﬁb%oﬁf‘é‘ﬁ?h?ﬁgﬁa?g_ Eﬁ% 4?8Iﬂn§tgggs\£ﬁi ‘of FIG 31,
the purchaser piohid eihedephere , ldnd dpuoybdes the ;}&c}%-@f?um@a%@g

i nformation 453 and purchasing information rewiting key 361 provided by

the 20 poiservér Bulrchmseo be thercomumi ¢cdei on ansdtet2 destidedte mrimasbi | e

tel ephone 11-4. In step, S294, the in control unit, 131 of the transfer
dest!onatio %}E)ﬂeofeﬁ“g%h%n%éi"ﬁﬁt %%ﬁ?ﬁ’?ﬁ?%%e’rﬂ Imaki9hd'dsur chasi ng

i nforngti ohed93;88da684. bihbRe 1 PUL GhASSEe red nERDI t el ephanes and
pur chasi ng i nf o? ngti on rewriti ﬁg I%gy@%glerﬁla\?ggbggﬁtagaqui red, %El%érwai ts

until it imsedehendisednfloamaddgu sas beenhasyy ke (phaceneMtemdisés
nf or mat | G TSTFTTLRY 50 Yy SR e 06 WBBCHOBEqt: T BUSERARS kb IR ol uni
131 advancesyt he1PERRASTHEAI B S LPi e 90 aBdepesebds tihe wcg?és%’eéo
pur chasi ng i nformati on 453 using the acquired purchasing information
rewiting Reyciendigaelmbdrmziohon dtared ir3thadsanceget heipradz@ssing to
20 acquired, and is provided to the mobile telephone 11 via
the network 10 by controlling the communication unit 224.
The CPU 201 provided with the merchandise information
then advances the processing to step S63. Further, in step
S61, when it is determined that a request for merchandise
25 information has not been acquired, the CPU 201 omits the
processing of step $62, and processing advances to step 863.
In step S63, the CPU 201 controls the communication unit
224 and determines whether or not a request for purchasing
information provided by the processing of step S9 of FIG.

30 13 has been acquired.
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step S296, controls the non-contact |1 C card 146-4, nmakes 5 a determ nation
as to whether or not the purchaser nobile tel ephone 11-3 is within

comuni cation range of short-range w rel ess comuni cation by the
non-contact 1C card 146-4, and awaits a determ nation that this is the
case. Wen it is determned that the purchaser nobile 10 tel ephone 11-3 is
W thin conmuni cation range, the main control unit 131 advances processing
to step S287, j1provi des notification of conpletion of witing to the

pur chaser nobiihe CEUepAéndetarnintiethad i FAGUERE RF AFESHRI 3 rior mat i on
rewiting keyodhde a0 A4S IIAlST eLodn i RLACeSaldl. o8nflesstl bamd n the

above, it TS pOSSIJb e to trans pur asing rntormation fromthe purchaser

mobi | e t el ephamei ddt Boh oudhe 274nsf etegesEidnahtbionakedid ecdlephae 11-4 by
havi ng the point-of-purchase server 21 permt transfer. 20 In the above, a

descripti obb¢s gprbéhewhdred epheonsoi ntl of LpEceliserserf@BIS PGPS Doi nt of
recei pte 30, hpl ds_1he pur,chasing infar I | tin w.th the
purchassl nglliﬁlﬁ?%??r% ?%h%é 8?88%9?1{% ebgé(;sré%({)\én% té:(?t 951% car 184%q ei ng
del eted af¢eradebiwvery ef the.nepchandi se. However, 25 the present
invention is l;g}r/%no neans limted in this respect, and this electronic

commerci al trdisaniarswittdmtidy Beasiess!i fnedtsy Bét dHVIHy tHb

poi nt - of -rgcei pt ,serve 1 del ete.the chasi i i . 35A to
FIG 35D a ev%éj\%ﬁ&oé\?ﬁﬁp%%%%pﬁés_%QEPI%%%QQIBB?%@ Qgﬁlgwéeﬂrbo I%l:%% t el ephone
11, point - ohfrpumehass SSAvLIn Ay thel fteoftreswiPitistiaes 33k tanthe

aut hentication server 91 41 respectively in a state before the user of

t he nolfl | epoéhephfnputchaseFrserverpdichases merchandi se. Conparing with the

case of FIG Ato F D, bile tel ephone 11 shown in FIG 35A s
the same as the* 55 %}' t]téﬁeeghgmﬁoagr?ﬁ&eﬂ‘ﬁﬁ?mgupéﬁna}egfﬁgur&le%/ i s not
hel d, and phg RQJ NisokcPld&tsriSer WBEtRErofoF| fot 33B Jue siteel saseras the
poi nt - of - purchase server 21 of FIG 11B, and a purchasing information

rewiting keys8eertbinesd. inHegp@itionof3¥2chapt beenvaca agd FI&A35C i s
different 10.fromthe case of, K FIG .11C in that the purchasj I rmation
rewiting KQ#%TH%%'ELM‘% Hé&) &i'et]eﬁrn'tlme ct aet, adcs&“h]éssjt Ji%?él%g%‘lhgéﬁol | ow ng,

the tepporgnyceomercial transaction information 391 is also not used and

t he point-of-receipt server 31 also does not hold the tenporary comerci al
When it is determined that user trustworthiness

information has been acquired, the CPU 201 advances the
processing to step S66, extracts user trustworthiness 352
from the acquired user trustworthiness information, and

20 determines trustworthiness of the user of the mobille
telephone 11.

In step S67, a determination is made as to whether or
not to make a sale of the merchandise to the user of the
mobile telephone 11, and when it is determined to make a

25 sale, processing advances to step S71 of FIG. 17.

In step S71 of FIG. 17, the CPU 201 controls the
communication unit 224 so as to make a request for card
identification number information of the non-contact IC
card 146 built-into the mobile telephone 11. This processing

30 corresponds to the processing of arrow 376 of FIG. 12.
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15 transaction information rewiting key 362. Simlarly, the authentication
server 41 of FIG 35D holds the user trustworthiness rewiting key 363 but
differs fromthe case in FIG 11D in that a tenporary conmerci al
transaction information rewiting key 362 is not held. 20 Next, a
description is given of a further exanple of the flow of processing of the
nobi | e tel ephone 11, point-of-purchase server 21 and authentication server
41 relating to the sale of merchandise in the el ectronic conmercial
transacti on sy§ emndorm ®lth thdsskeanesh  FLG sbep 3886 .of Fithe Iase of FIG

36 also, the flow of .processi el.at.in 0.t he sal,e of rchandise is
subst anti aﬁr}f?/m?%g%oé}%rogsupé}:% oggts}ée gﬁ%ﬁ%ei elﬁ%or&ez'lfﬁa% ,eﬁ he mobil e
t el ephone dar@cqui d&st £ PELL BOnt I uptiBELhi NesFoehatthenPoi My of -ynl chase 20
fromthe authentication server 41 (arrow 481 and arrow 482) and an 92

order for pédinherirudibese ssetwuerd2hit h t he poi nt - of - purchase server 21
(arrow.483) after _confjim r or, not the point-of-purchase 20 can be
rusted The dsortepaidmpim L 0duashe oha i ipRunces BERg aiie

poi nt - of - P LhAsQ sS@LVaEtdtmBasegnaRhbhi srreauesird afdé?i"éﬁ%aﬁf‘ido@r row

485), the card identification nunber 351 is provided to the

poi nt - of - prurethers 6 ndfarmmat i paovdwedSBy atite avotdw el 88 epandeplit diasi ng

i nformati %353 corr.es%gndi ng to.the cormfrci al, traniact ion for this tinme

i s acquir FAD EEAPGRCHe8) ntoWe LS WitEt £hi siS dPFFEFTHGSEr orftthe case of

FIG 12, theqpodt+Oh-pals chagensgiyes. 21 provides the purchasing
information rewiting key 361 to the nobile tel ephone 11 an instructs the
del et ilén of tHhehepurithasbngetemrimed orh853th6 (alrd piderizist imptidor mat i on
353 that is no | onger of use) correspondin o the preyious comerci al
transacti dﬁu’@%ﬁ‘?d\ﬁ atiopdagpBPER ?‘é‘ﬁ‘é’pﬁ%‘ie the Fﬁgnzgglﬁ@“?%

pur chasi ngyj 9805 SRk & OF 353 6 051 £5PONKl i &0 d D16, P GV Oy FOMRY L @l 20
transacti on based onh this instruction, and provides del etion conpfetion
noti fi cat ipro¢ess hmg pmngtidfutpurg paseeseingr r@lat angove 4%@) saTheof

poi nt - of - purchase server 21 receives this, provides notification of

conpl et i oMSFCRARAE28i ng to the nobile tel ephone 11 (arrow 491) and 25
conpl S proGasH : QW i dascription with
refer glsge to the fr%umiﬁgﬁgg%gg%?%gégi %@E{e%ls&gg g% pczjrngphlasi ng JI|E}§ocessi ng
of the nobstept8léphahe TPU A20ksgenptribtesi purmkagiren Tofowmspohanng to the
flowcharts FJ|G , 13 and FIG 14 as 30 necessary. 93 The processing from
step S311 BFLEFHI3FC c?aéteepogs@rfr(‘flhalﬂldése:s?%ytpﬁé PSR SERr RPEni t 131

of the nobj han I {0 I SHiE 1 of FIG
13 to stepéés%igjfgﬁ G %fglr?nu?lg{ %%gggg’ltﬁr%%h;?s‘?ﬁ&%aﬁhgg (?ésnt %‘?% ore
omtted frourdtihssiesiorigmaoni oNdrsepyovidedtisp tE&lhobdlet epl &S 3nef FI G

37, t majdf C'Ontﬁ')gele uni t %31 acquires purchasinpg infornmation fromthe

poi nt -f - ptit HFsEPSePFEFOSE SAFURSHIEQYRS tHiF et 1PhERFi jRATCR YRRl di spl ay
115, and a i ront i i i f i i ng at
the store fruerapirhnass i Brorrat s oh Tt L 5re B i "
S320 and stEpafiBed 878FbEG FB8, fLBe main control unit 131 detern nes whet her
or not to purchase nerchandise. In step S322 to step S327, requested user

t rust wor t hi nesis? 15§t trat Hom FBU pf GWREREL A¢H €ith S0P aReN3ePIS331 of
FIG 39, t d fdept Lf) |, Qk nher .. nfo t kAN, LS+ QRrovi ded.
In step Sg%f%%ﬁ%‘?é%ﬁsggﬁﬁﬂ?%g Eb%v?ggﬂﬁhggﬁgﬁgﬁnah%f %rggm%?o%giggrecorded,
and ndl fidetéemmingé ehephetri wr ofotwwr hoth@icatpoavicdeddnpldieion of

poi nt - of - purchase 20 server 21. As described in the follow ng, the
poi nt - of - pUiFthiRe odethe Purchasdniafarnartieq Ruayifiad o ddig Babble

conpl et on, of 44 5NG 1PN dSeh e AGRAST g, d Nl 01 PBY LR e thgg key 361
to the nobrTe tTéelephone , and a requést i s nade .
determined that acquisition has taken place.
_ When it is determined that notification of completion
30 of writing has been acquired, in step S76, the CPU 201

generates notification of completion of processing, and
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25 for purchasing information for which commercial transaction conpletion
is finished is made. In step S335, the main control unit 131 of the nobile
t el ephone 11 determ nes whether or not a request for deletion of purchasing
information for which commercial 30 transaction conpletion is finished has
been acquired from94 the point-of-purchase server 21, and waits until it
is determ ned that acquisition has taken place. Wien it is determ ned that
a request to delete the purchasing information rewiting key 361 and

pur chasi ngcON AP b neh§ GPHBINIGHtEPTE otidr €24l serafsketRenv kit on i s

fini shed Mascbeen.ogui [9d s i ot goluntf,d31adyances, the

processi ng , an rchasi ng infornatl 37stored’in the

non- cont actelépland 114614 ehewid i €10 10E I iad pkbaBsathyMts fostsoradd eady been
conpleted 10 is deleted using the acquired purchasing information rewiting

key 361. VWentliel ereeessingonpl @reowi A88tep 387, 12he main control unit 131

del et ex t he put.c j Lnformation.rewiting_key 361 and del etion

conpl et%i on noﬁl}%]éﬁaidlﬁgglli éop‘?ﬁgﬁ}b%&"et SOFﬁgl%gtﬁg’Pnf’-%o‘f -r&%f%tﬁja%% %ferver 21.
In step S3§:8®céi§siﬂ%tb§ §@581 06d St 8en BAvRhcEE Goldtephgrmain control wunit
131 determ nes whether or not notification of conpletion of processing

provi ded by t el gdisterdcernsvinasef ssaprSPl dad Keenl @cqiigredit aigl waits 20

until it i eterm ned,.that_acqui siition . has taken place. \\en it is

deterninedé?ﬁ%fmh%?afggﬁﬁid%e5$h%%$b?%tﬁﬁn %?tpESbQ% i 19 fas ?éﬁﬁ?racquired,

in step SSégrrﬂﬁnéﬁno&@eeﬁa&e Hodd«i B L rOls telCeeb4ort PEG TR &, Cid ol unit
e

131 controls t CD control "unit 136, the acquired notification 25 of
conpl etd onCBY PPbcadvangessthespragedsangt he bigpi 87¢r 9§t ALGdi 3fl.ay 115,

and rchasin rocessi i . . The ,aut hentj cati on rver 41
execgges sflor gIrFIsL?I&p\?\%? ?gltkieségﬂﬁ%ogjﬁ ﬁﬁFF&ﬁ‘l&L’é&v‘f’l&?hﬁef)Iroorc@gi %’i};{es
correspondpRgc¥ktnghe spurichasict MRGESSE NYsbyetBenToRly &3 tehephone 11

descri bed. above. However, this processing is the sane as the case descri bed
with referpneeessingiei 930t fiigvctiead, ¢heFp&ocessiagdoift steps8fipefon is

desor bed SbBvet ke sar e RPOcES TRy o THE S ot S o FHAR LS e ver 21
executesl spsagep@at@fLespond to the store trustworthiness information,
provi di ng processing by the authentication server 41 is described with
reference to tPwrthencwaenslbfiskled e med tERG tHd saAedgsocessomgi S now
given Corrﬁggoggkgghgg,tpgefkgwcggitgnds the sales processing.
In the above manner, the user of the mobile telephone
11 purchases the intended merchandise from the
20 point-of-purchase 20.
- Next, a description is given with reference to FIG. 18
of the flow of processing of the mobile telephone 11,
point—of—purc_hase server 21 and point~of-receipt server 31
while a user of the mobile telephone 11 purchasing
25 merchandise is receiving the purchased merchandise.
In order to receive the purchased merchandise, the user
of the mobile telephone 11 that has purchased the
merchandise as described above goes to either the nearest
point of receipt 30 or to a point of receipt 30 designated
30 in advance by the point-of-purchase 20. The user then

positions the mobile telephone 11 in the vicinity of the
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10 FIG 16 and FIG 17 as necessary. The processing fromstep S351 of FIG
40 to step S363 of FIG 41 by the CPU 201 of the point-of-purchase server
21 corresponds to the processing of step S61 of FIG 16 to step S75 of FIG
17, is the sane processing, and is therefore 15 omtted fromthis
description. Nanely, in step S351 and step S352 of FIG 40, the CPU 201
provi des nerchandi se i nformati on based on a request. In step S353, it is
det erm ned whether or not a request to purchase nerchandise is acquired. In
step S354 HhdcancdresaEs,; /w20l ieser2 1o wdt wivet ponsss dfnfrecedpitoseiryeacqui red

fromthe i,le telephone 11. In step S356, trustworthiness i s determ ned,

and | n st obt dEBEALILAE, HitRT TR I8 FRGBIR P4 vHGL RS T LA THEr chand se
is sold. Mhen owschandicseal-g 106 3A1%-iidt SRR m3pdietthel 0k 125 carries
out error processing. Wien nerchandise is sold, in step S359 and step S360

of FIG 4lincahe viemity caf i the nitrbeard nfeadat /[voniter a28%i red fromthe
nobi | e _t el ephone 11. After purchasing/ chgrg%ggqprocess,ioggﬁlzs carried out in
step S361, pultiflsithg PRPGFRBEAGR 1S GRFRr P ERD FTARY i s

provi ded {0, 4dien 0D | &, telaphone Mo 961nd¥drddbigien 363y tha CPU 201

controls the communi cati on as to determne whether or not
not i fi cat iamoquirespprehaedngfimic tnaigl dra35Besrd aggdiirdetht idnidcatdidrs until it

is determ ned that acquisition has taken 5 place. \f&en éng is determ ned
that noti fiH'eBR$HATFOIEGTHHOS (SR B dGN 4 HE ddLHBEAREEBP F e F TG CPU 201

advances procass i I mlef $364a 80RLEOLE. Lhe AN GA A A0y 224,

provi des e purchasing Information rewiting 1 10 tot pur chaser
nobi | 40t elepdotiee 11¢ veakdepkesite r el st(afrarowdalOdt iamd efr yuw clids)i.ng
information for which comrercial transaction conpletion is finished to the
pur chaser nobiThe t(RYEPvHe rece 1Rt SfFMes P sitde tsive Femigeddhe he main

control un of Lhe st=el ephpn 1 t A, BCE he
request f%ﬁfjeﬁael%?% oPkggﬁngﬁgg%}ngﬂﬁi%nf or na??%nC%%?J whi ¢ talg%%éetr%%r{al
transact i ofmumeap! einformst {omi shetrdlel ieteast jfiredtaisémg riunikos rmat3 50 f or
conpl eted comerci al. transaction. Wen deletion is, conplete, in step S337,
del etion CRFBPEERSN RF HRTMTatinER e tirsyi ded t bl tPe FHERRATLHUr chase

servers2l 1 FoSheP: SR %o WA drPtp20doRta L RE RAL LR L1 Ry i SRfyer 21

control’s the conmunr cation Uit SO as t% et erm ne” whet her or not

del eti on cohsplele odanot | Ebeaebponbisagheen 2% aaguuiedd gndeateddinaintil it
is determned that acquisition has taken place, Wen it is_determ ned that
del eti on cbPHPENABRORGTY feanitdie Rasnbrefi-REgGRASH, Saee Ry PO dtlvances

processi ng p , as in the case of step S76 of 30 FIG 17,
control s t%éegc%}r}?m%?gg i%ﬁgﬂhit 224, and provi des 97

The point-of-receipt server 31 then compares the

20 purchasing information 353 and the card identification
number 351 acquired from the mobile telephone 11 and the
purchasing information 353 acquired from the
point-of-purchase server 21, and authenticates the user of
the mobile telephone 11.

25. When the user is determined to be the purchaser of the
merchandise, the point-of-receipt server 31 notifies the
point-of-purchase server 21 that confirmation processing
is complete (arrow 405).

The point-of-receipt server 31 then provides the

30 purchasing information rewriting key 361 to the mobile

telephone 11 (arrow 406), and purchasing information 353
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. notification of conpletion of processing to the nobile tel ephone 11. Next,
in step S367, as in the case of step S77 of FIG 17, the CPU 201 determ nes
whet her or not sales processing 5 is finished. Wien it is determ ned that
the processing is not finished, the processing of step S351 of FIG 40 is
returned to and processing fromthere onwards is repeated. Further, when it
is determ ned that the sal es processing has finished, the CPU 201 ends the
sal es processing. 10 In the above, processing relating to purchasing and
sal e of nmevteteedi so thecapnrednbact KExtcards ldibovws idelmited 4x tde
~ descriptiaon.is., give orresponding to the case of FIG 18 of the flow of
processindmﬁ%%hgr?%geé?o?%e ﬂbbile t el ephone 11, 15 poi nt-of - purchase
server 21, poitHe OhobeLei Re1ephvale 3 @ikh aykhepkscahieo ﬁ%ﬁ’a@ﬁrﬁ% execut ed
whil e delivering the nerchandise. In the case in FIG 42, as in the case in
FIG 18, wiforhet hon-Tohtusding €CheaadqtdBedspposha § omed niigdmaioimruni cat i on
20 range of short-range wireless_ co nication,of the IC card reader/witer
275, tHe p’E)‘?"HE%B:I‘@‘HgE%Y p?vg]séﬂﬁeﬁhﬁl t ésn‘gﬁhFElPEI SPHHNPEAE S 5 1'iefPFthe
proximty of - sRkesna {ﬁﬂ&%&#&n(@é&%ﬂé) kP03 8L Al s deam (fd ow 502)
t he nobi |l € tel ephong 11 purchasing infornmation 353 and the card 25
i denti fi catoohf hoaabion 35 .cohplesiest dfs delien imadé st proviededi b -tdfe pur chase
server 21 for purchasing informatign 353 corrﬁ§ onding to the acquired
purchasingp?h?gTﬂgff%ﬁegBE ?%FV%R/%@B??rﬁﬁH ¢ iE'is acquired (arrow 504)
The pur chasi ngridf 08 iyt i oL 383 A0d 30 ¢k &1 dend i FhLatd o, Mrubern 351
acquired fromthe nobile tel ephone 11 are then authenticated using the
pur chaldl ngd@Bet ionformzl e toior85® tddidateicf thent benpoanés ofenqpruxdrase server
21 and notification_of conpletion of processing is provided to the

pOi nt - of - pEPEASEE. 3br vEF ABBACEPBW SOEL M ARERThot1T] c PRI LIIEGRPI etion of
Pr 0cessi G, j g0 BBt O%h I8y { 0cit D POL AL 0L PYE CERS GyoRYaL e Blur Liige BT 0CESSIT NG

is conplete out the point-of-recelpt server 31 instructing the nobile
t el ephone 204 4wnddetetedébetipiscbasting mob bl ¢t ¢ DepBoPe 0X1 prayetheny t he
tenporary commercial transaction information 391 as in the case in FIG 18.
10 DifferiWythr & hESRRSEAEY FIEMERSidthek TAGEALARR ofP BRI X B3RP Rt i on of
processy ng,.j ir i.nt.: 0 rchase server 21 provides purchasing
irﬁ(nréiioﬁéggge?gbtEgyaggﬁeggkggrigﬁgzérver 41. Wen the purchasing

i nformati on 35hé stagppraeyd, cotee act henttemsaonidd Sefoemadionpdlat es t he

store trustworthiness informtion 354 based on thigﬂgyrchasjng i nformation
353. A dest?i FPMBAIEEISF Gt veRoHRt AdpBLdfdREe §F tiRet hcing 1t FIG 43

of nerchangj Legej i r.fQr. j e e 11
oxecut od W TEE RSB ePRECBRSENAT MG AN CIRS cRX LEG TUNCS LRECPI0F
descri pti oafi shaomobiventebeprspentingutohabedf thacharth&héi sd9and

necesgﬁ{y. The processing of step S381 and step 382 of FIG 43 by the main
contr unft UBASHIOTHelR®®S | A o fOBL it idhoRdsttectpat bBeessi ng

of step 59 of‘@@ogt ?Ru@%%ﬁi%fing%ﬁ'tﬁ th écﬁ\gﬁn{fcfé‘fetPéﬁggggjséjﬁ’fﬁgd s

therefore omtte romthi's description. y, In step mai n
control unthid3dimé fidretihrebréeitblepbonef thecontinalsft-pernhaseondact |1 C
card 146 so as to determ ne whether or not a request for card 30

i denti fi cati onTnBePlef creeRRRMNontai Hi%y TRECFEBCHAN nBrP¥H8Pfati on 353
and card 'Qéﬂ{ab%?@ 'c%&m@f@}%ﬁ ansaction information 391 in the

25 non-contact IC card 146 using the acquired temporary
commercial transaction information rewriting key 362. When
recording is complete, the mobile telephone 11 deletes the
temporary commercial transaction information rewriting key
362, and provides the notification of completion of writing

30 to the point-of-receipt server 31 (arrow 409) so as to
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351 has been acquired fromthe point-of-receipt server 31, and waits until
it is determned that acquisition has taken place. Wien it is determ ned
that a request for the purchasing 5 information 353 and the card

i dentification nunber information has been acquired, in step S 382, the
main control unit 13l controls the non-contact 1C card 14 6, and provides
card identification nunber information containing the purchasing
information 353, and card identification 10 nunber 351 to the

poi nt - of - reempbeteernmaceslsintenetliad ipgr chasilndinior vaeirono 853 kthd t he
card identificati on nunber information are provided to the point-of-receipt
server 31,m%¥??%?§hF?y fromthe case of FIG 19, the main control unit 131
ends ner chandifge reeaiPlo A5 HEQLSS Sédive NeXt , t1Ba lasLd i 0ird§ Wieen with
reference to the flowhart of FIG 44 of nerchandi se delivery processing
per f or med hytifecadion-af qospdightioperferr dxistatéensends ruPeFFEZPHond Wi th
t he nerchandj se, rec ipé Rrocessin% of %Fe 20 aniIe tel ephone 11. A

descri pti ohe+3t1B% §PVRAREOPPe8B6AdPRg RS PRECRABACASFts FIG 20 and FIG
21 as necessaryhed g UACESSINY fd10Pe eRSARANHI NSt €BvEF0% f Fh & 44 by
the CPU 251 of the point-of-receipt server 31 corrésponds 25 to the
processi ngnefckapdi St 1is t oomp ket S1 2hefusEirGof20hei mob hke stakepr@ressi ng,
and is therefore omtted fromthig desgription.. Nangely, .in step S401 to
step S403 5)? HEL S t?’ﬁep égigr%éé‘aé%:e?ﬁjg§9mtn€héﬁd:%ﬁsr €fromthe
mobi | e tel gghppe 30,.ddthe gdrchasing information 353 and the card
identification nunber information. In the . processing of 100 step S404 and
step HD5, purtihasfobylowing masi andescrispdomi with oré havémgethe thee
purchasing_identifier as% t he gﬁgchas'n i.nformati on 353 acguired fromthe
mobi | e tel pRBAR2TE PE FEGu i 156 RECEAPHUPERAGEESLBAVR 5 21 and
I's acquirednel RopigR PA96 RRASHER S407, the CPU 251 carries out

aut henti cation processing. In the case of authentication, the processing

advances to stBprS$4p8innstepi 8alj obhefmebnptent ool ohnptot@dssofigths provi ded
to the 10 .poj nt-of - purchase server 21 and the rocessingg§g¥gnces to step

S410. WhenMPROLE FeLRBRERE Hehakas Snde he BREE AEh R diit efi8p 5409,

error oc i Bg.-L ri , S$) e 0 e 10. In
tep S0 o5 PnrpRacRECEes: P B R e At IR R BTt he

poi nt - of - r eaedptideatiédcat idet aumbees infierhetion hets beeshandiuseedel i very
processing is conplete. Wien it is determned not tq he conplete, the CPU

251 retur n¥ipr BRBsBPRGCPBEAEEPI SUBAT akif tife thiSo YdSS SN PENEPE Sfivar ds i s
r epeat ed. h st Al t er,nyned: tha g o] i L

conpl et e, Eﬁghcg%ag 1985 gefﬁgqﬁérgﬁgnggéggngﬁsgrggp?%cgggéﬁggnéﬁe

foll ow ng thaa degalisptiion \hatsh traddeer grieeet.o the fl owmchart of FIG 45 of

pur ch ng i nformatjon providi ng processin erfornmed by the ,
poi nt -ai(#-pur ch‘fi@%nsjefr\}érdﬂ?n%gﬁdd@é%? iangS epE R TV BRIEBAPERFondi ng to
the flowchaple EhGr 2n a35BECE88AM ¥nelNEaRHOCEEEhRriEARI SHEPLIABALL O ST Ep
S433 of FI%. Eghbyltﬁé poi nt - of - purchase server 21 corresponds to the
pr ocessi ngiafosiem 18h5 hatso beeep aStml refd, FitBe R31ini sonheoiameiB0lpidocessi ng,
and is therefore omtted fromthis description, 101
advances processing to step S92, controls the CPU 161 of
the non-contact IC card 146, and provides card
25 identification number information containing the requested
purchasing information 353, and card identification number
351 to the point-of-receipt server 31. This processing
corresponds to the processing of arrow 402 of FIG. 18.
The point-of-receipt server 31 that has acquired the
30 purchasing information 353 and the card identification

number information the carries out authentication
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Nanely, in step S431, the CPU 201 of the point-of-purchase server 21

det erm nes whether or not a request for the purchasing information 353 is
acquired fromthe point-of-receipt server 31 and awaits determ nation 5
that this is the case. Wien this is determ ned to be acquired, processing
advances to step S432, and the requested purchasing information is supplied
to the point-of-receipt server 31. In step $S433, the CPU 201 determ nes
whet her or not 10 notification of conpletion of confirmati on processing has
been acquiPeecéssing henpbhat ueerr efetpe swbide Ielepidniltls. UMren it is

det er mi ned_t hat isition has.taken, pl ace, Wen, it .is deternined that
ot 11 cat | BHEOFREEHBE LoD e GPRBBREEY nbo? DFCRFORBO 7 e8 BRANIEE the CPU
201 advancege 1puPEREESSY Noh £ Ordd €00 54B8fom CORE NbIS1 1 dercnaprph&ati on unit

224, and provides the same purchasing information 353 as is provided to the
poi nt - of - receilt s¢epv8P331the maliem aonheptivatitob seongrods the GFép S435,

t he CPY 20 t ' whet h t hasi i_nf ti i di
or cosdl ngTFb o FRERER At L S5 o oA (ot CEREMSPRCLASI R [ not -
fini shed, <9£C}F@é%'n”gnEEEHF:E?Loh?tétd’eqé@%h@”?u?&ﬁﬁ@%ﬁb”ﬂuf&ﬂﬂ&%b@ﬁe onwar ds

is repeated. Further, when it is determned that the processing has 25
fini shed, téerCPih@Odeemil thremuhehpsing-ioff-oeretiptnspreoeirdBhgapdocessi ng.

Store trustworthi ness, updat rocessi performed by the authentjcation
server 41 eRhecorzanasiy PB%GEWPE$BBnﬁ o%ﬁﬁ¥bﬁﬁ§i ?4%cﬁ%éIV%h£iroviding
processi ngypet i of pred 3@e9¥rﬁ1{&?ecﬂ’°tl'i‘$tOéc':cgﬁ'{ﬂ‘é‘:‘?@nsﬁéé’efa]@én sgEébed above
is described with reference to the flowhart of FIG 46. 10 First, in

step SUb1l, theWiERl idlisodetdenmedamtatcahi imsseuveiodtadetletslesthhe
communi cation unit 324, a determ nation is nade as .to whether or not

pyrchasingpPﬁFBFﬁﬁPgoh“§%§m%F%9@pﬁﬁFtﬂ?qqu§ﬂﬁﬂﬁﬁ§QﬂiﬂﬁﬂrEH8§E §@reer 5 31
via the n%ggékeég mgﬁ%ﬂ%bis%ﬁgﬂténﬂsgew pRLIRN 4 BaLt B S has

been acquir Is awalte enit Is termned that the purchasing
i nf or mat i oan3531 dhsadeatt e guiored,s inke t P&k 83 15 By e qdrsocesCRY to step

S452, calculates the extent of change in store 10 trustworthjness 354 for

this tinme badedf o REracHmtPES Eﬁr%%%gi%ﬁfd G REL-PSASIBATCBAG BBdat es t he
store {gusinepihALReSH %ﬁ&%@g%ﬁ%@%%@%ﬁﬁ%& rdhigi EPHg311 for

whi ch the store trustworthine een up d the advances™t he
processi ngkeg 3tépaB4blraddatStiet eamenédimehet her or not processing is
conpl ete. Wen processing is, deternined not to be conplete, step_S451 is
returned to, afaeRreRE3Lify if oFPERERES oNhAR(BAEE P@ggé?%dPnFErﬁﬁér, when

i detepnhoed: bhale ki acer U0yba-CaMRESkerct i CRY 31, gds he

store trus i ness 20 processing. Int ove, processing

rel ati ng t ehbapdirBgaeray ahfoemabandi sewiritdagr keg 66L. ubledt inashsehown in
FI G ég a description_is given corresponding to, the case of FIG 24 of the
f1 ow of0 2598168498 MPBPRATE dRshiie et &PBpFIHRL Q11 o P YT IRATHEAT £eat i on

server 41 £gLabbifLe-updebing gbrUser sir y3hwehbnbnessina! 70l Grndd, as with
the case in FIG- , the nn% I'e tel ephone accesses the authentication
server 41 pavrewsihd) colwespondspabnthef pdiotkesdnge ofi alrrolwe 40dsefof FlI G
30 24, the_authentication server 41 does not request tenporary conmerci al

transacti oB1fnf d8mati on, but does request (arrow 103
The point-of-receipt server 31 that has received the

25 deletion completion notification then generates the
aforementioned temporary commercial transaction
information 391 and provides this to the mobile telephone
11 together with the temporary commercial transaction
information rewriting key 362.

30 In step S96, the main control unit 131 controls the CPU

161 of the non-contact IC card 146 so as to determine whether
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51 2) and acquire (arrow 513) user trustworthiness information. The

aut hentication server 41 then updates the user trustworthiness 352
contained in the acquired user trustworthiness information based on the
purchasing 5 information 353 provided by the point-of-purchase server 21
and provides this to (arrow 514) and stores this in the nobile tel ephone
11. When the user trustworthiness 352 contained in the acquired user
trustworthiness information is stored, the 10 nobile tel ephone 11 provides
noti fi cat i @hnet theplearions rof Corneraipt & rans aniiipeninéarnehiced3flr 41

(arrow 515). n notification of conpletion of iting is acquired, the
aut hent i ca%ril%x\n:?éer Vgiemgfrsfgvi 88@%6%7??&&%%%5%%%%%' erff!sodrﬁnao loﬁlr ocessi ng
to the nmobiégriel gphesie b (aricowedd 846hiaBd PLACERSI NptdrmLany et e.
Trustworthi ness operation processing carried out by the nobile tel ephone 11
execut ed whed wiidast bngidhit dsedetemmineditiiate ascaond sddson hed tHkare i s now
descri hed mith reference to the flowhart of FIG 48. A description is now
20 given cRrf€Sponding to the flowcharts FIG 25 and FIG 26 as necessary.
First, in stegéflitassi BeEBemEASE Shat! RedtehRrdihG cotmeddiImai n
control unit 131 of the nobile tel ephone 11 accesses the authentication
server 41 wranshethehwbnkoffat 26n A3S Hesnd i ttheel tempdmafpldomensialat her than
requesting the te orar% fonnerpial transaction infgrgat%on 391, the

aut hent i catFa3nsaerver 4An %HE%E%%“ usreerwrtlrtdé‘(%rk_tem ne&¢ i RFBF mRTYh

cont ai ni ng;the: e8! AK&IWer EBhRGSS éégt%kﬁr@@vb&c%@epgeaegemﬁ§0EoIC card
146. 30 In step S472 to step S476, the main control unit 131 of the nobile
t el ephidhe 4tepaBf7esandtcohershsetipe 0CRE sl iy dD4the avonrcemeachskC of step
S174 of FIG 25 step S181 of FIG 26. Nanely, in step S472, as.in the
cace of StEBTEITHIB! T GADS LA hESRAFA coRr oFRPTAAYT GREIHFIEY whet her
or 5 not arpgaugstibAri HESFmbL UShWOSE NLOLSS 108 Of 8BEL P8 hesmbieRsr peaui r ed,
and waits untﬁF ?tl?s éeterﬂ%ned rﬁat acqu?s?t%ongﬁgs takenI%?acé? When a
request focomserctalistwanthchésas information rswadfiangedeyt Bé2nai n control

unit 131 advances processing to 10 step S473, and as in ﬁhe case gf step
S275 of FIG 28neR HeGUfiRd ef FOBP e Tt 7Ot ARABsSOPRFBENBR bnl bnt ai ni ng

t he us t i i ravided theni haat i ver 41.
st ol o YRtEBIb MHeR R or R AEACSbALRAR PUIMAN 148, Orases el 1

unit 131 dehertammsradetbaneerindttcansgueisin flof crsart ifonuséwoi t hngess
i nformation containing the ugdated,user trustwort hi ness_352 and t he user

trustmprth#ﬁ@séG?emPF i R§OKe €861 hia s PR ﬁE??Ed?OEhE}ﬁ%ngnuF?il it is
det er m ”edthga&gﬁﬁﬂ%:‘?'—&be@?g%ssE%SP Bhages 2ReVMRPehhal $76€t R ENEd that

the user trustworthiness information has been acquired, the main control
unit 131 agvaneesipgocessespohdssteptBd7proandsangi nft Aerousé0Bfostep S177

of FI 25, the user trustworthiness 352 record g in the, og-contact | C
card 145 i §IGpdat8d byhBveRarnti AgREFPR 280ihe Lpdat BHOUEER: risERor t hi ness

352 using hAe;yser (rustyer thinass idf opFaty, o { eur idddly keys368ngont ai ned
in the acqu?rég user trustwor?ﬁ?heééﬂgn%ornat?on.&fn step $476, as in the
case of stmprShahdikeFir@ceibt phlrecemisingontrol unit 131 with the updated
user 30 trustworthiness 352 recorded in the non-contagt C c?rd 146 105
Next, a description i1s given of merchandise delivery
processing performed by the point-of-receipt server 31 with
25 reference to the flowcharts of FIG. 20 and FIG. 21.
In step 8111 of FIG. 20, the CPU 251 of the
point-of-receipt server 31 controls the CPU 301 of the IC
card reader/writer 275, determines whether or not the
non-contact IC card 146 is present within communication

30 range, and waits until this is determined to be the case.
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provi des notification of conpletion of witing to the authentication server
41. As described in the follow ng, the authentication server 41 then

provi des notification of conpletion of 5 processing to the nobile tel ephone
11 without requesting deletion of the tenporary commercial transaction
information 391. Nanely, in step S477, as in the case of step S185 of FIG
26, the main control unit 131 of the nobile tel ephone 10 11 determ nes

whet her or not notification of conpletion of £r00e35|ng has been ach|red
and waits untifhen Ghe qarreanierrt hEE eruflikiq iloh drtenmiaad glade Wen it

is determ ned that .notification o on ,of cessing h been
acquired, %%e‘ﬁ%ﬁ%P%%ﬁﬁ%?ﬂ ﬁfﬁgﬁ’lgg ; §ﬁ§1gég§ngﬁ§ ??%%?%%}ﬁﬁlness
operation @f@g@ﬁz‘"}gcoﬁtgéiﬁrﬂr@ Ce0 361 QifVERe WA Ba £ & freyRGE i ddie

flowchart of FIG 49 of trustworthiness operation processing of the

aut hent i ca275.m anrd vearkesl acaeghedtob® the swireent@atedCasard ko raSpond with
t rust gness qéf %{lon c{%g snn 19f 2% tl% b|| tele one 11
descri %%J% § 1% Sﬁ@l QY i e ? %ﬁ ST of FIG

27, the CPLhBéﬁmeclbﬂe agtheghdcagheon é@f&erléém_cpﬁtéa)&ﬁoﬁ hengeyemini cati on
un|t 324, it is determ ned whether or not there has been an access by the

mobi l e tel epﬁomatlpnar%%pd@persumat tonresponas tactbhe e deieng made i S
awai t ed. vm nitis 8 r '?ég % at an access has been nmade, the CPU 311
advances p? cBEEPHGH Fnh 92°*The processing fromstep S492 to step

S496 of FIG 4, hy dhe1GRY 341 epr£5poftlsn (o rdthe 1y @eeseppI3ei step S205
30 of FIG 27 to step $211 of FIG 28, is the sane processing, and is

t her efldr e bhetit@d:afrrd)mealdles:/@ve'sctﬂrpﬂén mdkSs a Netrekypinefioneps 3492, the
CPU 311 requests user trustworthiness,infor t|o contai,ni ng, user

Cr ust wor { nTREEESE5 5% M ect 1 PRECKORLRONCACOTMeLEand 2230 S1th SAED 493, a
determ nat i gant $riREE188 [ QuptkRiMeri ofcARdt Dok Nepkegugabed yiserthe
trustworthiness informati on has been acquired, and a determnation of

ach|S|t|ononscamaBCEdlcvand|146spﬁkﬂha*mbhddethaﬂepheneemmesneuh@ser

trustwort hi ness information h uj red n step S494, the user
L st wor { WPRECE55525) L0y BRAPCRSPASEAT -t ha 185 P ShaLFaRLT 3 or Bk on 353

storedig n {he+3toHage YR 323t JhiHRD 34D, addifs MR halS S aken
trustworthiness information is provided to the nobile tel ephone 11. Next,

in step S4pbackhe communi cation unit 324 is controlled and mhether or not
rovi ded by the | e, t el ephone

12 has been actiiFRelt [ GREEHAYIES SHeth he: BRRERAPLEA TRERTBREHPRI (| on has
taken pl acgsshgny *Bﬁb%rad"@&éﬁélfY\@S&EH'rﬁnﬂb’%zd%ESPﬂnQ@%B%a%VBeQﬁe“
acquired, the CPU 311 does not request deletion of tenporary conmerci al
transacti opcgsired; hehea$el 25 GdRBMh&S nmmcesﬂimg'GﬂVﬁh@psSlb4step S497
and Prayi des noti (i gLl on.of,gompletion,of pfnocesg ng,Le the pobile

to the point-of-purchase server 21 for purchasing

information 353 (for which the purchasing'identifier'is the

same) corresponding to the purchasing information 353

acquired from the non-contact IC card 146. This processing

25 corresponds to the processing of arrow 403 of FIG. 18.

When a request for the purchasing information 353 is
acquired from the point-of-receipt server 31, the
point-of-purchase server 21 searches for the requested
purchasing information 353 and provides this information

30 to the point-of-receipt server 31.
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Next, in step S498, as in the case of step S215 of FIG 28, the CPU 311
det erm nes whet her or not processing is 25 finished. Wen it is determ ned
that the processing is not finished, the processing returns to step S491
and processing fromthere onwards is repeated. Further, when it is

determ ned that the processing is conplete, the CPU 311 ends the
trustwort hi ness operation 30 processing. 107 In this way, the results of
processi ng purchasing information can be reflected in user trustworthiness.

In the ablove, Iin 5’1'¢§_Pp§§1_51i5?I &hep GRip |2t MOTE IR e CATERINWRSTE Qe npor ar y
ot of - T Aol p L AR TN AR dIohoR BREAYLBE iR

e purchasing in mat’i on of the

mobi | e telzphong bteandchyihadifto hdeapbhiaRtbEapueBhagevesrddr dat e the
user trustworthiness of the nobile tel ephone 11 based on the purchasing

i nf or mat i ofn rEGPoR sEeheo 4wy seqaedes caiPpindh s enil Y it hhdetamelRf chaser of
t he ner.ch rﬁgse acquires cha information 353 using the nobile

§ r i |n£

telephgne ; a?%q%hfhgh?ﬁc ??oﬁagg%c% %?%g is then carried out using the

acqui red purchasdg d NonERbrpAnda3tnaenthecehvingds ke rchaise.

However, 15 the device used by the purchase nmay be any nobil e conmmrunication

term nal o293 deslhgemacquirreskarieeCPH PBDA a¢eas0efal PIRER3AINASE? st ant )

etc. The series processes _described above, are, execut ed usi gkhgrdmare,
Hecaed P

but may al ¥R’ WY RTINS S ot et B 0 Vet TR PSR T B prlocesses i s

i npl enent eghdisi Barsabiwage, it IMBAAHT 398Pr hehldrbhi s 50 Wafige MRY be
built-into dedicated hardware of a conputer. Further, as it is possible to
i mpl entént wan+oost&ahciC easrdhébnsnalihiengatrideidant dbscpt bgnansmber

Lntal Lot 190 2,956 POSIUNLE LEAD R NELIOLL Rla ot aeorchagerpglen 1. fo
10, in addj§iQp R phtShasing information 353 acquired from the point
of purchase server 31.
In step S117 the CPU 251 then determines whether or not
15 the purchasing information 353 and the card identification
number 351 acquired from the non-contact IC card 146 are
authentic based on the results of this processing.

When it is determined that the purchasing information
353 and the card identification number 351 acquired from

20  the non-contact IC card 146 have been authenticated, the
CPU 251 advances the processing to step S118, controls the
communication unit 274, and provides notification of
completion of processing to the point-of-purchase server
21. This processing corresponds to the processing of arrow

25 405 of FIG. 18.

In step 8119, the CPU 251 controls the IC card
reader/writer 275, provides the purchasing information
rewriting key 361 to the mobile telephone 11, and instructs
the deletion of the purchasing information 353 stored in

30 the non-contact IC card 146. This processing corresponds

to the processing of arrow 406 of FIG. 18.
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recordi ng nmedium for distribution providing prograns to the users that is
separate fromthe device body being conprised 30 of magnetic discs 151,
231, 281 and 331 (including flexible discs) recorded with the prograns,
optical discs 152, 232, 108 282 and 332 (including CO-ROVMs (Conpact Di sk
- Read Only Menory) and DVDs (Digital Versatile Discs), nagneto-optical

di scs 153, 233, 283 and 333 (including Md>s (Mni-Discs) (trademark)), or
packaged nedi a such as sem conductor 5 nmenory 154, 234, 284 and 334 etc.,

the prograns ridy slef HSprafvitdén t2d t Hhausdts 35 £ardhiedrs B89 tLG nto t he

devi ce bod uch as jn.the e of, ROM 202, .2 3 r ed with the
prograns o éﬁﬁtrr?aﬁ%r({wdﬁlstcesr gzﬁf aﬁ?%‘f%ﬁmlsrtl%? é”ghee%neﬁ{]gfzéi& f%gpe;tgl 23 etc.
10 I'n thiscopecefisat igdsitheasiens wescrivdes bycqiugRnsfraeorgtesd in

recording nedia are for processing carried out in chronological order in
the order mpmctorachEC card Ifessgiagoly Leot ebapkonad 1 forvediied ri ed out

in chr@nol ogi cal order, and these Qcesses also 4N

paral | &l 1@8%Puirﬁ3‘ﬁﬁl(?@a P grxp?{:{% 55??/ ?n.dg?} & arrg grg)si%%ﬁrﬁﬁlei overal |
deV'Ce_Conitgﬂéege£é9ﬁlﬁe@|Hﬁéﬁ!&&q@isﬂ@Ybﬁeﬁas|ﬂgﬁéhr?&hcépp|'Cab'|'ty 20
According to the first information processing systemof the present

i nvention desdflidred Hbhovies idetiermiossd bltthate cdelgtinn «emienien
comercial trapsactions. In particular, it i ossi_ bl o easi|

aut hent i caft@t4 bﬁ?Ef'a%erhaoqf PEhatfti e Htrd %Bge @edc)y?étlel%%ﬁ%#% 25
commer Ci al ,}1£30$ACHLORS GRBpPE16Y! N IR MEtdd FerfidH GhtESHMF gigmnner .
Accor di ng ?o t he second information processi ng systemof the present

i nventlifon tlesosabedonbofmrrat icn PB sidxne sperckimg/tofheetemme ppial

ial t ti . _Ip 30 ticular, it | ible to be. f
the 100  FFGSPRGFEAPNESE DPIS CoMereray Ehentembrorey aroBte it fore

secure conpRLakakbtl bANSRES HRNS1 6RT KASIH DhdPReGas 62 fEdHio IIkhBeTC
according to an information comruni cation term nal and nethod, first
recordi ng ceddunraadeti/wsitBrprdgbam shdt hprpviédeat theenteOPOraryis

possible to carry out nore secure, eLlectronic rcial _transactipns in a
strai ght f oFR&F‘E?ﬁéﬁﬁreF?aFﬁaﬁﬁ?‘?Pc%f?%‘?’;’mﬂ??% %glsngle%fg ©t Boﬂﬁ?angﬁthasi ng

i nforngyionci pdigatifng UnGhasesd MR chandbiséne 101 MofROYyeproaes8iflyng to a
first 1nformation processing apparatus and net hod, second recordi ng nedi um

and secondcpregsamndts thbe theepeoiceismiegt iodn arrow f08osdi HIE.t dEarry out
nore secure el ectronic corggerci al trans gti ons 'tn 2 st rai ghtf orwar,d manner.
(4 L8P

In particul ar, 1}t $Rosi*tre tBe15BUt et i EQP i g% ultuFehsser of

mer chandi s¢ UgkRgwRUYLEhashBg haf OrABhe SNy CAtd NG cRUAERASEdalRBENaNdI Se.
Further, according to a second I nformation processing apparatus and net hod,

t hird recoodi compket Lon anfd wirhitidgphageeanbcghé rpdesamd Waitentihgal it is
possi b# to carry 20 oyt npre secure ,el,ec,trorf_igac ﬁerci al transactions in
a stra (ght 61 war dekermened fhgdr gcanigitiqn ihes, 59 PiaFSrmnage

trustworthi nesﬁﬂ@fmﬁé@ffﬁcﬁnﬁ} B¢ 8Eh518PIh 5 2Rd i LI HE VO BLR baes e Of

pur chasers purchasi ng nerc
from the non-contact IC card 146 of the mobile telephone

11 and it is determined that this notification of completion
of writing has been acquired, the CPU 251 advances
25 ©processing to step S134.
However, when it is determined in the processing of step -
S117 of FIG. 20 that the purchasing information or card
identification number provided by the non-contact IC card
146 of the mobile telephone 11 does not correspond with the
30 purchasing information provided by the point-of-purchase

20 so that the authentication processing fails, the CPU 251
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110 Clainms 1. An information processing systemcharacterized by an

i nformati on comruni cation term nal connected to a network and for hol ding
information relating to a commercial 5 transaction, and an information
processi ng apparatus connected to said network and for managi ng i nformation
relating to said commercial transaction, wherein said information

communi cation termnal conprises: first acquiring neans for acquiring
information 10 relating to said comrercial transaction from said

i nf or mat i CAAPRRELS Hregegspagatus tedrs hil prer@ritt gfue ERASIRRPCEI g st or age

means for storing informatiqn relating to said co rcd tr tion
acquired b?/nga?}bg?ieﬁé‘fari%esagh%itﬁ}%dxﬁ%a ss.l%aoffcﬁ'@s%ep %@ﬂ cﬁﬂ%‘ans for
providing enformation relating to said comercial transaction stored by

said first storage neans to said informati on processi ng apparat us at
recei pt of produsteandl2d, sdial CPHf 2b hede terpinee sdiathierpparaetstivonpri ses:

second Qrovi di n ans,.for providing inforpation relati to said
comer & al EFHRARTFondebTERF Y PAPGPRAL TSN L EofrHIRIELE o AR Hitnat S dur i ng
product salegermbnsgCOmslk Stdtmdies IERNSr108a &t Dok NErddd O 18k | DN @t ating to

said commercial transaction; second acquiring neans for acquiring
i nf or mat i opomelaté ngheoCBRIZblcoaterosaio thansnecevaihgmfi saeg St brnati on

conmuni cat i rignal durin roduct 30 . delivery; and, 111 ut henti cati on
e o G T B b B e P 0SS Yy shne Bty e amed e
transaction acﬂﬂﬂ?&'r,b)@% %&rﬁﬂ%cﬁ?%@ rd ¥ FRANSY USh r&épﬁ‘fﬂﬁ‘@}i on
relating to said comrercial transaction stored by said second 5 storage

means.l®@. #hei @PYr 2hli endproeessangisgstetivhayaprecesedngy: an i nformation
conmmuni cati on I\ier m nal connected,t wor k, for . hol ding information

a_net, , N
relating to a tfmer 8C G 1%andk PFBﬁEéOf‘i rBYOV A SR FatR TR §T 92 si ng

appar at us 58pREched # ¢ 3R AWKl hJTRNAGHREG H DR OARTE LE-€L@ting to
said commerci al transaction; and a Second information processing apparatus
connect ed 15 aomsandrnepwoekpohdingamadibng henfemuttandi sel del ety

s s2l 3 bk S s g o o o sabdynfor et | on
e L o ot vons ot bl compy s
first st o’rage Ireanepl Y551 ahertpU aDdp et he poiatabifrgpurahtrsess eov e hi ness- of
sai d flrStZESggﬂtrols the communication unit 224 so as to determine
whether or not a request for the purchasing information 353
provided in step S114 of FIG. 20 has been acquired, and waits
20  until it is determined that acquisition has taken place.

When it is determined that a request for purchasing
information has been acquired, the CPU -201 advances
processing to step S152, the reguested purchasing
information 353 is read from the storage unit 223, the

25 communication unit 224 is controlled, and this purchasing
information 353 is supplied to the point-of-receipt server
31. This processing corresponds to the processing of arrow
404 of FIG. 18.
In step S153, the CPU 201 provided with the purchasing
30 information 353 controls the communication unit 224 so as

to determine whether or not notification of completion of
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first providing nmeans for providing information 25 relating to
trustworthiness of said first user stored by said first storage neans to
said first information processing apparatus; first acquiring nmeans for
acquiring information relating to trustworthi ness of said second user from
. said 30 second information processing apparatus; 112 second acquiring
means for acquiring information relating to said conmercial transaction
fromsaid first informati on processing apparatus; first providing neans for
provi di ng R¥eseswindPreyd dsdoin saeR $IIE PG 3P Seadbegn saritadt st or age

g 3 e DErieTs S« t stor
e R e T e T L

apparatus;ppggeghird acquiring neans for acquiring' information 10 relating
to trustworthiness of said first user updated by said second infornmation
processi ng appéreaat us;, isadedteirménedntbatanohf prateenri ien

gy
conprises: fourth acquiring neans for acqujri i r ion,.relating to
t r ust wor t he e?§°8?s§gﬂ§fh%%tbﬁgﬁraFFBﬁF%§Vdgﬁéiﬁ%@rggh<ﬁg%§ﬂﬁﬁ%ication
termnal ; 3nd-5660Rd £ Wl R SIBARRAT Qrad MG drfier ABEEOAS Ied ating to
said commercial transaction to said infornmation communi cation term nal; and
sai d seconghébherat nott prockssimy laflramatieoncpnpri ety ROREHHW St or age
means for storing_information relating to trustworthiness of said second
user; secohtl 5?@8?8Fﬁg means for providing information relating to

trustworthinesg,of S3i dj secaRd H3gkdStOhLd BYreahd i HECONGE SkRd@dsn Means to
said informati on communication 25 termnal; fifth acquiring nmeans for

acqui rilhg pndotdhhgoproeéasing i rsati domiplsteysshef €8kh 2@1 dretrdorsmat i on
conmmuni cation term nal and infornﬁgion rgl ting to said %onnercial

transact i oRR€ R QPYRE+RY TRETSH Bf 2dpddR rﬁ}q RESCRESBY FEPEFRY o said
first userOﬂﬁgghgeqsb%eﬁggqegtfth acquiring neans and 113 i nformation
relating to trustworthihess of said second user stored by said second

st orage neans basthdeppn iwhfeor mhti dis réébeirmined sai dstepméilcidal thatnsacti on

acquired by said fifth acquiring nmeaps and 5 third . providing nmeagns for
provi di ng §8F8hﬁﬁﬂ89nﬁ%VbﬁlP@IQ£5 109 (R RASAT ﬁésgoﬁPigng ?ﬁ?st user

updat ek b.chéi sloypdahd 3941@?4%31&90 i%@'oqn{ar&fi%ng%emdﬁfqg*?f&egéggﬁgt. erm nal .
10 3. An information cdmmunication termnal, ¢onnecte 0o a network, for
comuni cati ng Wt hha fabste, ntbenaisiean qf otkssimopidpparatamhorshatact eri zed

by: first acquiring nmeans for acquiring infqQrmation relating tq.a
commer ci al 2BBLBREEACRER SRR bFBEYi Hr 1S BF PUF ChAIRMPT &S Iﬁﬁr?ﬁﬁﬁaéﬁﬁd first

informati on.pLAcessSiAY SPPAAL HS: By R0 tRCHHSht PHECPEEEABL server
31, and then receives the purchased merchandise.

20 Therefore, in the electronic commercial transaction
system described above, illegal duplication is prevented
by the purchasing information rewriting key 361. However,
even in caées where the purchasing information rewriting
key 361 is illegally obtained etc. by some method so that

25 the purchaéing information 353 of the mobile telephone 11
is illegally duplicated, the point-of-receipt server 31 is
capable of confirming whether or not the user coming to
pick-up the merchandise is the rightful purchaser of the
merchandise.

30 For example, as shown in FIG. 23, when a user of a mobile

telephone 11-1 purchases merchandise from the
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storage neans for storing information relating to said comerci al
transaction acquired by said first acquiring neans; and 20 first providing
means for providing said information relating to said comerci al
transaction stored by said storage neans to said first information
processi ng apparatus during receipt of product. 25 4. The information
communi cation device as disclosed in claim3, further characterized by

wi rel ess conmuni cati on nmeans for carrying out short-range wrel ess

conmuni catgointvict wuwntharmgRdyi cthadipatnsnodi-prrshiagef | ssrveénf @lmati on

processi ng aratus in.close pr ein 30 s first providing
s pr oIS CH AT T AT AT ol b R B AL it G t o oai d
first 114 5idforgshi 0Ri PLOEEASI RYnBRRAT afH4S- JUSI £'91§€'9é&1 rapge ¢Md el ess
comuni cation by the wireless communi cation nmeans . 5. The information

conmmuni catnamcaErtracallCasadidsti6seédof the mbbn&eBteic\bphena 1kal dirB:t or age
means stores an. identification nunber identif d |nfor tion

comuni catﬁ”b‘hwt%ef?ntﬁ& %&%%PBHFFPQFaﬁFoWd%/ gnje‘g )sai d

i dent i fi cat i o yuiTbErE SLOT Gebiby S IR MRANS, 11, segslpr&%sfn{gst

i nformation processing apparatus together with information relati'ng to said

conmmer ci aI1mf@mamci®mr8ﬁﬁjraﬁqgtheenenpt:onfcaprtomﬂcd:arﬁ 146el itHaor s on
conmuni cat.i on term nal. as disclosed in 15 claim5, wherein infornmation

rel ating theeRitd EGMVﬁWl%?%%%dPFSHW% udeLsed FRRRESRIIINT er for

identifyi al W % et i rrdgdentifying
whet her op&rl]%?hz payme%t! ?ﬂé es Is corrl?ﬁ et e sal d jcloen%% % a%éj

transdét i orhe and ctad i ri gl e mtficfrireatiioon BBBnﬁeomo&hsqndintn-fotﬂ-rpairmse

conmmruni cation termnal used . in said comercial trapsaction. 25 7. The

i nf or mat i OFEEGMLAME G SRS &l Cagdat SR brEHCRBieP At HET fint Trer

charact e“&fﬂo@ﬁ’ed ?8%%%81—1'—&}:9%@%3@% fc%,réia‘i% 2 Rk kY I 0f y@ti on
required to edit ormation relating to sald comercial transaction; and
30 del eti ntgehqatmsné arl-delketd ag idémor hfd caoni orelminibey t(d . eal the aaed ci al

transacti O{]dgrtlgzr.ggcg 1g§indun?l§eorr% ?L-r{egl[lls.o%%gd to the non-contact IC
15 card 146-1) of the purchasing card contained in the
purchasing information 353 using the identification number
(i.e. the card identification number 351-1 allotted to the
non-contact IC card 146-1) of the purchasing card contained
in this purchasing information 353 (arrow 425 and arrow 426).
20 It can therefore be known that the purchasing information
353 of the mobile telephone 11-2 has been illegally
duplicated.

The point-of-receipt server 31 described above 1is
capable of identifying the «rightful purchaser of

25 merchandise in a more accurate manner.
Next, a description is given with reference to FIG. 24
of the flow of processing at the mobile telephone 11 and
authentication server 41 while reflecting the results of

commercial transactions carried out in the above manner in

30 the user trustworthiness stored in the non-contact IC card
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using said key information acquired by said second acquiring nmeans. 8 . The
i nformati on communi cation termnal as disclosed 5 in claim3, wherein said
storage neans: stores information relating to trustworthiness of said user
deci ded based on results-of past commercial transactions of said user; and
further provided with providing nmeans for providing 10 information relating
to trustworthiness of said user stored by said storage neans to said first

i nformation processing apparatus during receipt of ‘said product. 9. The

i nf or mat i ohdemfrihecentiicre tedrphaneakl dndctie sdoire UBustwpntBingsst her

characterized by: secopd acquiring_neans for acquiring key information
required t8a889¥diﬁyogﬁﬁtPB%HFQFégfﬁdoposﬁFﬁngg thi ness of said user; and
sai d storage npapst SUHEHdIY BpRRELRR £REARIHTIE G ALIHUN War KBi ggss of
sai d user using said key inforimation acquired by said second acquiring

means. 10. t®heciceker mhti eeoemAll cErmw t£3hi ndThasadtkehbsedtiancl ai m 8
further_.characterized by: 25 password | hput ns for jnputt{ing a password
pernitt?ngsﬁF3§FdﬁigtPﬁ¥oPﬁﬁtgﬁﬁeﬁé?_t%ﬁg ?BgE?ESFQE?PhPEQSi&oghgﬁid user;
and aut henpibgati OBcARaRE £9"HRULBBNY ECAL1 dith S 4 1PASS WL bRBULEeY by said
password i nput nmeans; wherein 30 said providing nmeans provides information

rel ati ng t commescielt firaass odfi cgaiich irsmati forsai Il pbssmow d488) 118he

aut henti cated by sai.d authentjcati on made py sai d authentication ans. 11.
The i nf or mBP 6Recéﬁﬂﬁm q(il E%ﬁ?n£r9¥$4%%xﬁ§ﬂﬁﬁF?¥VSCBWQFHFé? further

charact eri zed Ry +$8009¢ racHULL LRI 3882RS £AE 2GOHERLREaLIHAr BRLL @R rel ating

L
to trustmortﬁlness oﬁ a commercial transaction target OF sai d conmer ci al
transat®i odlcbasedt ohedhly seicthester(aafresaidd3f)i.r st i nf or mati on processi ng
apparatus from 10 a second, i nformati on processi ng apparatus separate from

sai d first infORfat? O PrbLedstAly apparet ustl afdSH spPER tSan§ PSR
di spl ayi ng ¢hRkQLARLHIR ! ﬁé%@& 4P glh%uéé {1y Q%%ﬁ:oqfarégbgmﬁ@mgi' al

transaction target acquired by sald seco acquiring ns. 15 12. The
i nf or mat i onreaseatiicat | tmfoéematibah &91di sHeErsed tihe chakheht ichuibher

characterized by: third acquiring neans for acquiring informtiagn relating
to said fiPEEVRRT AnBRKSS gr6€8§ FﬁthpEQPaPBQlEG FPgﬁP§8P& flily Sor

i nformpgi oppRr 0GESS 1 NG JBANS MM RELE" F52, and acquires the user
trustworthiness 352 (arrow 434 and arrow 435). After the
acquired user trustworthiness 352 is updated, this updated
user trustworthiness 352 is provided to the mobile telephone
11 together with the user trustworthiness rewriting key 363,

20 and the user trustworthiness 352 held in the mobile
telephone 11 is updated (arrow 436).

The mobile telephone 11 then updates the stored user
information 352 using the acquired user information
rewriting key 363. When updating is complete, the mobile

25 telephone 11 erases the user information rewriting key 363
and gives notification of completion of rewriting to the
authentication server 41 (arrow 437).

The authentication server 41 that has been notified of

completion of the rewriting then provides the temporary
30 commercial transaction informafion rewriting key 362 to the

mobile telephone 11, and the temporary commercial
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deci de trustworthiness of said commercial transaction target of said
comerci al transaction; and second providing neans for providing
information relating to said first information processing apparatus 25
acquired by said third acquiring nmeans to said second information
processi ng apparatus; wherein said storage neans further stores information
relating to said first information processi ng apparatus acquired by said
third acquiring nmeans. 30 117 13. The informati on comuni cation termn nal
as di scl osexhnsect torm i fdmmatien cB&lacferi zedioy: prrgessHeHuilS ng neans

for acquirin ey ipnformation required to edit information relating to said
first 5 !rﬁ?ﬁ%iﬁ?%nﬂ?w%éié&ﬁ%g? %Ya?%é%'and del eting means for deleting
nformtion e g {fe SeedebhbAb 1INM OMHEH | QB1BEESCEsENG AMRaAtyS St of ed
by said storage neans using sald key information acquired by said fourth
acqui ri ng ceansrcidl Hrankadtifar matficomatdomu3iddats dng nghé e dwirreth
informati on comruni cation term nal, connected to a network

f
com’runiscat*fﬁgp?\%%ﬁy SRTTREGLRdt T 5AD PROELSR ; %ﬁ%&wﬁﬁgfﬁg[@rx zed by:
15 an acquyg) td o0 aNliQls £hEPaOfnCROLLOLI LA AR iNgnah ¢ALETIEII O

relating to a commercial transaction used In authentication of a user
provi ded byompl €t é nfaammat & 89) prideeasthgnappatavossereng lpradutied
pur chasi ng; a storage control step of contro1|ing?i2iornation 20 relating

to said coffrerdgkatidmnddct t6F wWheTBOABEYi sPPHBR : ot FHIF &I 1P
process'”giﬁggfﬁégiéﬁqyéf'ﬁﬁgﬂ f?%#&%ssﬁg@iff@ﬁtﬁoﬁ'6§tpf6@@égﬂﬁ@ control

step of con rng providing o ormation relating to said conmercial 25
transall i osompl bt sbnriageheonbbadlllketebyphoneeksi (rgrmdw dai0d snhdremds cont r ol
step to said information processing apgaratus when receivin roduct. 15. A

recor di ng REBFERFEBEOFGAtHIEh &P cORpat&Rdr fdddN% BEPTEF Bt PBTS use by an
infornatiog §8QHFEE8§ti°n termnal, 118 connected to a network, for
. n .- . . .
conmmuni cat i ng W an'informati on processi ng apparatus, characterized by:
an acqui siti onrgprhéen) wieepnoticantrabhi of complietiwn of pnbéoesmingn
relating to a conmmercial transactjon used ,
is acquired, the mobile telephone 11 ends processing
15 relating to updating of trustworthiness information.
The following is a description with reference to the
flowcharts of FIG. 25 and FIG. 26 of trustworthiness
operation processing of the mobile telephone 11.
First, in step S171 of FIG. 25, the main control unit
20 131 of the mobile telephone 11 is operated by the user so
as to access the authentication server 41. This processing
corresponds to the processing of arrow 431 of FIG. 24.
The authentication server 41 that has accessed the
mobile telephone 11 then, as described in the following,
25 requests temporary commercial transaction information 391
stored in the non-contact IC card 146 of the mobile telephone
11 .
In step S172, the main control unit 131 determines
whether or not a request for temporary commercial

30 transaction information made via the antenna 112 has been
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5 in authentication of a user fromsaid information processi ng apparatus
during product purchasing; a storage control step of controlling
information relating to said conmercial transaction with acquisition
controll ed by processing of said acquisition control step 10 and a
providing control step of controlling providing of information relating to
said commercial transaction with storage controlled by processing of said
storage control step to said information processing apparatus when 15
recei ving peadbEed, 1@1d Kaddspurell dlet sdaiea st ghﬁf—o@c%‘bhﬂ’%ﬂw ng an
informatio o] ni.cati termnal, connected to a network, for
connunicatﬁﬁ% &?gﬁnaﬁafggdrnation processi ng apparatus, 20 characteri zed

by: an acqui siwhen eentiroldsiexmiofedotid®l bi Reqaest rioy vémpofarymtion
relating to a comercial transaction used in authentication of a user from
sai d i nf or FEMMEeHCpRCEESNAGChpPAr R IRTRAL i 4Ty hasobeen paREAASPnGtDE a

Craneact | of0it 1f agHsi £roh Saht FOITRT By B oBBEE: ag Br sXPATRERISI i on

control stepmpdRdry SERNLEEDY] GRiRlctIaPintosRAt i 6hl 39D shioawdding of 30

information relating to said commercial transaction with storage controll ed

by processithg oforsaiahtstaly afe cemtrdl4611®nd provides this to the
authentication server 41 via the antenna 112. This
processing corresponds to the arrow 433 of FIG. 24.

10 As described in the following, after updating the store
trustworthiness 354, the authentication server 41 that has
acquired the temporary commercial transaction information
391 makes a request to the mobile telephone 11 for the user
trustworthiness 352.

15 In step S174, the main control unit 131 determines
whether or not a request for user trustworthiness
information has been acquired via the antenna 112, énd wailts
until it is determined that acquisition has taken place.

When it is determined that a request for user

20 trustworthiness information has been acquired, the main
control unit 131 advances to step S175, acquires user
trustworthiness 352 stored in the non~contact IC card 146,
and provides user trustworthiness information containing
this user trustworthiness 352 to the authentication server

25 41 via the antenna 112. This processing corresponds to the
arrow 435 of FIG. 24.

As described in the following, the authentication
server 41 that has acquired the user trustworthiness
information updates the user trustworthiness 352 and

30 provides user trustworthiness information containing the
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step to said information processing apparatus when receiving product. 17.
An information processing apparatus connected to a 5 network, for managi ng
information relating to a commercial transaction, characterized by: first
acquiring neans for acquiring information relating to trustworthiness of a
target of said commercial transaction froma comunication termnal of said
10 commercial | transaction target of said conmercial transaction;
generating nmeans for generatiqgginfornation relating to said commerci al

transact i ORP@RF SR IR0 Fers IR ingsss 8 g 8VA i FRF MR IPMRATi ng
|nforna;|qP 1§'é§%§tkg 5835€bdt 8”H§Bfi§'t£i@§ﬁ@ﬁé'?f.generatEd by said
gener ati ng FERh safd Irnf ormat ron conmunication terim nal : storage neans

for storing inforgeépoB1nEl, atthey i satenepsrensial 1Blankadimimegener at ed
by said generating 20 nmeans second acquiring nmeans for acquiring
i nf or mat i ovheehari ngrt onghi de coremiestal FmnsaY ot FUSFN S N§Fr mat i on

communicatiop term nal duri.n roduct deliver 5 .aut henti, i ans for
authenffca%?ﬁ%r?ﬁg%?ﬂﬁﬁd$?ﬁégéﬁfh%upsaggﬁdug%ﬁﬁgpg?gPFFbéﬁ§§§?¥%geacquired
by said segadtBedukkirNg riBRRS ridiing ssNirefiratiing kelyatign Has Ssdsh

comrerci al transaction stored by said storage neans; and second providi ng
means for @eauidedg vilef othat it gna eladi ngnd waildsi it ilén $F ocessi ng

apparatus fo ener at | information relating to _user trustworthiness to
150 sai dPHPERREER oRPebnGRIGA FOR™t B FArSBuPRBRET cat ed by sai d

aut henti cati onym@anse 18. dlRerhfioedBichaR MHRCessd NG FRtheskfiinads
information 5 processing apparatus connected to a network, for managi ng

i nfornl i ohnfermatmgnt baa besneacgairedanthetnain cortael eankedldy: a first

acqui sition control step of controlling the acgui.sition of.inforpmation
r eﬁglt ;SlngI thY?BSFﬁor‘?}H‘? ﬁé%%ocoefssfdlga IFQ?g%Fer %;173' ci?rﬂ‘fiergplﬁl ‘f?%ﬂs;cti on

provi ded by aseQBRURLARLIORshe M Reh Of 3Rl donoreRiaicdl Ttransaciien target
of said comrercial transaction; a generating step for generating
i nf or mat i ohsr evarwnjgttensaidhcoheeupdatedrassactrostdorthinegsodde? sal es;

ol ati ng t BEL AP RO M AL SEVRRERAOOH HENCT i B8 Y SArc GRRBARTng ot ep
procesgs t 0i5akfel BEGLHAREWON nGRFMARIIGAL I On ternminal a storage control step
for controlling storage of 20 information relating to said conmerci al
transaction gefleeat ediby smintmgeheraning $8ép pmpoedssl with user
trustworthiness 352 stored in the non-contact IC card 146
then advances processing to step S181 of FIG. 26, deletes
the user trustworthiness rewriting key 363, and provides
20 notification of completion of writing to the authentication
server 41. This processing corresponds to the arrow 437 of
FIG. 24.
As described in the following, the authentication
server 41 that has acquired the notification of completion
25 of writing provides a temporary commercial transaction
information rewriting key 362lto the mobile telephone 11,
and instructs the deletion of the temporary commercial
transaction information 391 stored in the non-contact IC
card 146.

30 In step S182, the main control unit 131 determines

whether or not an instruction to delete the temporary
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a second acquisition control step for controlling acquisition of
information relating to said conmmercial transaction provided by said

i nformati on comruni cation 25 term nal during product delivery; an

aut hentication step for authenticating information relating to said
commercial transaction having acquisition thereof controlled by said second
acquisition control step using information relating to said comrercial 30
transaction having storage thereof controlled by said storage control step
process; &FRMencial yangaghien diMPEetkor Raepen avFod iHg provi di ng
of I nformagion, felaling;bo Salf Jnfar mation prosesyng apparatysdor
generating information rélating to User trustwoithiness to said Inhformation
comuni catd & bsieioh Neds atidbentptated by said authentication step
processing. 19. A recording nmediumrecorded with a conputer-executable
program for ud@esy dh iLsf cdekerningd osbesi iy 4ppRPIBYY ICPWwRNEGlkd to a

t , f i i.nf ti, | at | to ] t ti ,
ohar acter | SRPTRR SR, R R | SR eb it o RS o nbrsl TSt he.
acqui si ti ofe@fitdd C{Ft'ﬁ%tf:é’:ﬂpé?!a@&id%ﬁurtefi:éirallst\_‘\@ﬁtsai:\‘!%ﬁ_ﬂ«ff&ﬁﬁ&i&m’fer ci al

transaction farget provided by a 15 communi cation term nal of said

commer ci al rewaithey ikey BaRdeis dfeesabdqudned) ¢i tihe medmsaentonl wnikenerati ng
step for rating information relating, to id co cial transaction
durng.pr o e varesd ERR e OTs d i Gt IR SR S R THF AT g 20
provi di ng @mhéf &1 fat itdhdRlAtidi tarsendteenmess alsdd@nsaghi otngener at ed
by said generating step process to said information comuni cation term nal;
a st orldge mwontecontacep ICorcaxsht 1661 ilsg dtlmta vsingf dheatdaomuirddting to
said commercial transaction %g genera ed hy fajd eneratin%-ste process; a
second acqutBPeTIRY CHMIDIC Sl PBF2E ﬁ?Po"Ir}"?ﬂ“aa%q‘m SPYEGNTOF 9 or mat i on
relating tggsaid comrercial transaction provided by said information
comuni cation term nal during product delivery; 30 an authentication step
for aut henti cdthengainfoometebmnddl 81 ridpatohsaide ook tbieat enpansagt i on

havi ng

commercial transaction information 391 stored in the
15 non-contact IC card 146 then advances processing to step
S184, deletes the temporary commercial transaction
information rewriting key 362, and provides deletion
completion notification to the authentication server 41.
This processing corresponds to the arrow 439 of FIG. 24.
20 As described in the following, the authentication
server 41 that has acquired the deletion completion
notification then provides notification of completion of
processing to the mobile telephone 11.
In step S185, the main control unit 131 determines
25 whether or not notification of completion of processing has
been acquired via the antenna 112, and waits until it is
determined that acquisition has taken place.
When it is determined that notification of completion
of processing has been acquired, the main control unit 131

30 completes the trustworthiness operation processing.
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122 acqui sition thereof controlled by said second acquisition control
step using information relating to said commercial transaction having
storage thereof controlled by said storage control step process; and 5 a
first providing control step for controlling providing of information
relating to said informati on processi ng apparatus for generating
information relating to user trustworthiness.to said information

comuni cation term nal authenticated by said authentication step 10
processi ng. 2Mext corputdarsaxiglitabl € spr gdvam f vitbonrederéngeanto

informatio rocessin p at conne tg.a network, for. managi ng
infornatioﬁlggFg?Fﬁa gﬂgaggénngfki3?81§H?$anggcfﬂin?r%ﬁ%?%ﬁ?%??%%% by: a
first acquppblhRRoRONEFOEe S4By Ofo FLORREO! A tie A hECACIHH SiskirqRrof 41
information relating to trustworthiness of said commercial transaction

target provededely euttommnsoahi on manmeral asf tai docewspesidal withnsacti on
20 target of said commercial transaction; a generatipng %iep for.generating
ur 9 b

i nf or med | oRTREFYPERGINESSai PPEFRTEPE alPLS 9 orP pPORLEE sales: a
first prOVEQEQPHBH@tﬁqldé%%EiEQB GR®Rteol | i ng providing of information

relating to safd commercial 25 transaction generated by said generating
step process thisatd inf etemt iS20comfruRLIGat Rdn tudeniGRAl ;31 sebHrhabe control
step for controlling storage of informatiogn relating to said conmercial

transact i oRUGBRBLACEGIRY S&FY Fefdr GPPRGOstef fr GEBTENISBT4°8ebBAY
acqui si tionygoniy gk éé@@rrﬁfﬁﬁggﬂte“c‘?xlelr‘ 98 r2arhak bk BEeh PEBBELSN

relating to said comrercla transaction provided by said information
comuni@at bgnttemobidle takéephopedduasidel tveprocs sduchefitsteat Bdilst ep for
aut henti cating_information rel ating to said conmercial transactign having 5
acqui si ti oRft ﬁ@@eo@f’mﬂﬂdr GEteFmdpataioh $8a5nARRGTFST thavh PE6mt F‘B(F)iest ep

usi ng info&gaghﬁg Lgl ating to said conmmercial transaction having storage

t her eof contr ol e& by said storage control step process; and a first
provi di ng contWhénsiep 4 ateteomtiredd ithgtl@hprevhdsngeat amiaaossts by rel ati ng
to said information processing apparatus for generating infornation

rel ating t 6hgdepbiledeisrhinnseis: tteeasGPH 3k égﬁ’&ﬂc@ﬁ CENRERFESEREN t er ni nal

L nents ot bl AubeaLLoglese o S OGSSRLBY S Byphotl ot on
relating tqit foster t aipesargfcantdraia Liseansanstiohul n furma tier 36 an
infornati0g€g?ggng;x¥£gnngg[gggggcgn%érgéggniagp This processing
corresponds to the processing of arrow 432 of FIG. 24.
The main control unit 131 of the mobile telephone 11
20 that requested the temporary commercial transaction
information 391 then provides the requested temporary
commercial transaction information 391 to the
authentication server 41 using the processing of step S173
of FIG. 25.
25 In step S203 the CPU 311 controls the communication unit
324, determines whether or not temporary commercial
transaction information 391 has been acquired, and waits
until it is determined that acquisition has taken place.
When it is determined that the temporary commercial
30 transaction information 391 has been acquired, the CPU 311

advances processing to step S204, calculates store
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20 relating to trustworthiness of a second user constituting a user of

anot her information processing apparatus, characterized by: storage neans
for storing information relating to trustworthiness of said second user; 25
provi ding nmeans for providing information relating to trustworthiness of
sai d second user stored by said storage neans to said information

communi cation termnal; acquiring nmeans for acquiring informatian rel ating
to said first user fromsaid i nformati on communi cation 30 termninal and

i nf or mat i onrustetroginess Fahmeiogad preawcidisbmethzd bagpdaen fdrgreans for
updating information relating to sajd first user acquired_b j.d acquiring
means and ?%f%+ReE TEROAEY 2??%F?+%%Fﬁ@?§ﬁ§%é§§lb?ggﬁ?ﬁtééegﬁg”user
stored by sahd,shorage-peans,baseduglybptALABEE0RsUelsddrag 5 d i d
commerci al tranSaction acquired by said acquiring neans; and providing
means for gtovadengnitfd2Bation relating to trustworthiness of said first
user updated by said UEdating neans to said information connugkéfgion

term neﬁ_ . 10 ZEhe AFY afdr hth d:r’FepPB@é‘§§fjn§tﬂEFh%’au?B‘?'ofé?PJrﬂ?ﬁ on
proce$s'”9tﬁ§836 Uy %QWH%?%%%ﬂﬂﬁr%aQﬁkﬁpﬁ%itf9§4U§Hagt89 sFEOTAMY i on
relating to trus Wor thi ness of @ Tirst user constituting a user of an

i nfor mat i omakesmeni eatjuest 15 d ethenalokdrick | hédephdhen Tkl dbrnguser
trustworthiness of a second user constituting a user of another i|nformation

processi ngtBppErartBingrar bR eFabirhy : T $ (HFQRRS UM ref T LE g R4S
control || ngosLrageoalsLahar gRtLonokeh3kigg Focirugiworthiness of said
second 20 uSer; a provision control step of controlling providing of
infornedion retipd imgih ocdmitsd woiiht NESS of tsee dnleCbadt elbephondel it or age
t hereof being controlled by processing of said storage control step, to
sai d i nf or fReétomasomrAl t28d oRNO S UBE MtFASTYAF tAdRRSS t1HHCERRE+OR step of
controllin LSiti I Lon.relatj ts j i f} provi ded
by said ingggﬁggkoﬁjggﬂnﬁé?%a.?%HB %?nﬁﬁgﬁ%gkgqﬁ# 5%%%t}%%6$%?§f?ﬁg to a
commer ci al cbraaspehid@ng 86 e WiAlddt) wtiey the ppdatksdnignbér stepon
relating to trustworthiness of said first user with the acquisition 125
t her eof cofit/8l EedFBF -t B8 -processi ng of said acquisition control step and
| nfor npgion rebalLigyt @obEUSLNDTERG NEEP O5nSAbes SERENCLHRERL Bht Rohhe
storage thereof "con Porfe by

unit 324 so as to determine whether or not user

trustworthiness information has been acquired, and waits

until it is determined that acquisition has taken place.

When it 1is determined that wuser trustworthiness

20 information has been acquired, the CPU 311 advances the

processing to step S207, and calculates and updates the user

trustworthiness 352 using a prescribed method based on the
acqﬁired user trustworthiness information.

The CPU 311 that has updated the user trustworthiness

25 352 then advances processing to step S210 of FIG. 28,

controls the communication unit 324, and provides user

trustworthiness information containing the updated user

trustworthiness 352 and the user trustworthiness rewriting

key 363 to the mobile telephone 11. This processing

30 corresponds to the processing of arrow 436 of FIG. 24.
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the processing of said storage control step based on 5 information relating
to said commercial transaction with acquisition thereof controlled by
processi ng of said acquisition control step; and a provision control step
of controlling providing of information relating to trustworthiness of said
first user 10 updated by processing of -said updating step, to said
information conmmuni cation termnal. 23. A recording nediumrecorded with a
conput er -readabl e program for use with an information processi ng apparat us
15 connect ed tDha meinocdntiol weiagl iy dhfthermobinle datéphpne 11

trustwort hjpe of a first uyser constituti a user._aof an_i,nformation
communi cat FBRCCEHPAIPLARE T BPRRL 10T TV AT 1 Q4 TREEER TESS of a
second useﬁg&@@égl tehé NG, Fe oIS & Oft IV} dNT BEPRL @B rBHOCERSI ige
apparatus, 20 characterized by: a storage control step of controlling

st orage of nonfopnagicon fEl acangd t d46r ushdorphénidssoftkhsd secorle user; a
provi sion control ,step of controlling providing of 25 informt] rel ating
Dot ust wor BhABS4 25T 0% SECEEb AP 48an0 Phe it At aitest SBed Hot
control | edgRyppgOCOgSi Ng of said storage control step, to said information
communi cation termnal; an acquisition control step of controlling 30

acqui sition of Inn$bepas2bh, rehatChg 3bl seowtfolstthsecornicptbeonded by
said informati on_comruni cati on terninﬁg and i nformation relatingﬂ%o a

comer ci al UPAENdAR13VMS &R UBHEETHECYRP-RST Updali RGEEALERMAPT oA rel ating
Lo LruSTVCEbRLAEES ofl ofalgithhg! n8Chelh! Ackheraqfuashi ol Lhet gof

controll ed by the processing of said acquisition control step and
i nf or nHl i odtr esatleng rind nedushaar Bloiquésd tabns hiad sekendplsee.wi th t he

storage thereof controlled by the processing of said storage coptrol step
based on i nf or WREN okt rF ﬁqtr?grr%lél%cgi a&oﬁﬁﬁgéilé:lattlf’ﬁnggc?? 1GF R 10

acqui si ti oBebfierenly GeB Al el rBEOGERSERY s R ARAYESEELEngONt T Ol
step; and a prOVISI%n contro gtep of confrolling provid ng of information
rel ating taotstsp \821t2hi cessrolssediacbmmahicaed onpoat e@2dy procecedsesng of

said updating step, to said 15 information conmuni cation termnal. 24. A
conput er - e kBEUE MPRL IF Y GBS S adohF R Fhicad i taroRe BE SE 2B ng

apparajyis §9nees ad Lo a HaMPL LALAIBNAOLAG 1ALOLYRLL Ahd £LBLADO TO

trustworthin of a Irst user-constituting a user of an Information
conmuni cat tedephomfiendl tandel et e tempoeday icuptexrdiraistwanshehésa of a
second user constitutingla user of another information prqcessing

appar at us, 1F8FRGCNzE81 1EOTRA 4NsHo? ARR ARG SER B 1t TBEFi ng
storage of J-AALINORSAH NS Oo! kHS! goLLhLAeAs 8 sakd,Sgagndeuser; a

provi sion control step of controlling pr ing of information relating to
trustwort hiniess 2df. sai d second user, 30 the storage thereof being
controléed by grocessing of said 127 .
2 hen the main control unit 131 of the mobile telephone
11 deletes the temporary commercial transaction information
391 using the acquired temporary commercial transaction
information rewriting key 362 based on the instruction from
the authentication server 41, the processing advances to
25 step S184 of FIG. 26, and deletion completion notification
is provided to the authentication server 41.
In step S$213, the CPU 311 controls the communication
unit 324 so as to determine whether or not deletion

completion notification has been acquired, and waits until

30 it is determined that acquisition has taken place.

77



storage control step, to said informati on communication termnal; an
acquisition control step of controlling acquisition of information relating
to said first user 5 provided by said information conmmunication tern na

and information relating to a conmmercial transaction; an updating step for
updating information relating to trustworthiness of said first user with
the acquisition thereof. controlled by the processing of said acquisition
10 control step and information relating to trustworthiness of said second
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) - YZlO%?'&'é)uséPBrégﬁs tered for a service and a st
10B=1098& ()- 11" | 10UMBNB& ()-FPUI[ 2= @ ©pl miov@e” (}-T Sl 1 1000BVBE ()-! @' 10%
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"109% B[ B& ¢3nRdt be read out without using a password etc.

In the above, as shown in FIG; 23, adescription is given
whe:eillegalduplicationcﬁfthepurchasinginformation353

10 stored in the non-contact IC card 146 is not possible, but
it is also possible to ensure that it is possible to change
a purchaser (i.e. transfer purchasing information 353 to
another device) providing the permission of the
point-of-purchase 20 is received.

15 For example, as shown in FIG. 29, when a purchaser mobile
telephone 11-3 constituting a mobile telephone used when
purchasing merchandise transfers purchasing information
353 stored in a non-contact IC card 146-3 to a transfer
destination mobile telephone 11-4, a transfer destination

20 cardidentification number (i.e. card identification number
351-4) is overwritten (taken to be purchasing information
453) with a purchasing card identification number 353 (i.e.
card identification number 351-3) contained in the
purchasing information 353, and stored in a non-contact IC

25 card 146-4 of the transfer destinationmobile telephone 11-4
(arrow 463).

The point-of-purchase server 21 then manages both the
purchasing card identification number (i.e. card
identification number 351-3) and the transfer destination

30 cardidentification number (i.e. card identification number

351-4), and provides purchasing information 453 containing
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100 210% &1 T10% 1T % §F§?%8§?Bf‘9%)?u5%§éié465% BEEPTy,

"109% B} B& ()- ’l‘he//u eJ:LO%fBXB& transfer destination mobile telephone
1f110% B&f(%-'a'lO@@B[B&f( I\ 110%/BVB& ()-! 109 ()-666667
889{ Y71 | x} 1086 % bReN) 2B e /G%F%B(S) thenodalof U By ohaser edoeteus () -2

%JgLB( )1 E)le ﬂ%ﬁﬁ@%% 2?"5‘5{%‘%&%&% %’Fﬁg‘i%ﬁ%ﬁ&? (5 - 3PN 00R et ()- 2111 10

YWUsU&' () - BohRe-5£228@BRY 10server confirming the card
U aS! 10%/ H & ()-! XS 10%?& ()-! N 0%5/5/&'()-|I|10%@/0/&'()-'I'lO%@/O/&'()
- identification number 351-4 of the non-contact IC card 146~
of the transfer destination mobile telephone 11-4 and the
10 purchasing information 453 using the purchasing information
453.

Next, a description is given of transfer processing by
the purchaser mobile telephone 11-3 of FIG. 29 with
reference to the flowcharts of FIG. 30 and FIG. 31. In the

15 following, the configuration of the purchaser mobile
telephone 11-3 and the transfer destination mobile
telephone 11-4 is the same as the configuration of the mobile
telephone 11 and FIG. 2 to FIG. 6 may also be cited for the
configuration of the purchaser mobile telephone 11-3 and

20 the transfer destination mobile telephone 11-4.

First, in step S$231, the main control unit 131 of the
purchaser mobile telephone 11-3 makes a request to the
point~-of~purchase server 21 via the network 10 for
permission to transfer the purchasing information 353.

25 As described in the following, the point-of-purchase
servar21fhathasacquiredthetransferpermissionrequests
the purchasing-information 353 stored in the non-contact
IC card 146-3 of the purchaser mobile telephone 11-3 and
card identification number information containing the card

30 identification number 351-3.
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number information has been acquired, and waits until it
5 is determined that acquisition has taken place.

When it is determined that a request for the purchasing
information 353 and card identification number information
has been acquired, in step $233 the main control unit 131
provides the purchasing information 353 and card

10 identification number information to the point-of-purchase
server 21 via the network 10.

As described in | the following,. when the
point-of-purchase server 21 that has acquired the
purchasing information 353 and card identification number

15 information has carried out authentication of the acquired
purchasing information 353 using the card identification
number 351-3 contained in the acquired card identification
number information so as to authenticate the purchasing
information 353, card identification number information

20 containing the card identification number 351-4 of the
transfer destination of the purchasing information 353 is
requested.

In step S234, the main control unit 131 of the purchaser
mobile telephone 11-3 determines whether or not a request

25 for this card identification number information of the
transfer destination has been acquired, and waits until it
is determined that acquisition has taken place.

When it is determined that a request for the card
identification number information of the transfer

30 destination has been acquired, the main control unit 131

advances processing to step $235, a determination is made
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as to whether or not the transfer destination mobile

telephone 11-4 is within communication range of short-range

wireless communication by the non-contact IC card 146-3,

and determination that this is the case is awaited.

5 When the purchéser mobile telephone 11-3 and the
transfer destinationmobile telephone 11-4 are close to each
other so that the non-contact IC card 146-4 is positioned
within the communication range of the non-contact IC card
146-3, the CPU 161 of the non-contact IC card 146-3 detects

10 the non-contact IC card 146-4 and notifies the main control
unit 131 via antenna 170.

When the main control unit 131 of the purchaser mobile
telephone 11-3 determines that the transfer destination
mobile telephone 11-4 is present within the communication

15 range of short-range wireless communication by the
non-contact IC card 146-3 based on information provided by
the CPU 161, the main control unit 131 advances the
processing to step S236, controls the non-contact IC card
146-3, and makes a request to the transfer destination

20 mobile telephone 11-4 for card identification number
information containing the card identification number 351-4
using short~range wireless communication.

The transfer destination mobile telephone 11-4 that has
been requested for the card identification number

25 information, as described in the following, provides the
requested card identification number information to the
purchaser mobile telephone 11-3 using short-range wireless
communication.

In step S237, the main control unit 131 of the purchaser

30 mobile telephone 11~-3 controls the non-contact IC card 146-3

so as to determine whether or not the card identification
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number information of the transfer destination has been

acquired, and waits until it is determined that acquisition
has taken place.
When it is determined that card identification number

5 information for the transfer destination has been acquired,
the main control unit 131 advances processing to step S238,
and the card identification number information acquired for
the transfer destination is provided to the
point-of-purchase server 21 via the network 10.

10 As described in the following, the point-of-purchase
server 21 that has acquired the card identification number
information of the transfer destination updates the
purchasing information 353 using the card identification
number 351-4 contained in the acquired card identification

15 number information, generates purchasing information 453
containing the card identification number 351-4, and
provides this to the purchaser mobile telephone 11-3
together with the purchasing information rewriting key 361.

In step S239, the main control unit 131 of the purchaser

20 mobile telephone 11-3 determines whether or not the updated
purchasing information 453 and purchasing information
rewriting key 361 have been acquired, and‘waits until it
is determined that acquisition has taken place.

When it is determined that the updated purchasing

25 information 453 and purchasing information rewriting key
361 have been acquired, the main control unit 131 advances
processing to step S241 of FIG. 31, a determination is made
as to whether or not the transfer destination mobile
telephone 11-4 is within communication range of short-range

30 wireless communication by the non-contact IC card 146-3,

and determination that this is the case is awaited.
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controls the non-contact IC card 146-4, and provides the
updated purchasing information 453 and purchasing
information rewriting key 361 to the transfer destination
mobile telephone 11-4 using short-range wireless
communication.

As described in the following, the transfer destination
mobile telephone 11-4 provided with the purchasing
information 453 and the purchasing information rewriting
key 361 records the updated purchasing information 453 in
the non-contact IC card 146-4 using the acquired purchasing
information rewriting key 361. When recording is complete,
the purchasing information rewriting key 361 is deleted,
and completion of writing is provided to the purchaser
mobile telephone 11-3.

In step S243, the main control unit 131 of the purchaser
mobile telephone 11-3 controls the non-contact IC card 146-3
so as to determine whether or not notification of completion
of writing has been acquired, and waits until it is
determined that acquisition has taken place.

When it is determined that notification of completion
of writing has been acquired, the main control unit 131
advances processing to step S244 and provides the acquired
notification of completion of writing to the
point-of-purchase server 21.

The point-of-purchase server 21 that has acquired the
notification of completion of writing provides the

purchasing information rewriting key 361 to the purchaser
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mobile telephone 11-3 and requests deletion of the
purchasing information 353.
In step S245, the main control unit 131 of the purchaser

mobile telephone 11-3 determines whether or not a request

- for deletion of the purchasing information has been acquired

from the point-of-purchase server 21, and waits until it
is determined that acquisition has taken place.

When it is determined that a request to delete purchasing
information has been acquired, the main control unit 131
advances processing to step 5246 and deletes the purchasing
information 353 stored in the non-contact IC card 146-3
using the purchasing information rewriting key 361.

When deletion is complete, in step S247, themain control
unit 131 provides deletion completion notification to the
point-of-purchase server 21, and transfer processing is
complete.

Next, transfer processing by the point-of-purchase
server 21 executed corresponding to transfer processing by

the mobile telephone 11-3 as described above is described

- with reference to the flowcharts of FIG. 32 and FIG. 33.

InstepSZGl,theC?U2010fthepoint-of—purchaseserver
21 controls the communication unit 224 so as to determine
whether or not a transfer permission request has been
acquiredframthepurchasermobiletelephone1143,andwaits
until it is determined that acquisition has taken place.

When it is determined that a transfer permission request
has been acquired, the CPU 201 advances the processing to
step 8262, and a request is made to the purchaser mobile
telephone 11-3 for the purchasing information 353 and the
card identification number information containing the card

identification number 351-3.
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In step S233 of FIG. 3, the purchaser mobile telephone
11-3 requested for the purchasing information 363 and the
card identification number information then provides the
requested purchasing information 353 and card

5 identification number information.

In step S263, the CPU 201 controls the communication
unit 224 so as to determine whether or not the purchasing
information 353 and card identification number information
has been acquired, and waits until it is determined that

10 acquisition has taken place.

When it is determined that the purchasing information
353 and the card identification number information, the CPU
201 advances processing to step S264, purchasing
information 353 corresponding to (having the same

15 purchasing identifier as) the acquired purchasing
information is retrieved from the storage unit 223, and the
purchasing information 353 provided by the purchaser mobile
telephone 11-3 and card identification number 351-3
contained in the card identification number information are

20 authenticated using the retrieved purchasing information
353, |

In step S65, the CPU 201 determines whether or not the
purchasing information 353 and card identification number
351-3 are authenticated.

25 When it is determined that the individual information
353 is authenticated, the CPU 201 advances processing to
step $266, controls the communication unit 224, and makes
a request to the purchaser mobile telephone 11-3 for card
identification number information containing the card

30 identification number 351-4 of the transfer destination.
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information of the transfer destination to the
point-of-purchase server 21.

5 In step S267, the CPU 201 controls the communication
unit 224 so as to determine whether or not card
identification number information of the transfer
destination has been acquired, and waits until it is
determined that acquisition has taken place.

10 When it is determined that card identification number
information of the transfer destination has been acquired,
the CPU 201 advances processing to step S271 of FIG. 33,
and the purchasing information 353 is updated using the card
identification number 351-4 contained in the acquired card

15 identification number information of the transfer
destination using the purchasing information rewriting key
361. Specifically, the CPU 201 overwrites the transfer
destination card identification number (card
identification number 351-4) with the identification number

20 of the purchasing card contained in the purchasing
information 353 so as to generated updated purchasing
information 453.

Then, in step S272, the CPU 201 provides the updated
purchasing information 453 to the purchaser mobile

25 telephone 11-3 together with the purchasing information
rewriting key 361.

The purchaser mobile telephone 11-3 that has acquired
the updated purchasing information 453 and the purchasing
information rewriting key 361 then provides the updated

30 purchasing information 453 and the purchasing information
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0d5-_@ unit 224 so as to determine whether or not notification of
completion of writing has been acquired, and waits until
10 it is determined that acquisition has taken place.

When it is determined that notification of completion
of writing has been acquired, the CPU 201 advances
processing to step 8274, the purchasing' information
rewriting key 361 is provided to the purchaser mobile

15 telephone 11-3, and a request for deletion of the purchasing
information 353 is made to the purchaser mobile telephone
11-3.

After the purchasing information 353 is deleted, in step

S247 of FIG. 31, the purchaser mobile telephone 11-3
20 provides deletion completion notification to the
point~-of-purchase server 21.

In step 8275, the CPU 201 controls the communication
unit 224 so as to determine whether or not deletion
completion notification has been acquired, and waits until

25 it is determined that acquisition has taken place.

When it 1is determined that deletion completion
notification has been acquired, the CPU 201 advances
processing to step S276 of FIG. 33.

When it is determined in step 5265 of FIG. 32 that

30 purchasing information is not authenticated, the CPU 201

advances processing to step 8268, and processing of step
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to be complete, the CPU 201 returns processing to step S261
of FIG. 32, and the process from there onwards is repeated.

Further, when completion of the transfer processing is
determined in step S276, the CPU 201 ends transfer
processing.

Next, a description is given with reference to the
flowchart of FIG. 34 of transfer processing by the purchaser
mobile telephone 11-3 and transfer processing by the
transfer destination mobile telephone 11-4 executed to
correspond to the transfer processing by the
point-of-purchase server 21.

First, in step S291, the main control unit 131 of the
transfer destination mobile telephone 11-4 controls the
non-contact IC card 146-4 so that, as a result of the
processing of step S236 of FIG. 30, a determination is made
as to whether or not a request for card identification number
information has been acquired from the purchaser mobile
telephone 11-3, with a determination this has been acquired
then being awaited.

When it is determined that a request for the card
identification number information has been acquired, the
main control unit 131 advances processing to step 5292,
controls the non-contact IC card 146-4, makes a
determination as to whether or not the purchaser mobile
telephone 11-3 is within communication range of short-range
wireless communication by the non-contact IC card 146-4,

and awaits a determination that this is the case.
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When the purchaser mobile telephone 11-3 and the
transfefdestinationmobiletelephone11-4areclomatoeach
other so that the non-contact IC card 146-3 is positioned
within the communication range of the non-contact IC card

5 146-4, the CPU 161 of the non-contact IC card 146-4 detects
the non-contact IC card 146-3 and notifies the main control
unit 131 via the antenna 170.
When - it 1is determined that the purchaser mobile
telephone 11-3 1is within communication range based on
10 information provided by the CPU 161, the main control unit
131 of the transfer destination mobile telephone 11-4
advances processing to step $293, and card identification
number information containing the requested card
identification number 351~4 is provided to the purchaser
15/ mobile telephone 11-3 using short-range wireless
communication by the non-contact IC card 146-4.

In step S242 of FIG. 31, the purchaser mobile telephone
11-3 provides the updated purchasing information 453 and
purchasing information rewriting key 361 provided by the

20 point-of-purchase server 21 to the transfer destination
mobile telephone 11-4.

In step 8294, the main control unit 131 of the transfer
destination mobile telephone 11-4 determines whether or not
the purchasing information 453 updated by the purchaser

25 mobile telephone 11-3 and purchasing information rewriting
key 361 have been acquired, and waits until it is determined
that acquisition has taken place.

When it is determined that the updated purchasing
information 453 and the purchasing information rewriting

30 key 361 have been acquired, the main control unit 131

advances the processing to step 5295 and records the updated
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information rewriting key 361.
. The main control unit 131 advances the processing to
step S296, controls the non-contact IC card 146-4, makes
5 a determination as to whether or not the purchaser mobile
telephone 11-3 is within communication range of short-range
wireless communication by the non-contact IC card 146-4,
and awaits a determination that this is the case.

When it is determined that the purchaser mobile

10 telephone 11-3 is within communication range, the main
control unit 131 advances processing to step S287, provides
notification of completion of writing to the purchaser
mobile telephone 11-3 after deleting the purchasing
information rewriting key 361, and ends transfer

15 processing.

As described in the above, it is possible to transfer
purchasing information from the purchaser mobile telephone
11-3 to the transfer destination mobile telephone 11-4 by
having the point-of-purchase server 21 permit transfer.

20 In the above, a description is given where the
point-of-receipt server 31 of the point of receipt 30 holds
the purchasing information rewriting key 361, with the
purchasing information 353 stored in the non-contact IC card
146 being deleted after delivery of the merchandise. However,

25 the present invention is by nomeans limited in this respect,
and this electronic commercial transaction system may be
simplified by not having the point-of-receipt server 31
delete the purchasing information.

FIG. 35A to FIG. 35D are views showing examples of data

30 held in the mobile telephone 11, point-of-purchase server

21, point-of-receipt server 31, and authentication server
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41 respectively in a state before the user of the mobile
telephone 11 of FIG. 1 purchases merchandise.

Comparing with the case of FIG. 11A to FIG. 11D, the
mobile telephone 11 shown in FIG. 35A is the same as the

5 mobile telephone 11 of FIG. 11A, a rewriting key is not held,
and the point-of-purchase server 21 of FIG. 35B is the same
as the point-of-purchase server 21 of FIG. 11B, and a
purchasing information rewriting key 361 is held.

The point-of-receipt server 31 of FIG. 35C is different

10 fromthe case of FIG. 11C in that the purchasing informétion
rewriting key 361 is not held. In this case, as described
in the following, the temporary commercial transaction
information 391 is also not used and the point—of—receipt
server 31 also does not hold the temporary commercial

15 transaction information rewriting key 362.

Similarly, the authentication server 41 of FIG. 35D
holds the user trustworthiness rewriting key 363 but differs
from the case in FIG. 11D in that a temporary commercial
transaction information rewriting key 362 is not held.

20 Next, a description is given of a further example of
the flow of processing of the mobile telephone 11,
point-of-purchase server 21 and authentication server 41
relating to the sale of merchandise in the electronic
commercial transaction system of FIG. 1, as shown in FIG.

25 36.

In the case of FIG. 36 also, the flow of processing
relating to the sale of merchandise is substantially the
same as for the case shown in FIG. 12.

Namely, the ﬁobile telephone 11 acquires store

30 trustworthiness of the point-of-purchase 20 from the

authentication server 41 (arrow 481 and arrow 482) and an
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user trustworthiness 352 is then supplied to the
5 point-of-purchase server 21 based on this request (arrow
484 and arrow 485), the card identification number 351 is
provided to the point-of-purchase server 21 (arrow 486 and
arrow 487), and purchasing information 353 corresponding
to the commercial transaction for this time is acquired
10 (arrow 488).
However, after this, differing from the case of FIG.
12, the point-of-purchase server 21 provides the purchasing
information rewriting key 361 to the mobile telephone 11
an instructs the deletion of the purchasing information 353
15 (old purchasing information 353 that is no longer of use)
corresponding to the previous commercial transaction (arrow
489) .
The mobile telephone 11 then deletes the purchasing
information 353 corresponding to the previous commercial
20 +transaction based on this instruction, and provides
deletion completion notification to the point-of-purchase
server 21 (arrow 490). The point-of-purchase server 21
receives this, provides notification of completion of
processing to the mobile telephone 11 (arrow 491) and
25 completes processing related to sales.
The following is a description with reference to the
flowcharts of FIG. 37 to FIG. 39 of purchasing processing
of the mobile telephone 11. A description is now given

corresponding to the flowcharts FIG. 13 and FIG. 14 as

30 necessary.
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FIG. 13 to step S29 of FIG. 14, is the same processing, and
5 is therefore omitted from this description.

Namely, in step S311 to step S313 of FIG. 37, the main
control unit 131 acquires purchasing information from the
point-of-purchase server 21 and displays this at the liquid
crystal display 115, and acquires store trustworthiness

10 information for displaying at the store trustworthiness
information in step 8314 to step S317.

In step S320 and step S321 of FIG. 38, the main control
unit 131 determines whether or not to purchase merchandise.
In step S322 to step S327, requested user trustworthiness

15 information is provided. In step S330 and step S331 of FIG.
39, the requested card identification number information
is provided. In step S332 to step S334, the provided
purchasing information is recorded, and notification of
completion of writing is provided to the point-of-purchase

20 server 21.

As described in the following, the point-of-purchase
server 21 that has acquired the notification of completion
of writing provides the purchasing information rewriting
key 361 to the mobile telephone 11, and a requést is made

25 for purchasing information for which commercial transaction
completion is finished is made.

In step S335, the main control unit 131 of the mobile
telephone 11 determines whether or not a request for
deletion of purchasing information for which commercial

30 transaction completion is finished has been acquired from
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the point-of-purchase server 21, and waits until it is
determined that acquisition has taken place.

When it is determined that a request to delete the
purchasing information rewriting key 361 and purchasing

5 information for which commercial transaction completion is
finished has been acquired, the main control unit 131
advances the processing to step 8336, and purchasing
information 353 stored in the non-contact IC card 146 for
which commercial transactions have already been completed

10 is deleted using the acquired purchasing information
rewriting key 361.

When deletion is complete, in step S337, themain control
unit 131 deletes the purchasing information rewriting key
361 and deletion completion notification is provided to the

15 point-of-purchase server 21.

In step S338, as in the case of step S30 of FIG. 14,
the main control unit 131 determines whether or not
notification of completion of processing provided by the
point-of-purchase server 21 has been acquired, and waits

20 until it is determined that acquisition has taken place.

When it is determined that notification of completion
of processing has been acquired, in step S339, as in the
case of step S31 of FIG. 14, the main control unit 131
controlstheLCDcnntrolunit136,theacquirednotification

25 of completion of processing is displayed at the liquid
crystal display 115, and purchasing processing is complete.

The authentication server 41 executes store
trustworthiness information providing processing
cofresponding'with the purchasing processing by the mobile

30 telephone 11 described above. However, this processing is

the same as the case described with reference to the
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to the store trustworthiness information providing
processing by the authentication server 41 is described with
reference to the flowcharts of FIG. 40 and FIG. 41. A
description is now given corresponding to the flowcharts
10 FIG. 16 and FIG. 17 as necessary.
The processing from step S351 of FIG. 40 to step S363
of FIG. 41 by the CPU 201 of the point-of-purchase server
21 corresponds to the processing of step S61 of FIG. 16 to
step 875 of FIG. 17, is the same processing, and is therefore
15 omitted from this description.
Namely, in step S351 and step S352 of FIG. 40, the CPU
201 provides merchandise information based on a request.
In step 8353, it is determined whether or not a request to
purchase merchandise is acquired. In step S354 and step S355,
20 user trustworthiness information is acquired from the
mobile telephone 11l. In step S356, trustworthiness is
determined, and in step S357, a determination is made as
to whether or not merchandise is sold.
When merchandise is not sold, in step S358, the CPU 201
25 carries out error processing. When merchandise is sold, in
step 8359 and step S360 of FIG. 41, card identification
number information is acquired from the mobile telephone
11. After purchasing/charging processing is carried out in
step 8361, purchasing information is generated in step S362

30 and is provided to the mobile telephone 11.
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10B processing to step S36 controls the communication unit
224, provides the purchasing information rewriting key 361
10 to the purchaser mobile telephone 11, and makes a request
for deletion of purchasing information for which commercial
transaction completion is finished to the purchaser mobile
telephone 11.
As shown in step S336 of FIG. 39, the main control unit
15 131 of the mobile telephone 11 that has acquired the request
for deletion of purchasing information for which commercial
transaction completion is finished deletes purchasing
information for completed commercial transaction. When
deletion is complete, in step S337, deletion. completion
20 notification is provided to the point-of-purchase server
21.
In step $S365, the CPU 201 of the point~-of-purchase server
21 controls the communication unit 224 so as to determine
whether or not deletion completion notification has been
25 acquired, and waits until it is determined that acquisition
has taken place.
When it is determined that deletion completion
notification has been acquired, the CPU 201 advances
processing to step $366, and as in the case of step S76 of

30 FIG. 17, controls the communication unit 224, and provides
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Next, ip step S367, as in the case of step S77 of FIG.
17, the CPU 201 determines whether or not sales processing

5 is finished. When it is determined that the processing is
not finished, fhe processing of step S351 of FIG. 40 is
returned to and processing from there onwards is repeated.

Further, when it is determined that the sales processing
has finished, the CPU 201 ends the sales processing.

10 In the above, processing relating to purchasing and sale
of merchandise is carried out.

Next, as shown in FIG. 42, a description is given
corresponding to the case of FIG. 18 of the flow of
processing occurring at the mobile telephone 11,

15 point-of-purchase server 21, point-of-receipt server 31 and
authentication server 41 executed while delivering the
merchandise.

In the case in FIG. 42, as in the case in FIG. 18, when
the non-contact IC card 146 is positioned with communication

20 range of short-range wireless communication of the IC card
reader/writer 275, the point-of-receipt server 31 the
mobile telephone 11 is in the proximity of makes a request
to (arrow 501) and acquires from (arrow 502) the mobile
telephone 11 purchasing information 353 and the card

25 identification number 351.

A request is then made to the point-of-purchase server
21 for purchasing information 353 corresponding to the
acquired purchasing information 353 (arrow 503), and this
is acquired (arrow 504). The purchasing information 353 and

30 card identification number 351 acquired from the mobile

telephone 11 are then authenticated using the purchasing
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21 and notification of completion of processing is provided
to the point-of-purchase server 21 (arrow 505).
When notification of completion of processing is
5 provided to the point-of-purchase server 21, the processing
is completed without the point-of-receipt server 31
instructing the mobile telephone 11 to delete the purchasing
information 353 or providing the temporary commercial
transaction information 391 as in the case in FIG. 18.
10 Differing from the case of FIG. 18, when notification
of completion of processing is acquired, the
point-of-purchase server 21 provides purchasing
information 353 to the authentication server 41. When the
purchasing information 353 is acquired, the authentication
15 server 41 updates the store trustworthiness information 354
based on this purchasing information 353.

A description is now given with reference to the
flowchart of FIG. 43 of merchandise receipt processing
performed by the mobile telephone 11 executed while handing

20 over merchandise as described above. A description is now
given corresponding to the flowchart FIG. 19 as necessary.

The processing of step S381 and step 382 of FIG. 43 by
the main control unit 131 of the mobile telephone 11
corresponds to the processing of step S91 and step S92 of

25 FIG. 19, is the same processing, and is therefore omitted
from this description.

Namely, in step S381, the main control unit 131 of the
mobile telephone 11 controls the non-contact IC card 146
so as to determine whether or not a request for card

30 identification  number information containing the

purchasing information 353 and card identification number
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When it is determined that a request for the purchasing
5 information 353 and the card identification number
information has been acquired, in step S 382, the main
control unit 131 controls the non-contact IC card 146, and
provides card identification number information containing
the purchasing information 353, and card identification

10 number 351 to the point-of-receipt server 31.

When the purchasing information 353 and the card
identification number information are provided to the
point-of-receipt server 31, differently from the case of
FIG. 19, the main control unit 131 ends merchandise receipt

15 processing.

Next, a description is given with reference to the
flowchart of FIG. 44 of merchandise delivery processing
performed by the point-of-receipt server executed so as to
correspond with the merchandise receipt processing of the

20 mobile telephone 11. A description is now given
corresponding to the flowcharts FIG. 20 and FIG. 21 as
necessary.

The processing from step S401 to step S409 of FIG. 44
by the CPU 251 of the point-of-receipt server 31 corresponds

25 to the processing of step S111 to step S120 of FIG. 20, is
the same processing, and is therefore omitted from this
description. |

Namely, in step S401 to step S403 of FIG. 44, the CPU
251 makes a request to and acquires from themobile telephone

30 11 the purchasing information 353 and the card

identification number information. In the processing of
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step S404 and step S405, ©purchasing information

corresponding to (having the same purchasing identifier as)

the purchasing information 353 acquired from the mobile

telephone 11 is requested from the point-of-purchase server
5 21 and is acquired.

In step 5406 and step 8407, the CPU 251 carries out
authentication processing. In the case of authentication,
the processing advances to step S408, notification of
completion of processing is provided to the

10 point-of-purchase server 21 and the processing advances to
step S410. When there is no authentication, processing
advances to step S409, error processing is carried out, and
processing advances to step S410.

In step S410, as in the case of step S134 of FIG. 21,

15 the CPU 251 of the point-of-receipt server 31 determines
whether or not merchandise delivery processing is complete.
When it is determined not to be complete, the CPU 251 returns
processing to step S401, and the process from there onwards
is repeated. Further, when it is determined that the

20 processing is complete, the CPU 251 ends the merchandise
delivery prodessing.

The following is a description with reference to the
flowchart of FIG. 45 of purchasing information providing
processing performed by the point-of-purchase server 21.

25 A description is now given corresponding to the flowchart
FIG. 22 as necessary.

The processing from step S431 to step S433 of FIG. 45
by the point-of-purchase server 21 corresponds to the
processing of step S151 to step S153 of FIG. 22, is the same

30 processing, and is therefore omitted fromthis description.
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point-of-purchase server 21 determines whether or not a
request for the purchasing information 353 is acquired from
the point-of-receipt server 31 and awaits determination
5 that this is the case. When this is determined to be acquired,
processing advances to step S432, and the requested
purchasing information is supplied to the point-of-receipt
server 31. _

In step S433, the CPU 201 determines whether or not

10 notification of completion of confirmation processing has
beeh acquired from the point-of-receipt server 31, andwaits
until it is determined that acquisition has taken place.

When it is determined that notification of completion
of confirmation processing is acquired, the CPU 201 advances

15 processing to step S434, controls the communication unit
224, and provides the same purchasing information 353 as
is provided to the point-of-receipt server 31 to the
authentication server 41.

In step S435, the CPU 201 determines whether or not

20 purchasing information providing processing is finished.
When it is determined that the processing is not finished,
processing returns to step S431 and processing from there
onwards is repeated.

Further, when it is determined that the processing has

25 finished, the CPU 201 ends the purchasing information
providing processing.

Store trustworthineés update processing performed by
the authentication server 41 executed so as to correspond
to purchasing information providing processing performed

30 by the point-of-purchase server 21 described above is

described with reference to the flowchart of FIG. 46.
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determination is made as to whether or not purchasing
information 353 provided by the point-of-purchase server
5 31 via the network 10 has been acquired, and a determination
that this has been acquired is awaited.
When it is determined that the purchasing information
353 has been acquired, the CPU 311 advances processing to
step 8452, calculates the extent of change in store
10 trustworthiness 354 for this time based on the acquired
purchasing information 353, and wupdates the store
trustworthiness 354 stored in the storage unit 323.
‘The CPU 311 for which the store trustworthiness 354 has
been updated the advances the processing to step S453 and
15 determines whether or not processing is complete. When
processing is determined not to be complete, step S451 is
returned to, and processing from there onwards is repeated.
Further, when it is determined that the processing is
complete, the CPU 311 ends the store trustworthiness update
20 processing
In the above, process1ng relatlng to handing over of
merchandise is carried out
Next, as shown in FIG. 47, a description is given
corresponding to the case of FIG. 24 of the flow of
25 processingby themobile telephone 11 and the authentication
server 41 relating to updating of user trustworthiness.
In FIG. 47, as with the case in FIG. 24, the mobile
telephone 11 accesses the authentication server 41 (arrow
511), but in a point of difference with the case of FIG.

30 24, the authentication server 41 does not request temporary

commercial transaction information, but does request (arrow
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user trustworthiness 352 contained in the acquired user
trustworthiness information based on the purchasing
5 information 353 provided by the point-of-purchase server
21 and provides this to (arrow 514) and stores this in the
mobile telephone 11.
When the user trustworthiness 352 contained in the
acquired user trustworthiness information is stored, the
10 mobile telephone 11 provides notification of completion of
writing to the authentication server 41 (arrow 515). When
notification of completion of writing is acquired, the
authentication server 41 provides notification of
completion of processing to the mobile telephone 11 (arrow
15 516) and processing is complete.
Trustworthiness operation processing carried out by the
mobile telephone 11 executed when updating the user
trustworthiness as described above is now described with
reference to the flowchart of FIG. 48. A description is now
20 given corresponding to the flowcharts FIG. 25 and FIG. 26
as necessary.
First, in step S471, as in the case of step S171 of FIG.
25, the main control unit 131 of the mobile telephone 11
accesses the authentication server 41 via the network 10.
25 As described in the following, rather than requesting
the temporary commercial transaction information 391, the
authentication server 41 requests user trustworthiness
information containing the user trustworthiness 352 stored
in the non-contact IC card 146.
30 In step S472 to step S476, the main control unit 131

of the mobile telephone 11 carries out the same processing
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acquired, and waits until it is determined that acquisition
has taken place.
When a request for user trustworthiness information is
acquired, the main control unit 131 advances processing to

10 step S473, and as in the case of step 8275 of FIG. 25, the
requested user trustworthiness information containing the
user trustworthiness 352 is provided to the authentication
server 41.

In step S474, as in the case of step S176 of FIG. 25,

15 themain control unit 131 determines whether or not a request
for user trustworthiness information containing the updated
user trustworthiness 352 and the user trustworthiness
rewriting key 363 has been acquired, and waits until it is
determined that acquisition has taken place.

20 When it is determined that the user trustworthiness
information has been acquired, the main control unit 131
advances processing to step S475, and as in the case of step
S177 of FIG. 25, the user trustworthiness 352 recorded in
the non-contact IC card 146 is updated by overwriting with

25 the updated user trustworthiness 352 using the user
trustworthiness information rewriting key 363 contained in
the acquired user trustworthiness information.

In step S476, as in the case of step S181 of FIG. 26,
the main control wunit 131 with the updated user

30 trustworthiness 352 recorded in the non-contact IC card 146
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5 processing to the mobile telephone 11 without regquesting
deletion of the temporary commercial transaction
information 391.

Namely, in step S477, as'in the case of step S185 of

FIG. 26, the main control unit 131 of the mobile telephone

10 11 determines whether or not notification of completion of
processing has been acquired, and waits until it is
determined that acquisition has taken place.

When it is determined that notification of completion
of processing has been acquired, the main control unit 131

15 completes the trustworthiness operation processing.

A description is given with reference to the flowchart
of FIG. 49 of trustworthiness operation processing of the
authentication server 41 carried out in such a manner as
to correspond with trustworthiness operation processing of

20 the mobile telephone 11 described above.

First, in step S491, as in the case of step S201 of FIG.
27, the CPU 311 of the authentication server 41 controls
the communication unit 324, it is determined whether or not
there has been an access by the mobile telephone 11, and

25 determination that an access has been made is awaited. When
it is determined that an access has been made, the CPU 311
advances processing to step S492.

The processing from step S492 to step S496 of FIG. 49
by the CPU 311 corresponds to the processing of step S205

30 of FIG. 27 to step S211 of FIG. 28, is the same processing,

and is therefore omitted from this description.
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When it is determined that the requested |user
trustworthiness information has been acquired, in step S494,
the user trustworthiness 352 is updated based on the
10 purchasing information 353 stored in the storage unit 323.
In step 8495, the updated user trustworthiness information
is provided to the mobile telephone 1l. |
Next, in step S496, the communication unit 324 is
controlled and whether or not notification of completion
15 of writing provided by the mobile telephone 11 has been
acquired is determined, with determination that acquisition
has taken place then being awaited. When this is determined
to have been acquired, the CPU 311 does not request deletion
of temporary commercial transaction as in the case in FIG.
20 28, but rather advances to step S497 and provides
notification of completion of processing to the mobile
telephone 11.
Next, in step S498, as in the case of step S215 of FIG.
28, the CPU 311 determines whether or not processing is
25 finished. When it is determined that the processing is not
finished, the processing returns to step S491 and processing
from there onwards is repeated.
Further, when it is determined that the processing is
complete, the CPU 311 ends the trustworthiness operation

30 processing.
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In this way, the results of processing purchasing

information can be reflected in user trustworthiness.
In the above, it is possible to implement a basic service
where temporary commercial transaction information is not

5 used by not having the point-of-receipt server 31 delete
the purchasing information 353 of the mobile telephone 11
and by having the authentication server 41 update the user
trustworthiness of the mobile telephone 11 based on the
purchasing information.

10 In the above, a description is given where the purchaser
of the merchandise acquires purchasing information 353
using the mobile telephone 11, and authentication
processing is then carried out using the acquired purchasing
information 353 when receiving the merchandise. However,

15 the device used by the purchase may be any mobile
communication terminal device such as, for example, a PDA
(Personal Digital Assistant) etc.

The series of processes described above are executed
using hardware, but may also be executed using software.

20 When the series of processes is implemented using software,
the programs comprising this software may be built-into
dedicated hardware of a computer. Further, as it is possible
to implement various functions by installing the various
programs, installation is also possible from a network or

25 recording medium to, for example, a general-purpose
personal computer. |

As shown in FIG. 4, 7, 8 and 10, in addition to this
recording medium for distribution providing programs to the
users that is separate from the device body being comprised

30 of magnetic discs 151, 231, 281 and 331 (including flexible

discs) recorded with the programs, optical discs 152, 232,
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, the programs may also
be provided to the users in a manner built-into the device
body, such as in the case of ROM 202, 252 and 312 recorded

with the programs or with hard discs containing storage unit

223, 273 and 323 etc.

10

15

20

25

30

In this specification, the steps described by programs
recorded in recording media are for processing carried out
in chronological order in the order disclosed but this
processing by no means has to be carried out in chronological
order, and these processes may also be executed in parallel
or individually.

In the above, "system" refers to the overall device

configured from a plurality of devices.

Industrial Applicability

According to the first information processing system
of the present invention described above, it is possible
to carry out electronic commercial transactions. In
particular, it 1is possible to easily authenticate a
purchaser of merchandise and more secure electronic
commercial transactions can be carried out in a
straightforward manner.

According to the second information processing system
of the present invention described above, it is possible
to carry out electronic commercial transactions. In

particular, it is possible to be aware of the

109



10 10 10

10>109%&' ()-!b!10%& ()-2! pb! 10%DD&' ()-2!b! 10%&' ()-2!'fb!10% : & ()-2| G LhwiAMB
7 10

11098BB& ()-2!1109BB& ()-2!'k! 10%eBeB& ()-2!'a! 104 B[B& ()-2!111098BB& ()-2!S'1
0%vBMB&' ()-24789:$~\: 10 !c "10%/& ()- 116 "10%/& ()- 1! (# "10%/& ()- 1
10B 10B 10B, >1098B& ()-!109B& ()-2%gwj WU3~\: 10! "10%/& ()- 1lp

"1I0WWE& ()- 1! "10%/& ()- 1lp "10WW& ()- 1! "10%/& ()- 1!'S

"10% / :/ & €yustiyonbploed® of a commercial transaction target and more

10!y: ! 10% & ! 0 0 % &
18/ >108{2§%§&aﬁ5§$z%gég%§ﬁ(Qrggéggéﬁégsﬁ%&?é@%l ) b%oéa%géed out:

10 Y10 & ()- GOk - EELQMAEG) 44 | AAA MG sek) | SR b e GLO% & ()

10! @, 10% Befhiha10%nd (e tifddPIELTEY- "T@OIFRINQ - heaYs' @nd FEL0E & ()-!">"
""*#c#%p_@%%ggﬁg%og%g%ég present invention, it is possible to carry
’
out more secure electronic commercial transactions in a
straightforward manner. In particular, it is possible to
hold purchasing information indicating purchased
merchandise.

10 Moreover, according to a first information processing
apparatus and method, second recording medium and second
program of the present invention, it is possible to carry
out more secure electronic commercial transactions in a
straightforward manner. In particular, it is possible to

15 authenticate a rightful purchaser of merchandise using
purchasing information indicating purchased merchandise.

Further, according to a second information processing
apparatus and method, third recording medium and third
program of the present invention, it is possible to carry

20  out more securé electronic commercial transactions in a
straightforward manner. In particular, it is possible to
manage trustworthiness of stores sélling merchandise and

trustworthiness of purchasers purchasing merchandise.
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said information communication terminal comprises:
first acquiring means for acquiring information
10 relating to said commercial transaction from said
information processing apparatus during product
purchasing;
first storage means for storing information relating
to said commercial transaction acquired by said first
15 acquiring means; and
first providing means for providing information
relating to said commercial transaction stored by said
first storage means to said information processing
apparatus at receipt of product; and
20 said information processing apparatus comprises:
second providing means for providing information
relating to said commercial transaction to said
information communication terminal during product
sales;
25 second storage means for storing information relating
to said commercial transaction;
second acquiring means for acquiring information
relating to said commercial transaction from said
information communication terminal during product

30 delivery; and
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2. An information processing system characterized by:
" an information communication terminal connected to
a network, for holding information relating to a commercial
10 transaction;

a first information processing apparatus connected
to said network, for managing information relating to said
commercial transaction; and

a second information processing apparatus connected

15 +to said network, for managing information relating to
trustworthiness of a first user constituting a user of said
information communication terminal and information
relating to trustworthiness of a second user constituting
a user of said first information processing apparatus;

20 wherein

said information communication terminal comprises:

first storage means for storing information relating
to trustworthiness of said first user;

first providing means for providing information

25 relating to trustworthiness of said first user stored by
said first storage means to said first informatibn
processing apparatus;

first acquiring means for acquiring information
relating to trustworthiness of said second user from said

30 second information processing apparatus;
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acquired by said second acquiring means to said second
| information processing apparatus; and
third acquiring means for acquiring information
10 relating to trustworthiness of said first user updated by
said second information processing apparatus,
said first information processing apparatus comprises:
fourth acquiring means for acquiring information
relating to tfustworthiness of said first user from said
15 information communication terminal; and
second providing means for providing information
relating to said commercial transaction to said information
communication terminal; and
said second information processing apparatus comprises:
20 second storage means for storing information relating
to trustworthiness of said second user;
second providing means for providing information
relating to trustworthiness of said second user stored by
said second storage means to said information communication
25 terminal;
fifth acquiring means for acquiring information
relating to said first wuser from said information
communication terminal and information relating to said
commercial transaction;
30 updating means for updating information relating to

said first user acquired by said fifth acquiring means and
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relatinglto said commercial transaction acquired by said
fifth acquiring means; and

5 third providing means for providing said information
relating to trustworthiness of said first user updated by
said updating means to said information communication

terminal. -

10 3. An information communication terminal, connected to a
network, for communicating with a first information
processing apparatus, characterized by:

first acquiring means for acquiring information
relating to a commercial transaction employed in user

15 authentication from said first information processing
apparatus during product purchasing;

storage means for storing information relating to
said commercial transaction acquired by said first
acquiring'means; and

20 first providing means for providing said information
relating to said commercial transaction stored by said
storage means to said first information processing

apparatus during receipt of product.

25 4. The information communication device as disclosed in
claim 3, further characterized by wireless communication
means for carrying out short-range wireless communication
via electromagnetic radiation with said first information
processing apparatus in close proximity; wherein

30 said first providing means provides information

relating to said commercial transaction to said first
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5. The information communication terminal as disclosed in
claim 3, wherein:

said storage means stores an identification number
identifying said information communication terminal, and

said first providing means provides said
identification number stored by said storage means to said
first information processing apparatus together with
information relating to said commercial transaction during

receipt of product.

6. The information communication terminal as disclosed in
claim 5, wherein information relating to said commercial
transaction includes:

a first identifier for identifying said commercial
transaction;

a second identifier for identifying whether or not

payment of fees is complete for said commercial transaction;

and
said identification number of said information

communication terminal used in said commercial transaction.

7. The information communication terminal as disclosed in
claim 3, further characterized by:

second acquiring means for acquiring key information
required to edit information relating to said commercial
transaction; and

deleting means for deleting information relating to

said commercial transaction stored by said storage means
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means.

8. The information communication terminal as disclosed
5 in claim 3, wherein said storage means:
stores information relating to trustworthiness of said
user decided based on results of past commercial
transactions of said user; and
further provided with providing means for providing
10 information relating to trustworthiness of said user stored
by said storage means to said first information processing

apparatus during receipt of said product.

9. The information communication terminal as disclosed in
15 c¢claim 8, further characterized by:
second acquiring means for acquiring key information
required to edit information relating to trustworthiness
of said user; and
said storage means stores information relating to
20 trustworthiness of said user using said key information

acquired by said second acquiring means.

10. The information communication terminal as disclosed in
claim 8, further characterized by:

25 password input means for inputting a password
permitting providing information relating to
trustworthiness of said user; and

authentication means for authenticating said
password inputted by said password input means; wherein

30 said providing means provides information relating

to trustworthiness of said user if said password is
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relating to trustworthiness of a commercial transaction
target of said commercial transaction constituted by said
user of said first information processing apparatus from
10 a second information processing apparatus separate from
said first information processing apparatus; and
display means for displaying information relating to
trustworthiness of said commercial transaction target
acquired by said second acquiring means.
15
12. The information communication terminal as disclosed in
claim 11, further characterized by:
third acquiring means for acquiring information
relating to said first information processing apparatus
20 from said first information processing means in order to
decide trustworthiness of said commercial transaction
target of said commercial transaction; and
second providing means for providing information
relating to said first information processing apparatus
25 acquired by said third acquiring means to said second
information processing apparatus; wherein
said storage means further stores information relating
to said first information processing apparatus écquiredﬁby

said third acquiring means.
30
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information processing apparatus; and
deleting means for deleting information relating to
said first information processing apparatus stored by said

storage means using said key information acquired by said

fourth acquiring means.

10
14. An information communication method for an information
communication terminal, connected to a network, for
communicating with an information processing apparatus,
characterized by:

15 an acquisition control step of controliing acquiring

of information relating to a commercial transaction used
in authentication of a user provided by said information
processing apparatus during product purchasing;
a storage control step of controlling information
20 relating to said commercial transaction where acquisition
is controlled by processing of said acquisition control
step; and
a first providing control step of controlling
providing of information relating to said commercial
25 transaction with storage controlled by processing of said
storage control step to said information processing

apparatus when receiving product.

15. A recording medium recorded with a computer-readable

30 program for use by an information communication terminal,
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_(<}[9MB7 information processing apparatus, characterized by:

an acquisition control step of controlling acquiring
of information relating to a commercial transaction used

5 inauthentication of a user fromsaid information processing
apparatus during product purchasing:

a storage control step of controlling information
relating to said commercial transaction with acquisition
controlled by processing of said acquisition control step;

10 and

a providing control step of controlling providing of
information relating to said commercial transaction with
storage controlled by processing of said storage control
step to said information processing apparatus when

15 receiving product.

16. A computer-executable program for controlling an
information communication terminal, connected to a network,
for communicating with an information processing apparatus,

20 characterized by:

an acquisition control step of controlling acquiring
of information relating to a commercial transaction used
in authentication of a user from said information processing
apparatus during product purchasing;

25 a storage control step of controlling information
relating to said commercial transaction with acquisition
controlled by processing of said.acquisition control step;
and

a providing control step of controlling providing of

30 information relating to said commercial transaction with

storage controlled by processing of said storage control

119



11 1f1109M M & ()- 1S110%/:/& ()- '[yF M 10% /& ()-!yF

M 10% / & () - Y10% & () - Y@10% & ()- <zX6MB7 111f, + 109%ME& () -

la, &1 10%4 H & ()-1, & 110% /& ()-1\, & ! 10%0 C/ & ()-, 10% & ()-! k! 109 R/ & ()
_ Fbeijz[<17 10/ S>Z10% & ()- @810% & ()-610% & ()-1p, + L00NW& ()- !t,
+110%4[& ()- !, +10%/& ()- jkl_ #dB7

10/ 1X, 1 1099/ 2/ & () - @O0% & ()-12y. M 10% /& ()-T!

y,M10% /& ()-T!'y, M 10% /& ()-T 10/ 10/ kdxV7, 7

10/ S>Z10% &tep-! pS6! 38Y8/ &ih¥otmid08m/ 0p8oEessing apparatus when

,N10% /& ()-1,110% /& ()-'a, '10%V H & () -G nmN7
10/ S>Z10% Fexeu®&ng) prNHueHBs () - F3 nloYB& ()- 109B& ()-3, movB&' ()- 10/
10/ 3laBN7 10/1 mlO0%B& ()-1yml0B& ()- 109B& ()-@
17. An information processing apparatus connected to a
5 network, for managing information relating to a commercial
transaction, characterized by:
first acquiring means for acquiring information
relating to trustworthiness of a target of said commercial
transaction from a communication terminal of said

10 commercial ° transaction target of said commercial

transaction;
generating means for generating information relating
to said commercial transaction during product sales;
first providing means for providing information

15 relating to said commercial transaction generated by said
generating means to said information communication
terminal;

storage means for storing information relating to
said commercial transaction generated by said generating

20  means:;

second acquiring means for acquiring information
relating to said commercial transaction from said
information communication terminal during product
delivery;

25 authentication means for authenticating information
relating to said commercial transaction acquired by said
second acquiring means using information relating to said
commercial transaction stored by said storage means; and

second providing means for providing information

30 relating to said information processing apparatus for

generating information relating to user trustworthiness to
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5 processing apparatus connected to a network, for managing
information relating to a commercial transaction,
characterized by:

a first acquisition control step of controlling the
acquisition of information relating to trustworthiness of

10 a target of said commercial transaction provided by a
communication terminal of said commercial transaction
target of said commercial transaction;

a generating step for generating information relating
to said commercial transaction during product sales;

15 a first providing control step for controlling
providing of information relating to said commercial
transaction generated by sald generating step process to
said information communication terminal;

a storage control step for controlling storage of

20 information relating to said commercial transaction
generated by said generating step process;

a second acquisition control step for controlling
acquisition of information relating to said commercial
transaction provided by said information communication

25 terminal during product delivery:;

an authentication step for authenticating
information relating to said commercial transaction having
acquisition thereof controlled by said second acquisitioﬂ
control step using information relating to said commercial

30 transaction having storage thereof controlled by said

storage control step process; and
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19. A recording medium recorded with a computer-executable
program for use by an information processing apparatus

10 connected to a network, for managing information relating
to a commercial transaction, characterized by:

a first acquisition control step of controlling the
acquisition of information relating to trustworthiness of
said commercial transaction target provided by a

15 communication terminal of said commercial transaction
target of said commercial transaction;

a generating step for generating information relating
to said commercial transaction during product sales;

a first providing control step for controlling

20 providing of information relating to said commercial
transaction generated by said generating step process to
said information communication terminal;

a storage control step for controlling storage of
information relating to said commercial transaction

25 generated by said generating step process;

a second acquisition control step for controlling

acquisition of information relating to said commercial

| transaction provided by said information communication
terminal during product delivery;

30 an authentication step for authenticating

information relating to said commercial transaction having
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terminal authenticated by said authentication step

10 processing.

20. A computer-executable program for controlling an

information processing apparatus connected to a network,

for managing information relating to a commercial
15 transaction, characterized by:

a first acquisition control step of controlling the
acquisition of information relating to trustworthiness of
said commercial transaction target provided by a
communication terminal of said commercial transaction

20 target of said commercial transaction;

a generating step for generating information relating
to said commercial transaction during product sales;

a first providing control step for controlling
providing of information relating to said commercial

25 transaction generated by said generating step process to
said information communication terminal;

a storage control step for controlling storage of
information relating to said commercial transaction
generated by said generating step process;

30 a second acquisition control step for controlling

acquisition of information relating to said commercial
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information relating to said commercial transaction having
5 acgquisition thereof controlled by said second acquisition
control step using information relating to said commercial
transaction having storage thereof controlled by said
storage control step process; and
a first providing control step for coﬂtrolling

10 providing of information relating to said information
processing apparatus for generating information relating
to user trustworthiness to said information communication
terminal authenticated by said authentication step
processing.

15
21. An information processing apparatus connected to a
network, for managing information relating to
trustworthiness of a first user constituting a user of an
information communication terminal and information

20 relating to trustworthiness of a second user constituting
a user of another information processing apparatus,
characterized by: '

storage means for storing information relating to
trustworthiness of said second user;

25 providing means for providing information relating
to trustworthiness of said second user stored by said
storage means to said information communication terminal;

acquiring means for acquiring information relating
to said first user from said information communication

30 terminal and information relating to a commercial

transaction:
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updating means for updating information relating to
said first user acquired by said acquiring means and
information relating to trustworthiness of said second user
stored by said storage means based on information relating
to said commercial transaction acquired by said acquiring
means; and

providing means for providing information relating
to trustworthiness of said first user updated by said

updating means to said information communication terminal.

22. An information processing method for an information
processing apparatus connected to a network, for managing
information relating to trustworthiness of a first user
constituting a user of an information communication
terminal and information relating to trustworthiness of a
second user constituting a user of another information
processing apparatus, characterized by:

a storage control step of controlling storage of
information relating to trustworthiness of said second
user; |

a provision control step of controlling providing of
information relating to trustworthiness of said second user,
the storage thereof being controlled by processing of said
storage control step, to said information communication
terminal;

an acQuisition control step of <controlling
acquisition of information relating to said first user
provided by said information communication terminal and
information relating to a commercial transaction;

an updating step for updating information relating

to trustworthiness of said first user with the acquisition
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thereof controlled by the processing of said acquisition
control step and information relating to trustworthiness
of said second user with the storage thereof controlled by
the processing of said storage control step based on
information relating to said commercial transaction with
acquisition thereof controlled by processing of said
acquisition control step; and

a provision control step of controlling providing of
information relating to trustworthiness of said first user
ubdated by processing of said updating step, to said

information communication terminal.

23. A recording medium recorded with a computer-readable
program for use with an information processing apparatus
connected to a network, for managing information relating
to trustworthiness of a first user constituting a user of
an information communication terminal and information
relating to trustworthiness of a second user constituting
a user of another information processing apparatus,
chéracterized by:

a storage control step of controlling storage of
information relating to trustworthiness of said second
user;

a provision control step of controlling providing of
information relating to trustworthiness of said second user,
the storage thereof being controlled by processing of said
storage control step, to said information communication
terminal;

an acquisition control step of controlling

acquisition of information relating to said first user
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provided by said information communication terminal and
information relating to a commercial transaction;

an updating step for updating information relating
to trustworthiness of said first user with the acquisition
thereof controlled by the processing of said acquisition
control step and information relating to trustworthiness
of said second user With the storage thereof controlled by
the processing of said storage control step based on
information relating to said commercial transaction with
acquisition thereof controlled by processing of said
acquisition control step; and

a provision control step of controlling providing of
information relating to trustworthiness of said first user
updated by processing of said updating step, to said

information communication terminal.

24. A computer-executable program for controlling an
information processing apparatus connected to a network,
for manéging information relating to trustworthiness of a
first wuser constituting a wuser of an information
communication terminal and information relating to
trustworthiness of a second user constituting a user of
another information processing apparatus, characterized
by:

a storage control step of controlling storage of
information relating to trustworthiness of said second
user;

a provision control step of controlling providing of
information relating to trustworthiness of said second user,

the storage thereof being controlled by processing of said
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storage control step, to said information communication
terminal;

an acquisition control step of controlling
acquisition of information relating to said first user
provided by said information communication terminal and
information relating to a commercial transaction;

an updating step for updating information relating
to trustworthiness of said first user with the acquisition
thereof controlled by the processing of said acquisition
control step and information relating to trustworthiness
of said second user with the storage thereof controlled by

the processing of said storage control step baéed on

information relating to said commercial transaction with

acquisition thereof controlled by processing of said
acquisition control step; and

a provision control step of controlling providing of
information relating to trustworthiness of said first user
updated by processing of said updating step, to said

information communication terminal.
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