
;e3e# `62T<*:Specification Information processing system, information
communication terminal and method, information processing apparatus and 5
method, recording medium, and program Technical Field  The present
invention relates to an information processing system, information
communication terminal and 10 method, information processing apparatus and
method, recording medium, and program, and particularly relates to an
information processing system, information communication terminal and
method, information processing apparatus and method, recording medium, and
program capable 15 of enabling safer electronic commercial transactions in
a straightforward manner. Background Art In the related art, when
operations relating to 20 commercial transactions such as ordering
merchandise, paying a charge, or receiving a product, etc., differ with
respect to time and position, such as, for example, in cases of a purchaser
making a reservation in advance in order to purchase merchandise, or in
cases where a purchaser receives 25 merchandise purchased by an electronic
commercial transaction via the Internet at a shop such as their nearest
convenience store, the shop assistant in the shop that is handing over the
merchandise asks the purchaser to disclose personal information such as
their name, address, and 30 telephone number etc. in order to confirm
whether or not the person coming to the shop is the purchaser of the 1
merchandise. Alternatively, by distributing prescribed reservation tokens
and exchange tokens to purchasers beforehand on the sales side, the shop
assistant handing over the merchandise can confirm whether or not the
customer 5 coming to the shop is the purchaser to whom the merchandise is
to be handed over to by presenting the distributed reservation tokens and
exchange tokens to customers. However, in the case described above, it is
necessary for the purchaser of the merchandise to provide their 10 personal
information. In particular, in cases where the provided personal
information is saved on a computer in a shop, there is the fear the
information provided may be misappropriated for other uses or may be
disclosed. Further, in cases where prescribed reservation tokens 15 and
exchange tokens are distributed in advance at places selling the
merchandise, there is the fear that the reservation tokens and exchange
tokens may be fraudulently made or may be copied. 20 Disclosure of
Invention The present invention has been conceived in order to take this
situation into consideration and is aimed at setting out to enable safer
electronic commercial transactions to be carried out in a straightforward
manner. 25 An information processing system of the present invention is
characterized by an information communication terminal connected to a
network, for holding information relating to a commercial transaction and
an information processing apparatus connected to the network, for managing
30 information relating to the commercial transaction, wherein the
information communication terminal comprises first 



2   acquiring means for acquiring information relating to the commercial
transaction from the information processing apparatus during merchandise
purchasing, first storage means for storing information relating to the
commercial 5 transaction acquired by the first acquiring means, and first
providing means for providing information relating to the commercial
transaction stored by the first storage means to the information processing
apparatus during receipt of merchandise, wherein the information processing
apparatus 10 comprises second providing means for providing information
relating to the commercial transaction to the information communication
terminal during merchandise sales, second storage means for storing
information relating to the commercial transaction, second acquiring means
for 15 acquiring information relating to the commercial transaction from
the information communication terminal during merchandise delivery, and
authentication means for authenticating information relating to said
commercial transaction acquired by the second acquiring means using 20
information relating to the commercial transaction stored by the second
storage means. A second information processing system of the present
invention is characterized by an information communication terminal
connected to a network, for holding information 25 relating to a commercial
transaction, a first information processing apparatus connected to the
network, for managing information relating to the commercial transaction,
and a second information processing apparatus connected to the network, for
managing information relating to 30 trustworthiness of a first user
constituting a user of the information communication terminal and
information 3 



relating to trustworthiness of a second user constituting a user of the
first information processing apparatus, wherein the information
communication terminal comprises first storage means for storing
information relating to 5 trustworthiness of the first user, first
providing means for providing information relating to trustworthiness of
the first user stored by the first storage means to the first information
processing apparatus, first acquiring means for acquiring information
relating to trustworthiness of the 10 second user from the second
information processing apparatus, second acquiring means for acquiring
information relating to the commercial transaction from the first
information processing apparatus, first providing means for providing
trustworthiness of the first user stored by the 15 first storage means and
information relating to the commercial transaction acquired by the second
acquiring means to the second information processing apparatus, and third
acquiring means for acquiring information relating to trustworthiness of
the first user updated by the second 20 information processing apparatus,
wherein the first information processing apparatus comprises fourth
acquiring means for acquiring information relating to trustworthiness of
the first user from the information communication terminal, and second
providing means for 25 providing information relating to the commercial
transaction to the information communication terminal, and the second
information processing apparatus comprises second storage means for storing
information relating to trustworthiness of the second user, second
providing means 30 for providing information relating to trustworthiness of
the second user stored by the second storage means to the 4   information
communication terminal, fifth acquiring means for acquiring information
relating to the first user from the information communication terminal and
information relating to the commercial transaction, updating means for 5
updating information relating to the first user acquired by the fifth
acquiring means and information relating to trustworthiness of the second
user stored by the second storage means based on information relating to
the commercial transaction acquired by the fifth acquiring 1'0 means, and
third providing means for providing the information relating to
trustworthiness of the first user updated by the updating means to the
information communication terminal. An information communication terminal
of the present 15 invention is characterized by first acquiring means for
acquiring information relating to a commercial transaction employed in user
authentication from the first information processing apparatus during
merchandise purchasing, storage means for storing information relating to
the 20 commercial transaction acquired by the first acquiring means, and
first providing means for providing the information relating to the
commercial transaction stored by the storage means to the first information
processing apparatus during receipt of merchandise. 25 The information
communication device is further characterized by wireless communication
means for carrying out short-range wireless communication via
electromagnetic radiation with the first information processing apparatus
in close proximity. The first providing means is then 30 capable of
providing information relating to the commercial transaction to the first
information processing apparatus 5   using short-range wireless
communication by the wireless communication means. The aforementioned
storage means stores an identification number identifying the information 5
communication terminal, and the first providing means is capable of
providing the identification number stored by the storage means to the
first information processing apparatus- together with information relating
to the commercial transaction during receipt of merchandise. 



10 Information relating to the commercial transaction is made to contain a
first identifier for identifying the commercial transaction, a second
identifier for identifying whether or not payment of fees is complete for
the commercial transaction, and the identification number of the 15
information communication terminal used in the commercial transaction. It
is also possible to further provide second acquiring means for acquiring
key information required to edit information relating to the aforementioned
commercial 20 transaction, and deleting means for deleting information
relating to the commercial transaction stored by the storage means using
the key information acquired by the second acquiring means. It is also
possible for the aforementioned storage means 25 to store information
relating to trustworthiness of the user decided based on results of
commercial transactions of the user up to this point, and to further
provide providing means for providing information relating to
trustworthiness of the user stored by the storage means to the first
information 30 processing apparatus during receipt of the merchandise. 6
Second acquiring means for acquiring key information required to edit
information relating to trustworthiness of the aforementioned user may also
be provided, and the storage means may store information relating to 5
trustworthiness of the user using the key information acquired by the
second acquiring means. It is also possible to provide password input means
for inputting a password permitting providing of information relating to
trustworthiness of the user, and authentication 10 means for authenticating
the password inputted by the password input means. The providing means then
provides information relating to trustworthiness of the user when the
password is authenticated by authentication by the authentication means. 15
Second acquiring means for acquiring information relating to
trustworthiness of a commercial transaction target of the commercial
transaction constituted by the user of the aforementioned first information
processing apparatus from a second information processing apparatus 20
separate from the first information processing apparatus, and display means
for displaying information relating to trustworthiness of the commercial
transaction target acquired by the second acquiring means may also be
provided. Third acquiring means for acquiring information 25 relating to
the first information processing apparatus from the first information
processing means in order to decide trustworthiness of the commercial
transaction target of the commercial transaction and second providing means
for providing information relating to the first information 30 processing
apparatus acquired by the third acquiring means to the second information
processing apparatus may also be 7   provided. The storage means then
further stores information relating to the first information processing
apparatus acquired by the third acquiring means. Fourth acquiring means for
acquiring key information 5 required to edit information relating to the
aforementioned first information processing apparatus, and deleting means
for deleting information relating to the first information processing
apparatus stored by the storage means using the key information acquired by
the fourth acquiring means may 10 also be provided. 



An information communication method of the present invention may also be
characterized by an acquisition control step of controlling acquiring of
information relating to a commercial transaction used in authentication 15
of a user provided by the information processing apparatus during
merchandise purchasing, a storage control step of controlling information
relating to the commercial transaction where acquisition is controlled by
processing of the acquisition control step, and a first providing 20
control step of controlling providing of information relating to the
commercial transaction with storage controlled by processing of the storage
control step to the information processing apparatus when receiving
merchandise. 25 A first recording medium program of the present invention
may also be characterized by an acquisition control step of controlling
acquiring of information relating to a commercial transaction used in
authentication of a user provided by the information processing apparatus
30 during merchandise purchasing, a storage control step of controlling
information relating to the commercial 8   transaction where acquisition is
controlled by processing of the acquisition control step, and a first
providing control step of controlling providing of information relating to
the commercial transaction with storage 5 controlled by processing of the
storage control step to the information processing apparatus when receiving
merchandise. A first program of the present invention may also be
characterized by implementing an acquisition control step 10 of controlling
acquiring of information relating to a commercial transaction used in
authentication of a user provided by the information processing apparatus
during merchandise purchasing, a storage control step of controlling
information relating to the commercial 15 transaction where acquisition is
controlled by processing of the acquisition control step, and a first
providing control step of controlling providing of information relating to
the commercial transaction with storage controlled by processing of the
storage control step to the 20 information processing apparatus when
receiving merchandise on a computer. A first information processing
apparatus of the present invention may be characterized by first acquiring
means for acquiring information relating to trustworthiness of a 25 target
of the commercial transaction from a communication terminal of the
commercial transaction target of the commercial transaction, generating
means for generating information relating to the commercial transaction
during merchandise sales, first providing means for providing 30
information relating to the commercial transaction generated by the
generating means to the information 9   communication terminal, storage
means for storing information relating to the commercial transaction
generated by the generating means, second acquiring means for acquiring
information relating to the commercial 5 transaction from the information
communication terminal during merchandise delivery, authentication means
for authenticating information relating to the commercial transaction
acquired by the second acquiring means using information relating to the
commercial transaction stored 10 by the storage means, and second providing
means for providing information relating to the information processing
apparatus for generating information relating to user trustworthiness to
the information communication terminal authenticated by the authentication
means. 15 A first information processing method of the present invention
may be characterized by a first acquisition control step of controlling the
acquisition of information relating to trustworthiness of a target of the
commercial transaction provided by a communication terminal of the 



20 commercial transaction target of the commercial transaction, a
generating step for generating information relating to the commercial
transaction during merchandise sales, a first providing control step for
controlling providing of information relating to the commercial transaction
25 generated by the generating step process to the information
communication terminal, a storage control step for controlling storage of
information relating to the commercial transaction generated by the
generating step process, a second acquisition control step for controlling
30 acquisition of information relating to the commercial transaction
provided by the information communication 10   terminal during merchandise
delivery, an authentication step for authenticating information relating to
the commercial transaction having acquisition thereof controlled by the
second acquisition control step using 5 information relating to the
commercial transaction having storage thereof controlled by the storage
control step process, and a first providing control step for controlling
providing of information relating to the information processing apparatus
for generating information relating 10 to user trustworthiness to the
information communication terminal authenticated by the authentication step
processing. A second recording medium program of the present invention may
be characterized by a first acquisition 15 control step of controlling the
acquisition of information relating to trustworthiness of a target of the
commercial transaction provided by a communication terminal of the
commercial transaction target of the commercial transaction, a generating
step for generating information relating to 20 the commercial transaction
during merchandise sales, a first providing control step for controlling
providing of information relating to the commercial transaction generated
by the generating step process to the information communication terminal, a
storage control step for 25 controlling storage of information relating to
the commercial transaction generated by the generating step process, a
second acquisition control step for controlling acquisition of information
relating to the commercial transaction provided by the information
communication 30 terminal during merchandise delivery, an authentication
step for authenticating information relating to the 11   commercial
transaction having acquisition thereof controlled by the second acquisition
control step using information relating to the commercial transaction
having storage thereof controlled by the storage control step 5 process,
and a first providing control step for controlling providing of information
relating to the information processing apparatus for generating information
relating to user trustworthiness to the information communication terminal
authenticated by the authentication step 10 processing. A second program of
the present invention may be characterized by implementing a first
acquisition control step of controlling the acquisition of information
relating to trustworthiness of a target of the commercial transaction 15
provided by a communication terminal of the commercial transaction target
of the commercial transaction, a generating step for generating information
relating to the commercial transaction during merchandise sales, a first
providing control step for controlling providing of 20 information relating
to the commercial transaction generated by the generating step process to
the information communication terminal, a storage control step for
controlling storage of information relating to the commercial transaction
generated by the generating step 25 process, a second acquisition control
step for controlling acquisition of information relating to the commercial
transaction provided by the information communication terminal during
merchandise delivery, an authentication step for authenticating information
relating to the 30 commercial transaction having acquisition thereof
controlled by the second acquisition control step using 



12   information relating to the commercial transaction having storage
thereof controlled by the storage control step process, and a first
providing control step for controlling providing of information relating to
the information 5 processing apparatus for generating information relating
to user trustworthiness to the information communication terminal
authenticated by the authentication step processing on a computer. A second
information processing apparatus of the 10 present invention is
characterized by storage means for storing information relating to
trustworthiness of the second user, providing means for providing
information relating to trustworthiness of the second user stored by the
storage means to the information communication terminal, 15 acquiring means
for acquiring information relating to the first user from the information
communication terminal and information relating to a commercial
transaction, updating means for updating information relating to the first
user acquired by the acquiring means and information relating 20 to
trustworthiness of the second user stored by the storage means based on
information relating to the commercial transaction acquired by the
acquiring means, and providing means for providing information relating to
trustworthiness of the first user updated by the updating means to the 25'
information communication terminal. A second information processing method
of the present invention is characterized by a storage control step of
controlling storage of information relating to trustworthiness of the
second user, a provision control step 30 of controlling providing of
information relating to trustworthiness of the second user, the storage
thereof 13   being controlled by processing of the storage control step, to
the information communication terminal, an acquisition control step of
controlling acquisition of information relating to the first user provided
by the information 5 communication terminal and information relating to a
commercial transaction, an updating step for updating information relating
to trustworthiness of the first user with the acquisition thereof
controlled by the processing of the acquisition control step and
information relating 10 to trustworthiness of the second user with the
storage thereof controlled by the processing of the storage control step
based on information relating to the commercial transaction with
acquisition thereof controlled by processing of the acquisition control
step, and a provision 15 control step of controlling providing of
information relating to trustworthiness of the first user updated by
processing of the updating step, to the information communication terminal.
A third recording medium program of the present 20 invention is
characterized by a storage control step of controlling storage of
information relating to trustworthiness of the second user, a provision
control step of controlling providing of information relating to
trustworthiness of the second user, the storage thereof 25 being controlled
by processing of the storage control step, to the information communication
terminal, an acquisition control step of controlling acquisition of
information relating to the first user provided by the information
communication terminal and information relating to a 30 commercial
transaction, an updating step for updating information relating to
trustworthiness of the first user 14  



with the acquisition thereof controlled by the processing of the
acquisition control step and information relating to trustworthiness of the
second user with the storage thereof controlled by the processing of the
storage control 5 step based on information relating to the commercial
transaction with acquisition thereof controlled by processing of the
acquisition control step, and a provision control step of controlling
providing of information relating to trustworthiness of the first user
updated by 10 processing of the updating step, to the information
communication terminal. A third recording program of the present invention
is characterized by implementing a storage control step of controlling
storage of information relating to 15 trustworthiness of the second user, a
provision control step of controlling providing of information relating to
trustworthiness of the second user, the storage thereof being controlled by
processing of the storage control step, to the information communication
terminal, an acquisition 20 control step of controlling acquisition of
information relating to the first user provided by the information
communication terminal and information relating to a commercial
transaction, an updating step for updating information relating to
trustworthiness of the first user 25 with the acquisition thereof
controlled by the processing of the acquisition control step and
information relating to trustworthiness of the second user with the storage
thereof controlled by the processing of the storage control step based on
information relating to the commercial 30 transaction with acquisition
thereof controlled by processing of the acquisition control step, and a
provision 15   control step of controlling providing of information
relating to trustworthiness of the first user updated by processing of the
updating step, to the information communication terminal on a computer. 5
The first information processing system of the present invention is
provided with an information communication terminal connected to a network,
for holding information relating to a commercial transaction and an
information processing apparatus connected to the network, for managing 10
information relating to the commercial transaction. At the information
communication terminal, information relating to the commercial transaction
is acquired from the information processing apparatus during merchandise
purchasing. Acquired information relating to the commercial 15 transaction
is then stored. Information relating to the stored commercial transaction
is then provided to the information processing apparatus during receipt of
the merchandise. At the information processing apparatus, information
relating to the commercial transaction is 20 provided to the information
communication terminal during merchandise sales and stored. Information
relating to the commercial transaction is then acquired from the
information communication terminal during merchandise delivery. Information
relating to the acquired commercial 25 transaction is then authenticated
using information relating to the stored commercial transaction. A second
information processing system of the present invention is, characterized
by: an information communication terminal connected to a network, for
holding information 30 relating to a commercial transactions a first
information processing apparatus connected to said network, for 16 



managing information relating to said commercial transaction; and a second
information processing apparatus connected to said network, for managing
information relating to trustworthiness of a first user constituting 5 a
user of said information communication terminal and information relating to
trustworthiness of a second user constituting a user of said first
information processing apparatus. At the information communication
terminal, information relating to trustworthiness of the first user 10 is
stored, stored information relating to the trustworthiness of the first
user is provided to the first information storage device, information
relating to trustworthiness of the second user is acquired from the second
information processing apparatus, information 15 relating to a commercial
transaction is acquired from the first information processing apparatus,
the stored trustworthiness of the first user and acquired information
relating to the commercial transaction are provided to the second
processing device, and information relating to 20 trustworthiness of the
first user updated by the second information processing apparatus is
acquired. At the first information processing apparatus, information
relating to trustworthiness of the first user is acquired from the
information communication terminal and information 25 relating to the
commercial transaction is provided to the information communication
terminal. At the second information processing apparatus, information
relating to the trustworthiness of the second user is stored, stored
information relating to the trustworthiness of the second 30 user is
provided to the information communication terminal, information relating to
the trustworthiness of the first 17   user from the information
communication terminal and information relating to the commercial
transaction is acquired, information relating to the trustworthiness of the
first user and information relating to the 5 trustworthiness of the second
user is updated based on the acquired information relating to the
commercial transaction, and information relating to the updated first user
trustworthiness is provided to the information communication terminal. 10
With the information communication terminal and method, and first program
of the present invention, information relating to commercial transactions
used in authentication of a user is acquired from the first information
processing apparatus during merchandise purchasing, this acquired 15
information relating to commercial transactions is stored, and the
information relating to stored commercial transactions is provided to the
first information processing apparatus when receiving merchandise. With the
first information processing apparatus and 20 method and the second program
of the present invention, information relating to trustworthiness of a
commercial transaction target is acquired from the information
communication terminal of the communication target of the commercial
transaction, information relating to the 25 commercial transaction is
generated during sale of the merchandise, this generated information
relating to the commercial transaction is provided to the information
communication terminal and stored, information relating to the commercial
transaction is acquired from the information 30 communication terminal
during handing over of the merchandise, the acquired information relating
to the 18   commercial transaction is authenticated using information
relating to the stored commercial transaction, and information relating to
the information processing apparatus for generating information relating to
the 5 trustworthiness of the user is provided to the authenticated
information communication terminal. In the second information processing
apparatus and method, and third program of the present invention,
information relating to the trustworthiness of the second 10 user is
stored, this stored information relating to the trustworthiness of the
second user is provided to the information communication terminal,
information relating to the trustworthiness of the first user from the
information communication terminal and information 



15 relating to the commercial transaction is acquired, information relating
to the trustworthiness of the first user and information relating to the
trustworthiness of the second user is updated based on this acquired
information relating to the commercial transaction, and this updated 20
information relating to the trustworthiness of the first user is provided
to the information communication terminal. While it goes without saying
that the information communication terminal, first information processing
apparatus, and second information processing apparatus may 25 be connected
by wireless communication or by wired communication, it is also possible to
have connection that is a combination of both wireless and wired
communication, with wireless communication being carried out at a certain
section, and wired communication being carried out at 30 another section.
19   Brief Description of Drawings FIG. 1 is a view showing an example
configuration for an electronic commercial transaction system to which the
present invention is applied. 5 FIG. 2 is a view showing an example
configuration for the external appearance of the mobile telephone of FIG.
1. FIG. 3 is an enlarged view of part of that shown in FIG. 2. FIG. 4 is a
block view showing an example configuration 10 of the inside of a mobile
telephone. FIG. 5 is a block view showing a detailed example of a
configuration for a non-contact IC card of FIG. 4. FIG. 5 is a view showing
an example of a specification ' for the non-contact IC card of FIG. 4. 15
FIG. 7 is a block view showing an example configuration of the inside of
the point-of-purchase server of FIG. 1. FIG. 8 is a block view showing an
example configuration of the inside of the point-of-receipt server of FIG.
1. FIG. 9 is a block view showing a detailed example of 20 a configuration
for the IC card reader/writer of FIG. 8. FIG. 10 is a block view showing an
example configuration of the inside of the authentication server of FIG. 1.
FIG. 11A is a view showing an example of data held by the mobile telephone
of FIG. 1. 25 FIG. 11B is a view showing an example of data held by the
point-of-purchase server of FIG. 1. FIG. 11C is a view showing an example
of data held by the point-of-receipt server of FIG. 1. FIG. 11D is a view
showing an example of data held by 30 the authentication server of FIG. 1.
20   



FIG. 12 is a view showing an example of a process flow relating to a sale
of merchandise. FIG. 13 is a flowchart illustrating purchasing processing
by a mobile telephone. 5 FIG. 14 is a flowchart continuing on from the
flowchart of FIG. 13 illustrating purchasing processing by a mobile
telephone. FIG. 15 is a flowchart illustrating processing of store
reliability in providing information performed by the 10 authentication
server. FIG. 16 is a flowchart illustrating sales processing performed by a
point-of-purchase server 21. FIG. 17 is a flowchart continuing on from the
flowchart of FIG. 16 illustrating sales processing performed by a 15
point-of-purchase server 21. FIG. 18 is a view illustrating the flow of
processing relating to handing over of merchandise. FIG. 19 is a flowchart
illustrating merchandise receipt processing carried out by a mobile
telephone. 20 FIG. 20 is a flowchart illustrating merchandise delivery
processing carried out by the point-of-receipt server. FIG. 21 is a
continuation of the flowchart of FIG. 20 and is a flowchart illustrating
merchandise delivery 25 processing carried out by the point-of-receipt
server. FIG. 22 is a flowchart illustrating processing for providing
purchasing information performed by the point-of-purchase server. FIG.23 is
a view illustrating an example mechanism for 30 authentication processing
to which the present invention is applied. 21   FIG. 24 is a view showing
an example of flow of processing for reflecting commercial transaction
results in user trustworthiness and store trustworthiness. FIG. 25 is a
flowchart illustrating trustworthiness 5 operation processing carried out
by a mobile telephone. FIG. 26 is a continuation of the flowchart in FIG.
25 and is a flowchart illustrating trustworthiness operation processing
carried out by a mobile telephone. FIG. 27 is a flowchart illustrating
trustworthiness 10 operation processing carried out by the authentication
server. FIG. 28 is a continuation of the flowchart in FIG. 27 



and is a flowchart illustrating trustworthiness operation processing
carried out by an authentication server. 15 FIG.29 is a view illustrating a
further example mechanism for authentication processing to which the
present invention is applied. FIG. 30 is a flowchart illustrating handover
processing by a purchasing mobile telephone. 20 FIG. 31 is a flowchart
continuing on from the flowchart of FIG. 30 illustrating handover
processing by a purchasing mobile telephone. FIG. 32 is a flowchart
illustrating handover processing performed by a point-of-purchase server.
25 FIG. 33 is a flowchart continuing on from the flowchart of FIG. 32
illustrating handover processing performed by a point-of-purchase server.
FIG. 34 is a flowchart illustrating handover processing by a purchasing
mobile telephone. 30 FIG. 35A is a view showing a further example of data
held by the mobile telephone of FIG. 1. 22   FIG. 35B is a view showing
another example of data held by the point-of-purchase server of FIG. 1.
FIG. 35C is a view showing a further example of data held by the
point-of-receipt server of FIG. 1. 5 FIG. 35D is a view showing a still
further example of data held by the authentication server of FIG. 1. FIG.
36 is a view showing another of a process flow relating to a sale of
merchandise. 



FIG. 37 is a flowchart illustrating purchasing 10 processing by a mobile
telephone. FIG. 38 is a flowchart continuing on from the flowchart of FIG.
37 illustrating purchasing processing by a mobile telephone. FIG. 39 is a
flowchart continuing on from the flowchart 15 of FIG. 38 illustrating
purchasing processing by a mobile telephone. FIG. 40 is a flowchart
illustrating sales processing performed by a point-of-purchase server. FIG.
41 is a flowchart continuing on from the flowchart 20 of FIG. 40, and is a
flowchart illustrating sales processing performed by a point-of-purchase
server. FIG. 42 is a view showing another of a process flow relating to
handing over of merchandise. FIG. 43 is a flowchart illustrating
merchandise receipt 25 processing carried out by a mobile telephone. FIG.
44 is a flowchart illustrating merchandise delivery processing carried out
by the point-of-receipt server. FIG. 45 is a flowchart illustrating
processing for 30 providing purchasing information performed by the
point-of-purchase server. 23   FIG. 46 is a flowchart illustrating
processing for updating store trustworthiness in information providing
performed by the authentication server. FIG. 47 is a view illustrating an
example of the flow 5 of processing relating to updating of user
trustworthiness. FIG. 48 is a flowchart illustrating trustworthiness
operation processing carried out by a mobile telephone. FIG. 49 is a
flowchart illustrating trustworthiness operation processing carried out by
the authentication 10 server. Best Mode for Carrying Out the Invention FIG.
1 is a view showing an example configuration for an electronic commercial
transaction system to which the 15 present invention is applied. In FIG. 1,
a mobile telephone 11 carries out wireless communication with and is
connected to a nearest base station 12 so as to be connected to a network
10 to which the base station 12 is connected typified by, for example, 20
the Internet, etc. Further, a point-of-purchase server 21 installed at a
point-of-purchase 20 constituted by a store where a user of the mobile
telephone 11 orders merchandise via the network 10, a point-of-receipt
server 31 installed at a point of receipt 30 constituted by a store where
the 25 merchandise purchased by the user of the mobile telephone 11 is
received, and an authentication server 41 providing basic services
installed at an authentication service provider 40 for managing
trustworthiness relating to commercial transactions between the user of the
mobile 30 telephone 11 and the store 20 using these basic services are
connected to the network 10. 24 



The mobile telephone 11 is operated by the user so as to carry out wireless
communication with the nearest base station 12, access the
point-of-purchase server 21 via the network 10, and carry out merchandise
purchasing processing. 5 The mobile telephone 11 is operated by the user so
as to access the authentication server 41 of the authentication service
provider 40, trustworthiness of the point-of-purchase 20 is acquired, and
this is provided to the user to enable a determination to be made as to
whether 10 or not to purchase the merchandise (product). The
point-of-purchase server 21 the carries out sales processing for the
merchandise requested by the mobile telephone 11, and charge processing is
carried out with respect to the user of the mobile telephone 11. Purchase
15 information for the requested merchandise is then provided to the
point-of-receipt server 31 of the point of receipt 30 performing delivery
of the merchandise. The point-of-receipt server 31 compares information
relating to the commercial transaction acquired from the 20
point-of-purchase server 21 via the network 10 and information provided by
the mobile telephone 11, and determines whether or not the user of the
mobile telephone 11 is the legitimate purchaser of the merchandise. The
enterprise managing the point-of-purchase 20 and 25 the enterprise managing
the point of receipt 30 may be the same enterprise or may be enterprises
working in cooperation, with merchandise sold at the point-of-purchase 20
being received at the point of receipt 30. 25   



The user of the mobile telephone 11 purchasing the merchandise at the
point-of-purchase 20 then visits the point of receipt 30 in order to
receive the merchandise. The authentication server 41 is installed at the 5
authentication service provider 40 for providing the basic services and
manages information for users of the mobile telephone 11 registered as
users, for the point-of-purchase 20, and for the point of receipt 30. FIG.
2 is a view showing an example configuration for 10 the external appearance
of the mobile telephone 11 of FIG. 1. As shown in FIG. 2, the mobile
telephone 11 is constructed from a display unit 11A and main body 11B,
capable of being folded up using a central hinge 111. 15 The display unit
11A has an antenna 112 for transmitting and receiving signals that is
capable of being pulled out or stored provided at an upper part of a left
end. The mobile telephone 11 transmits and receives electromagnetic waves
to and from the base station 12 constituting a fixed wireless 20 terminal
via the antenna 112. Further, the display unit 11A has a camera unit 113
capable of being freely rotated through an angle of substantially 180
degrees at the center of an upper end. The mobile telephone 11 can then
take pictures of desired 25 subjects using a camera 114 consisting of a CCD
Charge Coupled Device) or CMOS Complementary Metal Oxide Semiconductor)
etc. provided at the camera unit 113. When the camera unit 113 is
positioned by the user as a result of rotation through substantially 180
degrees, as 30 shown in FIG. 3, the display unit 11A is such that a speaker
122 provided at substantially the center of the back of the 26   camera
unit 113 is positioned straight ahead. As a result, the mobile telephone 11
is switched over to a usual audio telephone call state. Further, a liquid
crystal display 115 is provided at 5 the center of the display 11A. In
addition to an electromagnetic wave receiving state, remaining battery,
recipients names and telephone numbers registered as a telephone book, and
call history etc. , the liquid crystal display 115 displays the content of
e-mails, simple 10 homepages, and images taken using the camera 114 of the
camera unit 113, etc. On the other hand, operation keys 116 such as numeric
keys 0 to 9, a call key, a redial key, a call complete key, a power key, a
clear key and an e-mail key etc. are provided 15 at the surface of the main
body 11B. Each type of instruction 



corresponding to operation of the operation keys 116 is inputted at the
mobile telephone 11. Further, a memo button 117 and microphone 118 are
provided below the operation keys 116 of the main body 11B . 20 The mobile
telephone 11 records speech of a person being called during a call when the
memo button 117 is operated. The mobile telephone 11 picks-up speech of a
user during a call using a microphone 118. A freely rotatable jog dial 119
is provided above the 25 operation keys 116 of the main body 11B so as to
project slightly from the surface of the main body 11B. The mobile
telephone 11 executes various operations such as scrolling through an
address book or e-mails displayed at the liquid crystal display 115, a page
rolling operation for a simple 30 homepage, or an operation of transmitting
an image according to rotation of the jog dial 119. 27   For example, at
the main body 11B, a desired telephone number is selected from a plurality
of telephone numbers in a telephone book list displayed at the liquid
crystal display 115 in response to rotation of the jog dial 119 by 5 the
user, with a selected telephone number being finalized and call processing
being carried out with respect to this telephone number when the jog dial
119 is pushed in a direction to within the body 11B. . A battery pack (not
shown) is installed at the back side 10 of the body 11B so that when a call
end/power key is put on, electrical power is supplied to each circuit part
from the battery pack so as to activate a state where operation is
possible. A memory stick slot 120 for installing a freely 15 detachable
memory stick (registered trademark) 121 is provided at an upper part of the
left side of the main body 11B. When the memo button 117 is pressed down,
the mobile telephone 11 records speech of the person being called in the
installed memory stick 121. The mobile telephone 11 20 records e-mail,
simple homepages and images taken using the camera 114 in the installed
memory stick 131 according to user operations. The memory stick 121 is a
kind of flash memory card developed by the current applicant, Sony
Corporation. This 25 memory stick 121 is an item storing a type of EEPROM
(Electrically Erasable and Programmable Read Only Memory) flash memory
element constituted by non-volatile memory capable of being rewritten and
erased electrically within a small, thin plastic case and is capable of
reading 30 and writing various types of data such as images, speech, and
music etc. via ten pin terminals. 28   Because the mobile telephone 11 is
configured so as to 



be capable of being installed with this kind of memory stick 121, it is
possible to share data with other electronic equipment via the memory stick
121. 5 It is possible to extend the functions of the mobile telephone 11
still further by incorporating a module (chip) for extending prescribed
functions into the memory stick 121 and installing this in the memory stick
slot 120. For example, as described in the following, by 10 installing the
memory stick 121 incorporating a non-contact IC (Integrated Circuit) card
in the mobile telephone 11, it is possible to extend the functions so as to
give the same electronic commercial transaction functions as for
non-contact IC cards even when, for example, these modules 15 are not
built-into the mobile telephone 11. FIG. 4 shows an example configuration
of the inside of the mobile telephone 11. A power supply circuit 135,
operation input control unit 132, image encoder 133, camera interface (I/F)
unit 134, 20 LCD control unit 136, multiple separator 138,
modulator/demodulator circuit 139, audio codec 140, infrared communication
unit 145 and non-contact IC card 146 (in this example, a dedicated
non-contact IC card (Felica chip (registered trademark)) is provided but it
is also 25 possible to provide non-contact IC card functions in the memory
stick 121 ) are connected to a main control unit 131 for providing overall
control of each part of the display unit 11A and body 11B via a main bus
141, and the image encoder 133, image decoder 137, multiple separator 138,
a memory 30 stick controller 143, the modulator/demodulator circuit 139, 29
and the audio codec 140 are connected via a synchronous bus 



142. When the call end/power key i,s put on by a user operation, the power
supply circuit 135 activates each part of the 5 mobile telephone 11 to a
state where operation is possible as a result of electrical power being
supplied from the battery pack to each of the parts. The main control unit
131 constituted by a CPU (Central Processing Unit) , ROM (Read Only Memory)
and RAM (Random 10 Access Memory) etc. converts an audio signal collected
by the microphone 118 into a digital audio signal using the audio codes 140
at the time of audio call mode. The digital audio data is subjected to
spectrum diffusion processing by the modulator/demodulator circuit 139,
subjected to 15 digital/analog conversion processing and frequency
conversion processing by a transceiver circuit 144, and is transmitted via
the antenna 112. Further, at the time of audio call mode, a receive signal
received by the antenna 112 is amplified, subjected to 20 frequency
conversion processing and analog/digital conversion processing, subjected
to inverse spectrum diffusion processing by the modulator/demodulator
circuit 139, and converted to an analog audio signal by the audio codes
140. Audio corresponding to an analog audio signal 25 is then outputted
from the speaker 122. Further, at the time of the data communication mode,
in the case of transmission of e-mail, text data inputted by operation of
the operation keys 116 and the jog dial 119 is provided to the main control
unit 131 via the operation 30 input control unit 132. 30   The main control
unit 131 then ensures that the text data is subjected to spectrum diffusion
processing by the modulator/demodulator circuit 139, subjected to
digital/analog conversion processing and frequency 



5 conversion processing by a transceiver circuit 144, and is then
transmitted via the antenna 112 to the base station 12. With regards to
this, when e-mail is received at the time of data communication mode, the
received signal 10 received from the base station 12 via the antenna l12 is
subjected to inverse spectrum diffusion processing by the
modulator/demodulator circuit 139, and after the original text data has
been restored, this is displayed as an e-mail at the liquid crystal display
115 via an LCD (Liquid Crystal 15 Display) control unit 136. An e-mail
received in response to a user operation can also be recorded in the memory
stick 121 via the memory stick controller l43. When image data is
transmitted in data communication 20 mode, image data taken using the
camera 1l4 is provided to the image encoder 133 via the camera interface
unit 134. In the case of the transmission of image data during the data
communication mode, image data taken by the camera 114 can be directly
displayed at the liquid crystal display 25 115 via the camera interface
unit 134 and the LCD control unit 136. The image encoder 133 converts image
data provided by the camera 114 into encoded image data using compression
encoding employing prescribed encoding methods such as MPEG 30 (Moving
Picture Experts Group) 2 or MPEG 4, etc. and sends this to the multiple
separator 138. 31   At the same time as this, audio collected by the 



microphone 118 during photographing by the camera 114 is sent to the
multiple separator 138 as digital audio data via the audio codec 140. S The
multiple separator 138 then multiplexes encoded image data provided by the
image encoder 133 and audio data provided by the audio codec 140 using a
prescribed method. The multiplexed data obtained as a result is subjected
to spectrum diffusion processing by the modulator/demodulator 10 circuit
139, subjected to digital/analog conversion processing and frequency
conversion processing by a transceiver circuit 144, and is transmitted via
the antenna 112. With regards to this, at the time of data communication 15
mode, when, for example, data for a moving image file linked to at a simple
homepage etc. is received, a signal received from a base station via the
antenna 112 is subjected to inverse spectrum diffusion processing by the
modulator/demodulator circuit 139 and multiplexed data 20 obtained as a
result is sent to the multiple separator 138. The multiple separator 138
separates the multiplexed data into encoded image data and audio data and
provides the encoded image data to an image decoder 137 and provides audio
data to the audio codec 140 via the synchronous bus 25 142 . The image
decoder 137 generates playback moving image data by decoding the encoded
image data using a decoding method corresponding to a prescribed encoding
method such as MPEG 2 or MPEG 4 and provides this to the liquid crystal 30
display 115 via the LCD control unit 136. As a result, for 32   example,
images for moving image data contained in moving image files linked to at a
simple homepage are displayed. 



At the same time as this, after converting the audio signal to an analog
audio signal, the audio codec 140 5 supplies this audio signal to the
speaker 122. In this way, the mobile telephone 11, for example, plays back
audio corresponding to audio data contained in the moving image file linked
to at the simple homepage. In this case also, as in the case of e-mail, it
is 10 possible to record data linked to at the received simple homepage
etc. in the memory stick 121 via the memory stick controller 143 using user
operations. The non-contact IC card 146 may then be brought close to
another information processing apparatus having an IC 15 card reader/writer
so that when electromagnetic waves radiated from the IC card reader/writer
are received, various information is provided to the IC card reader/writer
in response to this. A drive 150 installed as necessary reads a program
stored 20 in a recording medium such as a magnetic disc 151 such as a
floppy disc or hard disc etc., an optical disc 152 such as a CD-ROM
(Compact Disk Read Only Memory) or a DVD (Digital Versatile Disc) etc., a
magneto-optical disc 153 such as an MD (Mini Disk) (trademark) etc., or a
semiconductor 25 memory 154 and provides this program to RAM etc. of the
main control unit 131 via the main bus 141. FIG. 5 is a block view showing
a detailed example of a configuration for the non-contact IC card l46. The
non-contact IC card 146 is comprised of, for example, 30 an antenna (loop
antenna) 170 and capacitor 171 shown in the drawing, and an IC storing
other aspects of the 33   configuration on one chip. The non-contact IC
card 146 then communicates various types of data with an IC card
reader/writer provided at another information processing apparatus in a
half-duplex manner by utilizing 5 electromagnetic induction, and does not
by any means have to be card-shaped. Further, "IC card" is a name given for
convenience of description, and is intended to mean functions described
above or described in the following. Further, for example, a Felica chip
(registered trademark) 10 may also be given as a device providing
substantially the same functions as the non-contact IC card 146. A CPU 16l
expands a control program stored in ROM 162 into RAM 163, and controls a11
of the operations of the non-contact IC card 146. For example, when
electromagnetic 15 waves radiated from the IC card reader/writer provided
at another information processing apparatus are received by an antenna 170,
the CPU 161 notifies the IC card reader/writer of a card identification
number set at the non-contact IC card 146 in response to this, and
processing 20 relating to receiving merchandise is carried out. An LC
circuit configured from the antenna 170 and capacitor 171 resonates with
electromagnetic waves of a prescribed frequency radiated from an IC card
reader/writer provided at another information processing apparatus 25
located in the vicinity. At an ASK (Amplitude Shift Keying) demodulator
183, an interface 169 demodulates a (ASK modulated wave) modulated wave
received via the antenna l70 using envelope demodulation, and data for
after demodulation is outputted to a BPSK (Binary Phase Shift 



30 Keying) demodulator 172. 34   At the interface 169, an alternating
magnetic field excited at the antenna 170 is rectified by the ASK
demodulator 183, and this is stabilized at a voltage regulator 181 and
supplied to each part as a direct current 5 power source. The electric
power of electromagnetic waves radiated from the IC card reader/writer is
regulated to as to generate an electric field covering the required
electric power at the non-contact IC card as described in the following. 10
Further, an oscillation circuit 184 of the interface 169 has a PLL (Phase
Locked Loop) circuit built-in so as to generate a clock signal that is the
same as the received clock frequency. In the case of the interface 169
sending, for example, 15 balance information etc. to an IC card
reader/writer provided on another information processing apparatus, for
example, a prescribed switching element (not shown) is made to go on and
off in a manner corresponding to data provided by a BPSK modulator 168, so
as to cause the load of the antenna 20 170 to fluctuate by connecting a
prescribed load in parallel with the antenna 170 only when the switching
element is on. An ASK modulator 182 AKS-modulates a modulated wave from the
IC card reader/writer received at the antenna 170 by causing the load of
the antenna 170 to fluctuate. This 25 modulated component is then sent to
the IC card reader/writer via the antenna 170 (the terminal voltage of the
antenna of the IC card reader/writer is made to change) (load-switching
method). When data demodulated by the ASK demodulator 183 is 30
BPSK-modulated, this data is demodulated by the BPSK demodulator 172
(decoding of Manchester code) based on a 35   clock signal provided by a
PLL circuit (not shown) and demodulated data is outputted to a data
receiver 173. The data receiver 173 appropriately outputs the provided data
to the CPU 161. The CPU 161 stores this data in the RAM 163 5 or in an
EEPROM 164. Data stored in the EEPROM 164 is read-out by the CPU 161, and
supplied to a data transmission unit 167. The BPSK modulator 168 performs
BPSK modulation (encoding to Manchester code) on data supplied by the data
transmission 10 unit 167 and outputs this to the ASK modulator 182. 



An input/output interface 165 carries out interface processing with the
main control unit 131. Electronic money information is stored in the EEPROM
164. The user is then able to settle fees for purchased 15 products and
services etc. by utilizing this electronic money. The settlement history is
also stored in an EEPROM 164. FIG. 6 is a view showing an example of a
specification for the non-contact IC card 146. 20 As described above,
communication between the IC card reader/writer and the non-contact IC card
146 is carried out by half-duplex, and this communication speed is taken to
be, for example, 211.875kbps. Further, as shown in FIG. 6, the center
frequency of 25 the frequency band used in electric power transmission to
the non-contact IC card 146 from the IC card reader/writer, and data
transmission, and data transmission to the IC card reader/writer from the
non-contact IC card 146 is taken to be, for example, 13.56MHz. 30 Output of
electromagnetic waves outputted from the IC card reader/writer in order to
transmit electric power is, 36   for example, 350mW, and the communication
distance is, for example, approximately l0cm, although this depends on
aspects of the communication environment such as antenna characteristics
etc. 5 As described above, data transfer from the IC card reader/writer to
the non-contact IC card 146 is carried out by performing ASK modulation on
data encoded using Manchester code, and this modulation (maximum amplitude
of data signal/maximum amplitude of carrier wave) is taken to 10 be, for
example, approximately 0.1. Further, as described above, data transfer from
the non-contact IC card 146 to the IC card reader/writer is carried out by
converting data outputted using a load switching method to a transmission
signal (causing the load of the antenna 170 to fluctuate 



15 by putting a switching element on and off in according to output data).
In the above, the non-contact IC card 146 is built-into the mobile
telephone 1 but may also, for example, be installed into the mobile
telephone 11 incorporated into 20 the memory stick 121 so as to be
controlled by the memory stick controller 143. FIG. 7 is a block view
showing an example configuration of the inside of the point-of-purchase
server 21 of FIG. 1. 25 In FIG. 7, a CPU 201 executes various processes
such as the execution of charge processing at a charge processing unit 204
in accordance with a program stored in a ROM 202 and a program loaded into
RAM 203 from a storage unit 223. Data etc. required for the CPU 201 to
execute various 30 processes is also appropriately stored in RAM 203. 37
The CPU 201, ROM 202, RAM 203 and charge processing unit 204 are connected
together via a bus 210. An input/output interface 220 is also connected to
this bus 210. An input unit 221 comprised of a keyboard and mouse, 5 etc. ,
an output unit 222 comprised of a display consisting of a CRT (Cathode Ray
Tube) and LCD (Liquid Crystal Display) etc. and speaker etc., a storage
unit 223 comprised of a hard disc etc. , and a communication unit 224
comprised of a modem and terminal adapter etc. are connected to the 10
input/output interface 220. As described in the following, purchase
information constituted by information relating to commercial transactions
and key information required to update information is stored in the storage
unit 223. 15 The communication unit 224 carries out communication
processing via the network 10 shown in FIG. 10. Further, the communication
unit 224 distributes purchase information and key information etc. stored
in the storage unit 223 via the Internet constituting the network 10 using,
for example, 20 a TCP/IP (Transmission Control Protocol/Internet Protocol)
protocol. A drive 230 is connected to the input/output interface 220 as
necessary, and a magnetic disc 231, optical disc 232, magneto-optical disc
233, or semiconductor memory 234etc. 25 are installed as appropriate.
Computer programs read from these media are then installed in the storage
unit 223 as 



necessary. FIG. 8 is a block view showing an example configuration of the
inside of the point-of-receipt server 31 of FIG. 1. 30 The CPU 251 executes
various processing in accordance with programs stored in the ROM 252 or the
storage unit 273. 38   Programs and data executed by the CPU 251 are
appropriately stored in the RAM 253. The CPU 251, ROM 252, and RAM 253 are
connected together via a bus 260. An input/output interface 270 is
connected at the bus 5 260, and an input unit 271 comprised of a keyboard
and mouse etc. , an output unit 272 comprised of a display consisting of a
CRT or LCD etc. and a speaker etc. , a storage unit 273 comprised of a hard
disc etc., a communication unit 274 comprised of a modem or terminal
adapter etc., and an IC 10 card reader/writer 275 for carrying out wireless
communication with a non-contact IC card in the vicinity are connected to
the input/output interface 270. A drive 280 is connected to the
input/output interface 270 as necessary, and a magnetic disc 2B1, optical
disc 282, 15 magneto-optical disc 283, or semiconductor memory 284 etc. are
installed as appropriate. Computer programs read from these media are then
installed in the storage unit 273 as necessary. FIG. 9 is a block view
showing a detailed example of 20 a configuration for the IC card
reader/writer 275 of FIG. 8. IC 291 is comprised of a CPU 301, ROM 302, RAM
303, SCC (Serial Communication Controller) 304, SPU (Signal Processing
Unit) 306, and bus 305 mutually connecting the 25 CPU 301 through to the
SPU 306 together. The CPU 301 opens a control program stored in the ROM 302
up into the RAM 303, so as to execute various processing based on, for
example, response data transmitted from the 



non-contact IC card 146 and control signals provided from 30 the CPU 25l of
FIG. B. For example, the CPU 301 generates a command transmitted to the
non-contact IC card 146 so that 39   this is outputted to the SPU 306 via
the bus 305, or so that authentication processing etc. is carried out for
data sent from the non-contact IC card 146. The SCC 304 supplies data
supplied from the CPU 1251 5 of FIG. 8 to the CPU 301 via the bus 305, and
outputs data supplied by the CPU 301 via the bus 305 to the CPU 251. When
response data from the non-contact IC card 146 is supplied from the
demodulation unit 294, the SPU 306 subjects this data to, for example, BPSK
demodulation 10 (decoding of Manchester code) etc., and provides the
acquired data to the CPU 301. Further, when a command sent to the
non-contact IC card 146 is provided via the bus 305, the SPU 306 subjects
this command to BPSK modulation (encoding to Manchester code), and the
acquired data is 15 outputted to the modulator 292. The modulator 292 ASK
modulates a carrier wave of a prescribed frequency (for example, 13.56MHz)
supplied by an oscillating circuit (OSC) 293 based on data supplied by the
SPU 306, and outputs the generated modulated wave from 20 an antenna 295 as
electromagnetic radiation. On the other hand, the demodulator 294
demodulates a modulated wave (ASK modulated wave) acquired via the antenna
295 and outputs the demodulated data to the SPU 296. The antenna 295
radiates prescribed electromagnetic 25 radiation, and detects whether or
not the non-contact IC card 146 is nearby based on changes in load with
respect to this. Then, for example, when the non-contact IC card 146 is in
the vicinity, the antenna 295 transmits and receives various data to and
from the non-contact IC card 30 146. 40   FIG. 10 is a block view showing
an example configuration of the inside of the authentication server 41 of
FIG. 1. In FIG. 10, the CPU 311 executes various processing in accordance
with programs stored in the ROM 312 and programs 5 loaded into the RAM 313
from the storage unit 323. Data etc. required for the CPU 311 to execute
various processes is also appropriately stored in RAM 313. The CPU 311, ROM
312, and RAM 313 are connected together via a bus 314. An input/output
interface 320 is also 10 connected to this bus 314. An input unit 321
comprised of a keyboard and mouse etc. , a display comprised of a CRT or
LCD etc., an output unit 322 comprised of a speaker etc. , a storage unit
323 comprised of a hard disc etc. , and a communication unit 324 comprised 



15 of a modem or terminal adapter etc. are connected to the input/output
interface 320. A drive 330 is connected to the input/output interface 320
as necessary, and a magnetic disc 331, optical disc 332, magneto-optical
disc 333, or semiconductor memory 334etc. 20 are installed as appropriate.
Computer programs read from these media are then installed in the storage
unit 323 as necessary. Next, a description is given with reference to FIG.
11A to FIG. 11D of data held in the mobile telephone 11, 25
point-of-purchase server 21, point-of-receipt server 31, and authentication
server 41 respectively in a state before the user of the mobile telephone
11 of FIG. 1 purchases merchandise. The mobile telephone 11 shown in FIG.
11A holds 30 information for a card identification number 351 and user
trustworthiness 352 in the built-in non-contact IC card 146. 41   The card
identification number 351 is a number assigned in advance to the
non-contact IC card 146 and is a number for identifying the non-contact IC
card 146. This card identification number 351 is provided by the
authentication 5 service provider 40 when the user of the mobile telephone
11 is registered as a purchaser of merchandise with this service. During
this time, the card identification number 351 may be provided via the
network 10 by the authentication server 41 or may be provided by the
authentication service 10 provider 40 using a separate method. The user
trustworthiness 352 is information relating to trustworthiness of the user
of the mobile telephone 11 with regards to electronic commercial
transactions using this service and is referenced by the point-of-purchase
20 15 constituting the target of the commercial transaction. As described
in the following, the user trustworthiness 352 is decided by the
authentication server 41 based on past experience of the user of the mobile
telephone 11. The point-of-purchase server 21 shown in FIG. 11B stores 20
purchasing information 353 constituting information 



relating to electronic purchases employing this service and a purchasing
information rewriting key 361 constituting key information necessary in the
making, editing and deleting of this purchasing information 353 in the
storage unit 223. 25 As described in the following, the purchasing
information 353 is information relating to purchasing of merchandise by the
user of the mobile telephone 11 etc., with the point-of-receipt server 31
carrying out authentication processing of the user of the mobile 30
telephone 11 based on this information. 42   Further, as described in the
following, the purchasing information 353 is supplied to the IC card 146 of
the mobile telephone 11 and the point-of-receipt server 31 etc. Therefore,
in order to prevent illegal duplication and 5 falsification, it is not
possible to make, edit or delete the purchasing information 353 without
using the purchasing information rewriting key 361. The purchasing
information rewriting key 361 is key information for making, editing and
deleting etc. the 10 purchasing information 353. The purchasing information
rewriting key 361 is a kind of one-time password and is supplied to the
mobile telephone 11 etc. while the point-of-purchase server 21 and the
point of receipt server 31 generating the purchasing information rewriting
key 361 15 update the purchasing information 353. When the purchasing
information 353 is updated using the purchasing information rewriting key
361 provided, the mobile telephone 11 deletes the purchasing information
rewriting key 361 used. The point-of-purchase server 21 and the point of
receipt server 20 31 generating the purchasing information rewriting key
361 can supply purchasing information rewriting keys 361 to the mobile
telephone 11 any number of times. The point-of-receipt server 31 shown in
FIG. 11C stores the purchasing information rewriting key 361 described 25
above and a temporary commercial transaction information rewriting key 362
constituting key information required in making, editing and deleting of
temporary commercial transaction information described in the following in
the storage unit 273. 30 The temporary commercial transaction information
rewriting keys 362 are distributed in advance by the 43   authentication
service provider 40 and is key information for making, editing and deleting
etc. temporary commercial transaction information described in the
following. Therefore, in order to prevent illegal duplication and 5
falsification, it is not possible to make, edit or delete the temporary
commercial transaction information without using the temporary commercial
transaction information rewriting key 362. 



The temporary commercial transaction information 10 rewriting key 362 is
key information for making, editing and deleting etc. temporary commercial
transaction information. The temporary commercial transaction information
rewriting key 362 is a kind of one-time password and is supplied to the
mobile telephone 11 etc. while the 15 point-of-receipt server 31
authentication server 41 generating the temporary commercial transaction
information rewriting key 362 update the temporary commercial transaction
information. When the temporary commercial transaction information is
updated using the 20 temporary commercial transaction information rewriting
key 362 provided, the mobile telephone 11 deletes the temporary commercial
transaction information rewriting key 362 used. The point of receipt server
31 and the authentication server 41 generating the temporary commercial
transaction 25 information rewriting key 362 can supply temporary
commercial transaction information rewriting keys 362 to the mobile
telephone 11 any number of times. The authentication server 41 shown in
FIG. 11D stores the temporary commercial transaction information rewriting
30 key 362, a user trustworthiness rewriting key 363 constituting key
information required to update the user 44   trustworthiness described
above, and store trustworthiness 354 constituting information relating to
the trustworthiness of the store 20 is stored in the storage unit 323. 5
The user trustworthiness rewriting key 363 is key information for updating
the user trustworthiness 352 stored in the non-contact IC card 146 of the
mobile telephone 11. Therefore, in order to prevent illegal duplication and
falsification, it is not possible to make, edit or delete 10 the user
trustworthiness 352 without using the user trustworthiness rewriting key
363. The user trustworthiness rewriting key 363 is key information for
making, editing and deleting etc. user trustworthiness. The user
trustworthiness rewriting key 15 363 is a kind of one-time password, and is
supplied to the mobile telephone 11 etc. while the authentication server 41
generating the user trustworthiness rewriting key 363 is instructing
updating of the user reliability. When user trustworthiness is updated
using the user trustworthiness 20 rewriting key 363 provided, the mobile
telephone 11 deletes the user trustworthiness rewriting key 363 used. The
authentication server 41 generating the user trustworthiness rewriting key
363 can supply the user trustworthiness rewriting key 363 to the mobile
telephone 25 11 etc. any number of times. The store trustworthiness 354 is
information relating to trustworthiness of a store 20 with regards to
electronic commercial transactions using this service and is referenced by
the user of the mobile telephone 11 30 constituting the target of the
commercial transaction. This 45   store trustworthiness 354 is decided by
the authentication server 41 based on past experience of the store.20.
Next, a description is given of the flow of processing of the mobile
telephone 11, point-of-purchase server 21 and 5 authentication server 41
relating to the sale of merchandise in the electronic commercial
transaction system of FIG. 1, as shown in FIG. 12. The user of the mobile
telephone 11 then operates the mobile telephone 11, acquires GUI
information from the 10 point-of-purchase server 21, and displays
information 



relating to the merchandise. The user then decides whether or not to
purchase the merchandise by looking at the displayed merchandise
information. During this time, the user operates the mobile telephone 11 so
as to acquire 15 information (store trustworthiness 354) relating to
trustworthiness of the point-of-purchase 20 from the authentication server
41 in order to confirm whether or not the point-of-purchase 20 where a
commercial transaction is to be made is trustworthy (arrows 371 and 372).
20 When the store trustworthiness 354 is obtained and displayed using the
mobile telephone 11, the user decides whether or not to purchase the
merchandise based on this information. The mobile telephone 11 operated by
the user that has 25 decided to purchase the merchandise then makes a
request to the point-of-purchase server 21 to purchase the merchandise
(arrow 373). With respect to this, the point-of-purchase server 21 makes a
request to the mobile telephone 11 for the user 30 trustworthiness 352 in
order to confirm whether or not the user of the mobile telephone 11 is
trustworthy as a person 46   with which to make a commercial transaction
(arrow 374), and the mobile telephone 11 then provides the user
trustworthiness 352 in response to this request (arrow 375) . The
point-of-purchase server 21 that has acquired the 5 user trustworthiness
352 and confirmed that the user of the mobile telephone 11 is trustworthy
then makes a request to the mobile telephone 11 for the card identification
number 351 allotted to the non-contact IC card 146 (arrow 376). The mobile
telephone 11 then provides the card 10 identification number 351 in
response to this request. The point-of-purchase server 21 that has acquired
the card identification number 351 then carries out processing relating to
purchasing and charging, and sells the merchandise. The point-of-purchase
server 2l then generates 15 purchasing information 353 constituting
information relating to the current commercial transaction and provides
this to the mobile telephone 11 together with the purchasing information
rewriting key 361 (arrow 378). As shown in FIG. 12, the purchasing
information 353 is 20 comprised of a purchasing identifier for identifying
the corresponding commercial transaction, a payment identifier for
identifying whether or not payment for the sale of the merchandise has been
made, and a purchasing card identification number constituted by the card
25 identification number 351 allotted to the non-contact IC card 146 in the
possession of the user purchasing the merchandise. The mobile telephone 11
provided with the purchasing information 353 and the purchasing information
rewriting 30 key 361 then records the purchasing information 353 in the
non-contact IC card 146 using the purchasing information 47   rewriting key
361. When this writing is complete, the mobile telephone 11 deletes the
purchasing information rewriting key 361 and provides notification of
completion of writing 



to the point-of-purchase server 21 (arrow 379). 5 When notification of
completion of writing is acquired, the point-of-purchase server 21 provides
notification of completion of processing to the mobile telephone 11 (arrow
380) and processing relating to purchase of the merchandise is complete.
When the provided notification of completion 10 of processing is acquired,
the mobile telephone 11 ends processing relating to purchase of the
merchandise. The following is a description with reference to the
flowcharts of FIG. 13 and FIG. 14 of purchasing processing of the mobile
telephone 11. 15 First, in step S1, the main control unit 131 of the mobile
telephone 11 carries out wireless communication with the nearest base
station 12 via the antenna 112, accesses the point-of-purchase server 21
via the network 10, and requests purchasing information. The
point-of-purchase server 21 20 that has acquired this request then provides
the requested purchasing information to the mobile telephone 11 as
described in the following. In step S2, the main control unit 131
determines whether or not the requested merchandise information has been 25
acquired, and waits until it is determined that acquisition has taken
place. When it is determined that the merchandise information has been
acquired, the main control unit 131 advances the processing to step S3 and
controls the LCD control unit 136 30 so that a screen corresponding to the
acquired merchandise information is displayed at the liquid crystal display
115. 48   The user then decides whether or not to purchase the merchandise
based on the displayed screen. Further, during this time, the user makes a
request to the authentication server 41 for the store trustworthiness 354
to use this to 



5 determine the trustworthiness of the point-of-purchase 20. In step S4,
the main control unit 131 controls the operation input control unit 132 so
as to monitor for user operation inputs, and determines whether or not to
request store trustworthiness information based on instructions 10 inputted
by the user. When it is determined to request the store trustworthiness
information, the main control unit 131 advances the processing to step S5,
carries out wireless communication with the closest base station 12 via the
15 antenna 112, accesses the authentication server 41 via the network 10,
and requests store trustworthiness information containing the store
trustworthiness 354. This processing corresponds to the processing of arrow
371 of FIG. 12. As described in the following, the authentication server 41
20 generates trustworthiness information containing the store
trustworthiness 354 recorded in the storage unit 323 based on this request,
and provides this to the mobile telephone 11 via the network l0. In step
S6, the main control unit 131 determines whether 25 or not the requested
store trustworthiness information has been acquired, and waits until it is
determined that acquisition has taken place. When it is determined that the
requested store trustworthiness information has been acquired, the main 30
control unit 131. advances the processing to step S7, controls the LCD
control unit 136, displays a screen 49   corresponding to the acquired
store trustworthiness information at the liquid crystal display 115, and
advances the processing to step S8. The user then decides upon the
reliability of the point-of-purchase 20 and upon whether 5 or not to
purchase the merchandise based on the displayed screen. Further, when it is
determined based on user instruction in step S4 that store trustworthiness
information has not been requested, the main control unit 131 omits the 10
processing from step S5 to step S7 described above and advances the
processing to step S8. In step S8, the main control unit 131 determines
whether or not to purchase merchandise based on user instruction. When it
is determined that merchandise is to be purchased 15 based on instructions
inputted by a user as a result of operating the operation keys 116 or the
jog dial 119, the main control unit 131 advances the processing to step S9
and makes a request to the point-of-purchase server 21 for purchasing
information via the network 10. This processing 20 corresponds to the
processing of arrow 373 of FIG. 12. The point-of-purchase server 21 that
has acquired this merchandise purchase request then requests the user
trustworthiness 352 of the mobile telephone 11 as described in the
following. In step S10, the main control unit 131 25 determines whether or
not a request for user trustworthiness information has been acquired, and
waits until it is determined that acquisition has taken place. When it is
determined the user trustworthiness information has been acquired, the main
control unit 131 30 advances processing to step S11, and a determination is
made as to whether or not a password is set. 50   The user trustworthiness
352 is personal information 



for the user of the mobile telephone 11, and there are therefore cases
where this recalls uncertainty in the user in providing this to the store
for the user trustworthiness 5 352. In this case, the mobile telephone 11
can be set up in such a manner that input of a password is required when
reading this user trustworthiness 352. When it is determined in step S11
that a password is set up, then input of the password is necessary to read
the 10 user trustworthiness 352. The main control unit 131 therefore
advances the processing to step S21 of FIG. 14, controls the operation
input control unit 132, determines whether or not the password has been
inputted, and waits until input is determined. 15 When input of the
password is determined, the main control unit 131 advances processing to
step S22, the inputted password is set in advance, and is confirmed through
comparison with a password stored in RAM etc. built-into the main control
unit 131. 20 Then, in step S23, the main control unit 131 determines
whether or not the inputted password has been authenticated based on the
processing results of step S22. When it is determined that the password has
been authenticated, the main control unit 131 advances the processing to
step S24. 25 Further, when it is determined in step S11 of FIG. 13 that a
password is not set, the main control unit 131 advances processing to step
S24 of FIG. 14. In step S24, the main control unit 131 acquires the user
trustworthiness 352 stored in the non-contact IC card l46, 30 and provides
user trustworthiness information containing this user trustworthiness 352
to the point-of-purchase 51   server 21 via the network 10. This processing
corresponds to the processing of arrow 375 of FIG. 12. The
point-of-purchase server 21 that has acquired the user trustworthiness
information then determines whether 5 or not the user of the mobile
telephone 11 is trustworthy. When the user is determined to be trustworthy,
a request is made to the mobile telephone 11 for card identification number
information containing the card identification number 351 allotted to the
non-contact IC card 146. 10 In step S25, the main control unit 131
determines whether or not a request for this card identification number
information has been acquired, and waits until it is determined that
acquisition has taken place. When it is determined that a card
identification number information 15 request has been acquired, the main
control unit 131 advances processing to step S26, the card identification
number 351 is acquired from the non-contact IC card 146, and card
identification number information containing this card identification
number 351 is provided to the 20 point-of-purchase server 21 via the
network 10. This processing corresponds to the processing of arrow 377 of
FIG. 12. 



After carrying out processing relating to sale of and charging for the
merchandise, the point-of-purchase server 25 21 that has acquired the card
identification number information generates the purchasing information 353
described above and provides this to the mobile telephone 11. In step S27,
the main control unit 131 determines whether 30 or not the purchasing
information 353 has been acquired, and waits until it is determined that
acquisition has taken 52   place. When it is determined that the purchasing
information 353 has been acquired, the processing advances to step S28, and
the acquired purchasing information 353 is recorded in the non-contact IC
card 146. 5 When recording of the purchasing information 353 is complete,
the main control unit 131 advances the processing to step S29, and
notification of completion of writing is provided to the point-of-purchase
server 21 via the network 10. This processing corresponds to the processing
of arrow 10 379 of FIG. 12. The point-of-purchase server 21 that has
acquired the notification of completion of writing then provides
notification of completion of processing to the mobile telephone 11. 15 In
step S30, the main control unit 131 determines whether or not notification
of completion of processing has been acquired, and waits until it is
determined that acquisition has taken place. When it is determined that
notification of completion of processing has been acquired, in step S31, 20
the main control unit 131 controls the LCD control unit 136 so as to
display a screen corresponding to the acquired notification of completion
of processing at the liquid crystal display 115. The user then confirms the
processing is complete by looking at the screen corresponding to this 



25 notification of completion of processing. The main control unit 131
displaying the screen corresponding to the notification of completion of
processing then ends the purchasing processing. In step S8 of FIG. 13, when
it is determined that the 30 merchandise is not to be purchased, the main
control unit 131 ends purchasing processing. Further, in step S23, when 53
the inputted password is not authenticated (when passwords inputted by the
user a plurality of times are a11 not authenticated), the main control unit
131 ends purchasing processing. 5 Next, store trustworthiness information
providing processing by the authentication server 4lexecuted so as to
correspond to the processing of step S4 to step S7 of the purchasing
processing of the mobile telephone 11 described above is now described with
reference to the 10 flowchart of FIG. 15. First, in step S41, the CPU 311
of the authentication server 41 determines whether or not a request for
store trustworthiness information provided by the mobile telephone 11 has
been acquired in the processing of step 15 S5 of FIG. 13. When it is
determined that a request for store trustworthiness information has been
acquired, the CPU 311 advances processing to step S42, store
trustworthiness 354 of the point-of-purchase 20 stored in the storage unit
323 20 is acquired, store trustworthiness information containing the store
trustworthiness 354 is generated, and the generated store trustworthiness
information is provided to the mobile telephone 11 via the network 10 by
controlling the communication unit 324. This processing corresponds to 25
the arrow 372 of FIG. 12. The CPU 311 providing the store trustworthiness
information then advances the processing to step S43. In step S41, when it
is determined that a request for store trustworthiness information has not
been acquired, 30 the CPU 311 omits the processing of step S42, and
processing advances to step S43. 54   In step S43, the CPU 311 determines
whether or not store trustworthiness information providing processing is
finished. When it is determined that the processing is not finished, the
CPU 311 returns to step S41 and processing 5 from there onwards is
repeated. Further, when it is determined that the sales processing has
finished, the store trustworthiness information providing processing ends.
Next, processing by the point-of-purchase server 21 executed corresponding
to purchasing processing by the 



10 mobile telephone 11 as described above is described with reference to
the flowcharts of FIG. 16 and FIG. 17. First, in step S61, the CPU 201 of
the point-of-purchase server 21 controls the communication unit 224 and
determines whether or not a request for merchandise information has 15 been
acquired. When it is determined that a request for merchandise information
has been acquired (when merchandise information is requested by the mobile
telephone 11), the CPU 201 advances processing to step S62, the requested
merchandise information stored in the storage unit 223 is 20 acquired, and
is provided to the mobile telephone 11 via the network 10 by controlling
the communication unit 224. The CPU 20l provided with the merchandise
information then advances the processing to step S63. Further, in step S61,
when it is determined that a request for merchandise 25 information has not
been acquired, the CPU 201 omits the processing of step S62, and processing
advances to step S63. In step S63, the CPU 20l controls the communication
unit 224 and determines whether or not a request for purchasing information
provided by the processing of step S9 of FIG. 30 13 has been acquired. 55
The CPU 201 determining that a request for merchandise information has been
acquired then controls the communication unit 224 in step S64 and makes a
request to the mobile telephone 11 for user trustworthiness 5 information.
This processing corresponds to the processing of arrow 374 of FIG. 12. To
conform with this request, in step S24 of FIG. 14, the mobile telephone 11
supplies user trustworthiness information containing the user
trustworthiness 352 to the 10 point-of-purchase server 21. In step S65, the
CPU 201 controls the communication unit 224 so as to determine whether or
not requested user trustworthiness information 352 has been acquired, and
waits until it is determined that acquisition has taken 



15 place . When it is determined that user trustworthiness information has
been acquired, the CPU 201 advances the processing to step S66, extracts
user trustworthiness 352 from the acquired user trustworthiness
information, and 20 determines trustworthiness of the user of the mobile
telephone 11. In step S67, a determination is made as to whether or not to
make a sale of the merchandise to the user of the mobile telephone 11, and
when it is determined to make a 25 sale, processing advances to step S71 of
FIG. 17. In step S71 of FIG. 17, the CPU 201 controls the communication
unit 224 so as to make a request for card identification number information
of the non-contact IC card 146 built-into the mobile telephone 11. This
processing 30 corresponds to the processing of arrow 376 of FIG. 12. 56
To conform with this request, in step S26 of FIG. 14, the main control unit
131 of the mobile telephone 11 supplies card identification number
information to the point-of-purchase server 21. 5 In step S72, the CPU 201
controls the communication unit 224 so as to determine whether or not card
identification number information provided by the mobile telephone 11 has
been acquired, and waits until it is determined that acquisition has taken
place. 10 When it is determined that the card identification number
information has been acquired, the CPU 201 advances processing to step S73,
and executes purchasing/charging processing constituting processing
relating to the sale of merchandise. 15 When purchasing/charging processing
is complete, in step S74, the CPU 201 generates purchasing information
relating to sale of merchandise on this occasion, and controls the
communication unit 224 so that this generated purchasing information is
provided to the mobile telephone 20 11 via the network 10 so as to be
stored in the non-contact IC card 146. This processing corresponds to the
processing of arrow 378 of FIG. 12. In step S75, the CPU 201provided with
the purchasing information controls the communication unit 224 so as to 25
determine whether or not notification of completion of writing of the
purchasing information provided to the mobile telephone 11 has been
acquired, and waits until it is determined that acquisition has taken
place. When it is determined that notification of completion 30 of writing
has been acquired, in step S76, the CPU 201 generates notification of
completion of processing, and 57   controls the communication unit 224 so
as to provide this notification of completion of processing to the mobile
telephone 11 via the network 10. This processing corresponds to the
processing of arrow 380 of FIG. 12. 5 The CPU 201 to which the notification
of completion of processing is supplied then advances to step S77. 



In the processing of step S67 of FIG. 16, when it is determined that
merchandise is not to be sold, after carrying out error processing in step
S68 of FIG. 16, the 10 CPU 201 advances the processing to step S77 of FIG.
17. In step S77, the CPU 201 determines whether or not sales processing is
finished. When it is determined that the processing is not finished, the
processing of step S61 of FIG. 16 is returned to and processing from there
onwards 15 is repeated. Further, when it is determined that the sales
processing has finished, the CPU 201 ends the sales processing. In the
above manner, the user of the mobile telephone 11 purchases the intended
merchandise from the 20 point-of-purchase 20. Next, a description is given
with reference to FIG. 18 of the flow of processing of the mobile telephone
11, point-of-purchase server 21 and point-of-receipt server 31 while a user
of the mobile telephone 11 purchasing 25 merchandise is receiving the
purchased merchandise. In order to receive the purchased merchandise, the
user of the mobile telephone 11 that has purchased the merchandise as
described above goes to either the nearest point of receipt 30 or to a
point of receipt 30 designated 30 in advance by the point-of-purchase 20.
The user then positions the mobile telephone 11 in the vicinity of the 58
IC card reader/writer 275 of the point-of-receipt server 31 installed at
the point of receipt 30, and positions the non-contact IC card 146
built-into the mobile telephone 11 in the vicinity of the TC card
reader/writer 275. 5 . When the non-contact IC card 146 is positioned
within communication range, the point-of-receipt server 31 acquires
purchasing information 353 and card identification number information (card
identification number 351) stored in the non-contact IC card 146 of the
mobile telephone 11 10 via the IC reader/writer 275 (arrow 401 and arrow
402). The point-of-receipt server 31 that has acquired the purchasing
information 353 and the card identification number information (card
identification number 351) acquires purchasing information 353 (i.e.
purchasing 15 information for which the contained purchasing identifier is
the same) corresponding to the acquired purchasing information 353 from the
point-of-purchase server 21 (arrow 403 and arrow 404). The point-of-receipt
server 31 then compares the 20 purchasing information 353 and the card
identification number 351 acquired from the mobile telephone 11 and the
purchasing information 353 acquired from the point-of-purchase server 21,
and authenticates the user of the mobile telephone 11. 25 When the user is
determined to be the purchaser of the merchandise, the point-of-receipt
server 31 notifies the point-of-purchase server 21 that confirmation
processing is complete (arrow 405). The point-of-receipt server 31 then
provides the 30 purchasing information rewriting key 361 to the mobile
telephone 11 (arrow 406), and purchasing information 353 59   stored in the
non-contact IC card l46 is deleted at the mobile telephone 11. 



The mobile telephone llthen deletes the purchasing information 353 using
the acquired purchasing information 5 rewriting key 361 and when this
deletion is complete, the purchasing information rewriting key 361 is
deleted, and notification of completion of deletion is provided to the
point-of-receipt server 31 (arrow 407). The point-of-receipt server 31 that
has acquired the 10 deletion completion notification then generates
temporary commercial transaction information 391 constituting information
for trustworthiness of the point-of-purchase 20 and provides this to the
mobile telephone 11 together with the temporary commercial transaction
information 15 rewriting key 362 (arrow 408). The temporary commercial
transaction information 391 is comprised of a store identifier for
identifying the point-of-purchase 20 constituting the store where the user
of the mobile telephone 11 purchased the merchandise and 20 a
trustworthiness counter constituting a fluctuation portion fluctuating with
the commercial transaction for this time for the reliability of the
point-of-purchase 20. The mobile telephone 11 then records the provided
temporary commercial transaction information 391 in the 25 non-contact IC
card 146 using the acquired temporary commercial transaction information
rewriting key 362. When recording is complete, the mobile telephone 11
deletes the temporary commercial transaction information rewriting key 362,
and provides the notification of completion of writing 30 to the
point-of-receipt server 31 (arrow 409) so as to 60   complete processing
relating to handing over of the merchandise. The point-of-receipt server 31
that has acquired the notification of completion of writing then ends
processing 5 relating to handing over of the merchandise. When processing
related to handing over of the merchandise is complete, the user of the
mobile telephone 11 receives the purchased merchandise from the store of
the point of receipt 30. 10  The following is a description with reference
to the flowchart of FIG. 19 of merchandise receipt processing of the mobile
telephone 11. First, in step S91, the main control unit 131 of the mobile
telephone 11 makes a determination as to whether or 15 not a request for
the purchasing information 353 and the card identification number
information has been acquired via the non-contact IC card 146 in the
vicinity of the IC card reader/writer 275, and waits until it is determined
that acquisition has taken place. 20 When it is determined that a request
for the purchasing information 353 and the card identification number
information has been acquired, the main control unit 131 advances
processing to step S92, controls the CPU 161 of the non-contact IC card
146, and provides card 25 identification number information containing the
requested purchasing information 353, and card identification number 351 to
the point-of-receipt server 31. This processing corresponds to the
processing of arrow 402 of FIG. 18. The point-of-receipt server 31 that has
acquired the 30 purchasing information 353 and the card identification
number information the carries out authentication 61   processing on the
user of the mobile telephone 11. When authentication is complete,
instruction is given to delete 



the purchasing information from the mobile telephone 11. In step S93, the
main control 'unit 131 controls the CPU 5 161 of the non-contact IC card
146 so as to determine whether or not an instruction to delete the
purchasing information rewriting key 361 from the point-of-receipt server
31 and the purchasing information has been acquired, and waits until it is
determined that acquisition has taken place. 10 When it is determined that
an instruction to delete the purchasing information has been acquired from
short range wireless communication via the antenna 170, the main control
unit 131 advances processing to step S94, controls the CPU 161 of the
non-contact IC card 146, and deletes purchasing 15 information 353 using
the purchasing information rewriting key 361 acquired at the same time.
When deletion is complete, the main control unit 131 controls the CPU 161
of the non-contact IC card 146, erases the purchasing information rewriting
key 361 used in the 20 deletion, and provides deletion completion
notification to the point-of-receipt server 31 via the antenna 170. This
processing corresponds to the processing of arrow 407 of FIG. 18. The
point-of-receipt server 31 that has received the 25 deletion completion
notification then generates the aforementioned temporary commercial
transaction information 391 and provides this to the mobile telephone 11
together with the temporary commercial transaction information rewriting
key 362. 30 In step S96, the main control unit 131 controls the CPU 161 of
the non-contact IC card 146 so as to determine whether 62   or not the
temporary commercial transaction information 391 and the temporary
commercial transaction information rewriting key 362 have been acquired via
the antenna 170, and waits until it is determined that acquisition has
taken 5 place. When it is determined that the temporary commercial
transaction information 391 and the temporary commercial transaction
information rewriting key 362 have been acquired, the main control unit 131
advances processing to 10 step S97, and controls the CPU 161 of the
non-contact IC card 146 so as to record the temporary commercial
transaction information 391 using the acquired temporary commercial
transaction information rewriting key 362. When recording is complete, the
main control unit 131 15 controls the CPU 161 of the non-contact IC card
146, erases the temporary commercial transaction information rewriting key
362, and provides writing completion notification to the point-of-receipt
server 31 via the antenna 170. This processing corresponds to the
processing of arrow 409 of 



20 FIG. 18. The main control unit 131 provided with notification of
completion of writing then ends the merchandise receipt processing. Next, a
description is given of merchandise delivery processing performed by the
point-of-receipt server 31 with 25 reference to the flowcharts of FIG. 20
and FIG. 21. In step S111 of FIG. 20, the CPU 251 of the point-of-receipt
server 31 controls the CPU 301 of the IC card reader/writer 275, determines
whether or not the non-contact IC card 146 is present within communication
30 range, and waits until this is determined to be the case. 63   When the
non-contact IC card 146 is determined to be in communication range, the CPU
251 advances processing to step S112, controls the CPU 301 of the IC card
reader/writer 275, and makes a request to the non-contact IC card 146 of 5
the mobile telephone 11 in the vicinity for the purchasing information 353
and the card identification number information. This processing corresponds
to the processing of arrow 401 of FIG. 18. In step S113, the CPU 251 then
controls the CPU 301 of 10 the IC card reader/writer 275, makes a
determination as to whether or not the purchasing information 353 and card
identification number information provided by the non-contact IC card 146
of the mobile telephone 11 in the processing in step S92 of FIG. 19 has
been acquired, and 15 waits until it is determined that acquisition has
taken place. When it is determined that the purchasing information 353 and
the card identification number information have been acquired, the CPU 251
advances processing to step S114, 20 controls the communication unit 274,
and makes a request to the point-of-purchase server 21 for purchasing
information 353 (for which the purchasing identifier is the same)
corresponding to the purchasing information 353 acquired from the
non-contact IC card 146. This processing 25 corresponds to the processing
of arrow 403 of FIG. 18. When a request for the purchasing information 353
is acquired from the point-of-receipt server 31, the point-of-purchase
server 21 searches for the requested purchasing information 353 and
provides this information 30 to the point-of-receipt server 31. 64   In
step S115, the CPU 251 controls the communication unit 274, determines
whether or not purchasing information 353 has been acquired from the
point-of-purchase server 21 in response to the request, and waits until it
is determined 5 that acquisition has taken place. When it is determined
that the purchasing information 353 has been acquired, the CPU 251 advances
processing to step S116, and carries out authentication processing for the
purchasing information 353 acquired from the 10 non-contact IC card 146 and
the card identification number 351 contained in the card identification
number information using the purchasing information 353 acquired from the
point of purchase server 31. In step S117 the CPU 251 then determines
whether or not 15 the purchasing information 353 and the card
identification number 351 acquired from the non-contact IC card 146 are .
authentic based on the results of this processing. When it is determined
that the purchasing information 353 and the card identification number 351
acquired from 20 the non-contact IC card 146 have been authenticated, the 



CPU 251 advances the processing to step S118, controls the communication
unit 274, and provides notification of completion of processing to the
point-of-purchase server 21. This processing corresponds to the processing
of arrow 25 405 of FIG. 18. In step S119, the CPU 251 controls the IC card
reader/writer 275, provides the purchasing information rewriting key 361 to
the mobile telephone 11, and instructs the deletion of the purchasing
information 353 stored in 30 the non-contact IC card 146. This processing
corresponds to the processing of arrow 406 of FIG. 18. 65   In step S131 of
FIG. 21, the CPU 251 controls the IC card reader/writer 275, determines
whether or not deletion completion notification has been acquired from the
non-contact IC card 146 of the mobile telephone 11 for which 5 the
purchasing information has been deleted, and waits until it is determined
that acquisition has taken place. When it is determined that deletion
completion notification has been acquired, the CPU 251 advances processing
to step S132, generates temporary commercial 10 transaction information 391
corresponding to the commercial transaction for this time using the
temporary commercial transaction information rewriting key 362, controls
the IC card reader/writer 275, and provides the temporary commercial
transaction information 391 to the non-contact 15 IC card 146 of the mobile
telephone 11. This processing corresponds to the processing of arrow 408 of
FIG. 18. In step S133, the CPU 251 controls the IC card reader/writer 275,
determines whether or not notification of completion of writing has been
acquired, and waits until 20 it is determined that acquisition has taken
place. When notification of completion of writing is outputted from the
non-contact IC card 146 of the mobile telephone 11 and it is determined
that this notification of completion of writing has been acquired, the CPU
251 advances 25 processing to step S134. However, when it is determined in
the processing of step 5117 of FIG. 20 that the purchasing information or
card identification number provided by the non-contact IC card 146 of the
mobile telephone 11 does not correspond with the 30 purchasing information
provided by the point-of-purchase 20 so that the authentication processing
fails, the CPU 251 66   advances processing to step S120, executes error
processing, and then advances to the processing of step S134 of FIG. 21. In
step S134, the CPU 251 determines whether or not the 5 merchandise delivery
processing is complete. When it is determined that commercial transaction
processing is not complete, the CPU 251 returns to the processing of step
S111 of FIG. 20, and processing from there onwards is repeated. Further,
when completion is determined in step S134, 



10 the CPU 251 ends merchandise delivery processing. Next, purchasing
information providing processing performed by the point-of-purchase server
21 and executed in a manner corresponding with the merchandise delivery
processing described above is described with reference to 15 the flowchart
of FIG. 22. In step S151, the CPU 201of the point-of-purchase server 21
controls the communication unit 224 so as to determine whether or not a
request for the purchasing information 353 provided in step S114 of FIG. 20
has been acquired, and waits 20 until it is determined that acquisition has
taken place. When it is determined that a request for purchasing
information has been acquired, the CPU 201 advances processing to step
S152, the requested purchasing information 353 is read from the storage
unit 223, the 25 communication unit 224 is controlled, and this purchasing
information 353 is supplied to the point-of-receipt server 31. This
processing corresponds to the processing of arrow 404 of FIG. 18. In step
S153, the CPU 201 provided with the purchasing 30 information 353 controls
the communication unit 224 so as to determine whether or not notification
of completion of 67   processing provided in step S118 of FIG. 20 has been
acquired, and waits until it is determined that acquisition has taken
place. When it is determined that notification of completion 5 of
processing has been acquired, the CPU 201 advances processing to step S154,
and a determination is made as to whether or not purchasing information
providing processing is complete. When it is determined that purchasing
information 10 providing processing is not complete, the CPU 201 returns
the processing to step S151, and the processing from there onwards is
repeated. Further, when it is determined in step S154 that purchasing
division providing processing is complete, the 15 CPU 201 ends purchasing
information providing processing. In the above, the user of the mobile
telephone 11 authenticates that they are the purchaser of the merchandise
at the point of receipt 30 at the point-of-receipt server 31, and then
receives the purchased merchandise. 



20 Therefore, in the electronic commercial transaction system described
above, illegal duplication is prevented by the purchasing information
rewriting key 361. However, even in cases where the purchasing information
rewriting key 361 is illegally obtained etc. by some method so that 25 the
purchasing information 353 of the mobile telephone 11 is illegally
duplicated, the point-of-receipt server 31 is capable of confirming whether
or not the user coming to pick-up the merchandise is the rightful purchaser
of the merchandise. 30 For example, as shown in FIG. 23, when a user of a
mobile telephone 11-1 purchases merchandise from the 68   point-of-purchase
20, the point-of-purchase server 21 generates purchasing information 353
(arrow 421) using a card identification number 351-1 allotted to the
non-contact IC card 146-1 of the mobile telephone 11-1 and 5 provides this
to the non-contact IC card 146 (arrow 422). Even if a mobile telephone 11
with purchasing information 353 of the non-contact IC card 146-1 that has
been illegally duplicated (arrow 423) is used when receiving the
merchandise, the point-of-receipt server 31 acquires 10 the purchasing
information 353 from the point-of-purchase server 21 and confirms a card
identification number 351-2 allotted to the non-contact IC card 146-2 of
the mobile telephone 11-2 and an identification number (i.e. the card
identification number 351-1 allotted to the non-contact IC 15 card 146-1)
of the purchasing card contained in the purchasing information 353 using
the identification number ( i . e. the card identification number 351-1
allotted to the non-contact IC card 146-1) of the purchasing card contained
in this purchasing information 353 (arrow 425 and arrow 426) . 20 It can
therefore be known that the purchasing information 353 of the mobile
telephone 11-2 has been illegally duplicated. The point-of-receipt server
31 described above is capable of identifying the rightful purchaser of 25
merchandise in a more accurate manner. Next, a description is given with
reference to FIG. 24 of the flow of processing at the mobile telephone 11
and authentication server 41 while reflecting the results of commercial
transactions carried out in the above manner in 30 the user trustworthiness
stored in the non-contact IC card 69   146 of the mobile telephone 11 and
the store trustworthiness managed by the authentication server 41. First,
the user operates the mobile telephone 11 so as to access the server 41
(arrow 431). The authentication 5 server 41 that has accessed the mobile
telephone 11 then makes a request to the mobile telephone 11 for the
temporary commercial transaction information 391 (arrow 432). The mobile
telephone 11 then provides temporary commercial transaction information 391
to the authentication server 10 41 based on this request (arrow 433). The
authentication server 41 then updates store trustworthiness based on the
acquired temporary commercial transaction information 391. Next, the
authentication server 41 makes a request to the mobile telephone 11 for 15
the user trustworthiness 352, and acquires the user trustworthiness 352
(arrow 434 and arrow 435). After the acquired user trustworthiness 352 is
updated, this updated user trustworthiness 352 is provided to the mobile
telephone 11 together with the user trustworthiness rewriting key 363, 20
and the user trustworthiness 352 held in the mobile 



telephone 11 is updated (arrow 436). The mobile telephone 11 then updates
the stored user information 352 using the acquired user information
rewriting key 363. When updating is complete, the mobile 25 telephone 11
erases the user information rewriting key 363 and gives notification of
completion of rewriting to the authentication server 41 (arrow 437). The
authentication server 41 that has been notified of completion of the
rewriting then provides the temporary 30 commercial transaction information
rewriting key 362 to the mobile telephone 11, and the temporary commercial
70   transaction information 391 for which processing is complete is
deleted (arrow 438). The mobile telephone 11 then deletes the temporary
commercial transaction information 391 using the acquired 5 temporary
commercial transaction information rewriting key 362 and notifies the
authentication server 41 when this is complete (arrow 439) . The
authentication server 41 notified of deletion of the temporary commercial
transaction information 391 then provides notification of processing 10
completion to the mobile telephone 11 (arrow 440) and ends processing
relating to updating of the trustworthiness information. Further, when
notification of completion of processing is acquired, the mobile telephone
11 ends processing 15 relating to updating of trustworthiness information.
The following is a description with reference to the flowcharts of FIG. 25
and FIG. 26 of trustworthiness operation processing of the mobile telephone
11. First, in step S171 of FIG. 25, the main control unit 20 131 of the
mobile telephone 11 is operated by the user so as to access the
authentication server 41. This processing corresponds to the processing of
arrow 431 of FIG. 24. The authentication server 41 that has accessed the
mobile telephone 11 then, as described in the following, 25 requests
temporary commercial transaction information 391 stored in the non-contact
IC card 14 6 of the mobile telephone 11. In step S172, the main control
unit 131 determines whether or not a request for temporary commercial 30
transaction information made via the antenna 112 has been 71   



acquired, and waits until it is determined that acquisition has taken
place. When it is determined that a request for temporary commercial
transaction information has been acquired, the 5 main control unit 131
advances to step S173, acquires temporary commercial transaction
information 391 stored in the non-contact IC card 146, and provides this to
the authentication server 41 via the antenna 112. This processing
corresponds to the arrow 433 of FIG. 24. 10 As described in the following,
after updating the store trustworthiness 354, the authentication server 41
that has acquired the temporary commercial transaction information 391
makes a request to the mobile telephone 11 for the user trustworthiness
352. 15 In step S174, the main control unit 131 determines whether or not a
request for user trustworthiness information has been acquired via the
antenna 112, and waits until it is determined that acquisition has taken
place. When it is determined that a request for user 20 trustworthiness
information has been acquired, the main control unit 13l advances to step
S175, acquires user trustworthiness 352 stored in the non-contact IC card
146, and provides user trustworthiness information containing this user
trustworthiness 352 to the authentication server 25 41 via the antenna 112.
This processing corresponds to the arrow 435 of FIG. 24. As described in
the following, the authentication server 41 that has acquired the user
trustworthiness information updates the user trustworthiness 352 and 30
provides user trustworthiness information containing the 72   updated user
trustworthiness 352 and user trustworthiness rewriting key 363 to the
mobile telephone 11. In step S176, the main control unit 131 determines
whether or not a request for user trustworthiness 5 information containing
the updated user trustworthiness 352 and the user trustworthiness rewriting
key 363 has been acquired via the antenna 112, and waits until it is
determined that acquisition has taken place. When it is determined that the
user trustworthiness 10 information has been acquired, the main control
unit 131 advances the processing to step S177, and the user trustworthiness
352 stored in the non-contact IC card 146 is overwritten with the updated
user trustworthiness 352 using the user trustworthiness rewriting key 363
contained 15 in the acquired information. The main control unit 13l updated
with user trustworthiness 352 stored in the non-contact IC card 146 then
advances processing to step S181 of FIG. 26, deletes the user
trustworthiness rewriting key 363, and provides 20 notification of
completion of writing to the authentication server 41. This processing
corresponds to the arrow 437 of FIG. 24. As described in the following, the
authentication server 41 that has acquired the notification of completion
25 of writing provides a temporary commercial transaction information
rewriting key 362 to the mobile telephone 11, and instructs the deletion of
the temporary commercial transaction information 391 stored in the
non-contact IC card 146. 30 In step S182, the main control unit 131
determines whether or not an instruction to delete the temporary 73
commercial transaction information has been acquired via the antenna 112,
and waits until it is determined that acquisition has taken place. 



When it is determined that a temporary commercial 5 transaction information
deletion instruction has been acquired (the temporary commercial
transaction information rewriting key 362 has been acquired) , the main
control unit 131 advances the processing to step S183, and the temporary
commercial transaction information 391 stored in the 10 non-contact IC card
146 is deleted using the acquired temporary commercial transaction
information rewriting key 362. The main control unit 131 that has deleted
the temporary commercial transaction information 391 stored in the 15
non-contact IC card 146 then advances processing to step S184, deletes the
temporary commercial transaction information rewriting key 362, and
provides deletion completion notification to the authentication server 41.
This processing corresponds to the arrow 439 of FIG. 24. 20 As described in
the following, the authentication server 41 that has acquired the deletion
completion notification then provides notification of completion of
processing to the mobile telephone 11. In step S185, the main control unit
131 determines 25 whether or not notification of completion of processing
has been acquired via the antenna 112, and waits until it is determined
that acquisition has taken place. When it is determined that notification
of completion of processing has been acquired, the main control unit 131 30
completes the trustworthiness operation processing. 74   Next, a
description is given with reference to flowcharts of FIG. 27 and FIG. 28 of
trustworthiness operation processing of the authentication server 41
carried out in such a manner as to correspond with 5 trustworthiness
operation processing of the mobile telephone 11 described above. First, in
step S201 of FIG. 27, the CPU 311 of the authentication server 41 controls
the communication unit 324, it is determined whether or not there has been
an access 10 by the mobile telephone 11 using the processing of step S171
of FIG. 25, and determination that an access has been made is awaited. When
it is determined that there has been an access by the mobile telephone 11,
the CPU 311 advances the processing 15 to step 5202, and a request is made
to the mobile telephone 11 for the temporary commercial transaction
information 391 stored in the non-contact IC card 146. This processing
corresponds to the processing of arrow 432 of FIG. 24. The main control
unit 131 of the mobile telephone 11 20 that requested the temporary
commercial transaction information 391 then provides the requested
temporary commercial transaction information 391 to the authentication
server 41 using the processing of step S173 of FIG. 25. 25 In step S203 the
CPU 311 controls the communication unit 324, determines whether or not
temporary commercial transaction information 391 has been acquired, and
waits until it is determined that acquisition has taken place. When it is
determined that the temporary commercial 30 transaction information 391 has
been acquired, the CPU 311 advances processing to step S204, calculates
store 75   trustworthiness 354 using a prescribed method based on the
acquired temporary commercial transaction information 391, and updates the
store trustworthiness 354 stored in the storage unit 323. 5 The CPU 311
with the updated store trustworthiness 354 then controls the communication
unit 324 in step S205 and makes a request to the mobile telephone 11 for
user trustworthiness information. This processing corresponds to the
processing of arrow 434 of FIG. 24. 10 The main control unit 131 of the
mobile telephone 11 that has acquired the user trustworthiness information
request then provides user trustworthiness information corresponding to the
request using the processing of step S175 in FIG. 25. 15 In step S206, the
CPU 311 controls the communication unit 324 so as to determine whether or
not user trustworthiness information has been acquired, and waits until it
is determined that acquisition has taken place. 



When it is determined that user trustworthiness 20 information has been
acquired, the CPU 311 advances the processing to step S207, and calculates
and updates the user trustworthiness 352 using a prescribed method based on
the acquired user trustworthiness information. The CPU 311 that has updated
the user trustworthiness 25 352 then advances processing to step S210 of
FIG. 28, controls the communication unit 324, and provides user
trustworthiness information containing the updated user trustworthiness 352
and the user trustworthiness rewriting key 363 to the mobile telephone 11.
This processing 30 corresponds to the processing of arrow 436 of FIG. 24.
76   The main control unit 131 of the mobile telephone 11 that has acquired
the user trustworthiness information then updates the user trustworthiness
352 stored in the non-contact IC card 146 and provides this to the 5
authentication server 41 using the processing of step S181 of FIG. 26. In
step S211, the CPU 311 controls the communication unit 324 so as to
determine whether or not notification of completion of writing has been
acquired, and waits until 10 it is determined that acquisition has taken
place. When it is determined that notification of completion of writing has
been acquired, the CPU 311advances processing to step S212, controls the
communication unit 324, provides the temporary commercial transaction
information rewriting 15 key 362 to the mobile telephone 11, and instructs
the mobile telephone 11 to delete the temporary commercial transaction
information 391 stored in the non-contact IC card 146. This processing
corresponds to the processing of arrow 438 of FIG. 24. 20 When the main
control unit 131 of the mobile telephone 11 deletes the temporary
commercial transaction information 391 using the acquired temporary
commercial transaction information rewriting key 362 based on the
instruction from the authentication server 41, the processing advances to
25 step S184 of FIG. 26, and deletion completion notification is provided
to the authentication server 41. In step S213, the CPU 311 controls the
communication unit 324 so as to determine whether or not deletion
completion notification has been acquired, and waits until 30 it is
determined that acquisition has taken place. 77   When it is determined
that deletion completion notification has been acquired, the CPU 311
advances processing to step S214, controls the communication unit 324, and
provides notification of completion of processing 5 to the mobile telephone
11. This processing corresponds to the processing of arrow 440 of FIG. 24.
When the CPU 311 provides notification of completion of processing, in step
S215, a determination is made as to whether or not trustworthiness
operation processing is 10 complete. When it is determined not to be
complete, the CPU 311 returns processing to step S201 of FIG. 27, and the
process from there onwards is repeated. Further, when it is determined that
the trustworthiness operation processing is complete, the CPU 311 ends the
15 trustworthiness operation processing. In the above, the mobile telephone
11 and the authentication server 41 update the values of the user
trustworthiness 352 and the store trustworthiness 354 and reflect the
results of the commercial transaction on this 20 occasion in each
trustworthiness. The updated user trustworthiness 352 and store
trustworthiness 354 are then used. during the next commercial transaction. 



As in the above, it is possible to easily carry out safer electronic
commercial transaction by identifying 25 purchasers of merchandise using
purchasing information 353 that is information the point-of-receipt server
31 of the point of receipt 30 where the merchandise is delivered cannot
update without using a specific key and the card identification number 351
allotted to the non-contact IC 30 card 146 storing the purchasing
information 353. 78   Further, it is possible to carry out safer electronic
commercial transaction by calculating trustworthiness of a user registered
for a service and a store. Moreover, safer electronic commercial
transactions can 5 be carried out by setting information such as user
trustworthiness in such a manner that this information cannot be read out
without using a password etc. In the above, as shown in FIG. 23, a
description is given where illegal duplication of the purchasing
information 353 10 stored in the non-contact IC card 146 is not possible,
but it is also possible to ensure that it is possible to change a purchaser
(i.e. transfer purchasing information 353 to another device) providing the
permission of the point-of-purchase 20 is received. 15 For example, as
shown in FIG. 29, when a purchaser mobile telephone 11-3 constituting a
mobile telephone used when purchasing merchandise transfers purchasing
information 353 stored in a non-contact IC card 146-3 to a transfer
destination mobile telephone 11-4, a transfer destination 20 card
identification number (i.e. card identification number 351-4) is
overwritten (taken to be purchasing information 453) with a purchasing card
identification number 353 (i.e. card identification number 351-3) contained
in the purchasing information 353, and stored in a non-contact IC 25 card
146-4 of the transfer destination mobile telephone 11-4 (arrow 463). The
point-of-purchase server 21 then manages both the purchasing card
identification number (i.e. card identification number 351-3) and the
transfer destination 30 card identification number (i.e. card
identification number 351-4), and provides purchasing information 453
containing 79   the purchasing card identification number (i.e. card
identification number 351-4) when a request is made to the point-of-receipt
server 31 for purchasing information. The user of the transfer destination
mobile telephone 5 11-4 is then authenticated as the rightful purchaser of
the merchandise (arrow 465 and arrow 466) as a result of the
point-of-receipt server 31 confirming the card identification number 351-4
of the non-contact IC card 146-4 of the transfer destination mobile
telephone 11-4 and the 10 purchasing information 453 using the purchasing
information 453. Next, a description is given of transfer processing by the
purchaser mobile telephone 11-3 of FIG. 29 with reference to the flowcharts
of FIG. 30 and FIG. 31. In the 15 following, the configuration of the
purchaser mobile telephone 11-3 and the transfer destination mobile
telephone 11-4 is the same as the configuration of the mobile telephone 11
and FIG. 2 to FIG. 6 may also be cited for the configuration of the
purchaser mobile telephone 11-3 and 20 the transfer destination mobile
telephone 11-4. 



First, in step S231, the main control unit 131 of the purchaser mobile
telephone 11-3 makes a request to the point-of-purchase server 21 via the
network 10 for permission to transfer the purchasing information 353. 25 As
described in the following, the point-of-purchase server 21 that has
acquired the transfer permission requests the purchasing information 353
stored in the non-contact IC card 146-3 of the purchaser mobile telephone
11-3 and card identification number information containing the card 30
identification number 351-3. 80   In step S232, the main control unit 131
of the purchaser mobile telephone 11-3 determines whether or not a request
for this purchasing information 353 and card identification number
information has been acquired, and waits until it 5 is determined that
acquisition has taken place. When it is determined that a request for the
purchasing information 353 and card identification number information has
been acquired, in step S233 the main control unit 131 provides the
purchasing information 353 and card 10 identification number information to
the point-of=purchase server 21 via the network 10. As described in the
following, when the point-of-purchase server 21 that has acquired the
purchasing information 353 and card identification number 15 information
has carried out authentication of the acquired purchasing information 353
using the card identification number 351-3 contained in the acquired card
identification number information so as to authenticate the purchasing
information 353, card identification number information 20 containing the
card identification number 351-4 of the transfer destination of the
purchasing information 353 is requested. In step S234, the main control
unit 131 of the purchaser mobile telephone 11-3 determines whether or not a
request 25 for this card identification number information of the transfer
destination has been acquired, and waits until it is determined that
acquisition has taken place. When it is determined that a request for the
card identification number information of the transfer 30 destination has
been acquired, the main control unit 131 advances processing to step S235,
a determination is made 81   as to whether or not the transfer destination
mobile telephone 11-4 is within communication range of short-range wireless
communication by the non-contact IC card 146-3, and determination that this
is the case is awaited. 5 When the purchaser mobile telephone 11-3 and the
transfer destination mobile telephone 11-4 are close to each other so that
the non-contact IC card 146-4 is positioned within the communication range
of the non-contact IC card 146-3, the CPU 161 of the non-contact IC card
146-3 detects 10 the non-contact IC card l46-4 and notifies the main
control unit 131 via antenna 170. When the main control unit 131 of the
purchaser mobile telephone 11-3 determines that the transfer destination
mobile telephone 11-4 is present within the communication 



15 range of short-range wireless communication by the non-contact IC card
146-3 based on information provided by the CPU l61; the main control unit
131 advances the processing to step S236, controls the non-contact IC card
146-3, and makes a request to the transfer destination 20 mobile telephone
11-4 for card identification number information containing the card
identification number 351-4 using short-range wireless communication. The
transfer destination mobile telephone 11-4 that has been requested for the
card identification number 25 information, as described in the following,
provides the requested card identification number information to the
purchaser mobile telephone 11-3 using short-range wireless communication.
In step S237, the main control unit 131 of the purchaser 30 mobile
telephone 11-3 controls the non-contact IC card 146-3 so as to determine
whether or not the card identification 82   number information of the
transfer destination has been acquired, and waits until it is determined
that acquisition has taken place. When it is determined that card
identification number 5 information for the transfer destination has been
acquired, the main control unit 13l advances processing to step S238, and
the card identification number information acquired for the transfer
destination is provided to the point-of-purchase server 21 via the network
10. 10 As described in the following, the point-of-purchase server 21 that
has acquired the card identification number information of the transfer
destination updates the purchasing information 353 using the card
identification number 351-4 contained in the acquired card identification
15 number information, generates purchasing information 453 containing the
card identification number 351-4, and provides this to the purchaser mobile
telephone 11-3 together with the purchasing information rewriting key 361.
In step S239, the main control unit 131 of the purchaser 20 mobile
telephone 11-3 determines whether or not the updated purchasing information
453 and purchasing information rewriting key 361 have been acquired, and
waits until it is determined that acquisition has taken place. When it is
determined that the updated purchasing 25 information 453 and purchasing
information rewriting key 361 have been acquired, the main control unit 131
advances processing to step S241 of FIG. 31, a determination is made as to
whether or not the transfer destination mobile telephone 11-4 is within
communication range of short-range 30 wireless communication by the
non-contact IC card 146-3, and determination that this is the case is
awaited. 83   When it is determined that the transfer destination mobile
telephone 11-4 is within communication range, the main control unit 131
advances processing to step S242, controls the non-contact IC card 146-4,
and provides the 5 updated purchasing information 453 and purchasing
information rewriting key 361 to the transfer destination mobile telephone
11-4 using short-range wireless communication. As described in the
following, the transfer destination 10 mobile telephone 11-4 provided with
the purchasing information 453 and the purchasing information rewriting key
361 records the updated purchasing information 453 in the non-contact IC
card 146-4 using the acquired purchasing information rewriting key 361.
When recording is complete, 15 the purchasing information rewriting key 361
is deleted, and completion of writing is provided to the purchaser mobile
telephone 11-3. In step S243, the main control unit 131 of the purchaser
mobile telephone 11-3 controls the non-contact IC card 146-3 20 so as to
determine whether or not notification of completion of writing has been
acquired, and waits until it is determined that acquisition has taken
place. When it is determined that notification of completion of writing has
been acquired, the main control unit 131 25 advances processing to step
S244 and provides the acquired notification of completion of writing to the
point-of-purchase server 21. 



The point-of-purchase server 21 that has acquired the notification of
completion of writing provides the 30 purchasing information rewriting key
361 to the purchaser 84   mobile telephone 11-3 and requests deletion of
the purchasing information 353. In step S245, the main control unit 131 of
the purchaser mobile telephone 11-3 determines whether or not a request 5
for deletion of the purchasing information has been acquired from the
point-of-purchase server 21, and waits until it is determined that
acquisition has taken place. When it is determined that a request to delete
purchasing information has been acquired, the main control unit 131 10
advances processing to step S246 and deletes the purchasing information 353
stored in the non-contact IC card 146-3 using the purchasing information
rewriting key 361. When deletion is complete, in step S247, the main
control unit l31 provides deletion completion notification to the 15
point-of-purchase server 21, and transfer processing is complete. Next,
transfer processing by the point-of-purchase server 21 executed
corresponding to transfer processing by the mobile telephone 11-3 as
described above is described 20 with reference to the flowcharts of FIG. 32
and FIG. 33. In step S261, the CPU 201of the point-of-purchase server 21
controls the communication unit 224 so as to determine whether or not a
transfer permission request has been acquired from the purchaser mobile
telephone 11-3, and waits 25 until it is determined that acquisition has
taken place. When it is determined that a transfer permission request has
been acquired, the CPU 201 advances the processing to step S262, and a
request is made to the purchaser mobile 



telephone 11-3 for the purchasing information 353 and the 30 card
identification number information containing the card identification number
351-3. 85   In step S233 of FIG. 3, the purchaser mobile telephone 11-3
requested for the purchasing information 363 and the card identification
number information then provides the requested purchasing information 353
and card 5 identification number information. In step S263, the CPU 201
controls the communication unit 224 so as to determine whether or not the
purchasing information 353 and card identification number information has
been acquired, and waits until it is determined that 10 acquisition has
taken place. When it is determined that the purchasing information 353 and
the card identification number information, the CPU 201 advances processing
to step S264, purchasing information 353 corresponding to (having the same
15 purchasing identifier as) the acquired purchasing information is
retrieved from the storage unit 223, and the purchasing information 353
provided by the purchaser mobile telephone 11-3 and card identification
number 351-3 contained in the card identification number information are 20
authenticated using the retrieved purchasing information 353. In step S65,
the CPU 201 determines whether or not the purchasing information 353 and
card identification number 351-3 are authenticated. 25 When it is
determined that the individual information 353 is authenticated, the CPU
201 advances processing to step S266, controls the communication unit 224,
and makes a request to the purchaser mobile telephone 11-3 for card
identification number information containing the card 30 identification
number 351-4 of the transfer destination. 86   In step S238 of FIG. 30, the
purchaser mobile telephone 11-3 provides the requested card identification
number information of the transfer destination to the point-of-purchase
server 21. 5 In step S267, the CPU 201 controls the communication unit 224
so as to determine whether or not card identification number information of
the transfer destination has been acquired, and waits until it is
determined that acquisition has taken place. 10 When it is determined that
card identification number information of the transfer destination has been
acquired, the CPU 201 advances processing to step S271 of FIG. 33, and the
purchasing information 353 is updated using the card identification number
351-4 contained in the acquired card 15 identification number information
of the transfer destination using the purchasing information rewriting key
361. Specifically, the CPU 201 overwrites the transfer destination card
identification number (card identification number 351-4) with the
identification number 20 of the purchasing card contained in the purchasing
information 353 so as to generated updated purchasing information 453.
Then, in step S272, the CPU 201 provides the updated purchasing information
453 to the purchaser mobile 25 telephone 11-3 together with the purchasing
information rewriting key 361. The purchaser mobile telephone 11-3 that has
acquired the updated purchasing information 453 and the purchasing
information rewriting key 361 then provides the updated 



30 purchasing information 453 and the purchasing information 87   rewriting
key 36l to the transfer destination mobile telephone 11-4 for recording.
When notification of completion of writing is acquired by the transfer
destination mobile telephone 11-4, in step 5 S244 of FIG. 31, the purchaser
mobile telephone 11-3 provides the notification of completion of writing.
In step S273, the CPU 201 controls the communication unit 224 so as to
determine whether or not notification of completion of writing has been
acquired, and waits until 10 it is determined that acquisition has taken
place. When it is determined that notification of completion of writing has
been acquired, the CPU 201 advances processing to step S274, the purchasing
information rewriting key 361 is provided to the purchaser mobile 15
telephone 11-3, and a request for deletion of the purchasing information
353 is made to the purchaser mobile telephone 11-3. After the purchasing
information 353 is deleted, in step S247 of FIG. 31, the purchaser mobile
telephone 11-3 20 provides deletion completion notification to the
point-of-purchase server 21. In step S275, the CPU 201 controls the
communication unit 224 so as to determine whether or not deletion
completion notification has been acquired, and waits until 25 it is
determined that acquisition has taken place. When it is determined that
deletion completion notification has been acquired, the CPU 201 advances
processing to step S276 of FIG. 33. When it is determined in step S265 of
FIG. 32 that 30 purchasing information is not authenticated, the CPU 201
advances processing to step S268, and processing of step 88   S276 is
proceeded to after carrying out prescribed error processing. In step S276,
the CPU 201 determines whether or not the transfer processing is complete.
When it is determined not 5 to be complete, the CPU 201 returns processing
to step S261 of FIG. 32, and the process from there onwards is repeated.
Further, when completion of the transfer processing is determined in step
S276, the CPU 201 ends transfer processing. 10 Next, a description is given
with reference to the flowchart of FIG. 34 of transfer processing by the
purchaser mobile telephone 11-3 and transfer processing by the transfer
destination mobile telephone 11-4 executed to correspond to the transfer
processing by the 



15 point-of-purchase server 21. First, in step S291, the main control unit
131 of the transfer destination mobile telephone 11-4 controls the
non-contact IC card 146-4 so that, as a result of the processing of step
S236 of FIG. 30, a determination is made 20 as to whether or not a request
for card identification number information has been acquired from the
purchaser mobile telephone 11-3, with a determination this has been
acquired then being awaited. When it is determined that a request for the
card 25 identification number information has been acquired, the main
control unit 131 advances processing to step S292, controls the non-contact
IC card 146-4, makes a determination as to whether or not the purchaser
mobile telephone 11-3 is within communication range of short-range 30
wireless communication by the non-contact IC card 146-4, and awaits a
determination that this is the case. 89   When the purchaser mobile
telephone 11-3 and the transfer destination mobile telephone 11-4 are close
to each other so that the non-contact IC card 146-3 is positioned within
the communication range of the non-contact IC card 5 146-4, the CPU 161 of
the non-contact IC card 146-4 detects the non-contact IC card 146-3 and
notifies the main control unit 131 via the antenna 170. When it is
determined that the purchaser mobile telephone 11-3 is within communication
range based on 10 information provided by the CPU 161, the main control
unit 131 of the transfer destination mobile telephone 11-4 advances
processing to step S293, and card identification number information
containing the requested card identification number 351-4 is provided to
the purchaser 15 mobile telephone 11-3 using short-range wireless
communication by the non-contact IC card 146-4. In step S242 of FIG. 31,
the purchaser mobile telephone 11-3 provides the updated purchasing
information 453 and purchasing information rewriting key 361 provided by
the 20 point-of-purchase server 21 to the transfer destination mobile
telephone 11-4. In step S294, the main control unit 131 of the transfer
destination mobile telephone 11-4 determines whether or not the purchasing
information 453 updated by the purchaser 25 mobile telephone 11-3 and
purchasing information rewriting key 361 have been acquired, and waits
until it is determined that acquisition has taken place. When it is
determined that the updated purchasing information 453 and the purchasing
information rewriting 30 key 361 have been acquired, the main control unit
13l advances the processing to step S295 and records the updated 90
purchasing information 453 using the acquired purchasing information
rewriting key 361. The main control unit 131 advances the processing to 



step S296, controls the non-contact IC card 146-4, makes 5 a determination
as to whether or not the purchaser mobile telephone 11-3 is within
communication range of short-range wireless communication by the
non-contact IC card 146-4, and awaits a determination that this is the
case. When it is determined that the purchaser mobile 10 telephone 11-3 is
within communication range, the main control unit 131 advances processing
to step S287, provides notification of completion of writing to the
purchaser mobile telephone 11-3 after deleting the purchasing information
rewriting key 361, and ends transfer 15 processing. As described in the
above, it is possible to transfer purchasing information from the purchaser
mobile telephone 11-3 to the transfer destination mobile telephone 11-4 by
having the point-of-purchase server 21 permit transfer. 20 In the above, a
description is given where the point-of-receipt server 31 of the point of
receipt 30 holds the purchasing information rewriting key 361, with the
purchasing information 353 stored in the non-contact IC card 146 being
deleted after delivery of the merchandise. However, 25 the present
invention is by no means limited in this respect, and this electronic
commercial transaction system may be simplified by not having the
point-of-receipt server 31 delete the purchasing information. FIG. 35A to
FIG. 35D are views showing examples of data 30 held in the mobile telephone
11, point-of-purchase server 21, point-of-receipt server 31, and
authentication server 91   41 respectively in a state before the user of
the mobile telephone 11 of FIG. 1 purchases merchandise. Comparing with the
case of FIG. 11A to FIG. 11D, the mobile telephone 11 shown in FIG. 35A is
the same as the 5 mobile telephone 11 of FIG. 11A, a rewriting key is not
held, and the point-of-purchase server 21 of FIG. 35B is the same as the
point-of-purchase server 21 of FIG. 11B, and a purchasing information
rewriting key 361 is held. The point-of-receipt server 31 of FIG. 35C is
different 10 from the case of FIG. 11C in that the purchasing information
rewriting key 361 is not held. In this case, as described in the following,
the temporary commercial transaction information 391 is also not used and
the point-of-receipt server 31 also does not hold the temporary commercial 



15 transaction information rewriting key 362. Similarly, the authentication
server 41 of FIG. 35D holds the user trustworthiness rewriting key 363 but
differs from the case in FIG. 11D in that a temporary commercial
transaction information rewriting key 362 is not held. 20 Next, a
description is given of a further example of the flow of processing of the
mobile telephone 11, point-of-purchase server 21 and authentication server
41 relating to the sale of merchandise in the electronic commercial
transaction system of FIG. 1, as shown in FIG. 25 3 6 . In the case of FIG.
36 also, the flow of processing relating to the sale of merchandise is
substantially the same as for the case shown in FIG. 12. Namely, the mobile
telephone 11 acquires store 30 trustworthiness of the point-of-purchase 20
from the authentication server 41 (arrow 481 and arrow 482) and an 92
order for the merchandise is placed with the point-of-purchase server 21
(arrow 483) after confirming whether or not the point-of-purchase 20 can be
trusted. The user trustworthiness 352 is then supplied to the 5
point-of-purchase server 21 based on this request (arrow 484 and arrow
485), the card identification number 351 is provided to the
point-of-purchase server 21 (arrow 486 and arrow 487), and purchasing
information 353 corresponding to the commercial transaction for this time
is acquired 10 (arrow 488). However, after this, differing from the case of
FIG. 12, the point-of-purchase server 21 provides the purchasing
information rewriting key 361 to the mobile telephone 11 an instructs the
deletion of the purchasing information 353 15 (old purchasing information
353 that is no longer of use) corresponding to the previous commercial
transaction (arrow 489) . The mobile telephone 11 then deletes the
purchasing information 353 corresponding to the previous commercial 20
transaction based on this instruction, and provides deletion completion
notification to the point-of-purchase server 21 (arrow 490). The
point-of-purchase server 21 receives this, provides notification of
completion of processing to the mobile telephone 11 (arrow 491) and 25
completes processing related to sales. The following is a description with
reference to the flowcharts of FIG. 37 to FIG. 39 of purchasing processing
of the mobile telephone 11. A description is now given corresponding to the
flowcharts FIG. 13 and FIG. 14 as 30 necessary. 93   The processing from
step S311 of FIG. 37 to step S334 of FIG. 39 by the main control unit 131
of the mobile telephone 11 corresponds to the processing of step S1 of FIG.
13 to step S29 of FIG. 14, is the same processing, and 5 is therefore
omitted from this description. Namely, in step S311 to step S313 of FIG.
37, the main control unit 131 acquires purchasing information from the
point-of-purchase server 21 and displays this at the liquid crystal display
115, and acquires store trustworthiness 10 information for displaying at
the store trustworthiness information in step S314 to step S317. In step
S320 and step S321 of FIG. 38, the main control unit 131 determines whether
or not to purchase merchandise. In step S322 to step S327, requested user
trustworthiness 15 information is provided. In step S330 and step S331 of
FIG. 39, the requested card identification number information is provided.
In step S332 to step S334, the provided purchasing information is recorded,
and notification of completion of writing is provided to the
point-of-purchase 20 server 21. As described in the following, the
point-of-purchase server 21 that has acquired the notification of
completion of writing provides the purchasing information rewriting key 361
to the mobile telephone 11, and a request is made 



25 for purchasing information for which commercial transaction completion
is finished is made. In step S335, the main control unit 131 of the mobile
telephone 11 determines whether or not a request for deletion of purchasing
information for which commercial 30 transaction completion is finished has
been acquired from 94   the point-of-purchase server 21, and waits until it
is determined that acquisition has taken place. When it is determined that
a request to delete the purchasing information rewriting key 361 and
purchasing 5 information for which commercial transaction completion is
finished has been acquired, the main control unit 131 advances the
processing to step S336, and purchasing information 353 stored in the
non-contact IC card 146 for which commercial transactions have already been
completed 10 is deleted using the acquired purchasing information rewriting
key 361. When deletion is complete, in step S337, the main control unit 131
deletes the purchasing information rewriting key 361 and deletion
completion notification is provided to the 15 point-of-purchase server 21.
In step S338, as in the case of step S30 of FIG. 14, the main control unit
131 determines whether or not notification of completion of processing
provided by the point-of-purchase server 21 has been acquired, and waits 20
until it is determined that acquisition has taken place. When it is
determined that notification of completion of processing has been acquired,
in step S339, as in the case of step S31 of FIG. 14, the main control unit
131 controls the LCD control unit 136, the acquired notification 25 of
completion of processing is displayed at the liquid crystal display 115,
and purchasing processing is complete. The authentication server 41
executes store trustworthiness information providing processing
corresponding with the purchasing processing by the mobile 30 telephone 11
described above. However, this processing is the same as the case described
with reference to the 95   flowchart of FIG. 15, and its description is
therefore omitted. Next, purchasing processing by the mobile telephone 11
described above and sales processing by the 5 point-of-purchase server 21
executed so as to correspond to the store trustworthiness information,
providing processing by the authentication server 41 is described with
reference to the flowcharts of FIG. 40 and FIG. 41. A description is now
given corresponding to the flowcharts 



10 FIG. 16 and FIG. 17 as necessary. The processing from step S351 of FIG.
40 to step S363 of FIG. 41 by the CPU 201 of the point-of-purchase server
21 corresponds to the processing of step S61 of FIG. 16 to step S75 of FIG.
17, is the same processing, and is therefore 15 omitted from this
description. Namely, in step S351 and step S352 of FIG. 40, the CPU 201
provides merchandise information based on a request. In step S353, it is
determined whether or not a request to purchase merchandise is acquired. In
step S354 and step S355, 20 user trustworthiness information is acquired
from the mobile telephone 11. In step S356, trustworthiness is determined,
and in step S357, a determination is made as to whether or not merchandise
is sold. When merchandise is not sold, in step S358, the CPU 201 25 carries
out error processing. When merchandise is sold, in step S359 and step S360
of FIG. 41, card identification number information is acquired from the
mobile telephone 11. After purchasing/charging processing is carried out in
step S361, purchasing information is generated in step S362 30 and is
provided to the mobile telephone ll. 96   Next, in step S363, the CPU 201
controls the communication unit 224 so as to determine whether or not
notification of completion of writing has been acquired, and waits until it
is determined that acquisition has taken 5 place. When it is determined
that notification of completion of writing has been acquired, the CPU 201
advances processing to step S364, controls the communication unit 224,
provides the purchasing information rewriting key 361 10 to the purchaser
mobile telephone 11, and makes a request for deletion of purchasing
information for which commercial transaction completion is finished to the
purchaser mobile telephone 11. As shown in step S336 of FIG. 39, the main
control unit 15 131 of the mobile telephone 11 that has acquired the
request for deletion of purchasing information for which commercial
transaction completion is finished deletes purchasing information for
completed commercial transaction. When deletion is complete, in step S337,
deletion completion 20 notification is provided to the point-of-purchase
server 21. In step S365, the CPU 201 of the point-of-purchase server 21
controls the communication unit 224 so as to determine whether or not
deletion completion notification has been 25 acquired, and waits until it
is determined that acquisition has taken place. When it is determined that
deletion completion notification has been acquired, the CPU 201 advances
processing to step S366, and as in the case of step S76 of 30 FIG. 17,
controls the communication unit 224, and provides 97   



notification of completion of processing to the mobile telephone 11. Next,
in step S367, as in the case of step S77 of FIG. 17, the CPU 201 determines
whether or not sales processing 5 is finished. When it is determined that
the processing is not finished, the processing of step S351 of FIG. 40 is
returned to and processing from there onwards is repeated. Further, when it
is determined that the sales processing has finished, the CPU 201 ends the
sales processing. 10 In the above, processing relating to purchasing and
sale of merchandise is carried out. Next, as shown in FIG. 42, a
description is given corresponding to the case of FIG. 18 of the flow of
processing occurring at the mobile telephone 11, 15 point-of-purchase
server 21, point-of-receipt server 31 and authentication server 41 executed
while delivering the merchandise. In the case in FIG. 42, as in the case in
FIG. 18, when the non-contact IC card 146 is positioned with communication
20 range of short-range wireless communication of the IC card reader/writer
275, the point-of-receipt server 31 the mobile telephone 11 is in the
proximity of makes a request to (arrow 501) and acquires from (arrow 502)
the mobile telephone 11 purchasing information 353 and the card 25
identification number 351. A request is then made to the point-of-purchase
server 21 for purchasing information 353 corresponding to the acquired
purchasing information 353 (arrow 503), and this is acquired (arrow 504) .
The purchasing information 353 and 30 card identification number 351
acquired from the mobile telephone 11 are then authenticated using the
purchasing 98   information 353 acquired from the point-of-purchase server
21 and notification of completion of processing is provided to the
point-of-purchase server 21 (arrow 505). When notification of completion of
processing is 5 provided to the point-of-purchase server 21, the processing
is completed without the point-of-receipt server 31 instructing the mobile
telephone 11 to delete the purchasing information 353 or providing the
temporary commercial transaction information 391 as in the case in FIG. 18.
10 Differing from the case of FIG. 18, when notification of completion of
processing is acquired, the point-of-purchase server 21 provides purchasing
information 353 to the authentication server 41. When the purchasing
information 353 is acquired, the authentication 15 server 41 updates the
store trustworthiness information 354 based on this purchasing information
353. A description is now given with reference to the flowchart of FIG. 43
of merchandise receipt processing performed by the mobile telephone 11
executed while handing 20 over merchandise as described above. A
description is now given corresponding to the flowchart FIG. 19 as
necessary. The processing of step S381 and step 382 of FIG. 43 by the main
control unit 131 of the mobile telephone 11 corresponds to the processing
of step S91 and step S92 of 25 FIG. 19, is the same processing, and is
therefore omitted from this description. Namely, in step 5381, the main
control unit 131 of the mobile telephone 11 controls the non-contact IC
card 146 so as to determine whether or not a request for card 30
identification number information containing the purchasing information 353
and card identification number 99  



351 has been acquired from the point-of-receipt server 31, and waits until
it is determined that acquisition has taken place. When it is determined
that a request for the purchasing 5 information 353 and the card
identification number information has been acquired, in step S 382, the
main control unit 13l controls the non-contact IC card 14 6, and provides
card identification number information containing the purchasing
information 353, and card identification 10 number 351 to the
point-of-receipt server 31. When the purchasing information 353 and the
card identification number information are provided to the point-of-receipt
server 31, differently from the case of FIG. 19, the main control unit 131
ends merchandise receipt 15 processing. Next, a description is given with
reference to the flowchart of FIG. 44 of merchandise delivery processing
performed by the point-of-receipt server executed so as to correspond with
the merchandise receipt processing of the 20 mobile telephone 11. A
description is now given corresponding to the flowcharts FIG. 20 and FIG.
21 as necessary. The processing from step S401 to step S409 of FIG. 44 by
the CPU 251 of the point-of-receipt server 31 corresponds 25 to the
processing of step S111 to step S120 of FIG. 20, is the same processing,
and is therefore omitted from this description. Namely, in step S401 to
step S403 of FIG. 44, the CPU 251 makes a request to and acquires from the
mobile telephone 30 11 the purchasing information 353 and the card
identification number information. In the processing of 100   step S404 and
step S405, purchasing information corresponding to (having the same
purchasing identifier as) the purchasing information 353 acquired from the
mobile telephone 11 is requested from the point-of-purchase server 5 21 and
is acquired. In step S406 and step S407, the CPU 251 carries out
authentication processing. In the case of authentication, the processing
advances to step S408, notification of completion of processing is provided
to the 10 point-of-purchase server 21 and the processing advances to step
S410. When there is no authentication, processing advances to step S409,
error processing is carried out, and processing advances to step S410. In
step S410, as in the case of step S134 of FIG. 21, 15 the CPU 251 of the
point-of-receipt server 31 determines whether or not merchandise delivery
processing is complete. When it is determined not to be complete, the CPU
251 returns processing to step S401, and the process from there onwards is
repeated. Further, when it is determined that the 20 processing is
complete, the CPU 251 ends the merchandise delivery processing. The
following is a description with reference to the flowchart of FIG. 45 of
purchasing information providing processing performed by the
point-of-purchase server 21. 25 A description is now given corresponding to
the flowchart FIG. 22 as necessary. The processing from step S431 to step
S433 of FIG. 45 by the point-of-purchase server 21 corresponds to the
processing of step S151 to step S153 of FIG. 22, is the same 30 processing,
and is therefore omitted from this description. 101   



Namely, in step S431, the CPU 201 of the point-of-purchase server 21
determines whether or not a request for the purchasing information 353 is
acquired from the point-of-receipt server 31 and awaits determination 5
that this is the case. When this is determined to be acquired, processing
advances to step S432, and the requested purchasing information is supplied
to the point-of-receipt server 31. In step S433, the CPU 201 determines
whether or not 10 notification of completion of confirmation processing has
been acquired from the point-of-receipt server 31, and waits until it is
determined that acquisition has taken place. When it is determined that
notification of completion of confirmation processing is acquired, the CPU
201 advances 15 processing to step S434, controls the communication unit
224, and provides the same purchasing information 353 as is provided to the
point-of-receipt server 31 to the authentication server 41. In step S435,
the CPU 201 determines whether or not 20 purchasing information providing
processing is finished. When it is determined that the processing is not
finished, processing returns to step S431 and processing from there onwards
is repeated. Further, when it is determined that the processing has 25
finished, the CPU 201 ends the purchasing information providing processing.
Store trustworthiness update processing performed by the authentication
server 41 executed so as to correspond to purchasing information providing
processing performed 30 by the point-of-purchase server 21 described above
is described with reference to the flowchart of FIG. 46. 102   First, in
step S451, the CPU 311 of the authentication server 41 controls the
communication unit 324, a determination is made as to whether or not
purchasing information 353 provided by the point-of-purchase server 5 31
via the network 10 has been acquired, and a determination that this has
been acquired is awaited. When it is determined that the purchasing
information 353 has been acquired, the CPU 311 advances processing to step
S452, calculates the extent of change in store 10 trustworthiness 354 for
this time based on the acquired purchasing information 353, and updates the
store trustworthiness 354 stored in the storage unit 323. The CPU 311 for
which the store trustworthiness 354 has been updated the advances the
processing to step S453 and 15 determines whether or not processing is
complete. When processing is determined not to be complete, step S451 is
returned to, and processing from there onwards is repeated. Further, when
it is determined that the processing is complete, the CPU 311 ends the
store trustworthiness update 20 processing. In the above, processing
relating to handing over of merchandise is carried out. Next, as shown in
FIG. 47, a description is given corresponding to the case of FIG. 24 of the
flow of 25 processing by the mobile telephone 11 and the authentication
server 41 relating to updating of user trustworthiness. In FIG. 47, as with
the case in FIG. 24, the mobile telephone 11 accesses the authentication
server 41 (arrow 511), but in a point of difference with the case of FIG.
30 24, the authentication server 41 does not request temporary commercial
transaction information, but does request (arrow 103 



5l2) and acquire (arrow 513) user trustworthiness information. The
authentication server 41 then updates the user trustworthiness 352
contained in the acquired user trustworthiness information based on the
purchasing 5 information 353 provided by the point-of-purchase server 21
and provides this to (arrow 514) and stores this in the mobile telephone
11. When the user trustworthiness 352 contained in the acquired user
trustworthiness information is stored, the 10 mobile telephone 11 provides
notification of completion of writing to the authentication server 41
(arrow 515). When notification of completion of writing is acquired, the
authentication server 41 provides notification of completion of processing
to the mobile telephone 11 (arrow 15 516) and processing is complete.
Trustworthiness operation processing carried out by the mobile telephone 11
executed when updating the user trustworthiness as described above is now
described with reference to the flowchart of FIG. 48. A description is now
20 given corresponding to the flowcharts FIG. 25 and FIG. 26 as necessary.
First, in step S471, as in the case of step 5171 of FIG. 25, the main
control unit 131 of the mobile telephone 11 accesses the authentication
server 41 via the network 10. 25 As described in the following, rather than
requesting the temporary commercial transaction information 391, the
authentication server 41 requests user trustworthiness information
containing the user trustworthiness 352 stored in the non-contact IC card
146. 30 In step S472 to step S476, the main control unit 131 of the mobile
telephone 11 carries out the same processing 104   as in the case of step
S174 of FIG. 25 to step S181 of FIG. 26. Namely, in step S472, as in the
case of step S174 of FIG. 25, the main control unit 131 determines whether
or 5 not a request for user trustworthiness information has been acquired,
and waits until it is determined that acquisition has taken place. When a
request for user trustworthiness information is acquired, the main control
unit 131 advances processing to 10 step S473, and as in the case of step
S275 of FIG. 25, the requested user trustworthiness information containing
the user trustworthiness 352 is provided to the authentication server 41.
In step S474, as in the case of step S176 of FIG. 25, 15 the main control
unit 131 determines whether or not a request for user trustworthiness
information containing the updated user trustworthiness 352 and the user
trustworthiness rewriting key 363 has been acquired, and waits until it is
determined that acquisition has taken place. 20 When it is determined that
the user trustworthiness information has been acquired, the main control
unit 131 advances processing to step S475, and as in the case of step S177
of FIG. 25, the user trustworthiness 352 recorded in the non-contact IC
card 146 is updated by overwriting with 25 the updated user trustworthiness
352 using the user trustworthiness information rewriting key 363 contained
in the acquired user trustworthiness information. In step S476, as in the
case of step S161 of FIG. 26, the main control unit 131 with the updated
user 30 trustworthiness 352 recorded in the non-contact IC card 146 105  



provides notification of completion of writing to the authentication server
41. As described in the following, the authentication server 41 then
provides notification of completion of 5 processing to the mobile telephone
11 without requesting deletion of the temporary commercial transaction
information 391. Namely, in step S477, as in the case of step S185 of FIG.
26, the main control unit 131 of the mobile telephone 10 11 determines
whether or not notification of completion of processing has been acquired,
and waits until it is determined that acquisition has taken place. When it
is determined that notification of completion of processing has been
acquired, the main control unit 131 15 completes the trustworthiness
operation processing. A description is given with reference to the
flowchart of FIG. 49 of trustworthiness operation processing of the
authentication server 41 carried out in such a manner as to correspond with
trustworthiness operation processing of 20 the mobile telephone 11
described above. First, in step S491, as in the case of step S201 of FIG.
27, the CPU 311 of the authentication server 41 controls the communication
unit 324, it is determined whether or not there has been an access by the
mobile telephone 11, and 25 determination that an access has been made is
awaited. When it is determined that an access has been made, the CPU 311
advances processing to step S492. The processing from step S492 to step
S496 of FIG. 49 by the CPU 311 corresponds to the processing of step S205
30 of FIG. 27 to step S211 of FIG. 28, is the same processing, and is
therefore omitted from this description. 106   Namely, in step S492, the
CPU 311 requests user trustworthiness information containing user
trustworthiness 352 stored in the non-contact IC card 146. In step S493, a
determination is made as to whether or not 5 the requested user
trustworthiness information has been acquired, and a determination of
acquisition is awaited. When it is determined that the requested user
trustworthiness information has been acquired, in step S494, the user
trustworthiness 352 is updated based on the 10 purchasing information 353
stored in the storage unit 323. In step S495, the updated user
trustworthiness information is provided to the mobile telephone 11. Next,
in step S496, the communication unit 324 is controlled and whether or not
notification of completion 15 of writing provided by the mobile telephone
11 has been acquired is determined, with determination that acquisition has
taken place then being awaited. When this is determined to have been
acquired, the CPU 311 does not request deletion of temporary commercial
transaction as in the case in FIG. 20 28, but rather advances to step S497
and provides notification of completion of processing to the mobile
telephone 11. 



Next, in step S498, as in the case of step S215 of FIG. 28, the CPU 311
determines whether or not processing is 25 finished. When it is determined
that the processing is not finished, the processing returns to step S491
and processing from there onwards is repeated. Further, when it is
determined that the processing is complete, the CPU 311 ends the
trustworthiness operation 30 processing. 107   In this way, the results of
processing purchasing information can be reflected in user trustworthiness.
In the above, it is possible to implement a basic service where temporary
commercial transaction information is not 5 used by not having the
point-of-receipt server 31 delete the purchasing information 353 of the
mobile telephone 11 and by having the authentication server 41 update the
user trustworthiness of the mobile telephone 11 based on the purchasing
information. 10 In the above, a description is given where the purchaser of
the merchandise acquires purchasing information 353 using the mobile
telephone 11, and authentication processing is then carried out using the
acquired purchasing information 353 when receiving the merchandise.
However, 15 the device used by the purchase may be any mobile communication
terminal device such as, for example, a PDA (Personal Digital Assistant)
etc. The series of processes described above are executed using hardware,
but may also be executed using software. 20 When the series of processes is
implemented using software, the programs comprising this software may be
built-into dedicated hardware of a computer. Further, as it is possible to
implement various functions by installing the various programs,
installation is also possible from a network or 25 recording medium to, for
example, a general-purpose personal computer. As shown in FIG. 4, 7, 8 and
10, in addition to this 



recording medium for distribution providing programs to the users that is
separate from the device body being comprised 30 of magnetic discs 151,
231, 281 and 331 (including flexible discs) recorded with the programs,
optical discs 152, 232, 108   282 and 332 (including CD-ROMs (Compact Disk
- Read Only Memory) and DVDs (Digital Versatile Discs), magneto-optical
discs 153, 233, 283 and 333 (including MDs (Mini-Discs) (trademark)), or
packaged media such as semiconductor 5 memory 154, 234, 284 and 334 etc.,
the programs may also be provided to the users in a manner built-into the
device body, such as in the case of ROM 202, 252 and 312 recorded with the
programs or with hard discs containing storage unit 223, 273 and 323 etc.
10 In this specification, the steps described by programs recorded in
recording media are for processing carried out in chronological order in
the order disclosed but this processing by no means has .to be carried out
in chronological order, and these processes may also be executed in
parallel 15 or individually. In the above, "system" refers to the overall
device configured from a plurality of devices. Industrial Applicability 20
According to the first information processing system of the present
invention described above, it is possible to carry out electronic
commercial transactions. In particular, it is possible to easily
authenticate a purchaser of merchandise and more secure electronic 25
commercial transactions can be carried out in a straightforward manner.
According to the second information processing system of the present
invention described above, it is possible to carry out electronic
commercial transactions. In 30 particular, it is possible to be aware of
the 109   trustworthiness of a commercial transaction target and more
secure commercial transactions can easily be carried out: Further,
according to an information communication terminal and method, first
recording medium and first 5 program of the present invention, it is
possible to carry out more secure electronic commercial transactions in a
straightforward manner. In particular, it is possible to hold purchasing
information indicating purchased merchandise. 10 Moreover, according to a
first information processing apparatus and method, second recording medium
and second program of the present invention, it is possible to carry out
more secure electronic commercial transactions in a straightforward manner.
In particular, it is possible to 15 authenticate a rightful purchaser of
merchandise using purchasing information indicating purchased merchandise.
Further, according to a second information processing apparatus and method,
third recording medium and third program of the present invention, it is
possible to carry 20 out more secure electronic commercial transactions in
a straightforward manner. In particular, it is possible to manage
trustworthiness of stores selling merchandise and trustworthiness of
purchasers purchasing merchandise. 



110   Claims 1. An information processing system characterized by an
information communication terminal connected to a network and for holding
information relating to a commercial 5 transaction, and an information
processing apparatus connected to said network and for managing information
relating to said commercial transaction, wherein said information
communication terminal comprises: first acquiring means for acquiring
information 10 relating to said commercial transaction from said
information processing apparatus during product purchasing; first storage
means for storing information relating to said commercial transaction
acquired by said first 15 acquiring means: and first providing means for
providing information relating to said commercial transaction stored by
said first storage means to said information processing apparatus at
receipt of product and 20 said information processing apparatus comprises:
second providing means for providing information relating to said
commercial transaction to said information communication terminal during
product sales: 25 second storage means for storing information relating to
said commercial transaction; second acquiring means for acquiring
information relating to said commercial transaction from said information
communication terminal during product 30 delivery; and 111   authentication
means for authenticating information relating to said commercial
transaction acquired by said second acquiring means using information
relating to said commercial transaction stored by said second 5 storage
means. 2. An information processing system characterized by: an information
communication terminal connected to a network, for holding information
relating to a commercial 10 transaction a first information processing
apparatus connected to said network, for managing information relating to
said commercial transaction; and a second information processing apparatus
connected 15 to said network, for managing information relating to
trustworthiness of a first user constituting a user of said information
communication terminal and information relating to trustworthiness of a
second user constituting a user of said first information processing
apparatus; 20 wherein said information communication terminal comprises:
first storage means for storing information relating to trustworthiness of
said first user; 



first providing means for providing information 25 relating to
trustworthiness of said first user stored by said first storage means to
said first information processing apparatus; first acquiring means for
acquiring information relating to trustworthiness of said second user from
said 30 second information processing apparatus; 112   second acquiring
means for acquiring information relating to said commercial transaction
from said first information processing apparatus; first providing means for
providing trustworthiness 5 of said first user stored by said first storage
means and information relating to said commercial transaction acquired by
said second acquiring means to said second information processing
apparatus; and third acquiring means for acquiring' information 10 relating
to trustworthiness of said first user updated by said second information
processing apparatus, said first information processing apparatus
comprises: fourth acquiring means for acquiring information relating to
trustworthiness of said first user from said 15 information communication
terminal; and second providing means for providing information relating to
said commercial transaction to said information communication terminal; and
said second information processing apparatus comprises: 20 second storage
means for storing information relating to trustworthiness of said second
user; second providing means for providing information relating to
trustworthiness of said second user stored by said second storage means to
said information communication 25 terminal; fifth acquiring means for
acquiring information relating to said first user from said information
communication terminal and information relating to said commercial
transaction; 30 updating means for updating information relating to said
first user acquired by said fifth acquiring means and 113   information
relating to trustworthiness of said second user stored by said second
storage means based on information relating to said commercial transaction
acquired by said fifth acquiring means and 5 third providing means for
providing said information relating to trustworthiness of said first user
updated by said updating means to said information communication terminal.
10 3. An information communication terminal, connected to a network, for
communicating with a first information processing apparatus, characterized
by: first acquiring means for acquiring information relating to a
commercial transaction employed in user 15 authentication from said first
information processing apparatus during product purchasing; 



storage means for storing information relating to said commercial
transaction acquired by said first acquiring means; and 20 first providing
means for providing said information relating to said commercial
transaction stored by said storage means to said first information
processing apparatus during receipt of product. 25 4. The information
communication device as disclosed in claim 3, further characterized by
wireless communication means for carrying out short-range wireless
communication via electromagnetic radiation with said first information
processing apparatus in close proximity; wherein 30 said first providing
means provides information relating to said commercial transaction to said
first 114   information processing apparatus using short-range wireless
communication by the wireless communication means . 5. The information
communication terminal as disclosed in 5 claim 3, wherein: said storage
means stores an identification number identifying said information
communication terminal, and said first providing means provides said
identification number stored by said storage means to said 10 first
information processing apparatus together with information relating to said
commercial transaction during receipt of product. 6. The information
communication terminal as disclosed in 15 claim 5, wherein information
relating to said commercial transaction includes: a first identifier for
identifying said commercial transaction a second identifier for identifying
whether or not 20 payment of fees is complete for said commercial
transaction; and said identification number of said information
communication terminal used in said commercial transaction. 25 7. The
information communication terminal as disclosed in claim 3, further
characterized by: second acquiring means for acquiring key information
required to edit information relating to said commercial transaction; and
30 deleting means for deleting information relating to said commercial
transaction stored by said storage means 115 



using said key information acquired by said second acquiring means. 8 . The
information communication terminal as disclosed 5 in claim 3, wherein said
storage means: stores information relating to trustworthiness of said user
decided based on results of past commercial transactions of said user; and
further provided with providing means for providing 10 information relating
to trustworthiness of said user stored by said storage means to said first
information processing apparatus during receipt of said product. 9. The
information communication terminal as disclosed in 15 claim 8, further
characterized by: second acquiring means for acquiring key information
required to edit information relating to trustworthiness of said user; and
said storage means stores information relating to 20 trustworthiness of
said user using said key information acquired by said second acquiring
means. 10. The information communication terminal as disclosed in claim 8,
further characterized by: 25 password input means for inputting a password
permitting providing information relating to trustworthiness of said user;
and authentication means for authenticating said password inputted by said
password input means; wherein 30 said providing means provides information
relating to trustworthiness of said user if said password is 116
authenticated by said authentication made by said authentication means. 11.
The information communication terminal as disclosed in 5 claim 3, further
characterized by: second acquiring means for acquiring information relating
to trustworthiness of a commercial transaction target of said commercial
transaction constituted by said user of said first information processing
apparatus from 10 a second information processing apparatus separate from
said first information processing apparatus; and display means for
displaying information relating to trustworthiness of said commercial
transaction target acquired by said second acquiring means. 15 12. The
information communication terminal as disclosed in claim 11, further
characterized by: third acquiring means for acquiring information relating
to said first information processing apparatus 20 from said first
information processing means in order to 



decide trustworthiness of said commercial transaction target of said
commercial transaction; and second providing means for providing
information relating to said first information processing apparatus 25
acquired by said third acquiring means to said second information
processing apparatus; wherein said storage means further stores information
relating to said first information processing apparatus acquired by said
third acquiring means. 30 117   13. The information communication terminal
as disclosed in claim 12, further characterized by: fourth acquiring means
for acquiring key information required to edit information relating to said
first 5 information processing apparatus; and deleting means for deleting
information relating to said first information processing apparatus stored
by said storage means using said key information acquired by said fourth
acquiring means. 10 14. An information communication method for an
information communication terminal, connected to a network, for
communicating with an information processing apparatus, characterized by:
15 an acquisition control step of controlling acquiring of information
relating to a commercial transaction used in authentication of a user
provided by said information processing apparatus during product
purchasing; a storage control step of controlling information 20 relating
to said commercial transaction where acquisition is controlled by
processing of said acquisition control step; and a first providing control
step of controlling providing of information relating to said commercial 25
transaction with storage controlled by processing of said storage control
step to said information processing apparatus when receiving product. 15. A
recording medium recorded with a computer-readable 30 program for use by an
information communication terminal, 118   connected to a network, for
communicating with an information processing apparatus, characterized by:
an acquisition control step of controlling acquiring of information
relating to a commercial transaction used 



5 in authentication of a user from said information processing apparatus
during product purchasing; a storage control step of controlling
information relating to said commercial transaction with acquisition
controlled by processing of said acquisition control step 10 and a
providing control step of controlling providing of information relating to
said commercial transaction with storage controlled by processing of said
storage control step to said information processing apparatus when 15
receiving product. 16. A computer-executable program for controlling an
information communication terminal, connected to a network, for
communicating with an information processing apparatus, 20 characterized
by: an acquisition control step of controlling acquiring of information
relating to a commercial transaction used in authentication of a user from
said information processing apparatus during product purchasing 25 a
storage control step of controlling information relating to said commercial
transaction with acquisition controlled by processing of said acquisition
control step; and a providing control step of controlling providing of 30
information relating to said commercial transaction with storage controlled
by processing of said storage control 119   



step to said information processing apparatus when receiving product. 17.
An information processing apparatus connected to a 5 network, for managing
information relating to a commercial transaction, characterized by: first
acquiring means for acquiring information relating to trustworthiness of a
target of said commercial transaction from a communication terminal of said
10 commercial l transaction target of said commercial transaction;
generating means for generating information relating to said commercial
transaction during product sales; first providing means for providing
information 15 relating to said commercial transaction generated by said
generating means to said information communication terminal: storage means
for storing information relating to said commercial transaction generated
by said generating 20 means second acquiring means for acquiring
information relating to said commercial transaction from said information
communication terminal during product delivery 25 authentication means for
authenticating information relating to said commercial transaction acquired
by said second acquiring means using information relating to said
commercial transaction stored by said storage means; and second providing
means for providing information 30 relating to said information processing
apparatus for generating information relating to user trustworthiness to
120   said information communication terminal authenticated by said
authentication means. 18. An information processing method for an
information 5 processing apparatus connected to a network, for managing
information relating to a commercial transaction, characterized by: a first
acquisition control step of controlling the acquisition of information
relating to trustworthiness of 10 a target of said commercial transaction
provided by a communication terminal of said commercial transaction target
of said commercial transaction; a generating step for generating
information relating to said commercial transaction during product sales;
15 a first providing control step for controlling providing of information
relating to said commercial transaction generated by said generating step
process to said information communication terminal a storage control step
for controlling storage of 20 information relating to said commercial
transaction generated by said generating step process 



a second acquisition control step for controlling acquisition of
information relating to said commercial transaction provided by said
information communication 25 terminal during product delivery; an
authentication step for authenticating information relating to said
commercial transaction having acquisition thereof controlled by said second
acquisition control step using information relating to said commercial 30
transaction having storage thereof controlled by said storage control step
process; and 121   a first providing control step for controlling providing
of information relating to said information processing apparatus for
generating information relating to user trustworthiness to said information
communication 5 terminal authenticated by said authentication step
processing. 19. A recording medium recorded with a computer-executable
program for use by an information processing apparatus 10 connected to a
network, for managing information relating to a commercial transaction,
characterized by: a first acquisition control step of controlling the
acquisition of information relating to trustworthiness of said commercial
transaction target provided by a 15 communication terminal of said
commercial transaction target of said commercial transaction; a generating
step for generating information relating to said commercial transaction
during product sales; a first providing control step for controlling 20
providing of information relating to said commercial transaction generated
by said generating step process to said information communication terminal;
a storage control step for controlling storage of information relating to
said commercial transaction 25 generated by said generating step process; a
second acquisition control step for controlling acquisition of information
relating to said commercial transaction provided by said information
communication terminal during product delivery; 30 an authentication step
for authenticating information relating to said commercial transaction
having 



122   acquisition thereof controlled by said second acquisition control
step using information relating to said commercial transaction having
storage thereof controlled by said storage control step process; and 5 a
first providing control step for controlling providing of information
relating to said information processing apparatus for generating
information relating to user trustworthiness to said information
communication terminal authenticated by said authentication step 10
processing. 20. A computer-executable program for controlling an
information processing apparatus connected to a network, for managing
information relating to a commercial 15 transaction, characterized by: a
first acquisition control step of controlling the acquisition of
information relating to trustworthiness of said commercial transaction
target provided by a communication terminal of said commercial transaction
20 target of said commercial transaction; a generating step for generating
information relating to said commercial transaction during product sales; a
first providing control step for controlling providing of information
relating to said commercial 25 transaction generated by said generating
step process to said information communication terminal; a storage control
step for controlling storage of information relating to said commercial
transaction generated by said generating step process: 30 a second
acquisition control step for controlling acquisition of information
relating to said commercial 123   transaction provided by said information
communication terminal during product delivery; an authentication step for
authenticating information relating to said commercial transaction having 5
acquisition thereof controlled by said second acquisition control step
using information relating to said commercial transaction having storage
thereof controlled by said storage control step process; and a first
providing control step for controlling 10 providing of information relating
to said information processing apparatus for generating information
relating to user trustworthiness to said information communication terminal
authenticated by said authentication step processing. 15 21. An information
processing apparatus connected to a network, for managing information
relating to trustworthiness of a first user constituting a user of an
information communication terminal and information 



20 relating to trustworthiness of a second user constituting a user of
another information processing apparatus, characterized by: storage means
for storing information relating to trustworthiness of said second user; 25
providing means for providing information relating to trustworthiness of
said second user stored by said storage means to said information
communication terminal; acquiring means for acquiring information relating
to said first user from said information communication 30 terminal and
information relating to a commercial transaction; 124   updating means for
updating information relating to said first user acquired by said acquiring
means and information relating to trustworthiness of said second user
stored by said storage means based on information relating 5 to said
commercial transaction acquired by said acquiring means; and providing
means for providing information relating to trustworthiness of said first
user updated by said updating means to said information communication
terminal. 10 22. An information processing method for an information
processing apparatus connected to a network, for managing information
relating to trustworthiness of a first user constituting a user of an
information communication 15 terminal and information relating to
trustworthiness of a second user constituting a user of another information
processing apparatus, characterized by: a storage control step of
controlling storage of information relating to trustworthiness of said
second 20 user; a provision control step of controlling providing of
information relating to trustworthiness of said second user, the storage
thereof being controlled by processing of said storage control step, to
said information communication 25 terminal; an acquisition control step of
controlling acquisition of information relating to said first user provided
by said information communication terminal and information relating to a
commercial transaction; 30 an updating step for updating information
relating to trustworthiness of said first user with the acquisition 125
thereof controlled by the processing of said acquisition control step and
information relating to trustworthiness of said second user with the
storage thereof controlled by 



the processing of said storage control step based on 5 information relating
to said commercial transaction with acquisition thereof controlled by
processing of said acquisition control step; and a provision control step
of controlling providing of information relating to trustworthiness of said
first user 10 updated by processing of said updating step, to said
information communication terminal. 23. A recording medium recorded with a
computer-readable program for use with an information processing apparatus
15 connected to a network, for managing information relating to
trustworthiness of a first user constituting a user of an information
communication terminal and information relating to trustworthiness of a
second user constituting a user of another information processing
apparatus, 20 characterized by: a storage control step of controlling
storage of information relating to trustworthiness of said second user; a
provision control step of controlling providing of 25 information relating
to trustworthiness of said second user, the storage thereof being
controlled by processing of said storage control step, to said information
communication terminal; an acquisition control step of controlling 30
acquisition of information relating to said first user 126   provided by
said information communication terminal and information relating to a
commercial transaction; an updating step for updating information relating
to trustworthiness of said first user with the acquisition 5 thereof
controlled by the processing of said acquisition control step and
information relating to trustworthiness of said second user with the
storage thereof controlled by the processing of said storage control step
based on information relating to said commercial transaction with 10
acquisition thereof controlled by processing of said acquisition control
step; and a provision control step of controlling providing of information
relating to trustworthiness of said first user updated by processing of
said updating step, to said 15 information communication terminal. 24. A
computer-executable program for controlling an information processing
apparatus connected to a network, for managing information relating to
trustworthiness of a 20 first user constituting a user of an information
communication terminal and information relating to trustworthiness of a
second user constituting a user of another information processing
apparatus, characterized by: 25 a storage control step of controlling
storage of information relating to trustworthiness of said second user; a
provision control step of controlling providing of information relating to
trustworthiness of said second user, 30 the storage thereof being
controlled by processing of said 127 



storage control step, to said information communication terminal; an
acquisition control step of controlling acquisition of information relating
to said first user 5 provided by said information communication terminal
and information relating to a commercial transaction; an updating step for
updating information relating to trustworthiness of said first user with
the acquisition thereof. controlled by the processing of said acquisition
10 control step and information relating to trustworthiness of said second
user with the storage thereof controlled by the processing of said storage
control step based on information relating to said commercial transaction
with acquisition thereof controlled by processing of said 15 acquisition
control step; and a provision control step of controlling providing of
information relating to trustworthiness of said first user updated by
processing of said updating step, to said information communication
terminal. l28
.A,L.AL.An9.An9.A,[L.An_.A[9.AnL.A9.A5L.A5L.An9.A!%.A%.A9.A,[9.A[%.A[%.A.A9
.An%.AL.A%.A%.A!.An.An9.An9.A5.An9.A9.A,[%.AL.A9.A%.A,[9.An%.A9.An%.A9.A,nL
.AL.A%.An9.A9.A%.A.A.A9.A%.A,n.A%.A%.An9.A%.An9.A.A.A.A.A[.A,[.An.A.A.A%.An
.A[.AH.A@H.A,n.A,[%.A,.A%.A,H.A,[.An.A.A.A,[.A,.A,[.A.A[.A[.A,[.An.An.A@H@.
A,[,.A@@.An,.An@.AH,.A,[.AS.A[.An.A[.A,H.A@H.An.A,[.A.A[.A,H.A[.A,[,.An.An.
AS5@.A,[,.A,H.An%.An,.A@5,.An@.A[,.AH,.AS!,.A@H.A,H.AH.A5.A@.A,.A,.A;Xkn`
{0gPu|wrmhc^Y]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]cTa]ca]ca]c<a!i0J
"K#P##/&l&&[''''O)))j,}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!j,90>0=2,566:;
"='=?@ACCCFGJJQ
QZQRvRT>UUUVVVW}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!WWWXu^v^^^5__`qabVddd9e?ef
hSii}kkkFrrrtuXy^y3zz}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!zzz~Nl{~]LQ'/e|wrmhc
^Y]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]caU]ca]ca]ca]ca]ca]ca!e;
Y*<t-eP'(Rrd7P}xsmhc^Y]ca]ca]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!P#^<P9<w)j}F}xsnid_Z]]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca!F6<whI_OWe4:q
}}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!9:Z?n0C5%'}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca!J*.cHTdEs}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!sH,`U0e@FUV}}xsnid_Z]]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca!}j7qH.5QWP0OM'}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!'R49p=^Ha
Z$*c}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!~HI7u-j"[9o6"\gG}xsnid_Z]]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca! Z\=
+IQW~l\bQ0}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!R  aK' c
FHN.Kto|"""0#}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!0#5$(3)9)*5+#,$,5,6,<,=,?,@,
,*-...c///000011!22223}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!34z4445D5U5556@6|66
:4<===1>9>>>??IA)BvCCCCDKD$EE}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!E|FFFF9GGDHH
SIJ=JCJJJ2LoLJMNOOOlPPP'QbQQQQ+RRRR}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!RVSdSS
ST9UU?VVVW#WN]T]]]]k^^^J____0`i``````aQa}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!Q
aaab7bb^cccccYdeefffghh3iiiimHn>pDpqq,rrJsZs}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca!ZssIt[u:vsvvvwx xxx x!x$x%x-x.xIzKz_{}%}_L
E}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!lfN5e/ms
ZV}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!~]c5jHeR_"Y}xsnid_Z]]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca!XN9dU6Q4:n<!Gw}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!\bb|}k=6nt}xsnid_Z]]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca!<W]vw5
23D"J}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!W]NOdev|h4:gjp2qM2
}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!2 l
Y!!!">"""*#c####$0%&0(5((**--$0*0}0)1333}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!3
36X6^66 8::<<>@(BB.C4CCCC6DDD
EGEF.FdFGG1HrHHH}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!HI>I{IIIJJwKLO@PFP6SSTVZV
iWNXX^YZu[[[
\\\]^^_LcRc}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!Rccccde5ef@f)giiiiiljujlmm`nnO
oooop8qmqqrWstu}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!uuxdyzz||}rf'T[2b}xsnid_Z]
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca!#GN:LM|;
im!!}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!!8>u5t:S}xsnic^Y]ca]caU]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca!Ssz$"&'-.=>CDSJ8
K}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!K9$%Oj1*ddVabg}xsnid_Z]]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca!"G`I_(Fb}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!bel_
#dG|3l&b"F{(d}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!d^}&']uRm%}xsnid_Z]]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca! 



$!zr0~jUX:C:}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!w~+e*1K9?. 8
"##:C:}xsnid_Z]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca$b@!N,F!10%""&'()--$`10%&'()-lz10%&'
()-M!10%o&'()-3!M!10%&'()-3Y-10%&'()-$;
xV4!k@l4!10%??&'()-G!p@f/!10%DD&'()-F!,#!10%&'()-  p,#!10%DD&'()-
!t,F!10%HH&'()--!a,F!10%55&'()--Xu _=!k!a !10%[B[B&'()-!I!10%CBCB&'()- 10
10 10S=M10%&'()-`910%&'()-@l4!10%&'()-G  nk`
{zX6_=!!p'!10%jBjB&'()-F!p('!10%jBjB&'()-F'!10%
&'()-F!!10%BB&'()-!X!10%RBRB&'()-!!10%BB&'()-{0g~_@!!pYZ10%B&'()-YsZ10%B&'(
)-YZ10%B&'()- 10B 10B
10B=10%B&'()-!t'!10%nBnB&'()-FPu}[<~_@!!plm10%B&'()-!Sl!10%MBMB&'()-!@l!10%
:B:B&'()-Ym10%B&'()-Ym10%B&'()-!y:!10%BB&'()-ia?~_@!!p!p%!10%BB&'()-l#m10%B
&'()-lY"m10%B&'()-!\!10%VBVB&'()-glSm10%B&'()-lm10%B&'()-i0J}[<~_@!!p4!10%B
&'()-3!f4!10%`B`B&'()-3!\y/!10%VBVB&'()-Gl-10%B&'()-!*10%BB&'()-l(10%B&'()-
~\:!!!X "10%RBRB&'()-2!X "10%RBRB&'()-2!N "10%HBHB&'()-2 10B 10B
10B=s10%B&'()-910%B&'()-)wXMB7!! 10B 10B 10B=10%B&'()-!a "10%[B[B&'()-2!a
"10%[B[B&'()-2!a 



"10%[B[B&'()-2!S "10%MBMB&'()-2Z
!"wU3MB7!k,!10%??&'()-2!S,!10%''&'()-2!h,!10%&'()-2!S,!10%''&'()-2!D%,!10%&
'()-2!D,!10%&'()-2"K#M#N#O#P###9$~];!k!qL!10%//&'()-G
SL!10%::&'()-GYZ10%/&'()- 10 10
10,=t10%&'()-!k,!10%??&'()-29$%/&l&&[''{Y7~];!!y !10%`/`/&'()-!a
!10%//&'()-
!10%&'()-L!10%/&'()-G!SL!10%:/:/&'()-G!XL!10%?/?/&'()-G'''O))))))~_TI>!!y
10/ 10/ 10/=10%/&'()-,!10%/&'()-!,!10%//&'()-
y,!10%``&'()-s*10%/&'()-)f**s+j,-g.wU3TI>!t,!10%[/[/&'()-!f,!10%M/M/&'()-!\
!10%C/C/&'()-Z!a!10%H/H/&'()-Z!X!10%?/?/&'()-Z!N!10%5/5/&'()-Zg./90;
0<0=0>00=2{Y7!! S!10%BB&'()--!S!10%BB&'()-- 10/ 10/
10/,=10%/&'()-!,!10%j/j/&'()-!,!10%//&'()-=2R2,3G4,5A66zX6{Y7!!y/
"10%}B}B&'()- !~y/ "10%xBxB&'()-
!f!10%`B`B&'()-!a!10%[B[B&'()-!\!10%VBVB&'()-!10%&'()-666667
889{Y7!!!X!10%eUeU&'()-2!l!10% U U&'()-2!N%!10%[U[U&'()-2!X!10%eUeU&'()-2
10B 10B 10B=s10%B&'()-9::;<"=$=%=wU6+7 10 U=s10%
U&'()-!f!10%sUsU&'()-2!X!10%eUeU&'()-2!k!10%xUxU&'()-2!X!10%eUeU&'()-2!f!10
%sUsU&'()-2%=&='==??$@@a?7 10
U!aS!10%H/H/&'()-!XS!10%??&'()-!N!10%5/5/&'()-!I!10%0/0/&'()-!I!10%0/0/&'()
- 



10 U 10 U@?AA\BtCCCwX9?7 10
U910%/&'()-,,!10%/&'()-!\,,!10%C/C/&'()-!k,,!10%R/R/&'()-!a#3"10%H/H/&'()-!
\#3"10%C/C/&'()-CCCCCDEVFF{Y70
U!q3"10%//&'()-2!N3"10%55&'()-2!@3"10%''&'()-2!@3"10%''&'()-2 10/ 10/
10/=10%/&'()-FGHJJJJJJwXMB70 U 10/ 10/
10/=10%/&'()-!3"10%j/j/&'()-2!p3"10%W/W/&'()-2!p3"10%W/W/&'()-2!a3"10%H/H/&
'()-2JaKLqMNOPzX6MB70
U!p!10%W/W/&'()-2!k!10%R/R/&'()-2!\!10%C/C/&'()-2!X!10%?/?/&'()-2!10%/&'()-
2!;!10%"/"/&'()-2PQQQQ QZQRvR~_=0 U!p!ffs!10%BB&'()-zF10%B&'()- F10%B&'()-
10/ 10/ 10/=10%/&'()-!y!10%`/`/&'()-2vRRT>UaVVcWwX6~_=0 U!aF1
"10%[B[B&'()-Z"10%m&'()-!aZ"10%[B[B&'()-!XZ"10%RBRB&'()-!lZ"10%BB&'()-!NZ"1
0%HBHB&'()-cWWWWWWWXY_=0 U!a!f "10%sUsU&'()-2!a "10%nUnU&'()-2 10B 10B 



10B=10%B&'()-910%B&'()-F1 "10%B&'()-YZ[\^^^^wU6+= 10 U=10% U&'()-!~
"10%UU&'()-2!y "10%UU&'()-2! "10% U U&'()-2!k "10%xUxU&'()-2!k
"10%xUxU&'()-2^^^5__``qadB= 10
U!~!10%UU&'()-!k!10%xUxU&'()-`!X!10%eUeU&'()-`!\!10% U U&'()-`YZ10% U&'()-G
10 U 10 UqabcVddd9ewX9B= 10 UY910% U&'()-4!10%
U&'()-F!p4!10%}U}U&'()-F!~!10%UU&'()-!!10%UU&'()-!t!10%UU&'()-9e<e=e>e?ef%g
?hh~\:0 U!k,S!10%??&'()- !X,S!10%,,&'()- !I,S!10%&'()- YZ10%&'()- 



10 U 10 U 10 U=10% U&'()-hSiikjj}kkwU3~\:0
!y,*!10%MM&'()-!y,*!10%MM&'()-!~,*!10%RR&'()-!t,*!10%HH&'()-!\,F"!10%00&'()
-Z!X,F"!10%,,&'()-Zkkkkklmnp{Y70 !!a "10%H/H/&'()-2!S "10%:/:/&'()-2!N
"10%5/5/&'()-2!; "10%"/"/&'()-2 10 10 10=10%&'()-p*qFrrrrrrszodY70
!!Ib3"10%VUVU&'()-2 10/ 10/ 10/=10%/&'()-!~ "10%e/e/&'()-2!p
"10%W/W/&'()-2!k "10%R/R/&'()-2stuvwxXywU3dY70
!ab3"10%nUnU&'()-2!\b3"10%iUiU&'()-2!b3"10% U 



U&'()-2!\b3"10%iUiU&'()-2!\b3"10%iUiU&'()-2!N
b3"10%[U[U&'()-2Xy[y\y]y^y3zz7{F|{Y70 !!S!10%:/:/&'()-0!;
;!10%"/"/&'()-0!N!10%5/5/&'()-0!D!10%+/+/&'()-0 10 U 10 U 10 U=10%
U&'()-F|e}~~yZOD90 !! 10/ 10/ 10/=10%/&'()- k!10%//&'()-0
k!10%//&'()-0!a!10%H/H/&'()-0!\!10%C/C/&'()-0Nl{\=OD90 !!
1ll10%B&'()-10%B&'()-!yM!10%BB&'()-3 yM!10%
&'()-3!#lsG10%BB&'()-YZ10%B&'()-{EBwU3OD90
!y#"10%s(s(&'()-#!t"10%22&'()-#!t"10%n;n;
&'()-#!y"10%sBsB&'()-#!k-"10%eEeE&'()-#!"10%JJ&'()-#Bb ~yZOD90 !y 10B 10B
10B=10%B&'()-!"10%&'()-#!y("10%ss&'()-#!t"10%nn&'()-# p"10%j3
j&'()-#/9-wU3OD90 !!10%BB&'()- "!f@!10%`B`B&'()- "!!10%BB&'()-
"!k!10%eBeB&'()- 



"!\@!10%VBVB&'()- "!f2!10%`B`B&'()- "-]=xV4OD90
!!\*!10%VBVB&'()-!f*!10%BB&'()- *!10%&'()-!t!10%nBnB&'()- "!p;!10%jBjB&'()-
"!y2!10%sBsB&'()- "L~_@0 !!\Y10% U&'()-l`m10% U&'()-S10% U&'()- 10B 10B
10B=10%B&'()-!*!10%BB&'()-Q'/}[<~_@0 !!\l10% U&'()-!l!10% U
U&'()-4!\l!10%ii&'()-4Y10% U&'()-!)fS`!10%6U6U&'()-@10% U&'()-/e;YaB~_@0
!!\YF"G10% U&'()-Y 10% U&'()-S!10% U&'()-!\S!10%i)i)&'()-l10% U&'()-S10%
U&'()-Y*<tdB~_@0 



!!\!@Y*10%MUMU&'()-Y*10% &'()-l(10% U&'()-&'!10% U&'()-Y%10% U&'()-#S10%
U&'()-t-ea@~_@0 !!\ t96 "10%k&'()-)4g10% U&'()-l2'10% U&'()-l3110% U&'()--
"10% U&'()-!t- "10%{{&'()-P_=0 !!\!\-!10%VBVB&'()-,!X1!10%RBRB&'()-, 10 U
10 U 10 U=10% U&'()-l910% U&'()-96 "10% U&'()-uF'wU3_=0
!\2!10%VBVB&'()-,!!10%BB&'()-,!f(!10%`B`B&'()-,!!10%BB&'()-,!k!10%eBeB&'()-
,!a!10%[B[B&'()-,'(4wV4_=0 



!!f4!10%`B`B&'()-
4!10%&'()-!a-!10%[B[B&'()-,!!10%BB&'()-,!f(!10%`B`B&'()-,!!10%BB&'()-,Rr{Y7
0 !!!ay!10% U U&'()-!y!10%UU&'()-!1YZ10%>U>U&'()-!,YZ10% U U&'()- 10B 10B
10B=10%B&'()-r.d7PwU3{Y70
!kY"!10%xUxU&'()-!kY"!10%xUxU&'()-!tY"!10%UU&'()-!!10%UU&'()-!!10% U
U&'()-!S!10%`8`8&'()-P#^_@0 !kY",F10%/&'()-!,lZ10%//&'()- 10 U 10 U 10
U=10% U&'()-Y910% U&'()-7!10% U&'()-^<dE_@0
!kY",!10%_&'()-Zlm10%/&'()-yY10%/&'()-l3m10%/&'()-fM!10%/&'()-
l10%/&'()-P9d}^<_@0 !k!l"l10%//&'()-l"l10%&'()-
Y10%/&'()-!X,y!10%//&'()-Y10%/&'()-!I(,!10%0/0/&'()-Z<waB_@0 !k!/!10%/&'()-



-g10%/&'()-S, 10%/&'()-*l10%/&'()-!p9'!10%W/W/&'()-%l10%/&'()-)j~\:0
!k!NS!10%5/5/&'()-s!cS!10%J/J/&'()-s!,Fm10%//&'()- 10/ 10/
10/=10%/&'()-lY110%/&'()-3j}z[9~\:0
!k!k#)!10%R/R/&'()-`'10%/&'()-!a,!10%H/H/&'()-!\,!10%C/C/&'()-l10%/&'()-!vS
!10%//&'()-sF69:;<wzodY:0 !k!l410%/&'()- 10/ 10/
10/>10%/&'()-!~)!10%e/e/&'()-!)!10%//&'()-!k)!10%R/R/&'()-whIaBdY:0
!k!,!10%/&'()-lm10%/&'()-F!yS`!10%//&'()-@10%/&'()-l10%/&'()-l`Z10%/&'()-I_
OaBdY:0 !k!#S10%/&'()-l
m10%/&'()-!N,S!10%//&'()-310%/&'()-f10%/&'()-lL10%/&'()-W~\=dY:0
!k!l210%/&'()-!l,,!10%//&'()-
f,,!10%MM&'()-)l*10%/&'()-(F10%/&'()-!X%!10%//&'()-uj_=0
!k!!S!10%:/:/&'()-2 10/ 10/
10/=10%/&'()-l910%/&'()-!f96!10%//&'()-l410%/&'()-heFxV4j_=0
!!f!10%M/M/&'()-2!!10%//&'()-2!p!10%W/W/&'()-2
q!10%//&'()-2!h!10%//&'()-2!\ !10%C/C/&'()-24789:q ~_@0
!!fY,Z10%B&'()-Fm10%B&'()-s@10%B&'()- 10/ 10/ 10/=10%/&'()-!y!10%`/`/&'()-2
}ZaB~_@0
!!fls410%B&'()-!10%B&'()-&@10%B&'()-lY10%B&'()-Ym10%B&'()-!yf:!10%BB&'()-?n
0dB~_@0 



!!f!l$Z10%BB&'()-lY"Z 10%B&'()-
@10%B&'()-g10%B&'()-Yfm10%B&'()-lZ10%B&'()-g0CaB~_@0
!!fl210%B&'()-YF110%B&'()-y/!10%B&'()-
l@,m10%B&'()-l*m10%B&'()-!X9'!10%RBRB&'()-5~_@0 !!fls10%/&'()-Ym10%/&'()-
10B 10B 10B=10%B&'()-!tL6F"10%BB&'()-zY410%B&'()-is%z[<~_@0
!!fl`m10%/&'()-Y!10%/&'()-Z!aY!10%H/H/&'()-ZY
10%/&'()-!y`!10%//&'()-!y`!10%//&'()-%'^?~_@0
!!f&'!10%/&'()-!(#10%//&'()-lF"10%/&'()-
l10%/&'()-!10%/&'()-4!X!10%?/?/&'()-4JdE~_@0
!!f9610%/&'()-l410%/&'()-210%/&'()-31-10%/&'()-f/`10%/&'()- (10%/&'()-bC0
!!fFm10% U&'()-3s10% U&'()-`@10% U&'()- 10/ 10/
10/=10%/&'()-7M10%/&'()-*.caBbC0 !!fY`m10% U&'()-!10% U&'()-Fm10%
U&'()-`YS10% U&'()-Ym10% U&'()-! fSM!10%UU&'()-yHTdaBbC0 !!fY$S10% 



U&'()-YY"10% U&'()-` y10% U&'()-!SS!10% U U&'()-F10% U&'()-Fm10%
U&'()-dE^?bC0 !!fY3110% U&'()-!t-!10% U U&'()-fY@,10% U&'()-*S10%
U&'()-Y(Z10% U&'()-!%!10% U U&'()-saVK@0 !!f 10 U 10 U 10 U=10% U&'()-Y910%
U&'()-7!10% U&'()-Y9610% 



U&'()-!(Y210% U U&'()-HdBVK@0 !!f !@, !10%&'()-yM!10%&'()-YZ
10%&'()-lZ10%&'()-Ysm10%&'()-sS10%&'()-,`dEVK@0 !!f
!,!10%&'()-ff10%&'()-10%&'()-l10%&'()-ls10%&'()-, !10%&'()-U0edEVK@0 !!f
!*10%&'()-(z10%&'()-,9'!10%&'()-l$10%&'()-Y"m10%&'()- 10%&'()-@CDaB7@0 !!
10=10%&'()-,7!10%&'()-L610%&'()-!1F110%&'()-3,y/m10%&'()-@,10%&'()-DEFf}a@@
0 !! 10 !10% U U&'()-!!10% U U&'()-!f!10%sUsU&'()-!l!10% U
U&'()-!\!10%iUiU&'()- 10 10}j~\:@@0 !! 1!#!10%UU&'()-!#!10%UU&'()-!#!10% U
U&'()- ~#!10%&'()-'YF"Z10% 



U&'()-Y 310% U&'()-7quj_@0 !! 1!YZ10% U&'()-Z 10 U 10 U 10 U=10%
U&'()-!p7!10%}U}U&'()-9610% U&'()-l410% U&'()-H. wX6j_@0 !!!f
!10%sUsU&'()-!10%
U&'()-3!S!10%`U`U&'()-3!\!10%iUiU&'()-3!X!10%eUeU&'()-3!S!10% U U&'()-3
B5QTUVW}^SH=0 !!!f 10 U 10 U 10 



U=10% U&'()-710% U&'()-!X !10%eUeU&'()-!a# !10%nUnU&'()- !10%
f&'()-W/#PBxV4SH=0 !!p "10%hh&'()-!{!10% h h&'()-  X!10%xx&'()-
)!S"10%sXsX&'()-Z!I"10%iXiX&'()-Z!I"10%iSiS&'()-ZB0xYNC80 !! 10 h 10 h 10
h=10% h&'()-! "10% h h&'()-!t "10%hh&'()- t "10% h h&'()-!p
"10%hh&'()-OMdENC80 !! 10 h lm10%&'()-
-10%&'()-yy10%&'()-Y,m10%&'()-gYZ10%&'()-YZ10%&'()-M'RdENC80 !! 10 h
S10%&'()-l10%&'()-`S10%&'()-,10%&'()-Y&10%&'()-Y10%&'()-49pdENC80 !! 10 h
%10%&'()-$T10%&'()-l"10%&'()-l 10%&'()-,!10%&'()-fl10%&'()-=^dBNC80 !! 10
h!f,/!10%::&'()-3 -10%&'()-S,10%&'()-*10%&'()-(10%&'()-,9'!10%&'()-HdE:/ 10
10=10%&'()-9Y10%&'()-,7!10%&'()-L610%&'()-410%&'()-210%&'()-aoM+/!y$!10%`/`
/&'()-!,!10%u/u/&'()-!\,!10%C/C/&'()-!S,!10%:/:/&'()-!
fM!10%//&'()-Ym10%/&'()- 10Z$'()*z[PE:y$!1 10/ 10/ 



10/=10%/&'()-,*!10%&'()-@!f,*!10%M/M/&'()-@!f-,*!10%M/M/&'()-@!~$!10%e/e/&'
()-*c~aBPE:y$!1 10Ylm10%B&'()-YZ10%B&'()-!
ffM!10%BB&'()-s10%B&'()-YsG10%B&'()-fs-10%B&'()-HI7u}^?PE:y$!1
109'!10%B&'()-l
m10%B&'()-!10%B&'()-lZ10%B&'()-!l`Z10%BB&'()-!a!10%BB&'()-yu-j"_@PE:y$!1
1096F10%B&'()-
Il310%CCC&'()-f31l10%B&'()-*!10%B&'()-!f(*!10%`B`B&'()-l(10%B&'()-"[9bCy$!1
10Y,10% U&'()-Y10% U&'()- 10B 10B
10B=10%B&'()-l9Z10%B&'()-7!10%B&'()-9o6a?bCy$!1 10!k!10%xUxU&'()-l10%
U&'()-!f!10%sUsU&'()-Y 10% U&'()-fSs!10% U&'()- sf10% U&'()-"\gaBbCy$!1
10!(10% U&'()-&'!10% U&'()-%g10% U&'()-l&$z10% U&'()-lY"10%
U&'()-!k!10%xUxU&'()-G Z}^<bCy$!1 !fL6 "10% U 



U&'()-l410% U&'()-l210% U&'()-F1z10% U&'()-!- "10% U U&'()-!*Z10% U
U&'()-\`>y$!1 !!fM!10% U U&'()- fM!10%X&'()-FZ10% U&'()- 10 U 10 U 10 U=10%
U&'()-l910% U&'()-\= +zX6`>y!!10%UU&'()-!f!10%sUsU&'()-!k!10%xUxU&'()-!10%
&'()-!k!10%xUxU&'()-!p!10%}U}U&'()-+IQTUVWaVK@y! 10 U 10 U 



10 U=10% U&'()-710% U&'()-l9610% U&'()-l210%
U&'()-!yf/!10%UU&'()-W~l\wU3VK@y!k,!10%??&'()-!\,!10%00&'()-!l,!10%&'()-!N,
!10%""&'()-!'!10%&'()-!'!10%&'()-bQz[<VK@y!k
1m10%&'()-@,!10%&'()-G!f@,!10%::&'()-G*y10%&'()-!p,!10%DD&'()-!\,!10%00&'()
-{}rg\=y!k@10%/&'()- 10 10 10=10%&'()-!p@&6!10%DD&'()- !@&6!10%&'()-
410%&'()-0R
aBg\=y!kY!10%&'()-!kY!10%R/R/&'()-F10%/&'()-@'!10%/&'()-lZ10%/&'()-l`G10%/&
'()- aK' a?g\=y!k!%!10%//&'()-3"Y10%/&'()-
F10%/&'()-,!10%/&'()-lm10%/&'()-!fY!10%M/M/&'()-' c
FaBg\=y!k!ll410%/&'()-l
110%/&'()-,!10%/&'()-G!k,!10%R/R/&'()-Gs*l10%/&'()-(l10%/&'()-HKLMN._=y!k!S
`!10%UU&'()- !(S`!10%UU&'()-  10/ 10/
10/=10%/&'()-7M10%/&'()-&6l10%/&'()-/KtowU3_=y!k!10%xUxU&'()-!!!10% U
U&'()-!!f!10%sUsU&'()-!!k!10%xUxU&'()-!!f!10%sUsU&'()-!!k!10%xUxU&'()-!o}[9
y!k!S!10%:/:/&'()--!N!10%5/5/&'()-- 



10 U 10 U 10 U=10% U&'()-!L6 "10%UU&'()-4 L6
"10%y&'()-4NwU3}[9y!k96!10%//&'()-G!!10%p/p/&'()--!f!10%M/M/&'()--!f!10%M/M
/&'()--!a!10%H/H/&'()--!v!10%//&'()--N8U{Y7y!!f!10%M/M/&'()-0!k!10%R/R/&'()
-0!\!10%C/C/&'()-0 10/ 10/ 10/=10%/&'()-!k96!10%R/R/&'()-GPu
!!|""zX9{Y7y!!!10%/&'()-0!k#!10%R/R/&'()-0!10%&'()-0!k!10%R/R/&'()-0!X!10%?
/?/&'()-0!f!10%M/M/&'()-0"""""0##5$${Y7y!!v!10%//&'()-2!\!10%C/C/&'()-2!c!1
0%//&'()-2!X!10%?/?/&'()-2 10/ 10/
10/=10%/&'()-$%&'I((3)wV4{Y7y!!y!10%`/`/&'()-2
!10%//&'()-2!!10%//&'()-2!k!10%R/R/&'()-2!k!10%R/R/&'()-2!a!10%H/H/&'()-23)
6)7)8)9))*5+O,~\:y!!y!@y!10%:B:B&'()-!6.y!10%0B0B&'()-!@Fm10%:B:B&'()-Fm10%
B&'()- 10/ 10/
10/=10%/&'()-O,,*-.v...zX9~\:y!!Y310%B&'()-!kf,!10%eBeB&'()-!pf,!10%jBjB&'(
)-! !10%BB&'()- !a !10%[B[B&'()-
y!10%B&'()-.c//////00{\=y!!lm10%B&'()-lZ10%B&'()- 10B 10B
10B=10%B&'()-!a7!10%[B[B&'()-!,l410%BB&'()-00011!2U2dE{\=y!!lm10%&'()-!10%B
&'()- l&10%B&'()-l3m10%B&'()-3yy'!10%B&'()-
lg10%B&'()-U222234z4~_={\=y!!!pL'!10%jBjB&'()-l 10%B&'()-y!10%B&'()-
ay!10%[[&'()-)l10%B&'()-!(lm10%"B"B&'()-z4445D5U55dE{\=y!!!p3z10%B&'()-lY11
0%B&'()-/!10%B&'()- -10%B&'()-S,g10%B&'()-l*'10%B&'()-556@6|66666dYNCy!!!p
10B 



10B 10B=10%B&'()-9Y10%B&'()-7!10%B&'()-lL610%B&'()-l410%B&'()-6g78v9:g;
4<zX6YNCy!!!!10% U
U&'()-2!f!10%sUsU&'()-2!f!10%sUsU&'()-2!k!10%xUxU&'()-2!10%
U&'()-2!\!10%iUiU&'()-24<<======1>|Z;y!!!fM!10% U&'()-!fM!10%UU&'()- 10 U
10 U 10 U=10% U&'()-!a!10%nUnU&'()-2 v!10% U U&'()-21>9>>>??AIAzX9|Z;
y!!!!10%
y&'()-Z!\!10%iUiU&'()-Z!\@!10%iUiU&'()-Z!k!10%xUxU&'()-Z!\7!10%iUiU&'()-ZYF
10% U&'()-IA)BBvCCCCCCwXMB7y!!! 10 U 10 U 10 U=10%
U&'()-!fy/!10%ss&'()-!y/!10% U U&'()-!fy/!10%sUsU&'()-!;F(10% 



U U&'()-CCDKDD$EE^<MB7y!!! 10!q,!10%&'()- !X,!10%,,&'()- !S,!10%&'()-
l,G10%&'()-310%&'()-10%&'()-E|FF9GGDHH^<MB7y!!!
10!\,S,!10%00&'()-3!a,L'!10%55&'()-4$310%&'()-f!f,!10%::&'()-Gyy10%&'()-F10
%&'()-3HHSIJ=J@JAJBJCJ}^SH=y!!! 10! 10 10
10=10%&'()-910%&'()-!,Y1!10%&'()-!t,Y1!10%HH&'()-,S,!10%&'()-3CJJJTK2LoLJM}
^?SH=y!!! 10! Ysm10% U&'()-!10% U&'()- !a!10%nUnU&'()- !\!10% U U&'()-
`,S10% U&'()-FZ10% U&'()-JMaNNLOOOOz[<SH=y!!! 10l4m10% U&'()-lF1m10%
U&'()-S,!10% U&'()- 



!yS,!10%UU&'()- !k!10%xUxU&'()-`!k!10%xUxU&'()-`OlPPPPPP'QbQ{\=y!!!
10Y,Z10%B&'()-Fm10%B&'()- 10 U 10 U 10 U=10% U&'()-!yL6!10%UU&'()-!L6!10% U
U&'()-bQQQQ+RRRdE{\=y!!! 10 10%B&'()-F10%B&'()-YZ10%B&'()-Y
Z10%B&'()-ff:!10%B&'()-Y10%B&'()-RRVSdSSSTdB{\=y!!! 10!\Y"!10%VBVB&'()-Y
10%B&'()-!10%B&'()-Yf310%B&'()-Ym10%B&'()-ss@10%B&'()-TT9UUU?VoV^?{\=y!!!
10Y410%[&'()-!f#@,!10%`B`B&'()-@,!10%&'()-!k@,!10%eBeB&'()-Y(10%B&'()-Y"!10
%B&'()-oVVVW W!W"W#WWuj_=y!!! 10!X!10%?/?/&'()-2 10B 10B
10B=10%B&'()-l910%B&'()-7!10%B&'()-!@Y410%:B:B&'()-WYYZ \\N]~\:j_=y!!!
1!t!10%//&'()-2!t!10%[/[/&'()-2!10%/&'()-2!k!10%R/R/&'()-2
!10%//&'()-2!10%/&'()-2N]Q]R]S]T]]]]k^b@y!!! 1!!f:!10% U U&'()-Y,310%
U&'()-FF10% U&'()-s10% 



U&'()- 10/ 10/ 10/=10%/&'()-k^^^J____aBb@y!!! 1!!10% U&'()-Ys10% U&'()-!10%
U&'()-!YG10% U U&'()-FM10% U&'()-F Z10% U&'()-_0`i``aQaadEb@y!!! 1!!F%m10%
U&'()-Y$m10% U&'()-F m10% U&'()-!10% U&'()- FfZ10% U&'()-YG10%
U&'()-aab7bbb^ca?b@y!!! 1!!@YF1m10%MUMU&'()-S,!10%
U&'()-3!tS,!10%UU&'()-3*@10% U&'()-Y(G10% U&'()-9'!10% U&'()-
^ccccccccYdxmb@y!!! 



1!!!l410%//&'()- 10 U 10 U 10 U=10% U&'()-710% U&'()-YL6G10% U&'()-Y410%
U&'()-YddeefffwX9mb@y!!!
@10%/&'()-,z10%/&'()-!#`Y10%//&'()-!q!10%//&'()-!y:!10%//&'()-!y:!10%//&'()
-fggghh3i}^<mb@y!!!
!y#,/!10%`/`/&'()-4,/!10%-&'()-4!1(m10%//&'()-(m10%&'()-,Y"!10%/&'()-!\,Y"!
10%C/C/&'()-3iiiiiiijk~\:y!!! !S) "10%`U`U&'()-2!N# "10%[U[U&'()-2 10/ 10/
10/=10%/&'()-@4!10%@&'()-F!p@4!10%W/W/&'()-FklmHnno>pwU3~\:y! "10% U
U&'()-2!p "10%}U}U&'()-2! "10% U U&'()-2!p 



"10%}U}U&'()-2!a "10%nUnU&'()-2!S
"10%`U`U&'()-2>pApBpCpDpqq,rr{Y7y!!N!10%HBHB&'()- !N-!10%HBHB&'()- !D
!10%>B>B&'()- !I!10%CBCB&'()-  10 U 10 U 10 U=10%
U&'()-rJsZssIt$u[u}[<{Y7y!!)!10%&'()-!f#)!10%`B`B&'()-! !10%BB&'()-m!k(
!10%eBeB&'()-m10%B&'()-Ym10%B&'()-[u:vsvvvvvvwuj_=y!!!S!10%`U`U&'()-# 10B
10B 10B=10%B&'()-l910%B&'()-)!10%B&'()-!a;
)!10%[B[B&'()-wxyz_{{x|wU3j_=y!Xy,!10%eUeU&'()-@!fy,!10%sUsU&'()-@!!10% U
U&'()-#!y!10%UU&'()-#!a!10%nUnU&'()-#!\!10%iUiU&'()-#x|}"}#}$}%}r}~~{Y7y!!X
!10%RBRB&'()- 1!l!10%BB&'()- 1!D!10%>B>B&'()- 1 10 U 10 U 10 U>10%
U&'()-!y,!10% U 



U&'()-@~ /_LzX6{Y7y!!y!10%sBsB&'()- 1!!10%BB&'()- 1!k!10%eBeB&'()-
1!f#!10%`B`B&'()- 1!10%&'()- 1!{!10%BB&'()- 1Lo)~\:y!!!D- "10%+/+/&'()-2!q
"10%//&'()-2!; "10%"/"/&'()-2 10B 10B 10B=10%B&'()-!10%B&'()-
1)d2A(wU3~\:y! "10%//&'()-2!y "10%`/`/&'()-2!y "10%`/`/&'()-2!k
"10%R/R/&'()-2! "10%//&'()-2!a "10%H/H/&'()-2 E_@y!:!10%&'()-!;
YSm10%&'()-Ym10%&'()-Ym10%&'()- 10/ 10/
10/>10%/&'()-lfdB_@y!!f,3!10%::&'()-9l10%&'()-,!10%&'()-lLG10%&'()-lm10%&'(
)-lFm10%&'()-fNaB_@y!.g10%&'()-y,F10%&'()-*10%&'()-)10%&'()-,3!10%&'()-9!\,
3!10%00&'()-95e/mpqrdE:/ 10 



10>10%&'()-910%&'()-@8!10%&'()-&310%&'()-3110%&'()-,/!10%&'()-rshD! lJE:/
10
10!f!10%M/M/&'()-1!!10%//&'()-1!\!10%C/C/&'()-1!N!10%5/5/&'()-1!@!10%//&'()
-1 10 }rg\= 10 1s-10%/&'()- 10/ 10/
10/=10%/&'()-!10%/&'()-1!t<!10%[/[/&'()-1!!10%//&'()-1x z[9g\=
10!tl"!10%[/[/&'()-l
:10%/&'()-!10%/&'()-m!!10%//&'()-m!\!10%C/C/&'()-m!S!10%:/:/&'()-m}rg\:
10!!;6$10%5P5P&'()-( 10/ 10/
10/=10%/&'()-l"!10%&'()-!yl"!10%`/`/&'()-!tl"!10%[/[/&'()- ZVzX7g\: 10
~$10%&'()-(!$10%&'()-(!$10%BB&'()-(!a$10%[*[*&'()-(!X$10%R=R=&'()-($10%6&'(
)-(V1~{Y7 10!f"10%`-`-&'()-2!S"10%M2M2&'()-2 10B 10B
10B=10%B&'()-!p,F1!10%jBjB&'()-M!k1,F1!10%eBeB&'()-MMwV4{Y7 10!"10%BB&'()-2
"10%BB&'()-2!"10%&'()-2!"10%&'()-2!p"10%jj&'()-2!a"10%[[&'()-2]`abc~_@
10!Y@10%/&'()-Y310%/&'()-Y10%/&'()- 10B 10B 



10B=10%B&'()-!"10%BB&'()-2O5j}^?~_@
10!10%/&'()-910%/&'()-l410%/&'()-lG10%/&'()-!y:!10%//&'()-3!y:!10%//&'()-3j
HedB~_@ 10!!( Y10%//&'()-S,
10%/&'()-lym10%/&'()-Y10%/&'()-l,m10%/&'()-S10%/&'()-R_z[<~_@
10!Y1m10%/&'()-f,!10%/&'()-3!yf,!10%`/`/&'()-3*l10%/&'()-!$!10%g/g/&'()-!a$
!10%H/H/&'()-"YdE:/ 10/
10/=10%/&'()-910%/&'()-,7!10%/&'()-L6T10%/&'()-4-10%/&'()-3m10%/&'()-XNnL*!
~ "10%e/e/&'()-2!y( "10%`/`/&'()-2  "10%//&'()-2 q "10%//&'()-2!Y
"10%//&'()-2!6 "10%//&'()-2 10/{Y7~!XF"10%ee&'()-0!SF"10%``&'()-0 10/ 10/
10/=10%/&'()-! "10%//&'()-2! "10%s/s/&'()-29dqUwU6{Y7~F"10%
U&'()-0!~F"10%UU&'()-0!F"10% U
U&'()-0!tF"10%UU&'()-0!fF"10%sUsU&'()-0!kF"10%xUxU&'()-06~\:~!L!10%&'()-!L!
10%&'()-!@lm10%&'()--lm10%&'()-- 10 U 10 U 10 



U>10% U&'()-}^<~\:~!!p@)!10%0d0d&'()-@ !10%&'()-G!f@
!10%&&&'()-G@!10%&'()-&!a@!10%!!&'()-&@!10%&'()-&Q478zX9.:
10=10%&'()-!SSl1!10%&'()-:!Sl1!10%&'()-:!aSl1!10%!!&'()-:@)!10%&'()-!t@)!10
%44&'()-89:n<!eC: 10!S,!10%''&'()-g!X,!10%,,&'()-g!^,!10%&'()-g
N,!10%""&'()-glG10%&'()- 10 10GwzX7C: 10
,&$!10%&'()-!,&$!10%&'()-!k,&$!10%??&'()-! Y10%&'()-S@!10%W&'()-
!S@!10%''&'()- w\_`ab}rg\: 10 !D,!10%&'()- 1 10 10
10=10%&'()-@7!10%&'()-!6410%&'()-g!,&$!10%WW&'()-W/0bwU3g\: 10!,!10%WW&'()-
1!,!10%&'()- 1!f,!10%::&'()- 1!a,!10%55&'()- 1!S,!10%''&'()- 1!^,!10%&'()-
1R~\: 10!!c,m"10%&'()-2!1,m"10%((&'()-2 10 10 10=10%&'()-,!10%&'()-
1!,!10%ee&'()- 1;zX6~\:
10!!,m"10%&'()-2!t,m"10%HH&'()-2!a#,m"10%55&'()-2,m"10%&'()-2!c,m"10%&'()-2
!D,m"10%&'()-2lk{Y7 10!!!P!10%BB&'()-!6!10%0B0B&'()- 10 10
10=10%&'()-!y,m"10%MM&'()-2!y,m"10%MM&'()-2=fwU4{Y7 10!
!10%BB&'()-!!10%BB&'()-!f!10%`B`B&'()-!f!10%`B`B&'()-!f!10%`B`B&'()-!I!10%C
BCB&'()-6g{Y7 10! !\, "10%00&'()-2!S#, "10%''&'()-2!N, "10%""&'()-2!D, 



"10%&'()-2 10B 10B 10B=10%B&'()-gnqrwU6+7 10>10%&'()-!, "10%&'()-2!~,
"10%RR&'()-2!, "10%&'()-2!t, "10%HH&'()-2!q, "10%&'()-2rst4?0 a?7
10!,!10%&'()- 1!f,!10%::&'()- 1!a,!10%55&'()- 1!N%,!10%""&'()-
1!S,!10%''&'()- 1 10 10p];0!\!10%C/C/&'()-0!N!10%5/5/&'()-0 10 10
10>10%&'()-,!10%E&'()- 1 ,!10%&'()- 1wzX6];
0!!10%o/o/&'()-0!~!10%e/e/&'()-0!k!10%R/R/&'()-0!f!10%M/M/&'()-0!10%&'()-0!
\-!10%C/C/&'()-0<~\:0!!N!10%5/5/&'()-0!@#!10%'/'/&'()-0 10/ 10/ 



10/>10%/&'()-!10%&'()-0!~2!10%e/e/&'()-0<AwU3~\:0!!10%//&'()-0!f!10%M/M/&'(
)-0!a2!10%H/H/&'()-0!!10%//&'()-0!S!10%:/:/&'()-0!N!10%5/5/&'()-0A#WZ[\]~\:
0!!v!10%BB&'()-2!\(!10%VBVB&'()-2 10/ 10/
10/=10%/&'()-!10%&'()-0!k!10%R/R/&'()-0OoxV4~\:0!!f2!10%`B`B&'()-2!`!10%BB&
'()-2!f!10%`B`B&'()-2!f!10%`B`B&'()-2!a!10%[B[B&'()-2
!10%BB&'()-25~\:0!!f!Y,!10%&'()-!;,!10%&'()-lZ10%&'()- 10B 10B
10B=10%B&'()-!y!10%sBsB&'()-2D";
wX6~\:0!!!a(,!10%55&'()-,!10%H&'()-!a,!10%55&'()-!\,!10%&'()-!Sl10%&'()-!a,
!10%55&'()-JWZ[\]Euj_=0!!!a!62,#10%  &'()- " 10 10
10>10%&'()-!~,4!10%&'()-110%&'()-,!10%&'()-EwUEgzX6j_=0!!!y,#10%MMMM&'()-
"!f,#10%:R:R&'()- "!\,#10%0j0j&'()- "!f,#10%:x:x&'()- "!S,#10%'}'}&'()-
",#10%&'()- "YzX9.=
10>10%&'()-!y@f,9$10%MM&'()-S!@f,9$10%&'()-S!p@f,9$10%DD&'()-S!\7@f,9$10%00
&'()-S*z10%&'()- 8 a?= 10!Xb!10%,,&'()-2!I#b!10%&'()-2!Ib!10%&'()-2!;
b!10%&'()-2!(b!10%&'()-2 10 10 >vyz{|wXMB7 



10 10 10
10>10%&'()-!b!10%&'()-2!pb!10%DD&'()-2!b!10%&'()-2!fb!10%::&'()-2|OjLhwU4MB
7 10
!10%BB&'()-2!!10%BB&'()-2!k!10%eBeB&'()-2!a!10%[B[B&'()-2!l!10%BB&'()-2!S!1
0%MBMB&'()-24789:$~\: 10 !c "10%//&'()- 1!6  "10%//&'()- 1!(# "10%//&'()- 1
10B 10B 10B,>10%B&'()-!10%B&'()-2$gwjwU3~\: 10! "10%//&'()- 1!p
"10%W/W/&'()- 1! "10%//&'()- 1!p "10%W/W/&'()- 1! "10%//&'()- 1!S
"10%:/:/&'()- 1jmnop2q_@
10!y:!10%/&'()-!@FfZ10%//&'()-F10%/&'()-FZ10%/&'()- 10/ 10/
10/,>10%/&'()-qM2 l }^?_@
10!Y10%/&'()-@10%/&'()-lf10%/&'()-!f!10%M/M/&'()-z!llG10%//&'()-llG10%/&'()
-l    Y!!!dE_@
10!@),10%/&'()-'!10%/&'()-L$l10%/&'()-"@10%/&'()-!10%/&'()-,F!10%/&'()-!">"
""*#c#aB_@ 10!4m10%/&'()- 



&3m10%/&'()-1T10%/&'()-!p,3.!10%//&'()-,m10%/&'()-*Y10%/&'()-c#######$$~\:
10!!  '!10%&'()-3!#l410%&'()-3 10/ 10/
10/>10%/&'()-910%/&'()-!f@6!10%//&'()-$0%&&'0(5(wX9~\:
10!S)10%&'()-@!10%&'()-!\@!10%00&'()-!X@!10%,,&'()-!N,!10%&'()-!
'!10%&'()-35(()******}rg\: 10!!1(!10%//&'()- 1 10 10
10>10%&'()-S/!10%&'()-:!tS/!10%HH&'()-:!;*m10%&'()-3*+,..?//wU3g\:
10!#!10%j/j/&'()- 1!!10%//&'()- 1!y!10%`/`/&'()- 1!a!10%H/H/&'()-
1!S!10%:/:/&'()- 1!;!10%"/"/&'()- 1/$0'0(0)0*0}0)1]1~\:
10!!D!10%>8>8&'()-!Y!10%BB&'()-!;!10%5B5B&'()- 10/ 10/
10/>10%/&'()-!10%/&'()- 1]12<23333z[9~\:
10!!yL$!10%sBsB&'()-"10%B&'()-!p!10%jBjB&'()-!X!10%RBRB&'()-!10%&'()-!N-!10
%HBHB&'()-3N44(556X6zX9~\:
10!910%B&'()-!L$!10%BB&'()-!~L$!10%xBxB&'()-L$!10%&'()-!y-L$!10%sBsB&'()-!p
L$!10%jBjB&'()-X6[6\6]6^66W7 89{Z8 10!!I@@!10%&'()-2
I@@!10%&'()-2!l@@!10%&'()-2!;@@!10%&'()-2 10B 10B
10B>10%B&'()-999::2<<<<zX9.8
10S>10%&'()-!~@@!10%>>&'()-2!@@!10%&'()-2!k@@!10%++&'()-2!\-@@!10%&'()-2@@!
10%&'()-2<<<=> >>?b@8 10!\,9!10%00&'()-!l,9!10%&'()- N,9!10%"w 



"&'()-! y,M!10%&'()-!y,M!10%&'()- 10 10?@@AA(BJBwU4@8 10
f@`3!10%:-:&'()-!,"!10%\\&'()-!t-,"!10%HH&'()-!a,"!10%55&'()-!f2,"!10%::&'(
)-!k,9!10%??&'()-JBB.C1C2C3C4CCC~_@ 10 f@`-10%&'()-l@Z10%&'()- 10 10
10@>10%&'()-910%&'()-!@`3!10%&'()-CC6DDD EGEdE~_@ 10
f@`@,!10%&'()-@10%&'()-s10%&'()-Y10%&'()-:!10%&'()-F
F10%&'()-GEF.FdFGG1HaB~_@ 10
f@`,10%&'()-!a@'!10%!!&'()-G"m10%&'()-4&!T10%&'()-@lf10%&'()-l10%&'()-1HrHH
HI>I{IdE~_@ 10 f@`SS8!10%&'()-6S10%&'()-5
10%&'()-`3Z10%&'()-1Z10%&'()-@0!10%&'()-{IIIIII"JJwK~\: 10
f!N,!10%5/5/&'()-(!l,!10%//&'()-(!I,!10%0/0/&'()-( 10 10
10S>10%&'()-:m10%&'()-wKLMMOO@P}[9~\: 10
!,1!10%//&'()-&!f(,1!10%M/M/&'()-&,!10%/&'()-(!a2,!10%H/H/&'()-(,!10%+&'()-
(!,!10%//&'()-(@PCPDPEPFPQPR6SS~\: 10
!!f@!10%M/M/&'()-0!a@!10%H/H/&'()-0@!10%/&'()-0!@@!10%'/'/&'()-0 10/ 10/
10/@>10%/&'()-S]T:UdUTVWVXVYVZVz[PE: 10 ! 10/ 10/ 



10/@>10%/&'()-!@!10%//&'()-0@!10%p&'()-0!k@!10%R/R/&'()-0!@!10%//&'()-0ZV;
WiWNXX^YZzX9PE: 10 ,!10%/&'()-@ !a-,!10%H/H/&'()-@ !f,!10%M/M/&'()-@
!N,!10%5/5/&'()-@ ,!10%&'()-@ !I,!10%0/0/&'()-@ Zu[[[ \w\\^?PE: 10 ,5
"10%/&'()-3!f,5
"10%M/M/&'()-3L3S10%/&'()-1S10%/&'()-,S)!10%/&'()-!a,S)!10%H/H/&'()-\\\\\]]
^^{Y7 10 !p,!10%DD&'()-2!\,!10%00&'()-2!l,!10%&'()-2!X,!10%,,&'()-2 10/ 10/
10/@>10%/&'()-^_`akbcLcxW5{Y7 10 !,!10%ee&'()-2 ,!10%&'()-2
,!10%ee&'()-2!,!10%\\&'()-2!t2,!10%HH&'()-2!,!10%&'()-2LcOcPcQcRccccd_= 10
!!fM!10%&'()-!fM!10%&'()-F10%&'()-F10%&'()- 10 10
10,>10%&'()-de5ef@f)gg}[9_= 10
!!aS!3"10%&'()-!aS!3"10%&'()-S!10%&'()-s!aS!10%&'()-sS!10%&'()-s!SS!10%&'()
-sg\iiiiiiilj~_@ 10 !!a310%B&'()-3L@10%B&'()- 10 10
10>10%&'()-S!3"10%&'()-!S!3"10%&'()-ljujRkllsmm{Y:~_@ 10
!!!10%B&'()-t!h!10%BB&'()-t S!10%MM&'()-t!aY!10%[B[B&'()- !IY!10%CBCB&'()-
S10%B&'()-mm`nnOooooz[<1@ 1
10B,>10%B&'()-,*!10%B&'()-@!k,*!10%eBeB&'()-@!f,*!10%`B`B&'()-@!\2,*!10%VBV
B&'()-@S)10%B&'()-ooooop8qmqfD@ 1 



10B!S`!10%::&'()- yM!10%//&'()- !yM!10%//&'()-  yM!10%&'()- YZ10%/&'()- 10B
10Bmqq_rrWst|uwX6D@ 1
10!f,1!10%M/M/&'()-9L$!10%/&'()-M!k#L$!10%R/R/&'()-M!X`!10%?/?/&'()-!\`!10%
C/C/&'()-!\`!10%C/C/&'()-|uuuuuuvwx{Y7 1 10!!a "10%[B[B&'()-2!h
"10%BB&'()-2!N "10%HBHB&'()-2 10/ 10/
10/>10%/&'()-!f,1!10%M/M/&'()-9xdyzz{&||xV4{Y7 1 1! "10%BB&'()-2!~(
"10%xBxB&'()-2  "10%BB&'()-2! "10%}B}B&'()-2!t "10%nBnB&'()-2!k
"10%eBeB&'()-2|||||}q~~{\: 1 1!!q, "10%&'()-2, "10%&'()-2!^, "10%&'()-2!@,
"10%&'()-2 10B 10B 10B,>10%B&'()-rwU3{\: 1 !, 



"10%jj&'()-2!, "10%&'()-2!, "10%\\&'()-2!, "10%&'()-2!y, "10%MM&'()-2!k,
"10%??&'()-2f{Y7 1 !!@!10%&'()- 1!\@!10%&'()- 1!S@!10%&'()- 1!I@!10%&'()- 1
10 10 10,>l10%&'()-wX9.7 10>F10%&'()-@!10%&'()- 1!@!10%CC&'()-
1!@!10%QQ&'()- 1!y@!10%99&'()- 1!y@!10%99&'()- 1dB7
10!N`!10%HBHB&'()-l!`!10%BB&'()-lFz10%B&'()-!%f!10%BB&'()- !#f!10%BB&'()-
10 10'=zY7B7 10!\21!10%VBVB&'()- S1!10%M&M&'()-!,!10%BB&'()-G
k,!10%ee&'()-G `!10%BB&'()-l X`!10%BB&'()-lTXYZ[2={Y7
10!f,!10%::&'()-2!X,!10%,,&'()-2!S(,!10%''&'()-2 10B 10B
10B>Z10%B&'()-!a1!10%[B[B&'()-=bxV4{Y7 10!,!10%WW&'()-2!,!10%&'()-2!k;
,!10%??&'()-2 f,!10%&'()-2!,!10%&'()-2!\,!10%00&'()-2bH{Y7
10!!l!10%BB&'()-2!I%!10%CBCB&'()-2!N!10%HBHB&'()-2 10 10 



10,>Z10%&'()-!,!10%\\&'()-2#zX6{Y7
10!!t!10%nBnB&'()-2!t$!10%nBnB&'()-2!p!10%jBjB&'()-2!\(!10%VBVB&'()-2!10%&'
()-2!a!10%[B[B&'()-2GKLMN~\: 10!!!\ S "10%C/C/&'()--!\S
"10%C/C/&'()--Y310%/&'()-f 10B 10B 10B>Z10%B&'()-!~!10%xBxB&'()-2:3|wU3~\:
10!S "10%//&'()--!S "10%s/s/&'()--!S "10%o/o/&'()--!S "10%//&'()--!fS
"10%M/M/&'()--!qS "10%//&'()--|;_= 10!!y`!10%&'()-!lSm10%&'()-l
10%&'()-Ym10%&'()- 10/ 10/ 10/>G10%/&'()-iuZyW8_= 10!, "10%U&'()-!k,
"10%??&'()-!{, "10%&'()-!X, "10%,,&'()-!q, 



"10%&'()- S, "10%''&'()-m~\:_= 10!!aS&3!10%5,5,&'()-!S&3!10%&'()-
\S&3!10%020&'()-l110%&'()-, "10%&'()-!y-, "10%MM&'()-x!{Y7 10!! "10%BB&'()-
1!t "10%nBnB&'()- 1!S "10%MBMB&'()- 1!I "10%CC&'()- 1 10 10
10>m10%&'()-!<wU6+7 10B>Z10%B&'()-! "10%BB&'()- 1! "10%BB&'()- 1!
"10%BB&'()- 1! "10%BB&'()- 1!y "10%sBsB&'()- 1 !8gH7
10B>Z10%F10%&'()-lZ10%&'()-'!10%&'()-!DYyZ10%&'()-!(l,410%&'()-z 10B
10B^?H7 10B":10%&'()-!X@l!10%,,&'()-
10%&'()-Y10%&'()-!X,,!10%,,&'()-4l10%&'()->aBH7
10BF.m10%&'()-,Z10%&'()-*m10%&'()-!t,'!10%HH&'()-&310%&'()-`$,10%&'()->u5td
EH7
10BSS8!10%&'()-610%&'()-4Z10%&'()-L3S10%&'()-110%&'()-@/!10%&'()-t~\=0B!10%
B&'()-!S!10%MBMB&'()-!I!10%CBCB&'()- 10 10
10@>F10%&'()-9F10%&'()-:S`NxV7~\=0B%!10%B&'()-F!~%!10%xBxB&'()-F!%!10%}B}B&
'()-F!k%!10%eBeB&'()-F p%!10%jP j&'()-F)!~#!10%xBxB&'()-Sp{Y70B!k
"10%eBeB&'()-m!fs!10%BB&'()-! fs!10%BB&'()-!fs!10%BB&'()- 10B 10B
10B,>Z10%B&'()-pswxyz({peZ80B!!I S@!10%&'()-1 10B 



10B 10B>Y10%B&'()-! "10%}B}B&'()-m  "10%BB&'()-m!y
"10%sBsB&'()-m(b$wU3eZ80!IS@!10%&'()-1!;
S@!10%&'()-1!S@!10%&'()-1!#S@!10%&'()-1!S@!10%&'()-1!NS@!10%&'()-1"{\=0!IF
10%&'()- , 10%&'()- 10 10
10@>F10%&'()-!S@!10%&'()-1!IS@!10%&'()-1"SJ}[9{\=0!I!@!10%&'()-!NM@!10%""&'
()-!a,s!10%&'()-y![&Y10%//&'()-ft10%&'()-F 10%&'()-J8zY:/= 10,>Z10%&'()-
,s$!10%&'()-!,s$!10%&'()-!t,s$!10%HH&'()-!p,s$!10%&'()-!m10%&'()-f Ka?=
10!,f!10%pp&'()-!,  !10%&'()-!I,  !10%&'()-!,  !10%&'()-![YG10%&'()-Z 10
109OwX6?=
10!k[S0!10%??&'()-S0!10%&'()-!V,f!10%\\&'()-!y,f!10%&'()-!p[,f!10%DD&'()-!f
,f!10%&'()-O{Y7 10!! fs!10%BB&'()-t!fs!10%BB&'()-t 10 10
10@>Y10%&'()-!kf4!10%??&'()-!\f4!10%00&'()-)j1JwU3{Y7
1!\/!10%VBVB&'()-!y!10%sBsB&'()-!tW!10%nBnB&'()-!t!10%nn&'()-!!10%BB&'()-!a
!10%[B[B&'()-J*d~_@ 



1!\/l  Z10%/&'()-Y310%/&'()-Y,Z10%/&'()- 10B 10B
10B=Z10%B&'()-!t/!10%nBnB&'()-dxd~\=~_@ 1!\Y "10%/&'()-!a,!10%//&'()- y
10%/&'()- a!10%//&'()- !\!10%C/C/&'()- !10%J&'()- V}^<~_@
1!\!V9310%//&'()-1 10%/&'()-,/!10%/&'()-!*m10%//&'()-z!D%!10%//&'()-
`$10%/&'()-Vg"wlaB 1!\!Y,m10%&'()- 10/ 10/
10/,>G10%/&'()-9m10%/&'()-,6!10%/&'()- k,6!10%RR&'()-"G`wU3laB
1!I@!10%&'()-!k@!10%++&'()-!k@!10%&'()-!,@3 !10%&'()-@!D@3 !10%&'()-@!@3
!10%&'()-@`>wXMB7 1! 10 10
10S>Z10%&'()-!tS,!10%44&'()-S!S,!10%&'()-S!aS,!10%!!&'()-S!fS,!10%&&&'()-SI
_(<}[9MB7 



1! !f!10%M/M/&'()- !S!10%:/:/&'()- ![yF M!10%//&'()-!yF
M!10%//&'()-Y10%/&'()-Y@Z10%/&'()-<zX6MB7 1!!f, +!10%MM&'()-
!a,&!!10%H/H/&'()-!,&!!10%//&'()-!\,&!!10%C/C/&'()-,10%/&'()-!k!10%R/R/&'()
- Fbeijz[<17  10/S>Z10%/&'()-@S810%/&'()-610%/&'()-!p, +!10%W/W/&'()- !t,
+!10%[[&'()- !, +!10%//&'()- jkl_ #dB7
10/!X,!10%?/?/&'()-@10%/&'()-!?y,M!10%//&'()-T!;
y,M!10%//&'()-T!y,M!10%//&'()-T 10/ 10/kdxV7,7
10/S>Z10%/&'()-!pS6!10%//&'()-!,!10%o/o/&'()-
,!10%//&'()-!,!10%//&'()-!a,!10%H/H/&'()-G|mN7
10/S>Z10%/F@10%B&'()-fM!10%B&'()-F3 m10%B&'()-  10%B&'()-3,m10%B&'()- 10/
10/3laBN7 10/l m10%B&'()-lym10%B&'()-  10%B&'()-@ 



10%B&'()-YG10%B&'()-!QY9m10%BB&'()-l&bwdEN7
10/'!10%f&'()-F&Y10%B&'()-`$F10%B&'()-"10%B&'()-`10%B&'()-l10%B&'()-w"F{aBN
7
10/,510%B&'()-110%B&'()-,0!10%B&'()-Y.@10%B&'()-,10%B&'()-!tM'!10%nBnB&'()-
F(dxmbC10/,Y10%&'()- 10B 10B 10BS>Z10%B&'()-:10%B&'()-@S8!10%B&'()-
6310%B&'()-^}]{Y7mbC10/!\MSf!10%&'()-&!SS&!10%&'()-!NRS&!10%&'()- 3
L!10%&'()-3)!3
L!10%&'()-310%&'()-ujzX6mbC10/!f@)!10%&'()-!tf@)!10%!!&'()-!fVf@)!10%&'()-S
'10%&'()-!LL$m10%&'()-!Sf!10%&'()-&Rm_=10/!!  9!10%&'()- !  9!10%&'()-
f10%&'()-F10%&'()- 10 10 10,>Y10%&'()-%,_yW5_=10/!@&!10%&'()-
"!a@&!10%!!&'()- "!fM@&!10%&&&'()- "!\@&!10%&'()- "!@&!10%&'()- "
S@&!10%S&'()-
"z[<_=10/!910%&'()-f4!10%&'()-F!ff4!10%&&&'()-F!H@&!10%LL&'()- "@&!10%&'()-
"!~M@&!10%>>&'()- "%bC10/!l10%&'()-:!10%&'()-Ym10%&'()-   10%&'()- 10 



10
10,>F10%&'()-z[<bC10/!!`10%&'()-@!10%&'()-Y!XH@!10%,,&'()-Y!N@!10%""&'()-Y,
!10%&'()-4!N,!10%""&'()-4W$!zzX6bC10/!!af4!10%55&'()-!tDS,!10%HH&'()-S,!10%
&'()-!p>S,!10%DD&'()-!@"!10%&'()-&!fH@"!10%::&'()-&z{Y:10/!!g10%/&'()-!y`!1
0%//&'()-@!y`!10%//&'()-@ 10 10
10@>Y10%&'()-!pf4!10%DD&'()-ri}^<{Y:10/!!!V" "10%j/j/&'()- " "10%z&'()- !~"
"10%e/e/&'()- !,F!10%//&'()-,F!10%&'()-Sl10%/&'()-F0[wU6+:
10/,>Z10%/&'()-!t@6!10%[/[/&'()-Z!p@6!10%W+W+&'()-Z!M" "10%//&'()- !"
"10%}B}B&'()- !" "10%//&'()- '^ ~aB:
10/,,l10%/&'()-!!10%//&'()-!N!10%5/5/&'()-!!10%//&'()-!;!10%"/"/&'()- 10/
10/S-  wU6+: 10/@>Y10%/&'()-!,! "10%//&'()-!,! "10%j/j/&'()-!y[,!
"10%`/`/&'()-!t,! "10%[/[/&'()-!\,! "10%C/C/&'()-jUXgH:
10/@>Y10%@10%&'()-!Ql10%&'()-Fl10%&'()-M!10%&'()-!?M!10%&'()- 10/
10/Xs:C}[<H: 10/@'10%&'()-!d"10%&'()- "10%&'()-
!k@!10%++&'()-3!a@!10%&'()-3Y10%&'()-3C:w{|}~wXMB70/ 10 10
10,>Z10%&'()-!pS4!10%00&'()-!pS4!10%00&'()-!Q1m10%&'()-!S@)
"10%&'()-~+/zX6MB70/!S@!10%''&'()-!p,  



!10%DD&'()-s!,  !10%&'()-s!\,  !10%00&'()-s!S,
!10%&'()-slZ10%&'()-G/e*./{Y:/7 10,>Y10%&'()-!S, "10%&'()-`!fS,
"10%::&'()-` S, "10%M&'()-`!C@)Z10%&'()-@!10%&'()-/01G)$a?7
10!aW,!10%55&'()-!\,!10%00&'()-!N,!10%""&'()-!,!10%&'()-!I,!10%&'()- 10
10$K9?z[9?7
10!pQS4F"10%DD&'()-Fs310%&'()-!y@/!10%MM&'()-!y,"!10%MM&'()-!y,"!10%MM&'()-
,!10%&'()-. 8  b@ 10!p!DMS!10%+/+/&'()-9Y10%/&'()-YZ10%/&'()- 10 10
10,>Y10%&'()-S4F"10%&'()-F !!""##zX9b@
10>Z10%/&'()-!aRS!10%H/H/&'()-9S!10%c
&'()-9!XS!10%?/?/&'()-9!NRS!10%5/5/&'()-9!N S!10%5/5/&'()-9 Normal"
"Heading 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c"
"Heading 63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A "Default
Paragraph FontO &=-3&:@GNT[>bho]v|;9EV)VM8&,3:@BGM"TSZ`fCms$zrb9as\\{ 9o
')-]393@FEMYSYQ`flryZM yk}0 $&(*,.02468:<>@BDFHJLNPRTVXZ\^`bdfhjlnprtvxz|~
"j,WzePFs}'0#3ERQaZs2 3HRcu!Kbd# !"#$%&'()*+,-./0123456789:;$
{i"9$')g.=269%=@CFJPvRcWY^qa9ehkpsXyF|B-/Yt'rP^jwI 0%dD} WBM*u"9\+W '
oN"$3)O,.0U2z4564<1>IACEHCJJMObQRToVWN]k^_a^cYdf3ik>pr[uwx|~L)fr Vj8wgr<AE
|$jql
!c#$5(*/]13X69<?JBCGE1H{IwK@PSZVZ\^Lcdgljmomq|ux|=b|!>tp("JOJdV"`<jlwzXC~//
$ #<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~  



!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstu6Times New
RomanArialCourier New"h Root EntryWordDocument
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~ 










