
SECURITY USING A SMARTCARD Technical Field The present
invention relates generally to the use of integrated
circuit cards, or "smartcards," for commercial
transactions and, more particularly, to methods and
system for using biometrics with a smartcard in the
context of a distributed transaction system.
Background Art and Technical Problems The term
"smartcard" refers generally to wallet-sized or
smaller cards incorporating a microprocessor or
microcontroller to store and manage data within the
card. More complex than magnetic-stripe and
stored-value cards, smartcards may be characterized by
sophisticated memory management and security features.
A typical smartcard may include a microcontroller
embedded within the card plastic which may be
electrically connected to an array of external
contacts provided on the card exterior. A smartcard
microcontroller generally may include an
electricallyerasable and programmable read only memory
(EEPROM) for storing user data, random access memory
(RAM) for scratch storage, and read only memory (ROM)
for storing the card operating system. Relatively
simple microcontrollers may be adequate to control
these functions. Thus, it may be not unusual for
smartcards to utilize 8-bit, 5 MHZ microcontrollers
with about 8K of EEPROM memory (for example, the
Motorola 6805 or Intel 8051 microcontrollers). A
number of standards have been developed to address
general aspects of integrated circuit cards, e.g.: ISO
7816-1 , Part 1: Physical characteristics (1987); ISO
7816-2, Part 2: Dimensions and location of the
contacts (1988); ISO 7816-3, Part 3: Electronic
signals and transmission protocols (1989, Amd.1 1992,
Amd. 2 1994); ISO 7816-4, Part 4 : Inter-industry
commands for interchange (1995); ISO 7816-5, Part 5:
Numbering system and registration procedure for
application identifiers (1994, Amd. 1 1995); ISO/IEC
DIS 7816-6, Inter-industry data elements (1995);
ISO/IEC WD 7816-7, Part 7: Enhanced inter-industry
commands (1995); and ISO/IEC WD 7816-8, Part 8:
Inter-industry security architecture (1995). These
standards may be hereby incorporated by reference.
Furthermore, general information regarding magnetic
stripe cards and chip cards may be found in anumber of
standard text'sreTg , Zoreda & Oton, SMART CARDS
(1994), and Rankl & Effing, SMART CARD HANDBOOK
(1997), the contents of which may be hereby
incorporated by reference. While some smartcard
systems have streamlined the transaction process and
provided a system for managing more information,
smartcard technology has still not adequately
addressed some of the authentication issues related to
transactions. Moreover, while biometric technology
exists with respect to certain access systems and
limited financial systems, the use of biometric
security in association with smartcards remains
underdeveloped and scarce. As such, a need exists to
integrate biometric technology advances with smartcard
technology. Additionally, despite advances in
information technology and process streamlining with
respect to travel arrangements, the modern traveler
may be often subjected to unnecessary delays, petty
inconveniences, and oppressive paperwork. These travel
burdens may be most evident in the airline, hotel, and
rental car industries, where arranging and paying for
services and accommodations may involve significant
time delays due to miscommunication, poor
record-keeping, and a host of other administrative
inefficiencies. As such, a need also exists to expand
the use of smartcards into travel-related
applications. Summary of the Invention The smartcard
system is configured with a biometric security system.
The biometric security system includes a smartcard and
a reader communicating with the system. The biometric
security system also includes a biometric sensor that
detects biometric samples and a device for verifying
biometric samples. In yet another embodiment, the
present invention discloses methods for proffering and
processing biometric samples to facilitate
authorization of transactions. The present invention
may provide methods and apparatus for a smartcard
system which securely and conveniently integrates
important travel-related applications with biometric
security, thereby overcoming the limitations of the
prior art. In accordance with one aspect of the
present invention, a smartcard system may comprise a
cardholder identification application and various
additional applications useful in particular travel
contexts; for example, airline, hotel, rental car, and
payment-related applications. In accordance with
another aspect of the presentinvention, a smartcard "
system further may comprise space and security
features within specific applications which provide
partnering organizations the ability to construct
custom and secure file structures. In accordance with
one aspect of the present invention, a dynamic
smartcard synchronization system comprises access
points configured to initiate a transaction in
conjunction with a smartcard, an enterprise data
collection unit, and a card object database update
system, along with a biometric security system. An
exemplary dynamic synchronization system (DSS)
preferably comprises various smartcard 



access points, a secure support client server, a card
object database update system (CODUS), one or more
enterprise data synchronization interfaces (EDSI), an
update logic system, one or more enterprise data
collection units (EDCUs), and one or more smartcard
access points configured to interoperably accept and
interface with smartcards. In an exemplary embodiment,
DSS comprises a personalization system and an account
maintenance system configured to communicate with
CODUS. In accordance with a further aspect of the
present invention, personalization of multi-function
smartcards is accomplished using a biometric security
system and a security server configured to generate
and/or retrieve cryptographic key information from
multiple enterprise key systems during the final phase
of the smartcard issuance process. These features and
other advantages of the system and method, as well as
the structure and operation of various exemplary
embodiments of the system and method, are described
below. Brief Description of the Drawing Figures The
present invention may hereinafter be described in
conjunction with the appended drawing figures, wherein
like numerals denote like elements, and: FIG. 1
illustrates an exemplary smartcard apparatus; FIG. 2
is a schematic diagram of an exemplary smartcard
integrated circuit, showing various functional blocks;
FIG. 3 is an exemplary diagram of files and
directories arranged in a typical tree structure;"FlG.
' "se s"""frtFi" an"" exemplary database structure in
accordance with an exemplary embodiment of the present
invention; FIG. 5 sets forth an exemplary cardholder
ID data structure in accordance with the present
invention; FIG. 6 sets forth an exemplary payment
system data structure in accordance with the present
invention; FIG. 7 sets forth an exemplary airline data
structure in accordance with the present invention;
FIG. 8 sets forth an exemplary rental car data
structure in accordance with the present invention;
FIG. 9 sets forth an exemplary hotel system data
structure in accordance with the present invention;
FIG. 10 illustrates an exemplary distributed
transaction system useful in practicing the present
invention; FIG. 11 is a schematic overview of an
exemplary dynamic synchronization system in accordance
with various aspects of the present invention; FIG. 12
is a schematic overview of an exemplary secure support
client server; FIG. 13 is a schematic overview of an
exemplary enterprise data synchronization interface;
FIG. 14 is a schematic overview of an exemplary update
logic system; FIG. 15 is a schematic overview of an
exemplary enterprise data collection unit; FIG. 16 is
a schematic overview of an exemplary card object
database update system (CODUS); FIG. 17 is a flowchart
depicting an exemplary method for synchronizing
pending transaction information; FIG. 18 is a
flowchart depicting an exemplary method for
synchronizing update transaction information; FIG. 19
is a schematic overview of an exemplary
personalization system; FIG. 20 is a flowchart
depicting an exemplary method of smartcard
personalization;"""' FIo. data structure suitable for
use in a travel context; FIG. 22 is another schematic
illustration of an exemplary smartcard in accordance
with the present invention; FIG. 23 is a depiction of
an exemplary biometrics process in accordance with the
present invention; FIG. 24 is a schematic illustration
of an exemplary smartcard biometric system in
accordance with the present invention; FIG. 25 is a
schematic illustration of an exemplary smartcard
reader in accordance with the present invention; FIG.
26 is an exemplary depiction of a Track 2 layout in
accordance with the present invention; and FIG. 27 is
an exemplary depiction of another Track 2 layout in
accordance with the present invention. Detailed
Description of Exemplary Embodiments Referring now to
FIGs. 1 and 2, an exemplary smartcard system suitable
for 



practicing the present invention may now be described.
A smartcard 100 generally may comprise a card body 102
having a communication region 108 for providing
contact or non-contact communication between an
external device (e.g., a card reader) and an
integrated circuit 110 encapsulated within card body
102. Communication region 108 preferably may comprise
six conductive pads 106 whose placement and size
conform to ISO7816-2. More particularly, a
communication region 108 in conformance with
ISO-7816-2 preferably may comprise VCC contact 106(a)
(power supply), RST contact 106(b) (reset), CLK
contact 106(c) (external clock), GND Contact 106(d)
(ground), VPP contact 106(e) (programming voltage),
and I/O contact 106(f) (data line). VCC 106(a) may
suitably provide power to IC 110 (typically 5.0 V +/-
10%). CLK 106(c) may be suitably used to provide an
external clock source which acts as a data
transmission reference. RST 106(b) may be suitably
used to transmit a reset signal to IC 110 during the
booting sequence. VPP contact 106(e) may be used for
programming of EEPROM 212 in IC 110. As may be known
in the art, however, this contact may be generally not
used since modern ICs typically incorporate a
chargeprogramming which takes its power from the
supply voltage (VCC 106(a)). I/O 106(f) may suitably
provide a line for serial data communication with an
external device, and GND 106(d) may be suitably used
to provide a ground reference. Encapsulated integrated
circuit 110 may be configured to communicate
electrically with contacts 106 via any number of known
packaging techniques, including, for example,
thermosonically-bonded gold wires, tape automated
bonding (TAB), and the like. While an exemplary
smartcard is discussed above in the context of a
plurality of external contacts, it may be appreciated
that contactless cards may also be utilized to
practice this invention. That is, non-contact
communication methods may be employed using such
techniques as capacitive coupling, inductive coupling,
and the like. As may be known in the art, capacitive
coupling involves incorporating capacitive plates into
the card body such that data transfer with a card
reader may be provided through symmetric pairs of
coupled surfaces, wherein capacitance values may be
typically 10-50 picofarads, and the working range may
be typically less than one millimeter. Inductive
coupling may employ coupling elements, or conductive
loops, disposed in a weakly-coupled transformer
configuration employing phase, frequency, or amplitude
modulation. In this regard, it may be appreciated that
the location of communication region 108 disposed on
or within card 100 may vary depending on card
configuration. For additional information regarding
non-contact techniques, see, for example, contactless
card standards ISO/IEC 10536 and ISO/IEC 14443, which
are hereby incorporated by reference. Smartcard body
102 may be preferably manufactured from a sufficiently
rigid material which may be resistant to various
environmental factors, e.g., physical deterioration,
thermal extremes, and ESD (electrostatic discharge).
Materials suitable in the context of the present
invention may include, for example, PVC (polyvinyl
chloride), ABS (acrylonitrile-butadiene-styrol), PET
(polyethylene terephthalate), or the like. In an
exemplary embodiment, chip card 100 may conform to the
mechanical requirements set forth in ISO 7810, 7813,
and 7816. Body 102 may comprise a variety of shapes,
for example, the rectangular ID-1 , ID- 00, or ID-OOO
dimensions set forth in ISO-7810. In an exemplary
embodiment, body 102 may be roughly the size and shape
of a common credit card and substantially conforms to
the ID-1 specification.Referring now to FfG. 2, IC 110
preferably may comprise regions for Random Access
Memory (RAM) 216, Read-Only Memory (ROM) 214, Central
Processing Unit (CPU) 202, data bus 210, Input/Output
(I/O) 208 and Electrically-Erasable and Programmable
Read Only Memory (EEPROM) 212. RAM 216 may comprise
volatile memory which may be used by the card
primarily for scratch memory, e.g., to store
intermediate calculation results and data encryption
processes. RAM 216 preferably may comprise at least
256 bytes. EEPROM 212 may provide a non-volatile
memory region which may be erasable and rewritable
electrically, and which may be used to store, inter
alia, user data, system data a smartcard identifier
and application files. In the context of the present
invention, EEPROM 212 may be suitably used to store a
plurality of files related to cardholder information,
including general cardholder information, payment
information and/or other transaction information. In
one exemplary embodiment in accordance with the
present invention, EEPROM 212 may be suitably used to
store travel-related information (discussed in greater
detail below in conjunction with Fig. 3). EEPROM 212
preferably may comprise at least 8K bytes. A smartcard
identifier, as used herein, may include any account
number, Card Production Life Cycle (CPLC) data, and/or
identifier for an account (e.g., credit, charge debit,
checking, savings, reward, loyalty, travel or the
like) which may be maintained by a transaction account
provider (e.g., payment authorization center) and
which may be used to complete a transaction. The
smartcard identifier may include financial transaction
information, CPLC data, and or other information, 



such as, for example, a passport number, a driver's
license number, a social security number, and/or any
other indicator used to facilitate identification,
access and/or any other type of transaction. A typical
account number (e.g., account data) may be correlated
to a credit or debit account, loyalty account, travel
or rewards account maintained and serviced by such
entities as American Express, Visa and/or MasterCard
or the like. For ease in understanding, the present
invention may be described with respect to a credit
card account. However, it should be noted that the
invention may be not so limited and other accounts
permitting an exchange of goods and services for an
account data value may be contemplated to be within
the scope of the present invention.In adclito", tFie
accounfnumber (e.g., account data) may be associated
with any device, code, or other identifier/indicia
suitably configured to allow the consumer to interact
or communicate with the system, such as, for example,
authorization/access code, personal identification
number (PIN), Internet code, digital certificate,
biometric data, and/or other identification indicia.
The account number may be optionally located on a
rewards card, charge card, credit card, debit card,
prepaid card, telephone card, smart card, magnetic
stripe card, bar code card, and/or the like. The
account number may be distributed and stored in any
form of plastic, electronic, magnetic, and/or optical
device capable of transmitting or downloading data to
a second device. A customer account number may be, for
example, a sixteen-digit credit card number, although
each credit provider has its own numbering system,
such as the fifteen-digit numbering system used by
American Express. Each company's credit card numbers
comply with that company's standardized format such
that the company using a sixteen-digit format will
generally use four spaced sets of numbers, as
represented by the number "0000 0000 0000 0000". In a
typical example, the first five to seven digits are
reserved for processing purposes and identify the
issuing bank, card type and etc. In this example, the
last sixteenth digit may be used as a sum check for
the sixteendigit number. The intermediary eight-to-ten
digits are used to uniquely identify the customer. The
account number stored as Track 1 and Track 2 data as
defined in ISO/IEC 7813, and further may be made
unique to smart card 102. Track 1 and Track 2 data may
be described in more detail below. In an exemplary
embodiment, CPU 202 may implement the instruction set
stored in ROM 202, handles memory management (i.e.,
RAM 216 and EEPROM 212), and coordinates input/output
activities (i.e., I/O 208). ROM 214 preferably
contains, or may be "masked" with, the smart card
operating system (SCOS). That is, the SCOS may be
preferably implemented as hard-wired logic in ROM 214
using standard mask design and semiconductor
processing methods well known in the art (e.g.,
photolithography, diffusion, oxidation, ion
implantation, etc.). Accordingly, ROM 214 cannot
generally be altered after fabrication. The purpose of
such an implementation may be to take advantage of the
fast access times provided by masked ROMs. ROM 214
suitably may comprise about 4K-20K bytes of memory,
preferably at least 16K bytes. In thisregafc , lt may
"be"appreciate9 " Hat alternate memory devices may be
used in place of ROM 214. Indeed, as semiconductor
technology progresses, it may be advantageous to
employ more compact forms of memory, for example,
flash- EEPROMs. The SCOS controls information flow to
and from the card, and more particularly facilitates
storage and retrieval of data stored within EEPROM
212. As with any operating system, the SCOS may
operate according to a well-defined command set. In
this regard, a variety of known smart card operating
systems may be suitable for the purpose of this
invention, for example, IBM's Multi-Function Card
(MFC) Operating System 3.51 , the specification of
which is hereby incorporated by reference. While the
IBM MFC operating system may employ the standard tree
structure of files and directories substantially in
accordance with ISO 781 6-4 (as detailed below), it
may be appreciated by those skilled in the art that
other operating system models would be equally
suitable for implementation of the present invention.
Moreover, it may be advantageous to allow certain
aspects of operating system functionality to exist
outside the card, i.e., in the form of blocks of
executable code which may be downloaded and executed
by the smartcard during a transaction (for example,
Java applets, ActiveX objects, and the like). Given
the general characteristics of smartcard 100 as
outlined above, it may be apparent that a wide range
of microcontrollers and contact-based smartcard
products known in the art may be used to implement
various embodiments of the present invention. Suitable
smartcards may include, for example, the model
ST16SF48 card, manufactured by SGS-Thomson
Microelectronics, which incorporates a Motorola 6805
microcontroller with 16K ROM, 8K EEPROM, and 384 bytes
of RAM. It may be appreciated, however, that
particular embodiments of the present invention might
require more advanced microcontrollers with greater
EEPROM capacity (i.e., in the range of about 12-1 6K).
Such systems may be well known in the art. 



In accordance with another exemplary embodiment, the
smartcard identifier and/or any other account number
or data may be stored in magnetic stripe format. For
example, where the account number may be in magnetic
stripe format, the account number portions are
governed by the International Standards Organization
ISO/IEC 781 1, et al. standard, which are hereby
incorporated by reference. TheStandard "requires trie
friagnel c""stripe information to be encoded in three
"tracks" (i.e., track 1, track 2, and track 3). Data
stored in track 1 may be typically used to verify the
user's identity. Track 1 may be reserved for encoding
the transaction account identifier, the name of the
accountholder and at least the expiration date of the
transaction account or the transaction device. The
information encoded in track 1 may be alpha-numeric
and may be encoded at about 7 Bits/Character. In an
exemplary layout of the data stored in track 1, track
1 may be segmented into several distinct predetermined
portions (e.g., "fields") for encoding the various
account identifying information. The following table
may be useful for determining the field definitions of
the information provided. Table of Field Codes for
Track 1 SS=Start Sentinel "%" FC=Format Code
PAN=Primary Acct. # (19 digits max) FS=Field Separator
"L" Name=26 alphanumeric characters max. Additional
Data=Expiration Date, offset, encrypted PIN, etc.
ES=End Sentinel "?" LRC=Longitudinal Redundancy Check
Table 1. Track 2 may be the track most commonly used
by the American Banking Association associated banking
institutions. Track 2 may be typically reserved for a
duplicate version of the transaction account
identifier and the expiration date of the transaction
account or the transaction device stored in track 1.
In addition, track 2 may include an encrypted Personal
Identification Code, and other discretionary data.
However, the data in track 2 may be encoded at a lower
Bit per Character density than the data encoded in
track 1. The data in track 2 may be numeric only and
may be encoded at about 5 Bits/Character. The lower
density ratio in track 2 may be designed to ensure
compatibility with older technology readers and to
provide redundancy when reading with newer technology
readers. FIG. 26illustrates an'exemplary 'layouFoFthe
data stored in track 2, wherein track 2 may be
segmented into several distinct predetermined portions
for encoding the various account identifying
information. As shown, the following table may be
useful for determining the definitions of the
information provided. Table of Field Codes for Track
2. SS=Start Sentinel "%" SS=Start Sentinel ";"
PAN=Primary Acct. # (19 digits max) FS=Field Separator
"=" Additional Data=Expiration Date, offset, encrypted
PIN, etc. ES=End Sentinel "?" LRC=Longitudinal
Redundancy Check Table 2. Track 3 may be of similar
description as Track 2 . With the International
Standards Organization adoption of standard ISO/IEC
4909, track 3 of the magnetic stripe format was no
longer used by the banking industry. However, other
transaction devices including a magnetic stripe, such
as drivers' licenses, use track 3, which may include
both numeric only and alpha numeric characters. Track
3 may be unique in that track 3 was intended to have
data read and WRITTEN on it. Cardholders would have
account information UPDATED right on the magnetic
stripe. The present invention anticipates that a smart
card user's travel-related information profile and/or
account information may be updated using track 3.
Unfortunately, track 3 may be almost an orphaned
standard, since most readers currently in operation
are not configured to write data onto a magnetic
stripe. The original design of track 3 was to control
off-line ATM transactions by recording transaction
data for later reference by the banking institution.
But since ATMs are now on-line, the usage of track 3
has been drastically reduced. The most common
technique used to encode data in magnetic stripe
format may be known as Aiken Biphase, or
'two-frequency coherent-phase encoding.' The American
National Standards Institute (ANSI) and the
International Standards Organization (ISO) have chosen
two standards to guide the encoding process. TheISO
encoding "protocol "specifies that each of tracks 1, 2
and 3 must begin and end with a length of all Zero
bits, called CLOCKING BITS. These are used to
synchronize the self-clocking feature of bi-phase
decoding. In addition, most transaction devices which
use magnetic stripe encoding protocol use either the
ANSI/ISO ALPHA Data format or the ANSI/ISO BCD Data
format. For example, 



track 1 may be typically encoded in ANSI/ISO ALPHA
Data format which may be a 7 bit, 6 data bits + 1
parity bit (odd) format, where the data may be read
least significant bit first. The ANSI/ISO ALPHA format
character set contains 64 characters, 43 alphanumeric,
3 framing/field characters and 18 control/special
characters. On the other hand, tracks 2 and 3 are
typically encoded in ANSI/ISO BCD Data format, which
may be a 5 bit, 4 data bits + 1 parity bit (odd)
format. The character set for the ANSI/ISO BCD Data
format character set contains 16 characters, 10
alphanumeric, 3 framing/field characters and 3
control/special characters. Ordinarily, a proxy
account number (e.g., a portion of the transaction
account number) includes essential identifying
information, such as, for example, any information
that may be common to the account provider. The common
information (also called "common character," herein)
may include the account provider routing number, or
common source indicator such as the character spaces
reserved to indicate the identification of the issuing
bank. Thus, where the proxy transaction account
identifier corresponds to an American Express account,
the proxy transaction account identifier may include
the common character number 3, encoded the field
location where such common character may be ordinarily
encoded in traditional magnetic stripe format. FIG. 27
illustrates the encoding of which would ordinarily be
done by an entity, such as, for example, MasterCard in
track 2 format. FIG. 12 shows the encoding of a
MasterCard account number 3 111 2222 3333 4444 with
expiration date 12/99 in traditional track 1 format.
Since MasterCard uses the number 3 to identify its
transaction accounts, the proxy account identifier
will also use the number 3 so that the receiving
system (e.g., reader 104 or merchant system 130, or
account provider) further recognizes that the proxy
account identifier may be from a MasterCard
transaction device. It should be noted that in this
example, the "3" and the "101" may be common
characters to all MasterCard transaction accounts. For
amre"cletaile '*explanatid n"'f maghetic stripe format
data exchange, see U.S. Patent Application Serial No.
10/81 0,473 filed on March 26, 2004, entitled SYSTEM
AND METHOD FOR ENCODING INFORMATION IN MAGNETIC STRIPE
FORMAT FOR USE IN RADIO FREQUENCY IDENTIFICATION
TRANSACTIONS, incorporated herein by reference. Having
thus described an exemplary smartcard 100 and IC 110,
an overview of a smartcard file structure in
accordance with the present invention may now be
described. Referring now to FIG. 4, file structure 400
may be preferably used to store information related to
card-holder preferences and various data useful for
securing and paying for air travel, rental cars, hotel
reservations and the like. More particularly, file
structure 400 preferably may comprise cardholder ID
application 406, payment system application 408,
airline application 410, hotel system application 412,
rental car application 414, and cardholder
verification data 404. It may be appreciated by those
skilled in the art that the term "application" in this
context refers to self-contained regions of data all
directed at a particular function (e.g., airline,
hotel, etc.) rather than a block of executable
software code, although the use of executable modules
as part of any particular application falls within the
scope of the present invention. Cardholder
verification data 404 preferably houses data useful in
verifying cardholder identity during a transaction. In
an exemplary embodiment, cardholder verification data
404 may comprise two eight-byte cardholder
verification numbers (i.e., PIN numbers) referred to
as CHV1 and CHV2. Cardholder ID application 406
suitably may comprise various files related to
personal information of the cardholder (e.g., name,
addresses, payment cards, driver's license, personal
preferences and the like). Cardholder ID application
406 is described in greater detail below in
conjunction with FIG. 5. Payment system application
408 suitably may comprise information useful in
effecting commercial transactions, e.g., account
number and expiration date information traditionally
stored on a magnetic-stripe credit card.
Alternatively, Payment system application 408 may
comprise a full EMV-compliant application suitable for
a wide range of financial transactions. Payment system
application 408 is described further below in
conjunction with FIG. 6."" Airline application
"4TO""suitably may comprise data helpful in
streamlining commercial airline travel; for example,
relevant personal preferences, electronic tickets, and
frequent flier information. Airline application 410 is
discussed in greater detail below in conjunction with
FIG. 7. Hotel application 412 suitably may comprise
information useful for securing and paying for hotel
reservations, including an array of information and
preferences associated with a list of preferred hotels
as well space for electronic keys. Hotel application
412 is discussed in greater detail below in
conjunction with FIG. 9 . Rental car application 414
suitably may comprise data useful in expediting the
process of car rental and return, including, for
example, car preference and frequent rental
information. Rental car application 414 is described
in further detail 



below in conjunction with FIG. 8. In each of the above
mentioned applications, sophisticated access and
encryption schemes may be, in one embodiment, utilized
in order to allow multiple parties to make use of
certain file structures while preventing unauthorized
entry into others. More specifically, partnering
organizations (e.g., hotel chains, airlines, and
rental car agencies) may create their own tailor-made
file structures (i.e., "partner file structures")
within card 100. Details of the various security
measures employed is described in further detail below
in conjunction with Table 40. Referring now to FIG.
10, smartcard 100 may be suitably used in the context
of a distributed transaction system. Briefly,
cardholder's may employ smartcard 100 at various
access points 15 which may be connected via network 19
to an issuer 10 and at least one partnering
organization 12. Issuer 10 suitably may comprise
various hardware and software components suitable for
client host communications as well as a database
system 11. In this context, the term 'issuer' refers
to the organization that actually issues the smartcard
and retains some high-level access to certain areas of
file structure 400 (detailed below). Partnering
organizations 12(a), 12(b), and so on, comprise the
various hotel chains, rental-car agencies, airlines,
and the like, who have access to appropriate data
regions within smartcard 100. Each partnering
organization 12 suitably may comprise a database 13
and appropriate hardware and software components
necessary for completing a transaction over network
19. Network 19 may comprise the various components,
databases, modules, and apparatus described
aboveconnected v'ef a"suitable(tm)data communication
network. Such a network may consist of various
physical connections using a variety of conventional
data protocols, for example, the TCP/IP protocol. It
may be appreciated that the individual connections
between components of the present system may differ.
For example, network 19 may comprise a wireless PCS
network, a Internet TCP/IP connection, a public
switched telephone network (PSTN), a digital and
analog wireless networks, and the like. Those skilled
in the art may appreciate that a variety of hardware
systems may be suitable for implementing the present
invention. Various modems, routers, CPU's, monitors,
back-up systems, power-supplies, and peripherals may
be employed to realize the benefits of the present
system. In one embodiment, for example, a Compaq
Prolinea computer operating in an OS/2 environment
using IBM MQ Server software may be used to implement
servers used for the present invention. Further a
Compaq Prolinea computer operating in a Windows/NT
environment running a suitable database software
package may facilitate data exchanges in accordance
with the present invention. Each access point 15
suitably may comprise an appropriate card reader 104
for interfacing with smartcard 100 as well as hardware
and software suitable for interfacing with a
cardholder and performing a transaction over network
19. Smartcard access points 15 allow the cardholder to
gain access to the distributed transactions system
through a variety of means. Such access points may
include, for example, standard home telephones,
various PCS wireless systems, pay phones, palmtop
computers, notebook computers, Internet workstations,
automated teller machines (ATMs), point of sale
terminals (POS) stand-alone kiosks, network computers
(NCs), personal data assistants (PDAs), or any other
suitably configured communication apparatus. Access
points 15 may be portable (as in the case of PDAs and
cellular phones) or centrally located, for example, in
airline ticketing and gate areas, rental car
facilities, hotel lobbies, travel agencies, and malls.
In addition, businesses may see fit to host an access
point 15 to streamline their employees' business
travel. In an exemplary embodiment, various access
points 15 may be configured to interface with
contact-based smartcards 100 in accordance with the
relevant portions of the ISO-7816 standard.In an
exemplary embodiment of the present invention, data
files and directories may be stored in a "tree"
structure as illustrated in FIG. 3 . That is, the
smartcard file structure may resemble the well known
MS-DOS (Microsoft Disk Operating System) file
structure wherein files may be logically organized
within a hierarchy of directories. Specifically, three
types of files may be defined in ISO 7816-4: dedicated
files (DF), elementary files (EF), and a master file
(MF). The master file may be analogous to the MS-DOS
"roof directory, and contains all other files and
directories. Dedicated files may be actually
directories or "folders" for holding other DFs or EFs.
Thus, MF 302 may contain an arbitrary number of DFs
306, and these DFs (e.g., DF 306(a)) may or may not
contain other DFs (e.g., DF 308). Elementary files may
be used to store user data, and may exist within a
dedicated file (e.g., EF 310 within DF 306(a)), or
within the master file (e.g., EF 304 within MF 302).
Higher level DFs (i.e., DFs which house particular
applications) may be often referred to as application
dedicated files (ADFs). The MF and each of the DFs and
EFs may be assigned a unique two-byte file identifier
(FID). By convention, the MF may be traditionally
assigned an FID of '3F00' hex. Selection of an EF or
DF by the operating system may then be 



performed by tracing its entire path starting at the
MF. Thus, if the MF contains a DF with a FID 'A100',
and this DF in turn contains an EF with a FID AI 0 1'
, then this EF could be referenced absolutely by
successive selection of FIDs 3F00, A100, and A101 . It
may be appreciated that the FID may be essentially a
file name used by the operating system to select
directories and files; it may be not intended to
indicate a physical address within EEPROM 212. As may
be appreciated by those skilled in the art, low-level
EEPROM addressing may be preferably handled by the
SCOS in conjunction with CPU 202. Each file preferably
has an associated file header containing various
indicia of the particular EF, DF, or MF. More
particularly, the file header associated with a
particular file preferably may include the file
identifier (FID), file size, access conditions, and
file structure. In this regard, smartcard 100 suitably
may employ one of four file structures: transparent,
linear fixed, linear variable, or cyclic. For the sake
completeness, the nature of these file structures may
be briefly reviewed. A transparent file structure
consists of a string of bytes accessed by specifying
an offset and byte count. For example, with reference
to Table 1 below,given ""ah n-'Byle" "s ri g"">f
"data",'"Bytqs 7 through 10 would be accessed using an
offset of six and a length of four. byte# 1 2 3 4 5 6
7 8 9 10 11 12 13 14 . n -offset- > < length _ Table
1: Transparent file structure A linear fixed file
structure may comprise a plurality of records of equal
length (e.g., a list of phone numbers), wherein access
to an individual record may be achieved through
reference to a record number. In addition, it may be
possible to refer to the 'next' or 'previous' record
relative to the 'current' record (i.e., the most
recently accessed record). In contrast, a linear
variable file structure may comprise records of
arbitrary but known length, and may be therefore
typically more compact than linear fixed data
structures. A cyclic file structure may be a type of
linear fixed file wherein a pointer may be used to
point to the last data set written to. After the last
data record may be written to, the pointer returns to
the first record. That is, a cyclic file may comprise
a series of records arranged in a 'ring'. A data
structure particularly important with regard to
storing records as well as secure messaging in
smartcard applications may be the BER tag-length-value
or "TLV" structure in accordance with ISO/IEC 8825,
hereby incorporated by reference. In a TLV object,
information regarding the type and length of the
information may be included along with the actual
data. Thus, a TLV object may comprise a tag which
identifies the type of data (as called out by the
appropriate specification), a length field which
indicates the length in bytes of the data to follow,
and a value field, which may comprise the primary
data. For example, the TLV object illustrated in Table
2 below encodes the text "phoenix", which has a length
of 7 bytes, and corresponds to a the "city" tag of '8C
hex (a hypothetical tag designation).Tag Length Value
'8C '07' P h o e n I X Table 2 : Exemplary primitive
TLV object It may be appreciated that the meaning of
the various tag values must be known to the system a
priori. That is, in order for the tag field to be
useful, the smartcard and any external systems
communicating with the smartcard must conform to the
same tag specification. In this regard, ISO/IEC 7816-6
defines a series of tags useful in the context of the
present invention, as does the IBM MFC 3.2
specification. ISO/IEC 8825 sets forth the basic
encoding rules for a TLV system and defines a
"template" data object which may be used a s a
container for multiple TLV objects. That is, it may be
often advantageous to encapsulate primitive TLV
objects within a larger template which may be itself a
TLV object. Referring now to FIG. 4, an exemplary
smartcard data structure in accordance with the
present invention may now be described in detail. Data
structure 400 preferably may comprise a MF 402 and
five DFs: Cardholder ID application 406, Payment
system application 408, Airline application 410, Hotel
application 412, and Rental car application 414. In
the detailed description to follow, various acronyms
and abbreviations may be used to refer to particular
data types, formats, and the like. A key to these
acronyms and abbreviations may be presented in Table 3
below. AN Alphanumeric N Numeric B Boolean C
Convention M Matrix D Data AR Bits array BIN Binary 



RJ Right-justified LJ Left-justified BCD Binary coded
decimal Table 3 : Key to acronyms"'"" In "the1'
'"discussion fiat "follows, the various features of an
exemplary data structure may be in some cases
described using particular file structure types (i.e.,
transparent, fixed, etc.). Those skilled in the art
may realize, however, that any of the common smartcard
file structure types may be typically suitable for
implementing any particular data structure. For
example, when a file structure is described as
including "a plurality of records," it may be
understood that such a structure may be designed, for
example, using a list of records assembled in a linear
fixed file wherein each record may be itself a
transparent file (and offset values correspond to the
various fields). Alternatively, such a structure may
be designed using TLV strings assembled in a linear
fixed file or within a larger template TLV. This may
be the case notwithstanding the fact that particular
tag values - which may be for the most part arbitrary
- may be not explicitly listed in the tables that
follow. Cardholder ID Application Referring now to
FIG. 5, Cardholder ID application 406 may be used to
store various information related to the cardholder.
Portions of this information may be freely available
to the partnering organizations, thereby preventing
the storage of redundant information. More
particularly, cardholder ID application 406 preferably
may comprise directory EF 532, holderJD DF 502 and
miscellaneous DF 530. HolderJD DF 502 preferably may
comprise ID EF 504, home EF 506, business EF 508,
preferences EF 514, passport EF 516, authentication EF
520, biometric EF 522, and driver EF 518.
Miscellaneous EF 530 preferably may comprise payment
card EF 510, sequence EF 512, issuance EF 5 11,
preferred programs EF 528, and card number EF 526.
These files and their respective functions are
discussed in detail below. Directory EF 532 may
provide a list of application identifiers and labels
for the various high-level DF's existing under
cardholder ID application 406. That is, this file
serves the function of a high-level directory listing
which specifies the location (i.e., FID) and
application label for each DF - in this case, holderJD
DF 502 and miscellaneous DF 530. In an exemplary
embodiment, directory EF 532 may be structured in
accordance with EMV 3.0 as shown in Table 4 below. In
oneembodiment^ a ''majdr '''applTcation (e.g., hotel,
airline, etc.) has an associated directory file with a
substantially same file structure. Table 4: Exemplary
cardholder ID directory EF ID EF 504 preferably may
include personal information related to the
cardholder, e.g., name, date of birth, emergency
contact, general preferences, and the like. In an
exemplary embodiment, member EF 504 may comprise the
fields set forth in Table 5 below. Italicized field
names indicate a subcategory within a particular
field. Table 5: Exemplary ID EF data structure In the
above table, and the tables to follow, both internal
and external data formats may be listed. As the
conservation of EEPROM space may be ofparamount format
of data (i.e., within EEPROM 212) may be different
from the "external" format of the data (i.e., as read
by the card reader at an access point 15). Thus, for
example, a date field may consist of a four-byte BCD
record within the card, but upon reading and
processing by the terminal, this data may be converted
to an eight-byte decimal value for more convenient
processing. Home EF 506 preferably may include data
related to one or more of the cardholder's home
addresses. In an exemplary embodiment, home EF 506
comprising the fields set forth in Table 6 below. The
personal travel charge account pointer may be
preferably used to designate an exemplary payment
card, and may consists of a number corresponding to
one of the payment card records within payment card EF
510 (detailed below). Table 6: Exemplary home EF file
structure Business EF 508 preferably may include
various data related to the cardholder's business
(i.e., addresses, phone numbers, and the like). In an
exemplary embodiment, business EF 508 comprising the
fields set forth in Table 7 below. In this regard, the
credit card pointer field may be preferably used to
point to a payment card record within payment card EF
510 (detailed below). The cost center, dept, division,
and employee ID fields may be employer-specific, and
may or may not apply in a given case.Table 7:
Exemplary business EF file structure Preferences EF
514 preferably may comprise data related to the
cardholder's default personal preferences. In an
exemplary embodiment, preferences EF 514 may include a
field comprising an array of preferences as set forth
in Table 8 below. Preference values may be preferably
chosen from a list of preference tags as set forth in
Table 39. Table 8: Exemplary preferences EF file
structure Passport EF 516 may be preferably used to
store cardholder passport 



information. In an exemplary embodiment, passport EF
516 may comprise the fields set forth in Table 9
below.Table 9: Exemplary passport EF file structure
Driver EF 516 preferably may comprise cardholder
driver license data. In an exemplary embodiment,
driver EF 518 comprising the fields set forth in Table
10 below. Table 10: Exemplary driver EF file structure
Biometric EF 522 may be used to store biometric data
(preferably encoded) such as fingerprint data, retina
scan data, or any other sufficiently unique indicia
the cardholder's physical or behavioral
characteristics. Information related to biometric data
stored on biometric EF 522 is discussed in further
detail below. In an exemplary embodiment, biometric EF
522 may comprise a single data string as set forth in
Table 11 below. Table 11: Exemplary biometric EF file
structureAuthentication EF 520 preferably may comprise
information for static authentication of the
cardholder ID 406 application. This data may be unique
for each card, and may be sufficiently complex such
that counterfeit values cannot feasibly be created.
This prevents creation of "new" counterfeit cards
(i.e., cards with new authentication data), but does
not prevent creation of multiple copies of the current
card. In an exemplary embodiment, authentication EF
520 may include public key certificate fields as shown
in Table 12 below, wherein the external format may be
identical to the internal format. Preferably, the
issuer RSA key may .be 640 bits long, and the CA key
may be 768 bits long. Table 12: Exemplary
authentication EF Turning now to files under
miscellaneous DF 530, preferred programs EF 528
preferably may comprise data related to the
cardholder's preferences as to airline companies,
hotels, and rental car agencies. Specifically, this
EF, in an exemplary embodiment, may comprise a
plurality of records (e.g., three) indicating
preferred companies for each type of travel partner as
shown in Table 13. The actual data values conform to
an arbitrary convention; That is, each airline, hotel,
and rental car agency may be assigned an arbitrary
three-byte code. Table 13: Exemplary programs
EFPayment "cafcf EF SfU' "may be preferably used to
catalog information related to the cardholder's
various payment cards, i.e., debit cards, charge
cards, and the like. In an exemplary embodiment,
payment card EF may comprise card numbers and
expiration dates for two cards as shown in Table 14.
The "ISO" and "non-ISO" designations refer to
ISO-7813, which specifies a particular payment card
number format. Thus, in an exemplary embodiment,
either an ISO or non-ISO card number scheme may be
used. Moreover, it may be appreciated that this data
set may be sufficient only for "card not present"
transactions, for example, transactions taking place
remotely where only the card number and expiration
date may be required to effect a transaction. Data
stored within payment system application 408
(described below) must be used to effect a "card
present" transaction. Table 14: Exemplary payment card
EF file structure Sequence EF 512 preferably may
include information used to provide synchronization of
the host and smartcard databases. In an exemplary
embodiment, sequence EF 512 may comprise a plurality
of records comprising the field set forth in Table 15
below. This number may be analogous to a "version"
number for the data stored in the application. Table
15: Exemplary sequence EF file structureCarcth um' ef
"EF "may"be used to record a unique number identifying
the smartcard, and may also be used for key derivation
(as described in further detail below). Preferably,
card number EF 526 may comprise an eight-byte string
as set forth in Table 16 below. Table 16: Exemplary
card number EF Issuance EF 5 11 may be used to record
various details related to the manner in which the
application (i.e., cardholder ID DF 406) was created.
This file may include information related to the
identity of the organization that created the
application, as well as information related to the
application itself. In an exemplary embodiment,
issuance EF 5 11 may comprise fields as set forth in
Table 17 below. Table 17: Exemplary issuance EF file
structure The personalizer code field shown in Table
17 refers to the organization that actually
"personalizes" the file. That is, before a smartcard
may be issued to the cardholder, the database
structure must be created within EEPROM 212 (FIG. 2),
and the initial data values (i.e., default
preferences, cardholder name, pin numbers, etc.) must
be placed in the appropriate fields within the various
EFs. It may be appreciated that, given the nature of
the present invention, the smartcard "issuer"ari'd
"pe'rsori'alzqP'Td r any g'vqh'application may not be
the same. Therefore, it may be advantageous to record
various details of the personalization process within
smartcard 100 itself. Similar issuance file structures
may be provided for the other major applications. A
method and system for personalization are described in
greater detail herein. Payment System Application 



Referring now to FIG. 6, payment system application
408 preferably may comprise a directory EF 6 10,
issuer DF 602, and a number of optional DFs 603(a)-
(n) for use by partnering financial organizations.
Directory EF 610 preferably may include a list of
application identifiers and labels as described above
in the context of cardholder ID application 406.
Issuer DF 602 may comprise pay1 DF 604, which may
include data that would traditionally be stored within
a track on a magnetic stripe card (i.e., debit cards,
charge cards, and the like). Track 1 and Track 2
storage is described in greater detail above. In an
exemplary embodiment, pay1 DF 604 may comprise a
plurality of records having commonly known
magnetic-stripe fields as specified in Table 18 below.
Table 18: Exemplary Pay1 EF file structureAirline
Application Referring now to FIG. 7, airline
application 410 preferably may comprise directory EF
730, common DF 702, and issuer DF 704, and additional
airline applications 703(a), 703(b), and so on.
Directory EF 730 preferably may include a list of
application identifiers and labels as described above
in the context of cardholder ID application 406.
Common DF 702 generally may include data accessible to
all participating airlines, while issuer DF 704
generally may include data which may only be read or
written to by the smartcard issuer. Airline
application 410 preferably further may comprise at
least one (preferably three) additional DF 703 for use
by airline partnering organizations. That is, one
airline partner may have access to and specify the
structure of data stored within DF 703(a) (as well as
common EF 702), while another airline may have similar
access to DF 703(b). These partner DFs preferably
conform to the relevant portions of the IATA
specification. Common DF 702 suitably may comprise
common data which would be of use to any of the
various partnering airlines, i.e., passenger EF 706,
frequent flier EF 708, IET EF 710, boarding EF 712,
and biometric EF 714. Issuer DF 704, in contrast, may
comprise information readable by all, but updatable
only by the card issuer, i.e., preferences EF 716, PIN
EF 718, and issuance EF 720. Referring now to
information stored within common EF 702, passenger EF
706 preferably may comprise various records related to
the passenger as specified in Table 19 below.Table 19:
Exemplary passenger EF file structure In an exemplary
embodiment, frequent flyer EF 708 may comprise a
plurality of frequent flier numbers (e.g., ten
numbers) having the structure specified in Table 20
below. Table 20: Exemplary frequent flyer EF file
structure IET EF 7 10 preferably may comprise a
plurality of electronic ticket records as set forth in
Table 2 1 below. The format of these electronic
tickets preferably conforms to the IATAstandard. Table
2 1: Exemplary IET file structurelh 'an''!exq'rhp
ary''emb"di-l'iment, boarding EF 712 may comprise
boarding data to be used during check in as specified
in Table 22. The format of this data preferably
conforms to the IATA specification. Table 22:
Exemplary boarding EF file structure Biometric EF 714
may be suitably used to store biometric data
associated with the cardholder, e.g., retina scan
data, fingerprint data, or any other sufficiently
unique indicia of the cardholder's physical or
behavioral characteristics. Information related to
biometric data stored on biometric EF 522 is discussed
in further detail below. In an exemplary embodiment,
biometric EF 714 may comprise data as specified in
Table 23 below. Table 23: Exemplary biometric EF file
structure Issuance EF 720 may be suitably used to hold
data related to the issuance of the various
applications. In an exemplary embodiment, issuance EF
720 may comprise a data structure as specified in
Table 24 below.Table 24: Exemplary issuance EF file
structure PIN EF 718 may be suitably used to store PIN
values corresponding to each of the participating
airline partners. In an exemplary embodiment, PIN EF
718 may comprise a plurality of records having the
structure specified in Table 25 below, wherein each
record may be related to the corresponding entry in
frequent flyer EF 708 (i.e., record one in EF 718
corresponds to record one in EF 708, and so on.) Table
25: Exemplary PIN EF file structure Preferences EF 7
16, in an exemplary embodiment, may comprise a
preferences array as shown in Table 26 below. The
preference values stored in this file correspond to
those discussed below in conjunction with Table 38.
Table 26: Exemplary preferences EF 716 file
structureRental Car Appii'c'atibn " " - Referring now
to FIG. 8, rental car application 414 preferably may
comprise common DF 802, directory EF 820, and one or
more rental_car DFs 803 (i.e., 803(a), 803(b), and so
on) corresponding to individual rental car agencies. 



Common DF may comprise preferences EF 805, which is
described in detail below. Rental_car DFs 803 each
comprises a rental_car_id EF 807, reservation EF 809,
and expenses EF 8 11. Directory EF 820 may include a
list of application identifiers and labels for the
various DFs under rental_car application 414. The
structure of this EF preferably conforms to that
described above in the context of cardholder ID
application 406. In an exemplary embodiment,
preferences EF 805 may comprise a set of preferences
arrays file structure as shown in Table 27 below. An
exemplary list of preference codes for use in each of
these arrays are described below in conjunction with
Table 38. Table 27: Exemplary preferences EF
Rental_car_id 807 may be used to store frequent rental
information, upgrade information, insurance
information, and the like. In an exemplary embodiment,
rental_car_id 807 may comprise a file structure as
shown in Table 28 below.Table 28: Exemplary
rental_car_id EF Reservation EF 809 may be used to
store confirmation numbers corresponding to one or
more rental car reservations. In an exemplary
embodiment, reservation EF 809 may comprise a
plurality of records (e.g., two) having a file
structure as shown in Table 29 below. Table 29:
Exemplary reservation EF Expenses EF 8 11 may be used
to record expenses incurred by the cardholder during
car rental (e.g., the total rental charge). In an
exemplary embodiment, expenses EF 8 11 may comprise a
plurality of records (e.g., five) having a file
structure as shown in Table 30 below.Table 30:
Exemplary expenses EF Hotel Application Referring now
to FIG. 9, hotel system application 412 preferably may
comprise directory EF 920, common DF 914, one or more
hotel chain DFs 902, and one or more property DFs 903.
Common DF 914 may comprise reservation EF 918,
expenses EF 9 16, keyof- the-room EF 910, and
preferences EF 912. Hotel chain EFs 902(a), 902(b),
and so on, comprise preferences EF 904 and stayer ID
EF 906 associated with individual hotel chains. In
contrast, property EFs 903(a), 903(b), and so on,
comprise a similar file structure associated with
individual hotel properties (i.e., independent of
whether the particular hotel may be a member of a
nationwide chain). In an exemplary embodiment,
reservation EF 918 may comprise a plurality of records
having the structure shown in Table 3 1 below. In
general, this EF may be used to store confirmation
numbers transmitted to smartcard 100 when the
cardholder makes a reservation at a given hotel
(designated in the property code field). The date
field stores the date on which the confirmation number
was dispensed. Table 3 1: Exemplary reservation EF' r
ferences"""EF'" H)T2'""*preferably may comprise three
sets of array preferences. The particular codes used
in these arrays are discussed below in conjunction
with Table 38. Table 32: Exemplary preferences EF
Expenses EF 916 preferably may comprise a list of
recent hotel expenses, for example, room costs, dinner
expenses, and the like. In an exemplary embodiment,
expenses EF 916 may comprise a plurality of records
(for example, fifteen) arranged in a cyclic file
structure and comprising the fields shown in Table 33
below. Thus, the cardholder may be able to examine and
print a list of recently incurred expenses by type (a
code fixed by convention), date, amount, and property
code. Table 33: Exemplary expenses EF Key-of-the-room
EF 910 preferably may comprise electronic key values
that may be used in conjunction with card readers to
provide access to particular hotel rooms. In an
exemplary embodiment, key-of-the-room EF 9 10 may
comprise a plurality of alphanumeric key values as
shown in Table 34 below.Table 34: Exemplary
key-of-the-room EF Stayer ID EF 906 preferably may
comprise frequent stayer data for a particular hotel
chain. In an exemplary embodiment, Stayer ID EF 906
may comprise frequent stayer information as shown in
Table 35 below. Table 35: Exemplary stayer ID EF
Preferences EF 904 preferably may comprise three sets
of array preferences as shown in Table 36. The
particular codes used in these arrays are discussed
below in conjunction with Table 38. Table 36:
Exemplary preferences EF Property DFs 903(a), 903(b),
etc., may be used in cases where the partnering hotel
may be not part of a major chain, or when the hotel
chooses to employ its own data set independent of its
affiliation. In one embodiment, these property DFs may
be identical in structure to hotel chain DFs 902,
except that muchof he re'qu'enf stayer I'D information
may be removed. More specifically, a typical property
DF 903 may comprise preferences EF 938 identical to
preferences 904 



described above, along with a stayer ID EF 934 which
may include only the CDP, event counter, and hotel
frequent stayer PIN fields described in conjunction
with Table 33 above. Alternatively, a particular hotel
chain or property may choose to implement a different
file structure than that described above. Preference
Codes As mentioned briefly above, an exemplary
embodiment may be configured such that preferences may
be located in several files distributed throughout
smartcard 100; i.e., in preferences EF 514, airline
preferences EF 716, hotel preferences EF 912 and 904,
and car preferences EF 810. This allows apparently
conflicting preferences to coexist within the card
depending on context. For example, it may be possible
to opt for non-smoking in the cardholder ID
application while choosing the smoking option within
the hotel application. In the case of conflict,
preferences may be read from the top level to the
bottom level, and each level supersedes the previous
one. An exemplary set of codification rules may be set
forth in Table 37 below: Table 37: Exemplary
Preferences Code Ranges More specifically, in an
exemplary embodiment, preference flags may be coded as
set forth in Table 38 below.Table 38: Exemplary
preference codes Security In the context of smartcard
transactions, data security has five primary
dimensions: 1) data confidentiality, 2) data
integrity, 3) access control, 4) authentication, and
5) non-repudiation. Each of these dimensions may be
addressed through a variety of security mechanisms.
Data confidentiality, which deals with keeping
information secret (i.e., unreadable to those without
access to akey)',l"'m'ay be suBsfahtially ensured
using encryption technology. Data integrity (and data
source verification) focuses on ensuring that data
remains unchanged during transfer, and typically may
employ message authentication techniques. Access
control involves card holder verification and other
requirements necessary in order for a party to read or
update a particular file. Authentication involves
ensuring that the card and/or the external device may
be what it purports to be, and nonrepudiation deals
with the related task of ensuring that the source of
the data or message may be authentic, i.e., that a
consumer may not repudiate a transaction by claiming
that it was "signed" by an unauthorized party.
Cardholder verification using a biometric security
system is described in greater detail below.
Authentication may be preferably performed using a
"challenge/response" algorithm. In general,
authentication through a challenge/response system
involves: 1) generation of a random number by a first
party; 2) transmission of the random number to a
second party (the "challenge", 3) encryption of the
random number by the second party in accordance with a
key known to both parties, 4) transmission of the
encrypted random number to the first party (the
"response"), 5) encryption of the random number by the
first party, and 6) comparison by the first party of
the two resulting numbers. In the case where the two
numbers match, authentication may be successful; if
not, the authentication may be unsuccessful. Note that
authentication may work both ways: the external world
may request authentication of a smartcard (internal
authentication), and a smartcard may request
authentication of the external world (external
authentication). A more detailed account of an
exemplary challenge/response algorithm may be found in
the IBM MFC specification. In an exemplary embodiment,
the DES algorithm (Data Encryption Standard) may be
employed for the various security functions; however,
it may be appreciated that any number of other
symmetrical or asymmetrical techniques may be used in
the context of the present invention. More
particularly, there may be two general categories of
encryption algorithms: symmetric and asymmetric.
Symmetric algorithms use the same key for encryption
and decryption, for example, DEA (data encryption
algorithm) which uses a 56-bit key to encrypt 64-bit
blocks of data. Asymmetric algorithms, in contrast,
use two different keys: one secret key and one public
key. The RSA algorithm, for example, uses two such
keys and exploits thecomputational complexity of
factoring very large prime numbers. Additional
information these and other cryptographic principles
may be found in a number of standard texts, for
example: Seberry & Pieprzyk, CRYPTOGRAPHY: A N
INTRODUCTION TO COMPUTER SECURITY (1989); Rhee,
CRYPTOGRAPHY AND SECURE COMMUNICATIONS (1994);
Stinson, CRYPTOGRAPHY: THEORY AND PRACTICE (1995);
CONTEMPORARY CRYPTOGRAPHY: THE SCIENCE OF INFORMATION
INTEGRITY (1992); and Schneier, APPLIED CRYPTOGRAPHY
(2d ed. 1996), the contents of which are hereby
incorporated by reference. Access control may be
suitably provided by including access conditions
within the header of each EF and DF. This prevents a
particular operation (e.g., reading or updating) from
being performed on a file unless the required access
conditions have been fulfilled. Many different access
conditions may be appropriate in a smart card context.
For example, the smartcard may require cardholder
verification (i.e., request that the cardholder enter
a PIN) before a file operation may 



be allowed. Similarly, internal and/or external
authentication as described above may be required.
Another important access condition (referred to herein
as the SIGN condition) corresponds to the case where a
particular file may be "protected" and where updating
of a record requires "signing" of the data using a
message authentication code (MAC). A MAC may be
thought of as a form of electronic seal used to
authenticate the content of the message. In a
paradigmatic signing procedure, a shortened, encrypted
representation of the message (the MAC) may be created
using a message authentication algorithm (MAA) in
conjunction with a key known to both the card and
external device. The MAC may be then appended onto the
message and sent to the card (or external device,
depending on context), and the card itself generates a
MAC based on the received message and the known key.
The card then compares the received MAC with its own
internally-generated MAC. If either the message or MAC
was altered during transmission, or the sending party
did not use the correct key, then the two MACs may not
match, and the access condition may not be fulfilled.
If the two MACs correspond, then the access condition
may be fulfilled, and the particular file operation
may proceed'. A MAC may be generated using a variety
of MAAs, for example, the ANSI X9.9 method using an
eight-byte key, or the ANSI X9.19 method using a
sixteenbyte key." Frthe?mdre7'tfie""actual key may be
"diversified" through encryption with a random number
or other appropriate value. These and other details
regarding MAC generation may be found in the
references cited above as well as the IBM MFC
specification. Two other important access conditions
may be the NEVER and FREE conditions. The NEVER
condition corresponds to the case where a certain file
operation (typically updating) may be never allowed.
The FREE condition, on the other hand, corresponds to
the case where either updating or reading a file
record may be always allowed, without any additional
preconditions for access. In contrast to the MAC
techniques discussed briefly above, non-repudiation
may be necessarily performed using asymmetrical
techniques. That is, as symmetrical techniques such as
MAC "sealing" use a key known to more than one party,
such techniques may not be used by a third-party to
ascertain whether the source of the message may be
correct. Thus, non-repudiation typically may employ a
public key encryption scheme (e.g., the Zimmerman's
PGP system), wherein the sender uses a secret key to
"sign" the message, and the receiving party uses the
corresponding public key to authenticate the
signature. In the context of the present invention,
this function may be suitably performed by allocating
an EF for public and secret key rings, which may be
well known in the art, along with suitable encryption
software resident in the card for assembling the
signed message. Having thus given a brief overview of
typical smartcard security procedures, an exemplary
set of access conditions may be set forth below in
Table 40. In this regard, the various access
conditions for each EF may be tabulated with regard to
whether the file may be being read or updated. In each
case, the access condition (FREE, SIGN, etc.), key
"owner" (issuer, partner, user, etc.), and key name
may be listed. In this regard, it may be appreciated
that the key name may be arbitrary, and may be listed
here for the sake of completeness.ANTI-STAINING
ANTIBACTERIAL DENTIFRICE FIELD [0001] This invention
relates to methods and compositions for dental care,
more particularly to such methods and compositions
having useful anti-staining as well as antibacterial
activity. BACKGROUND [0002] It is known to provide, as
ingredients of an antibacterial, e.g., anti-plaque,
dentifrice, a halogenated diphenylether antibacterial
agent such as triclosan (2,4,4'-trichloro-2'-
hydroxydiphenylether) in an anti-plaque effective
amount, and a synthetic anionic polymeric
polycarboxylate, in particular a
polyvinylmethylether/maleic anhydride (PVME/MA)
copolymer such as those available under the
Gantrez(tm) brand of ISP, Wayne, NJ. See for example
U.S. Patent No. 4,894,220 to Nabi & Gaffar, wherein it
is stated that an synthetic anionic polymeric
polycarboxylate is effective to enhance delivery to
and retention on a dental surface of an antibacterial
agent. [0003] It would be desirable to combine in a
single dentifrice a halogenated diphenylether
antibacterial agent, as enhanced using a PVME/MA
copolymer, with an agent to prevent chemical staining
of teeth. Polyphosphates such as sodium
hexametaphosphate are known to be effective in
chemical stain prevention (see Baig et al. (2002), J.
Clin. Dent, 13(1), 19-24). However, a difficulty
arises in coformulating a polyphosphate with a
halogenated diphenylether such as triclosan because of
chemical incompatibility of these ingredients, leading
to loss of antibacterial efficacy. [0004] One approach
might be to provide a dual-component dentifrice
having, for example, a halogenated diphenylether
antibacterial agent and a PVME/MA copolymer in a first
component and a polyphosphate stain prevention agent
in a second component of the dentifrice. The two
components, the first giving antibacterial, e.g.,
anti-plaque, benefit and the second giving
antistaining benefit, can be kept physically separate
until dispensed for use. However, to minimize 



cost and inconvenience, it is generally preferable to
formulate all desired ingredients in a single
homogeneous multi-benefit composition. [0005]
Accordingly, a single-component dental care
composition providing both antibacterial and
anti-staining efficacy would represent a useful
advance in the art, provided the anti-staining agent
can be shown not to adversely affect antibacterial
activity of the antibacterial7503-00 agent or agents.
[0006] It is known to combine in a single-component
dentifrice a halogenated diphenylether antibacterial
agent such as triclosan with a phosphonic acid
polymer. For example, U.S. patent No. 5,032,386 to
Gaffar et al. states that such polymers, including for
example poly(lphosphonopropene) and poly(/3-styrene
phosphonic acid) can enhance delivery of an
antibacterial agent to oral surfaces. [0007] U.S.
Patent No. 5,296,214 to Gaffar discloses
polyvinylphosphonates having an average molecular
weight of about 1,000 to about 1,000,000 as
ingredients of oral care products said to enhance
delivery of an antibacterial agent to oral surfaces.
[0008] Polyvinylphosphonates have been further
disclosed as inhibitors of salivary hydrolysis of
polyphosphate anticalculus agents (see, for example,
U.S. Patent No. 5,094,844 to Gaffar et al). [0009]
Polyvinylphosphonates have been still further
disclosed as anticalculus agents per se (see, for
example, U.S. Patent No. 3,429,963 to Shedlovsky).
[0010] A method of inhibiting dental plaque and
gingivitis, using a composition comprising a
polyvinylphosphonate having a number average molecular
weight of about 4,000 to 9,100, was proposed in U.S.
Patent No. 4,816,245 to Gaffar. [0011] It is reported
in British Patent No. 1 372 199 of Colgate-Palmolive
Company that polyethylene monosodium polyphosphonate
having on average one phosphonate group for every 6-7
carbon atoms on the polyethylene chain "is strongly
absorbed onto tooth enamel", resulting in inhibition
of bacterial adhesion and growth on treated surfaces.
Other "suitable materials" are said to include
"homopolymeric sodium vinyl phosphonate (M.W.
20,000)". [0012] U.S. Patent No. 6,509,007 to Rajaiah
et al. discloses an oral care composition comprising
polybutene and one or a combination of "oral care
actives" that can include an anticalculus agent, e.g.,
a polyvinylphosphonate, and/or an antibacterial agent,
e.g., triclosan. [0013] Patents and publications cited
above are incorporated herein by reference. SUMMARY
[0014] It has now surprisingly been discovered that
certain polymers and copolymers comprising
phosphonate-containing monomelic groups are effective
in inhibiting formation of chemical stains on dental
surfaces. Furthermore, such polymers and copolymers
exhibit improved compatibility with a halogenated
diphenylether antibacterial agent, for example
in7503-00 presence of an antibacterial enhancing agent
such as PVME/MA, by comparison with known
polyphosphate-based anti-staining agents. [0015]
Accordingly, there is now provided a dentifrice
comprising: (i) an anti-staining effective amount of
an orally acceptable polymer or copolymer that
comprises a plurality of monomeric groups of formula
(I) A1 H MO P -O OM (I) wherein: (a) one of A and A'
is hydrogen and the other is a moiety (X)n(R)m, (b) n
in individual such moieties is independently 0 or 1,
(c) linking groups X if present independently comprise
an oxygen, sulfur, nitrogen, phosphorus or silicon
atom, (d) where n is 0, m is 1, and where n is 1, m is
independently an integer from 1 to 3 as determined by
X, (e) terminal groups R are independently hydrogen or
Ci_i 8 organic radicals, and (f) M and M' are
independently selected from hydrogen, alkali metal and
ammonium; said polymer or copolymer having an average
molecular weight of at least about 1,000; (ii) an
antibacterial effective amount of an orally acceptable
halogenated diphenylether antibacterial agent; and
(iii) an antibacterial enhancing effective amount of
an orally acceptable PVME/MA copolymer. [0016]
Optionally one or more additional oral care agents,
for example a cleaning agent such as an abrasive
and/or a surfactant, can be included in the
dentifrice. [0017] In a further embodiment, there is
provided a method of treating and/or preventing dental
plaque and/or chemical stains on a dental surface, the
method comprising applying a7503-00 dentifrice as
described above to the surface, for example by
brushing. [0018] An illustrative advantage of a
dentifrice as provided herein is that it can be
suitable for formulation as a single-component
dentifrice, due to compatibility of the
phosphonatecontaining 



compound with the antibacterial agent. Where, by
contrast, the antibacterial and antistaining agents
are incompatible, as in the case of a halogenated
diphenylether antibacterial agent and a polyphosphate
anti-staining agent, it is generally necessary to
segregate these agents in separate components of the
dentifrice, for example using a dual-chamber
container, thereby incurring added cost and
inconvenience. [0019] Further advantages are
obtainable with dentifrices representative of
particular embodiments of the invention as pointed out
below. DETAILED DESCRIPTION [0020] A "chemical stain"
herein is a discoloration of a dental surface caused
by adsorption or absorption of a colored agent on or
into the surface, or caused by chemical reaction of
material of the dental surface (e.g., dental enamel)
with a colored or noncolored agent contacting the
surface. "Chemical staining" herein means formation
and/or development of a chemical stain. [0021]
"Inhibition" of chemical staining as an object or
result of treatment herein means reduction or
prevention of stains that would otherwise form or
develop subsequent to the time of the treatment. Such
inhibition can range from a small but observable or
measurable reduction to complete prevention of
subsequent staining, by comparison with an untreated
or placebo-treated dental surface. [0022] A "dental
surface" herein is a surface of a natural tooth or a
hard surface of artificial dentition including a
crown, cap, filling, bridge, dental implant and the
like. [0023] An "orally acceptable" compound or
composition is one that is not harmful to a mammal in
amounts disclosed herein when retained in the mouth,
without swallowing, for a period sufficient to permit
effective contact with a dental surface as required
herein. In general, such a compound or composition is
not harmful even if unintentionally swallowed. [0024]
"Average molecular weight" herein means a weight
average as opposed to a number average, except where
number average molecular weight is expressly stated.
Weight average molecular weight (MWW) can be
determined, for example, by light scattering, small
angle neutron scattering (SANS) or sedimentation
velocity techniques. Number average molecular weight
(MWn) can be determined, for example, by techniques
involving gel permeation7503-00 chromatography,
osmometry, end-group titration or colligative
properties. [0025] Dentifrices include without
limitation toothpastes, gels and powders. [0026] The
method of the invention is applicable to dental
surfaces of nonhuman mammals such as companion animals
(e.g., dogs and cats), as well as to humans. In one
embodiment the dental surface is a surface of a
natural tooth of a mammal, for example a human. [0027]
Where the dental surface is substantially free of
chemical stains, the present method is effective to
inhibit formation and development of new chemical
stains, as can occur for example by oral use of
tobacco products (including smoking) or by drinking
tea or coffee, subsequent to treatment according to
the method. Where the dental surface already possesses
some degree of chemical staining, the present method
is effective to inhibit further development of the
existing stain. In some embodiments, for example where
the dentifrice comprises a dental whitening agent such
as a peroxide, the present method can remove,
partially or completely, an existing chemical stain as
well as inhibit subsequent staining. [0028] In one
embodiment the method further comprises, after
applying the dentifrice to the dental surface,
exposing the surface to a chemical stain inducing
material such as a tobacco product, tea or coffee.
Chemical staining resulting from such exposure is, in
this embodiment, inhibited by the prior contacting of
the dental surface with the dentifrice. [0029] It is
desirable according to the present method that the
dental surface should be brushed with the dentifrice
for a period sufficient to provide effective
inhibition of chemical staining by the
phosphonate-containing compound. Depending on various
factors including the particular
phosphonate-containing compound selected, other
materials present in combination with the
phosphonate-containing compound, and the desired
degree and/or duration of inhibition of staining, a
suitable minimum period of brushing is about 30
seconds to about 5 minutes, or in one embodiment at
least about 1 minute, in another at least about 2
minutes. [0030] Increasing the degree of agitation in
the mouth during brushing can lead to improved contact
of the phosphonate-containing compound with the dental
surface and enhance the degree of inhibition of
staining. Thus vigorous brushing can be particularly
effective. [0031] The phosphonate-containing compound,
component (i) of the dentifrice, is a polymer or
copolymer comprising a plurality of monomelic groups
of formula (I) above. Such polymers and copolymers are
illustratively disclosed in above-cited U.S. Patent
No. 5,032,386. In one embodiment the monomelic groups
are recurring groups, i.e., a plurality of similar
groups are7503-00 present in the polymer or copolymer.
In a particular embodiment, the phosphonate-containing
compound is a homopolymer. [0032] In one embodiment, A
in the monomelic groups of formula (I) is a moiety
(X)n(R)m as hereinabove defined, and A' is hydrogen.
In another embodiment, A is hydrogen and A' is a
moiety (X)n(R) 1 as hereinabove defined. According to
either one of these embodiments, (X)n(R) 1 is
illustratively selected from the group consisting of
hydrogen; alkyl, cycloalkyl, alkenyl, acyl, alkoxy,
alkylthio, alkylsulfoxy, alkylsulfonyl, alkylamino,
dialkylamino, dialkylphosphinyl, dialkylphosphinoxy
and trialkylsilyl radicals having up to 6 carbon
atoms; and benzyl, benzoyl, benzyloxy, benzylthio,
benzylsulfoxy, benzylsulfonyl, benzylamino,
benzoylamido, phenyl, phenoxy, phenylthio,
phenylsulfoxy, phenylsulfonyl, phenylamino, 



phenylacetamido, xylyl, pyridyl and furanyl radicals.
[0033] In one embodiment, n is 0 and R is selected
from hydrogen, Ci_6 alkyl, C3_ cycloalkyl, phenyl and
benzyl radicals. [0034] Illustratively, the
phosphonate-containing compound is a homopolymer
wherein A in formula (I) is (X)n(R) 111 where n is 0,
m is 1 and R is a Ci_6 alkyl or phenyl group, and A'
is hydrogen. Where R is methyl, such a homopolymer is
poly(l-phosphonopropene) or a salt thereof.
Alternatively, such a homopolymer where R is phenyl is
poly(/3-styrenephosphonic acid) or a salt thereof.
[0035] The phosphonate-containing compound can be
present in its phosphonic acid form, where M and M'
are each hydrogen, or as a salt (including partial
salt) thereof, wherein, in at least one monomer, at
least one of M and M' is alkali metal, typically
sodium or potassium, or ammonium. [0036] In one
embodiment the phosphonate-containing compound is a
homopolymer of vinylphosphonic acid, or a salt
(including partial salt) thereof. Such a compound is
described herein as a "polyvinylphosphonate" and can
be prepared by any process known in the art, including
processes disclosed in above-cited patents and
publications. [0037] Whether the
phosphonate-containing compound is a
polyvinylphosphonate or otherwise, it has an average
molecular weight of at least about 1,000, typically
about 1,000 to about 100,000 but optionally greater.
In various embodiments the average molecular weight of
the phosphonate-containing compound is about 5,000 to
about 100,000, about 10,000 to about 100,000, about
15,000 to about 100,000, about 20,000 to about
100,000, about 25,000 to about7503-00 100,000 or about
25,000 to about 90,000. In one embodiment the average
molecular weight is not less than about 22,000, for
example about 22,000 to about 90,000, about 22,000 to
about 70,000 or about 25,000 to about 35,000. In
another embodiment the average molecular weight is not
greater than about 30,000, for example about 3,500 to
about 30,000 or about 6,000 to about 16,000. It will
be noted that for a given polymer or copolymer, number
average molecular weights are typically lower than the
weight average molecular weights recited herein; for
instance a polyvinylphosphonic acid having a weight
average molecular weight (MWW) of about 28,000 can
have a number average molecular weight (MWn) of about
18,000. [0038] A suitable amount of the
phosphonate-containing compound present in the
dentifrice depends on such factors as the particular
compound selected, other materials present in the
composition, and the desired degree and/or duration of
inhibition of staining. Illustratively, whether the
phosphonate-containing compound is a
polyvinylphosphonate or otherwise, it is usefully
present in the dentifrice at a concentration of about
0.1% to about 10% by weight, although greater or
lesser concentrations can be useful in particular
cases. In one embodiment, the composition comprises a
polyvinylphosphonate at about 0.5% to about 5% by
weight. Although phosphonate-containing compounds such
as polyvinylphosphonic acid (PVPA) can be supplied as
dispersions in water, amounts and concentrations are
expressed herein on a dry matter (i.e., water-free)
basis unless otherwise stated. Also unless otherwise
stated, amounts and concentrations of
polyvinylphosphonate salts are expressed herein on a
PVPA equivalent basis. [0039] The antibacterial agent,
component (ii) of the dentifrice, is an orally
acceptable halogenated diphenylether compound, for
example 2,4,4'-trichloro-2'-hydroxydiphenylether
(triclosan) or
2,2'-dihydroxy-5,5'-dibromodiphenylether and is
present in an antibacterial effective amount,
typically about 0.1% to about 10%, for example about
0.5% to about 5% by weight. [0040] The antibacterial
enhancing agent, component (iii) of the dentifrice, is
an orally acceptable PVME/MA copolymer and is present
in an antibacterial enhancing effective amount,
typically about 0.1% to about 20%, for example about
0.5% to about 10% by weight. Generally the methyl
vinyl ether to maleic anhydride ratio in the copolymer
is about 1:4 to about 4:1, and the copolymer has an
average molecular weight of about 30,000 to about
1,000,000, for example about 30,000 to about 500,000.
[0041] The orally acceptable vehicle of a composition
useful according to the invention can7503-00 comprise
any oral care active(s) and/or carrier(s) known in the
art, in addition to the components mentioned above.
Classification herein of an ingredient as an active or
a carrier ingredient is made for clarity and
convenience, and no inference should be drawn that a
particular ingredient necessarily functions in the
composition in accordance with its classification
herein. [0042] Among useful oral care actives are
those addressing, without limitation, appearance and
structural changes to teeth, treatment and prevention
of plaque, calculus, dental caries, cavities,
abscesses, inflamed and/or bleeding gums, gingivitis,
oral infective and/or inflammatory conditions in
general, tooth sensitivity, halitosis and the like.
Thus, among useful actives for optional inclusion in a
composition useful according to the invention are
whitening agents, anticalculus agents, fluoride ion
sources, stannous ion sources, zinc ion sources,
antimicrobial agents additional to the halogenated
diphenylether antibacterial agent, antioxidants,
sialagogues, breath freshening agents, antiplaque
agents, anti-inflammatory agents, desensitizing
agents, analgesics and nutrients. One active, or more
than one active of the same or different classes, can
optionally be present. Actives should be selected for
compatibility with each other and with other
ingredients of the composition. 



[0043J In one embodiment the composition comprises, in
addition to components (i), (ii) and (iii) above, at
least one whitening agent. Any orally acceptable
whitening agent can be used, including without
limitation peroxy compounds, chlorine dioxide,
chlorites and hypochlorites. For example, chlorites
and hypochlorites of alkali and alkaline earth metals
such as lithium, potassium, sodium, magnesium, calcium
and barium can be used. Alternatively or in addition,
one or more peroxy compounds can be used. Peroxy
compounds include hydrogen peroxide, peroxides of
alkali and alkaline earth metals, organic peroxy
compounds and peroxy acids and salts thereof. Any
orally acceptable compound that delivers a perhydroxy
(-0OtT) ion is useful. [0044] Peroxides of alkali and
alkaline earth metals include lithium peroxide,
potassium peroxide, sodium peroxide, magnesium
peroxide, calcium peroxide and barium peroxide. [0045]
Organic peroxy compounds include, for example,
carbamide peroxide (also known as urea hydrogen
peroxide), glyceryl hydrogen peroxide, alkyl hydrogen
peroxides, dialkyl peroxides, alkyl peroxy acids,
peroxy esters, diacyl peroxides, benzoyl peroxide,
monoperoxyphthalate and the like. [0046] Peroxy acids
and their salts include organic peroxy acids such as
alkyl peroxy acids and monoperoxyphthalate, as well as
inorganic peroxy acid salts including
persulfate,7503-00 dipersulfate, percarbonate,
perphosphate, perborate and persilicate salts of
alkali and alkaline earth metals such as lithium,
potassium, sodium, magnesium, calcium and barium.
[0047] One or more whitening agents are optionally
present in a tooth-whitening effective total amount,
typically about 0.1% to about 90%, for example about
0.5% to about 50% or about 1% to about 30% by weight
of the composition. Where peroxy compounds such as
hydrogen peroxide are included, they can suitably be
present in a total hydrogen peroxide equivalent amount
of about 0.5% to about 50%, for example about 1% to
about 30% by weight of the composition. Peroxy
compounds can illustratively be present in a total
hydrogen peroxide equivalent amount of about 2% to
about 10% by weight in a dentifrice composition, or
about 10% to about 30% by weight in a liquid whitener
composition. [0048] Peroxy compounds are typically
incompatible with halogenated diphenylether
antibacterial agents such as triclosan, thus if a
peroxy compound is included as a whitening agent in
the composition it should be segregated from the
antibacterial agent, for example by use of a
dual-chamber dispensing container, by encapsulation or
by some other means. [0049] In a further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one anticalculus agent. Any
orally acceptable anticalculus agent can be used,
including without limitation phosphates and
polyphosphates (for example pyrophosphates),
polyaminopropanesulfonic acid (AMPS), polyolefn
sulfonates, polyolefn phosphates, diphosphonates such
as azacycloalkane-2,2- diphosphonates (e.g.,
azacycloheptane-2,2-diphosphonic acid), N-methyl
azacyclopentane-2,3- diphosphonic acid, ethane-
1-hydroxy- 1,1-diphosphonic acid (EHDP) and ethane-
1-amino- 1,1- diphosphonate, phosphonoalkane
carboxylic acids and salts of any of these agents, for
example their alkali metal and ammonium salts. Useful
inorganic phosphate and polyphosphate salts
illustratively include monobasic, dibasic and tribasic
sodium phosphates, sodium tripolyphosphate,
tetrapolyphosphate, mono-, di-, tri- and tetrasodium
pyrophosphates, sodium trimetaphosphate, sodium
hexametaphosphate and the like, wherein sodium can
optionally be replaced by potassium or ammonium. As
noted above, however, polyphosphates tend to be
incompatible with halogenated diphenylether
antibacterial agents, thus if a polyphosphate is
included as an anticalculus agent in the composition
it should be segregated from the antibacterial agent,
for example by a means as indicated above. It is
further noted that the PVME/MA copolymer present as
component (iii) of the composition can provide
useful7503-00 anticalculus activity in addition to
serving as an antibacterial enhancing agent. [0050]
One or more anticalculus agents are optionally present
in an anticalculus effective total amount, typically
about 0.01% to about 50%, for example about 0.05% to
about 25% or about 0.1% to about 15% by weight of the
composition. [0051] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one fluoride ion source useful,
for example, as an anti-caries agent. Any orally
acceptable fluoride ion source can be used, including
without limitation potassium, sodium and ammonium
fluorides and monofluorophosphates, stannous fluoride,
indium fluoride and the like. Water-soluble fluoride
ion sources are typically used. One or more fluoride
ion sources are optionally present in an amount
providing a total of about 0.0025% to about 2%, for
example about 0.005% to about 1% or about 0.01% to
about 0.3%, of fluoride ions by weight of the
composition. [0052] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one stannous ion source useful,
for example, in helping reduce gingivitis, plaque,
caries or sensitivity. Any orally acceptable stannous
ion source can be used, including without limitation
stannous fluoride, other stannous halides such as
stannous chloride dihydrate, organic stannous
carboxylate salts such as stannous formate, acetate,
gluconate, lactate, tartrate, oxalate, malonate and
citrate, stannous ethylene glyoxide and the like. One
or more stannous ion sources are optionally and
illustratively present in a total amount of about
0.01% to about 10%, for example about 0.1% to about 7%
or about 1% to about 5% by weight of the composition.
[0053] In a still further embodiment a composition
useful according to the invention 



comprises, in addition to components (i), (ii) and
(iii) above, at least one zinc ion source useful, for
example, as an antimicrobial, anticalculus or
breath-freshening agent. Any orally acceptable zinc
ion source can be used, including without limitation
zinc citrate, zinc sulfate, zinc glycinate, sodium
zinc citrate and the like. One or more zinc ion
sources are optionally and illustratively present in a
total amount of about 0.05% to about 3%, for example
about 0.1% to about 1%, by weight of the composition.
[0054] In a still further embodiment a composition
useful according to the invention comprises, in
addition to components (i), (ii) and (iii) above, at
least one antimicrobial (e.g., antibacterial) agent
other than a halogenated diphenylether. Any orally
acceptable such7503-00 antimicrobial agent can be
used, including without limitation 8-hydroxyquinoline
and salts thereof, copper (II) compounds such as
copper (II) chloride, fluoride, sulfate and hydroxide,
phthalic acid and salts thereof such as magnesium
monopotassium phthalate, chlorhexidine, alexidine,
hexetidine, sanguinarine, benzalkonium chloride,
salicylanilide, domiphen bromide, alkylpyridinium
chlorides such as cetylpyridinium chloride (CPC)
(including combinations of CPC with zinc and/or
enzymes), tetradecylpyridinium chloride and
N-tetradecyl-4- ethylpyridinium chloride, octenidine,
iodine, sulfonamides, bisbiguanides, phenolics,
piperidino derivatives such as delmopinol and
octapinol, zinc ion sources, magnolia extract,
grapeseed extract, phenol, thymol, eugenol, menthol,
geraniol, carvacrol, citral, eucalyptol, catechol,
4-allylcatechol, hexyl resorcinol, 2,2'-methylene
bis(4-chloro-6-bromophenol), methyl salicylate,
antibiotics such as augmentin, amoxicillin,
tetracycline, doxycycline, minocycline, metronidazole,
neomycin, kanamycin and clindamycin, and the like. One
or more antimicrobial agents other than a halogenated
diphenylether are optionally present together with the
halogenated diphenylether (component (ii) of the
composition) in an antimicrobial effective total
amount. [0055] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one antioxidant. Any orally
acceptable antioxidant can be used, including without
limitation butylated hydroxyanisole (BHA), butylated
hydroxytoluene (BHT), vitamin A, carotenoids, vitamin
E, flavonoids, polyphenols, ascorbic acid, herbal
antioxidants, chlorophyll, melatonin and the like. One
or more antioxidants are optionally present in an
antioxidant effective total amount. [0056] In a still
further embodiment a composition useful according to
the invention comprises, in addition to components
(i), (ii) and (iii) above, a sialagogue (saliva
stimulating agent), useful for example in amelioration
of dry mouth. Any orally acceptable sialagogue can be
used, including without limitation food acids such as
citric, lactic, malic, succinic, ascorbic, adipic,
fumaric and tartaric acids. One or more sialagogues
are optionally present in the composition in a saliva
stimulating effective total amount. [0057] In a still
further embodiment a composition useful according to
the invention comprises, in addition to components
(i), (ii) and (iii) above, a breath freshening agent.
Any orally acceptable breath freshening agent can be
used, including without limitation zinc salts such as
zinc gluconate, zinc citrate and zinc chlorite,
-ionone and the like. One or more breath7503-00
freshening agents are optionally present in a breath
freshening effective total amount. [0058] In a still
further embodiment a composition useful according to
the invention comprises, in addition to components
(i), (ii) and (iii) above, an antiplaque, including
plaque disrupting, agent. Any orally acceptable
antiplaque agent can be used, including without
limitation stannous, copper, magnesium and strontium
salts, dimethicone copolyols such as cetyl dimethicone
copolyol, papain, glucoamylase and glucose oxidase.
One or more antiplaque agents are optionally present
in an antiplaque effective total amount. [0059] In a
still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one
anti-inflammatory agent. Any orally acceptable
anti-inflammatory agent can be used, including without
limitation steroidal agents such as flucinolone and
hydrocortisone, and nonsteroidal agents (NSAIDs) such
as ketorolac, flurbiprofen, ibuprofen, naproxen,
indomethacin, diclofenac, etodolac, indomethacin,
sulindac, tolmetin, ketoprofen, fenoprofen, piroxicam,
nabumetone, aspirin, diflunisal, meclofenamate,
mefenamic acid, oxyphenbutazone and phenylbutazone.
One or more anti-inflammatory agents are optionally
present in an anti-inflammatory effective amount.
[0060] In a still further embodiment a composition
useful according to the invention comprises, in
addition to components (i), (ii) and (iii) above, at
least one desensitizing agent. Potassium salts such as
potassium nitrate are illustratively useful in this
regard, as is sodium nitrate. Alternatively or in
addition a local or systemic analgesic such as
aspirin, codeine, acetaminophen, sodium salicylate or
triethanolamine salicylate can be used. One or more
desensitizing agents and/or analgesics are optionally
present in a desensitizing and/or analgesic effective
amount. [0061] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one nutrient. Suitable nutrients
include vitamins, minerals and amino acids. [0062]
Among useful carriers for optional inclusion in a
composition useful according to the invention are
diluents, abrasives, bicarbonate salts, pH modifying
agents, surfactants, foam modulators, thickening
agents, viscosity modifiers, humectants, sweeteners,
flavorants and colorants. One carrier material, or
more than one carrier material of the same or
different 



classes, can optionally be present. Carriers should be
selected for compatibility with each other and with
other ingredients of the composition.7503-00 [0063] In
one embodiment a composition useful according to the
invention comprises, in addition to components (i),
(ii) and (iii) above, at least one diluent, for
example water. [0064] In a further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one abrasive, useful for example
as a polishing agent. Any orally acceptable abrasive
can be used, but type, fineness (particle size) and
amount of abrasive should be selected so that tooth
enamel is not excessively abraded in normal use of the
composition. Suitable abrasives include without
limitation silica, for example in the form of silica
gel, hydrated silica or precipitated silica, alumina,
insoluble phosphates, calcium carbonate, resinous
abrasives such as urea-formaldehyde condensation
products and the like. Among insoluble phosphates
useful as abrasives are orthophosphates,
polymetaphosphates and pyrophosphates. Illustrative
examples are dicalcium orthophosphate dihydrate,
calcium pyrophosphate, -calcium pyrophosphate,
tricalcium phosphate, calcium polymetaphosphate and
insoluble sodium polymetaphosphate. One or more
abrasives are optionally present in an abrasive
effective total amount, typically about 5% to about
70%, for example about 10% to about 50% or about 15%
to about 30% by weight of the composition. Average
particle size of an abrasive, if present, is generally
about 0.1 to about 30 mm, for example about 1 to about
20 mm or about 5 to about 15 mm. [0065] In a
particular embodiment the composition comprises one or
more high-cleaning silicas (HCS) to enhance whitening
performance of the dentifrice by mechanically removing
existing stain and debris from a dental surface by
means of the HCS while inhibiting further accumulation
of chemical stain by means of the
phosphonate-containing compound, e.g., PVPA. [0066] In
a still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one
bicarbonate salt, useful for example to impart a
"clean feel" to teeth and gums due to effervescence
and release of carbon dioxide. Any orally acceptable
bicarbonate can be used, including without limitation
alkali metal bicarbonates such as sodium and potassium
bicarbonates, ammonium bicarbonate and the like. One
or more bicarbonate salts are optionally present in a
total amount of 0.1% to about 50%, for example about
1% to about 20% by weight of the composition. [0067]
In a still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one pH
modifying agent. Such agents include acidifying agents
to lower pH, basifying agents to raise pH and
buffering7503-00 agents to control pH within a desired
range. For example, one or more compounds selected
from acidifying, basifying and buffering agents can be
included to provide a pH of about 2 to about 10, or in
various illustrative embodiments about 2 to about 8,
about 3 to about 9, about 4 to about 8, about 5 to
about 7, about 6 to about 10, about 7 to about 9, etc.
Any orally acceptable pH modifying agent can be used,
including without limitation carboxylic, phosphoric
and sulfonic acids, acid salts {e.g., monosodium
citrate, disodium citrate, monosodium malate, etc.),
alkali metal hydroxides such as sodium hydroxide,
carbonates such as sodium carbonate, bicarbonates,
sesquicarbonates, borates, silicates, phosphates
(e.g., monosodium phosphate, trisodium phosphate,
pyrophosphate salts, etc.), imidazole and the like.
One or more pH modifying agents are optionally present
in a total amount effective to maintain the
composition in an orally acceptable pH range. [0068]
In a still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one
surfactant, useful for example to compatibilize other
components of the composition and thereby provide
enhanced stability, to help in cleaning the dental
surface through detergency, and to provide foam upon
agitation, e.g., during brushing. Any orally
acceptable surfactant, most of which are anionic,
nonionic or amphoteric, can be used. Suitable anionic
surfactants include without limitation water-soluble
salts of C8_20 alkyl sulfates, sulfonated
monoglycerides of C8_2o fatty acids, sarcosinates,
taurates and the like. Illustrative examples of these
and other classes include sodium lauryl sulfate,
sodium coconut monoglyceride sulfonate, sodium lauryl
sarcosinate, sodium lauryl isoethionate, sodium
laureth carboxylate and sodium dodecyl
benzenesulfonate. Suitable nonionic surfactants
include without limitation poloxamers, polyoxyethylene
sorbitan esters, fatty alcohol ethoxylates,
alkylphenol ethoxylates, tertiary amine oxides,
tertiary phosphine oxides, dialkyl sulfoxides and the
like. Suitable amphoteric surfactants include without
limitation derivatives of C8_20 aliphatic secondary
and tertiary amines having an anionic group such as
carboxylate, sulfate, sulfonate, phosphate or
phosphonate. A suitable example is cocoamidopropyl
betaine. One or more surfactants are optionally
present in a total amount of about 0.01% to about 10%,
for example about 0.05% to about 5% or about 0.1% to
about 2% by weight of the composition. [0069] In a
particular embodiment the composition comprises one or
more surfactants, e.g., sodium lauryl sulfate,
providing cleaning action. According to this
embodiment, the7503-00 phosphonate-containing
compound, e.g., PVPA, can further enhance cleaning
action provided by the surfactant alone. [0070] In a
still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one
foam modulator, useful for example to increase amount,
thickness or stability of foam generated by the
composition 



upon agitation. Any orally acceptable foam modulator
can be used, including without limitation polyethylene
glycols (PEGs), also known as polyoxyethylenes. High
molecular weight PEGs are suitable, including those
having an average molecular weight of about 200,000 to
about 7,000,000, for example about 500,000 to about
5,000,000 or about 1,000,000 to about 2,500,000. One
or more PEGs are optionally present in a total amount
of about 0.1% to about 10%, for example about 0.2% to
about 5% or about 0.25% to about 2% by weight of the
composition. [0071] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one thickening agent, useful for
example to impart a desired consistency and/or mouth
feel to the composition. Any orally acceptable
thickening agent can be used, including without
limitation carbomers, also known as carboxyvinyl
polymers, carrageenans, also known as Irish moss and
more particularly t-carrageenan (iota-carrageenan),
cellulosic polymers such as hydroxyethylcellulose,
carboxymethylcellulose (CMC) and salts thereof, e.g.,
CMC sodium, natural gums such as karaya, xanthan, gum
arabic and tragacanth, colloidal magnesium aluminum
silicate, colloidal silica and the like. One or more
thickening agents are optionally present in a total
amount of about 0.01% to about 15%, for example about
0.1% to about 10% or about 0.2% to about 5% by weight
of the composition. [0072] In a still further
embodiment a composition useful according to the
invention comprises, in addition to components (i),
(ii) and (iii) above, at least one viscosity modifier,
useful for example to inhibit settling or separation
of ingredients or to promote redispersibility upon
agitation of a liquid composition. Any orally
acceptable viscosity modifier can be used, including
without limitation mineral oil, petrolatum, clays and
organomodif ed clays, silica and the like. One or more
viscosity modifiers are optionally present in a total
amount of about 0.01% to about 10%, for example about
0.1% to about 5% by weight of the composition. [0073]
In a still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one
humectant, useful for7503-00 example to prevent
hardening of a toothpaste upon exposure to air. Any
orally acceptable humectant can be used, including
without limitation polyhydric alcohols such as
glycerin, sorbitol, xylitol or low molecular weight
PEGs. Most humectants also function as sweeteners. One
or more humectants are optionally present in a total
amount of about 1% to about 50%, for example about 2%
to about 25% or about 5% to about 15% by weight of the
composition. [0074] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one sweetener, useful for
example to enhance taste of the composition. Any
orally acceptable natural or artificial sweetener can
be used, including without limitation dextrose,
sucrose, maltose, dextrin, dried invert sugar,
mannose, xylose, ribose, fructose, levulose,
galactose, corn syrup (including high fructose corn
syrup and corn syrup solids), partially hydrolyzed
starch, hydrogenated starch hydrolysate, sorbitol,
mannitol, xylitol, maltitol, isomalt, aspartame,
neotame, saccharin and salts thereof, dipeptide-based
intense sweeteners, cyclamates and the like. One or
more sweeteners are optionally present in a total
amount depending strongly on the particular
sweetener(s) selected, but typically about 0.005% to
about 5% by weight of the composition. [0075] In a
still further embodiment a composition useful
according to the invention comprises, in addition to
components (i), (ii) and (iii) above, at least one
flavorant, useful for example to enhance taste of the
composition. Any orally acceptable natural or
synthetic flavorant can be used, including without
limitation vanillin, sage, marjoram, parsley oil,
spearmint oil, cinnamon oil, oil of wintergreen
(methylsalicylate), peppermint oil, clove oil, bay
oil, anise oil, eucalyptus oil, citrus oils, fruit
oils and essences including those derived from lemon,
orange, lime, grapefruit, apricot, banana, grape,
apple, strawberry, cherry, pineapple, etc., bean- and
nut-derived flavors such as coffee, cocoa, cola,
peanut, almond, etc., adsorbed and encapsulated
flavorants and the like. Also encompassed within
flavorants herein are ingredients that provide
fragrance and/or other sensory effect in the mouth,
including cooling or warming effects. Such ingredients
illustratively include menthol, menthyl acetate,
menthyl lactate, camphor, eucalyptus oil, eucalyptol,
anethole, eugenol, cassia, oxanone, -irisone, propenyl
guaiethol, thymol, linalool, benzaldehyde,
cinnamaldehyde, N-ethyl-p-menthan-3-carboxamine,
N,2,3-trimethyl-2-isopropylbutanamide, 3-(
1-menthoxy)-propane- 1,2-diol, cinnamaldehyde glycerol
acetal (CGA), menthone glycerol acetal (MGA) and the
like. One or more flavorants are optionally present in
a total amount of about 0.01% to about 5%, for example
about 0.1% to7503-00 about 2.5% by weight of the
composition. [0076] In a still further embodiment a
composition useful according to the invention
comprises, in addition to components (i), (ii) and
(iii) above, at least one colorant. Colorants herein
include pigments, dyes, lakes and agents imparting a
particular luster or reflectivity such as pearling
agents. A colorant can serve a number of functions,
including for example to provide a white or
light-colored coating on a dental surface, to act as
an indicator of locations on a dental surface that
have been effectively contacted by the composition,
and/or to modify appearance, in particular color
and/or opacity, of the composition to enhance
attractiveness to the consumer. Any orally acceptable
colorant can be used, including without limitation
talc, mica, magnesium carbonate, calcium carbonate,
magnesium silicate, magnesium aluminum silicate,
silica, titanium dioxide, zinc oxide, red, yellow,
brown and black iron oxides, ferric ammonium
ferrocyanide, manganese violet, ultramarine,
titaniated mica, bismuth oxychloride and the like. One
or more 



colorants are optionally present in a total amount of
about 0.001% to about 20%, for example about 0.01% to
about 10% or about 0.1% to about 5% by weight of the
composition. [0077] In particular illustrative
embodiments, a dentifrice composition of the invention
comprises, in addition to PVPA, triclosan and PVME/MA,
one or more of the following ingredients: hydrated
silica; glycerin; carrageenan; sorbitol; sodium CMC;
sodium fluoride; sodium lauryl sulfate; sodium
saccharin; and titanium dioxide. [0078] Degree of
staining or stain inhibition on a dental surface can
be observed visually, for example with the aid of
color comparison charts, gauges or shade guides, e.g.,
as described by Browning (2003), Journal of Esthetic
Restorative Dentistry 15 Supp. 1, S13-S20,
incorporated herein by reference. [0079]
Alternatively, staining or inhibition thereof can be
measured by colorimetry, using7503-00 any suitable
instrument such as a Minolta Chromameter, e.g., model
CR-321 (Minolta Corp., Ramsey, NJ). The instrument can
be programmed, for example, to measure Hunter Lab
values or L*a*b* values according to the standard
established by the International Committee of
Illumination (CIE). The L*a*b* system provides a
numerical representation of threedimensional color
space where L* represents a lightness axis, a*
represents a red-green axis and b* represents a
yellow-blue axis. The L* and b* axes are typically of
greatest applicability to tooth stain inhibition,
which can be measured as increase in whiteness
relative to an untreated surface. Increase in
whiteness can be computed from differences in L*, a*
and b* values between untreated and treated surfaces.
A useful parameter is DE*, calculated as the square
root of the sum of the squares of differences in L*,
a* and b* values, using the formula: DE* = [(DL*)2 +
(Da*)2 + (Db*)2]1/2 A higher value of DE* indicates
greater increase in whiteness. [0080] Evaluation of
effectiveness of stain inhibition treatments of the
invention can be made, for example, in clinical
studies using human volunteers, or in vivo in animals,
conducted according to appropriate protocols. [0081]
Suitable in vitro protocols are also available for
evaluation of stain inhibition treatments, including
those described in Examples herein and in published
literature. See for example Stookey et al. (1982),
Journal of Dental Research 61(1 1), 1236-1239, and
Rice et al. (2001), Journal of Clinical Dentistry
12(2), 34-37, both incorporated herein by reference.
[0082] The invention can further be understood by
reference to the following nonlimiting example.
EXAMPLE [0083] Toothpaste compositions were prepared
having ingredients as shown in Table 1. The
compositions were similar except for the presence or
absence of PVPA. The glycerin, carboxymethylcellulose
sodium, propylene glycol and t-carrageenan were mixed
together for at least about 5 minutes. The sorbitol,
water, titanium dioxide, sodium saccharin and sodium
fluoride were then added and the resulting mixture was
heated to 60-71 0C with mixing for at least about 15
minutes. The Gantrez(tm) S-97 (PVME/MA), PVPA (if
included) and sodium hydroxide were then added with
mixing for at least about 5 minutes. The hydrated
silica was then added and mixing continued for at
least about 15 minutes under vacuum. Finally, the
triclosan, sodium lauryl sulfate and flavorant were
added and mixing continued under vacuum7503-00 or at
least a further 10 minutes. Table 1: Composition of
toothpastes with and without PVPA Ingredient Weight %
- PVPA + PVPA water 15.28 11.49 sodium fluoride 0.24
0.24 sodium saccharin 0.30 0.30 glycerin 20.00 20.00
sodium CMC 1.10 1.10 propylene glycol 0.50 0.50
i-carrageenan 0.40 0.40 sorbitol, 70% in water 20.85
20.85 titanium dioxide 0.75 0.75 Gantrez(tm) S-97, 13%
in water 15.00 15.00 PVPA, 32% in water 0.00 2.99
sodium hydroxide, 50% in water 1.20 2.00 hydrated
silicas 21.50 21.50 triclosan 0.30 0.30 flavor 1.00
1.00 



sodium lauryl sulfate powder 1.50 1.50 [0084] The PVPA
used in this example had a weight average molecular
weight of 8,000. [0085] To verify that antibacterial
activity of the triclosan, as enhanced by PVME/MA, was
not adversely affected by PVPA, the compositions of
Example 1 with and without PVPA were each compared
with a standard toothpaste (Colgate(r) Dental Cream)
for antibacterial effect using a chemostat as
described for example by Herles et al. (1994), J.
Dent. Res. 73(1 1), 1748-1755, incorporated herein by
reference. Results are shown in Table 2. Table 2:
Antibacterial efficacy of toothpastes with and without
PVPA [0086] The difference in antibacterial activity
shown in Table 2 was not statistically significant.
The data show that adding PVPA to a dentifrice
containing triclosan and PVME/MA does not impair the
antibacterial action of the dentifrice. [0087]
Relative effectiveness of the compositions of this
example with and without PVPA in inhibition of
staining of a dental surface, and in cleaning of a
stained dental surface, was7503-00 determined by the
following procedure, adapted from Baig et al. (2002),
op. cit. 1. Human saliva, kept on ice until needed,
was centrifuged at 10,000 rpm for 10 minutes at room
temperature. The supernatant was collected and kept on
ice until needed. 2. Disks of synthetic hydroxyapatite
(SHAP, to simulate a natural dental surface) were
rinsed in water, blotted and allowed to air-dry. Their
color parameters on the L*a*b* system as established
by CIE was measured using a Minolta CR-321
chromameter. 3. The SHAP disks were then placed in a
17 X 100 mm polystyrene test tube, one disk per tube,
and 2 ml of saliva supernatant was added to each disk.
The test tubes were incubated in a shaker bath at 37C
overnight. 4. The disks were removed from the saliva
supernatant, rinsed in water and blotted dry, and were
then returned to the test tubes. 5. A slurry was
prepared of the toothpaste composition at a 1:10
dilution in water, and 2 ml of the slurry was added to
each disk, followed by incubation in the shaker bath
at 37C for 5 minutes. 6. The disks were removed from
the toothpaste slurry, rinsed in water and blotted
dry, and were then returned to the test tubes. 7. A
staining cycle was then applied to the disks, each
step in the cycle involving incubation in the shaker
bath at 37C for the time period shown, followed by
washing three times with water: saliva 20 minutes
0.12% chlorhexidine rinse (Periogard(r)) 1 minute
saliva 20 minutes instant coffee 15 minutes 8. The
staining cycle was repeated for a total of three
cycles. 9. A further 2 ml of the toothpaste slurry was
added to each disk, followed by incubation in the
shaker bath at 370C for 5 minutes. 10. The disks were
rinsed in water, blotted dry and allowed to air dry. A
further measurement of color parameters was obtained.
[0088] Inhibition of chemical staining was determined
as DL* and DE*, in each case7503-00 measuring the
difference before and after the entire procedure
described above. DL* was reported as an absolute value
(i.e., a reduction in the value of L* was reported as
a positive number). A lower value of DL* (absolute)
and DE* is indicative of greater inhibition of
staining, i.e., greater stain resistance of the
treated surface and thus enhanced anti-staining
performance of the toothpaste. Results are shown in
Table 3. Table 3 : Anti-staining performance of
toothpastes with and without PVPA [0089] The
toothpaste containing PVPA exhibited significantly
lower values of DL* (absolute) and DE* than the
comparative toothpaste lacking PVPA. This result
demonstrates a high degree of effectiveness of PVPA as
a toothpaste ingredient in inhibiting staining of
dental surfaces. [0090] Chemical cleaning action was
determined as DL* and DE*, in each case measuring the
difference before and after the post-staining
toothpaste treatment as described above. A higher
value of DL* and DE* is indicative of greater chemical
cleaning action of the toothpaste. Results are shown
in Table 4. Table 3: Chemical cleaning action of
toothpastes with and without PVPA [0091] The
toothpaste containing PVPA exhibited significantly
higher values of DL* and DE* than the comparative
toothpaste lacking PVPA. This result demonstrates that
PVPA enhances the cleaning action of a toothpaste
containing sodium lauryl sulfate as a
surfactant.7503-00 WHAT IS CLAIMED IS: 1. A dentifrice
composition comprising (i) an anti-staining effective
amount of an orally acceptable phosphonate-containing
polymer or copolymer that comprises a plurality of
monomelic groups of formula A A' MO P C 



OM1 wherein: (a) one of A and A' is hydrogen and the
other is a moiety (X)n(R)m, (b) n in individual such
moieties is independently 0 or 1, (c) linking groups X
if present independently comprise an oxygen, sulfur,
nitrogen, phosphorus or silicon atom, (d) where n is
0, m is 1, and where n is 1, m is independently an
integer from 1 to 3 as determined by X, (e) terminal
groups R are independently hydrogen or Ci- I8 organic
radicals, and (f) M and M' are independently selected
from hydrogen, alkali metal and ammonium; said polymer
or copolymer having an average molecular weight of at
least about 1,000; (ii) an antibacterial effective
amount of an orally acceptable halogenated
diphenylether antibacterial agent; and (iii) an
antibacterial enhancing effective amount of an orally
acceptable polyvinylmethylether/maleic anhydride
copolymer. 2. The composition of Claim 1 wherein the
phosphonate-containing compound has an average
molecular weight of about 1,000 to about 100,000. 3.
The composition of Claim 1 wherein the
phosphonate-containing compound has an average
molecular weight of about 3,500 to about
30,000.7503-00 4. The composition of Claim 1 wherein
the phosphonate-containing compound has an average
molecular weight of about 6,000 to about 16,000. 5.
The composition of Claim 1 wherein the
phosphonate-containing polymer or copolymer is a
polyvinylphosphonate that is a homopolymer of
vinylphosphonic acid, or a salt or partial salt
thereof. 6. The composition of Claim 5 that comprises
said polyvinylphosphonate in a polyvinylphosphonic
acid equivalent amount of about 0.1% to about 10% by
weight. 7. The composition of Claim 5 that comprises
said polyvinylphosphonate in a polyvinylphosphonic
acid equivalent amount of about 0.5% to about 5% by
weight. 8. The composition of Claim 1 wherein the
halogenated diphenylether compound is triclosan. 9.
The composition of Claim 1 wherein the halogenated
diphenylether compound is present in an amount of
about 0.1% to about 10% by weight. 10. The composition
of Claim 1 wherein the halogenated diphenylether
compound is present in an amount of about 0.5% to
about 5% by weight. 11. The composition of Claim 1
wherein the polyvinylmethylether/maleic anhydride
copolymer has a methyl vinyl ether to maleic anhydride
ratio of about 1:4 to about 4:1. 12. The composition
of Claim 1 wherein the polyvinylmethylether/maleic
anhydride copolymer has an average molecular weight of
about 30,000 to about 1,000,000. 13. The composition
of Claim 1 wherein the polyvinylmethylether/maleic
anhydride copolymer is present in an amount of about
0.1% to about 20% by weight. 14. The composition of
Claim 1 wherein the polyvinylmethylether/maleic
anhydride copolymer is present in an amount of about
0.5% to about 10% by weight. 15. The composition of
Claim 1, further comprising at least one ingredient
selected from the group consisting of whitening
agents, anticalculus agents, fluoride ion sources,
stannous ion sources, zinc ion sources, antimicrobial
agents additional to the halogenated diphenylether
antibacterial agent, antioxidants, sialagogues, breath
freshening agents, antiplaque agents,
anti-inflammatory agents, desensitizing agents,
analgesics, nutrients, diluents, abrasives,
bicarbonate salts, pH modifying agents, surfactants,
foam modulators,7503-00 thickening agents, viscosity
modifiers, humectants, sweeteners, flavorants and
colorants. 16. The composition of Claim 1, further
comprising a high-cleaning silica. 17. The composition
of Claim 1, further comprising sodium lauryl sulfate.
18. The composition of Claim 1 that is a toothpaste.
19. A method of treating and/or preventing dental
plaque and/or chemical stains on a dental surface, the
method comprising applying the dentifrice composition
of Claim 1 to the surface. 20. The method of Claim 19
wherein the dentifrice composition is applied to the
dental surface by brushing. 


