
Description APPARATUS AND METHOD FOR PROCESSING DATA
OF FLASH MEMORY Technical Field [1] Apparatuses and
methods consistent with the present invention relate
to processing flash memory data. More particularly,
the present invention relates to an apparatus and a
method for processing data of a flash memory that is
capable of easily determining the validity of the
data. Background Art [2] As a storage medium to store
and process data, non-volatile memories are frequently
used in embedded systems such as home electronic
appliances, com munication apparatuses and set-top
boxes. [3] Among the non-volatile memories, flash
memories are mainly used. A flash memory is a
non-volatile storage device capable of electrically
writing, rewriting and deleting data. As compared to a
storage medium based on a magnetic disk, the flash
memory needs less power and its access time is the
same as a hard disk. Further, since the flash memory
is compact in size, it is suitable for portable
devices. [4] To rewrite data that was recorded in
flash memory, it is necessary to delete the whole
block in which the concerned data is recorded since
the flash memory is a hardware unit. [5] Inconsistent
units of writing and deleting data on the flash memory
may degrade performance thereof. To prevent this
degradation, a logical address and physical address
concept was introduced. [6] The logical address refers
to an address used when a user conducts a
predetermined data operation on a flash memory through
a predetermined user program, and the physical address
refers to an address used when the predetermined data
operation is actually conducted in the flash memory.
[7] Generally, flash memory is classified into small
block flash memory and large block flash memory. In
the small block flash memory, a logical operation unit
and a physical operation unit are identical, whereas
the physical operation unit is larger than the logical
operation unit in the large block flash memory. [8]
FIGS. 1 and 2 illustrate schematic constructions of
general small block flash memory and large block flash
memory. [9] In a small block flash memory, a sector
11, which is a logical operation unit, is 



identical to a page 12, which is a physical operation
unit, as illustrated in FIG. 1. [10] In a large block
flash memory, a page 22 is formed by collecting at
least one sector,as illustrated in FlG. 2. [11] A
flash memory-based system may suffer from unexpected
interruption of power supply because of an inherent
property in an application field thereof. Accordingly,
it is necessary to provide for interruption of the
power supply while the flash memory is in operation.
[12] Specifically, two cases where predetermined data
is written in a flash memory and deleted from the
flash memory will be described. When the power supply
is interrupted while predetermined data is being
written in a flash memory, a part of the data is
written in the flash memory, but another part thereof
may not be written. When the power supply is
interrupted while predetermined data is being deleted
from the flash memory, a part of the data is deleted
from the flash memory, but another part thereof may
not be deleted. [13] A variety of methods to determine
the validity of flash memory data have been proposed
in order to provide for unexpected interruption of the
power supply before data operations such as writing or
deleting are completed. [14] FlG. 3 illustrates data
write operations in a flash memory according to the
con ventional art. [15] As illustrated therein, in
order to write data in a predetermined sector of the
flash memory, it is first determined whether space is
available in the relevant sector. When space is
available, a write operation is conducted and at the
same time a predetermined value is recorded in a
predetermined index region corresponding to the sector
in which the data is written (SlO). [16] In detail, as
illustrated in FlG. 4 , a flash memory comprises a
single block 34 consisting a plurality of pages 33,
each page composed of data region 31 and an index
region 32. The index region 32 may be further divided
into a first index region 32a to indicate the progress
of a write operation, and a second index region 32b to
indicate the progress of a delete operation. At this
time, a first value and a third value are recorded in
the first index region 32a and the second index region
32b, respectively. [17] When the data region 3 1
consists of a plurality of sectors as illustrated in
FlG. 5 , the first index region 32a is constructed on
a sector basis. The second index region 32b is also
constructed on a sector basis. [18] When the write
operation is completed (S20), a second value to
indicate completion of the write operation is recorded
in the first index region 32a (S30). 



[19] For example, as the write operation begins, a
first value 'OxFE' is recorded in the first index
region 32a, and a third value 'OxOO' is recorded in
the second index region 32b. When the write operation
is finished, a second value 'OxFC is recorded in the
first index region 32a. [20] At this time, when the
values recorded in the first index region 32a and the
secondindex region 32b are initial values, for
example, 'OxFF,' it is determined that data writing is
possible. As the case may be, even when the value of
the data region 3 1 is 'OxFF,' it is determined that
data writing is possible. Specifically, when a delete
operation is conducted in the flash memory, all the
bits are changed to 1. Thus, when all the bits are 1,
that is, 'OxFF,' the flash memory becomes available
for data writing. [21] FIG. 6 illustrates a method of
determining the validity of data written through the
write operation of FIG. 3 . [22] As illustrated, it is
first determined whether values recorded in the first
index region 32a and the second index region 32b are
normal (S40). [23] Specifically, when the values
recorded in the first index region 32a and the second
index region 32b refer to the second value described
above, it is determined that the values recorded in
the first and the second index regions 32a and 32b are
normal. [24] If the values are determined to be
normal, data written in the relevant sector is
determined to be valid (S50). If not normal, they are
determined to be not valid (S60). Disclosure of
Invention Technical Problem [25] However, the
conventional method of determining the validity of
data requires two write operations in order to
determine the validity of data written in the relevant
sector when writing the data. That is, a first write
operation to record data in the data region and to
record a first value in the first index region 32a and
a third value in the second index region, and a second
write operation to record the second value again in
the first index region. [26] Since two write
operations have to be conducted, this may cause
degradation in the performance of the write operation.
[27] In addition, when the power supply is interrupted
while an operation to delete data from the flash
memory is conducted, a part of the data is deleted
from the data region 3 1 described above, but the
values of the first and the second index regions 32a
and 32b are not deleted. Thus, invalid data may be
determined to be valid, through the values recorded in
the first and the second index regions 32a and 32b. In
other words, if power supply is interrupted while the
delete operation is being conducted and valid 



data is recorded in the data region 31 as shown in
FIG. 7 , the first value of the first index region
32a, 'OxFC,' and the third value of the second index
region 32b, 'OxOO,' remain unchanged, although the
data of the data region 3 1 is not valid any longer as
shown in FIG. 8 . For this reason, there is a problem
where invalid data is determined to be valid. [28]
Korean Unexamined Patent Publication No. 2004-0042478
discloses a flash memory, access apparatus and method
using the flash memory which is capable ofstoring and
updating mapping information of a delete operation, to
thereby prevent generation of this error. However,
this invention still has difficulty determining the
validity of data when errors occur in the write
operations to be conducted to update the mapping
information. Technical Solution [29] In accordance
with an aspect of the present invention, there is
provided an apparatus and method of processing flash
memory data, capable of easily determining validity of
the data, when power supply is interrupted while a
predetermined data operation is being conducted in the
flash memory. [30] The present invention will not be
limited to the technical objects described above.
Other objects not described herein will be more
definitely comprehended by those in the art from the
following detailed description. [31] According to an
aspect of present invention, there is provided a data
processing apparatus of a flash memory including a
user requesting unit to request a data operation using
a predetermined logical address, a transformation unit
to transform the logical address into a physical
address, and a control unit to record count data
counting the number of predetermined bits of data in
an index region to indicate whether the data is valid,
in conducting the data operation. [32] According to
another aspect of present invention, there is provided
a data processing apparatus of a flash memory
including an extracting unit to extract data recorded
in the index region that indicates whether the data
present in a predetermined logical address is valid;
and a control unit to determine the validity of the
data present in the logical address through a relation
between the data present in the logical address and
the extracted data. [33] According to a further aspect
of the present invention, there is provided a data
processing method of a flash memory including
requesting a predetermined data operation that uses a
predetermined logical address, transforming the
logical address into a physical address, and recording
count data counting the number of pre 



determined bits of the data in an index region to
indicate the validity of the data when conducting the
data operation. [34] According to yet another aspect
of present invention, there is provided a data
processing method of a flash memory including
extracting data recorded in an index region to
indicate validity of data present in a predetermined
logical address, and de termining the validity of the
data present in the logical address based on a
relation between the data present in the logical
address and the extracted data. Description of
Drawings [35] The above and other aspects of the
present invention will become better understoodwith
regard to the following description of the exemplary
embodiments given in conjunction with the accompanying
drawings, in which: [36] FlG. 1 is a diagram
illustrating a construction of a general small block
flash memory; [37] FlG. 2 is a diagram illustrating a
construction of a general large block flash memory;
[38] FlG. 3 is a diagram illustrating write operations
in a flash memory according to the conventional art;
[39] FlG. 4 is a diagram illustrating a data region
and an index region of a general flash memory; [40]
FlG. 5 is a diagram illustrating the index region
classified on a sector basis and included in the data
region of FlG. 4. [41] FlG. 6 is a diagram
illustrating data validity determination of a flash
memory according to the conventional art; [42] FlG. 7
is a diagram illustrating a data region in which valid
data is recorded, and an index region according to the
conventional art; [43] FlG. 8 is a diagram
illustrating a data region in which invalid data is
recorded and an index region according to the
conventional art; [44] FlG. 9 is a diagram
illustrating an apparatus for processing flash memory
data according to an exemplary embodiment of the
present invention; [45] FlG. 10 is a diagram
illustrating a data region and an index region
according to an exemplary embodiment of the present
invention; [46] FlG. 11 is a diagram illustrating a
method of generating count data and inverted data
according to an exemplary embodiment of the present
invention; [47] FlG. 12 is a diagram illustrating
count data to count the number of T bits and inverted
data according to an exemplary embodiment of the
present invention; 



[48] FlG. 13 is a diagram illustrating count data to
count the number of '0' bits and inverted data
according to an exemplary embodiment of the present
invention; and [49] FlG. 14 is a diagram illustrating
a method of determining the validity of data written
in a flash memory according to an exemplary embodiment
of the present invention. Mode for Invention [50]
Specific matters of exemplary embodiments of the
present invention will be covered by the detailed
description and drawings. [51] Advantages and features
of the present invention and methods of accomplishing
the same may be understood more readily by reference
to the following detailed de scription of the
exemplary embodiments and the accompanying drawings.
The present invention may, however, be embodied in
many different forms and should not beconstrued as
being limited to the embodiments set forth herein.
Rather, these em bodiments are provided so that this
disclosure will be thorough and complete and will
fully convey the concept of the invention to those
skilled in the art, and the present invention will
only be defined by the appended claims. Like reference
numerals refer to like elements throughout the
specification. [52] The present invention will be
described hereinafter with reference to block diagrams
or flowchart illustrations of an apparatus and a
method of processing flash memory data according to an
exemplary embodiment thereof. It will be understood
that each block of the flowchart illustrations, and
combinations of blocks in the flowchart illustrations
can be implemented by computer program instructions.
These computer program instructions can be provided to
a processor of a general purpose computer, special
purpose computer, or other programmable data
processing apparatus to produce a machine, such that
the instructions, which execute via the processor of
the computer or other programmable data processing
apparatus, create means for im plementing the
functions specified in the flowchart block or blocks.
These computer program instructions may also be stored
in a computer usable or computer-readable memory that
can direct a computer or other programmable data
processing apparatus to function in a particular
manner, such that the instructions stored in the
computer usable or computer-readable memory produce an
article of manufacture including instruction means
that implement the function specified in the flowchart
block or blocks. The computer program instructions may
also be loaded onto a computer or other pro grammable
data processing apparatus to cause a series of
operational steps to be performed on the computer or
other programmable apparatus to produce a computer 



implemented process such that the instructions that
execute on the computer or other programmable
apparatus provide steps for implementing the functions
specified in the flowchart block or blocks. [53] And
each block of the block diagrams may represent a
module, segment, or portion of code, which comprises
one or more executable instructions for implementing
the specified logical function(s). It should also be
noted that in some alternative imple mentations, the
functions noted in the blocks may occur out of order.
For example, two blocks shown in succession may in
fact be executed substantially concurrently or the
blocks may sometimes be executed in reverse order
depending upon the functionality involved. [54] An
exemplary embodiment of the present invention will be
described with reference to the accompanying drawings.
[55] Generally, a flash memory is roughly classified
into a small block flash memory and a large block
memory. [56] In the small block flash memory, a
logical operation unit and a physical operationunit
are identical, whereas the physical operation unit is
larger than the logical operation unit in the large
block flash memory. [57] The logical operation unit is
commonly called a sector, which is a data write
operation unit when a user writes data in the flash
memory through a predetermined user program. [58] The
physical operation unit is commonly called a page,
which is an actual data operation unit in a flash
memory, for example, data write. [59] The logical
operation unit and the physical operation unit are not
limited to sectors and pages, and may be embodied in
different forms according to the apparatuses. [60]
When a conventional data operation is conducted on a
sector, there is a process of recording a
predetermined value on an index region corresponding
to a predetermined sector to determine validity of
data after the data operation is completed. However,
this recording process required after the data
operation may degrade the overall write performance.
[61] Further, since a portion corresponding to the
index region is used, in addition to the sector, more
storage space is consumed. [62] Accordingly, this
exemplary embodiment relates to a data processing
apparatus of a flash memory that is capable of
reducing the number of operations and the capacity
required for determining the validity of data when
conducting data operations in the flash memory, and at
the same time easily determining the data validity of
each logical 



address. FIG. 9 schematically illustrates a
construction of a data processing apparatus of a flash
memory according to the present invention. [63] As
illustrated, the data processing apparatus of the
flash memory comprises a user requesting unit 100 by
which a user requests a data operation to be performed
on the flash memory using a predetermined logical
address, a transformation unit 200 to transform a
logical address into a physical address, a control
unit 300 to conduct a pre determined data operation in
the flash memory through a device driver 400 to
control operations of the flash memory according to
the transformed physical address, and recording count
data for recording the number of predetermined bits of
data present in the logical address, as a result of
conducting the data operation on an index region to
indicate the validity of the data present in the
logical address, and an extracting unit 500 to extract
data of the index region when determining the validity
of data present in the logical address. [64] As
illustrated in FIG. 10 , the flash memory according to
the present invention comprises a data region 610
including at least one logical address, on which a
data operation is conducted, and an index region 620
recording therein count data for recording the number
of predetermined bits of data present in the data
region 610, as a result of conducting the data
operation. The predetermined bits of data may be T or
1O',either of which is selected according to the case.
[65] The index region 620 comprises a count region 621
recording therein the count data recording the number
of predetermined bits, and an inversion region 622
recording therein inverted count data. The index
region 620 may be constructed based on a write unit of
data present in the data region 610. The index region
620 may be positioned next to a region on which one
write time of data is completed, on the data region
610. For example, when 10 bytes of data are written in
the data region 610, the index region 620 is
positioned after the 10 bytes. When 504 bytes of data
are recorded in the data region 610, the index region
620 is positioned after the 504 bytes. However, the
position of the index region 620 is not fixed next to
the data region. [66] The inversion data refers to
count data recorded in the count region 621 and
transformed through a predetermined transformation. In
the present embodiment, it has been described that a
one time complement transformation is conducted on the
data recorded in the logical address, by way of
example, but the present invention is not limited to
this. All the transformation methods making the
inverted data identical to data recorded in the
logical address, e.g., two time complement
transformation, may be adopted. When the inverted data
is a one time complement of the count data, the 



inverted data is OlOl' if the count data is '1010.'
[67] The control unit 300 may determine the validity
of data present in the data region 610, through the
count data and the inverted data recorded in the index
region 620. At this time, the count data and the
inverted data are extracted by the extracting unit
500, and the control unit 300 may determine the
validity of the data present in the data region 610,
after determining the validity of the count data. [68]
The control unit 300 inversely transforms the inverted
data to thereby determine whether it is identical to
the count data, and may determine the validity of the
count data depending upon the result of determination.
The reason for determining the validity of the count
data is that the count data should first be confirmed
prior to de termining the data validity. [69]
Thereafter, the control unit 300 may determine that
the data is valid by comparing the number of
predetermined bits according to the count data and the
number of concerned bits of the data present in the
data region 610; the data is considered not valid when
they are not identical. [70] This may reduce the
number of necessary operations, as compared with a
case where a predetermined value is recorded in an
index region corresponding to a sector after a write
operation. [71] Hereinafter, a data processing method
of a flash memory according to the present invention
will be described. [72] FIG. 11 illustrates a method
of generating count data and inverted data
whenconducting data operations of a flash memory
according to an exemplary embodiment of the present
invention. [73] As illustrated, a user requests a data
operation on a predetermined logical address, using
the user requesting unit 100 (Sl 10). [74] The control
unit 300 counts the number of predetermined bits of
data used in the data operation prior to conducting
the data operation (S120), and generates count data
detailing the number of predetermined bits (S130); of
course, the bits are either T or 1O1. [75] The control
unit 300 generates inverted data of the generated
count data (S140). [76] Specifically, when a user
requests a data operation, the concerned data is
loaded into a buffer, and the control unit 300 counts
the number of predetermined bits in the loaded data.
At this time, the control unit 300 generates inverted
data again using the count data. The control unit 300
also loads the generated count data and the inverted
data into the buffer. 



[77] Then, the control unit 300 conducts a data
operation and at the same time records the generated
count data and inverted data in the count region 621
and the inversion region 622 respectively (S150). In
other words, the control unit 300 records the data
loaded into the buffer, the count data and the
inverted data in the data region 610, the count region
621 and the inversion region 622 respectively. [78]
The method of generating count data and inverted data
according to an exemplary embodiment of the present
invention shown in FlG. 11 will be described in more
detail with reference to FIGS. 12 and 13 . [79] When
data such as '100101 1011' is present in the data
region 610 due to a pre determined data operation, the
control unit 300 counts the number of T bits and then
records '0110' in the count region 621 as illustrated
in FlG. 12 . The inverted data is a one complement of
the count data '1001', that is, it is '01 10', and it
is recorded in the inversion region 622. If the
control unit counts the number of '0' bits, '0100' is
recorded in the count region 621 as shown in FlG. 13 ,
and '1011', which is a one complement of '0100,' is
recorded in the inversion region 622. [80] FlG. 14
illustrates a method of determining the validity of
data present in the data region 610 based on count
data and inverted data recorded through the method of
FlG. 11 described above. [81] As illustrated, the
extracting unit first extracts count data and inverted
data from the count region 621 and the inversion
region 622 respectively (S210). [82] Then, the control
unit 300 determines whether the extracted count data
and inverted data have an inverse relation (S220).
That is, the inverse data is inversely transformed and
compared with the count data to thereby determine
whether they are identical. They are determined to
have an inverse relation when they are identical,
butthey are determined to have no inverse relation
when they are not identical. When the count data and
the inverted data are not inversely related, the
validity of the data of the data region 610 cannot be
determined, and thus, data present in the data region
610 is determined to be invalid. [83] When it is
determined that the count data and the inverted data
have an inverse relation, the control unit 300 counts
the number of predetermined bits of the data present
in the data region 610 (S230). [84] It is determined
whether the data counting the number of predetermined
bits of the data present in the data region 610 and
the extracted count data are identical in step (S240).
[85] When it is determined that the number of
predetermined bits of the data present in 



the data region 610 and the number of predetermined
bits according to the extracted count data are
identical, the data present in the data region 610 is
determined to be valid (S250). [86] When it is
determined that the number of predetermined bits of
the data present in the data region 610 and the number
of predetermined bits according to the extracted count
data are not identical, or the above-described count
data and the inverted data are not inversely related,
the data present in the data region 610 is determined
to be not valid (S260). [87] In the embodiments of the
present invention described above, a 'part' indicates
a software component or a hardware component such as a
field-programmable gate array (FPGA) or an
application-specific integrated circuit (ASIC). The
module performs a particular function and may be
included in an addressable storage medium or it may be
configured to play one or more processors.
Accordingly, modules may include components such as
software components, object-oriented software
components, class components, and task components,
processes, functions, attributes, procedures,
subroutines, segments of a program code, drivers,
firmware, microcode, circuits, data, databases, data
structures, tables, arrays, and parameters. Components
and features provided by the modules may be combined
into a smaller number of components and features, or
they may be divided into a greater number of
components and features. Industrial Applicability [88]
As described above, the data processing apparatus and
method of a flash memory according to the present
invention have one or more effects described below.
[89] First, the precision of inspecting data that may
be compromised is enhanced; that is, data that is in
the process of being written or deleted becomes
different from the original data because of
interruption of the power supply. [90] Second, since a
predetermined value is not recorded after a write
operation in an index region corresponding to a
predetermined logical address, the number ofoperations
necessary for a data write to determine validity of
the data is reduced, thereby enhancing the overall
performance of the flash memory. [91] While the data
processing apparatus and method of a flash memory
according to the present invention has been described
with respect to the accompanying drawings, it will be
apparent to those skilled in the art that various
changes and modifications may be made without
departing from the spirit and scope of the invention
as defined in the following claims. Further it should
be understood that with respect to the implication and
scope of the claims, any modification or modified
types of the invention derived 



from the equivalent concept thereof are all included
in the scope of the present invention.Claims [1] A
data processing apparatus of a flash memory,
comprising: a user requesting unit to request a data
operation using a predetermined logical address; a
transformation unit to transform the logical address
into a physical address; and a control unit to record
count data counting the number of predetermined bits
of data in an index region to indicate whether the
data is valid when conducting the data operation. [2]
The apparatus of claim 1, wherein the control unit
generates inverted data. [3] The apparatus of claim 2,
wherein the index region comprises: a count region in
which the count data is recorded; and an inversion
region in which the inverted data is recorded. [4] The
apparatus of claim 3, wherein the inverted data is
inverted count data. [5] A data processing apparatus
of a flash memory, comprising: an extracting unit to
extract data recorded in an index region that
indicates whether data present in a predetermined
logical address is valid; and a control unit to
determine the validity of the data present in the
logical address through a relation between the data
present in the logical address and the extracted data.
[6] The apparatus of claim 5, wherein the index region
comprises: a count region which records count data
counting the number of predetermined bits of the data
present in the logical address; and an inversion
region in which inverted data is recorded. [7] The
apparatus of claim 6, wherein the inverted data is
inverted count data. [8] The apparatus of claim 7,
wherein the control unit determines that the count
data is valid when the inverted data is identical to
the count data, through an inverse transformation of
the inverted data. [9] The apparatus of claim 8,
wherein the control unit determines that the data
present in the logical address is valid when the
number of predetermined bits in the logical address
corresponds to the number detailed in the count data.
[10] A data processing method of a flash memory,
comprising: requesting a predetermined data operation
that uses a predetermined logical address; 



transforming the logical address into a physical
address; and recording count data counting the number
of predetermined bits of data in an index region to
indicate the validity of the data when conducting the
data operation.[11] The method of claim 10, wherein
recording the count data includes generating and
recording inverted data. [12] The method of claim 11,
wherein the inverted data is inverted count data. [13]
A data processing method of a flash memory,
comprising: extracting data recorded in an index
region to indicate validity of data present in a
predetermined logical address; and determining the
validity of the data present in the logical address
based on a relation between the data present in the
logical address and the extracted data. [14] The
method of claim 13, wherein extracting data recorded
in the index region comprises: extracting count data
counting the number of predetermined bits of the data
present in the logical address; and extracting
inverted count data. [15] The method of claim 14,
wherein determining the validity of data present in
the logical address comprises determining the validity
of the count data. [16] The method of claim 15,
wherein determining the validity of data present in
the logical address is conducted only when the count
data is valid, and the count data is determined to be
valid when the count data is identical to the inverted
count data that has been inversely transformed. [17]
The method of claim 16, wherein the data present in
the logical address is valid when the number of
predetermined bits of the data present in the logical
address and the number of concerned bits according to
the count data are identical. 


