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tasks associated with data transm ssion. Therefore,
for purposes of clarity, also shown in Figure 1 is a
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communicate with each other. Below the application layer 112 is the transport
layer 114, which provides for logical communication between two communicating
entities so that, from the application’s perspective, it is if the two entities are
directly connected to each other. There are two dominant transport layer
protocols; transmission control protocol (TCP) and user datagram protocol (UDP).
Beneath the transport layer 114 is the network layer 116. The network layer
116 encapsulates datagrams from the transport layer 114 and encapsulates them
in packets and routes them through a network to their respective destinations
using the Internet Protocol (IP). Such packets are often referred to as IP packets.
Below the network layer 116 are the data link layer 118 and the physical layer
120 where the task of moving IP packets between individual links is performed.
The protocols implemented at the link layer 118 and physical layer 120 may vary
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Therefore, communicating management functions to and from a WTRU using an
. application level network management protocol is a very inefficient use of
bandwidth. Further, even where such inefficient use of bandwidth may be
tolerable, WTRUs often do not implement application level software for
performing network management functions thereby making such

communications impossible.
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[0014] Figure 2 is a block diagram of a wireless communication system in
accordance with the present invention.

[0015] Figure 3 is block diagram of an 802.11 type wireless network.
[0016] Figure 4 is a block diagram of a base station, a WTRU, and a
network management station of the 802.11 type wireless network shown in
Figure 3 wherein network management functions are communicated to and from
a WTRU in accordance with the present invention.

[0017] Figure b is a flow diagram of a method wherein a system controller
may obtain parameters from a WIRU in accordance with the present invention.
[0018] Figure 6 is a flow diagram of a method wherein a system controller
may update or otherwise change parameters of a WTRU in accordance with the

present invention.
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| ocated. To explain further, the type of informatio
mapagagenrtyof WIRUs that is of interest to a site controller 1ncludes WTRU
performance, configuration, and fault reporting. For example, the performance
parameters may include a received/transmitted packet error rate, the
configuration parameters may include a WTRU’s preferred service provider, and
the fault reporting parameters may include a number of failed authentication
attempts. Since these items are available at the data link and physical layers,
the present invention uses MAC messaging protocols between base stations and
WTRUs and application level network management protocols between the
controllers and base stations. Further, a translator is provided in base stations
so that the system controllers have direct access to the WTRUs.

[0022] By way of example, referring now to Figure 2, there is shown a

system 200 in accordance with the present invention. The system 200 includes at
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messaging protocol format and forwards the translated parameters to WTRU

202. WTRU 202 then updates its parameters accordingly. The system controller
206 may also utilize this embodiment to send messages (via base station 204) to
WTRU 202 instructing it to report back to the base station 204, who will forward
the report to the system controller 206, when certain events occur.

[0025] To provide a more specific example of how the present invention
may be implemented in an 802.11 type network, reference is made to Figures 3
and 4. It is noted that while the network shown in Figure 3 is referred to as a
“802.11 type network,” the system may be any type of network in the 802 family

of networks including but not limited to wireless local area networks (WLANSs),
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may be used as desired. The parameters that are of interest to an NMS 306 in an

802.11 type network are maintained in a management information base (MIB).
Typically, in 802.11 type networks, base stations and WI'RUs each maintain a
MIB wherein their respective parameters are stored. For example, in the present
invention, base station 314 includes a database 402 wherein a MIB is maintained
for the base station itself (i.e. MIBpase station. Additionally, the base station 314
includes a database 404 wherein a MIB of all WTRUs associated with base
station 314 are maintained (i.e. MIBwrrus). As explained above, base station 314
also includes a translator 406 for translating back and forth between SNMP and
a MAC messaging protocol. In this embodiment, the MAC messaging protocol is
preferably an 802.11k messaging protocol. The 802.11k messaging protocol is a
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The MIBs are preferably prdvided from the base station 314 to the NMS 306
using the SNMP ports 408, 400. Asnoted above, if WTRU’s 312 MIB is stale (i.e.
has been in database 404 for over a predetermined amount of time), base station
314 will obtain a fresh MIB from WTRU 312.

[0030] In another embodiment of the present invention, the NMS 306 may
send an SNMP message to base station 314 requesting that certain WTRU 312

traps are set whereby WTRU 312 will report when certain events happen. The
NMS 306 sends an SNMP message (i.e. an SNMP Trap message) to a base \
station 314 for a particular WTRU 312. The base station 314 receives the SNMP
message through the SNMP port 408. The translator 406 in the base station 314
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%‘%gg%zérsa?% 'eépssda%ﬁvp a&‘&hﬁ%;se‘%ggtgaggz @W:fuesfo}x{‘&d% \ %pdated
pﬁ@nh'\ﬁtg&f atbevv\?’%]@tlgfszl_tzn dHoaz:@aexe i NWMSSNHB8 fmﬁﬁaﬁlﬁls certain
t r tr t N

SOGmABES, (TiEh %? fexfhge ditsetly Wihgss, VR’&?‘&} 3&@ %%@fore in
55t} embb@ninB, mrNME%&l %bﬁﬁé‘lﬁ@ﬂ 6 ﬁtaﬁgml%’aﬂd‘leecewe SNMP

translator 406 and then sent to the NVS 306. The
messageefteratl fropy oVWAERD FSNOHEY h@erﬁa@etlmtdlheowmu’s t3c12 MIB

b 4 203108 PR B A0 SelEb e air
BaéatieaghdBds élgnalﬁygers taamﬁdwdaxsmgl SNMmeu@,tsaghgbveieehe air,
base station 314 will obtain a fresh MB from WIRUY

ts 1s rm;e@}y lay a?ﬂ&frr?ewg@ﬁ%%@. Fchthegefore ghe, a@g%rﬁ? effect is not

% enhian, the NM5 306 may send an SNVP nessage to
ase st atl on 314 requesting that certain WIRU 312

1008k are Féathenhdteewtlmglaﬂmﬁm 12 MiBponfigwtasivon parameters
certaj The , NMS 6. sends an .SNVP,

b SpivP' St tnd ABRERY PR RGed e E e Fe B aRE oL e gpyesent
hkAntieh. BoPétdnhsle] If set¥ill pdiaddnefbhcahdoecatahitfibgdb4ising the
receji ves the SNWP rress?_%e t hrough t he SNWP prport 408.

traasletemel theprepgat inveniiony JXERMsampgrpe3genfigured to revert to
certain default configurations based on certain events. More specifically, a

WTRU 312 may be configured to revert to a default configuration when it returns
to its home network, for example. This may be used to eliminate the need for low
volume SNMP signaling altogether for purposes of setting WTRU parameters.
Alternatively, the parameters may be set using the translator and a combination
of application level and MAC level messaging, as described herein.

[0033] The base station 314 components described herein are preferably
implemented on a single integrated circuit, such as an application specific
integrated circuit (ASIC). However, the components may also be readily

implemented on multiple separate integrated circuits.



-7-transl ates the SNVWP nessage into an 802. 11k

nmessage. Then, the base station 314 transmts the
w@omsaddsenessage to request the particul ar WIRRCB1R2004/034706

report the trap condition to the base station 314 when.

loBBal | 30 Hehitute Ry Abighse S e, S, & L Hineragn of
HReh PG00 Whatdin g s§dtem ddierdlleamsdyoslthintpradletbRETRASEWTRU.

stations314 then transl ates the nessage into SNVP and
Thearethed 680 braingie stes603 wihenja We R eatensercaveragerprea of a

TR R B P oF Yo, PRRATHA SA S B0, Y BHsg ot associated
with ties WEBRHt reguests ahel W' heramedre duginag anBiAC snéssaging

§9octh g, Losueredn bhcwad3ed pan amEl L% Qe Roihe base
StabioH "BLiAR GE MAY BlRsda@ind pesthasle TheasdskYstitibh trhSslates the
WRU 312. Therefore, in another enbodi nent, the NVS

posmeieroritorguitkeel MAG rmpassaging mrotasek| tpe agNpplication level

{ERaRgREsL Ao Gl R FR A phBghetslFter 10,
S fnitpmastareh i DA U3 s tiche
G Rk teg PR o R sty NEnGe RPY R ghePa AL to bl may

bosshesal h@ceagylﬁyrt%qnsi‘n&%t a BRsRQbt st@Hhabh@ the translated
[0032] Further, the setting of WIRU 312 M B

ponimejersarestonedradthe base sfatiny, tdrRvPntreBer miay obitainthym from

e tim zed usj he teachings of the present
e, o i, L, PeAE oo BeDPPns of MiebieRBEN Jrust petwork
ERhhgémeht h@B&OB(sUs 61R)! Neidnaed tiadtpin of addiciopslasbddiment,
invention, WIRUs may be configured to revert to i
theriranslatien sten may Pe; tgigearadapce paasiuglregaestdpn parameters is
FRLEREE: TR ARG phRbMer ol ok IR0 essneine format.
[0886) ns t Refersingonew rtet Mignke 6f dherexiangiosn ahilev thsgrom of a

efied 7o wosgh i orely Siuirdlsec Sy Sui¥, oy hprpie chanse

PAaAMRERY 6F a WTRUNAN tHed ¥mbbliendi] et RtemmytidEes Bhs write
using the translator_ and a conbination of app]ication

aeopeq todhe PRianeteyeef the YEBRVnd he saethed ¢00 begingi@rstem702 where

a system controller issues a request using an application level network

management protocol to update parameters of a WIRU(s). The updated
parameters are preferably sent with the request. In step 704, the request is
received at the base station and translated to MAC messaging protocol format.
The base station then forwards the request to the WT'RU in step 706. The WTRU
then updates its parameters according to the request in step 708. Method 700
may also be used to set traps at WTRUs where WIRUSs perform certain actions
when certain events occur, as explained above.

[0036] It is important to note that the present invention may be
implemented in any type of wireless communication system. By way of example,
the present invention may be implemented in UMTS-TDD, UMTS-FDD,



[ 0033] The base station 314 conponents descri bed
herein are preferably inplenented on a single

WO niosgussbed circuit, such as an application spRCT/UBI04/034706
integrated circuit (ASIC). However, the conponents nay

PP TGP O ACLSTE e G WEA, MlaRe B b e of

Grireld3e Comirfurfi bativh &stdroWHirtigr paltlefugh thefdavared @ad elements of
wherein a systemcontraoller y obtaip paraneters from
EheReentiRgeRHEem arp @@eﬂbgg%ﬁ?q Rretargyl gobodiments ingaaticular
ERhBIABEOURIR WeatiE A0 kel EhE e SREAANOAB! 60 various
system en, 1 n step 604, a base station assocl ated
vorhbinhbien¥VhRith r @ wegtosit t dthed\fEYusesp and nelevrents of rihe apresent
MAC nessagi ng protocol. Next, in step 606, the WIRU

PY&ASA™M s the parameters to the base station using a

MAC nessagi ng protocol. The base station translates

the paraneters fromthe MAC nessaging protocol to an
appl i cation | evel® managenent *prot ocol (sfep 608) and
stores the translated paraneters (step 610). The

transl ated paraneters are preferably stored in a

dat abase residing in or otherwise affiliated with the
base 'station. As noted above, steps 604 to 610 may be
repeated as necessary to maintain a fresh set of data.
Once the transl ated paraneters are stored at the base
station, the controller may obtain themfromthe base
station as needed using any type of application |evel

net wor kK managenent protocol (step 612). It is noted

that, in an additional enbodi ment, the translation

step may be triggered once an actual request for
paraneters is received. In this case, the paraneters

are stored in MAC nessaging format. [0035] Referring
nowto Figure 6, there is shown a flow diagramof a

met hod 700 wherein a systemcontrol |l er may update or

ot herwi se change paraneters of a WIRU. In this

enbodi nent, the systemcontroller has wite access to

the paraneters of the WIRU. The nethod 700 begi nsin

step 702 where a systemcontroller issues a request

using an application | evel network managenent protoco

to update paraneters of a WIRU(s). The updated

-10-



paranmeters are preferably sent with the request. In

step 704, the request is received at the base station
wa@rasosssns| at ed t oMAC nmessagi ng prot ocol for maPCT/UR®M04/034706

base station then forwards the request to the WIRU n

step 706. The WIRU t hen u%msits par aneters

according to the request in step 708. Method 700 nay

Wisd ibelausedlido set traps at WIRUs where WIRUs perform

certain actions when certain events occur, as

expl aj ned ,above.. [ 0036 ort te,that
t )ﬁg pir -eseAt P ¥ ml Emig nip ﬁfﬁ&’ © neglrfset‘{"yﬁ%enhﬂes

ﬁfa%fefés@%&mﬁﬁfﬂﬂb[ﬁdiﬁéysﬁﬁn %bﬁﬂi‘ng%&flééﬁv&ie 1$as8 BB tfon, at least
the present invention may be 1 nmplenented in UMIS-T TDD,

M SSEED, controtbenaRd G leaThoupvrirelesrapemiy/ reggine unitg ¥ TR U),
[ an%o%tclaﬁ{qﬁs\hgg of w reless communi cati on system

the features and el enents of the
p r es efvimrhiieatihg me’avakdﬁmgelnmilt limfotinetipn éfrer sydtem controller

st 8o e Eech (58 Bt GPisooB s oGkt fes tsing an Spplication

FRBPARH LR RSar¥gkihe pYbtbbRUAn Rt her features and
el ements of the pr esent i nvent’i on. -10-CLAIMS Waat is

cI ai mehrhenicating seidmedwotk meosgemeniainforgnatidobetmeen the base
vveen Nt L W tel es mruni cati on
i@rﬁnrfﬂ%ﬁ @F‘%g“%%f‘ S glg?tdqmﬁﬁs aePs t% 4 0|i)on at | east

one system control | er, and at I east one wirel ess
transm t/receive unit %i met hod conpr
e

muhi catihegnetdodef RlaHQ& ﬂd@@ﬁm PRSP ﬁtaﬁoaﬁr%ﬁiaf@s between
Wéﬁﬁ%f} %Brlglvéleﬁ otk WA RGINE §Rotolsl SYE HEIMAC messaging

ont er and ase station usi ng an application
pmtedol.net wor k rranagerrent protocol ; and, communi cating
sai d network managenent infornmation betvveen t he base
station and the WIRU usi ng a MAC nessagi ng protocol .

The net hodief nftRédnot cdiel @ whehdn bideeagpladation level network

transl ates between
management protocol is simple network management protocol (SNMP).

4, The method of claim 3 wherein the system controller issues a SNMP

(Get) message to obtain network management information from a WIRU.

5. The method of claim 4 wherein the base station responds to the
system controller after fetching the requested network management information
from a database in the base station wherein network management information
for the WTRU is stored after being obtained by the base station from the WTRU
using a MAC messaging protocol.

6. The method of claim 5 wherein the MAC messaging protocol is
802.11k.

-11-



the application | evel network managenent protocol and
the MAC nessagi ng protocol. 3. The nethod of claim?2
wob@soisser he application | evel network nmanageneer/US2004/034706
protocol is sinple network managenent protocol (SNWP).
4. The method of gl ai L0 th stem.cqnt.rol | er
i ssu e'Z'a S IF%e}iO? Oﬁ%lsgg%\gggﬁﬁ%egbt?lg ?ﬁ&%@t%ﬁ%ﬁer 1ssuesa SNMP
(Brap) atssdigd tofset Abldastioid piRagndldRdE the. WTREJ.met hod of
claim4 wherein the base station responds to the
systemcontrol ler after fetching the requested network
ManageeNTHLREHR! b BlabhOMyeh AR fadd skin Gafslates the
stati on wherel n network managenment 1 nformation tor the
PNAP S TRAGY) edesshge to baei §0P. bkt miessagelgnd trenbmdes dicatransiated
fromthe ing a MAC nessagi ng protocol. 6. The
ﬁbelsﬁ‘ﬁ?q8ft¥%mghﬂ5 wherein the MAC nessagi ng protocol
is 802.11k. -11-. The nmethod of claim 3 wherein the
systemcontroll er issues a SNVP (Trap) nessage to set
at | east o pethadsf dpir B furihepgrpriging thesteprfianenitting a

L 1D.7 [ ' h N
FleRBe 00 Belche BARES: Fheal 16 BE TRRD foofer g ome
pavansétat irtheeWddde t o the WIRU. 9. 'The net hod of
claim3 further conprising the step of transmtting a
nessage fromthe systemcontroller directly to the

WIRU 10.0 3@{e éthlo8 38¢1aBA © vARreiElREd bl sdifl enddiRe, tHOWTRU is
The nethod of claim9 wherein based on sai d nessage,

eondigur LG aviomiatinallz ot thaat aat Peabasader the patdetermined
Jvmg%f}ﬁg}lea BAIATELANCA 8. A RIERS! o m ned val ue when a
pr eaeterm ne N oCC

eve urs. . The method of claiml
wherein the application | evel network nmanagenent

\?M.r (r)telo 0|s Mﬁﬂgﬁ gf) g?aré}ckrﬁ 3: \lzvggrge%g gt%e( g%gdati]drzl' leé‘el network

management protocol is extended markup language (XML).

12. A wireless network comprising:

a system controller configured to send and receive network management
information using application level network management protocol messaging;

a plurality of wireless transmit/receive units (WTRUSs) configured to send
and receive network management information using a MAC messaging protocol;
and

a base station configured to facilitate communication between the system
controller and WTRUs wherein the system controller uses said application level
network management protocol messaging and the WTRUs use said MAC

messaging protocol.
13.  Thenetwork of claim 12 wherein the base station further comprises

a translator for translating back and forth between the application level network

management protocol and the MAC messaging protocol.

-12-



a systemcontroller configured to send and receive

net wor k managenent information using application |evel
woetdosdseTTAnagenent prot ocol nmessagi ng; a pl ureCT/U$2004/034706

wireless transmt/receive units (WRUs) configuredto

send d M9 ehgt%vor%ﬁto\@ocﬁ:%ﬁnpﬁga\gﬁ o th@f %E)H@J.tll(g‘p 1ev?3] Btwork

a MAC 1iessagi ng protoco and ase station

fenbhgneatipiaododdd $ihipdé aetvonmiunanafenomtyedwee (SNMP).

system control l er and WIRUs wherein the system

controller uses said application |evel network

ManagesTeNtTHY ALkek d@‘%ﬁﬁﬁﬂ i Qvl?é}gni 315 Wé%ﬁ déﬁ@ro‘ﬂ@f Ghsues a
MAC nessagi nhg protocol . . The networkK of claim1

GNAMRI(Get heetsage te vhtaing manamelddmﬁqnn@ésmabase (MIB) from a
g;,l | ator for translating back and forth between the

tation | evel network managenent protocol and the
MAC nmessagi ng protocol. -12-14. The network of claim

12 wherein the applicatjion_lI t wor k ement
pr ot odl iEhesnatpoek plalgis kS ﬂ%ﬁé@@ﬁgﬂwg@ﬁﬁ%ﬁﬁﬁ)m sent
Qf t26bYAhY s8id 18! fﬁtgoéh ﬂf"?ﬁﬂﬁté@ thd SNM?Y@ET) message toa
con Ter 1 SSuds a SNVB nessage to obtain
Maﬁkﬁgmseagmg pirotopal tfoonatoaskiofivaR)s thediNMPWHRT) m&sag@eo the
gvert, rk of claim15 wherein the SNWP (GET) nessage is
el

to a base station and said base station
transl ates the SNWP (GET) nessage to a MAC nessagi ng

protocol format and forwards the SNVP_(GET) nessage to
t he VIRU. The netierkef dgin I&Wbﬁr&mﬁh%m%fendq e Ntk the

B&&détatf M EEhE ? uggg 2o aéllo ol Tt {RSBAY Bfhtion
pr ot oco or mat tation translates the
MaB stabesSkh4 MIRI ts SNIN[ Pt bndtseads Ithe ddandl&etdoMIBetos {ist eystem
g{g_gt rlgellrl er. 18. The network of claim 15 \Mger ein the

ation is configured to periodically obtain the
M Bof WIRUs associated with the base station and store

18. The network of claim 15 wherein the base station is configured to
periodically obtain the MIB of WTRUs associated with the base station and store

them in memory.

19. The network of claim 18 wherein the MIBs are stored in translated
format and the base station is configured to respond to SNMP (GET) messages by
selecting the appropriate MIB stored in memory and sending it to the system

controller.
20. The network of claim 19 wherein the base station is configured to
request MIBs from WTRUs whose MIBs have been stored in the base station’s

memory more than a predetermined amount of time.

21. The network of claim 14 wherein the system controller issues a

SNMP message to set at least one parameter of at least one WIRU.

13-



themin nenory. 19. The network of claim 18 wherein
the MBs are stored in translated format and the base
W@ t@bioesseT s configuredto respondto SNMP ( GET) PCT/US2004/034706
nmessagesby selecting the appropriate MB stored in
nenor 2. andrisenstinogk of clbﬁnuaawmirpmecszw%b@srage Otranslated
nis

The network of claim 19 wherein the base stati

by hhe Basesdation pad senitto theat lepgrmngRDR Uninod theNVBR Uhsate the at
i hART ry nore than a

g%%g8?%?%ﬁ%%gﬂghgﬁﬁgﬁgﬁo?%%gbﬂgﬁﬁngﬁgg%etmork of claim

14 wherein the systemcontroller issues a SNVP nessage

to set_ at J.east one ra er of at |east one WIRU.
- 13- 22 Tﬁt‘leﬁ&twer Ofﬁale}ngi Wi‘i‘@%ﬁ@r%ﬂ ME messagp/s sent directly
RERAWTRS, transl ated by the base station and sent to

the at | east one WIRU and the WIRU sets the at | east
one paraneter according to the SNMP nessage. 23. The

net ofrmcl . ai rei p,the SN e is sen

dir ﬂ*y t%het‘ﬁeé%%fﬁ%‘ﬁ’? E%WZ‘%‘%‘%P E?‘ﬂ\ﬁ? g?%qsagw{@&rg}cpﬁ the

WERGNPsetesatgia pasinidtets of ke WIRHU €0 SRFa@E vadhidy where a
araggters of the WIRU to_default values where a

E%*a opped evenhaseirsde dhe WTRU: he WIRU. 25. The

network of claim 12 wherein the application |evel

net wor k managenent protocol is extended markup

| angudige (Dhwletworld-of claim 12 wherein the application level network

management protocol is extended markup language (XML).
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