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START

CONFIGURE A WEB BROWSER WITHA CAPABILITY OF DETERMINING WHETHER A
ROOT CERTIFICATE AUTHORITY APPEARS IN AN OPERATING SYSTEM-MANAGED
LIST OF TRUSTED ROQOT CERTIFICATE AUTHORITIES

'

CONFIGURE THE WEB BROWSER WITHA CAPABILITY OF DETERMINING
WHETHER A ROOT CERTIFICATE AUTHORITY WAS IN AN OPERATING SYSTEM-
MANAGED LIST AT THE OPERATING SYSTEM INSTALLATION OR WAS LATER
ADDED BY THE OPERATING SYSTEM

'

CONFIGURE THE WEB BROWSER WITHA CAPABILITY OF DETERMINING
WHETHER A ROOT CERTIFICATE AUTHORITY APPEARS IN AN ADMINISTRATOR-
PROVIDED LIST OF TRUSTED ROOT CERTIFICATE AUTHORITIES

v

CONFIGURE THE WEB BROWSER TO DETERMINE WHETHER A CERTIFICATE
MEETS PREDEFINED INVALIDATION CRITERIA

v

CONFIGURE THE WEB BROWSER TO CEASE COMMUNICATION WITHA
ERTIFICATE PROVIDER IF THE CERTIFICATE MEETS PREDEFINED INVALIDATION
CRITERIA

@]

DOES A CERTIFICATE
RECEIVED BY THE WEB BROWSER
MEET PREDEFINED
INVALIDATION CRITERIA?

CEASE COMMUNICATION WITH
THE CERTIFICATE PROVIDER

FINISH

Fig. 1B
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