CLAIMS:

I.

performing, by one or more computers:

A method, comprising:

storing columnar data of a database table in a plurality of physical dajé blocks in a
distributed data storage system on behalf of one or more £lients, wherein
the distributed data storage system comprises a clust¢r of one or more
nodes, each of which comprises one or more disks Z which physical data
blocks are stored, and wherein each of the plurality of physical data blocks
is associated with a respective unique identifi

storing a copy of each of the plurality of physical data blocks in a remote key-
value durable backup storage system, wherein for each of the plurality of
physical data blocks, the respective/unique identifier serves as a key to
access the data block in the refiote key-value durable backup storage
system;

detecting a failure in the distributgfl data storage system affecting at least one of
the plurality of physicgl data blocks in which the columnar data was
stored;

in response to said detegfing, automatically initiating a restore of the columnar
data that was glored in the at least one of the plurality of physical data
blocks fromythe remote key-value durable backup storage system; and

prior to restoring all of the columnar data that was stored in the at least one of the

plurality of physical data blocks:

re¢eiving one or more query requests directed to the columnar data of the
database table; and

accepting and servicing the one or more query requests, wherein said
servicing comprises obtaining at least some of the columnar data of
the database table to which the one or more query requests are

directed from the remote key-value durable backup storage system
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using the respective unique identifiers as keys to access data block
in the remote key-value durable backup storage system compriging

the at least some of the columnar data.

2. The method of claim 1, wherein said storing columnar data of a d4tabase table
comprises storing a portion of the columnar data as a primary copy of the portioyof the colamnar
data in a respective physical data block on a given disk, and storing the porion of the columnar
data as one or more secondary copies of the portion of the columnar datg’in respective physical

data blocks on one or more disks other than the given disk.

3. The method of claim 1, wherein said storing cplumnar data of a database table
comprises storing the unique identifier of each of the physigal data blocks stored on disks of a
given node in a respective entry in a superblock data strytture that stores information about the
physical data blocks stored on the given node.

4. The method of claim 1, whereip/said storing columnar data of a database table
comprises storing information indicating a Jocation at which each of the physical data blocks
stored on disks of a given node are stored/n a respective entry in a superblock data structure that
stores information about the physical d4ta blocks stored on the given node.

5. The method of cldim 1, wherein said servicing comprises obtaining at least some
of the columnar data of the database table to which the one or more query requests are directed

from disks in the distributgd data storage system.

maintaining data in one or more physical data blocks of a data storage system on
behalf of one or more clients, wherein each physical data block is

associated with a unique identifier;
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performing a backup operation to store a respective copy of data stored in a give
physical data block in a key-value storage system that is distinct {ror
data storage system;
subsequent to storing the respective copy of the data stored in the given physical
data block, restoring the data stored in the piven physical data block from
the key-value storage system to the data storage systery’ while accepting
and servicing queries directed to the data maintained 6n behalf of the one
or more clients, wherein said restoring comprises Accessing the respective
copy of data m the key-value storage system dsing the unique identifier
associated with the given physical data blgtk as a key in the key-value
storage systerm.
7. The method of claim 6, wherein said restgfing is performed as part of an operation
o restore data stored in multiple physical data block from the key-value storage system to the
data storage system, and wherein said accepting/and servicing queries is performed prior to
restoring all of the data stored in the multiple p}ysical data blocks.
8. The method of claim 6, fifither comprising receiving data representing entries in a
database table, wherein said maintaihing data in one or more physical data blocks of a data
storage System comprises storing data representing one or more columns of data in the database

table in each of the one or morg/physical data blocks.

9. The methgd of claim 6, wherein said restoring is performed in response to a
failure of a storage deX¥ice on which the data stored in the given physical data block is stored in

the data storage system.

10.

failure of 4 node comprising a storage device on which the data stored in the given physical data

The method of claim 6, wherein said restoring is performed in response to a

block ig'stored in the data storage system.
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11.  The method of claim 6, wherein said restoring is performed in response fo a
failure of a cluster of one or more nodes comprising a storage device on which the data gfored in
the given physical data block is stored in the data storage system.

12. The method of claim 6, wherein said restoring is performed # response to an

explicit request from one of the one or more clients fo perform a restore opeypétion.

13. The method of claim 6,

wherein said maintaining data in one or more physical Mata blocks of a data storage
system comprises maintaining a data structure that stores a mapping between the
data maintained on a particular node in a £luster of one or more nodes and a
location in the data storage system at wiich the data is stored in a physical data
block on the particular node, whergifi the data structure is maintained on the
particular node, and wherein each £ntry in the data structure stores a mapping for
a particular physical data blogk and the unique identifier associated with the

particular physical data block; and

wherein the method comprises, prior to said restoring, restoring the data structure on the
particular node in regponse to a failure of the node or a failure of the cluster of

nodes.

14. A non-transjtory computer-readable storage medium storing program instructions
that when executed on opfe or more computers cause the one or more computers to perform:

storing one orfnore data blocks in a data warehouse system;

creating a yéspective entry for each of the one or more data blocks in a data structure that
ores information about data blocks stored in the data warehouse system, wherein
each of the respective entries for the one or more data blocks comprises a unique
identifier for the data block and an indication that the data block has not yet been

backed up;
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performing a backup operation for a plurality of data blocks stored in the data warehous

system, including the one or more data blocks, wherein said perfo
comprises:
storing a backup copy of the data structure in a remote key-value storage/System;
storing, for each data block stored in the data warchouse system/for which a
corresponding entry in the data structure indicates that it Has not yet been
backed up, a backup copy of the data block in thg” remote key-value
storage system; and
updating the entries in the data structure corresponding 16 each data block that was
backed up by the backup operation to indicaté that the data block has been

backed up.

15.  The non-transitory computer-readable storage medium of claim 14, wherein said
storing one or more data blocks in a data warehouse sygfem comprises storing two or more copies

of each of the one or more data blocks on different gforage devices in the data warehouse system.

16.  The non-transitory computer-yéadable storage medium of claim 14, wherein said
storing one or more data blocks in a dajd warchouse system comprises generating the unique

identifier for each of the one or more data blocks.

17.  The non-transitopy computer-readable storage medium of claim 14, wherein when
executed on one or more cgimputers, the program instructions further cause the one or more
computérs to perform:

receiving a query directed to data in one of the one or more data blocks; and

in response fo receiving the query, accessing the backup copy of the one of the one or

re data blocks in the remote key-value storage system using the unique
identifier for the one of the one or more blocks as an access key in the remote key-

value storage system.

49




18. A computing system, comprising:

one or more computing nodes, each of which comprises at least one processor a
memory, wherein the one or more computing nodes are configured to collgétively
implement a database service; and

an interface to a remote key-value storage system;

wherein the database service is configured to maintain data on behalf 6f one or more
subscribers to the database service;

wherein the one or more computing nodes are configured to store the data maintained on

behalf of the one or more subscribers in a plurality of physical data blocks on one
or more storage devices, wherein each of the pluralify of physical data blocks is
associated with a unique identifier;

wherein the database service is configured to perfopft a backup operation for the data

maintained on behalf of the one or more/subscribers, wherein to perform the

backup operation, the database service 4s configured to send to the remote key-

value storage system, via the interfagé, a copy of each of the plurality of physical

data blocks for storage in the regfiote key-value storage system, and the unique

identifiers associated with eaclt of the plurality of physical data blocks to be used

as access keys for copies ofhe plurality of physical data blocks in the remote key-

value storage system.

19, The computing sygtem of claim 18,

wherein the one or mgre computing nodes comprise a leader node that is configured to
or more query maps and a mapping between the data maintained on
behalf ofthe one or more subscribers and the locations at which the data is stored

by the’database service on the one or more computing nodes.

20.

whefein subsequent to performing the backup operation, the database service is

he computing systemn of claim 18,

configured to perform a restore operation;
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wherein to perfonn the restore operation, the database service is configured to retriey

configured to accept and service query requests directed to the data maintained on

behalf of the one or more subscribers.
21.  The computing system of claim 20, wherein to seryice query requests directed to
the data maintained on behalf of the one or more subscribers, jhe database service is configured
1o retrieve at least some of the data targeted by the query fequests from the remote key-value
storage system prior to completion of the restore operatiog.
22.  The computing system of claim 18, Avherein the remote key-value storage system

is configured to apply replication, parity, erasurg coding, or another error correction technique to

the copies of the plurality of physical data blpCks in the remote key-value storage system,

23. A method, comprising;
performing, by one or more£omputers:
storing bolumna data of a database table in a plurality of physical data blocks in a
distribted data storage system on behalf of one or more clients, wherein
the/distributed data storage system comprises a cluster of one or more
odes, each of which comprises one or more disks on which physical data
blocks are stored, and wherein each of the plurality of physical data blocks
is associated with a respective unique identifier;
storing a copy of each of the plurality of physical data blocks in a remote key-
value durable backup storage system, wherein for each of the plurality of

physical data blocks, the respective unique identifier serves as a key to
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access the data block in the remote key-value durable backup storage
system;
detecting a failure in the distributed data storage system affecting two or meTe of
the plurality of physical data blocks in which the columnar
stored;
in response to said detecting, automatically restoring the two ornore physical
data blocks, wherein said restoring comprises:
determining a priority order in which to restore the two or more physical
data blocks based, at least in part, on the/relative likelihood that
each of the two or more physical data/blocks will be accessed in
the near future;
retrieving a copy of the one of the two oynore physical data blocks having
the highest priority from the’ remote key-value durable backup
storage system, wherein /said retrieving comprises using the
respective unique identjfier associated with the one of the two or
more physical data blocks as a key to access the copy of the one of
the two or more/physical data blocks in the key-value durable
backup storage/System;

writing a primary ¢dpy of the retrieved copy of the physical data block to a

given digk on a given node in the distributed data storage system;

initiating feplication of the retrieved copy of the physical data block on
one or more disks in the distributed data storage system other than
the given disk.

24.  The method of claim 23, wherein said determining a priority order in which to
restore the two gf more physical data blocks is based, at Jeast in part, on a respective count value
associated with each of the two or more physical data blocks indicating a number of recent

accesses fdrgeting the physical data block.
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25.  The method of claim 23, wherein said restoring further comprises updating”an
entry in a superblock data structure that stores information about physical data blocks stefed on

the given node to indicate that the one of the two or more physical data blocks has beenfestored.

26.  The method of claim 23, further comprising:

retrieving a copy of each of the two or more physical data blocks othey'than the one of the
iwo or more physical data blocks from the remote key/alue durable backup
storage system in the determined priority order;

writing a primary copy of cach of the retrieved copies of th€ two or more physical data
blocks other than the one of the two or more phygical data blocks to a disk in the
distributed data storage system; and

initiating replication of each of the retrieved copies of the two or more physical data
blocks other than the one of the two or piore physical data blocks on one or more
disks in the distributed data storage’ system other than the disk on which its

primary copy was written,

27. A method, comprising:

performing, by one or more comguters:

maintaining data in a plurality of physical data blocks of a data storage system on
behalf of gne or more clients, wherein each physical data block is
associatgd with a unique identifier;

beginning ap’ operation to restore data that was stored in two or more of the
pldrality of physical data blocks in the data storage system from copies of
the two or more physical data blocks stored in a key-value storage system
that 1s distinct from the data storage system,

etermining a highest priority data block to be restored based, at least in part, on a

determination of the relative likelihood that data in each of the two or

more physical data blocks will be accessed in the near future;
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restoring the copy of the highest priority data block to the data storage systen
from the key-value storage system prior to restoring copies of the twy’or

more physical data blocks other than the highest priority data block.

28. The method of claim 27,
wherein the method further comprises detecting a failure in the data/storage system

affecting the two or more of the plurality of physical data blocks; and
wherein said beginning an operation to restore data is performed in response to said

detecting.

29,  The method of claim 27,

wherein the method further comprises receiving a reqyést from a client to restore the two
or more of the plurality of physical data blogks; and
wherein said beginning an operation to restorg’ data is performed in response to said

receiving.

30.  The method of claim 27,

wherein the data storage system stofes columnar data of one or more database tables in
the plurality of physical ddta blocks on behalf of one or more clients; and

wherein said determining @ highest priority data block to be restored comprises
determining which/of the one or more database tables was most recently loaded
into the data stopage system.

31.  The methed of claim 27,

wherein the ddta storage system stores colwmnar data of one or more dafabase tables in

the plurality of physical data blocks on behalf of one or more clients; and

said determining a highest priority data block to be restored comprises

determining which of the one or more database tables or columns thereof were

most frequently queried in a recent time period.
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32.  The method of claim 27,

wherein the data storage system stores columnar data of one or more database
the plurality of physical data blocks on behalf of one or more clients; a

wherein said determining a highest priority data block to be restopéd comprises
identifying a physical data block that stores data for a same/table or column
thereof as a copy of a physical data block that was recently reffieved from the key-

value storage system in response to receiving a query requést targeting data in the

physical data block that was no longer available in the data storage system.

33.  The method of claim 27, wherein said restoring the copy of the highest priority
data block comprises:

retrieving a copy of the highest priority data bldck from the remote key-value storage
system, wherein said refrieving comppises using the unique identifier associated
with the highest priority data blogk as a key to access the copy of the highest

priority data block in the key-valde storage system;
writing a primary copy of the retrievegd copy of the highest priority data block to a storage

device in the data storage
34,  The method of claipf 33, further comprising:
prior to said writing:

receiving a gdery that targets data maintained in the highest priority data block;
an
ifg the query, wherein satisfying the query comprises returning at least a
portion of the data in the retrieved copy of the highest priority data block.
35. / The method of claim 33, wherein said restoring the copy of the highest priority

data blocl/further comprises:
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initiating replication of the highest priority data block on one or more storage devices i
the data storage system other than the storage device on which the primary cépy

was written.

36. The method of claim 27,

wherein said restoring the copy of the highest priority data block compriges restoring the
data stored in the highest priority data block from the key-valpt storage system to
the data storage system while accepting and servicing quepies directed to the data

maintained on behalf of the one or more clients.

37.  The method of claim 27, wherein said determining a highest priority data block to
be restored is based, at least in part, on a historical pattern of accesses by previous queries that

target the plurality of physical data blocks.

38. The method of claim 27,
wherein said restoring is performed by a Background process; and
wherein the method further compriges, while the background process performs said
restoring:
a foreground process feceiving one or more queries direcled to the data
maintained o behalf of the one or more clients; and

the foreground pydcess servicing the one or more queries.

39,  The method of ¢claim 27,

wherein the mgthod further comprises receiving a query that targets data previously
maingained in two or more physical data blocks that are no longer available in the
dafa storage system; and

wherejA said beginning an operation to restore data is performed in response to said

receiving.
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40. A computing system, comprising;
one or more computing nodes, each of which comprises at least one processor a
memory, wherein the one or more computing nodes are configured to collgétively
implement a database service; and
an interface to a remote key-value storage system;
wherein the database service is configured to:
store data on behalf of one or more subscribers to the database service in a
plurality of physical data blocks on one or more stgrage devices, wherein
each of the plurality of physical data blocks is/associated with a unique
identifier;
back up the data stored on behalf of the one or mgre subscribers, wherein to back
up the data, the database service is copfigured to send to the remote key-
value storage system, via the interface, a copy of each of the plurality of
physical data blocks for storage/in the remote key-value storage system,
and the unique identifiers assgciated with each of the plurality of physical
data blocks to be used as aécess keys for copies of the plurality of physical
data blocks in the remop€ key-value storage system;
detect a condition or event that triggers a restore operation for two or more of the
plurality of physigal data blocks;

determine an order in/which to restore the two or more of the plurality of physical

41. he computing system of claim 40, wherein to determine the order in which to

restore the gvo or more of the plurality of physical data blocks, the database service is configured
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to determine how recently each of the two or more of the plurality of physical data blocks was

target of a query.

42, The computing system of claim 40, wherein to determine the order i
restore the two or more of the plurality of physical data blocks, the database service 45 configured
to determine how recently each of the two or more of the plurality of physical data blocks was

written to.

43,  The computing system of claim 40, wherein to determyfie the order in which to
restore the two or more of the plurality of physical data blocks, the database service is configured
to determine how recently each of the two or more of the plurghity of physical data blocks was

backed up.

44. A non-transitory computer-readable stordge medium storing program instructions
that when executed on one or more computers causethe one or more computers to perform:

maintaining data in a plurality of physical data blocks of a data storage system on behalf
of one or more clients, whergin each physical data block is associated with a
unique identifier;

during a pre-determined time peplod:
receiving a query targeting data in a given one of the plurality of physical data

blocks;

servicing the gdery, wherein servicing the query comprises accessing the given

data blocks, wherein the value of the counter indicates the number of times
the given one of the plurality of physical data blocks was accessed within
the pre-determined time period;

begjining an operation to restore two or more of the plurality of physical data blocks

including the given one of the plurality of physical data blocks;
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determining an order in which to restore the two or more of the plurality of physical da
blocks based, at least in part, on the value of the counter associated with the given
one of the plurality of physical data blocks and the value of a respective £ounter
associated with each of the two or more of the plurality of physical data blocks

other than the given one of the plurality of physical data blocks.

45.  The non-transitory computer-readable storage medium of claiy 44,

wherein said determining an order in which to restore the two ormore of the plurality of
physical data blocks is further dependent on the value of another respective
counter associated with each of the plurality of phygical data blocks, wherein the
value of the other respective counter associatgl with each of the plurality of
physical data blocks indicates the number of times that the physical data block

was assessed within a previous pre-determihed time period.

46.  The non-transitory computer-readable storage medium of claim 45, wherein said
determining an order in which to restore the twg or more of the plurality of physical data blocks
comprises computing a value representing a Jogical or mathematical combination of the values of
the respective counter and the other respgétive counter associated with each of the two or more of

the plurality of physical data blocks.

47. A method, compyrising:
performing, by one omore computers:
storing coJdmnar data of a database table in a plurality of physical data blocks in a
istributed data storage system on behalf of one or more clients, wherein
the distributed data storage system comprises a cluster of one or more
nodes, each of which comprises one or more disks on which physical data
blocks are stored, wherein each of the plurality of physical data blocks is
associated with a respective unique identifier, and wherein said storing

columnar data comprises storing two or more copies of each portion of the
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columnar data in different physical data blocks in the distributed dat
storage system;
storing a backup copy of each of the plurality of physical data blocks in a Yfemote
key-value durable backup storage system, wherein for each of th¢ plurality
of physical data blocks, the respective unique identifier serves as a key to
access the data block in the remote key-value durable backup storage
system,
receiving, from a client, a query directed to a portion of thg’columnar data stored
in the distributed data storage system;

in response to said receiving:
accessing one of the plurality of physical data blocks in the distributed data
storage system in which a copy #f the portion of the columnar data

is stored;
applying a consistency check to
blocks;

¢ one of the plurality of physical data
determining, based, at leagt'in part, on said applying, that data on the one
of the plurality ¢f physical data blocks is corrupted or inconsistent
with other ongs of the plurality of physical data blocks;
automatically retpleving the backup copy of the one of the plurality of
physicad data blocks stored in the remote key-value durable backup
storgge system, wherein said retrieving comprises using the unique
identifier for the one of the one or more blocks as a key to access
the backup copy of the one of the plurality of physical data blocks
in the remote key-value durable backup storage system; and
satisfying the query, wherein said satisfying the query comprises returning
at least a portion of the data in the retrieved backup copy of the one

of the plurality of physical data blocks to the client.

The method of claim 47,
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wherein said storing columnar data comprises storing one primary copy and one or mor
secondary copies of each portion of the columnar data; and
wherein said accessing one of the plurality of physical data blocks comprises accegsing a
data block in whick a secondary copy of the portion of the columnar datd is stored
in response to determining that a data block in which the primary’copy of the
portion of the columnar data is stored is corrupted or inconsisteny/with other ones

of the plurality of physical data blocks.

49.  The method of claim 47, wherein said retrieving the backup copy of the one of the
plurality of physical data blocks comprises copying the data stored j# the backup copy of the one
of the plurality of physical data blocks from the key-value dyrable backup storage system to
system memory in the distributed data storage system whife a separate background process
copies one or more backup copies of physical data blocks from the key-value durable backup

storage systein to one or more disks of the cluster of nogdes in the distributed data storage system.

50.  The method of claim 47, further cgmprising:

subsequent to said retrieving the backdp copy of the one of the plurality of physical data
blocks, initiating an operatjén to restore the one of the plurality of physical data
blocks in the distributed’ data storage system, wherein restoring the one of the
plurality of physical data blocks comprises storing one primary copy and one or
more secondary copies of the portion of the columnar data in the backup copy of

the one of the plurality of physical data blocks to one or more disks of the cluster

of nodes in the distributed data storage system.

5. A meffiod, comprising:

performing, by one or more computers:

aintaining data in a plurality of physical data blocks of a data storage system on
behalf of one or more clients;

receiving a read or write request directed to a portion of the data;
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in response to said receiving:
determining that a consistent and uncorrupted copy of the portion offhe
data is not available in the data storage system;
in response to determining that a consistent and uncorrupted cppy of the
portion of the data is not available in the data stofage system,
automatically retrieving a backup copy of the popfion of the data
from a key-value storage system that is separagé and distinct from
the data storage system; and
returning a response to the read or write request comprising data in the
retrieved backup copy of the portion of the data.

52.  The method of claim 51, wherein said deterpiining comprises accessing a data
structure that stores information indicating one or more lp€ations at which a respective copy of
each portion of the data maintained on behalf of the grie or more clients is stored in a physical

data block to locate a primary copy or a secondary cgpy of the portion of the data,

53.  The method of claim 51, wherein said determining that a consistent and
uncorrupted copy of the portion of the daty'is not available in the data storage system comprises
determining that a copy of the portion of the data was previously corrupted and has not yet been
restored.

54.  The method claim 51, wherein said determining that a consistent and
uncorrupted copy of the portion of the data is not available in the data storage system comprises
determining that a node/or disk on which a copy of the portion of the data was stored has failed
and that data stored ofi the failed node or disk has not yet been restored.,
55. he method of claim 51, whercin said determining comprises applying a
consistency’check to a physical data block in which a primary copy of the portion of the data is

stored.
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56.  The method of claim 55, wherein said determining comprises:
determining, based, at least in part, on said applying, that the primary copy of the portion
of the data has been corrupted or is inconsistent with other ones of the
physical data blocks; and
applying a consistency check 1o a physical data block in which a secondary copy of the

portion of the data is stored.

57. The method of claim 51,
wherein each physical data block in which data is maintainéd in the data storage system
on behalf of the one or more clients is associated ®vith a unique identifier; and
wherein automatically retrieving a backup copy of thg’portion of the data comprises using
the respective unique identifier associated #vith a physical data block in which the
portion of the data was stored in the gata storage system as a key to access the
backup copy of the physical data blg€k in which the portion of the data was stored
in the data storage system in the ¢ey-value storage system.
58.  The method of claim 51, er comprising:
prior to said receiving a read oy'write request, backing up at least some of the plurality of
physical data blocky/in which data is maintained in the data storage system on
behalf of the one Or more clients, wherein said backing up comprises, for each of
the at least songe of the plurality of physical data blocks:
sending to the key-value storage system a copy of the physical data block and a
ique identifier associated with the physical data block to be used as an
access key for retrieving a backup copy of the physical data block in the

remote key-value storage system.
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59.  The method of claim 51, further comprising, for each of the plurality of physic
data blocks in which data is maintained in the data storage system on behalf of the one or more
clients:

generating a unique identifier to be associated with the physical data block whén data is

first written to the physical data block.

60.  The method of claim 51, further comprising:
receiving another read or write request directed to another portion 4f the data maintained
in the data storage system on behalf of the one or more clents;
in response to receiving the other read or write request:
determining that a consistent and uncorrupted copy’of the other portion of the data
is available in the data storage system,;
in response to determining that a consistent ghd uncorrupted copy of the portion of
the data is available in the data sjérage system, returning a response to the
other read or write requesy/ comprising data in the consistent and
uncorrupted copy of the gther portion of the data in the data storage

System.

61.  The method of claim 51, farther comprising:
receiving another read or writg request directed to another portion of the data maintained
in the data storage g¢stem on behalf of the one or more clients;
in response to receivingAhe other read or write request:
determining ghat a primary copy of the other portion of the data in the data storage
system is consistent and uncorrupted,;
nse to determining that the primary copy of the other portion of the data in
the data storage system is corrupted or inconsistent with other ones of the
plurality of physical data blocks:
accessing a secondary copy of the other portion of the data in the data

storage system,
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determining that the secondary copy of the other portion of the data in t
data storage systen is consistent and uncorrupted; and

in response to determining that the secondary copy of the other p
the data in the data storage system is consistent and ugcorrupted,
returning a response to the other read or write requgét comprising
data in the secondary copy of the other portion gf the data in the

data storage system.

62, A computing system, comprising:

one or more computing nodes, each of which comprises/at least one processor and a
memory, wherein the one or more computing nodes are configured to collectively
implerment a database service; and

an interface to a remote key-value storage system,;

wherein the database service is configured to:

store data on behalf of one or mdre subscribers to the database service in a
plurality of physical datg/blocks on one or more storage devices, wherein
each of the plurality 4f physical data blocks is associated with a unique
identifier;

back up the data stored/on behalf of the one or more subscribers, wherein to back
up the data, the database service is configured to send to the remote key-
value stogage system, via the interface, a copy of each of the plurality of
physicdl data blocks for storage in the remote key-value storage system
and’the unique identifiers associated with each of the plurality of physical

ata blocks to be used as access keys for retrieving backup copies of the

plurality of physical data blocks in the remote key-value storage system;

reteive a query directed to a portion of the data;

in response to said receiving:
determine that a consistent and uncorrupted copy of the portion of the data

is not available on the one or more computing nodes;
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in response to determining that a consistent and uncorrupted copy of th
portion of the data is not available on the one or more compyting
nodes, automatically retrieving a backup copy of the portiop’ of the
data from the key-value storage system using the uniqug/identifier

for one of the plurality of physical data blocks in whigh the portion

of the data was stored on the one or more compiiting nodes as a
key to access the backup copy of the one 6f the plurality of
physical data blocks in the key-value storage/’system; and

returning a query response comprising data in the retrieved backup copy of

the portion of the data.

63.  The computing system of claim 62, whereiry determining that a consistent and

uncorrupted copy of the portion of the data is not availab}é on the one or more computing nodes

comprises determining which of the one or more computing nodes stores a primary copy of the

portion of the data.

64.  The computing system of clgdm 62, wherein determining that a consistent and
uncorrupted copy of the portion of the dagé is not available on the one or more computing nodes
comprises determining which of the oné or more computing nodes stores a secondary copy of the
portion of the data.

65. A non-transitory computer-readable storage medium storing program. instructions
that when executed on one/4r more computers cause the one or more computers to perform:

receiving a quepy from a client that targets a given one of a plurality of data blocks that

were previously stored in a cluster of one or more computing nodes;
determinigfg that a consistent and uncorrupted copy of the given data block is not
available in the cluster;
in rgsponse to determining that a consistent and uncorrupted copy of the given data block

is not available in the cluster:
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automatically initiating an operation to restore the given data block, wherein sai
initiating comprises retrieving a copy of the given data block from a Key-
value storage system, wherein the copy of the given data block is iadexed
in the key-value storage system by a unique identifier associated with the
given data block; and

returning at least a portion of the data in the copy of the given data block to the

client.

66.  The non-transitory computer-readable storage medium 6f claim 65, wherein when
executed on the one or more computers, the program instructionsAurther cause the one or more
computers to perform:

subsequent to said retrieving the copy of the given ddta block from the key-value storage

system, copying the data in the retrieved cdpy of the given data block to one of the

two or more computing nodes as a pringary copy of the given data block.

67.  The non-transitory computer-reagdable storage medium of claim 66, wherein when
executed on the one or more computers, the'program instructions further cause the one or more
computers to perform:

subsequent to said retrieving e copy of the given data block from the key-value storage

system, copying the/data in the retrieved copy of the given data block to another

one of the two of more computing nodes as a secondary copy of the given data

68.  The nop-transitory computer-readable storage medium of claim 66, wherein when
executed on the ong or more computers, the program instructions further cause the one or more
computers to peptorm:

subseduent to said copying the data in the reirieved copy of the given data block to one of
the two or more computing nodes as a primary copy of the given data block,

updating a data structure that stores information about physical data blocks stored
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on the one of the two or more computing nodes to indicate that the primary cop
of the given data block has been written to the one of the two or more computing

nodes,

69.  The non-transitory computer-readable storage medium of claim 65,
wherein said automatically initiating a restore operation is performed By a foreground
process that receives and services query requests targeting data blocks stored in
the cluster; and
wherein when executed on the one or more computers, the prggram instructions further
cause the one or more computers to perform:
initiating a restore operation for two or more otlfer ones of the plurality of data
blocks that were previously stored in thé cluster as a background process.
70.  The non-transitory computer-readable sporage medium of claim 65, wherein when
executed on the one or more computers, the prograr instructions further cause the one or more
computers to perform:
logging, in a file or data structure, ififormation associated with the restore operation,
wherein the information corfiprises: an indication of a failure of one of the two or
more computing nodes that resulted in a consistent and uncorrupted copy of the

given data block not being available in the cluster, an indication of a condition or

plurality of restore operations; and
yzing the information associated with the plurality of restore operations as
part of a failure analysis operation, a trend analysis operation, or a

maintenance operation.
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CLAIMS

1. A method, comprising:
performing, by one or more computers:

storing columnar data of a database table in a plurality of physical data blocks in a
distributed data storage system on behalf of one or more clients, wherein
the distributed data storage system comprises a cluster of one or more
nodes, each of which comprises one or more disks on which physical data
blocks are stored, and wherein each of the plurality of physical data blocks
is associated with a respective unique identifier;

storing a copy of individual ones of the plurality of physical data blocks in a
remote key-value durable backup storage system, wherein for the
individual ones of the plurality of physical data blocks, the respective
unique identifier serves as a key to access the data block in the remote key-
value durable backup storage system;

detecting a failure in the distributed data storage system affecting at least one of
the phirality of physical data blocks in which the columnar data was
stored;

in response to said detecting, automatically initiating a restore of the columnar
data that was stored in the at least one of the plurality of physical data
blocks from the remote key-value durable backup storage system;

receiving one or more query requests directed to the columnar data of the database
table; and

servicing the one or more query requests, wherein said servicing comprises:
at least partly during the restore, streaming at least some of the columnar

data from the key-value durable backup storage system into system
memory of the distributed data storage system; and

at least partly during the restore, accessing the columnar data from the

system memory in response to the one or more query requests.
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2. The method of claim 1, wherein said storing the columnar data of the database table
comprises storing a portion of the columnar data as a primary copy of the portion of the columnar
data in a respective physical data block on a given disk, and storing the portion of the columnar
data as one or more secondary copies of the portion of the columnar data in respective physical

data blocks on one or more disks other than the given disk.

3. The method of claim 1, wherein said storing the columnar data of the database table
comprises storing the unique identifier of the individual ones of the plurality of physical data
blocks in a respective entry in a superblock data structure that stores information about the

physical data blocks stored on a given node.

4. The method of claim 1, wherein said storing columnar data of the database table
comprises storing information indicating a location at which the individual ones of the plurality
of physical data blocks are stored on disks of a given node, the location indicated in a respective
entry in a superblock data structure that stores information about the physical data blocks stored

on the given node.

5. The method of claim 1, wherein said servicing further comprises obtaining at least
some of the columnar data of the database table to which the one or more query requests are

directed from disks in the distributed data storage system.

6. A method, comprising:
performing, by one or more computers:
maintaining data in one or more physical data blocks of a data storage system on
behalf of one or more clients, wherein each physical data block is

associated with a unique identifier;
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performing a backup operation to store a respective copy of data stored in a given
physical data block in a key-value storage system that is distinct from the
data storage system,;
subsequent to storing the respective copy of the data stored in the given physical
data block, restoring the data stored in the given physical data block from
the key-value storage system to the data storage system; and
servicing one or more queries directed to the data maintained on behalf of the one
or more clients, wherein said servicing comprises:
at least partly during the restoring the data, streaming at least some of the
data from the key-value storage system into system memory of the
data storage system; and
at least partly during the restoring the data, accessing the data from the

system memory in response to the one or more queries.

7. The method of claim 6, wherein said restoring is performed as part of an operation to

restore the data stored in multiple physical data blocks from the key-value storage system to the

data storage system, and wherein said servicing the one or more queries is performed prior to

restoring all of the data stored in the multiple physical data blocks.

8. The method of claim 6, further comprising receiving the data representing entries in a

database table, wherein said maintaining the data in the one or more physical data blocks of the

data storage system comprises storing the data in one or more columns of the database table in

the one or more physical data blocks.

9. The method of claim 6, wherein said restoring is performed in response to a failure of

a storage device on which the data is stored in the data storage system.

10. The method of claim 6, wherein said restoring is performed in response to a failure of

a node comprising a storage device on which the data is stored in the data storage system.
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11. The method of claim 6, wherein said restoring is performed in response to a failure of
a cluster of one or more nodes comprising a storage device on which the data is stored in the data

storage system.

12. The method of claim 6, wherein said restoring is performed in response to a request

from one of the one or more clients to perform a restore operation.

13. The method of claim 6,

wherein said maintaining the data in the one or more physical data blocks of the data
storage system comprises maintaining a data structure that stores a mapping
between the data maintained on a particular node in a cluster of one or more nodes
and a location in the data storage system at which the data is stored in a physical
data block on the particular node, wherein the data structure is maintained on the
particular node, and wherein each entry in the data structure stores a mapping for
a particular physical data block and the unique identifier associated with the
particular physical data block; and

wherein the method comprises, prior to said restoring, restoring the data structure on the
particular node in response to a failure of the node or a failure of the cluster of

nodes.

14. A non-transitory computer-readable storage medium storing program instructions
that when executed on one or more computers cause the one or more computers to perform:
storing one or more data blocks in a data warehouse system;
creating an entry for each of the one or more data blocks in a data structure that stores
information about the one or more data blocks, wherein the entry comprises:

a unique identifier for a data block;
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at least one counter indicating a number of accesses to the data block in a given
period, wherein the given period corresponds to one or more events
comprising backup or restore operations; and

an indication that the data block has not yet been backed up; and

performing a backup operation for a plurality of data blocks stored in the data warehouse

system, including the one or more data blocks, wherein said performing

comprises:

storing a backup copy of the data structure in a remote key-value storage system;

storing, for each data block stored in the data warehouse system for which a
corresponding entry in the data structure indicates that it has not yet been
backed up, a backup copy of the data block in the remote key-value
storage system; and

updating the entry in the data structure corresponding to each data block that was
backed up by the backup operation to indicate that the data block has been

backed up.

15. The non-transitory computer-readable storage medium of claim 14, wherein said

storing the one or more data blocks in the data warehouse system comprises storing two or more

copies of each of the one or more data blocks on different storage devices in the data warehouse

16. The non-transitory computer-readable storage medium of claim 14, wherein said

storing the one or more data blocks in the data warchouse system comprises generating the

unique identifier for each of the one or more data blocks.

17. The non-transitory computer-readable storage medium of claim 14, wherein when

executed on one or more computers, the program instructions further cause the one or more

computers to perform:

receiving a query directed to the data in one of the one or more data blocks; and
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in response to receiving the query, accessing the backup copy of the one of the one or
more data blocks in the remote key-value storage system using the unique
identifier for the one of the one or more data blocks as an aceess key in the remote

key-value storage system.

18. A computing system, comprising:
one or more computing nodes, each of which comprises at least one processor and a
memory, wherein the one or more computing nodes are configured to collectively
implement a database service; and
an interface to a remote key-value storage system;
wherein the database service is configured to maintain data on behalf of one or more
subscribers to the database service;
wherein the one or more computing nodes are configured to store the data maintained on
behalf of the one or more subscribers in a plurality of physical data blocks on one
or more storage devices, wherein each of the plurality of physical data blocks is
associated with a unique identifier;
wherein the database service is configured to maintain a data structure including an entry
describing each of the plurality of physical data blocks, the entry comprising:
the unique identifier for a physical data block; and
at least one counter indicating a number of accesses to the physical data block;
and
wherein the database service is configured to perform a backup operation for the data,
wherein to perform the backup operation, the database service is configured to:
send to the remote key-value storage system, via the interface, a copy of each of
the plurality of physical data blocks for storage in the remote key-value
storage system, wherein the unique identifiers associated with each of the
plurality of physical data blocks are employable as access keys to access
copies of the plurality of physical data blocks in the remote key-value

storage system; and
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send a backup copy of the data structure for storage in the remote key-value storage

system.

19. The computing system of claim 18,

wherein the one or more computing nodes comprise a leader node that is configured to
maintain one or more query maps and a mapping between the data maintained on
behalf of the one or more subscribers and the locations at which the data is stored

by the database service on the one or more computing nodes.

20. The computing system of claim 18,

wherein subsequent to performing the backup operation, the database service is
configured to perform a restore operation;

wherein to perform the restore operation, the database service is configured to retrieve
from the remote key-value storage system, via the interface, the copies of each of
the plurality of physical data blocks, using the unique identifiers associated with
each of the plurality of physical data blocks as access keys for the copies of the
plurality of physical data blocks in the remote key-value storage system; and

wherein during performance of the restore operation, the database service is further
configured to accept and service query requests directed to the data maintained on

behalf of the one or more subscribers.

21. The computing system of claim 20, wherein to service the query requests directed to

the data maintained on behalf of the one or more subscribers, the database service is configured

to retrieve at least some of the data targeted by the query requests from the remote key-value

storage system prior to completion of the restore operation.

22. The computing system of claim 18, wherein the remote key-value storage system is

configured to apply one or more error correction techniques to the copies of the plurality of
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physical data blocks in the remote key-value storage system, the one or more error correction

techniques including one or more of replication, parity, or erasure coding.

23. A method, comprising;
performing, by one or more computers:
storing columnar data of a database table in a plurality of physical data blocks in a
distributed data storage system on behalf of one or more clients, wherein
the distributed data storage system comprises a cluster of nodes, each of
which comprises one or more disks on which a plurality of physical data
blocks are stored, wherein each of the plurality of physical data blocks is
associated with a respective unique identifier, and wherein said storing
columnar data comprises storing two or more copies of each portion of the
columnar data in different physical data blocks in the distributed data
storage system;
storing a backup copy of each of the plurality of physical data blocks in a remote
key-value durable backup storage system, wherein for each of the plurality
of physical data blocks, the respective unique identifier serves as a key to
access a data block that includes the backup copy in the remote key-value
durable backup storage system, and wherein the remote key-value durable
backup storage system employs a different data storage format than the
distributed data storage system,;
receiving, from a client, a query to access a portion of the columnar data stored in
the distributed data storage system,;
in response to said receiving:
accessing one of the plurality of physical data blocks in the distributed data
storage system in which a copy of the portion of the columnar data
is stored;
applying a consistency check to the one of the plurality of physical data
blocks;
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determining, based, at least in part, on said applying, that data on the one
of the plurality of physical data blocks is corrupted or inconsistent
with other ones of the plurality of physical data blocks;

in response to said determining that the data on the one of the plurality of
physical data blocks is corrupted or inconsistent with the other
ones of the plurality of physical data blocks, automatically
retrieving the backup copy of the one of the plurality of physical
data blocks stored in the remote key-value durable backup storage
system that employs the different data storage format than the
distributed data storage system, wherein said retrieving comprises
using the unique identifier for the one of the plurality of data
blocks as the key to access the backup copy of the one of the
plurality of physical data blocks in the remote key-value durable
backup storage system; and

satisfying the query, wherein said satisfying the query comprises returning
at least a portion of the data in the retrieved backup copy of the one
of the plurality of physical data blocks to the client during an

operation to restore the one of the plurality of physical data blocks.

24. The method of claim 23,

wherein said storing columnar data comprises storing one primary copy and one or more
secondary copies of each portion of the columnar data; and

wherein said accessing one of the plurality of physical data blocks comprises accessing a
second data block in which a secondary copy of the portion of the columnar data
is stored in response to determining that a first data block in which the primary
copy of the portion of the columnar data is stored is corrupted or inconsistent with

other ones of the plurality of physical data blocks.
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25. The method of claim 23, wherein said retrieving the backup copy of the one of the
plurality of physical data blocks comprises copying the data stored in the backup copy of the one
of the plurality of physical data blocks from the key-value durable backup storage system to
system memory in the distributed data storage system while a separate background process
copies one or more backup copies of physical data blocks from the key-value durable backup

storage system to one or more disks of the cluster of nodes in the distributed data storage system.

26. The method of claim 23, further comprising:

subsequent to said retrieving the backup copy of the one of the plurality of physical data
blocks, initiating the operation to restore the one of the plurality of physical data
blocks in the distributed data storage system, wherein restoring the one of the
plurality of physical data blocks comprises storing one primary copy and one or
more secondary copies of the portion of the columnar data in the backup copy of
the one of the plurality of physical data blocks to one or more disks of the cluster

of nodes in the distributed data storage system.

27. A method, comprising:
performing, by one or more computers:
maintaining data in a plurality of physical data blocks of a data storage system on
behalf of one or more clients;
receiving a request to access a portion of the data;
in response to said receiving:
determining that an uncorrupted copy of the portion of the data is not
available in the data storage system;
in response to determining that the uncorrupted copy of the portion of the
data is not available in the data storage system, retrieving a backup
copy of the portion of the data from a key-value storage system that

is separate from the data storage system, wherein the key-value
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storage system employs a different data storage format than the
data storage system; and

returning a response to the request during an operation to restore a
corrupted copy of the portion of the data, the response comprising

the retrieved backup copy of the portion of the data.

28. The method of claim 27, wherein said determining comprises:

accessing a data structure that stores information indicating one or more locations at
which a respective copy of each portion of the data maintained on behalf of the
one or more clients is stored in a physical data block; and

employing the data structure to locate at least one of a primary copy or a secondary copy

of the portion of the data.

29. The method of claim 27, wherein said determining that the uncorrupted copy of the

portion of the data is not available in the data storage system comprises determining that a copy

of the portion of the data was previously corrupted and has not yet been restored.

30. The method of claim 27, wherein said determining that the uncorrupted copy of the

portion of the data is not available in the data storage system comprises determining that a node

or a disk on which a copy of the portion of the data was stored has failed and that the data stored

on the node or the disk has not yet been restored.

31. The method of claim 27, wherein said determining comprises applying a consistency

check to a physical data block in which a primary copy of the portion of the data is stored.

32. The method of claim 31, wherein said determining further comprises:
determining, based, at least in part, on said applying, that the primary copy of the portion
of the data has been corrupted or is inconsistent with one or more other physical

data blocks; and
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applying a consistency check to a physical data block in which a secondary copy of the

portion of the data is stored.

33. The method of claim 27,

wherein each physical data block in which data is maintained is associated with a unique
identifier; and

wherein retrieving the backup copy of the portion of the data comprises using the
respective unique identifier associated with a physical data block in which the
portion of the data was stored in the data storage system as a key to access the
backup copy of the physical data block in which the portion of the data was stored

in the data storage system in the key-value storage system.

34. The method of claim 27, further comprising:
prior to receiving the request, backing up at least some of the plurality of physical data
blocks in which the data is maintained in the data storage system on behalf of the
one or more clients, wherein said backing up comprises, for each of the at least
some of the plurality of physical data blocks:
sending to the key-value storage system a copy of a physical data block and a
unique identifier associated with the physical data block to be used as an
access key for retrieving a backup copy of the physical data block in the

remote key-value storage system.

35. The method of claim 27, further comprising, for each of the plurality of physical data
blocks in which the data is maintained in the data storage system on behalf of the one or more
clients:

generating a unique identifier to be associated with a physical data block, the unique

identifier generated when data is written to the physical data block.

36. The method of claim 27, further comprising:
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receiving another request to access another portion of the data maintained in the data
storage system on behalf of the one or more clients;
in response to receiving the other request:
determining that an uncorrupted copy of the other portion of the data is available
in the data storage system;
in response to determining that the uncorrupted copy of the other portion of the
data is available in the data storage system, returning a response to the
other request, the response to the other request comprising the uncorrupted

copy of the other portion of the data in the data storage system.

37. The method of claim 27, further comprising:
receiving another request to access another portion of the data maintained in the data
storage system on behalf of the one or more clients;
in response to receiving the other request:
in response to determining that a primary copy of the other portion of the data in
the data storage system is corrupted or inconsistent with other ones of the
plurality of physical data blocks:
accessing a secondary copy of the other portion of the data in the data
storage system; and
in response to determining that the secondary copy of the other portion of
the data in the data storage system is uncorrupted, returning a
response to the other request, the response to the other request
comprising the secondary copy of the other portion of the data in

the data storage system.

38. A computing system, comprising;
one or more computing nodes, each of which comprises at least one processor and a
memory, wherein the one or more computing nodes are configured to collectively

implement a database service; and
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an interface to a remote key-value storage system;
wherein the database service is configured to:
store data on behalf of one or more subscribers to the database service in a
plurality of physical data blocks on one or more storage devices, wherein
each of the plurality of physical data blocks is associated with a unique
identifier, wherein the remote key-value storage system employs a
different data storage format than the one or more storage devices;
back up the data stored on behalf of the one or more subscribers, wherein to back
up the data, the database service is configured to send to the remote key-
value storage system, via the interface, a copy of each of the plurality of
physical data blocks for storage in the remote key-value storage system,
wherein the unique identifiers associated with the plurality of physical data
blocks are access keys for retrieving backup copies of the plurality of
physical data blocks in the remote key-value storage system;
receive a query directed to a portion of the data;
in response to said receiving:
determine that an uncorrupted copy of the portion of the data is not
available on the one or more storage devices;
in response to determining that the uncorrupted copy of the portion of the
data is not available on the one or more storage devices, retrieving
a backup copy of the portion of the data from the key-value storage
system that employs the different data storage format than the one
or more storage devices, wherein the retrieving uses the unique
identifier for one of the plurality of physical data blocks as a key to
access the backup copy of the one of the plurality of physical data
blocks in the key-value storage system; and
returning, during an operation to restore a corrupted copy of the portion of
the data, a query response comprising the retrieved backup copy of

the portion of the data.
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39. The computing system of claim 38, wherein determining that the uncorrupted copy of
the portion of the data is not available on the one or more storage devices comprises determining

which of the one or more storage devices stores a primary copy of the portion of the data.

40, The computing system of claim 38, wherein determining that the uncorrupted copy of
the portion of the data is not available on the one or more storage devices comprises determining

which of the one or more storage devices stores a secondary copy of the portion of the data.

41. A non-transitory computer-readable storage medium storing program instructions
that when executed on one or more computers cause the one or more computers to perform:
receiving a query from a client, the query targeting a data block of a plurality of data
blocks that were previously stored in a cluster of computing nodes;
determining that a consistent and uncorrupted copy of the data block is not available in
the cluster;
in response to determining that the consistent and uncorrupted copy of the data block is
not available in the cluster:
initiating an operation to restore the data block to the cluster by retrieving a copy
of the data block from a key-value storage system, wherein the cluster
supports a different data storage format than the key-value storage system,
and wherein the copy of the data block is indexed in the key-value storage
system by a unique identifier associated with the data block; and
returning, during the operation to restore the data block, at least a portion of the

copy of the data block to the client.
42. The non-transitory computer-readable storage medium of claim 41, wherein when

executed on the one or more computers, the program instructions further cause the one or more

computers to perform:
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subsequent to said retrieving the copy of the data block from the key-value storage
system, copying data in the retrieved copy of the data block to one of the cluster of

computing nodes as a primary copy of the data block.

43. The non-transitory computer-readable storage medium of claim 42, wherein when
executed on the one or more computers, the program instructions further cause the one or more
computers to perform:

subsequent to said retrieving the copy of the data block from the key-value storage

system, copying the data in the retrieved copy of the data block to another one of

the cluster of computing nodes as a secondary copy of the data block.

44, The non-transitory computer-readable storage medium of claim 42, wherein when
executed on the one or more computers, the program instructions further cause the one or more
computers to perform:

subsequent to said copying the data in the retrieved copy of the data block to one of the

cluster of computing nodes as the primary copy of the data block, updating a data
structure that stores information about physical data blocks stored on the one of
the cluster of computing nodes to indicate that the primary copy of the data block

has been written to the one of the cluster of computing nodes.

45. The non-transitory computer-readable storage medium of claim 41,

wherein said initiating the operation to restore the data block is performed by a
foreground process that receives and services query requests targeting data blocks
stored in the cluster; and

wherein when executed on the one or more computers, the program instructions further
cause the one or more computers to perform:
initiating, as a background process, a restore operation for two or more other ones

of the plurality of data blocks that were previously stored in the cluster.
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46. The non-transitory computer-readable storage medium of claim 41, wherein when
executed on the one or more computers, the program instructions further cause the one or more
computers to perform:

logging, in a file or a data structure, information associated with the operation, wherein

the information comprises: an indication of a failure of one of the cluster of
computing nodes that resulted in the consistent and uncorrupted copy of the data
block not being available in the cluster, an indication of a condition or event that
triggered the initiation of the operation, or an indication that the operation was
performed; and

subsequent to said logging:

accessing the file or the data structure to retrieve information associated with a
plurality of restore operations; and

analyzing the information associated with the plurality of restore operations as
part of a failure analysis operation, a trend analysis operation, or a

maintenance operation.
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