1/8

100

102

fou /

(-«/ Computing Resource Provider

Customer

106

"~ provider-Hosted

' Customer
Network

Self-Hosted e
Customer < § fé@[}j
Network SR

Reaquest
HEM

108




2/8

Customer Logical Network 202

208

WWWWWWWWWWWWWWW -~ o
Customer { Customer ! Customer ™
HSM || HSM * g Premises
Client § | Ciient § Network

\ 7 B !

\ 220 i - -
g, f { Custamer Custorner
Customer ™y ? HSM RPED

: VN Rl bl client §i] 214
et .“ i & ‘
\ | 2181 Customer |
S HeM  b-218
/ /,224 %,228 »
HSM )
rvice VN
{SGW%G& VYOS S%Z;z}g&
(NAT/Proxy) =
Service Storage
Wi YN Service

Servic

IGW

228
240
VS
Kervice
Subsirale
204

~

230

HEM
Management
and
Maonitoring
Sarvice

232

\\‘ 200




3/8

/"'

™ < \‘\

/ N {

P& 3 ] ﬁ} ™
i § L i
% ! P |
| ! Pl 322 196.168.0.55) i

h &

% i L waT s )
§ g ; {Instanice | VNI :
s 10.0.0.201 | § { DNAT to 10.10.0.3 §
E Customer | { SNAT back to !
|| 1eeex se 41 | 162.168.0.55 §
| § { \_ Service SG v §
| ]

i VN Subnet ; i VN Subnet i
E \ 10.000/16 == % ] \ 102.168.0.0/24 318 J
! ]

L Data Zone 2308 ! \ Data Zone 1318 !
TRuvernr e PR WRWEI R SR e awer Ve orview e j nrures  vwews  fevew ewws wvese  rwvew  crvww wvews  wweved veve e /

Customer VN 302 y \_ HEM Service VN{ 304 y
4 4

Agpliance

(10.10.0.3)

Computing
Fg @ 3 Rasource Provider
® \_ Data Center y




4/8

¥ old

whmanadiouzubig WS sziBug
SIBHD WOH SHUSHD SIESUD HRENRUILDY HOBLSUIIDY
SUDIME S18[E]/P18al0y NSH NEH

OO AINDDS SWoISNYD IHIOIENT 8D

S . P SR s v v oo swnrs e ot v

80y -

iy Oy
%.\\\\\
sl e1eall NSHaZ Ry LUDyaRel )
3 4 &
% \ ™
/
| vounsed b
bid m YOS mmowmﬁw 90y dojgiels sonies
m UORILIB mmowmﬁw N NWMMM
A(m ¥t
' SH wmwwmmxm@ SOELSI SARRASIHUIDY INGH
. , A

% soueiddy WSH
\ ot

00



204

Cusiomer

S \.
Q?N Subnet /

&/

HEM Clients

512

HEM

Applia

Data Zone 518 y

BRe

RN

SGINAT/ |
VNE

HSM

= 1
Subnet 816 y

HEM |
Appliance |

Data Zone 818 y




6/8

Raceive Request for HEM with HEM
Parameiers From Customer

kd

Creatae Service Virtual Nehvork With Altached
HAM Device

iid

Modify Metwork ACL for Service Virtual
Network 1o Only Allow Reguired
Cormmunication with Service Team's
Management Systams

k2

Craate Firswall in Service Virlual Network For
launching Servics Instances

ki

Launch Service Instance(s) in Proper
Subnet{s) in Manageamen! Virtual Netwark

-

kid

Creais Natwork Interface in Customer Virlugl
Neatwork

!

Attach Network Interface (o Senvice instance

A4

Notify Customer of HOM Avallability

e

804

G608

808

510

812

614

518



78

Create Remotely Hostad Virtual Network With
Computing Resource Provider

ki

Configure Remotely Hosted Virtual Network
For Connaction fo Remotely Hosted HSM

N4

Submit Request for Remotely Hosted H8M

ki

Obtain Network Addrass and Cradentizis for
Remoisly Hosted HSM

ki

initialize and Configurs sach Remolely
Hosted HSM

ki

Configure HSM Client(s)

FIG. 7

702

L 704

706

08

710

712

700



8/8

802

800
a04

'Y ™
C Network <€

Application
Sarver

808

Web 808
Server

!

!

!

!

, Liser {
- information |
| !
f

wd

816




