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Monitor, based on a process identifier of an API process, the APT | 101
process in a virtual machine corresponding to a system in real time

v 102
When the API process is activated, obtain a virtual machine instance

corresponding to the API process from a memory according to the
process identifier of the API process

v

According to identifier information of an API to be intercepted,
replace an address pointing to the code of a first API written in a first
computer language in the virtual machine instance corresponding to
the API process with a stored address pointing to the code of a
second API (or a replacement function) corresponding to the first API
and written in a second computer language

— 103

FIG. 1

201

Monitor, based on a process identifier of an API process, an API process running
a target application in a virtual machine corresponding to an Android system in
real time, and if it is detected that the API process is activated, perform step 202

v 202
Obtain a virtual machine instance corresponding to the API process from a

memory in a mobile terminal according to the process identifier of the API
process

v

According to identifier information of a first API, obtain an address associated
with the first API from the virtual machine instance corresponding to the API
process, where the identifier information of the first API includes a class
identifier of a class to which the first API belongs and a function identifier of a
function of the first API

203

# 204
Replace an address pointing to the code of the first API in the virtual machine

instance corresponding to the API process with a stored address pointing to the
code of a second API corresponding to the first API
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