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FIELD OF THE DISCLOSURE

The present disclosure relates generally to middleware for services and, more

particularly, to a switching fabric having message processing capabilities through

which clients and services can communicate.

BACKGROUND
The need for enterprise software applications to work together with web browser-

based front ends lead to the development of application servers. Application servers

provide a framework for integrating front-end web applications with back-end
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ARCHI TECTURE, by Paul B. Patrlck et al., filed May 19,
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e0

Appl i cation No. ANV PROGRAN
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2005 (Attorney Docket No. -
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BACK!

Vi Ces can conmuni cat e. D The need for
eatticelipense software applications to work together with

P SRR oL ALl BB BIGLERIET accorcance

to an embodiment.

Figure 5 is an illustration of component architecture in accordance to an embodiment.
Figure 6a illustrates a message processing graph having a single pipeline-pair node
and a single routing node,

Figure 6b illustrates a message processing graph with a branching node in
accordance to an embodiment.

Figure 7 is an illustration of error handling scopes in accordance to an embodiment.
Figure 8 is an illustration of service providers in an embodiment.

Figure 9 is an illustration of monitoring components in accordance to an embodiment.
Figure 10 is an illustration of rule triggering mechanisms in accordance to an
embaodiment.

Figure 11a illustrates an initial core state that contains components A, B, and C in
accordance to an embodiment.

Figure 11b iilustrates an update in session data in accordance to an embodiment.
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provide a framework for integrating front-end web

applications wth back-end WO 2005/ 114452
whGldsW4S2395/ 018183 -4 enterprise applicationspcBeyangoisiss

sinply invoking enterprise appkications from

applications servers, a need arose to conpose pieces
Figlirdd hRAIELs AL RIS sB80bh SBERARS i orRIRAN L

ppll cati ons. e way 'S can be done is to expose an

erabddimantse application as a set of reusabl e services

that other_ systens can access.., 5 However, enterprise '
Figgpes danicoHestmte I@Wﬂ%’ﬁﬁr‘?eﬁizﬁi% AiSTSHGN ViGN @nd a core state.
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FIGREG 483 aAdselbh o TRoale paf AEdRAE M SoRRiaAGNEM Bmbodiment
Figuee pbads amitiustradon oém, sucessdful mpdata ibectoldanaado an embodiment.
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FigHre 43bllustraies ua%/ﬂﬂaaﬂ H\é\BP{P %en};svo@fé PlisafioeaxcaRtion.
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is an illustration of a systemin an enbodi nent.

Figure | Ib is an iIMﬂMMe bus

a_rchi tecture i n acco : - nt. 15
THe BYERtGh IsSil@rdtbd B iWA bOSATRbIE dhPUSNROREY BPidREton in the

conf I guration pr opagat_l on 1 n a.cco‘r dancé to a_n _
figandzodi timeraccoRi e gsdiesviags inl Woish dike ireieredcasasdisgte similar items.

rocessi.n i pelines. i,n. accaordance to.an _enbodj ngnt.
Reipgices 40 Rabgsmentin Bis SRCloraTg e gios RSGere Bl Mizesame
enMBSHREAL ERESRH RiercRcas peeinacieastZéhd. AVAlle QE@éJﬂ& fAplementations
Fi gure is an illustration of corFrfponent archi tecture
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arg disgeisseddhisdindsrainod ibaidhiseistdonerdpyilivstrativa puposeatA person
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branching node in 25 accordance to an enbodj nment.

In theyfallewing desmiintionuBemarewnsriacis delailn arripeifgribde pegvide a
Py RESAEERRS PP FIRRAL SERLeyor ) 848 RoSeByl i mo skiled n e
arffihgtitie iagésti@nmalyl bcsro:;agtilé@m withotbthiese rsprgific alshmie M other

i n accordance to an enbodinment. Figure 10 is_ an
ins;tprpcggst, mallrlgiovgt qugmr@sthqvgbg}tit}?&n,ﬁ&s%g{h@g ,iﬁdqlef@il s0 as not to obscure
th@fkRkLbgce to an 30 enmbodinent. Figure 1la illustrates

an inifial core state that contains conponents A B,
Witindef€rénce fadtigndandaandobyawag m ddistretion, the sysiem includes a service

bus 100 that represents a fusion of message brokering, web services, business-to-
business (B2B) services gateway and services management concepts into a
combination centered around a runtime configuration information directory/repository
106 and console 104, The service bus is an easy to use configuration-driven
intermediary that accomplishes (without limitation) the following efficiently and with

high availability, scalability and reliability:

‘e Bridges the gap between what the message the sender 114 sends and what the

receiver 116 expects in the area of envelope protocol, transport protocol, security
scheme, payload contents, one way and request/response paradigms, synchronous

and asynchronous communication, point-to-point, and publish/subscribe.
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Figure 11 b illustrates an .update in session data in
accordance to an enbodi ment. WD 2005/ 114452

PCTI US2005/ 018183 -5 Figures 12a-c illustratep 52005018183
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way of I'imYation inh the figures
@A) hRaseg@npanyi ng drawi ngs in which Iike references
indicate simlar itens. References to enbodinents in
this disclosure are not necessarily to the sane

EFRR4 B0 L ARG ST £ ERERCAGTBRTae beasémaBEiment. In one

4 pecﬂ‘l c inplenentations are discussed, it is _

amdeapiaadidehatstérniisclugeslarservioe bus| 199 which\ean act as an intermediary
rposes. A person 15 skilled,ip.,t.h . .

Do S b Sk P nd YA o preson

@gglpgﬁregigq'ﬁﬁ‘éﬂr?i@ﬁ% d?%@bfxﬁ@ltgthtﬁeﬁc?%ﬁ@ paffaRe tane of service or service

nvention. follow ng descrigti on,
werRoioys. Megistindce eypmisttechnalogies, nsiuding §19sedhatareakiown and

t horough descriptipn of the ipvent. Ll
besagharario aL o Delebelinetia oA ihg RATHEfnd Shirf Bfthe prosent
&i@lﬁ%@#b‘?'ﬂﬂé@ég’é@ tBRE EbisRsd Mid halve drhesmrspedifiscand can be
detarls. I n otther 20 instances, well-known features ish
praxcessed ideeteriis bybway pha exeaiple.shdastinabontts reyeandor publis

the | tjon. Wth ref ' q .
LSRRy B B B igpato Ry
élQ)Q:eEQiﬂg}. TREMESSRHGS theh USbat qft omessegdrbt tkbound forebervice or

ervice busi ness-to- business (B2B) servjces gatewa foll
andthsesentasbuaiagaesmbedmani & fesaahss 193he MRFSAGEGEH Tolow an

centere oun r . onfiguration information
lﬂ@éﬁ%%%@ﬁ@i\@gﬁ%%%‘gughd consol e 104. The service
hiiSné SrbbdaAsH:, tife BERicRONiS gan Btiioplamented partially or wholly on an

I nternedi ary that acconplishes ithout lipjitati
ahBldagon Y] 1A prent PEaH G SAVeRs S BDIS Forp, FEA Systoms, Inc.

al abj | i L abi | Lt i th h ih
TSB! RO SRR o pifrhdine 08 grigec g ppasia trouch e
E8SRINBtioR/ Aforetopagtconiolet 10s! whizh whvieksel wgrr iptesiasedor creating,
transport protocol gecurity schene

owstiymgsanceieleting caf gwr@éjaaé@fpffe%%_’s@‘)%%"?%@g ghihe system are
DA B ot e BRH OGO AEa 3 e pigrece car
RETUAdSER9 bl Bida a8 the following: 1) a graphical user interface (GUI) rendered on a
display device or projected onto a user's retina; 2) an ability to respond to sounds
and/or voice commands; 3) an ability to respond to input from a remote control device
(e.g., a cellular telephone, a PDA, or other suitable remote conirol}; 4) an ability to
respond to gestures (e.g., facial and otherwise); 5) an ability to respond to commands
from a process on the same or another computing device; and 6) an ahility to respond
to input from a computer mouse and/or keyboard. This disclosure is not limited to any
particular user interface. Those of skill in the art can recognize that many other user

interfaces are possible and fully within the scope and spirit of this disclosure.
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-6 Provides additional conputing capability to
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WS Heesgt | nati on publish, content based routp@fusioos/orsiss
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mappi ng. Provides nonitoring capability with netrics
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mawed/s%dbogg@egatm@Iandldmggigpgﬁehé h@;]s@ée known and
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sergw@rmbégeswremm natdeted! B9 senudes. Belioe probbd ébt ad B@ind-ins for, or

facﬁgssa e ta, a,transfor t|on tg@(gerform on the
‘%%88&%9%? gre-setama 98%@6& peRyIceTRiOXivs s Bywaytdra non-
limitifgESBMALLa 98nidePBRPMiudkl0 bound for a service or

anot her service bus. In one enbodi nent, a response to

* A 38 atsosagte iderfacty oalieaiporisietss ealfsat déhctdﬁi’rﬁ?tbzl}] Redchewith a

QI d h b
trarf 0! RuRES o SsaPe Rl TR e o ore aﬁs:%%%'wégne 3te ot of ports
constfNes Iob@%aﬂ@ﬁéln@%n‘d‘ﬁ'@#&@r%@t@na?ﬁxgg ?(5rth@\é% /iBR'SRd 48 Mentical in

BEA Systens, Inc The systemis
chagamerigfinsat i on i nformati on 106 which can speC| fied

* ARIFRHAY, 4nst PSR BhicPnrtieorbodheaes Agiermiton of the

rovi

tructute f
struchde fof mgsé@é paelsahithe i&@ﬂéé@ﬁbé’é:w %@gg\ﬁb bgfl%paéglﬁhons

cﬁﬁts of the systemare 25 dyna
. A%‘ﬁ g that @fiﬁéﬁﬂn@ ARekaging vhmsiseaga paderin the ebdteas igaFace to a
r aphi cal

conkfd H‘E’@ssggg 2l t%ﬁaéfﬁ%Rgg}aégh%%vgggq&tg%pg?gm, ce or

user int
e Policigsecn WlelmSbmcaa&S@buﬁtyY(W$$}ianc?)fve%5‘8@m&és; Reﬁé})!e Messaging

VVSr% ond t o, sounds_. and/or voice conmand
» PYthogzaiidpBRkries an@p@ﬁtlmﬁmedeﬂéﬁ@e@mmgm transparently by
a PDA, or other

the B4 | ul ar tel ephone,
eslw t@aﬁéf(ee?%t gﬁﬁ)r ol); 4) an ability to 30 respond

to gestures (e.g., facial and otherw se); 5) an
conmands  from a process on the

In o@%' | 'btg?é:rég%t; %wgg%%gppﬁ@%gpa@w Languae AMSEI) Irépresteatation of
the éit%ﬁ%’ﬂﬁ)te é% !jErJt{s %ﬂ‘a&é’gﬁ%ﬁ{q r'@]Hs(S q;g g(p]rySImple Object

boar d I sclosure 1S not

Accers?@r!Pn'omca(S@@a) vieli serfvioee.babedseh BfpekditTriRstePerdbbol

many ot her user interfaces are

h
(SBCE@BQ #Ef'@g(?ﬂé?fltgy@? e3S5agINg @3%/[@:@,5/@‘3)@@1%%; tn a$padis sf this
embdiinedRSANes DWR:20HRE b4t é&stlnd%@%gsc{ouilas %e Used as a template for

a definition of a new service’s interface. Also supported are email, file, WS-RM and
File Transport Protocol (FTP) transports. In one embodiment, the service bus could

periodically poll a fife system directory to determine if a file is ready for processing in

the case of a file transport. The service bus can support request/response and one-
way paradigms for HTTP and JMS asynchronous transports. It optionally supports
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-7 In one enbodi nent and with reference to Figure 2,

the configuration information is distributed

t hroughout an enterprise by an admi ni strative psef)8§os/018183
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rvice ses. Monitoring
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servers for aggregation andfi(@ ay on the console. In
Wlfbrﬁit@hﬂwtﬁéﬁma"h@ﬂdl%@ hod E&Q the service bus

A éeé'?@e)@ee?@ﬁg p?éxe\gé%c)rcﬁgﬁ@aﬁ‘?{a\(/bcrﬁlﬂtlp@oéoﬁ@ﬁir@[ﬁ’e RYnidWinding. These

Servi ces whi ch are

poftB\akest byed he idl salantiog anddmles/eaaée@@mheismﬁ@eé@pﬁsemce proxy
services. Service proxies, act

f
can sledinedhefoadsbalaneiag Ralicy to uggz(?cérrt rg%rtal‘cé@@mr’gﬂgdiment the
pofigey. G iRLONL ‘?&%nd %bn‘(‘%)‘ud‘%én@oaﬂ%re@ﬂt@titdr%t ERIMLE). The ports

i'Ce can A set of concrete interfaces.
sepR) é@@a@malan@ag sestimbticrs tmtoqwu alsg pender s fwit-Aver alternatives on

transport address and as |at 0 r
failipaThaEHe ConHe so spunia boctier AN b AlAiRP) el alancing
scnérln%nc' ng and failover alternatives for the servi ce

and are identical in characteristics. * An optio

A edviceanbxy coerdiscdeive te reﬁrquﬂcawufaﬂgm apg (@r request/response)

a &g%é&é@g@&g%ﬁvtyﬁééﬁ#u %BG}?‘%B@ 1fsr12\fel?i%ce This can

beﬁgﬁ%@ﬁ%@t Ak Lelidrvel ppNaskaall mﬂeﬁagm$ Sﬁ@ﬁ!i\ﬂdﬁﬂélsne%ages for
e a

ract interface to a 20 concrete nmessage and
the baetatndsrcgtlme sefvite. mnessage to the transport 0

icies on Veb Service
In g@[a\ﬁreté%dlﬁgq a;:,ﬂr}élc%gg%é?%@%%%%%&% arurt?’ﬁon 5t2gory schemes. For
ex@ﬁgi 1&] @eg@ith &4 beRey Meetadand chegoey f.ralumsm&an be values for the key
nsparently by the bi ndi ng | ayer ,(e. g,

nep i Somicontinve M iR vabeSdpt U Bagisaqy e Categorios are
us RSB R T 4418 g R SRR crtojies (o

ace an ng 1s possib

caiég”o@seﬁéme@ptmueﬁﬁ@@qaesae?natr:mhd emo@ox hiezbrabgrofivabies. In
based on Hypertext Transfer Prot o% Secur |

aspETI(W)th kSremefiHm@éE Jagf yajueeinacetq lqr@mp%)ﬁ%sed tq categorize
seﬁj&% .ilﬁ é)?\f eérgbédm?e'moéjbgﬁ% se éﬁ’ﬁ%f ée?@@é‘%%% riz88 for searchmg

rce could as a tenplate Tor 30
Saleicbichisamedé can hevarserganiaitioniarteaar pplicatioh sad can send messages

(oémf@g{éﬁ%@s@qltsanqtqér%ggwt@ ﬁgv?c?qswgonsumer is
as%SEz\é't wﬂH%r& d%ﬂt%}smgﬁcﬁe 'ié)ﬁéc?% 4 YisBPh ittedd H)eﬁoﬁg b fdles for

I'rec afileis ready f
amm@nng |n t he case of a file transport. The

I et SR e S SRS A0 an
apPREAASIRLANePL RBRALS pRiRI OB Adinglr Brovifetifbieg @:@5\/1@@:'— &l§stional and
there can have standalone services. For example, these can either be internal sub
organizations in an enterprise or external partner organizations or even individual
applications (semantics is up to the user). Also a service provider can be categorized
like services for searching. A service provider can be associated with credentials and
could be tied to a user so it can belong to roles for authorization. Service providers

can send and receive messages.
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-$ ordered delivery of nmessages if the underlying
transport supports it. In a further enbodi nent,
waapipiigeiShus supports eXternal Markup Languager¢¥vkloosoisiss
non XML (structure describedgwith MFL), binary,
Mul ti purpose Internet Mail Extensions (MME) with
in @td embodiment( #rEiniplemanthtBAT PasRe fBxy hofudes at least one
service/ service prr\c%ge rocess can have nultiple ports

MepgRgg REOCESABIRIRRI fexe Foperampiarthisecarsisgiuge 4 defihition of a
y £ 2] i VeSo: A .

BB S0 b et SLORRUMS s o g processig

nodesl they spexifysehdtarctiohs apepesforrhd eneegubothBBsHged tBth service

golbi %{res can include round robin and random (wei ghte
Progy bREYE WR QW) extarBalier agothes prexdsendesl and whet prpcessing is

PorfP el SRRna LEFTUR SR E AR R st ey beore the
serdoapred teogeshereshonsa thiagiieay &@dcalpipéling taamciude a sequence of

me. A service proxy can also define t

bal anci ng. sche ]
stags Sfﬁsgi”E‘PE%“%#SfaaIPﬁqgf@ﬂaWéiC(wﬂ@ff aFe@Ieara pEYiord dhat is
conshdtibe@ith _tiﬁ’@bip}%}’méf‘ﬁle%gﬁgé.é fle%ii i@@ch%' ;‘ﬁ%xﬂ&%%@éﬁ@mm by a

messages in its inter e specifi
set phmessage centeat ehriglappthes inchudals|varesages) cotain the message

conldfol bt m B ERER st Phne e i PecuPali Sagesor e
By Wiy 8NRuStratitH, @ofithes %ﬁﬁeliﬁ%@ﬁ'@% inERIge: €xanpl e,

categgrles can be key nanmes a category val ues can be
* Ajraingesmagipn istrgekaows How . coatrebiifl istreictuaas habe nestdd ) €lect a
es are

confBob S oHLABL LA D ol e a0
datatisk1EsamicaNbobagi RS ndfe t%oaﬁﬁmggﬁ)érysﬁf@ﬂ\?%% of B¥ensible
y of “val ues’

define the key name and all owed hierarc
Stylesheeid gesuage i ransfemaatio{(teint ), transibroatiane® set the output context

Vaﬂ%ﬁgegory hi erarchy are used to categorize services.
n one enbodi nent, a service consuner can be -

* A cautibgastagedlidws “isegriieg andSeaYs CaréQNRY e SSHbMBJ (and
an _organi zation or an application and can send

nestegs iadRine 2 singleeadpeintgng opergiondegpute theyaessaget toeA set of
i i is 25 i ated with .
tranGBRAZNATR thet HSES Lo YRRURG o G FREhEhER iRy essece s

publistledstofeach eadpbioiti A atdinservices eagoendoghaBAte |KEBaAbe an
ice n be provided by an organi zati on or an

seL.Vi ces
a*fefaa{w? A0 SHUSEY PE&SE TsEanstermpiiay st thespnisayadable.
LN el A} ' td | re can .hay
* A B Tagk Bl TR iR oS RTSAEE! slltureb ] o (NG Tane
nestean} lordedineshe s80obegdpiinat arahspératians enpebiyh tﬁg rﬁfassage to. A set
ua

o g SR B AP S b L s e rosenge
puLISHE S 8ol HHSH SRR AEDRIARY LABAILSERh 8o an

altergativeciotaraKQuandor X6WTdrdresfoinesticdnotoasatsies cseit va&aible. The
ol es .f qr aut hori zation. Service providers

bel
changgﬁ?cg g’fﬁt‘jg(g%axﬁ,léé%? gediesaghquiblished endpoint and does not affect

subsequent processing by the pipeline.
e in one embodiment, WSS processing as well as authorization can be performed in

the binding layer.

e A tracking stage allows writing a tracking record with user defined information so the

tracking system can be used to search by a user defined criteria.
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WO 2005/ 1144: 552 PCT/ US2005/ 015183 -9 In one
enbodi nent, the inplenentation of a service proxy
ng HYES, at |east one message processing pi PeE482005/018183
n|t|on For exanpl e, thlsocan include a definition
of a request pi pel i ne defi nlll on and a response

i pelipe. ellne are nmess ro
« AhEn o a B Relre ms asSBar FoPRGUCHRe M e RRER fbord
kee§9§{ﬁ@ gLyice 5 proxy before |nvok|ng an external (or
proxy) service, and what processing is

o Mlgoingredgerslicespoggiey direeimated coptext tethiermyskars leg fartebugging
service proxy before the service proxy returns a
purp@sponse to a client. Each pipeline can include a

o ANRARHEROR sfa‘agre]a \?él@%?és aAoBLREAt bHRINGIBADGVIR oP MFr @cmmﬁa c
I ntertace protocol that is conpatible wt

. Atdmtqnnmgmmatm@m@ysfae@rqgmr@ma’a@ lpﬁeﬁf@rzeree%ﬂ%rr@otocol that is
accg}sng%ed bEZna 10 set of nmessage context vari ables

conpipat IRIB®E*SPar i abl es that contain the message

contents) that can be accessed or nodified by the

pi pel i ne stages. qE?/ way of illustratiaon, conmon
Figpr@ans e ibusttion afgheskage OB MIRAINESIN gcagidance to an

em@gqisghqnt dl\ S8 %E%%oh%llrg{pegﬂe $hh Bbgbg%ff% ?r‘r?r%s%%tqﬁq.fa%%ﬁ fcteng?n operation

snd‘bB%oCWfk@(éonténﬁéﬁﬁ tﬁéﬁﬁésﬁ@@ecm b@@bnﬁfodtrﬁénﬂ&h@ha@mma’uon of

| ookup” can be an alternative to an XM QJer%qi( F(X
the eiperxtiamisi isirtormedyiheaaies usahgelggtedeTiRda oF iné ‘can include

onevérsrl%-éh? %{a%%% Agr%a%éf ns.d 398! 34 Pf \;A‘.gé‘!bﬁ;ét sérPidbgslel request pipeline

age al structures 'an
300 6@ prarfhrolatintoes plu@aliis% of opbiatiedal pipdlinese808d)dtdi2. The response

e b S AR A
a s@@g—% $§‘%iec§6|§b§\%§ @%hﬁ@%l@eﬁk&% S ddiiReAE P R@EcAS® of one-

o) eac services callout or

wa@@ﬁé@@@ﬁslb@n@mvoaad tteeaespmaeeplpatimaes emcalmed@ub@ empty
T transformation to set t he on ex rla d
mepeI. S S PRGBSI GRRONIE 0 b FRRATIRLES e 53846s prdy so bridging

betvcﬂfeEeH‘?%H rIeQ B bﬂé%é)ﬁﬁﬂera‘ﬁ%ﬁk @éj?)oéé?bl@%'gﬂethb%mce proxy

ts and operations to pub t he nessage
inptiocoudd $)eton92®apfw!1|heat£sd§Idpu‘atS| requestiespanse ot viceysrsst fhe

vari abl es . can be defined before t
seryiasInreReaitiey mb%ﬁ&@SRP“S%fm%%wﬁﬁ%@%@mﬁ SR ggperates one
for%@ e | ookup can be an alternative to an XQuery or
transformation to set the context variable. The
In arfeaembsdinuentha costxtia sharedssrasebothdhedenupstiipainesnd

resBRRSE PRelinRee GBS acB HBa TN Noes FIDEEahRTnGYdes
mdM’ddal RSt Red pork! rﬁéss‘eﬂﬁasbﬁw BEHEELE I this @mﬁdaﬁmbhn dhergontext is

A tracking stage allows witing a trac é%
a sebequredemm B vareﬁbla@.d\l@\ﬁfv(aﬂﬁatawrs%e grgded ﬁﬂd lefgd to the

cor@%é%(ttcg/ﬂa%%galgr. THRESHh8riSERES e R vAAES hEFL bYShy of a non-limiting

example, information about the message, the transport headers, security principals,
the configuration information for the current service proxy and the configuration
information for the primary routing and subscription services invoked by the service
proxy. In one embodiment, the context can be read and modified by XQuery/Xupdate
expressions by the stages.

By way of further illustration, the context can include the variables $header, $body
and $attachments. These are wrapper variables that contain the SOAP headers, the
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stage wites the nessage to an archive for historical
wandosacand keepi ng purposes. A | oggi ng st agecaltkmes/018183

| oggi ng of sel ected context toi-the systemlog for

debugging purposes. 5 A validation stage validates a

SOdethiintomeatnstd te MNUEEtddhimamty esgpectifelgUShoBbAteRBgIVes the
that inplenents a programmatic interface and/ or

impsestior dhatalbnepsagasoMea10am BERFAGPHRHENPA @@Ah%ur@w@ggs are

map e b b AR I BaRFET o RoAL ST dielane R chdtment hat

repPiReiid iR gacurpencaSatacheepager Pasddreddrsad thgetaial 8Bcument with
|nd| cated by the contents of the nessage. In one

a ugiskedierbifter: F]Héecfé‘ﬁéﬁmsr%iaﬁij@fthetwyo%ﬁg@ﬁ isiiselé a wrapper
e!eﬁ%ﬁfﬁf gnf&iﬁé’%g@eHWC%%‘r%E@sc“ teria. Each

I'ne can one nore stages (e.g., 302,

In o%@%mﬁﬁ&néﬂtome HAssamdlae skoitiin ey;beewétemetdimtﬂ,‘tstavaﬁable for use if
el i branch out a«g luralit

desipliandesian e p BINRES CaRS & Eogah i Songtion or
trar AFRAI N i} Bt U Vit o8y %tdézﬁa%@ttb% Rl d'fore types

thén joins into a single servic
in dneacilor i@ speistim qagilylcreadi@liBe XQuene Imaﬁodhmﬁbodlmdmahe types

se of,..one erations bej i nvoked e .
cany s gt e HRah s, el 6T Wl Jieaifises, Thie beggisciaration
prodddSisRETATelS the HERRETS thd Qark?@oié‘?@%brtyﬁé(?gt a%ra%; 8r for elements

service proxy so bridging between request/res
of the typesesnthg typey menmﬁvess) Ibetsoi oeides agsistarnne t@eaowese SOAP

n coul while its output is
RPE e ers S oot PESE &8y The” Servioe pr oxy
In oReldiRbodiRRORbS std@@ éeﬁﬁlﬁ’é%sé sfeﬁ@@héé‘@f ;‘;t@}é@‘f@@x@&ﬂé'l% error
or gener ates one for the client. In one enbod I nent, a

occysningRat stagehahisdeqeiross obstepstaaastiede esterisir péaline carindler for

that 88 B A phrmoRBEndle? Ehaite: it ecten HESRhPRARAEE or o
whd]@%%ﬁﬁ@@ {erﬂgf FAPeGWEsiticobbl ereyemdiEnhat &tists ¢OMVBKed on an
a se c&redefl ned XM. vari abl es. New vari abl es

eerfaﬁh iseerETdandiaichliguisdhe dnespadedo keopwiiished o aniawippint, formulate
an o6 I%Sﬁlgﬁéé ﬂ?e%sﬁggttt‘]? X& %R{ror nac?ﬁ'ieh?l\fgkgyof"fﬁe\! sgf'vicae By, log the

fon- | I'on a

meddagel cansme éftdsraad&ifyang slee vonteyt, piriraise pal @xcept:hre Rausmg an
configuration information for the current service

excapléng Camdaphier conPyriagngit BEMeRperhRA PBAT PBFlNte
Flgﬁf]é A% 4n! llﬁ}éttr'aﬂgn %?6 HH& ﬁbbp%gf‘né ﬁ{e@sﬁsﬁ g'rcon SE IHZaé;rc]:ordance

Service odi nent
to abeemisadinmamd, WpfdwéSthXQaaﬁy}MXEbM%tS@iBTtE)‘BIEdQMSb@ﬁ 402

progesmingieasind Hieh dddorar Al piossrsadshbales xasiliep 40 gutbound
bmcﬁﬁ%‘%ﬁ%ﬁ eérg &‘?ﬁgf A FotbBRRE trati8pb R BM 8 rbbsiP ™ 8kBects of
these embodiments, the bsndlng layer automates some of the processing fo be
performed such as mapping the message to/from context variables, packaging and
un-packaging messages and performing WSS security and authorization. Both
primary routing destinations and publish destinations can operate in this paradigm. In
one embodiment, after the primary routing endpoint is invoked, the response pipeline
processing follows a similar model. In yet another illustration, a web services callout™
420 from a pipeline stage goes through a binding layer 416 foliowed by the fransport
layer 418. In one embodiment, the callout response follows the inverse path.
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contents and the M ME attachnents respectively. The

cont Qgives the inpression that all nessagesTalgoos/018183
WQ&Q%’?ﬁtseﬁ‘gages and non SOAP nessages are mapped into

this paradigm In the case of "binary or MFL data, the

XML h . i
In ofi eRORREIY. Decesiporar Br P R BT b upans

org‘ﬁhleégénéokl Brotieasbeenluskl ean elthetineokassenihted@esREGNsOle user) or
the body content is itself a wapper elenent th

t .
messaing ingerfhecs (ysed NRPLSpd B8 AesaYiSe QORSHRETGHRSRY ARy A service
the system has a built-in, . [ Soui o
cor PR B bt AL Bhanaton of messages

frofpiRat hrogicRil/ cEREEREr 84 REeS Sar Belongaoeogudiupi and agroup can also
transformation at design tine, the varia

bl . .
beldeg fandion. GEUTs ARLUBHS RSB 1105 VERh &b dap upl fo which

assi st . i i c | K : f
acdadanbh C NI EC e i SR Ebad el (b hesuroes,
pro%ffiegBsonsiiriers @hdWblice s fothecesteriltan ity peganzadinie past of
process is_aware of the nature of the variabl 'c(%obb | i
projgatecegahswith arhipissehy af folgespapt 40 aypid ﬂ%n‘tpﬁ%\gli S yﬁg so provide
types . - i " nt
o hBERE LGRS ehyd s aRePA AR ARt g0 fome deparime
an@&ashich-folthdm. one enbodi ment, a stage can have a

In e embrdgentT i catpis adsbors kissevaaiiou HEN, hrifavet
Bl sl P Sl o 9 BB ER e e e o o

foll@winéqﬁ@rle@leﬁﬁeairolespr oxy. The | owest scoped error
handl er that exists is jnvoked on an

o Téher pioaralieh AP SAIS T AR RGO ST ] POBAN 4D apyihing
o LR tiod BpEMBH ar?dseM LSOl RS RRSIAET BBRATHBUS Aciely

retu I nvoker of the service proxy, Ig‘%the i
pelfess agessageritiaking, ahderamuipeprfigsume seWicek endginange their hours
rai se an exception. Raising an exception can transfer
of @ePREHBN- t 0 t he next hi gher scoped error pipeline.

. ﬂ@#&ég‘gerétibﬁ nfShitdr IaStdoipier ebdriceessto postytiingeanidrean export any
nessa processing in accordance to an enbodi nent.
resthec@rsecess; prpvafer aCorsyieest OEBWNEEt s of i nbound

. 402 25 ' ' indi .
o Bl Yep P S ERB e g5l ity a0 crctc
delctd 854itt 0B iApeRRXPbRTesades Uidoiad, proxitepsy corsliners, or projects.
processing. In aspects of these enbodinents, ter;
o Hiatlitegratioy secuiity AHRBISISERCDY "oPle CrFaR edIplRy e Afe-s:

rfo d such j t age to/ from cont ext

Cr%’]t'ﬁ[ﬁr}ggysstﬁﬁ%%(ijépﬁ%gﬁ%tggs’lﬁr@pac agi ng nessages and

perform ng WSS security and authorization. Both 30

primary routing destinations and publish_.destinatjons . .
In cae copErHmEnt. TesaUSep & gae?‘gsﬂb?q RolmHRN aﬁ%g‘?%ﬂf“f’} of descriptions of

after fhe.primary routi Litbn kSt . Rd@urces are
Procspand TP i B BUtenFERRaflon £ BLOHRY). RiRupes a
tydiBalkRlscney hrntipie|sesliced Ao ar@stsebastired definibans ondescriptions

acﬁ‘:% ;égw@?@gslﬁgslf éggaﬁ?%gﬁg oes'plésh {) Pe%%u?cebsl gr%' @ﬁeég%esrchemes,

MFL schemas, XSD schemas, XQuery maps, XSL.T maps, WSDL interfaces, and
WS-Policy files. Category Schemes define a single category name and a hierarchical
set of values for the category name. Services, providers and consumers can be
categorized using a registered scheme. They can be categorized with multiple leaf

values for a category scheme or leaf values from multiple category scheme. in one
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| ayer 418. In one enbodi nent, the callout response
follows the inverse path. WO 2005/ 114452

WOCHUS2G05/ 018183 -12 In one enbodi ment, uSePSTASEN5/018183
security principals who can €i3ther be humans,
organi zati ons or processes. A user can either invoke

emivsdimentitall feaoarcebdotisobpstasecan be losregis@gbpaame. In yet another
service consuner or

i nterfaces (user nodel ed
eMERPNEPEITPSOUCEEI0FNEE 08b5E Uney ARIYipESeead? filkars teeategory
Schgﬁ%‘%‘:' ated with a user for authentication of nessages
romthat provider/consuner. A user can belong to a
Schgnoagpd eswtiba tgp@yﬁ)rq:ﬂmn[ams or strettongl tataa Mifloscherfaodpscribe types

and ers c | ong es, Wwhi ch are the unit to
for 5ty L GaeeSdly BERTEAPS-DEEaTYRaS faf XS AT btk Saprgmtype can

impBARRGHJBEL otﬂ%eschgﬁl%uﬁl8§3Trag€fo%ﬁa‘38fl?n Oﬁsoagme%hgwﬁ?ppmg
serV|ces I N e sys em can e-organi ze 0O a se
betpeen éed sypasaiSLil mbpa deserize n‘rappmfgsf fol d@dis datat uging the XSLT

avoi d

ame conf | cts b al so, proyvi conveni ent
Sfawé\ydt%aaﬁaamafé thes Manaiiissor S84 Bad sRgTgL(HFL) data
r@%@ ﬁéard?‘nd search for them In one
di msnt e consol e supports task | evel
An \&igho mtalﬁacce)rs a Bynulaie iof a sarvigstintatiaoa and describee tHruabstract

o0 LS o T B35 PrSPE G eRL e s o

medsBhB s |ﬁﬂh@@5bfﬁti%h@él‘?étul‘é I Bﬁtloﬁ%'lly'a% G&kser$B8Ae binding of
usér 'and can do anyt hing. he integration operator

the pwssage paris t@mme@sage mwn@@m be tb:m@ngaf ltiw message to the

d/ .
ran g0 Bl R RS By RO r S g T BRER ST B Brvics:
A WSPegeplesdtiniidcafitynatd f9ieBletss8giflg poliep.gt 8€scribes what
everything and can export any 20 resource, service,

showleldg slgned @b esanpted Bra prasisase. usmg]\@hah@lggflms)ﬁt also describes
whaggﬂ h%%ciaﬂﬁ n‘%%ﬂgb@‘.ﬁ?swg b%clﬂ:see%sfoﬁ“ é’b %5% gg\gﬁ:}%ggived

can cCrea or |nport

Figwper 5 icas illuptratiord ef scomponsntathitetirepindokdance th embodiment.
integration security adm nistrator can read, create,

Thedsrite PUs @R heclenioyed aRénsinaIesserkes Bablea sends as the admin
sen%? %ﬁﬁsqr o?)néj chagl e‘?'zrf fséﬁ/éré‘ 8@ ge aeﬁgpgﬁgr gﬁmcuns%s P %Qﬁﬁ%e?erceset of

nit rrptirons
mamedm\eabesm 1A eenfig framevemkfdognpaatand 504r¢fanrpramderCRUD

for it urces are i cal l sed
(Cr%aiau@,t':E i@ﬁaﬁe@%‘eﬁ aéwaﬁ%'ﬁafﬁ@ra%%%&aewy'n rmaaﬁg aeng with
obje%f;éﬁﬂ Lfl%t |h§lﬁ:ty g%?@@sﬁgggﬂbgﬁdﬁseg@ Pe@éfetnggﬂb'tﬁ?nty, and
confg;unehtm; prof@igatiche s adX@ueelvemeps profSidatendips conBilration
rfacE and W5-Policy files. Category Schenes
mforg@t[%to& EiMRfIaUedREYSSy name and a hi erarchical set

In o% S@gﬁgﬁﬁ@?ia%%rﬁ?@ﬂ%dm%ﬁ@m 568 Y46 Brovid¥ 8¥EE8bSal undo
and serialization capabilities for tasks or composite tasks (task of tasks), which are
config operations consisting of multiple CRUD operations on individual config objects.
The unit of config propagation is a task and a task could involve execution of special
code and could involve deployment of EARs or WARSs in a managed server (primarily
used for automatic database or light weight webapp deploys for transports) and
supports coarse-grained concurrency control (task execution is serialized),

In one embodiment, aggregation framework component 524 can provide the

capabilities o collect metrics and propagate them to the admin server for cluster wide
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. categorized using a registered schene. They can be
categorized with nultiple leaf values for a category

sche| | eaf values frommultiple category g.@;lmfg@{;{hmlg]m
WPﬁg%ﬁS‘\ﬂ?c) 2005/ 114452 PCT/ US2005/ 018183 -13

enbodi nent, all resources in"the system can be Iooked

2gBRTRS o 0 By SRI re ABaTSar D s et ERAbEES it of
duréﬁ&ﬁnﬁ%r e@%?%@éa%ew eREmipPRY thé fasdholr, tth @ggregatlon interval is

data. ML schenes describe types 5 for %
5 nMeQaBafore(MatStmeha i Sty w@saggrpggthﬂbmtewgi ish hsw. Before that

schema type can ort r |p 1ug| ger schema fil es.
for ﬂ'realﬁ§?wpﬁgtﬁh§rﬁgﬁﬁg ?Ha’ 'the %ﬁpetjh ng between two
W ! rehaddmeaics tasiet e if
In C{Tﬁﬁ‘p&igﬁ thn%ﬂrﬂﬁiﬁ&%ﬁyéﬁpsﬁﬁ%r Pge the ma Pt%grmm
Sefvive Divie| AageernrnX(@LAMEIgs argt\dolates, @@dﬂﬁ@&:ﬁ@f@a{%m ey are. [n

on émﬁ%gph@&ﬁgéﬁ%@%@g&o@aﬁh eeé%%ﬁig% tG\/Vinog%er queue, etc.

(m@.ﬁto%fnf@éi%dgéd@uwe%\ffeeessm} udi ng the operations in
at inter

ace d the t f
In anmembbimentyfhe Goisole tisopTarFaRe I IhFeeraasa § bl {Hfe based

por(lﬁig?gtbggFﬁ%grag%glltﬁeﬁesglg%'d ﬁﬁé%op g?‘ﬁ hﬁ%ssage TN port for both
mohft@?ﬁ%& co‘nh afadionaif tiwraidsxaledescrl bes t he concret e

ace of he service. 15 A W5s-P ﬁ/ descri 4 defi the
In ereceambogiraet, the e&t@reairﬁé%'iﬁjviﬁﬁ OSOXY 69" q {SRBoRPRER defines
at h
ab %frsfbcg%erﬁ %d ?E:I Eﬁg Hn‘ititﬁg e fASRonfIrROproxy or

ext@Hid! %@Hs@@tdt@ﬂaé@@k&mc@mmtﬂmlaﬂe hmteu*sedtaﬁes hosted by the service

nmessage when received. Figure 5 is,an Ilustr
bus capenaCAHPPLEPUIES e dRTnaLAResa BleaR BB M ABrEes are

"ULG eit slefiMes th tial
oRETEELE A0 e SRRk Y6 ot prg i gennas e seauente
meskH§E ProtdssiRy perfornted by, theaseivicst @ngéﬂrplnpgggn@pug)ut messages

clustered set of rmnag d server 50
baseﬁﬁﬁmipebwmt@ptqml Alg0 (cbrpg éseéﬁbAa%%mt'i when there are a
ete) ca abllltlesfor confi uratlon
B A N 9

ong with object and file integrity
Th@f&beehdmed@ram |cogf|glmdmpment 516 ceafdisfipatiol Ul and messaging

t t f
usé,%raﬁgéé @Z‘ égtn%% ﬁ&egﬁ&pﬁ@gﬁthgga #b?rlﬁ%?b%‘rﬁance {o an
en{br%d'ir%nmﬂ %9, Qcé%f‘fﬁ;%sembcﬁtilméﬁt arseeslcap fie, hlemkhtcally grouped into

rk cohponent 506 can provi de operati onal g
grélps, sadigribugabind msea@abln lbetonggofaniole a¥Rishds o @p{s%ss toa

tasks (task .of tasks C
roasyias HPRRAIND HIFLY P SR Seie %ﬁé@a&?nﬁ Spnd messages
or%gﬂfléég gﬁ)scﬁ% hicil Pfowaé keficesanbt gem opmmvmmelssages

H tas coul d invol ve executl on of sg%& %) hared

In ond@navetiioent desaume\/@nii@p}%w@ﬁn éﬂ EREOHH F&d? &share

mana ed serv nition
reaurprgaucnar gnyt Reliea by )RR oL R SoARtaymeiio
Language), WS security policies, schemas, ontologles (category schemes to classify
services and service providers) and transformation maps that can be leveraged by
multiple services. It also provides search capabilities when there is a large number of
resources.
In one embodiment, the monitoring component 520 provides the monitoring Ul for the

service bus system to show alerts and metrics.
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supports ‘coarse-grai ned concurrency control (task
execution is serialized). In one enbodi nent,
woeggragaiszon framewor k conmponent 524 can provi detkl®os/o18183
capabilities to collect nmetrigs and propagate themto
the adm n server for cluster w de WO 20055/ 114452
In dieTé MBS kSR porldx RO teHBbhent 52Namies ATVeAdIRBF services
t he aggregat ed data gets coarser (in ternms of
andioiher resgurcehbeloransy sevisedutsainsy atiena g dtagh@nd Production

areggaaRd g LS PleG e o G dmppBh Bl Giecifation of
em’n’@hﬁfé’rﬁ'epeémé cﬁﬂﬂguraﬁgﬁ%’eﬁam%&gs dr@rthe %gk@@dh waede if the

etc I n one

gregation interval ,
fmp@med gbieettalreadefretxﬁyérteéﬁﬁcew lmﬂ )yt @ oagjpwesgeasetution of
oSG8 S e BRI B s SN MR 19 TR g e o e

san@ typ) enbodlnent al ert destinations can be emai
web servi ce, gger, queue, etc. nore can be

In cagora! bogsrent n@@é@ﬁﬁm anghtraRePhBEH BB POMRANENE Bravies a
fraSEDRLLER 3 el dan IR 18 sapbSred TIPS R dergatl, FTP,

file W@Rﬂﬁefvabr&mvbeé @{ehlaotehMeﬁeagmg} ang tiarett event transports out of the
configuration on the console I n one enbodi nent, the

boxe Y herexer pacsiler sireampis xoliabdilyi gestrmsoreiaring@id
reqﬂsgfegﬁoﬁ%egn@gﬁy@g& mdRAGEE LR, saftddY and access

Ing in i on a proxy or
n cmet@hbad:llmﬂvﬂheq)xpeﬁrm fuadiele Sed stage @Pb&z&sompenent provides a

TramnPE Gty AN oU i SB St RIS Wet RGBS thg contex
Mﬁg ofPERRARRSEY @f!omﬁ?@%ﬂ fP}%tre aéstdaﬁqd fospoRBe etprefnhes ina
server. or

a service pro e ines the sequenti al
series agpey. pr ocessi ng performed by the service proxy for

in cATPaRCAT, STYICHRSRp PR eS caR ekl MR angport at either

enddBRoUdiea %uﬁh@g fayel 330ehAEERaftile PRESLA eqoao%@gmgeloggmg WSS
user and cre entlal config conponent 516 can define

probesdindJand meitheredgh igsedsey @olmlaﬁn@equdhw&h the pesvice, proxy

L T B P i

In dheesBbedifndie, & enapsint Aak bYUmiferHPREsbince |demt¢fm$URambsed
groups and users can belong to a role, which

addgesstfed exesude, a seryicy =§ﬁwbeun¢v@§§a§m@d@s’&5§i&%ﬁt is registered
th
w5 SR B, e BRI BRSBTS g

setiigd, @ESIA RUBSIBagesmetitolibgticanbogipelinds. A gipelie® a named
config conponent 518 can be used to define shared

sequen6s Of SdesRPESENBY andN-PIaRCHIG PRF-MAYRIPaeSSIWERRAW. A stage
is a(u.}%k? c%ﬁﬁ&ﬂ@?krﬁﬁééﬁhétso SL}CEHWQ%‘ gﬁqefor\l}%t Wduttt)ﬂ? etc.

cies 0gi es egory s enes

A pt?deaﬁéllsf ¥ mésyageqaacassing eode deatranvivel pas)of antessage processing
transformati on maps that can be | everaged b% 30
grapiy @ﬁEIQWéSs?eY%é@@C PYETIBEOIN MRSSAGERTIEW throtigh the system from

an HBBARY Lhbb&ft MESARES R FicPolBbfRd BREBSH Alpically an external

service or another service proxy):
Transport Layer - Binding Layer - Message Processing Graph - Binding Layer >

Transport Layer
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resources. In one enbodi ment, the nonitoring conponent
520 provides the nonitoring U for the service bus

@@&%gﬁg show alerts and netrics. WO 2005/ 11448252005/018183

-/ 018183 I n one enbg%-msnt, t he i nport/export
conmponent 522 all ows novenent ©of services and other

e R R TR I e —
and H%rfi;ﬂﬁéﬁ'(l)ris Eéng g@ﬁ PI%HBPAFth&ldI’Pﬁh@ BiRERI As@T B pelt E%%rs primarily

envi r'onnen c Configuration paraneters and _
dedpatireshniumicstion 4nd messagerpackied/usippekingamesadge processing and
exi sts (repl ace or keep%{. It also allows resolution of
mapRUEBINGRD PeFE B e IYCEAS WEbr t ed obj ect by i nki ng
' irff&heS ' ' SiBR fo¥ Bandlify esdmunication
In QSRR KA FaRAElR, L I REponanT fof Bandli eofmunic
witls ehioeineTd destingtidesralpofrtanitaen kuppoilauriaty pggommunication

prokaals. gyoh 2 T 744 Jhigh Sas fewonmie oy @neEdBi pojouration
infcgrﬂ%tfobl'ﬂgfnté‘m sUdhPRBRRN d StheldndpointneR| Bed anyWheleeuer transport

0SSl , st ﬁe&am ng, reliability, message ordering and
heacsrs edfithregpalste matsagrcorigninils Haespar &y proray geals with raw

In, one enbodi.nent, .th I peli [ . S :
o533 B SR Pl Co TSt S bR 2 bbjects sucn
as 3 HBsARBAS NWsdade dissiesantamstpet dathddiaenytivextnddort layer is

managenent and nessar%e fl ow t hrough the request

i

[ and
simpdys frorgsdting pwissages into andgait of e sy — itfiagganot perform any
enbodi nen servic Xy pipelines can interface with
mapﬁ)é}?gq%@i)'g??s%qe (éﬁ??t%é{r) ends through a binding |ayer
in &R0chitalirhant, FenBinginEiayegis fraskdgirespongiggifogpading and

processing and authori zation based. onﬂgol lcies defi rﬂeq[
unpacking the sesvage Ibeaxalspmarya Bs theljntarpediaRpRelveen the transport

out,bound) , e n ' ' .
s B RS S A BB 1 con e a e
mekd86é cbhiixt fefbletaden. Fadskrésmankerreasangltee binding layer can use

service is an inbound or oﬁﬂbound endpoi nt that |? ¢ il it
onceEI A LP B SHNOHO 2VEF YIRAPKING & IesISFOCREI WydAEINang data unti
o ‘%}ac% Q? an associated WsDL, security settings, etc.
’ Surer is a named col |l ection of pi pelines. A

In #dtaki embosimeniathedb 28 irgdayenisalsd whieag sscuril neeesasingis

pe%@rgggci}gaﬁ E@Q %uﬁﬂ%&&eﬁé 81;3/? %ﬁbé‘%ﬁgﬁg i{jd eérr%tmae%faby e @

coﬁrff@ﬁ{i&{ W{Heo%ceﬁﬁg s1%ice®rbxy AR tRE bLidund AdEBFHESsINg is
proc node 't

essl ng can be part .of a nessage o
defermiressbythe gorfjguratitel ofthesiastination Basiice. dv @nethar egrbodiment,

how nessages fl oqw t hrough the,.system.f.rom. an in
theoBRBENEY Cals eI PR s T o et o b suncdimipih BRRIE to pertorm
its@éékpi cally an external 30 service or another service

proxy): Transport Layer 4 Binding Layer 4 Message
In Pneerumidimedt, aphters areBiasgongibleafpeimplementing the request and

response logic of a service proxy. Request and response paths can be implemented
using one-way message processing pipeline nodes that manipulate the message
content. Conditional execution is made possible by using branching nodes to
determine which of several pipeline paths to follow. The request path typically ends
with a routing node that dispatches a request to another service or service proxy. The
response from that service initiates response path processing, after which a response
may be sent back to the service proxy client. The response travels the reverse

direction through the message processing graph.
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Transport Layer WO 2005/114452 PCT/US2005/0 1 8 1 83
I n one enbodi nent, the nmessage processing graph is
WOReSd1#e8sage processing and nmani pul ati on camct/@ak®osmoisiss
pl ace. Although the Binding amd Transport | ayers
primarily deal wi th communication and nessage
In opecknbgdiorgraciipeline nedsagan PEARSSS Nt oABBf three categories:

mani pul ati on can occur in these |layers as well
reqee’d, EReaSFERNd, eft We%ﬁ%ﬁ%tp@ﬁ@“ﬂ%y@ﬁ ysed fes poresissing therrequest

o300 SAEPUEE SRR SRSl E0Lodod, HERLLDRL A coconse

end pol nts

patmrm@cmpehnmaﬂe wsed-H9 BrrandaddiErs amdlares disea®etsintd&ail in a
configuration_ inforpmation containing

Sepé[?éﬁ Eﬁ%ﬁ@e@g\’ Y Hapundicating thaaipsripe salEpese, the type may be
sl {SRERAL i eAIESSs mdbidbobSPRLAR 5ile [T PRI B0 Blicton is teft up

to thehimdfvidual stadgeniputitownpationst r eans and
cifi,c nessage objects such  as instances

tran r
FigyeS RsaRE SBH [0S (6 SEeRSA0R PG BRI AR8OIIAe 0 an
f
e sy B0 Bl SR Mtel O Lo d FhbleRfer e P Pochonse togic

of a geniipr priyarsing rrmagg@r@ccaﬁserrg pfpbhnem & }mf@@;demsmd response
pri mar responsi bl e for packing

he bind i
patriytys AR trben T aiio Rl and b Sl ap Be i nodbaasier
("plﬁéﬂﬁ@W(ﬁfeyLQ i+iR§ tRErARSBY o :éa@l’r“é@ g v\ﬁﬁ'ﬂﬁ% djr‘?ﬁésc'sage

nostly with reans, and the ou er,
PFOCQ%IHQ graghhen Onﬁe@m@gémwm axrodeezpnp&fseamiata progré@matic interface

and BF BRI, GEBRRA Bt i dpud g e aibe Advanching

node aNews Ferl ddﬂﬂiltﬂﬁiaae%%uﬂon'énd l*o’i:t:ﬂ FRRRarNK - th%%nb@ of the branches
anot her enbodi nent, the binding a er is
perfeias any f§aURshEesRanse dlgpatg@mgohmm emboﬁimemm Hmm&bssage

prociil BRI 1508 BSRL APy EL S BSY i Bt oremating

bothoutithayiadicrisdend pr ChditfonsASiRIcipaed dhthé Boerall design,
confi %uratl on of the destination service. |In anothe

rathey HERY themdlespriasidg of ayipeline isge; Aeeqwumessa@edouows a
pat“r”%'fﬁa] APecEBR LI h 8P AR BET 86851 BBl I &pgleted
respomgs earetravelga phth indhieesteraadirettsP a6 Ih e ﬁhe%fsaée processing

ﬁerV|ce proxy. Request and response paths can
npl enented using one-way nessage processing plpellne

In oﬁ@@%ddﬂﬁénﬁ%%@%éée%%’&@sé‘ﬁ@ﬁ?%&% Icg (gucﬁe gpggr more instances

Condi ti onal "execution is
of thiisednpHével coatEsients (mgdmseﬁmame) whi ch of several

el i ne paths, follow The request path typically
'AFJEP@E?@ W'fﬁog i(g}lfgl)ng node that dispatches a request to
.A@g@émﬁé n%gé\(lf BR")Or service proxy. The response from

hat service |n|t| ates response path processing, after

*A Fﬁmﬁlrt{:hne% (a“ﬁilablse may be sent back to the service
Fiautl 8% 1( {a The response, travelhs the reverse, i

igure ba {llustraies a message processmg graph having a single pipeline-pair node
600 and a single routing node 602 which is configured to forward messages to service
603. The pipeline pair node ties together a single request and a single response
pipeline nodes into one top-level element. In another embodiment, a pipeline-pair
node may have one direct descendant in the message processing graph. During

request message processing, the request pipeline node can be executed when
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direction through the nessage processing graph. W
2005/ 114452 PCl'/US2005/ 018183 -17 I n one enbodi nent,

pi pel i ne nodes can be typed into one of threepcyus2005/018183
WeEGIH8s:  request, responsg and error. Request
pi pelines are used for proces: ?'ng the request path of

VishngeopSPHYETHE sy BIGR TR RO P Rt PP prpoessing, the
red BB e e e o B R . et Vo § el cat ﬁig,' the
st g e oS el o
L SPRER L1152 B bS48, g
noégg%@’gglghgt tig‘érb%uglidlgw BatvRserifdueBt Ahd vedponise pressseieg for the

rap accordance to an enbodi nent. As
seflRiY [.bn@rx?d\/\atmvme roatibg nedeatispaipheme fequert message, request
request rv

est/response, | ogi 10,0f a i ce '
pronessingeis SODSESFh GV JUPPRLE HIESPIRIEPE] & Bfonsg messace
re%?)tnlg Bocds ngbégﬁn%dmé rBaiifd REds REsiehbs 3ugporspooaeditional
pelirne node t

gether ("pipeline pair ni\){ﬁe"%l and ..
rowtirgpas micligist duthoimd end resppnsd trenderselions. ¥ Bether conditions
message rocessin raph. ..l ' X ;
appRpY BFkiR eafotfﬁg% pgqﬁﬁrﬁ_@ 1p§ﬁg?ﬁ§%s§@d%j:ﬁ8?§ér‘§l%g ?{éo&?coiﬁs branching
noﬁgg‘ﬁsa H @ﬁ?%@%&@“&o%@mtﬁ&ﬂmﬁﬁg eoptiraresdé dgegmaphave any

node allows for conditional execution
deabgndanisiimthargddh. at t he ends of the branches perform

any request/response di ' i :
Fignie HEILETA S SR0SE A RRLEh Bl ARe BehpdlEPAe in
2 RURIAHE oo ambBaWIGIE. BEmGhig hetiaBD6rallowakirgesdiog ko proceed

dope bxacly Qo bIeER DRSETGRAS Gihd SRR R eTThgiments,
d i nsi f i peli ,
o aionaon 5o Shefh | B, BORGF aderathuens Pepepsuged i

sir‘ﬁ?ﬁes MEGE SERIgNEIGE aRlvaridble indbe ciatsage qoespdras kenglesignated
tfavel a path in the revers ireFtionthrou

asibedegk pratatsipgnagPags. S _9% Ee ERURERET tg bformine whicn
oraRSs BORIRRTERS hthoH ABRHERTNG VEILS 1ABoGugWareable, then a default

ree top-1eve conponents (Flgures
br8AcHR) folldedASettvel theesahze of thedeokuppariable cangiafens hgfore

node ("BR'). A routing node (“RT")..FEi .
remEhigtthatebneh NRdedh o auas SPRG TR PabT g desapyiegts in the
bRELLDgS PR 599qiARAne defAgl eranekt i ng node 602
g'%ﬂﬁt:ﬂ}]?iorg%ér% %’%ﬁgﬁ "?%Qf Ior@v\/ar d nessages to service 30 .
inGS% cfibedphosy, rewigshprocessing heging ehBren@ot af fismgiessage processing
request and a si.ngl e .response pipeli '
reop- ViR reABARHE [eGaSih O Aot BT RE AR SoiTe bOirt, BB%equest
Lpeld pes Al B8R rede wihéreahe descestdipelinemode is
m't%ﬁgg%%s%%@e&eggg%?ﬁg rg];rgph. Dur i n? )
invoked to perform processing. When the request message IS conveyed to a branch
node, the request is further conveyed along the selected branch. When the message
is conveyed to a routing node, routing is performed along with any outbound/response
transformations. When a response message is received by the service proxy, it can
be conveyed along a path which is the reverse of the path taken by the request
message. The same thing occurs for any request path that simply ends without a
routing node — the service bus initiates response processing and walks back up the
graph, but without waiting for any response. During response processing, when we hit

a pipeline-pair node, we execute the response pipeline node. When we hita branch
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request nessage processing, the request pipeline node
can be executed when WO 2005/ 114452 PCT/ US2005/01. 8183
WO IWSJiESE i ng a pipeline-pair node. Wien reversimigsicheoisiss
path for response processing;i%he response pipeline
node can be executed. The routing node can be used to
nodge ﬁﬁ@tmﬁgﬁhaesm@ep pm:jrgh% cesponsiedatbaveydd i t?e e?}@h\éhf:ﬁat
i n, acgcordanc an, enbodi nent. I n aspects of this
pre %eéﬁfiwﬁ@,”cﬁh@ﬁ]e&dbﬁﬁ@sp@%@d‘a@”f/éga@z@qm robkof the graph, a
resRANSRAZISE RS NEG AL aGessing.for .
the service pr oggﬁg\%@%sthﬂg%P%ﬁf@ﬂgaﬁ8@%’83?%%%&%%?@%% or

senfiggpesty ) message, request processing is considered
node receives a 'response

. h ti
In offd BTt Gt SEmsmd s s rootied o cmagempaasessing
grapH. id ohas §Hfﬁ¥lf%ttoffm95tef3889?ﬁ§ gy ha\feojﬁ%gg%léfng\’\%clie &Pthe top

out bound and response transtormations.
repregeifing tesente gypelar Thersiislalsbhve restidtion arodRadfivdiBidments may

age cessin raph as branchjn nodes i s
be oMy Bfor A S5 By Bt Ribefne e HiRS may Recbaiest pgsther
ithooit S Wi |
Withp0 2 DRICHANY node 3T BoMRIIS Wil febrdl 80 Drarlcht], 8atR branch may
startyyitha i ifierand glement -acee btanebemey immeelidteli terninate with a routing
r ' 6 _all ows, pr.ocessing to proceed 15
nodd et ) BeCiclOR e 8 by inBi 557 g vk eettananay hiave no
descaspent whatsddves anend adi : | '
> bg/na Si n’pISe I ookap t %tlég“%\?\n&?'ha gg@@@?@ﬂ?ﬁ%&gg’é@é@&g%ﬁ%w
meags thatFgpROMR PipsegERYhedintgmaediatelifthat bheh igisélbeted. In
[ ted .. he | ook
gend?ER ABHRYER Mtafol sl She ALR oy 18 Rowe 0 48 fowns: for non-

var i
operaltireal rseneiced)ith grisiarcikehotd @sewof bfs; [ -pai

%rr%% ghes t he val ue@%f t he }_f)tookup vari askglﬁée%fa%tyuﬁé;ﬁ%apa]r atthe root
follo H1a rofing Masten Fos operationedsergeesi g mhssage precebsing graph

o S AR08 0 S0 B5 BBS BT By EBROMT, Mranching

nodedezseenatanpsrationt tvith egichiftaneh eof$istikpsha BIMRB-pair f
ding the default branch. In onigﬁerrbg(gﬁ“rentp,a]r ollowed by a

i ncl
rom"?%ﬁ%‘i%‘[ processi ng begins at the root of the nessage

i BIRH | he _L.eceived by a )

" NG RSB TL SURER AT Gedd A T SO AR SStioRY sBgpere o @
needitg pesioveymdcessing thates bpergiianrsprotic. Ragier thhe réQHIHES Lisers to
manud %Il e node is. .i nvogeg to performprocessing. Wien

P@ﬁ%(@t a R0 NQYe §ASRY €8 ansralian. dhe Bystaduean ptavide a
zero-E@MURFELIOS bFaHdh i c [anch. ..
When t he mssaggﬂp(g@%gﬁggéﬁ%?@&a@?%aﬁ%% Eﬁ%% | on operation. A
branchaian g creatpd féroeastoperation difihed oy thesbakicslane BROPEM ching
.a response nessage i s received

. f ' . W
Vanatg%%?ﬁe&;@%eggg&rogﬁ% % can 30 be conveyed al ong a
Errorpedh ovbiicurity flz8shgy 9!‘&%8@%@}1‘6?\/8%& \ gﬁsg%gt B8nsport errors

. request nessage. e sanme thing occurs
while r@&m@st\fab@mﬁrt eersswhips Yyarsfdeminigt beatrity erfopsitihilg URMEEshalling

etc.). Mpi&@%:}ﬁég% %?rpﬁsggriéi%{ei @ct)a%sa ESS&’;%‘ gt%g%f ?c;:ueti?)Sgi n%%eagrdfrom the
binding layer, as that is where most of the router logic can be implemented. in one
embodiment, the system provides a mechanism to handle these errors by allowing the
user to define error handlers. In one embodiment, an error handier is essentially
another pipeline node that allows the user to perform various actions such as logging.”

transformation and publish to handle the error as appropriate,
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graph, but w thout waiting for any response. During
response processi ng, when we hit a pipeline-pair
we_execute the response pipeline node. Vepgymoes/n1s183
%"Oé{”dr‘?ﬁnch WD 2005/ 1144- 52 RT/ US2005/ 018183 node,
it is treated as a no-op and the response is conveyed

In e a FTatis ) o 05 BRBOEY (e s ripefELio HE entifservice proxy as
wél?é?ﬁf}gtgxe‘n? pﬁ%‘ﬂﬁeb@@'@ ari §tage e thivg & V\ﬂ@rﬁém enbr bmbmush it is handled

anot her service or Servi ce proxy In
byeﬂhfeodnaremmst ancyompeasng eﬁ@y h@ﬁﬁl@érF%{t exaﬁ@pireotfta féﬁﬁnﬁfﬁ@naﬂon error

qu(r:eg?ﬁs& ﬁgg SS'{L}%{n st c%ﬂ?e(ﬁa ol I%Tﬁ}’é&%ﬁég%& { rror-handier If

nd 8fch EEBF-RERME! wcdd’(@u@éd it @arGﬂ'@l@afbe Rbediedits tlkstex ¢evel error
restriction on what two el ement be chai ned

harmi@mt ndaich lsdha’eafaﬂfrgn:@pelmﬁothgi g@pt,am@ tgg,tfaqugyggatwmge If that
erwrt nr}dgegaff %ghgﬁoﬁ]gen eé;%ﬂ&%Bg?@%%@r—%e@@?rﬁ?ﬁﬁndter If that

faiid tthe@ adidfhel QWJteﬁi RVeNError haedlbr ame brmm)ssﬁhmadlrcau ely
termnate with a routi na_!ﬁ node, anot her

Figore dvie @ndlusiraiiopedfiaeor r\dllgg@scg@@s gh%qqpéﬁamtqﬂ,g@gmbodlmem
E@Cﬁ‘éﬁ@(ﬁgﬁgﬁ%ﬂ eﬁ’?@sle‘?\?&&ﬁr rrdrrhatn@ﬁnél akbbss. /Q.I%;‘§§n bR seen in the figure,

escendant means that response
thBreSerSeNgrrbesandiet fUr&mcaUthenrd)rstthat otmaric la fiositing node 704 is at

selected. In gener however ss e processin
thgraptersleval W@P%H‘@ BsherirwSiens handler of fs Fogotes hakr at the

syg?eré?éveﬂ '%r%pé S0%\f&id HdhvakSPFors ﬂ)ngﬁﬂé/ sia@e%tﬁtr@‘t does not

e " pipeline-pair at the roo
cdtelits @Wnn@d@rs e eopey cdni proglagsts i tghesplpelm m . if no error

processin raph is |likely to consigst,again of a
hamch@ & dofiped |ﬂi*|%"-ep§?5f oEPr FAN PEHRUATOI Bkt St jevel scope 708.
SI Ertﬂ&en |tk%?a}eeld ;ﬁﬁbiﬂ%‘-’dr@bbt’é@ caW' Hé?/eea?fﬁbrrbf ABAter. In one

ine-pair followed by a routing
embdelmeaﬁ $|nc®|ﬁrea eboddiending tayerés sotassdsiatad avthwamhparticular

stpopEsHIGe. RabTS B0 peru ot bilhg FEEP AR KBTRIG by the router-
]e(t@lﬂéi‘\'c%ase éﬂéﬁ tﬁztb@un&ﬁﬂdﬂi&y@@@ﬁb@mgy@cbﬁﬁﬁpﬁémal places,

operati on e system can %pOVI
dez;mmmgmhwglatantsb,msma{fmmlm@w!@déﬂtwﬁtona b RKBIMPIE,[gjnding layer

on Bacseaptarodnties Prb PR son bERIG G- i § 86 handier.
S u%ﬁhbﬁﬂmgzléyéﬁéfr@@ Bt abcaf dlmﬂgf & publistboperativhadn a publish stage
can -occur during nmessage processing for various

carebs @asghbbygthet $tag§*d)©v egiar &a@d‘%iﬂ @ng gyoodynent, an empty or un-
cqﬁqu‘gg GO Eﬂﬁ leF ﬁ“%egﬁ%él tgrﬁ%ft RE ann éﬁﬁ#‘l’iéﬁd@e?éf A Sn our

ese error

pl‘érvlcﬂjsr’c?ér%férfn%ﬂcﬁx é)&ﬁﬁplél i tﬁé a@e—leoenerm trarteowas cosated but
bi nding layer, as that is where nost of th

neartaen b ot A e s drReicr
I%ﬁ%gmm rtg\g/v'h aéfle{@cEgﬁ‘#%g@eﬁ'ﬂﬁﬂwgﬁﬂ{)%é&n Wlﬂ’{ §ne of three

a&mdkémfﬁw raphesidEoMand. Ghel retmwutloalrhyansattmthm error is

i pel i ne node that allows the user to Rerfor vari ous
redleiovanand iscle keshaaglgr iy, the next level error handler. Unless specified, the

default behavior of an error handler is to rethrow, which is why an empty error handier
behaves like a non-existent error handier. The reply action means that a response
should be generated immediately for the service proxy client. All further pipeline
processing is immediately halted and the response message is sent based on the
state of the message-related context variables. It is therefore up to the user to
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transformati on and publish to handle the error as
appropriate. WO 2005/114452 PC1'/US200S/ 018183 -20 In
worgoEntsédi nent, an error handi er can be confi garas26mnisiss
the entire service proxy as -@ell as for every
pi pel i ne node and stage within it. Wen an error
configuredhe ietrdrandietiie tranbiorimibes@nariaties tasersrerpassiotknerate a
error Pandl er. For exanple, if a transformation error
MEZURETL! [8SPPARE MeS9808r nat i on stage, it can be handl ed
Y,
Thgrcr&g?iﬁ o Iﬂgfr‘ nals'g%c{) {r:ﬁ ?égﬁﬁgg‘?ﬁpellﬁe ﬁo@%ss?Hgtés it no 3, eHgr ggeurred at
allt Procresingl ewndhues abwhatesmd beint ttwherbr wastsluatesxffuMWeonsu med. This
t hat cont ai etranformatl n stage.

elin
iRt tp A 4RaT conigue e ETeRRERdIeT Lo e upHBH oatet sariables as
i r I
theppmah bel 4 Sptd Bekls M ApeERROb I, ikt bfe ol Bhen.an error
handiier eommme@agwmr?pnm:easnngIrbmheaEBGfrlthefccEmmment assomated with
handl i ng, sc S in a rdance to an e ) )
thel S R SERRE Mgt AR B GSBA T d, S &Sk Prameiofsan error
oce%rs WB 89S 8RA a'n%r?ch%efdc@éﬂ Bsocllf&y Wﬁﬁtthéieé@lr;e ebh8imes the error,
handi er for uncaught errors that occur I1n a uti ng
themqurecgsring soatinuashwith tie sextl siegd insbepap@io®: as if thaetage has

o B BRE P B B Rr B wi e s
or iPtiRebirbenatdeeretRdwid Rk drasitslid t?élbérh‘sdrﬁéd ‘B‘f}’"ihe g:pelme -level

errors, the errors can propagate to the pipeline
errgoizandler. fos® mrocesEnheastimgs as if dftiandise pfpaiiee hadeflnlshed

ox ARG EEBAUAP PR DS BTN U 36385 o

thehaf\r@nﬂsg/ Sotesd b@ﬂﬁtcth@ropel'étldﬁw reRiEROBipEHAE, F@ﬂ ﬂﬁ‘éerohﬂ# level error
un

i nbo bi ndi ng ger IS not associated with any
harglar cenfinge 'Sé@%@a fo ffﬂ?ﬁ@ Esribe nexk aptipn affgr stisegpsiuly executing

the rBSte@'z%géﬁ‘ e%g%y%%Pgoung)e dl.ed by the router- |evel

error |ng | ayer errors may occur

Sinte iis eneremhbglimeast an %@raﬂ@ae\dwrr@w@ﬂamer eipaling, it 8an be

erform comTu i cati on. FEor exa bi ndi ng | ayer
COrdighE Jufshglse 8e% ain edtwmeﬂ@er 6af %@ng@nmp@uw@mfaa@ negiebe used to

serldsoM RG0S ﬁf 6Per BBRAR the t?‘éﬁ%f%ﬁ%é%on Difogl rﬂgx be used to
ayer errors That occar dur ng Opeérati on In
modifiptie catiest agablearth Soras gtﬁgelsyhdmevem agenbeskdwed to appear in
| n one enbodi

handi t . un-
an SiShF helen Athe maaras B1c FEONBER FEMe 16 41 BUTR,SAgean
In a‘%ifdrthn 0andisgindird %bhfex't Uaf?é‘tﬁiegﬁh@F@éiﬁ)ﬂg@oe?dchi?g?l context variables

transformati on exanpl e | f he st age-
avaiiablé! teranvarsochaatiedinbutthenaspacts diffesguaeidblashane ddievhen the error

el W i Blerteine > errtiomatan D aentati EF O] Hosisipragessing i
res(MeESAS LHRME. TrenodfartbearceShi R a8d ﬂfﬁ&!m&?ﬂn ﬁ'ﬁ@l-ﬁfauﬁ

and continue. The rethrow action neans he error
varipble h@jdirdarmalian alsowtdhe@rmmherdam it becumect. Tihisredriable may be

useﬁefﬂ” ARG oo B kR o oy an il Selivesin sages suon

tsﬁmgeéﬁa agéfoRhalieidimee erRfheter hke e@en modify the contents of
non-exi stent error handier. The reply action

$fatilhla@foae reibpovine the Boar optie thenextdevel ¢rmorduinaliet y f or
$fat§lgfcti%ﬁrxsy. s%e% a?)\(/cyarigtgieecﬂéf déafI L {nlé[%tw at a%ttgs lc'an%e performed once
the error handler has finished executing. It is a simple string-valued variable that may
take on one of three values: “rethrow”, “reply” and “continue”. When the error handler
finishes executing, this variable is examined to determine whether the service proxy
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processing is imediately halted and the response
nmessage i s sent based on the state of the

~Lelated context variables. It is theretors2e5/018183
ngﬁ(%ﬁgaﬁger to WD 2000/ 114452,ACT/ US2005/ 018183 - 21

configure the error handier to transformthese

vaLi abl &5 188 NEFERSH | ertRRRoRERYS ing. This
sy QL EReST 168 REE L BBRAE AR, HioTRATORGhU processing
var‘?é’d!bﬁf‘%ﬂﬁid?ilz@@'tb Revallie of Srekimowasso & tramséomationds necessary to

at a

. Processing continues at A whatever i nt, the
changofhanais go iber dannuenatreay’ T ioe waieRdq.fipage the
hat the user i or handler to fix-up
de{eﬁ@ r@&ﬁ?@iﬁ&?&&?@%%&ﬁﬁ ﬁﬁ%@éﬁay be in a state that
In bSe RAbRNRAERE 8He R¥ntde iy @ propmdriyt bag ractepropanlyr(“atiable”) has a

nae i eh@ssoRBETORRS BT RENERS GPTR TRANEY g1 RERfeprosent
pie?c%dsagk lffié p%e;s%bgggﬁ ;dgé( ﬁ@%ﬁih@ %sSHEIESS 8 HbldinfdTAiati®NamRLE the inbound

a stage and an error handier ,
anBsResh HEsemidehenddinist Additioonbumiablehmayralep belotregieged during

et R Sy ook A B BF gt i

VeV | i iPRsEbBY nReMbule e odntdxt as part of
X ‘h%ryse?‘égeeésﬁ%@ﬁ”s?‘?@ §e‘tr%?§§ Ih{ri:ég:\ynldl er l?yet hrows the error,
theéit hensNidr.be consunmed by the pipeline-level error

handier. If so, processi r esynes. i i .
Balonds At oo YR Bed e Eliebpsdh rEEm Ry Mént along with a
et L pel aim@&fttvi ce request
br%?ég%rﬁjeﬂ,on ETé%t%Egdr?er\% trt;anég1 %\?‘g’geled with the operational
o heayest coitpirls BOARbeaddre feGOA MEPERIRFror  hander,

o oitpirls SO/ _
« Eoder conia I PYE b 10 EONR BRsEIRT TS Sanaing a

. éﬁémgﬁtst—océﬁ@ir@ ine8sagShiisehmenene enbodi nent an
error handler 1s just another pipeline,

. ' b
o imboiingur eshtpinstinforketianyabethbie rYEe; Xy %?”gﬁﬁﬁﬁqj the request.
the publish st . . .
« b SnSESR ey B BRIt 0 RF0RINAL q pessase otobe

kage may be used to nodify the context variables,

et’c. Sonme stages, however, are not_al|owed tq a ar ..
« bperadioner entifienIBENVIge PR ARFAION PRBIIPURIET Tiabpiicable).

tagge is, the tout.i | . . .
 BlfaapRebBr il it any drdtdrat haflobutaeduring processing
o $ANR%bn \LBEpaiaswhavatticibieould bartaken aftehaxeiuding an error handler.

further aspects. These vari,ables are set when,t
Ineamevembegirwed headR HORW GRE PRIV ES ohTENER! LaIge Of the

renoved i.f, nor ' j ' S bahe message
meghag et I TTpud B RS A pResecSfhd grapReMERiyMyahe messag
Bk bAsbinBlishdhby Vieedifyings theisablagiablsisd I heae variablesiare initialized

about the error and where it ,occurred. This Variv.?skéldeto construct
using the massage SOBIRTIEEHVET h¥rth‘:c' SRPASR Prraw;alst @€ Y5

a@ﬁgfq%grﬁg ﬁ%@gﬁéé QU @bALRMJ © Gthagssnialle A3ia routing). Al

trans mati1 ons. The error handi er nmay

rR¥SAqEpsibfad vdrtaktenbentsdathbledty Blesshge psveassing nodes and stages.
rethrowing the error up to

Thawariables graentirly im?ﬂeé‘dsnégfg‘é PV BTG [pfgauay.

WL TAESgURaLeAChY HE §8WicrBRY BHBRsE A€ Be made as to which
variable’s content to include in the message. That determination is dependent in one
embodiment upon whether the target endpoint is expecting a SOAP or a non-SOAP
message. In the case of SOAP, header and body are combined in a SOAP envelope

to create the message. In the case of non-SOAP, payload is the entire message. In
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the error handier has finished executing. It is a

sinpl e string-val ued variable that may take on one of
wohneeiivghues: "rethrow', "reply" and "conti nuetib@B018183

the error handler finishes eﬁgcuting, this variable

is exam ned to determ ne whether the service proxy WO

eitﬁ@péés]el,‘ﬂf“tﬁg s@@fé@?@%&ﬁé ogn%i%ts?‘ hash 9 Mﬂ\ﬁﬁrﬁﬁ@kéag can be

error, reply inmedi at'el oth ént or confi
crqatefd @Qtoﬁ@le r@humngvam@ge@mkthemftammd vanahleval ue
Th ', S0.,a trangﬁj& tion i s neces tth
Bt DriRb Gtdlns Y Pruassasateq ayih, the message. It

potﬁéﬁtd@‘irsdﬁ\ls%c}é%‘r‘éﬂﬁggﬁt wm%heg é@%st sURERQ%hts, ¢ f the case of

avior of an erro ndl er. n one enbodi nent

nonfﬁ@éﬁ’tmess.@qsrm@@ﬂﬁ rk)agsaﬁdhaphamnbyle(aﬁe&r ithdK€QAP:Header>
and  an, assomg_ d val ue. Pre-defined

eiegge?ﬂtg%@prbpa?m QEVIIENQ, SURrefePRISy esent  pi eces of the
Th@%’i}@?%n'aﬁiet ROrOIARS tecd® WBkdafSpaRoA@Lfdi pHivsBL on
about t

he i nbound and out bound serV|ce endpoi nt s.
<SAfdT - Bodialelaraentabt 8 eage off SOAPemieasageiy tleel SQUARP My dy is extracted

fro@-btﬁ% elmr\]/%écpp %ﬁiésﬁaﬂg% o fis ”gtﬁg{" {/’%‘: *&[ﬁq? G\tessage i3 non-SOAP or

noEXIMLegfrothe. fuPniedate BhadRs af@y|dcBleliitah bindmyidehrhe
the context as part of their behavior. Belowis a

<SOASt:Beflyt kkenagrt & hvgethiernsde @6Mhoeﬂtfowa®hhﬁ®é§ amd ona-SOAP

R TR —

(e.fondppedion EBRPBGRIERMenty body--- contains the
SOAP body for SOAP nessages. attachnments - contains

Theradaagmenis wianmbelds ar\yb%mmeré%ﬁﬁﬁwgtadnma the message. Ina
furl@%fg t}ogiﬁnéﬁ{ Yh& BB N%‘pab%cﬁ' V?ﬂgteﬁeoft%?gget%te of XML that has

cOn al ns |n orna Ion abou

ons etb-etamanteoe eacihmirsdiddeal attdchmzmt. Tleede s elampentatdoptain
- identifies the Service rOXﬁ_poper ation being invoked

infarmatigpmbosh Bretachment (detived el MVMEeadas) onwell @stthe

S S ok, OB B bl N LR SRSE R clopa oo

inclatieehe éolioouind ebpraentsr ror handl er. 1 n one enbodi msnt
 CeREEriHRss Ao Gl i f et osUR Frelhes dayatachment

o OVHBSRSHITR0- ghéffes ff@mfe)dia{‘t?ﬁb %d@ﬁﬁ@%’% c%ﬁh%_%gcsagﬁment.

acconpl’i shed by nodi f ese varil
. Omf@nib? ressfer-&ncadingat spe@ﬁesubowghe latiankseat s encudsat

d by.th ' d
 CORUTTRTP LR S A Bt UeBe TR AheR BreEEk oning to
° C@hkbﬁﬂ-l_?eﬁfaﬁbﬁesa (Rally-uMicie’ 9RI-bASAd réi‘b?ence that identifies the

sage rel ated variabl es are updat abl e by nessage
attqgh sing nodes and stages. The variables are

R YRR BB POl SO oy e

reci@tmit_ce can be made as to which

e Body - holds the attachment data.

In one embodiment, inbound and outbound variables contain information about the
inbound and outbound endpoints. The inbound variable contains information about
the service proxy that received the request message, whereas the outbound variable
contains information about the destination service (e.g. the route) where a message

can be sent. The variables have the same XML schema and contain "service",
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vari able's content to include in the nessage. That

determ nation is dependent in one enbodi nent upon
Wﬁﬂ%% _;tlhe target endpoint is expecting a SO TANS2805/018183

on- SOAP message. In the casepof SOAP, header and

body are conbined in a SOAP envel ope to create the

«, JTE e the = SEAP Qifind's : i
e ar%dsgbail‘tgegf ﬁciﬁ’s%%gg %51445328%‘41@ sz%oas%@st%%at identifies
the 33nR dfhtee eriwintids it kereststeietenithe sepdos tingotory.
attachnments, then a M I\/E&ackaﬂaz can be.. created out th .
In snetarebodnant; agerted ¥gaakls FoNinS OpaeIAHPENGIR gy the service
The, h e C [ any SOAP headers
an&QcE c'ﬁgﬁ@rg %@thl’(ﬁ&@gﬂé@é@%&? It points to a
progoeN dieadenaldelteoemmendt theresadeoe pragdsub- el ement s. | f
t he case of 5 non-SOAP nessages E{D SOAP. nessages t hat
versioRGHY Meddetyiestthe V@Sﬁﬁﬁ’@&”ﬁi@ © JH¥YENt can be

veriBh L idQﬁﬂfi%‘sﬂtH&%é&fb‘n‘%&ﬂﬁ@F & théRerledyelMfvé apiR version group.
eépresent s

e core nessage payload and points to a .
opERENY?: Bidbyrrifielsehemame of theeoparsonbeBOARVaiakag e exteanal service.
SOAP body is extracted fromthe envel ope and assi gned
to the body variable. If the nessage i s non- SOAP or

h ot LlcARTE RERtHRNEBAS Soreaetall apedt the service
‘“E%F%béwnh‘ee tyﬁ%rtgga't%e% <SCe)AP: Body> el emsnitﬁ? Thus, the

argbean peiudestithef followivigrel@0aPtsind non- SOAP  nessages

woul d be. avai | e.via the.sa ri . i he ..
o U B PR OR| B R0 B S i O B e
més ivedNEoRbl@emenis sahealik etchwedwhangending the message,
attachnents associated with the nessage. In a 15

wifiioh therridesbany BB valushedigtemshirdhe Sevaes dbeeons a
si ngl e-root ed piece.o nat e ; i
off%gu%égé—ﬁrqmq,rqe ‘f'%%?@q%ﬂfé@' esaet%glu s gﬁ%’aﬁ tincluding
tr@%gbaﬂ Hbadds OE A& traRsphie wiayt eveakd ashneecidlidetion of
rom M ME headers) as well as the attachnent cog@ent.
RequestGentigurstioninforaation srethe stiictue fdhivsHementHiiRtately depends
can, i.ncl ude faolliowi ng el enments: 20 Content-1D -
Upé)rbﬁhgk}ﬁqq%?-ou%é%ﬁ% L\r%ee erence that identifies the _
. ?éép%%@@\?ﬂ!rans@ﬂ%ﬁétiﬁ@;paﬁguraﬁpm‘nifb'rraaﬁmmebmdha regpense including
and sub-t(}/pe of the attacErre?t. .Cor@t ent -.Trﬁgsf g_r t f this
transpod rrpders phe witheBe fiaw CRATGYVRRLeR MR MPLOTL1RE FUY cture of thi
Cont - i Dt s iiREyon of the
ol RPN RS e R e e W or B LS
» WRdchagriicatet ¢f thoomntianicatien siyié és retpeest2®ne-way) or request-

attachment. Content-Disposition -- specifies how the
respeRgtherwakbul d be handl ed by the recipient. Body

- . . t . i . f
« prRQATALS BRI B oS tyome s artno mcdimn,

thahmssibidiealues are “none”, “basic”, “one-way-SSL” and “two-way-SSL".

e accountAlias — This element identifies an alias to an external-service account
registered with the credential manager. The transport layer can use this value as the
key in a credential manager lookup to fetch the username/password to use on an
outbound HTTP/S connection.

e qualityOfService — specifies the quality of service expected when sending a
message. In one embodiment, possible values are "best-effort” and “exactly-once”.
e retryCount — number of retries to use when sending a message.

o retryinterval — the interval in seconds to walit before attempting to resend a

message.
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i nbound and out bound endpoi nts. The inbound vari abl e
contains information about the service proxy that
woagEvé$2t he request nmessage, whereas the out boumg2005/6018183
vari abl e contains informatiogsabout the destination
service (e.g. the route) where a nessage can be sent.
The varlables have the same XM. schema and contain
| "service. WE 2005/ 114452 PCT/U82005/018183 - 24
n ope gBRGITent sinessags procegsing| sbaas £an AblizeKQugrs englos XUpdate
tih kI t f
to TAATRIo13 the B DAt LAENG 1 R s MEsrOas torrdienieg.as an
XQuerxon@nm@cﬂrtm sameanaraevicecxanplabtie oanlaivasiabrNedmbe
about. . the service and can include the

n
acqeas 6‘\:’/\/\'% &é‘le&r@ﬁﬁg‘ea €provi der Name - hol ds the name of
| t he
P D CEMP Lot VRIS e obASRod b g and
streasmed 8a mucibes poksibhe Exmaxeug)l@ ehanmwmhg rbb@eyt%rrﬁi ®3ponse
ntifi t he nane

t
m@gﬁ%@f@g?%ﬁg F‘H'@g nm&begfaaﬁf)@ﬁiaw@@r%@%elwut&iream Inrthe case
O st oo, LR ROL b AR Uhur B ey g ggnice proxy

to semd it amﬂgswmmwmamrexy dremtSDARedengdB thef headers
s the URI by which

b h
varlfo G5 BB maliiaje @ WAEDH BaVIRS thinatorals eoiady ikenise,
attadchenente 0an eedinthckBe iMBSSAERAmMNA Ghri8S §d S@QM fH%e case of

val ue registered in the service directory.
operatian, #iepGhoLikhisitiorr inspestion of tiei requiest mleEng@to a@tetmme the

i A R e e e

In aBdcﬂmJaStb(Eom’ mggttfe&tslf@matmfnoéir@hfioﬁﬂonﬁ@ th@%e?&u&é‘%hgrlr?cf@ées various
this elenent ultinmately depends upon the transp

featgéqsn@agg'@(y(e it pagsiblifste sectramessrge §§@f®$rfg&s between chents service
th | udi
oS SR8 R POl SRR B

configdrtiafitit, incess dogedntigritg tsenerefutidritatieh %@i@fﬁheH{ hiffeh@tation over
transport being used. node -

S? nds u on th
TL ﬁgﬁc@?é% ¢ lgve C‘B‘&fﬂﬁﬁm&aﬁ% inegr8y yang sendes quthantication for soap
medsaBes V@é@es@rcoh?rﬁpgisﬁotprtﬁé RARS or(t %Y’@flﬂ'g%%alﬂe leyek gredeptial

seCurityType - i cates the ype 0
martag@nm;rand Bacwﬂg aezniﬁm@ ment, 25 the p033| bI e val ues
one-way- SSL" and- "two-way- SSL"

FRS e

in offE BiERRPAL 11S 554ty RIS Nomice e TAKG P! fhe pliagable
seclflty praadeSACHItEQUAS éﬁﬁ %cuﬁtﬁ%e%?é? &t ta[]ﬁlegtl{.:ﬁﬁl@ identity

credential manager. spor ayer can

asserhpueaborizationk eyleimappiog eatediting | cremomizs mamhditaridcertificate
out bound

iook&ﬁ?%;]é}aé@ﬂﬁser arre/ . SS%% %‘é%@yfﬁé@ese ppaddenses building
block$ & ftetdd ngﬁ&r&ﬁ)é" kEEURY RBRAG. WiRAs 3ERILMEcE any of these out of

the box providers with third party providers or their own custom providers. In one
embodiment, service bus security can be provided by BEA Webl ogic Enterprise
Security™, available from BEA Systems, Inc.

Figure 8 is an illustration of service providers in an embodiment. One or more

external services 808 are provided by external service providers 804, Intermediary

service bus services are termed service proxies 806 which can be provided by proxy

(or local) service providers 802. Service providers are applications, organizations or
departments that have a security identity. Clients that invoke a service proxy and have
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nmessage. In one enbodinent, possible val ues are

"best-effort” and "exactly-once" retryCount -
WISEA1Qf, TetTies to use when sending a MesSagReTus2005/018153
retryinterval - the interval i seconds to wait before

attenpting to resend a nessage. WO 2445/ 114452 -25

o RS S R SRS g P30S iors

mﬁ@i@nﬂy's@hﬂcé bBenswneexaiso Siwde thayicahlrespend b@cﬁtﬂﬁh@u&tiy or
can be represented as an XQuery variable of the sane

asyaebronpyslydpanfiasiesthe header variable can be 5

3PS M B S G LIl HESTREAE B gomal

seFlibeaBe RSintHE Ragke POR&Irk] isehifde fesaah| o, ort different networks with
i ncom ng request and response nessage can be returned

firpyatihgebrears pomice eansHmaEs ANFRAYIFS hUﬁsﬁﬁsﬂf%aﬁﬁWiPﬁ buses and

AL 85 | PR R R o e 3 P 3o
cotiebgtedtin tioe aaoichdsmaier W s;mcmazl czee\f tes panbe BﬁmnesﬁRlﬁacess
nessages, the headers var gl e can,be un-nmar
Mapagrinenh@i My Atghaetagn %nd SktherpesBHY, ser%%ﬁgé proxies receive
mé&éfgfaé%%sof:%t@?né%%@%ﬁg ﬁédtﬁggaﬁré%c&ﬂ@ﬂbsof the.organization.

varl l'es i s access he ca operati on,

Intope embaodiichdnt] ggarmanagenenbdeals w;ﬂmdheexqem:et upﬂa@a@m delete
to determne the op erat on. bei n

k
onstatials o §ebrs BoUPS BRK PlenIBcLguan ALk Ticaticn Preyider, These
pré(?*d%l’s!”gre bARBP Y 'S@édr@‘fréﬂ%vyﬂ’rﬂ' 4 ddiGon, tUser %?éﬁéi%%ent also

us ‘1 ncl udes vari ous eatures that make it possi

alfogvssfec tireecreasion g ue&cpmm@mesbéimrgrwp@ané ro@er&am&e configured
xi es and ser S. ne the service
Wlﬁh Sfqnsode a%ﬁ%‘%@& “E%EP%&%HPP ‘P“ p O%Sé%%Hé%rS and message
rity, server authentication and client
aut entication over TLS/SSL; nessage |evel
lnmeferdbudinmntt ay useniseat Bty n the audientieaiioneprovistari Wiltiple

LB SRR B PRI SORLA. p oAl R rusers whose

mé%e?&ﬁ[b“ié é%t@%d%%ﬁgnéﬂo%h@ﬁ?ﬁﬁiﬂi&@er dfftﬁaﬁgﬂjdfpl Byrole is a

features in service bus make use of the ag
logisslgrotpingr i sgss aad gipype whose é‘ﬁ@rﬂbﬁiﬁh‘m sycaleiatadedynamically

oo s RHAREDS 52 e A4 S5 i, o pdto anc

delBteniseds, @odps antlirblesdh angoflitoe buthemtidatial padsddarsupported. Access
Servi ce bus can nmake use of all these provi ders as

copdiol Beliies Brobrically besedideditgher - | evel security

BRSO e PR EPLRSE P BT Rl mossace

infeygsityo! @narcmhﬂamentuoammr @mfe@ﬂayrmques@d)wneqeebtfsesponse (from
security can be provided ﬁi[ BEA Weblogi c Enterprise

cligateuipi seyving basapvabiié TPeond Eaerica @ﬁ%can rerform policy based

access control and can audit authentication and authorization events. Alarms can be
triggered when authentication or authorization fails. In one embodiment, when a
service proxy is activated, the service bus can generate and deploy a thin
web-application on the fly. An application server (e.g., WebLogic® Server) can
provide server-side SSL support, including session management, client certificate
validation and authentication, frust management and server SSL key/certificate

manipulation.
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30 Figure 8 is an illustration of service providers in
an enbodi ment. One or nore external services 808 are

Wor 003/ deeb2by ext ernal service providers 804.  PCT/US2005/018183
Intermediary service bus seryces are termed service
proxi es 806 which can be provided by proxy (or |ocal)

In eae\drsisodinmnt dae spplidaticresaveecat sendlis seatifiRate to the client in the
appl i catl ons, organi zations or  departnents that have

S&l e@ierqlt i othenworgs. teg clienathenticaimoe senver ¥ addition to that,
du?ﬁg’fﬁe afg Hé‘l’{d&‘s}} | teztRQ Vet n%ér Sqeg% %Oaﬂn?%@néérgd gﬁggrtiﬂcate to

ecurity I y are ter I Cé consu

thdesbengt thel theceerpsraditienticateethd dieat.€THib ¥s Bplcdllgalled 2-way
consuners al so since they can resgr ond, synchronously or

SSisyHeen Giotie it Bobraciggiestto senditesetidcaintidaicatied 4-way SSL.
@‘ﬂé;l' 1BYe V5 tégolé bh l@ﬁ Bﬁggggzr{leﬁf]lré% tﬁ%fe‘ﬁh%%gﬁ‘%mﬁﬂgutgeﬁtzcaélon

rnaI services can he 'sane net wor

mea:ifainrmva!\dlth T TIB8, tirfeamee, oreevibe BSinwhahdsHakeasabhmpleted, clients
nd servi ce buses_and/ or

Ca@é“%‘%’g'cﬁf%é)s erﬁc?%r’]%:Q Wﬁ”%@?@)r siname %}pﬁepassword in the WWW-
%r@ﬂgmﬁé dé%emrsnggﬁe@ma\gféra@%e RaYibres are

ocated in the same donaln S eC|a case of this
in oaa ebth@livient skthPrasrdss prcwa/nmhmn cOERNredAd rédudre client

aufie et o srifar B 4Bttt shimwasts & idanyol o endpoint.

FoP @A@@ra%tﬁéﬁtﬁia@f@:n ofhd figver (%fﬂéa@tﬁbhﬁ’éhte thﬁ cHB& aqamst the
nbodi nent, user management deals With the crea

auuwat:@tmn pravdass @onﬁ@medtm dimes reflmy se. iD/ngmwe@r@ctow, efc. For

CL[{JLFO& %%ﬁfaég@grgtgq,a? % %ggtg'@g;pq grpor%/ {Z%H{ﬁ}'\%l—&?@ (:Elqpt certificate. Once

trugdflithé %@mﬂéﬁﬁi hﬁ@ﬂ@@ﬁ BRblighsd, thalcepwratdls ;Sé!s%ed to the identity
creation of user Pertl es. Users gr oups and

aswhorb@r@dﬁ@rsggree@raﬁs hei lient islenstn Sobepests of dus emi)ochm@nt the

:deﬁﬁﬂﬁ%&t gﬁ@ibfd%%rs %ig§§8ﬁ‘e¥ %!ﬁpo@ﬁﬁ gﬁtﬁ a%em%:s seec%%y framework.

Idemtityhestdrens e confitirddto eMihét stnge f;éllditd’fetﬁélc@ﬂtﬂc@fb to use as the
providers are supported. A group is _a logical grouping

C“Qﬂ‘f idpydity typisaly th@e%le(pgmnpm ﬁameépr E @mpiisiitgned to
Su )écﬂﬂ@ ﬁ%u%ﬁ‘ér%éi%% o cérlﬁglr:%t% Egﬁggﬁm%%@héﬁzt r%gragtﬂr%viders are

of use

mvoSectB:l colleatt efl giymssrihealider behagpdooTihe ene reenitist 4 emednlava
nistr ncr ate read, up

AUQ\%%%@&@@ &g@?%ﬂzaapa%laﬁ Jngpe §UPJ?O£WTM¥“& wc&pai holding
theaéi' H?I?fe'nﬁgéﬁcﬁ‘oﬁé?\‘;ﬂ@%éas%%%ﬁ??&é? & halgibe &

Icles are typi n one
In @rdmnhbmelmnenm bres sawwedmsbafso supponts 3A18[€rt5;|ent duthemtitation on

SRR W SRR Sl B, 5 S8 corvo
al
PO AHES SERETIEL LG o181 el URBTAER P oo

embodiermtpwtvrael busnsuprantsaXi®lCMLaut hent i cati on and
aut hoh{)éatl on vents Al arns, can be tri

in ang srohefagnty k@ﬁ SEGEPIOX% o8 Nok fequirg &IP%}Q then%catton then the
initRMBOCH SR ntroBBlicyPgrants access to all requests. If the service proxy requires

client authentication (BASIC or CLIENT-CERT) the initial policy grants access to all

authenticated clients (but anonymous requests are rejected). Security administrators
can change the access controf policy on the service bus console. In service bus, thé”
user can choose between the following policies: Unchecked (all requests are granted
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service proxy is activated, the service bus can
generate and deploy a thin 30 web-application on the
pplication server (e.g., WbLogi c(D Sarvesos/018183

“gbﬁmﬁﬁwéa'de server-side SSL sypport, including

sessi on managenent, client certificate validation and

aut henti cation, trust, mana nt. S
aqaesph e RIcs el 1OfAT'S ATt FERE M JD6a g 4o (anonymou
BN 0RAR B 2t rges, embodi nent .t he

I'Ca er can send its certlflcateto rb
InGriedinbbdintdre, sﬁfﬂeasfmtammntacahoameﬂt% PadPAPReHbject that wraps

th%lzggldtaeﬁtggf%tg{q?%{ &rge {S)ﬁrgglﬁélrf\c;t ?a?fgg;lré quesl?se%rrl?élongs to. Users
ceghés ;etss{gﬂeﬁ ‘?8?} G865k Chpdledimed indeses wegrapst(bavther criteria,
er

er "au catesthe client. This is. t P/
e gatiedoRdagy The setof Mies atuser belangs tpds ﬁ@ierwh%ﬁ@!%ﬂ cally at

r&?@]ﬁﬂgm'@f%cégé tglpgh'%féoelgzlrytl§ igs eg?)lf Igg% ;fp\eéi’ﬁ]}’trjﬁjs that belong to one or

hmbume@@ If aBGleatitstion Ml(ctdeeds the
nﬁ%bgﬁ]ogsgﬁ‘b[?;% gélbonce the SSL handshake

webmntdind: insbkamths seaivedies b PAAT & BoraposeRTpuideyFrom there

thaARETA RIoR T EARBr o B o it el Thegiing ayer stores the

cl‘i’éﬂtgﬁﬁ‘ki SRtrbANthelduthBnttte @@ Bablect irf thelmeessags centext and
s been configured to require client

irmokbstia caieshpinefiee seippine StageR AdRuREKE ACE oftpe client principal in
bgﬁﬁggg%q g%%%‘rr?xatrﬁé%'acglce[ﬁt- cFﬁEchﬂ'ls%rmatt%ﬂrm%@ecéppl;ed or the

server enticate the client

&ﬁ %bleté‘tﬁldit%ﬂsh@; itaké im0 apeovmtdbeslieotdringipad i n
erealm e.g. LDA active direct

ACthdERRd GERTeau.esﬁempelm DML grﬁ@eggy_ %[&/ rﬁg?e:me message to a target

val.i date the .cli & line. Th
s$Ekee e e cSRLE AR S Bt dpnaine. he
r@EReEstabe cbh&oméel@tthta)sarm @ge’: mrvmemn apardyresniesily elegose the

theclient identity a f this
taiget sertm haspcaa bk B Gen B Yo AL FeVice is specified as
n réetr\y £ %))k Histerbd @mbideyvice bus
{‘%ﬁo %E’ee&gbgﬂ Fég%rr%[ags(t%gléextrgct sone ?I el d of the
efe@vbefnafe@tcﬂyt aduseisaatarbesedhe eatvigaibus cersole ypregistey external
the CN (common nane) or E (enmil) of the 20
seifeSst Di sti ngui shedNarme in the certificate. Finally,

!é%ﬁe%@&&h‘ ORI BIOULdRRA sBfBce Ingfigteredo thm’adare/a:te transport and

gt oups the ‘User Dbel ongs to. The end result is
wmoeﬁumsmt ﬂrmewm am enteretu T his 5468 FgRSERR GNELIRL(S) the

S) Subj e |
s-.%@\@@ )pf(g)(l';/ chqLﬁ@ Feduedts }c? Q}ft %%r@%d&@r e%){‘%gfha? bb&Mle. If the
tR5HsPBASs i—gTSSE‘ tABA &Wb@ﬁ@ﬂowm@%uﬂ%nticeﬁorbmtab@t@can be

supports I ent aut hentication on

sque@)ﬂeds BASEn cafENn’qutEﬁfmswpelm av&entwgtiowgg%%@ﬂspoﬂ is HTTP,
BAStEar no Ontaﬁb%ﬁ? @[nylgre?lépéﬁgd SI?W% ﬁtﬁheﬁ%é‘howiheth%d is BASIC,

Vi der
tﬁgﬁ%ﬁi d{l@%ai SEMéé%@cc@dﬁvt &Hﬁmrép@cxﬁ@\/buﬂbmurmheehem e.g. proxy)

he service proxy does not require
althenticatioticantbe aoveradiaien. t he
In one embodiment, the service bus supports transport level security for one-way and
request-response messages sent over HTTP(S), between service bus proxies and
external services. HTTPS offers confidentiality and integrity. It also allows service bus
to authenticate the target server. Additionally, if required, service bus proxies can

authenticate to the external service. This is similar to inbound transport security, but in
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initial access control policy grants access to all

‘rg’ﬁuests If the service proxy requires 30 client
#eHt4€at i on (BASI C or CLI ENT- CERT) the i ni PCAIUS2005/018183

policy grants access to all atfhenticated clients (but

anonynous requests are rejected). Security
thiggas@isstvier bus is indiatiogdheg el T RS monrestiaroNate th4tdh iy outbound

cagl MR B LEFaRER SRET Pt punheSricearesy i elinscathe client and
the sdiver ﬂﬂ#ﬁﬁ%ﬁweﬁ\fa@ g8 sﬂ#ﬁ@@ a‘é@h@ ugéegylifﬁ% SepAls hys HTTPS transport

PCT/ US2005/ 018183 access) requ

Provejes seady; HALE rﬁ@@wsiato@ar as dn‘ETF(& gonyectith fortag m@@@ server and
n one enbodi ment,

2ol U PP eonBoe Lt ndrbadiveion S0 find Sopprateats to the

S ccess
servbat vvraps the client -identity principal and one

princi pal for each group the user belongs to. Users 5
In @emboduBepin b40 pbe@tram gnticdiopsnethndbeaddfd wed with HTTP/S:

LI AT 09RO BB S80I s S outmgunits GienT-cERT
autuemmmbnemeﬂymgmd SSBthafn'é{@hbl@thé derliae ﬁ&ﬁfﬁén send its SSL

gntr oI| is a set of roles, then us
clieg EC? @rgeﬁﬁﬁ@e@f mtm@mbodmerﬁaﬁemesegnanmee@re

optidha éssé%at%‘d{t\mr'ﬂ dc§ éé&&ﬁ%%&%%%éqthe ggp{f lcogé@a&ﬁn{ inds

|nv es the service

credrerdials teeloeal Servive presiglags A leeesesideprbbirtes @éH 'h‘é@e k%1“1f§'nvate key
he bi nding | ayer stores the

andj éqqﬂg&nagg:fg%'g%w] 'fat aufhRBHEIton: dbiviadee Bawcedtﬁcate iﬂ’tbcservrce

DTS COfh o S naUeS NERYENIFS iU bhi Bpare the same

SSi d:eﬂb kel foestificate by virfar oferefiereheing takisafie @@Q!Céérk/i%e provider.
or the routing t

n O@S%&‘Sqq%ﬁng%t”hgﬁr}? g’g‘émﬁ ﬁ?gv'l%flc‘; E%’anie%ﬁ@ tige B@NCBpmfoﬁ@flf(pauthenticate
by sbﬁdﬁ‘@ 4 DSeRnOhNA g’ RBIWER. t?% iy E:aﬁgggn% g)&gf gjsr P8, but service

pically route th rressage
bus p%’f&/ﬁéé’!@ authantidation [DNBEHfTﬁ_)P afTFTGRS bRE/iEdPE€ chBrypted
an route to the sane

ons B B CTi, TP  B  Taen B 8 e SAe
HT TSewith B4 DS aetheAticaTH l%%@r@nb f&%eo&ﬁ'apgﬁ rbe\i‘@éfsfe Hénpassword goes

tar%‘xﬁ1 service is specif a rererence
in clagi a%%ra,@ote@iaoa tbewr&;e proxy) registered in a

On eg@g)?g%én%gf?% "M G cgelﬁ{ggf’ét@ger I@é’éﬂrg%t!grc%nﬁggred with

BAS$@ravtieagication ome addmgﬁ!al"@éﬂ/ﬁce%b%ﬁuhﬂ?ar??ﬁé %gﬂ@ﬁalﬁﬁgrﬁ\;écﬁ?ed i no

]S r%%l stered, the service transport and
SeW@R@& BAt isradesifieg, dernthe savisequoxyThars detertrites the username and

e N L T T T S -

route reques
proxy [BS128idnt &eg o rdtribsedTIRESeribe Bréias séﬂ&gﬁ%}/ @%"1@&15 service

@@t henti cati on nethods can be sp CI
prov ACEFEMNBMEARRIAWSH IS aasowiatedosth ’dme lot4l seineice provider. If the

el EPBSRR T E sl Bl SRt ) B o

I'S suppor
servich ancamntaptsm'@alm Hes Mﬂe&d@ﬁﬁﬁm@hagéﬁ P EhiS BESA fHe?Qemce proxy

does&g:g g,eggxe; (ggtlérlpgge ar?d pésswordy rom thg?géa:l ggﬁ\fllcoenpfo?/%er instead the
service proxy sends the username/password of the service account,

In one embodiment, the message context has an element that allows pipeline node
designers to specify the name of a service account to use for retrieving

username/password credentials. A transformation stage in a request pipeline can set



10

15

20

25

30

30 In one enbodi nent, the service bus supports
transport |evel security for one-way and

t.-r.esponse nessages sent over HTTP(S) hetVWBRh05/018183
Wé)ez%l%il“gus proxi es and exterpal services. HITPS

offers confidentiality and i ntegr| ty. It also allows

service bus to authent.i ca Y
thinaismesial g, Mersats T e, aaruey: BE CpRe Boount averrides both
th?H)tcEl?g M@i?rotvﬂietr'@e@éﬂf@ nal service. This is simlar

ransport security, but in WO 2005/114452 3s
In o8 JREPGAIBRNOSNE KEBLES busissippade QASHA Webybervices Security (WSS or

Wé&ftglbghérrt])gé/ggg }@%ag n%%@dﬁggqror{}g fa&é“@cﬁnﬂo%nﬁﬁﬁ’t\x] integrity and
sebgg(/é&[rh\éh%at%rpﬁf dGARGHESEhERS, WES elpbiies taindividus SOAP

er runni ng the tar get service as t he seryve

erfvelopeseVBS udEs POt Enesyatian anst KMLdaﬁl%m%wﬂmvbbcﬁs The WSS
t PS
ieSbecy e She TS BEARRLLT B & B AR AY messase

parNth bhé epiodi@iht fd ﬁ@wes@nptm@desma@mm 1mthermwelope The WSS
errbo dinment, two client authentication rre;(

heasied indludes-ITEPXEL-DBLG EigraCeamahites Epestiety Pkeppand Siner

coRsyHeR: Thase SreoTHaRRat bl DE st ped i ficRfoation,
@gﬁ:ﬁ@ﬁ%@gmwma‘ﬁw atréncﬁﬁhlylgénéramnltswmnetrfq gratrgption key

t nbod
B S L e R

o
o Ve ARSI SPRNRAED ey adenbhabtiootat o

re%ﬁ%rh%\éﬂ éhd@{/pt\/tﬁbeek;a)ﬂseanﬁh@: wstultfls canawv SEARsnvelopentVhen the
aut hentication. This certifica

th

resmmt@@nsprrtwhe@@cu oY ﬂ@ew ﬁ% cagtouh ﬁi'éﬁh%i%@da“%%?fe

e eth tthen
NP B R BRI ie e rocient o
vériilealthaethei mesﬁgwcmta‘ﬁrms o e @obeshEd. m@quqre@hmn@saager@ﬁs were

service may require the service RIOXY L opalt t

S B 2 S R QP BOLAER s and
mgg(%ﬁ over HITPS, but service bus also supports BASIC

entication over HITP. HTTPS provi des an encry

tncdsm@mbodtrhemefm\eduai partsself @ SQAR envelone cpa%eaal?y signed
over HTTPS

anRg/EREREYPRY- g]bei rgsg ﬁ’épg«?%% Igé@l}] ?\T:f{d @gﬁgégt@%%eoe For example,

| %SLRQS@ cbia &Qz"ac@ﬁ sigmetirend vet another
th%"’\?cg&%g%yone er%gtdeféj 2 , err? angl—rrTP o%g@m

head@rmay bearaithee smedo'mn ijew W|$S daes pot rely on a secure channel.
e e BaRsp ARk A7 A SORE M ERIFRE M rGRuAE This SOAP

eﬁPfSBir)]é i Lant RR v@ﬂb@e@@rfuﬁde@lymmtmw@asmmmbemg eised, for
username and 25 password to use fromthe credentia

examplielT TProralMBy The seogiilysneasuissarasulidnip ke mﬁ?%ﬁ&? itself, the

s i Bkl DY 5P AP e ot
g\r}f\ggférﬁﬂﬁé\’\é}ﬁ thtbEma@apctai rilaytiehmebsagovhlle peesdrging the

security properties of confidentiality, integrity and authentication. Thus end-to-end

confidentiality, message integrity and sender authentication can be achieved.

By way of illustration, an inbound WSS-secured message can be:

e A request from a service consumer to a proxy. The service consumer appiies WSS

to the request and the service proxy processes the security header and enforces the

security policy.
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external service specifies a service account, then a
usernane and password for that service account is
wotoersad4disn t he credential manager. In this caseCctig2005018183
service proxy 30 does not getzjhe usernane and
password fromthe | ocal service provider; instead the
o SR e%?frBﬁPé%eﬁﬁé@éoﬁ%é‘ﬁ?é‘?F@(XP?ﬁé‘é@F\ﬁcé’EoﬁQﬁner applies WSS
service account. In one empodl ment, the nessage
to therreguesiiag tha sehviceepitoxyimesaidt prscasisdbe isseuritydesader and does
[ speci.fy the f a service

....... desi.

NOLBiRR e CGLEH oY et 1 SO PG AdlRe/ s sSudt o'ah external
dent ; . .

e e (R B e 5 B RISk PR STl oes ffe poliow
Thishs s rehjeesitasstththeghmessege. context . 1f specified,
AT T S e R T e
respHRBOBhE tRASERiMEBroRe PrbesSsc3afl Iskbirity WeB R an¥BP ks the

short). WSS defines a framework for nessage
seatioityf pdiémt i ality, integrity and 5 sender authentication
« AURGRPORe LN A SHRRL oS B Pl Sne gtk Riss @ llies WSS to the
respthsslbnoiHel ftise pfogy &S nbUPidcEBs git sy heBder and does not

encrypts and/or_digitally signs one or nore individual
enfpinsstagesecytiiv Rolicyn Thasesripoarmerorwadadhe sevmvedadhe service

i d to the envel Th h er_includ he
conghfist e &Rl oE OB GhE BrosSSethR s RSP e i Guhlies the
polit). ThisdS BUebponskpass-#ROUGH BYetgiens can be used for

sender aut hentication, key-wapping (basically

carrying a randonmly generated symretric encrypti on key
By FRG AR AR Nar BEHIERHANSR s8Rl G B¥)canGRL T VT NG

signature verrfication certificate, ™ or for
» Aimebsalienfom & prdvyftocat exterid) sehécetheygrriies proky bepliey WSS to
of the sender (so that the recipient can encrypt the
the naagsRgeeynd t%@etafg?élﬂe(‘“% PEOGRSRESEIPSRGIFRY Bpadetpah enifqsces the
p0H%§_recipient consunes the secured envel ope, the
cryptographi c operations are perforned in reverse
o Aaedponsmfloihe psegunid yetvemdeonsusare iy edrvidehproxy applies WSS to

reci pi ent %en verifies that the ssqge &oRfornB %g
the Messege; Eaﬂt g FIVIFE GONPUTCHRECEFEeH G sCUBIE heafghard enforces
the ®oflt@r encrypted, required tokens are present with the

equired clains and nore). 20 In one enbodi nent,

i ndi vidual parts of a SOAP envel ope can be digitally

By Foi B P uaRE BRTB G E0T REPCESAh I o1 SHG ey WSS SOAP
meSBBye® £BER R %xx%%uﬁﬁ&!t%%éﬁ@cé‘ Efétg@&oﬁa%dﬁ% LSRRk,

an et anot her eader nay be neit si gned nor
periars basedion fissvaoefsome eleartaxt hesden fer etainplela WS-Addressing
heaInstead one .or nnrﬁ @PE&S %Qsindi¥idual §$AP "

SR 8T BeS TP beprghd ? 84 CRRCSEEGRp T R Do YRIeg dRessage,
dechMAS it Svebsssdierl r}é%;ngstprrﬂb%@méé RSN s & FediRINRE, encrypted

_used, for exanple HTTP or JMS. The security neasures

witheihe dlignf’s pubtiekenel hreseraine progwdelivaradhe response to the client. The
service proxy doesn’t need to decrypt the message. The service consumer and
back-end service can be assured that the service proxy is not able to read sensitive
data (because the service proxy does not have the decryption keys). Similarly, the
service consumer may include a security token for authentication purposes and the

service proxy can relay the token to the target service.
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nmessage i s protected beyond the transport protocol,

all the way to the application |layer. Furthernore, an

intermedi ary can relay the nessage whil e preseicdimQons/018183
WO W& Frity properties of copfidentiality, integrity

and aut hentication. Thus end-t6-end 30

In%&gggfgiiﬁ'ﬂaﬁéf{i:@%’éﬁ @é?%iﬂ%u@{;% rﬁ,tw&gﬁ%}g? can be configured to

pr'g‘lc:fl?sgssﬁfgﬁ\fﬁ heddbd SIPHEH CYSHE R rIBFSagRemmMshmers, for

q oma service consuner to a proxy. The t
oSN SharPBeNRrbLapis|isest BBgatawan B iERIBSY rgadestgdrom externa

ousasscus R, TBIURY by U6l OB BT Tadsg oe o
cogﬁ%éﬁé?&&ﬂ%% décﬂaﬁticﬁw,rmﬁﬁe {érifoation end @ﬂhenttcatlon

a’ proxy. e service consuner ap@I i es g&sf
oﬂ(ﬁaﬁm,wﬁw’eﬂtﬁ inérmerpargmeand tRropt BRYYIG0RE GRICRIESE Sy ghiorce
the securit eader an oes
aqssin pniohal beraAtewags g3y a0 Bs RRR! PafiThel des o nor V:’fs‘; "
ex L C&ri nstlcrasts \dneformignesse sr e parts 0
o BB e S8 e & Thi 5 (s a
tHeaflbesigenass/drindudes soendhentication takgibidie $§T¥IGPLTOXY

t t . . . i 1
awbe iertendhe faksoree bR ot AR YORlSH iR AQR! Fenature

ALDSsSESHIdI tb%és@& aflahe 08 seafthestsitioneokse and imgssaglel aytent can
f'ésponse froma target service to a

roxy. The .

hagpareherse Mhecdeapipkt Besvags then Gees opg b caliest pipgine. At the
servyice proxy,does not rd eader and
e@e 85 theok! e@’ﬁ%w%@eﬁﬁ%g%g:@%? yt&po |%§§ét 'Iér?'ié\w(s}grvi ce
BRLAYof i dRdth hBRoTEsePRSE tan bpplyS¥BE ipdhecoesaagsron behalf of a

he “service consunmer processes the securit Eeeaﬂer %gsa e from
seniaer casunhe. [mpihis @§$eﬁ1ﬁ%9W§eé)rP§l§ﬁ%(‘r%\éesp%§ 4 %tdﬁ g
scenario. 15 B il ' li i At
tyresie ouonts LY riesrage RO B dliegtiiBaline as usua
t@eﬁ&bﬁf@bipﬁﬁrﬁeﬂim thbeamet seoicephax peap deiasingsang before
the nessage and the target service proce§

S ,
askelly sepdingabermesihasn i S@YIEHIOXY SRS Sid}rozg&pﬁsaend/or adds an

a&%ﬂti@g@%ﬁe&f%%& %ﬁé@s‘?@e?‘?ﬁ%w sedifedSSORPCenVIeNY is delivered

t he ssage and the service
1S BSUREst Juroieesses the security header and enforces

the policy. By way of further jll ' S LA ,
O L Ao AR BB sy tnces
seryl g€ h ofi i Ryofifen Bazk-end services,
S L Dokl T e e o

SbaRIaridesdrviveqseriesioan texampigeired M@@&W@-poﬁ%gg gnodeled after
ionopBononms S, Framev BV STURE) YpSR0LALH YRbten oy eEA
IBEAYRE osoN S ATE IHnfE ShitRiars etV &riBigmp Thiscramewoiptiefines an
extensible architecture for specifying and configuring web service requirements and
capabilities.

In a given request/response round-trip, all four messages can be individually
protected. Each of the four messages in the overall message path is potentially
subject to the requirements specified in WS-policy. The sender can apply the
necessary steps to produce a message that conforms to the policy, for example by
sighing and/or encrypting one or more message parts, and/or including the required
authentication tokens. The recipient can perform the necessary steps to consume the

message, that is, decryption, signature validation and token validation/authentication.
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with the client's public key, The service proxy
delivers the response to the client. The service
wprzoxyiidoesn't need to decrypt the nmessage, ThecserYios018183
consuner and 30 back-end servizgge can be:assured that
the service proxy is not able to read sensitive data
In GBETEBHSPCtrBEIDREH oS/ PP 1At 4IRS rdd@bgB A8 s iR Bact conform to the
decryption keys). Simlarly, the service consumer nay
poligisl ude a security token for authentication purposes

In ?g? gb{beogérflgﬁ%’ 'éf?ee %v%%b@% %@5 %&%@%B@é&’ Wit ot ntials it needs to
seRGENUBRIQSLONS 38R /idd cOMRureERUHIBRb N @eRNcé’@Y% Btfagicular, on

_illustration, service proxies can be configure
iNberlpe dBesAgesSWES $rydigerbusnmel dei sardiglrey toequest from

* SR BERITR el 1B ARG GER T G s nioe bus

senvas (foeagaPple d@irsy thES SL.MandbRakisef ul to offload a
back-end service from5 conputationally intensive

* Aydbentinate the Rieghage sender afthe dtanspotneVel or meersagatievsl.
t] ' 0 nd. target service
« R R SO Rh SBn K BB S8enBfiet 15
o \Gaif paalgita i nsee drhen irruaggeing $essdee. does not support
WES. In one enbodi nent, the service consuner encrypts
and/or signs one or nore parts of the nmessage, and/or
[ ' [ t . . i ce proxy 10
O BB AR IR T e s e BB ornc
* Aughérfticate teesati/gr aithesitgeaend of theARTRBSHIGO o eka®dfeduring the
SSlgn tge WSS aut hentication token and nmessage content
Agn ﬁ%"ﬂﬁjn here. The clear-text message then goes
Aufieninbid e iBleheal
* i peline %ﬁae tﬁggg(ﬁ%g@!egﬁra l(t)%etéﬂti%ﬂt}ﬁlgvg Q&g@%sés%f%!legg{.

P
¢ EBgryimdheomesbaus witht thepubie kego theingerded eipianp! y W6S
he nessa on_ behal f. of 15 service consuner. In
o sl bbTnBEiRte AR lRElioR or Ratedn S i ptnanese ext
nmessage from the service consuner. The nessage fl ows
through the request pipeline as usual. At the end of
A setvicephyreCrenentioh blanager campencsecai povitesabeerrations,

s A A o S Ao R8s nc

retr'@um@ecnbﬁémél@.rcﬁéai@fematsocém@uﬁﬁgt%&%ecata@rfes@ eV SRELE R entials

SOAP envelope is delivered 20 to the target service

(credgntinle helgneiharimexternal sepdeenpsappine conshimnamA$ha inebact with

1 . ri r I s the User.nane .
serdiet B8 o ol 508 tsua iy be BRobide SRS Froxies or the
sendes bus egstenths antisoland service proxies can be
con;li gured with optional W5 policies nodeled after

In aifRehgepmBagiiet sCresentigls meakswertrgeNB: Moy hpe)r The service bus can

sup RS EiAS Bl i P PR Bo57 e PhEhog8l fuston x.o0s
certifiebiases Gredentbiphsider cahdd &aehted td Qm;gﬁﬁeéihfey lcRetiefiid types.
confi %u,l web service requi renents an

In 0B8 FAKTAADPEL CradeTiial, VeiFtheREstal 65 [ sandimbiound fy a service
bus FdolrB8 FIERSSAUNE, ML BRb' ikt WL policy of a proxy requires the

SOAP body of inbound messages to be encrypted with RSA, there can be a
private-key and X.509 certificate chain bound to the service proxy. The
CredentialManager manages these bindings between service bus resources and
credentials.

in one embodiment, the CredentialManager manages these credentials:
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protected. Each of the four nessages in the overall
nmessage path is potentially 30 subject to the

requi renents specified in Ws-policy. The sendef cahoosi018183
“5{)%103‘/11%%2 necessary steps to produce a message (%Iﬁat 0

conforns to the policy, for exd#hple by signing and/or

encrypting one or nore nessage parts, and/or includi n‘%d key:
o Fbelgoabsénid pravidessitirneiypiéon corifiaate antbCorgesnANging pHypRte key;

OBal SRR Ry SETe P hTeh : CSPIT B g Sleprvate oy and
C%@{‘}%@E%@E%ﬁ% i%bipﬁ@\'}iijéﬂ-us\é@f@ﬂQSLlcliééﬁauthentication; Private key

-33 In addition, the recipient can
anecatificateddr VRS methwrdisation X999 e donform to t he

olicy. In one enbadi nept, Ser M s, e e
« Bonerisimakbstt bh ArRLDEReTRrI L Gl MRiaRIgh AL verfication
odrHEHBEUSUH TanéyBB Yk Sttt cerficetd; Siaberver oeifsate; X.500

n particular, on 5 inbound nmessages, the service bus

authygnfieativondartlicade (foo WSSer&0P IOkeeiRe)icatghEnt i al s

that the client .  cat. : .
o For §@?vsc(q Bgnél@%r g%gf}ﬁﬁé%ﬁ%g%?@ﬁgisﬁgﬁauf@v@#fﬁ:at:on )
cdithibaBt U%@Fr%rﬁél’?aﬁ@ﬁén@ﬁ sSiedia cattifichts; D6.508 pothentiegléon certificate

or nessage | eve Decrggt an encrypted nmessage with
fos &Y S8 anthenticationi(¥009 tekeVpti on key. 10 Verify a

digital signature on an incom ng nmessage. On out bound
nmessages the service bus may be configured to:

At 8RHosRhent heursis\urisialy hstatarhent thatiewdluates an expression and
connection (for exanple during th SSLl. ha dshake%. afc%ions that

(ubueighilisiaBpoleaniTobdL hEIp &EINEHES A1 L SR ChI gy

aﬁ%f%c&l?é%iﬁlﬁ? ?@E hBXBles to BRSE"Y Phe BRJMBAS atfuddd id 4 hee could

e I'ntended recipient. Sign the .
ATRESRER dferatiieof theatdyof musineasaCaiendgr.ifoye gurtpayalime context

A i bus Credentjal M .
dale, oper BITNAN 30 Ol Kal Phe R TR G riE uBisE e used to
tr&;&%lr (%éw%f&'rtg%aggh drPEyTBRGH NG, SHERRPbhSS Snfead dynamically adjust the

credentials. Credentials can fall into two .. .
« Rl /Baatihest sdhvite tnal servieds hesad on qesteéteprditiprs, raise notifications in

bel ongi ng.to, external ,servicges.qr ' S .
canao pBTtAVioTaNs. udbres dialyy BEhie HisES HOr bRample:
credentials (credentials belonging to service proxies

or the service bus systemas a mholg%é 25 1n a " 350
Riules t| hEthe abeigearsporseHae ofbervicarOplerBautas ofsi geatasfhan

type. The, seryi bus can support usernane/password,
nﬁ%’ﬁ@%@@ﬁ(@ﬁ)@@ ¥ certificate chain and trusted X. 509
certificates. A Credential Manager can be extended to

support other credential types, In, one_enbodi ment. P
Rule eiftBatvesniasn hae Spxt disaspensedig of gwl%ge%{p;gkeck s

to a seryice bu 0 k i, f Wdket”
acsalgr BertelpredipETcyVEfe Wl SEHR fing B aroiide
in one embodiment, rules can be created via the console and represented in XML. An
XML configuration schema can define the rule format. The service bus rule engine
can support several different kinds of rules, depending on the location of the rule. The
various rule types are described in further detail later in this document. In one

embodiment, service bus rules have the following format:

If <sef of conditions> then <perform a set of Actions>
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30 SOAP body of inbound nessages to be encrypted with
RSA, there can be a private-key and X 509 certificate

wohedsmbeiand to the service proxy. The PCT/US2005/018183
Credenti al Manager nmanages thegg bi ndi ngs between
service bus resources and credentials. In one

o PR 9B, SR, S B TR RB 0538 moriorn

datzoagdregatedsiey tHecmopitoningl naieviankr Vipsican eeeidifi s@éwded to include
and corresponding private key; Digital signature )
Mgy Rate criadition &y Resrauch; asaiesr nslle eibLERSs isliae cestext runtime

e PS8 oYL 90 po R L 2R Shel AT PRl ERbsepin e e
frakeyworRrthdogrol ides catenfiguiatithSambibh @viluetibh omtetf¥c80Phis can allow
Token). 5 For external service providers: Encryption

PlUgigNG i @@y sogrition typemhas neeesery 1 Bdeicon

n &85 b . ESTAREAPASBR) dioRl P Bl foloving o categorie:
SLAWRMWentarnchhlion Regzd. idLiA Rues(dremprinisil Xus6 td ekelnate SLAs and
aut h 0 rvic Encryption

. ntication). For s e consumers:,

kgt Plaa topgtar il STy arus EePR 3 tign Th car be done by
agRRling ok BEAATELPA BN ARl of e sdridBbroxies af pogular intervals
and\BBeating dime geatiaded M4tS80eTnkenhat dlnparfenenredomethintaare met.

BTN E TR TR T
reduitbuANol H@iriiggéréﬁ intigd (:%Esgfﬁ@ﬁ! %e@rr@rcﬁib&ﬁ%)'_la%&e}he pipeline

are execut ed the rule evaluates to "true”.
exespiel, twithit ithe Heléy dfinoritarinbedate slodrag@tioanger €gonNotify the

oAU B oY R AN 550 BBt Gegprn i i

cad¥) thdB¥oM@iit Pforthdtion-fol td duBo@ARBEEs td B &SokeanuPRom the User
used to trigger SLA alerts based on system health and

Mapagpaesemd ,Thily reaites|a regbipism tohembed ewlel triggier points” inside

of fEp BB pAE pPSRESF FReRAESPRITIIR: 6B bk ot runtive
SuetnelieetRet redaint bl myremal amoaht 8EKMinTeOER¥AAYE 1o B8 passed to

Rule 1: If the average response-tine of Service
thegciepriergentyser grefie cFuriash MessBge, Mok i seconds t hen .

: . , t . . .
RO fificdd (ERDETARIALR Bocn s gegpoiated win
singlbapt@bics'entitytitsdrbien, stagoki2MEbeSiRImes ete. ). LOg@ sthembldin define

ticket" In one enbodiment, rules can be created vja

thefpnat Rigach sy In gﬁg@g\@pﬁ@@epﬁ axiile bujidengyesents a front-end for

o5 E588 bR OREE Wi ! ARTor O KOETR 1 DoBsuct a ke
Thikimadyesf spadifging alepe manreyand attiedihg cahe@ntiof (sehdcs Wigge, JIMS
res Qs 104 36 BPITHNEHT HAKHHEn SSTAhnG eseTuBdaPHigntiat the rule can
be SHSthEtePUSInG e PndlbfingRfehehisCW NGl TBE pipelines, routers and
transports. In one embodiment, the binding provides a “context” for the rule in terms of
clearly identifying what runtime data, if any, is available to the rule.

In one embodiment, a rule’s trigger can be specified: a rule can trigger actions once
and await manual reset or condition automatically resets; a rule triggers actions every
time rule evaluates to true; and a rule triggers actions every ‘x’ minutes if the rule

evaluates to true, etc.
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if <set of conditions>.then performa set of Actions>
WD 20051114452 PC77US2005/ 018183 -35 By way of a

illustration, conditions can be based on: ti Mg crs2005/018183
WQHOEhHAT) and noni t or | ng darL‘?% aggregated by t e )
moni toring framework. This cait be easily extended to

|nclude nany nore condition types such
et s v Rk et BBl g on oo
&%léfﬁ:’% MEA nedith | ROnBiie Context Variables an
di %“&PE@YQ@ g{}%ggg? e ruﬁgmg@fr;?reﬁun? kmgndOn oxt Varia

S %@Vﬁ%ﬁ@;@ﬁgﬁf@f\ﬂahrﬁﬁeﬂgnaddo ansiyplugdn inew sondifierbpes from a
i's can allow plugging in as nany condition types as
run&mesms;ye@twef uture. In one enbodi ment, rules can be

D%E&\c%\ﬁ el t@%%‘nf 1:3{618 \fviﬂ%’ thdeulb o b@thﬂ‘%é W @atl@@wsasnterface can

['Tne I'es. SLA Rules are primari é
allSEShd ficera digdret oaarecﬁncmr:ieg deithare s Konexarmplen SLA rules can

tential syst o5 ahead
ey on v gIndaHRS RGBS AT h AT L SRTE Bhcify, Rules
asgs{q)gtazhe?q@/ﬁfwy§ {BEQXLES cah @Gy 8bnditibas baked oarttie JMS resource

generated scats to ensure that al ’
BRI TRBEGyCih Sare m Hovaver tbere cambereril ggncyp%n types like

BuscesnSapnins nacquisoraeeith IS gy R i binding points. This
ls&%g%ﬁ%% ggfe%@tahéq&or‘?f 8perid @ﬁ'drﬁ@pe@ﬁld Mt@xﬂﬁnhdlng related data. Each

out t e del ay nmoni torin
coratigoat dopnpridear ofeorge or MKNGE reﬁprqs;s@r@ghgbgqrbgg,arpw@my joined and

message roma USRI bRbwing rule:
nestedasEe theg(hﬁ?&]?‘g\lg EHER o%hgoggg S'g(lijrratlon o
the custoner needs to be | ooked up fromthe User

Managenent nodule. This requires a rrechanl mto
IfrBbavéd Dagemdapmt gre laverare_respissellinifed Pegruieg '5'%@ oxceeds 2
busi nes sers t. |at t ot R/dliify BREVIS e-mail

satodpRe Seeytly JIDILFBy Stk Tr ST R |

HRUBhtihahtak) ﬁé%eﬁ@ﬂb@%d:trd@batcﬂnafumﬂya%d to 20 the
actions (currént user profile, current message, etc.).

Rul es can be constructed via the nmanagenent consol e.

lnEf?‘n%{1 ;,-1&5 uI ed.@ezrtsﬁg’%g&ﬁeat%v%g%dﬂoatgbé@ylp%b U—@L%n%%%@é!bﬁdar and Monitoring

esource etc. ).
Dt ngeg?e gRIMitEARY Bata based comditions araloigically &R Ef. Eﬁ@the Cabove rule to

nment, a rule buil der presents t
bedare the cCunast HsteMAINE h@s&% e}wﬁ: "@d@@ﬁ@ Spiﬁ I‘Ahﬁlﬁ gither the
ﬁ%&gﬁg é‘%g‘gf— @\g dd e %éc@hcféJCR th%%e'Ethj violations can exceed

lngaruenamsan |n|n§-te
SBNHohyitoRerare et AldDageat tHeEop feosbUndividsiel C9>n ok censist of

the rule is bound. Selectin
eocpeeasmré thahcaibbe eohidief c‘%%i%b\ﬁ‘?a 4 ﬁ%’tﬁgﬁ“’%’ﬁg d‘Jgaé‘ ANDs) )
el enent.s | Qutugs Whaﬁﬂs ifies actions
?Pgﬁ%k??@*%lnl}fa%hsg dg%gggﬁsngﬁ?%cg ﬁgﬂ‘&alngdl ng_provi d%esm a
th&ome o 'bé exeduted mﬂeel the ruter eealioatesdp dwiel J he user may choose not
dentifying what runtine data,, if.
nkisin ot rgont o S ol £ G984 g concitor

rigger ca

Cg@aﬁrfée%g sefs Cath Be %%Reg b QPBEIRASH tRNSecusary amhguratlon

reset or condition automatical|ly reset

Farhiegers fn@@esayaotaxensteaherqctlom reong pathedinaat @gvgra,s can vary

f{’&%%{mggdtagké HlLeesetarECIilﬁ ou aancottfﬁggﬁoﬁ%ﬁ{a"ﬁ to’fnvdﬂnﬁlj‘é?éniofte web

service 1o log a trouble ticket that gets routed to a specific worklist. The following are a
few of the actions that can be available in the Service bus alerting framework: notify
via email; invoke a web service; and set Service Cost ~ sets the “cost” of a service in

the service directory. The cost of a service can be used to make routing decisions.
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evaluates to true, etc. WO 2005/114452 - 36-

PCT/ US2005/ 018183 I n one enbodi nent, a rule can
wioreddide+2ero or nore conditions. Conditions ceatThg:2ek/018183

different types: Business Cal.gndar, Monitoring Data,

Runtime Context Variables and so on. The rule

In driaBRHiMERt, dRSHINBJakiatasial)atfs H%e%)gvﬂ?a%‘(’]fn 88 l%;ﬁgn event.

types froma runtinme perspective.
Thisriant e vie dirgot AR Hm/qcatien i~sT o Rote Eha!uetdr@rbwdbsiaﬂ methods that

car b A el TP Do P contan
infdrenzAiehitoede sty bhe m%@%téé&hﬁﬁﬁéeé hbe! a%‘é?édjwreex%pie the

t hat SE) cific binding. Rules associated wt
Monieiing Besa Agardgatonden doradiet thensichasidaton AP & dBuate SLA rules

assoR R Bl SECRIGENR bBRENBYhT AR Fanr s vmiebin s tha

serﬂ@leelfil;i%r Svdlh@iorcadh aBo e MigBeral b eldhesurd H‘;f?é/r?d tﬁ?evaluator
all binding points. This IS because calen

couid pelptrritie BN eyridimechanismed thpgei nde eetlatton dékea.an event is
R e BB AR Sy OB P e net st usea

expr essi ons

rulamahlgaﬁmea@?a&tcﬂd\@(m&mt or soculi st@ééﬁﬁls%gé’@éblﬂ% ~lid)8tion
rule: 15 If "Between 9am and

eveﬂé@%w%@g@@sry&m@éaiww B naldy anadmBG etee fithio example, the
eveﬁﬁ&&‘&%ét 6@!8 %gn{\ial?rgﬂ{eé ﬁnw\és}ﬁég?é@ﬁérg&iﬁeo%’ﬁd rﬂfgfr%s &@é@?n help

the atntio nt@aﬂ*ﬁyo@esﬂﬁy trasoweklof tied passEm. TiméNBasthPNged thifd be
there.are two con |t| on types -Busi ness Cal endar and

tr'g%ﬁijt"!ﬂ ARysingss satendar ﬁ’écﬁ%@\ﬂ?ﬁ g ﬁgeﬂgteanm@isacheduie In one
emlfd?ﬂ‘?'tbht n r@ﬁhhé’%%é ¥ m@ﬁ%ﬁgggﬁ%ﬁe\g@ﬁm Vﬂg,ﬁvaiuator is

true, e current s
subatmbeﬁtm cmﬂi}ﬂekmffdhetrhle e\m&mtmmesg@mﬂtth@%véﬁﬂs raised.

th? security violations can exceed
In 05% en&%ﬁ %rpgwglf O\R@gIEgais d@t@ethﬁb@am B¢ agsed to monitor the
hea!ﬂ"ﬂ aF tﬁedé@terﬁo‘i’fﬁé‘im Bﬁaﬁ%%hﬁés @k th o|§ Tr%‘?e?ﬁér&r?ﬁc!g@%\&%v users to

be arbitraril I ned and neste

easihsemhed rﬁ@r@mmdc@mﬁmtoa appitatohsdeto mucemmsmw@nm
neeqd to

cony il olils F REchRmEid SaRlele e s M torie ah sty
aggl@g@@@a@énd t&ﬁbu@ea{é% ’té‘%hgﬂ.%éré‘ of E@térﬁ'u%?s slté‘fagﬁﬁhres and

nmbodi nent, a rule has at one condit
provgtet bavic metdes (@gn nhisinagke hagnepe eivesagsl dictlos the aggregated
datan€cessary configuration paraneters necessary to
éxecute the action. I n one enbodi nent, actions can

In onvaembodimEn RSMBRItETIN @ FriamdvidiR o‘éﬁrﬁﬂf% ALt At monitoring
notification email to invoking a renote we service

elemepts.djonitening pment Rea aspacifigeategasyvéd monitoringenetrics

ontSE RS B Rod o141 b BB 050 L0y o
comporereBoT Ke listadfirhanitoring GlBRidnis &&vY Bé%ﬂeﬂme%ﬁ%ﬁﬁe such
and set Service Cost - sets the "cost" of a service in

eleffmé% 63 Pe@sldgrrasciegrijed Tineonsoembotiinaeste the ftamewmoribean currently

defjr%é@% 5@%@58&@@"%@%” J.ons. WD 2005/ 114452

e Counters: provide a mechanism for users to define and use counters in their code
to keep track of things like number of requests processed, number of error, number of
messages processed etc. Counters can provide methods to increment, decrement

and reset the current vaiue of the counter.
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-37 I n one enbodi nent, the rule evaluator eval uates
rules when triggered by an event. This can be via

direct APl invocation --- The Rul e Eval uator pgoyv|;é8§s/018183
WAPEOONRHHPds that can be used to trigger rule Sy :

eval uation. The nethod i nvocati®n paraneters can
contain information to identify one,or I n provide
\ thaeracediitations eamiisatiaers EuiMeSHRsIE oHglaigs: A imer ca P
Monitoring Data A [BMAKES dlhgsaditime since the timer
meﬂ‘@ld@é@§Fam%?09’deg%g$%§%gé§tﬁ%%¢es assog‘? ated with a
servirt%% when new nonitoring data becones avail able for
WP S

Ssérvice. Rule evaluation can also i odiment.
Figure vestansiltbsttationt ofgnoniterig evaPAaETd in ggg?lfgfaggggdé r%ﬁbeemb

A oD IS AR At s GARY 908 GapRires U iconfiguration

event context can contain all . lude a
infdl T dpiieERskaRORRIS aronlibang crameawverk. Gigeax@mPit g can it

n uation and’action executi.on. Atﬁgggg fy%ﬁe%f%%%h attribute,
lidtaif pharatosingexttibutss {arsiaghianplicalRht 4 tri gger ruled .
eval uatiqn to .nati WLS&y 8t Whichlmotitoring data needs 10 DS

wBRH185 Oy lé\?&ﬁ&%ﬁﬁ?%ﬁ%%ﬁl% contain the

aggﬁe%%%q Br%:'é@h_t ]it&@?@m{é&& laartessa anpicaliols #& ipteresigd in
mh clearly Ident| he source
rierinpaealthay e sl aomer i ey 2Rl fefer In one

ess

cal endar. accor.di ; t & Mdrededcrederis@02) i one
emn@di@eawafm‘{?giﬁ‘@%éﬂ%@%@%ﬁﬁ@ (gi:rvi ce g_gul%ég,@er at%lﬁexternaily
e&,@,g@imgpe@ﬁé nﬁdl?k)rihglr:aaaagenmmbe PEPOSRIHSERY Gan

ick-off 'the rul e eval uation pro , d
rai heiigh & a9ie Ve ntsBaRbe DT m%&?&ﬁ%@ﬁ“%’&&?%éﬁﬁg e
data that. can,. t hd esrveheAPlsa=int dlsobetpieviae
ragaasts YREN I bl ey Bafiaded so

features of this fra rE
d;@%é‘t‘?cﬁ’is &l pvoks mmitmsinge‘asﬁﬂlwﬁsef%@%P‘b@?ﬁeg‘fwzw S
nitor applications intg sery r Yok r@rs2Ql regular
\namiei grobadimsnt, d A6 a@g@gﬁi%gﬁr%’f 'g'r?w%tbg’ glu%séédbrﬁg/sseé{ngmse o9

& gut v e . 5
ig’goeg\'/%lg r({:(ﬁ%@?‘?t?i@?bh%@;gf@@é@@ét&Efrdﬁt all thednfompgitioa from manage

y'users of potential systemfai acified i
&8s avgiden o e postagsg 09 ARIREe %}?“E]assm—:: "
average etc.) on the agqr i f 88&h lication. The
SRS WBRtNtCTYRIS mp@&?%ﬂjﬂ?‘ﬁ%?r%% rii%‘h ghas tne% p%atla % rogular
of ni.tQr. Brmdtian tises @ refn .

%?%Sg%?? F%Rgg%g%ﬁ?ngfbﬁggrlmni torin

RiEVENhe moritgiedaie puidishar §Bt 18&@%&@“8%&&8%2@&5 8333/ 'r%@stered
gﬁgﬁ@%’{%ipﬁé sq%fg, f@ﬁﬁ%"gﬁﬁo%e o?za?ctki{/mtg @fext@mpiat eompgting. A rule

€ and noresuch elenents can

D5 RPd1a5: ERSigonest stbinpndce abd divabiates ruies HeRgdNhe Agoregated
U y

rrent efine the foll ow i I anager
ShETEn RS BEbOAIEN MBS B8R BV TATH AN ah or“sﬁg%raée:tmt 9 .
to define and use coun ' b GRS a t@lekeepaluated to true. FOr
Qr"acih@ﬁﬁirhm%?glerQgﬂﬂ%%@rel@{é%ggugsts processed, ding to the
%ggﬂﬁﬁe of o84 58 aRWThaH and/or PesEagRISSEOECESE AHSUE ECCOTAINY
unter's can provi de nmethods to increnment, decrenent
antion esetcibted with th&\fulfal ue of the counter. WO

2!2 %%glelnﬂfggc%ment and by way of illustration, the data aggregator 910 keeps less and

less data in memory as the data get older. Windows can be defined to view the data

with different precisions on different periods of time. For example, we define the
following windows: 5min, 1h, 24h. For a counter it means we are going {0 store for the
1ast 5 min the all variations (may change that and decide to get variations by second
for example or by 10 seconds). For the last hour the variations by 5min. For the lést
24h the variations by hour. For any larger period the variation by day (implicit). With
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PCT/ US20051018183 Timers: applications can use tiners

to tinme specific operations. A tiner can provide
woBhipdsssho start, stop, reset and check the agr@wﬁsz@,f,mm%

el apsed tine since the tiner s started. Figure 9 is

an illustration of rmnl tor| ng~conponents in accordance

thfsamafr}hgéﬁ ad! nrent \ggtrﬁe H;(%lé lgﬁaé)iﬂoﬁ??ﬁgﬁﬁet%}ﬁ‘nﬁ& number of

vaib@ff@ﬁ'ﬁ@tlaﬁrﬁ A€ 65 $aRAITeRN fob Bife RBOhbEN, Y Talaeever ke last day and
For exanple, this can include a list of nonitori ng

+ hyaluicthit eay. (%, fenddd dppsc4bD yaluashdhaaggregpied skataaan be 1

cisfeubtidnegne WRiCorballs ofoh ekl SSRRRE st J

In SOERHRURRCROtheedsdt @pphidratinaly spédfy ﬂufesemttﬁé rahsole. For
applications are interested in 10 nonitoring data they

exaapleatixoconagie cen GEiay 8 ﬁ@ec@‘rmp@w@ﬂ|V@ﬁlaﬁﬁa€faf§9am2ﬁﬁ by

sorfi A28 R OO B LB EORRH 0 ¥ roppea s

an Mé@@xpmmeth@ane brutotiops ednt s bghirbiigech and Wopped into
ext er nal and through a factory internally. Their

fheﬁﬁ@ﬁﬁﬂ@/@mﬁﬁ%ﬁ'@'@nal ity is to manage the nonitored

0] R
LB oA R SR SReBS o oo
mohliottg das dar spdufyrthd dibaoattibiies deat nNeeddodeanbodomerdand

a data aggregator 910 runs, on mn serv
optm@}vavpec' @éW‘&GéN‘(’QBWfC?fdlﬁ'ﬂ%ﬁr‘@?h%?f CRECS Eiradlas phin that

t
win Bmoaé(é&tﬁr%edét%hwrf@) 4 QM|ﬁggﬂ?&g§g%g1r%ganp§%%r\g§ﬁﬁghlﬂ tRat window are

nmai n e aggr egat sse
spgﬁzf&a:ls ithe egzlstem can sisedid c:amftgmed tmmnfcalns"F%w:egp éctmtse\d/mdow

it 36T LA BHERS8 Bl R e B s Bopsng ime imorva
rthel

oA, v R T o

courdegiissarel tmersext er naI appl ications for the purpose of

in A BB, Bl SRl TR el deth s PR IR @bRps et
eaéH"&p@%ﬁ@S% SRnitgAkG: EVdty appiieaiafdrepplicatignindtdnidkeas in the

I's evaluated to true it calls the alert manager 25
caspof tranreposts pEan regisige itsalbmithiths noemtringrisraewesk. llagistgation can

S8 Sy PP o 81 RO b 80P ot

typb@)ethaﬁééh B8 rasHrbated tithé vihdew spkeificatiorandhe framework can
nbodi nent and by way of illustratjon, the data

pUH@Qr&e@%hQSﬁa frdheeeplowi@ienand |ess data in nemory as

in 5& %r%%ég r@ﬁﬁhﬁg?efc{mlp\g]e{}gg%cﬁ@%sbﬂ HGhL ?@?{lntlé? fqﬁrﬁi‘gnﬁht? provided

precisitons on d

by ey frasewetk. tOman ddeninestra this oun elideeayireghting datanfrom all the
w ndows: 5min, 1 h, 24h. For a counter it neans we are

Magagag seo/est;diage die gaa InfoasPsCiyaimgdnigryal yardawsgrmpute
staé%%n@hﬁ'%gafgiggteﬁgﬁgg etgéfﬂﬁeoérgre}%éad'}’ S'f\ﬁé@de%ﬁ)re%de access to the

agdreyateldngatyandtity tm&tdaryi\/@mager &bcharyzsl Jasiata Qélnultela &€an be
vari ations by hour. For any | arger er| og
trlgggqqcbl(q)ro@]va@g,atggyfe@,qﬁpg@laf )ntewﬂ han provide a mechamsm to publish

monitoring data to external archival systems. On a managed server, the monitoring

manager can: defines AP}s for applications to record monitoring data; provide a
runtime store for data; and expose its data through MBeans.
In one embodiment, in order to log monitoring values, applications (e.qg., transport,

pipeline stage) need to first retrieve a monitoring context for the respective application
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WO 2005/ 114452 -39 PCT/ US20051018183 this
configuration it neans we need to store in nenory an
undet er m. ned nunber of value for the last 5
WP the 1 ast hour, + 24 val ues for the'?g&gys”zg@r%mss
and + 1 value by day. So, for40365 days: - =400 val ues.
The aggregated data can be di splayed in graphs on the
byqaassmgemamunmuemnﬂrcatbon negget heuhesitorig gorgagt provides access to

nsF P T a8 g R Sh o BB Bk, s

soﬁréé&%é’&aﬂ%l@lﬂ{eﬂﬂls\/a“ abl es organi zed by
servi ces/stages/transport/quality of service which can

be dragged and dropped inside an XQuery expression

h F (1] d
coudeitiareSerte0 del B L R Rrb i SRt e
chegbmt iRMng SepAbe 0 YetObsntthahb Wabssdgestis@ctdraent();

moni toring framsvvork to capture, nmpnitoring data can

Ctxgewm‘ytquﬁlgaawﬁeGtgeﬂimﬂ!’bQK@@Jthﬁ‘ait'%éaOP 'be
nmonitored and optionally specify a sliding wi ndow of
time and the frequency of updates within that w ndow

TheOadiaipt sereedincRidededa @Qgrég@@r%ﬂdﬂwclavpdilaeacfmhm@ed server
wi thin that w ndow are specified, stem

onre speeific gatied niervaliandaguregaies siat %«: %fﬁ Qrewﬂ fa ig%m@d and
b:dﬁgggﬂtd ﬁﬁin&:)éﬁ?r%f e%h rﬁ%%d ?gr gfiéét@arﬁé}lﬁé MErRe respective

ecen

tinkoWindaweconfiguret eStatibtich arenthentdoented @mthepmdatesi data. A
moni t ori ng. using ?unt ers and

MG RARITE AT o8 219 G APFETors PoAPoGet s gopfraated data.
In ﬁgﬁlﬁltog‘; Fr%tgécﬁ P\”é&%f‘ E?ﬁ noﬁ@%e"ﬁ‘&ﬂé' m%ﬁégé’rnQ‘lS?so the rules can be run

very applicatiron (or applfication
agah&#tﬁ'imepdamdl d“atatmd/(ﬁ’q:aLMSie data transports) can
regi ster |

1 e chReiian & (s ' Fs HUS as e gl b Bpormag-dn one
en'\t?]cifzm%t a.%ﬁ AEUH & éér\ﬂﬁk?ﬁerﬁeﬁ RSP8Iy Pl ehbB8Pdent, rules

can be nonitored and tine w ndow specifications.
caftte évalvatsdrperiaiicaliy e userspeciiegdntesval eone embodiment, alerts

arg EpleTEeH sV ines FRES R FLnEishar M. phg Jalfifponsprovides 2
coﬁﬁ%ﬁﬁﬂoﬁ rrﬁ@@*{é?f &m fn @Jhi@ﬂ Bk rSaaeplichiirs canchasdeudaiave the

regating data fromall the managed servers; triage
agohegalad monitosingetate publishaed feethem epaasPaaiitddMS: topic.

i GBS rh S8 1 s B BB gl g Brossons anc

ylé#@‘!; & Bcﬂﬂéérﬁ Yedune !rﬂ\b%ﬁthéﬁ@ﬂgﬁﬁmﬁéntch angesisd had atlat sbassoc:lated
rules can be trig gered (or evaluate rules at reg

acfione fekleye exaauisdduihesestivet RuALEHPE ALbUBRIcoRATONS Seluded in the

rul%ﬁ'ggig%hs% Iy%@re Oft"ﬁ’élg Eﬁf%ie@%‘? Q{%@Igoég ﬁgagn%u ﬁe i’hcluded in a rule
ardRhsrdratindPef tr@a&ap@sbmmewoammm barrengu@@tmoﬁle apphcatfon

re%ﬁ?é@gﬁnggé&%%%oﬂttgaﬁg fd%‘[a)dg%g a sagc%rl?ﬁ( \%gisa%olntesncggntered by an
application. Examples of actions that could be included in a rule are: notify an email
address; send a message; create a new task entry, invoke a service; and
enable/disable a service.

Rule examples:

e A simple action - send a notification to administrator when the average response

time of a particular service exceeds a certain threshold.
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In one enbodi nent, 'in order to | og nonitoring val ues,

applications (e.g., transport, pipeline stage) need
whaobi/migiszretrieve a nonitoring context for thecr/us200s018183

respective application WO 20051114452

PCT/ US2005/ 018183 -40 by passing in a unique

o BBR/ESROLONaMABEM, EDEryenI fadd 8O DK rdrelhal Hdefcurity violations
access to naned counters and tiners that provide

argeneedstered ilog Saatnte Fgené@kanpl e, sanple source code

« 74 2 dMinl 2 3ot s 3 tes 1 et Feinsiod MALR R 10 s the tast 10

misugdd. () ; ct X. get Moni torl ngServi ce(}.getCounter("n b
nmessages"). i ncrenent (

'di&%é{ﬁ%ﬁﬁ‘?etéﬂ?%@éémﬁ %é\@)s heenTRENNING efaidengerdhar12. hours,
?ﬂrré erver includes a data aggregator
Cr%étgpév%\l(orﬁmt Ht&zh managed server 10 on a specific
pol I'i ng |nterval and aggregates data. The aggregated

data is sorted and binned into nenory storage bins
In gpgsRmedment.dys it Po s xREsscd iy sevrrat difiseditivays + natiral

s ARCERR) e B 6,20 SR AR o i,
The! drelerying ivted cambetpersisteeisss KMLsdegoneustaad thatsahemator this

X1 828 S e IRhpaImals SEoPUaS: ﬁgo;#uﬁéfré%%“y' Bl tan consume
th:g%\ﬁL@B%%nPHH& 981288 the Iied Qgermﬁfabtﬂn%w cgmﬁ‘?\t can be

rue the associ ated action(s e performe
coovm‘ceciatrband appripricdm radime n‘orcr&n vien ewdleatrg mésasru!es Monitoring

erv

ed
melis biseapPydliens TRCEKERsy ol 66 s v ERlodios A cBinen. By way of a
noﬁmghgﬁ@%’craﬁb@ 5ha witd %fét@?t'(:@Q@'ﬁ?@r@?ﬂﬁ%&ﬂg@g%{s  can be of various

servi ce bus ranewor
klmzia amaifabglﬁy af UD@aﬁeécmamt@'mg metniostl X9, extetena 012; a process

a cat ons ca hoose o _have the .aggregated .
oS bR P ta R e 8 st in 1RO Bl S0k TEsaqnse time of a
sef iy G:l-rmlrsﬂ a%@s@é’ﬁ@@f H‘%@Hatfﬁtybé"l@ms afd %ts't‘héﬂﬁr‘(‘ig 58%ice 1018 that
eval uat es one or nore expr essi ons and yield

triggees edhler eeyindicallyn a furt her enbodi nent, a ruI e al so

n 0 oo B9BPEATEon@BF08s B R PASGH AL doheumec

thd fulé dedSevalllRingesatditiorisnarl Metdons iBEludbd wethe MXRMNAE context is
of conditions that could be included in a rule are:

veryieealy assoialst wmada&ﬁ trigopu sieessting eafaontaioed inethe rule

I O T T ———
trigayer aesocipeli with thenchdngnipl the avbraud ieepsnsd dmeCsid Selibe can

included in a rule are: notify an emai| address; send
confapdierune of e senyickand henanvale ofibe @ée@ag@éle&p@@se time. A

rulé‘ﬁgn%g)(t SQ?&HOSA di Sée\ztgn?t g irc}‘ihcc%ntafﬁ%g nﬁgﬁ ‘ﬁfe S}/éa?}t and data

- send Icatron to a
asswimteﬁlvatfaﬂrlet a;g@cm@ep@mltse time of a parti cuI ar

Rufc'e%rcyalncge Sé r?gc? Sng a%gg}:ig’ie% \}vﬁ]ﬁ \e}gggnlxsd entities. In one embodiment, rule
binding captures information about the entity that a rule is associated with. The rule
binding influences the rule context in terms of clearly defining what, if any, runtime
data is available to the rule, Each such entity with which a rule is associated can
provide the rule with a set of data that can be used to build conditions and actions.”™
FFor example, an SLA rule bound to a service proxy can include conditions based on

the monitoring metrics available for that service.
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W0 2005/ 114452 PCT/ US2005/ 018183 -41 Between gam and
5pm everyday, raise an alert if nore than 10 security
violations are encountered in a 5 mnute inte
“Ebamﬁﬁ Wry if a nmessage of E%ﬁe X was detect%%ﬁggﬂmﬁmgm3
than 10 tinmes in the | ast 10 nut es. If a process
i nstance of type P has been " RUNN NG' for | onger tha
Asleattieumsntionedaa eula capriReinge alisd lof eppdifions Angrelist of actions. Each
nbod men expressed in severa
ru@ﬁqyg hﬁﬁéﬂowwﬁﬁgﬁﬁgﬁ. ‘| anguage, XQuery statements,
etc. The console can allow users to adm nister rules.
10 The underlying rul es can be per5|sted as XM
If dsetinbeanditionst hensttastast et ff Actiodd®> can be
publ i shed. In one enbodi ment, the rule franework
runti me can consunme this XNL docunent and eval uate

A Hh8 chHligguat zekhbt Mere tbeditdhs daaneeatmbodimdr, rules that do not
converted to an appropriate runtinme formt whe

ingiuae aadlqm@d!tm@eafﬁ @heays Weaanerihagotinads %scqisé &dch time the rule is

o]0} r e
iR, DO o BRGNS 80, onporing Data
U%rtF’TOfll%fﬁ(ﬁﬁﬂ%r %Qltﬁbtgdy@eslcr herﬁu:hraemrlg ipedesigred bectothat new
various kinds: avail b| li t @Bat ed nonito
9&%?

comeltiondypas ¢an barFasl 345 “cfpRindatgheyy condition
tyééso%&% ?}tr@bgt #.r%rgnot her a change in the average

esponse service; arrival a nessage of a
In e@kterhbodiyiemt Lhz2ypesndf ecormditimiihiahgas devincleded 18 thd atle are

triggers a rule periodicall n.one
di(ﬁfat@g@bmee%ﬂe biveling: lﬂrh%geqt%@ (Bl sielesmd arn.gonftions fke o
gl yar @gﬂg:hrd-ﬁ &M@d%ﬁh B rGR8Gidde0ABudNGss calendar
ions inclu rule context is very

detflhiiml iy “glsabet‘fmﬁed)tmedrtoarwmzﬁhwlaggmdmgm@nt dradhmeondition
data contained in the rule %hé]tteXt

h
coPiaes BB OB, PR RaBS (V0 G 2 AT ity Puhaied £ nestec
us‘?’ri’\;;e%gléar tﬂ@%ﬁd@@&lh@ﬂ@%d&érhibr& he diiseeoctimétteconditions are all

ge response tine of a service can 25 contain the
ANBIeel aifthe ep-daveli Albthenebndiionscincliudieddn of rulaeed & gyaluate to “true’

fof £ 10D cUaetsiit MR Vi dndih coBRpH B E Rt Hi e o the rule
freﬁﬁ?@@ﬂ@éﬁ@mﬂhﬁh nbfRRdctoRagpés @a@‘ben’egm‘ﬁyﬂeesmcrantnhe as well. In one

ned and associated with various entities,
erehadidientrihe alert Famsweik r@nd&ﬁm@r@s SPM'@ﬁ"r?éJPW(SrfoéﬁlﬁJ@dd't'On of new

he ent.i hat. a rule is associated with. The rule
C%'B”Blaﬁ’g q’%'dﬁtl'ﬂqSUences the rule context in terns of

A ﬁheard;%erdefregpmﬁssm@@én kitiingyt, theyrotass disdvaliisting of a rule. As
avai l able to the rule, Each such entjty with whic

a
menlienacsabexsn dharda evalvatippavperss gr1 Paitdodgred by %G‘é/@f' rdifferent
t, C 0

S O Bl b ST L PRenLs8 b08ams can
in¢l0geuskeaiiadnity bf opdatbd seshiringthetrivanevent su@srmpmoms the rule

avai |l abl e for that service
evaluator could subscribe to an event framework and trigger rule evaluation when an
event is raised; and timer based rules - a scheduling service could generate timer
events that the rule evaluator is subscribed to and kick-off rule evaluation at fixed
intervals.
In one embodiment, evaluating a rule involves evaluating each of the conditions
included in the rule and if all of the conditions evaluate to true, the included actions
are invoked. By way of illustration, the rule evaluator walks through each condition

included in the rule and invokes the corresponding evaluator associated with each
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WO 2005/ 114452 PCT/ US2005/ 018183 -42 As earlier
mentioned, a rule can include a list of conditions and

wé 2hdsgti4 @8 actions. Each rule can have the fopépwki@soi1s183
structure: if set of COﬂdItIQﬂ§> then <perform a set
of Actions> 5 A rule can include zero or nore

cor AR A1 pRAE BRI i 4 67 L5 S copeion e

regimmmwmdammttdameﬁdnﬁatéldoﬁdltﬁ)nstdfltiwﬁtw@ Registering a
Conditiogns can be of different ty pgs Busi ness
congiicieivuaton m%ﬁsng\pdwantmqge!@var d1terface publiahtesrby the alert

ﬂaﬁHWB |l e types. The framework is designed such that
condition types can be easily plugged in at

In dherﬁmbadumerapmmm:@ewv\k pendildd a@er\tw@gﬁow@um@dfa% (SP1)
one enhodi nent, the types of conditions

thrq%ikwfggh aéiéiltiofﬁ@ﬂ Geredltiom apd @ctign éy%ﬁSecarab@tr@@'at@r@@ lotane

om AP B SCEPLIED e Rng BB 2LSatc ot
appiisaiomm. &V ben whe bpplidationliedepioyed, a libiesicnelsss cadishiathdde

finitjon.is "global"” and not tied to any particul ar
cong%ﬁalq{@ %% typ%%nch condition conprises of one or
In oRBIEISHRRRTE! LMo bitRling RerEReaBhb s hth SAREH RAC B4 be

nested using | ogical ogi ca oper at or's.
assoﬁet%iﬂﬁw:hrmn'ipe Cootdi etxtmnsal ane pab:ty) cANDlefieatnet dnenore bmd;ng
s included in a rule need

poirt B YRIGLIuIES o BE deRiovets ABiniG A eken cantw'a Berngaitoring
metﬁé@ Feg’ﬂ§teﬂ&f!\’09 %'ﬂ dhé bpRih¥befagad aRE tn%ﬁﬁggrtg th EH?% seHli& proxy.

f ramewor k runti me, new action ty es can
RuI@%@a@b@rimﬂln@ttOrtblﬁtblm@ng@omland ANBe’NY Bl zmmiablet hiethis

vindieh bbink AT Bk B OE e it i1 Bhe EmiSiirgRl. o i¥tener
reglétbr@gw’ithltﬁe rc@ﬁﬁ@m%nbh enér%rgéﬂ@ KbfscPEACH hRield 9&%’% ;S’rExy
eval uatin rule. As Tnentioned above, the rul

creaé%{uedate@?ﬁqm@@e%‘ Bisdistenss qan ggectthebingdingepaints in the service

oy Sk 0 b g oo, o 2 B e

In oy @iadlihihy e@feryummywsémmet@f proges@ithhCeont8M8™ rule binding
ubscription - the rul eval uator coul d subscribe to

poin fa1a FeaiBler LapRaINRIngHRO NS wide e Alest MarRast When Hioantily comes
into E%6&enks”, rF%'r?‘%‘N:c@ﬁ%%’eﬁﬁée?%%%é%‘ﬁ§ﬁh tﬁeE ﬁ@%ﬁjﬂ é}('nn% are

service coul enera even
regigteadcdahen a &rsmbss: crezted tRorddEMkirokeodds, thik eegistration happens
al uati on at fi xeg 30 intervals. In one enbodi nent,

whef {3 REIGERS 18 IPBIoYSRnRRASMEPiriant HyS &aasiery eHanding points
can Bgﬁ%'rél's%@sand E‘{ﬂu HQ%%II & h6r lSr‘élm%ufq:@F'ef Jii :rzfé!crfarggethgﬁv the

trons evaluate to rue the uded” ac
consaiwehédzth@ﬂom&s}camfusd | ustration, the rule eval uator

i oot TR ook et S Sl e, 2
servR8Htocess name and a rute context that contains the new monitoring metrics.
The alert manager can then look up all the binding points registered for that service or
process and evaluate all the rules bound to each binding point.

in one embaodiment, in addition to all the information populated at configuration time,
the rule context can inciude ali the runtime data generated by the rule binding.
Condition and action evaluators can extract this runtime data and embed the
corresponding values in the alerts generated. The following table lists fields that can

be available in a rule context:
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to evaluate the condition.
each condition type

WEAPYHtE2condi
condi ti on eval
i nterface publ
enbodi nent,

In a furt

regl sters an eval uator t

-43 condition type

her enmbodi ment,
Rt 6BBos/018183

tions of that tylﬁ_p Regi stering a
l e

uat or involves
ished by the alert fr

menting a Java(r)

anework. 5 I n one

the rule framework provides a service

these conditi

—_provider j nt o Ply—=tougt™v onal
FlEloDdNAMEN and &E$@E] can be re E‘?}gtpé?ggjé in one
enbedi-rents . e 1 dToRthwpe 1S
RH'%NBé’heent ed ac %@?aﬁf%é}uggw cat?ggn When t he
application ig ,Qgg}rgﬁwex@cdtzngt ener |cl ass registers

on._and..action f\/nao

L
0 L 11T UTIT

Biedthg@aimnt, a
whi ch rul es c4d
NafReernal and [
points to whig
can capture th

er‘mnltnrlnn tries

rTmEenw’“@cﬁfﬁ@e Plﬁdﬁig fi eSSty
o ' bot h
p%@t)thggﬁ%ce ?L{ e one (] Sy b o

br nor e bi ndi ng
hor ul es can be deployed. A blndlng p0|nt

ocation with

Eritie BpupélTiaes,
proxy. Rules
noni toring net
can be used to
enbodi nent, a

Ehegamentdne eat it <

igRTpd B d Bal s,

é?gga}is;tdtg@t condi ti ons

|istener rom st ered-—v

a\iﬁl stered Uy at

Yhat service
|nd|ng poi nt and
15 bi ndi ng poi nt
In one

hao
|| l. IIC

EwtpfTiygar ati on

rEnab@e eithaoENtiled e

(ﬁ{' ms a service

proxy created/ %sda& ,del eted, Thig |istener can
extract the bin i'nts in the sarvice and
réiRbger. I n one

Eﬁtﬁg Lﬁii?f rhem wrid dﬁﬁ)l@} BRL dfithdi ng

ment, every "entity" (service jor process) that
contains a rul ee!bﬁi‘ivldl ng 20 p0| nt cgn regi ster these

L

bi ndi ng—poi-nts w t .
D@'@n%@meffﬂﬁo " Eﬂt@oﬂ‘é@bé ggfr%{/]?ge Lb%\{{s](%;ber \F}:’iBp Crggérhtb?ﬂ 2

this means thaf efehﬁerh*s@@hdﬁlemmtnhe aran Xhigilsewnent)
when a servicejls created. For BPM processes, this
registration hhpploas fonferlementsdcelss i s depl oyed. In
one enbodi nent| .t hi [ of bl nding points can
be persisted awweﬁ Siczé}gggﬁr%b?e for browsing via a
JMX interface {Ratthe 25 console and other tools can
use. I n one enbodinent . _the Alert_Nohager—aan—proviae

an APl that takes the service/process name and a rule

context that contains WA rd maie
alert mahaglert: c’gﬁmﬂrﬁ@#ﬁ%&%ﬁﬁpﬁ?#é%n%l n ?]n%'ﬁgggint s
regi stered for that service or process and eval uate
all the rules bound to each binding point

n n .
le5he enimtiiment) thel dmleuftamewom gan ee9sH dSRkA ?ﬁﬁﬂk APIS o configure
g A Bl Com};'[fﬂfﬁ al 0 gﬁnevéihgafcgét%n% EFFSESQ@!‘?C@

rilagl erseafPls ¢ %E‘S& ener at .
%ﬂﬂhfs'téﬂuﬁa@ Tae Mmmmkruai—pasty taois éx tiractly interact wi
f%&%hgmxttone ata and enbed the cory esponﬂée ?Y qjsbj €S ministration
the uhelegbete adminiseardds anrlcomplelon hyPass 4

fields that can
console. |
Multiple rules can be associated with a single binding point. Rules can be executed in
the order in which they were deployed. Users can change this order at any time. In
one embodiment, creating a rule involves associating a rule with a binding point. For

example, two ways of doing this:
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be available in a rule context: WO 20051114-152

PCT/ US2005/ 018183 -44 FlI ELD NAME DESCRI PTI ON DATA
waYRE1Ruise Nane Binding Point Nane Entity BouPdI/T82005/018183

Entity Type Entity URL Data Elenents The nanme of the

rule that 1is currently executing. The nanme of the

1 B o R Bt TS

poimesgashaheBindiie rdpcatton], selets Bnéidng crietesd Tt asSdtated with that
. display URL of the entity. Alist of nonitoring data
bindingitls and the runtime values for the el enents at

2, tEg 3@3&%& BhEfLLNTNY caBll Mk adPhihiftBtR b9 by M%entifying the
entity (Service bus service directory or BPM process viewer) with which he/she wants
to associate an rule. The user is then presented a list of rule binding points available
in the service/process and selects one of the binding points and creates a rule that is

associated with that binding point.

In one embodiment, each rule condition and action type can define its own schema to
represent the action or condition configuration data. This condition or action
configuration is returned to the alert manager as serialized XML and the alert
manager can persist this data as part of the rule definition. The rule context is passed
to each condition and action type when configuring the condition or action. This allows
the condition configuration mechanism to perform validation to ensure that the
monitoring data elements available at that binding point are included in the condition
configuration.

In one embodiment, rules deployed to a particular binding point can include
monitoring data elements available at the specific binding point. For users that use the
WLI console to administer rules, this validation can be automaticaily performed by the
console. The console can easily ensure that the data elements available at the
associated binding are used to construct conditions and actions included in the rule.

In one embodiment, a Monitoring Manager aggregates cluster wide metrics for
monitoring data and triggers the evaluation of rules associated with each binding point
for each service/process that has updated monitoring metrics available. The Alert
Manager can first construct a rule context for the specific binding point. Then, all the
rules deployed to that binding point can be fetched and each one can be evaluated in
the order in which the rules are configured. The rule context is passed to each
condition and action evaluator. If all the conditions in the rule evaluate to true, the
actions included in the rule are executed. A rule runtime state object keeps frack of
the result of firing each condition and action. This information is used to ensure that
alerts are not fired repeatedly for a pre-existing condition that the user has already

been notified of.




10

20

235

30

List (e.g., represented as an XM docunent) Table 1:
Runtime Rule Data in Accordance to an Enbodinent 5 In

one enbodi ment, the rule framework can expose p5&hoso18183
WOMORBHE 2t 0 configure rules. _Jhese API's can provide
insertion, retrieval, valldatlon and persistence

oGRS O s Kbt et
it
oy 1 oot v o

adtorapsacatrecbrdidata wrmm@arebb USEH g gﬁﬁﬁfﬁte RpRUING gﬁpord for each

b he ord
n{ge @\?@ ﬁ%t}rgie g}{hﬁiggtlpﬁ Ieg r@ﬁ% gp H%[}g? a‘ﬁ 58 ?ﬁ%cl&’*ﬁ% ﬁafiaeglleﬁi’é?ﬁ that can be

in%l'q‘&%ﬁ' H"e"lﬁer roRAd 5BE TRadkih@ rédtves van tm@aepllag’ed m:gx the console.
e vvlth i nding point. For exanple, two

w@hmgrrtblmdmemazooaug 1046 PTEETPUSBIS 69 sase Q%Bmfnlcaf'on fora

Br owsi n Bi ndi n [ [ (AN
PO BTRISoBI0 FRBN LSRR CpAPRTTTS DS TRGeL? dieiectod senvce
ah& Hﬁé?é}tﬁaﬂe SPAiElr e r@%@oﬁé@l Sineatresna embcﬁ:f[:msbmmmgds considered
bi nding point. 2. Browsing Entitie
paﬂloé ﬂwpemanh messapainath af %he %%'P?@gyy,f%fws&ece*ved response can

u%qs @Etﬂé‘%/ %l\m%se&g irebpsis %&r‘%c@ﬁ& \Aﬁefnvtbﬁ@embodlment a routing

SS VT ewer he/'she
n&@@?n%fudé!s 365 Q6 6 Puas. Mulcaite Teatifieen tagdtisenvice (e.g., a service

presented a list of rule binding p vai l.ab
pexy rearvexer Gress mdnglérd@%ﬁgfgnﬁw%d%hwﬁe%ﬂﬁaraﬁﬁm options that

OI nt s Outb d
OB et oW §PE BiiaBe [H4nbe pRtielid ARE S Mt fice. Outboun
treAs@Iinbaon and satbf wansfppratemacdéisidai aowhe swasagetand context

represent t he action

(o nasiiest bPe dris 4811 Brneaste SERGCT-dReTHT et oo agon is
S{QE%&@ e}e 5% t SRR it ir?éét@;'nbzcﬁé‘t e?%'—a;ﬂ:médttb%éﬂr@éélved response. In

an persi st ta as part of the rule
agpbitpidfitesse éﬁimeodmhmts,onmwse)estjm@@@detqpn@igmal by any

condi tjion an tion t en,.con ring the
cemwinationrridit ‘ﬁﬁ b‘ﬁ‘%@“@%&% 1%6 %ge andl tion
éﬁ bc%igﬂ}r n?;'i"ii1 PERABAHePENS AsH B @bﬁ@r\’ & Bﬁ@@:fyothetspecza} route called

sure nonitoring data el ements avail a
skipatt ibisimoping it thaidees mothite o @ffethelyc@ﬁ@ntrpaw skip. behaves ke

o R Bk RGPy LG PARNE] 4 o o
cSh? H@%cﬁo%’ébb@@ ﬁlo@levbh%cﬁmﬁsé?eﬁs barﬁltbler@npandtno fesponses can be

users at use the consol e to adm ni ster
expbeted with & skifl fatde. Hw glip resteasonaiylanapnjgratiogedhe purpose

oggklg S (o %ﬂg\?@%g{;% o%gclefq)ﬁ)@&tig?}@h \Filietds tc}k?ﬁén ?H“é;/ do not
M}%E ru(?htgonSt ruct condl tions and actions included in

In one embodiment, an outbound transformation is used to customize the shape of
the message that can be sent to the target service. This natentially involves modifying
the message itself (e.g. payload, SOAP headers) as well as transport-specific details
such as transport headers, retry counts, alternate URI, etc. This can be done using
the standard set of transformation actions currently exposed in the transformation
stage. In addition to assign, update and delete, outbound and response
transformations can also be able to use conditions, WS-Callout and raise errors.

In one embodiment, a response transformation is used to customize the shape of the

response message before it is turned over to the pipeline for response-path
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In one enbodi nent, a Monitoring Manager aggregates
cluster wide netrics for nonitoring data and triggers
wo hesavakuat i on of rul es associated with each pendsngsioisiss
poi nt 25 for each service/ progess t hat has updat ed
moni toring netrics avail able."The Alert Manager can
j C [ ntext for the specific )
profbésha A llortid S AP EPhad DERSEU o raons can o
usehiitogethgr poeffectbaly hanflateberhRthe 36husRfes it Reformat used by
eval uated in the order in which the rules are
the sghfitgy By, anthiberignesdiespanse forpes sieadty thadarget service. The

j i . ' . ) f | th diti
roof LML BRAL VBLO gl BB hsuch o o
SOAR dririsingss fagle lexenetse fAult W Getoeiid, McRidtAs®Bhestor

Congﬁigp s.track of the result of firing each condition

altist e aTRYar Freppleanption Ptdesed to ensure that
i HE R AT -

pre-existing c
elsentdprks. dcheotondid 206 ha 445 Bookéan-PElEYS2006A P E8ibA and

e_runtinme state object is

e e(rlgoodi ment, the l]l| . ¢ .
b OC%&@@ G AodERIAY 5@??%{-1 A durterRmpbedimen. el final wriien is a route or
a roGth&bl& AR dHeSOMBBH InfentPh "f‘%q?tgg fa%\%\f/%{n%[]ua?%ﬁ&%%toﬁg'ggfet%gwrapped in

and” action to place recor
a switehestgieeccaditicenctiabley it ie costebr-hand aohstrudtlteateyviadigerent routes

An _al | t [ t ed t Ki dat
to b Sgfhfid bagkt B fre BLf Pt aeunaia Xyt opranaien sot
In orlé BAIHOMMERC ANAatiRGRahE o@h§i€@ﬁ$g@?;ﬁ% @%F&&%ﬁk& anhi' set of one

one enbodi nent, a fouting no

Or Moég Geses.ridpohsie densenbrtainsomn Kalueay expesaam and may reference
ed to di.spatch a nessage to

' raph, Jt i S
any géggﬁi@% E(%sgaﬁ% iCEQ{e’%n%?CLh @as?fp%cpqs&scf | za W@ams&n gperator, a
valug expmison Shd1aeldakt ORS rafBASNTRE s AN HaRE-dfion. Since the entire
considered part of the primary message-path of it
routigg npideccapr saHlt iBngne se\ising selpoiesie mudtiplé Goulseeasase are not

res [ se processing. .In one .
suprfied: AARATAE A58 T s iSRRG ReBLERGHS 19 891805 i none of
the precédiag cAseoit satistient i fies a target service (e.g., a

service pro%or an exter nal grox’%)_ and includes sone
An ex@mRIe sAdina tble ushawnbelopt iaheug itdoegatas meicassariipwepresent

; sent. to 4 hat r.vi ce.
o R S BT I ARG B ol Blfs RERLAS also
omittadtfoodarityhat al | ow t he nmessage and context 15 to be
nodi fied before it is sent to the target service.
. Response transformation is simlarly a set of
ransf or i ' h applied to the
Wher%écei vedra?‘e&gggqrﬁégb?@d%@%@gﬁéﬁof t hese enbodi nents,
compapatoe salecti on irsutesde condi tional by any

_ conbi nat.i of if-then-else blocks and routing tabl es.
>= \When cghpﬁggri ng %0'956%0,9 fHéPe is al so the option to

>= specifyphhe SpeCiS?}Il\/eé%ée’r(/fée% Jed 20 skip. It is

sinply a route that s nothing -- effectively a
othentse r out e. Ski p IBthad@msSerkes rauteoute in that it can

be sel ected and can prevent any subsequent routes from

being considered or selected. However, no nessages

The r6ain® &€ BlipSRtes BOVEBPARBRSER’ B bdRon operators in addition to
equality. Furthermore, the value expression in a routing table is an XQuery expression
and need not be a simple constant value, In aspects of these embodiments, the
routing table is evaluated by first evaluating the XQuery expression in the where
clause. Each case is then examined in the order listed by using the selected
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expected with a skip route, The skip route has no

further configuration. The purpose of skipis to

all ow users the option of explicitly defining % 83
WEREH/HEY do not 25 want to route. In one enbo ine%t@(ﬁml

an out bound transformation is4dsed to custom ze the

shape of the nessage that can be sent to the target ,
comparisor opEhitsr faotamparg the wisrel dlagserrultyyiythat gethe case’s value

nessage itself (e.q. .pavlaoad, ..S h
expreaRopoliihe cermarsondf SR, I e FALSIhoftty Mike(sfan be
se!'é@ferdy counts, alternate URI, etc. This can be done

using 30 the standard set of transformation action

S )
In one Betiddimerh osesbage dippatchinpedpiraed 66 Past eldbe rpiing node's

addi tjon to assign d :
bl 358 o 1B TP o AR bl are
evgrggfi%f io00ss i WBoGR! lsaidle@Bd. If airpateisrmtseldatedyien the routing node
enbodi ment, a response transformation js used.to

is corstideTed e crhetshanibrasPONsE PreeasE BoaBs dame diaietr with the current

is rn over eni i e = ;
stas O T HipsasSH R edol BTl s Ctgl g Bafe it loutbound
trahBloRREtioN i een dpplichiab theidentsxt Binsmesspgasethen sent to the service
transformati ons can be used tggether to effective

I
bytwanel thedindingesd transpaskiaysir EEOIRPONSP MTSITIEIS @%pected, then
th i ce. ; . .
thqbgpeqtﬁgrqc{ﬁeglg?c%ﬁgﬁ??%gflhﬁ%ﬁgﬁ%%Eﬁﬁﬁé@?g%fsg&ﬁg?églﬂé@thenmse,

Fesponse t or mat 1 on

thé LRGSR disisudit dohsidehed lacive untithagespansel arfiwes.t@nce that oceurs,
such as a 5 SOAP or busi ness

fault. Lf fault, .
the geam@négttwsfcprmaé@m iy a,pgﬁg agﬁ%l%@frgyt%ngﬁgc&? f%sa %lﬁsq"irégtfmrshed.
In lgh%%@ﬁl}écﬁ&lgn?ga %ét%ﬂ%f p‘?fa'f@?%é%ﬂresélﬂﬂﬁs chéhd¥eto service bus

erformconditional routing, routes may
coRfoNCARPRIbE Mdde- hhefsessiosé wisoe Ksey Ateeacnsmatileteshand aan be
ery

apggﬁc? %gﬁg}f §£W‘%@ﬁﬁ@§%mm W%glﬁ)sgq?f@ﬁg egcf%gafé!)‘g)ﬁﬁocess creates
a {0814 BRCHARIS AR UiheRo kAU bRaed Srctqsinyth Ba dcbhulated. The

nment, a routing table includes a set of”
cheagés matfeiprtee biatch sessib are sotsavasbiodhei‘epre sipiee. bykrather, they

e LTSS A48 LSRR B, o on
erﬁ%&ﬁﬁ%nﬁ’ﬁpﬁﬁgﬁio@'ﬁe ddbsTIE 16 BBRMINERS changesUidmawabFer example,

consists of singl'e where clause and a _set of one qr .
committinpisasot dllbeedhibdeing sauweuldaasult isaninvatidepgre state” (e.g., if it

CraRleR Gy eleBoRdss LR EHeB TBngT: ERlofos e fhatch session oan

bPBShAiREd, the LRAEHGeSURY 866ImDIatnTlars rdfileatld torthercout state.
serving as the case-action. Since the entire routin

Innoeecrobadinen) a batcherssiguteenseiragk ebwvbat empaReRts R deleted,

routes per._case.are g . : ;
orpaiegagehode Eg 1B Rofilbn SRIBOS e & A Blrd O RRR LG pves
sdrii€e BUBGRHIANG SRP&Sshes SHid sdicestate?id tAe neaiarphéiguration which the
routing table is shown bel ow, although.it does not
sateardusaisi ILpninggre Sdiangerdhat ae mageatHR atession g rgflected to the

o GONf uiatd on, CoRSOl St o rd €tak! Hidh ) Phéthes the behavior
of the service bus. A session view is the state of the configuration as observed by
someone in a session. Session view is not a physical data entry. It is derived by
taking the core state, and applying the session data to. Batch update is the activity of
modifying the service bus configuration in a session, and then committing these

updates.
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omtted for clarity. 25 where: data($nessage/ order-a
mount) conparator val ueroutes >=100000Col dService
woOMs12510000Si | ver Servi ce route . PCT/US2005/018183
ot herw seSt andar dServi ce routgg30 The routing table
supports several different conparison operators in
in 888 hiiment %qHé’tjchtS}’essE}H@?%ﬁﬂﬂ&%es%p’ﬁh‘éecemergiece of batch
expression I a'fouting table I's”an ry expression
upaaid sigehriniotthbacavise ipk eSessistsaate orabies] by nsasprul/er plocesses.

t hese embodi nents, the routinhg. table is_evaluated b
AN RO IRGEEIONG GACOSEirargH SUAEREPTRY; Formecafion 6ah have a

e R T i e
sed TN S2006n d2B1RDersidint aodpani Suwive peasitasr ot restanisp Ar gession
t he, wher | ause result with that of the case's value .
keqb eSS PBHIIal FOTRGNERH AP (UG CEstiPANEACIEikarY e User. This is
O 0 .
AR ol R ST IR® GBBRE A Lo T8 fhe copp otate
defites theuséssipmode, €.9.5whahtdmpondiis avasisiblexardwhahvalue they
flow.i @ﬁhat first the conditions and routing tables
contal, I, L§5588M 0 see if a route is selected. If a
In S EfbcRimeht, sedeiditlis drbgedtdyanterihl ROmBaRRl o 8 Session Manager
consi dered conplete and response processing begins
viaianBedsianbiBean. thsedséorcoan bacreaipdity @ty ploseseysiagdhe

Segrippgtne o heer i atoBfT e ens R, A ERRBRE RAoes (upsates,

deletsy, @xéatedNEaBE ROV NS IWIBIM a&Rission. The seevive ©es MBI methods
of the binding and transport |ayers. If no

way : A1) |
that epgetseonfisssalinn tan brpeedited 1q AesePtentessitit Pagensde

I's considered finished and response processi ng begins.

QO herwise, the routing node is still considered

active until the response arrives. Once that occurs,
publfvevoid speate S ervieg(Stivrgraession.i Refasyvicetf aherviqedaf slefinitign);

node is considered finished. In one enbodi nent, a

batch update feature all ows changes to service bus 15

conmponents to be made in a "session" where they are
Exzccairlieatseithab nde didedres odppliave do sopplylibe seByionananut, and the

or e PGl Lo b ALl s SRERRc s possive
thagéeon%ﬁt BErbOnd B TpbiatRthll ifRBife@PRBESSoRNRJR thé‘gcﬂitﬁﬁfing

e
atch session are not saved to the "core state", ] _
exampleche Javaycodarupdsdesd servich in sessivwhandhaledes asavipe provider

. revie before "comitting' th I n.one 20 . ,

I SRS RESC PO A OREe B8 1B e ol tnahie configuration

lookDBAREESeEdiGit can@yink Fedt tRX aBBJids prevadBr il ikt Sarditdession2 can
al lowed i f doing so would result in an invalid "core

thirgt thiaé thg seryice hds the old configuration.

servicembean.updateService(“session1”, servicel, newServiceData),

serviceprovidermbean.deleteProvider(“session2”, serviceprovider2);

in one embodiment, a console user enters a session when he creates a new session,
or when he picks an existing session to work in. The same user can switch between
different sessions, and different users can work on different sessions simultaneously.
The view of the configuration as seen by a session differs from that of others, and the
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creates cycles, causes unresol ved references, etc).
Assum ng the batch session can be commtted, the

\mWﬁ§f.§re accunul ated are, reflected to the P%"i‘?l?szf}epfomss

tate n one enbodi ment, a batch session keeps t
of what conponents are del et e80- 25 created, or
updated in the session data. This data is persisted so

coqen%’tr@tq #f & UpQh Gegtesseyiced’ irlelesweyice Bagadostbseauently requests a
5058 2By 0 B L8 PR A e St

(come Skis), ovaver rnm‘ﬁrmhadewq pubean ¢ave &nﬁﬁlehm@sbh% committed.
is commtted. Core state ultimtely defines

In é’r?é%g%%gmm thy MBransmag reetheds (suchs as gieiaruilistymedhods, search
mettllftﬁj%tc% &cebpt AR oﬁ%f;é%é%@ dr ﬁar%ﬁwe‘?&s Wt}ﬁ?%e@éw% bargmeter is nufl

ne in a sess VIiew |
thedzﬂta cantba/obtbtnedsfrdwth&e:@r@}gtaté Ak thegsddeion paearadat %hnot null, then

pl g the session data to. Batch update is the
a Vﬁ‘é"f P€W%$‘QUFR§HW% AGCR R¥ f@%ﬁ@ﬁ%@“ b‘-U%et%W| §OF gkample, lets
I P PRI BT B Pk B uoer

creatdsad sbs<tes,sB drardoresitepbgrviess) am) thes ddletesesdreicpireRethis
rV| bus, Sessions

of bat update support in the.s
oo Bi-Edpedigl OB bese HnEPO AT YEb T hoaly SADRR(SBINg Session)
MeR RSB GRAYRE i 5;@44 h session

can have a d!I reriﬁ%lﬂ§|%é foq'?dr:gﬁs%%gemgg@term ned by

the nodifications perforned in that 5 session. Session

data is persistent and can survive crashes or

: eps track of what conponents
“Sggr%(/%ég@tu" rét@f@a?%@dgﬁd del eted by the user. This is

Iist%mieéstﬁé”)sreaﬂnem dal&& The session data together
with the with the core state defines the session

view, e.g., what conponents are visible, and what
value they contain, in that session. 10 In one

Theeotradlarests seeseTINS statedl e tsatbthy ahp\wekkig. anvetithediser is

Session Manager via a SessionMBean. A session
satiggied BiEh dreahargeshasan @paa@@;é,h@ghw@gqm subfest & validéan,

Corﬂmﬁlﬁ% Fﬂég%g L& @%@ngn‘é&g% tﬁ? ggﬁfob%é@%{:g;%tate Once a

sesmonhs nomnsn&edntqa deldtedssingé ids hodoidaarsames. hltﬂtsusér%'h also

ate configuration can be nodified to acce
dISCg?@(g gls(ﬁs,isw !SeSl@p?y qel efrbinecseasian data state, agd has no impact on

the %bt%aé@%e e?tcrahrlga?§ﬁ§<§’ébsuﬁfﬁe?§w |‘r8 fn’ without committing or

Ser vi ceDe inition ént s
disosBding é. Mr)g htavaéowg himpiplspetthe coes siata Gramatch&mbrtdﬂ@er session,

Fioffia t Rl H0 TG Gl Sale 66 SeSsinAtath @ncuamosiet viswiatter
varlﬁh‘é Ho@sfﬁ:a%ﬁ@ta?é P@Hbﬁh@ﬂ M Efsee’ég ua?‘gﬁ?) £BGre 1h%écg?dance to an

| ow ng exanp ava CO es a service In
emmgebhﬂrﬁemmgleemﬁ-i staapa‘as arepumd tehighlightsdiff it 2alues taken

on %{Hﬁ%%&f{#{? Tt %.:@WSSﬁg;eSh%¥h thick hr];ése {net?lte sleqs%?ono\ﬁlemﬁctjscate that,
that component was modified by the session and thus its existence and value differs
from the same component in the core state. Shapes with regular lines in the session
view indicate that, that component was never modified in the session and thus its
existence and value is obtained from the core state.

Figure 11a illustrates an initial core state that contains components A, B, and C.
There has not been any updates in the session, so the session view reflects exactly

what is contained in the core state. Figure 11b illustrates an update in the session
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| ooks like. Session 1 can think that the service

provider still exists, and session2 can think that
WPREO¥HEr2ce has the old configuration. 25 PCT/US2005/018183
servi cenbean. updat eSer vi ce(':ﬂgssi on 1", service 1,

newServi ceData); service provide

dath! ”Q@ﬁibd?@n?gqg b%\ﬂb?eﬁf i tAESRLERA. Thlﬁ?{aéé(tj i§$§5§r§i§ger ﬁ%é session

In one enb a consol e user ‘en

datahaind Hee sessioredata iséwtsressicartoge®@r onithvdies shetenb %mpiﬂe the
exj st.ing session to work in. The sane user can switch
SCSSUMWER-"" different sessi ons, and different users can

Fighped 108-dlifE@setdctRsH 9B 8 %éﬁﬁrﬁ?s%sé%bad%%rt\é' '

the configuration as seen by a sessi oM
embcb@mem’c ot Figriee 1aadcmmpomtzmmﬂe4:ﬂﬁz&he@é35|on Notice that

At pIE S RS Dlo et B SCoRPR (el il Vsulbld e pigte. In Figure 12b,
comiRstiee asisaieldtbatin @le §é*§s‘(cbr?ﬁ%r@i%n—§ W%é’ss? vfemﬁﬁ?’%r{rgser contains

inthe list, and Bis not. The actua I gurati
compssiest & A @s)er thaiwevet in gaynaetsibmhewayebstectie daestdte and

d.
obsPly b FomERie Rt kBl oSt sipie Sa guraendustrates the
cores s@@its Bnl thekbesisn viean aRELHRT ndRifRALIHRD ale ﬁﬁé rﬁfhe - GQre state

paraneter. |If the session paraneter Is nu
(POP@é{tﬂy seedpicaniBiting amtﬂwﬁesem@n)smmonént&s desteiiamd C is

T
updateatopT ¢s vistlsin tessgmidnnabw! SiBc6 @ Rastaher ﬁ%ﬁ’édqﬁy the session.

servjces gl nd C. Further assunme the user <creates
The gelafjosnof O‘A’ﬁdei:isémté@i@émﬂtfeS%‘SI@mdjadaelaedBaWeBelsodiﬂed by

the ss%fs\{ér? e']qe?ﬁbggg Déh?lte]ig oﬁﬁ%ooﬂir?@wgé&ye@gg?gﬁﬁﬁ:B&)jté This case is
an exasgil@of a omﬂmd beameerrea sessidhkiRientew 8aYAS core state. Such
ending,gn the sessjon: |istServices(nuli) returns

d
SC@%}?EJS@W%% (8 g dgpv g nydifigd LIN%“W%M by tws sersions. Uniess one
of theag|misus %fsc%ﬁﬁee% U OShGAE Saf it r% ol 8.'&3&(?{»%’1 ﬁ‘oet sed] éﬁg%%ss:on is

sessi on. Once user 138 satist
comptiehn commit the changes, subJ ect to validation.

| h he h d
in orgE B RER<5 ot Ias ooty &isiaaapeisi (nformation) foral the

com @rﬁ@ﬂﬂs sk drb rhédtﬂé& Sé:%gieds 'uEBﬁte'dt ot ﬁefé?eéll)qmﬁét %%S&n There is

he user can al so discard ‘a sés
exacifglonegecorkios essh shc abapinantevemii ithesnadifiedpaely ffes in that

sossH PS8t RG0S 2B0nd o ePtod hosh B ot
t;
e o SN st L T

modigeafians anepertxgieshonititeasame dosesmieah Theemcaf‘d B removed if all the
ned in a session and

updai\’@;]g gw%gglréngﬁ '{'Sﬁ%%b éﬁ%gég% rghfn%at cormponent are undone. Session

data is persisted on the file system. Notice, also that, the session data is not a
snapshot of the configuration data as of the time session was create (the server uses
snapshot based session data

In one embodiment, the following provides logic for Create, Update and Delete
operations.

1) Create A in Session S:

a) if A was deleted in session then CREATE (update the existing session data for A)
b} else if A exists in session data then ERROR (cannot recreate)
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to highlight different values taken on by the

conponents. The shapes with thick lines in th 18183
WM/ 11Haf cate that, that conponent was mdlf?ggﬁ%gd()%
the session and thus its existence and value differs
fromthe sane conponent in the core state. Shapes with

¢) elegiflfaexistmiascara state thes ERIROR(CORNPHIACERAE) t hat , t hat

d) mﬁgﬁ%gﬁséﬁi‘ﬁc@%é#a%rié\&ﬁ@d”fsf%‘1' SERAN s
state. Figure 1la illustrates an initial core state

that contains conmponents A, B, and C. There has not
2) Ueeatealhyn BpdsibesS:i n the session, so the session view

o) Ehyareqed i peaderaRa iﬁ?ﬁﬁa@iaaggg nblefidinSREsg ©
b) €98% %%ﬁfb@@;ﬂ’ (52006 LA 1BBDATEL (dpdate tEoepistigtseBsion data for

|s updated 1n the session. This fact is recorded in
A)the session data, and the session data is in turn

used. toget her wit t ' 13
) S A B Beodatef AT B e SPRY Hrd Qg ATTSeSIon date)

%%@WR@P (A dBES Pt BRieeirt corarstategnbodi nent . I n Figure

conmponent D is created in the session. Notice

that although Dis visible in the session view, it is

Bo Vi, Si e i. ore state. In Figure 12b, conponent A

) Peleieelne e session therefore the session view
a) fA lsQféi@tfedQﬁh@e%Bm themﬁmﬁt OR (Mdods mfexnﬁhlgtsesilqmdt in

any session however sees ate an obs ,
b) Blvktl B eHissh Enoeas aR et e BRECL b S pasT Tefar g Mearity
hFi ure 12c illustrates the 10 core state and the

sion view after two nodifications are done in the

c) eREeS] Atexigts irf pmtbteyth@ue:)EbE?EEmﬁetrtprn@eran@éﬁrﬁe’ﬁal integrity checks.
SeSSI on) Component i s del d and Cis updated.
R\%&&fﬁ%ﬁ“ﬁg@@%ﬁl‘?‘é@feﬁ elves differently in
the session view. The wupdate to Cis visi bIe in t he
session view, since C was never nodified th
in 888 $hetodimBng réed epiecatiats d@ye Hudugion téahthe usesiippeeing the

th B
sobE oy (e SR IES BRI ShCL AR Dby Pt e 25386 Nete end the
cofibte, 'I'Hesfoqigﬁ/ﬁﬁd Rgides0rERItRe Qﬁpﬂam@ﬁaﬁd)m of 4 Faatdnget) operation
a session's data/view and the core state. Such

in snemroddsieaki se if the sane itemis nodified
i_hconpat i blg by two sessions. Unless one of the
1) &read A1k SEsSigNR ar ded, conflicts can be resol ved when

a)tnhﬁlssﬁe%féﬂi Fesssspih then reqminitied. 20 In one
enbodi nent, session data is essentially a |jst of

b) retswoif ésexsusﬂnrseasuooﬁmem setugh its vakle IRIRSSRSIP that are
d
c)ggges} sl Boresetg iR Tl RBR S hold bt o

)@é@@@@mn@yen if it is nodified many tines in that
session (e.g., it is created, then deleted, then

creat ed agai n) This record is created the first tinme

lnf@%’%ﬁﬁg@megt%é{eﬁ A edidns 2% 5558 B Undblogetalttitidhed have done in

that session, in a strictly reverse chronological order.

In one embodiment, when a session is being committed the system can reflect the
changes to the core state appropriately. The commit essentially resuit in a sequence
of updates, deletes or creates to various components that are modified by the
session. In one embodiment, the commit of a session can be atomic, In other words if
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The record is renoved if all the wupdates that are

wbehéoried by the session on that conponent arecyngeqenisiss
Session data is persisted ongghe file system Notice,

al so that, the session data is not a snapshot of the

it #@ﬁg dt%frﬁrdo%oﬂﬁttﬁe §ér\)@<§1 E)ilj]fmtds \é@?médéaéé €ar can be

€ SEerver uses sna ase seSS|on ata 30 In
rokgtebacibodi ment, the follomnng provi des | ogic for

In Ges Erghodinan). 2 FosbioRSSnderBy o UbLs cofrh SRl Eeglablt in an
inddIRERL S dPE BxtkSth %eséﬁﬁbﬁﬂwéﬁ@t@céﬁmﬁk nddalleles if dnvPone of the

exi sts in session data then ERROR (cannot recreate)
foIRﬁﬂS@isliMéQ PCT/ US2005/ 018183 -52 c) else if A eX| sts

) KORG8 GRS larhay areyoan vask BY & Eibarin; i fhssesgion are
de@’éféé‘)n e ééﬂ%aé@teAThfé i§€il%§§ti%'?ec§5m Rigire M3aA0om st it %ﬂcreated and

in session then A does not exist in sessi o@%
re@rmmesfcommmmtss thats%skgeaﬁv itetha cone atatPDikTen Bupdatated from the

cob L SeBR B OBRED AL Al 18 LSRR rfernce

fror®pShan data) d) el se ERROR (A does not exist in core
state) 10 3) Delete Ain Session S: a) If Ais deleted
2)iGhasgesitothe here SRRORAYAINGEefOEYAR 0§ TEPTPNSEs IN &g Seysion view.

I f. A T
Ti5h bl AP A S R IR bl s BB Ao o oot
to Bd 841 JtateC ANE HIngkeahé mmr%ldﬁﬁ alfoinerd. pr ot is introduced in the
referential int egrity checks. Eﬁ el se ERROR

folloxiing figurecly &rst uRdaling A smihat ifgstaraeees Br daan i odfied in the
cofp ST BTG RAE A IR Pl elogh B 4750 bl 368 B o o

refdgeride fyMUB t1g, Bhises mmmsﬂsaimcan ded heti2B retﬂrenangtﬂeand A

The fol]low ng | ogic describes the inplenmentation of a
refRERFiNGBt) operation in an enbodinent: 1) Read A in

3) %?ﬁﬁ?ﬂeg‘gbé itﬁ%tré{esﬁiéf%r&ﬁta?irﬁgg Q \FEa8OMdLE & cbn%‘p%@nts that can be

exi sts in sion then return’it
dekdbdieVhentshesmpessitoa dekfed Jn alssesion, heesession manageechecks to
makeast,uerettﬁaetnth%% gltenné) trg’fe\fg:%ces tOtho&?mSct)r?ér% After the delete the
component is no longer in session view. However since 'this component is visible to
users outside the session because the session is not yet committed. It is possible
that, a component in core state is modified to point to the component that is deleted
by the session. Such a scenario means that the commit cannot be done because
doing so would result in invalid references.
4) Conflicting modifications in session and core state. It is possible that the same
component is modified in a session and also modified in the core state (due to the
commit of another session). For example a session may delete a component, while
the same component may be updated with a new value. Such conflicting updates can
be resolved explicitly by the user. This issue is explored in more detail later in this
document.
5) Conflicting the server change list in progress. Certain operations performed ina
session result in modifications to the server. For example, creating a service usually

deploys servlets or Mdatabases. These changes however require a the server lock,
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TORIENNGE:| diAddis toVAb‘éEmkebQﬁlFWPEfgﬁﬁlgﬂ@g RRD RESOLVING
\; f.erences 1{10 tihat jgonponent. After the QRTEHNSE he
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sessi on becqu the sessfion is not yet commtted. It
i s possj BIATE , a component in core state is
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a) ACCEPT SESSION: Commit averwrites value
in core with the value in session
b) ACCEPT CORE: Commit preserves value in
core state (effectively throwing away his changes)
c) MERGE: merge the updates in both of them.
This requires support from the consoie’.
vV NULL Vs Update in session, delete in core state: Ways of

11 don't know if we can ever do this.
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then deleted in session. Ways of resolving are:
a) ACCEPT SESSION: Commit deletes the
component in core

b} ACCEPT CORE: Commit keeps the value in
core state intact.

Non-conflicting concurrent modification scenarios

\%

VX

VX

Two updates with same value

NULL

VX

Vx

Two creates with the same value

V

NULL

NULL

Two deletes never conflict

Table 2:Conflict Resolutions in Accordance to an Embodiment

? In this case the component is created in session too, but then it is deleted.
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In clmr:a eRr!nb\cgldi%lmgrtmti, gg)up\c{latl\leuiél?nmglféd i\ésihg%ot}é{mrl}lg %Iasggz NULL

e User updates: The user commits a batch update. An update plan is generated and
executed on admin and managed servers. These updates typically occur on admin
server and on managed servers,

e Managed server recovery: A managed server finds, after a prolonged disconnection
from the admin server, that its configuration data is out of data. It thus requests an
update plan from the admin server, that can be executed on the managed server and
can bring the managed server configuration up-to-date. The updates are essentially

the “deltas”.

In the case of user updates, the update plan is first executed on admin server, and if it
succeeds it is sent to managed servers simultaneously (and asynchronously) for
execution there. In the case of ménaged server recovery, the managed server first
sends a digest of all resources that it knows about and their version numbers. The
admin server then compares this with is own data and if there are any discrepancies it
prepares and update plan that can be executed on the managed server.

In one embodiment, the update plan is sent to managed servers using a well-known
JMS topic specifically configured for service bus. Each server {including admin) has a
change manager component that is responsible for receiving the plan, executing it
and, reporting the result back to the admin server. Each server is responsible for
executing the update plan it receives. If the plan execution fails due to an application
failure (e.g., an exception, not a server crash), the server is responsible for roliing it
back all the changes that are performed by the update plan, to the state of the
configuration that existed prior to executing the update plan. in other words the
execution of a plan on a server is atomic, It either succeeds or fails. in either case the
outcome is reported to the admin server.

It is possible that the updates succeed on some servers, but fail on others. When this
happens the updates on the successful servers can be rolled back, or undone. A
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conflicting creates: Ways of resolving: a) ACCEPT

SeISEEBIN:raghining dise exebetiorabilen ipdateeBE Nt héﬁ?ﬁ%ﬂi has to
alue in core Conflictin

: Commit, uses the
pe'%l)qgg{ SOAVSEY BrEg étaf&{i)e;f'éf)@? empadimentarse bytway of illustration,
60 ' [ ession and core state
reccoﬁ%??ﬂ&?%ih&@\%e% ,Hélpﬁ'e conponent is then deleted

1) Rellagdsapnlocsttysriathat basbeenpetivaned bupRSERIMSFES Rnce there
ACCEPT CORE:

it deletes th onponent in core b)
W"‘%%Wew@ﬁ@ F%Ei{é'sfﬁaﬁi 5@*% @leSé #eed 4o Bederavered, and rolied back fo
theiNbefGenfidget i ng concurrent nodification scenarios

WxVxTwo updates with same val ue NULLVxVxTwo creates
2) F\Mf“ihermesgﬁeamaoegwweumuTm del et es never

(e e 2:Conflict Resolutions in Accordance to

) SRR e BRI A PRt e enuS B ol Gremimtha adiomesareet. and
receéine gletsson too, but then it is deleted. WD 20051114452

PCT/ US2005/ 018183 -56 I n one enbodi nent, an update
b) Apphnthesedlelienjleeallytinayingebe mtesjathedrvact oreffuratich be-to-date with
theQSmhﬂ)géf\fé'}de by a server. A change nmanager that
exl' sts on ‘each server is responsible for executing

the actions described in the update plan. The Update
Pl an executed on an admn server may differ fromthat

. Inopg @@lﬁ%mgﬁt,@nm@j@@l@eﬂe@mbes Chiainges éledtiare r@jevied ta be applied

Y i gh= . QV ' f~how updat es are perforned.
o 45t BUSBO RN U LB BRY KRSRLES 5y PEr Lot et
managedrsecoarsr and ltrcopheing alid bMeAtks” Mt FiBe lifdivi

i nit ic@rtged i.n the foll ow ng cases: Ustﬂggédggﬁdet\sngu%%hanges. In
one emhodlinRH, thers AeftR tipenoblashs: Gredde eomipanensiask: Update
compBASHIALEL BAEte component task; Create folder or project task: and Delete
folder or project task. In general the update plan first executes tasks to create folders
or projects, followed by any number of component tasks, and ends with tasks to
delete folders and projects.
In one embodiment, each task in the update plan provides the following functionality:
e Validate: validate the data that is affected without making any modifications in the
system.
e Execute: once validated, execute simply performs the configuration change. Namely

it creates, updates, and deletes stuff.

Figure 14 is an illustration of update plan execution in accordance to an embodiment.
This figure describes how an update plan 1402 is executed and what
modules/subsystems are affected. This figure shows three major players that can
participate in an update: various Managers in the configuration framework that
specialize in certain things (1400, 1404, 1406, 1408); data structures, such as update
plan, tasks, etc.; and various stateful entities (1410, 1414, 1416, 141 8): Theseare
various pieces that hold some state. These are runtime caches, persisted data, and
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executed on adm n and managed servers. These updates
typically occur on admn 10 server and on managed

servers. Managed server recovery: A managed S@fmi&2005/018183
WO RV 4ERt er a prol onged di scognection fromthe admn
server, that its configuration data is out of data. It

othpagatednabs ler oyt SR St e FREh R ROUEE manager
wﬁghg%gég% SRBRAASAaHR il}@;fXQQl@W gdanal.i on up-to-date. The

are essenti a 15 the "deltas". In the 86
Inddnesmbodipattean updateipagine viienthiesChanga Mapaggt ég @ﬂets an
dmi and if it. ™ .
Undnisgian 4802 Srories o BUETT SRS SBRBIme R, pp odate plan i
siﬁ-@:&a%ﬁ%ﬁ%‘ 1R 8T @hichicdrse easeutet] imanige@hess tamks invoke
ery,

e managed server first 20 sends 6dj gest

methald offasiaat désnadeat! 40¢ Kricompaneit Manadehtqle errgepip
nbers. Th dni ST verst ‘
oo msesieliR el P RRICCa Eoary S BB RALES, dr Brsiptts 118 Project
M%@%Q@f £5d PR Magerinairmagnidte reweanttstatedn erttiges, such as
nag

ed server. In one enbodi nent, the update plan is .. ,
netinte tachesnbibl refereres gainsgand filas 141800 2 THiRet ppodiment, file
specifically configu rvice bus. Each server
uz»@a#@%&@ﬁ@“é%\q? tﬁ%gﬁgr\ﬁ%ﬁange manager comnponent
Ik ?ﬁé ehﬁmﬁ%ﬁ@ﬁﬂ%@bﬁricﬁlﬁ miceitRisvihaglisten tplupdatessiocpnipnent (for
1T a reporting the result back to the adnmin sery

nd, [
cEavplesdenige ManpgspdidihiTaesemodules (RGNG IS NANES? Zhat ocour on a
plan it recejves, |f A8 X & | t E&M ttype’
P%ﬁ‘cgﬁﬁlcpmqr@ﬁ?ﬁpﬁ’laﬁbgr (@.Oglﬂégan ex%‘gglsi&%‘nd,es%ﬁgﬁ ga‘ pon.en P
isS&{eéEe’d, BBRH) upddtedser eeranics. Léstpoas typiealoupdaiel theig own internal
It ack all the changf,es that_are perfgﬁmﬁ_d b‘%{ %Iﬂf or

stapelirt eespoane o thesrenalligptions. RUL G UIRHGITAITRIH FE9

exj sted prior ' ﬁ{%@@{t oifits baRe@tdrechanges made
dwb&gﬁupg@@@&%%ﬁ%l?égﬁ]%ﬁ%%ggﬁsgﬁa on a {?’édrﬁver *ie atom c, J

td iheeiistaiors ot a sedfca T e Istenars diolthetate the cende rolled back when
outcone is reported to the admn server. It is

apeyEdsiceUthat t he updates succeed on some servers, but

fail . g e
b RS 950 s pg oo e . e con
pgeﬁs@hﬂgﬂé&ﬁd F?ﬁ:a{fghm\@@?zfms ﬁseui $1E @ouEen Phi RARsh
uri ng the execution of an update . .
tieg bea s FEPANEREBYETy IOP TG Pr e TihABRERBicates the
| Ritbc I Yol trind b9 RS “STARTED Y h.
e%%\gﬁrggg% ﬁe 3') %onw é@gﬂedgsm% ggg'ﬁ)lragack any lvggaelnoug .
Zoﬁ(ﬂertshgttemm damutiper Wotena tedsid qmo&hec(gﬁsﬁiha@ g}gj iC%ﬁ?&l’é@ execution
there S.a _Server.crash.. persis deas):
e Sl b S B SHEA T Ty
Sg)?{f%,rr%gipﬂéﬁﬁm 2hufurdher®icerd bh tiee diskntankigditates therexecution has
end " a

I'gest of the current contents of . h
faitef higdireddveny tsointfightadrsimpkesiviap vadiRisuch as FAILED” is enough.

in one embodiment, recovery is initiated after an application failure or a server crash.
In the first case the update is stopped after the application failure and recovery is
started immediately. In the second case the recovery is performed when the server
restarts after a crash. Rollback means undoing the effects of an (group of)
operation(s). Whereas recovery implies a more general activity that may involve many
rollbacks, and potentially many other kinds of activities, such as exchange of data
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receive deltas. 10 b) Apply these deltas locally to

bring the managed server configuration up-to-date with
wo b@sadisn server. I n one enbodi nent, an updatmCplism00s/018183

descri bes changes that are qgg_ded to be applied to

service bus configuration. An Update Plan is executed

j [\ . . it .
Do ekt §hbs 04 ofuRRARRR SRR oy Sl aelp operations.
Nevehiasigss thdge tvanerewshed hensed iMerckaageatiyve types of
tasks: Create conponent task; Update conponent task;
SUPW%?@“@@&%ﬂ@Pﬁ Rghanagsdhea s akpices opHafacter gt akke) from V4

: o ' .
to VIR BP Gifioni R e RhE Ty (M VARR GregtAprogen
hypical etiback) Jdvewet abyhabygforeiiipege ¢br hpenation tasks
P ygﬁgl endECV\{t thQaskg %oeaz% dgglletagef er ders and rEJroj _ecteg.revert
back 9 taﬁgv%lﬁg(ym%mﬂ,m%la@cﬁ(;taggk?)i Qp@ﬁgogﬁ;@é}@ogﬁhﬂogrcal roliback):
AorffY iEtod BEoREIBN0 (UIEKOPIRLAYE VAl 1 gpan v,

in omoeiinbbdatemnn bothapireackgs tambe dixployed depaeding on which stateful
[ performs the. conf ration

entit b0 TRl PRCK Jor e il fabaRen S to dRbHErerBges (valus
based Mdroakh ot ﬁlelﬂpdiﬁeg.nmi%'a%é%%rn%%régovgﬂﬂ@%ﬁ@tyﬁé&e}cg all

execution in accordance to an enbodi nmen
affeddeds Glesheith timir befouptatgeplGmthistoher hapd cioutrddr @no!llbbcit state

charkRe B CRIE R T A o Vi SR Sgets Perya il ghations, we use

operdfed @ppY@adpus Managers in the configuration
framework that specialize in certain things (1400,

Figurad4a i9 a06ljustedign; of gasucosssiut updale, in swchrdescad anembodiment.

In odfeBg S Fpho e 8 3enlt Ml Seththing.s fihebt fligean application
excebhat, drahd sepver rﬁh?bﬂashﬂi@ﬂ? RIcOVEHftdPen §@¢BRStart. The filled
persi sted data, and WO 2005/ 114452 PCT/ US2005/ 018183

circlessigdisptrewhest tha agtemsmRystadly ot her nodul es in the

4R PR ARG BB SR 25 boairens
recop@yistertsinemetiRrelChRoliog MitRare ekdO@idgedBa pian rdRgahfinly on the

Plan 1402 and executes it. In aspects of this
operaligfilroiIAck appro@eiate plan is 5 sinply a list of

. i . i Se . .
nort AR Bodiy WDEER 980 S0 RRE bl 8000 TGRS s sk n o
sequénop.diefiote Measigar exXetifed anandertatiois created for that task. Notice that
updat ep:reat,e/del et.e/ renane conponents 1420, fol ders

this (gjdodag &@gst@alﬁygt_hep%ﬁer@@top%q%@at §AQ b@dﬁ@gﬁ@ﬁpllback the
offechPOBORIsK Th LySaLiLBf &ereirh%@imer?é %Séé‘hnﬁm#l%s%?e Geoumulated
o r grapns, an

such as "runt’ine caches ef drence
in mdrmobrys Wb a thsk il dne pem exdoudomsitps fnd ehelfeapadtes! undo

are hand{ecp_ viha the Fil g ager.
tasks are executed in the reverse order. For example suppose the plan has three
tasks, namely, update policy P, create service S, and delete XQuery X and deletion of
XQuery fails. The following list enumerates what is executed:
1} Obtain undo task for Update Policy P. Lets call this UndoTask1.
2) Execute “Update Policy P". This succeeds.

3) Obtain undo fask for Create Service S. Lets call this UndoTask2.

5) Obtain undo task for Delete XQuery X. Lets call this UndoTask3.

)
)
4) Execute "Create Service S”. This succeeds
)
6) Execute “Delete XQuery X". This fails.
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I n one enbodi ment, the various nodules:that listen to
updates to conponent (for exanple Service Manager)

V\}(f'%@‘%/ Tﬂezse nodul es regi ster for changes that QegUE1004018183
a AUl ar conponent type, @and are notified when an
i nstance of that conponent type' is created, delete,

dat ed,. aned. Listeners typically update their
7)%@3@?(&%&%&8%?5 state in response to these
8O T #AG igRxeckted, exanpl e the transport manager
depl oys/ un-depl oys/ suspends/resumes transport
9)ddagol arie IB@(@QUéﬂ'changes made to the definition of
€LV CE.. - listeners hold state that can be
1@0@?%%*%53(313;[%%%%9@% error occurs. In one enbodi nent,
in order to facilitate proper recovery the change
manager can 20 persistentl

recor f ol |,om,n
Infeng embpdimentnthesyadq g rfog,fgreg?eppgg :dte%%e Afe pﬁ@te 9nd create tasks.
bedi nni n i.QR, '
S\ UB}AS RhPhENEKEI N oo idor peserstional tpdates
cShpBhéntstith g oviginabvaluehSasilarFTORTERME $askn Siggundofask can be
After successful executi 0{1, wite a.rec

d..on the.di
Ot MG PAETeBRTR T PO CRERL? [ Ryt Rafie. The task
LAl ' ' - 1 RUECESS" i s
irgiRUERE s MR BoRdhieds 1 bSO Ado TGS !
Inr &eshbodindet, dpditindat filcadioeanet proneed s ade/BRdagtyie as the

e@ﬁi@gﬁg%@rg\é%{.ﬁ?aé@sf N gg{?d, éﬂagﬁ@{egﬁ%%eg%)ﬂgﬁpgck, its undo
telsR GO ¥RENuthd, Wikhtfliéd Q?iﬂ]éé‘UF&éteaQ fidPpiepRirb@N ahdidt e end of the whole

a server crash. In the first case the update is
plahapeedtion,titbe upteteaisptitheat cammitied reralivd haskobapgd pg whether the

30 started, imediatel y.- 1n c : .
PRBcSFEISH bepatrri s bP S STgae ik fion flpg F1, and F2
af® {of @ébpgﬁeh}&é&bdw@dmd@kmmd&mﬁé ecifigurhtiom change to

group of) operation(s). Wereas recovery inplies a

cmr}?gmﬁtﬁe@‘aanﬁ&a.\ﬁheyfoﬂﬁwiﬂgrﬁipﬂefﬁ‘@él ve many
1L ompreaLcTn sRange, B I8y vRLE Ko dtoapaed with relovent

gREl/ US200S/ 018183 _59.. between different entities in
a distributed environment, or potentially redo .
2pFemponensC3 inenangsl HYs caHebine e fe b atPgeed il relovant
di{(%ter changeabl y. Suppose sone operation OP changes the
94 ue of pi ece of data (e.g., state) fromVl to V2.
ST'/Hitﬁe apelapladexeantide suotéats (aagkcommited thaayas afinal step we do
al ue based approach 5 (physical rollback): Save V1 as
a} remyeif ypdatesdgdia 61 this operation, and then revert

L en rolling back; and 2)
bg@h{wghg?{e&\égﬁ’gﬁ (logical rollback): Apply the
43 nvetteswizle pparof collb@Rk(veatib it OPR) on the current

value, V2 to obtain V1. 1In one enbodinment, both
ahperbr@herdaign thEtenpl oyed depending on which st at ef ul
' ' ' |l ed back. For exanple it nakes
bggﬁgé ?Roé%(g%bgg? g?'e-i mages (val ue 10 based approach) ]
Therolldwing tatlatghass Abw sredticowsipdatesand deletien wf adile prgtgeds in an
replace al] , affected files with their

CTOCHBSB frlUmEnAaTaN BHepere oDl LR TGH o EoscRinat happens

in those phases. (These actions also apply to creation, or deletion of folders)

OPERATION PREPARE COMMIT ROLLBACK

CreateFile(X) Assert X does Rename X.new | Delete X.new
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changes that are perforned by various nmanagers in
response to notifications, we use operational
wapprroaetsz Figure 15a is an illustration of a PCT/US2005/018183
successful update in accordapge to an enbodi ment. 15
In general it is possible that the server may crash
aurrtitg a1 UI I Lab m Cat T Ut UlJLI o1, Ot
the server nmay n@?ﬁ%ﬁ‘ duri ng r%c}évery after a server
start. The fillleghteiflieesew ndi cate where tlhe system
may_crash. lniFigure 15b, execution fails |due to an
UpdpptRiesl) on e ctelpa!iner?( and i n DeleteXmddi mentDeleEck ey

starts inmedia Rol I'i ng ck th execytj on of
plan relies met)ﬁ %’ on the 33%%‘%'?13 B8R4 ’?%ﬁ%l?go'd
approach. In orpefalpsRAy .| when a plan ijsyexecut ed
it sinply executes each of jlts tasks in al| sequence.

DeldebiedXa t ask |iRerexeedted an Deldte Xadk i s | Raratred X old
t hat task. I\Iotig&g that thig undo task is b_g cally
the inverse op fion that dan be used tol|r®lf back the

ReRBRRFIE0CN) 2 1 #koal b RaET T EoF e ThRUMERk 3. 7y

hese undo’t agks are accunuliat e .5 in nory. en
a task fails {hegtdandxesut n@nresatteqbanar)@ idhereated and X
accunul ated undo, .tasks arejexecuted in the reverse
order. For exaa‘ﬁ‘eee uppose t/H@ Bt%?t?has t t%%eief%{iks,
nanel y, update policy P, create service s,
XQuery X and del etion of XQuery fails. The foll ow ng
| i st enUabtaBefilet@perationxbritesidatte GaabEmbmtimchask
for Update Policy P. Lets call this UndoTaskl. 0 2)
Execute "Update Policy P'. This succeeds. 3) (btain

The %Bﬁﬁh% ﬁlg rf)%ac,@ rﬁttﬁ% rFfosar ép?s%/rﬁarﬁ%g afte{i} tﬁe SUCCESS or

cute eat e Ice
FAI[sE}hafemst &P ;:@m;lailent turtde LAk TTR)Q&NSACG‘I!@NX@H@@Wé( Thistsa design
{;l UndoTask3. Execut e Z%I et Y
dem%*ﬁﬂsth@ s t%oz%fstftqr SOV PLHIASE 008 T@smal gyecution or

rpoB@k b?é&htdrﬁ(ﬁﬁ@ﬂaﬁ%r Ay HBP'BJ %ﬁgérérﬁ GG WHeH: u}{ougéﬁgé‘nto the

UndoTask2 i s execut ed. askl s exec
detailp obihe reicdichient , t he undo task for create and del ete
et,e .and_cr t

Fion B e T e S e P S B St ae

servEPIIROAENATN 4 Bedvkp cfHathh@aJhaM@tzé'?o thel farsRtdy aber [(e.q., files) need
renane task, the undo task can be another rena gtzask

to be rmoveeet:hrtegnaménl@@m@rméﬁhlsmkbe ectansplishiedi mathersysbem as
folio%g'e task 10 framework al so allows programmers to
Sstom ze undo tasks.

1) Determine whether the last update was successful or not, using the
LAST_TRANSACTION_INFO file.

2) i the last update failed or was in fiight (LAST_TRANSACTION_INFO contains
FAILED or START) then we need to rollback file updates as outlined in the previous
section. Basically we search for any files named “X.new” and delete them, and
rename all files named “X.old” to “X",

3) If the last update was successful we may still need to do some work. It is possibie
that the updates failed after writing the “SUCCESS” record, while still committing the

file updates. Thus we simply search for any files name “X.old” and delete them, and

rename all files name “X.new” to "X". This is kind of like a “Redo” operation.
4) Once all the files are recovered simply remove the LAST_TRANSACTION_INFO
file {or put some empty string in it).
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In one enbodi nent, updating of files does not proceed
in a do/undo style as the execution of tasks proceed.

“@h%ﬂ g./ll( Ji\ executed, and in the case of roll backTN$%05/018183
E3¥k i's executed. Wth fipes a file update is

first "prepared", and at the end of the whole plan
execution, the update is either "commtted" or "rolled
back" based on whether the 15 plan execution has

Tﬁfégﬁgg%ﬂsm@row%xm@pd t&H P oS veo fifasyeiet if tre $¢vescraBhes many
an are to be updated/created/del eted as a result
timkessiumegoendyeMr at i on change to conponents Cl1 and C2.

t%ﬁé@ﬁ{@&@ﬁﬁ@%’%@%ﬁ&%%&%%& Hahdlsd @ABIEIKbwing way:

to be prepared wth rel evant

1§/hfing 3arfily FRrPARagEd Genics pehfangedocaieeo\eaygesneneoned in the
|Ie%2to be prepared with relevant data. 3) If the
prévidies pecdionexecuti on succeeds (e.g., commits) then as

2 3 b GBPER A Pg f m
cgﬁfi«%b{im@&taf\@ kews ol Triadigesp danteing terids By all the components it
()

ack updates to, F2. Tge foll owi ng table gives how
koowatabont a0PHRRIBVAIMPTUBYEPPEh of a file proceeds in an

3510060 By SPLATS 1R URSLRNAPARS cotgUIioAEhaobhbastermines

appens I'n those phases. (These
Vet icBRpokats manhyed secreeas Missingrhafepetoigiatgs of simply should not
fol ders) OPERATI ONPREPARECOWM LBACK .
naweaT b 1 50 MESER 1 OKPHESFS AL PRAHE RISB SOk et gpgoed server

RS B el PEH RO ARAgBd nelvenstodatearitataspoct o the

maifewnigolatRananbe)adreinemnagie X. ol d create file
X.new > XX Del et eFi | e( X) Rename X -~Del ete X ol dRenane
X.old X old4 X RenaneFil e(X, Y)Prepare as if Y isConmt

524 SRSy o) osst ot sorsanen arcosal
federated system requires two phase commit (2PC):

1) Each participant {resource manager) prepares the operations, but does not yet
commit. If the prepare succeeds it sends OK message to the 2PC coordinator,

2) If 2PC coordinator gets OK from all participants it sends a commit signal. Otherwise
it sends a cancel (rollback) signal.

3) Each participant gets the decision from the coordinator. Whether to commit the
prepared changes, or roll them back. '

Although a diagram may depict components as logically separate, such depiction is
merely for illustrative purposes. It can be apparent to those skilled in the art that the
components portrayed can be combined or divided into separate software, firmware
and/or hardware components. Furthermore, it can also be apparent to those skilled in
the art that such components, regardiess of how they are combined or divided, can
execute on the same computing device or can be distributed among different
computing devices connected by one or more networks or other suitable
communication means.

Various embodiments may be implemented using a conventional general purpose or
specialized digital computer(s) and/or processor(s) programmed according to the
teachings of the present disclosure, as can be apparent fo those skilled in the
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Table 3: File Qperations in Accordance to an

Enbodi nent The commit and roll back operations for
woibes1ase perforned after the SUCCESS or 5 FAPCEDS2005/018183

record are persisted to the LAST- TRANSACTI ON-1 NFO

file. This | s a desi gn deci sion that allows recovery

i
oo e A Iyare Ry T BT PR T B b
progranehens t;as@dobrgthamachimgs of éteapieseot disklosnextas can be apparent to

thQe IR ipahESPRuRTe Al TBRQUBITOBTARY SRl blegrssy By the
préthién of rﬁiégﬁ‘été@i &%Lﬂt‘%rarﬁf&s%ﬁn CSH@&%% ér?a@g@é)drs.atei network of

persi sted d e.g., ee ereco
conmtmmbbmmpnnent tifcaitspas ben deceapily shearebyia hess\skillethin the art.

Vel BotRntSIBR I ded HGTPHET PLoGs I RRMBREHTERL P D 202
mé‘dmrﬁ _I(me@;a'ﬁ})ha'vf n%ﬁt%@ﬁén#%@é@tﬁe@‘é&@/ﬂw Rhichas 15'9 Egé@% program a

I NFO cont ai ns LED or STA
gertuhr@h puosesy ap@crahlzeﬁaompfutmg mp@@sas(sa’dewue(s)rhe@emrm any of

TN ] T,
oné bk asoraamask foflowing: bﬁ){ tybe @pH}fSIddﬂﬁqéo@éind{Rﬁﬁg% ﬁo}ﬁ@§ disks,

successful we nmay stil need to do sone work

oplinsd disgseDVE's; Kad- @ﬂ@wmpéﬁve%umwai@mhcmdtskmgwoﬂdmaphic

S T 1AL S8 R B o o
men%@;rwd@vac@@dn'@gh@tl@ of b%m:alaﬂﬁds nanoswt@ﬁﬁa(ﬁﬁﬂ@dilg fhéi88ular

nane "X. new' to "X his is
megEY 465 b RaPRS otRaeerbasactheeia; @8dzany Be o erastia oF nigwe suitable

forg,rf%?ﬁwy?n tl?@ct}d?é WQI ?gﬁo%é b%é)(d%eﬁt%tméiﬂgs a computer

proBeAh Lﬁﬁd@l&ﬁ/tﬁé@daﬂﬁbe t@dsiited mewhalei srim abkewhdtdveer one or more
ste dyp to.r cover f| |l es even if the server crashes

pu%ﬁp ®1) b %Ilﬁ‘lei"ﬁ@r ks ehsrginyth eltfﬁr@ﬁ‘@s@ﬂﬂmhﬁ@ﬁ instructions which

caﬂ%@%%&'f?%’&éeér r'h%ge?ér ! usb?rs%:%na T gﬁ&eth{e%é@%g]ﬁrsesented

erver per

hel‘em:a'h vamnm/emﬂvodsnmeﬁst tmntemsmismhaa may illesa phobligrof separate
VQ hen it contacts the adm n server and sends a
tranirgs8’P"$nf or mat i on about the confi guratl on data it

Sto'ﬁé@%e %P%re OWIH§ cHhRsdr r%@ﬁé@lbrfﬁeéliﬂ% Asqial, tﬁé é&%t disclosure

onponents it knows about and elr versio

lnclmdes)soﬂwmmf@@omﬁolimgrhm}n dwe harrchvaie@églenwal Iput;jstme/spemallzed
at co

configura it has term nes onent s
comidtatRnEYpl Brodes i by 1o SbRIE e i ORE Shdlar y
proé@ﬁﬁr(& 'ftﬂnter%%‘h’ﬁnth-ré”'ﬁ@mtah%sé@'@r Btfﬁﬁrﬁ‘f@éha‘?ﬁﬁ'ﬁ@ﬁiﬁﬁn@'?ﬁe results of

updat e plan just for that managed server
the present invention. Such soﬁware may include, but is not limited to, device drivers,
operating systems, execution environments/containers, user interfaces and
applications.
The foregoing description of the preferred embodiments of the present invention has
been provided for purposes of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms disclosed. Many modifications
and variations can be apparent to the practitioner skilled in the art. Embodiments were
chosen and described in order to best explain the principles of the invention and its

practical application, thereby enabling others skilled in the relevant art to understand




whi ch, when executed, can bring the managed server
up-to-date with respect to the main configuration on
woedmAa; server. 15 In one enbodi nent and by wayusieos/018183
illustration, executing operap%gps in a loosely
federated systemrequires two phase conmt (2PC): 1)

| . -
20 PR F g IR e iVRB E2 qdtieg by the following
chirag epdsthilr epindge@ nmessage to the 2PC coordi nat or.
20 2) If 2PC coordinator gets OK fromall participants
it sends a conmt signal. O herwise it sends a cance
(rol I back) signal. 3) Each participant gets the
decision fromthe coordinator. Whether to commt the
prepared changes, or roll them back. Al though a
di agram may depi ct conponents as logically separate,
such depiction is 25 nmerely for illustrative
purposes. It can be apparent to those skilled in the
art that the conponents portrayed can be conbi ned or
divided into separate software, firmvare and/or
har dwar e conponents. Furthernore, it can al so be
apparent to those skilled in the art that such
conmponents, regardl ess of how they are conbi ned or
di vided, can execute on the sane conputing device or
can be distributed anong different 30 conputi ng
devi ces connected by one or nore networks or other
suitabl e conmunication neans. Various enbodi nents nay
be i npl emented using a conventional general purpose or
specialized digital conmputer(s) and/ or processor(s)
programed according to the teachings of the present
di scl osure, as can be apparent to those skilled in the
WO 2005/ 114432 PCTJUS20051018183 -63 conputer art.
Appropriate software coding can readily be prepared by
skilled programers based on the -teachings of the
present disclosure, as can be apparent to those
skilled in the software art. The invention nay al so be
i npl enented by the preparation of integrated circuits
and/ or by interconnecting an appropriate network of 5
conventional conponent circuits, as can be readily
apparent to those skilled in the art. Various
enbodi ments include a conputer program product which
is a storage nedium (nedia) having instructions
stored thereon/in which can be used to program a
general purpose or specialized conputing
processor(s)/device(s) to performany of the features
presented herein. The storage nedi um can include, but
is not limted to, 10 one or nore of the follow ng:
any type of physical nedia including floppy disks,
opti cal discs, DVDs, CD-ROVs, mcrodrives,
magnet o- opti cal di sks, hol ographic
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storage, ROVE, RAMs, PRAMS, EPROVs, EEPROVE, DRAM,

VRAMs, flash nenory devices, magnetic or optical
woanasii44sanosyst ens (i ncl udi ng nol ecul ar  nenoOPYTAEH)S/018183

paper or paper-based nedi a, aggl any type of nedia or

device suitable 15 for storing instructions and/or

i nformation. Various enbodi®ERfggi ncl ude a conputer

program product that can be transmtted in whole or in
VVhaaMIdaanddmmer one or nore public and/or private

net erein the transm ssion inc
T ns 8 RIRCERSINgARCHPIRS AT Bfeé‘ﬁ‘ée BFO%P%mP“S*"’g

pr o r t

heréﬁw B oo QIay RS AT R0
proicessindegrapp Mineakint the difstqepairaede2at ieasinyTe wessage processing

t ored one or nore of the conputer readable nmedi um

nOE?redla) the present disclosure includes software for

cong £l 8adtPbhe Rt ar I@é@ﬂrﬁwé’fm&@;@ﬁ?é akocessing node the

pur pose/ speci ali zed conputer(s) and rocessor(s)
opmrﬂmtoemamsm@etmeswapamcé yeaarmwmft @ﬁblﬁ@@é@ﬂewe%age

0 i.nteract ser. or, ot

progesing g et SEORHY $5%te8 naieddin TR0 Rhortion of the
meSYsde;3ffd ware may include, but is not I|n1ted to,

device drivers, operating systens, execution

envwhermm@atzl@ﬂsmmr@ssag@mr@mS@mgha@@e warlements an interface

anBBrsiBichLiis i rehPE e \IRAERELURL Plokn  on has

been prOV|ded for pur poses of |IIustrat|on and
descrlptlon is not intended to be 30 exhaustive or
. to Thwethﬁ@qfﬁ\?é’ﬁﬂl WhetEN't he precise forms discl osed.

Nan%e@%%'u?#ff&wcﬁ@ﬁ is ?#]:?jaé)‘(@f)f ?ﬂ'eggts?ﬁé‘gf %%8%% Hécrfygtmg,

t he practi t’I oner ~sKi e ar
digithinssignimgd didstat sighetlire wedficktiont autresticatiqn, @valudtieg a policy, and
principles of the invention and its practical
detgppininchbrenss ¥ HBPeby enabling others skilled in the
rel evant art to understand WD 2005/ 114452
PCT/ US2005/ 018183 -64 the invention. It is intended
3. t hat nétbod dopecromunieatingeemeiseagd éo defrberss, bymiphieing:

DOCPPR? SPeTTDEaa0a b hers The BCCoIk iR s 4 fagade for a firs

inteq%aq\:iened is: 1. A nethod for processing nessages for a

Service proxy, conprising: conveying a nessage in a
fi radcegitingdhe oressageyiatie seongdnterfacea nmessage 5

processin h wherein the first path includes at
| e} e%tf@gwg Eﬁ% SProcessing node; affording each one
of 5beiditg IRATs8RGe RHRAYBCEELFRIAE FtstINEFabieand

wherein a change to the first interface does not require a change to the second

interface.

4. The method of claim 3 wherein:
an interface includes at least one of the following: a message format, a

transport protocol, an address, a service definition, and a security scheme.

5. A method for processing messages for a service proxy, comprising:
conveying a message along a first path in a message processing graph wherein the
first path includes at least one message processing node;
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opportunity to proecess the nessage and wherein one of
the at | east one nessage processing node perforns a

w??%‘w/ht-tl’szfunc“ on based on at |east one porti @grafs2bds@is183

nessage; and wherein the at66l east one nessage
processi ng node inplenents an i nterface and/or a

rotocol, that i.s,co i bl.e ththe .
e SiRHBE Siows 1 7 0Esuhaieh Whetaih e BBGARTIE B o another
sehHBEbRG dikd § ﬁ?b@ Hq at | east one of: encr ypting,
decrE/)p trng, gl tally signing, digital signature

ver icbnmatnicatingthemessege itoihe égstingdionng a policy, and

determi ning access rights. 3. A nethod for

comuni cating a nessage to a process, conprising: 20
& eXpQ%Fﬂﬂeﬁx§F89ﬂ§mhBN@R&@Q? wherein the second
‘interface Is a facade for a first interface;

accdin salgcting inbasaenwoataridn FRcBwesrgR-er f ace:

sel ecting the process; providing the nessage to the

process via the first interface; and 25 wherein a
7.changg, hewdieof damh Sivtigefmce does not require a
‘change to the second interface. 4. The nethod of

cl aiam@ssihge eravesaing mds indbe at Ivasi@as eSS Prasrasipg node can

T

prégétég‘r;é Mog€hene. 5. A nethod for processing nessages
for a’service proxy, conprising: conveying a nessage
along a first path in a nmessage processing graph

8. pr oo for b Ee sl S SRl BB ORATR e

sel egfibfhqdaeutemtan leadiesic ofahisenviod eraiyn atdesvice proxy
destination is one of: ano} her . service grOXéxand a

cosepariend; anthd pé@@ﬁﬁ?rﬁ%?&’ﬁ'@@ FRBIREd 45TV 6°
dest odngf claimb5 wherein: the
sel dglé?%%é}mgﬁ' Igﬁ/eggméént in the message. 7. The
met hﬂgig@ing:é%lnaﬁomb’éaeuiﬁ a nessage processi ng node
in the at | east one nessage processing node can 10
refer to one or nore other nessage processing nodes in
0.1 0e File BR%d ONGaliF s eIPIRAAEEIOMACHRIRING inludesNod
or monitori a plur servi cée proxies,
retHklﬁpglmmgecently coliected data than less recently collected data.

10.  The method of claim 8 wherein:
the triggering is based on a change in aggregated data at a specified granularity.

11.  The method of claim 8 wherein:

the triggering is based on an occurrence of an event.

12. A method for processing messages for a service proxy, comprising:
conveying a message along a first path in a message processing graph wherein the
first path includes at least one message processing node;

publishing the message to at least one recipient; and

communicating the message to a destination wherein the destination is one of:

another service proxy and a service.
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collecting data from at | east one of, a service pr oxy,
a service proxy 15 conponent, and a process capabl e of

WREAYdMAg a service proxy; aggregating the BETASHPSN18183
tinme; and triggering evaluatign of a rule. 9. The

met hod of claim8 wherein the step of aggregating
131 ncrﬁtg%tho%fa%ﬁrau@ AUHHTERI R S |y collected data
at a.

than Tess recently collecte '10. The met hod of
cl mde«&m@@eeatrheastma lecpgent hegetorbemddnioin the chesspge.
in aggregated data at a specified granularity. 25 11.
The nmet hod of claim8 wherein: the triggering is based

14.0N ﬁrﬂné’c%a"fdirerﬂ@ﬁrt@rfng?ﬂﬁ SRYABE pr hed for
processi ng nessages for a serV|ce pr Xy, “conpri sing:

c oniviggering w!ﬁ@ygh@éfoaltm@u@of |tm$seip/a:tehpnowyaa I$BB4GE Broxy

t h | ud t

oGS oY ALOagE PIBELSel HoiBHRS oG gt e
Mesfaifality 8lcohRa8 WilNehichth RivBRiate 8RO EEMMUNI cat i ng
the message to a destination wherein the destination

i s @mduaing tharndieneaseseev thaecentexyanthit r@spense tethetggering; and

c1 aTHarSI ap SR T PRORR (o W Pt Aing et 1 cact

one recipient based on content in the nessage. 14. A
met hod for nonitoring a service proxy, conprising: 5
15.t r i Jremetlipd of daigydhoiarsiniby one of @ the service

g;g&g%{le ﬁwc?&{ éﬁfo?{ ﬁ?é}‘f? ﬁe?(B ﬂ)% tthaf%\%!fi‘at%rtgﬁ 1 a?r f@bse and

COoiarbinvarh bxmfeiseh)nt@mM@le@tr%sﬁétﬁekae%smﬁﬁm uating
the rule based on the context and in response to the

triggering; and performng an action in response to

18 thq- V@lleﬁ.&fd Ia;WTA%he-FQ .met hod of claim14 wherein:
"a rul'e I'ncl'udes one or noré expressions that eval uate

t o the ventaxt fnelusies andastwiner wine ameexiprths sit (st ane value is used in
i nc| uge nested expressions. 15 16. The nethod of claim
the @¥alyRERGi n: the context includes at |east one val ue
wherein the at | east one value is used in the
eval uating. 17. The nethod of claim 14 wherein:
17.  The method of claim 14 wherein:

a service proxy is an intermediary between a client and one of: a service and

another service proxy.

18. A method for processing messages in a service proxy, comprising:
conveying a message in a first direction along a first path in a network of
message processing nodes wherein the first path includes at least one of the
message processing nodes;
affording each node in the first path the opportunity to process the message;
acquiring a credential relevant to a resource and/or a service identified by the
message; and
wherein a message processing node implements an interface and/or protocol that is

compatible with the service proxy.

19.  The method of claim 18, further comprising:
providing the message to one of: a service and service proxy.
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20 a service proxy is an internediary between a client
and one of: a service and another service proxy. 18.

wWo TRisNedsf or processing nessages in a service PrOK§IN05/018183
conprising: conveying a nessage ina first direction
along a first path in a network of 25 nessage

processi ng nodes wherein the first path includes at

| east one of the nessage processing nodes; affordin

20 €3CR Heded Br bhRamidzml regirosing apapplastivnyhaviga frdssterface,
the nessage; acquirihg a credential relevant to a
compseimgce and/or a service identified by the nessage;

and 30 wherein a ness S IpRLe e B Scae for the
i nt EXPRRIRY ARl ddP@%r%’ggl"%?éﬁ' tﬁ‘@%&%ﬁgiﬂ% & Wi th {he
. ' proxy. 19. The nethod of claim18, further
f‘“ﬁ*%ﬁ?é‘?’ng: provi ding the nessage to one of: a service

and asesptingea pequast IOy §BDSEAIMUBLRSH US2005/ 018183

-68 20. A nethod far I € P4Y posing an
apppf%\ﬁ@’f’@gﬁﬁé@(ﬁ‘ﬁ%sqéo?’%@g‘{& iﬁﬁ%lléf%l?éice, conpri si ng:

eXp%ﬁe‘?Qinaa §ﬁé‘/ﬁ)§@td et Bineeriduer does ndteregutedchangs to the second
interface 1s a tacade for the 5 first interface;

intadgeqt i ng a request fromthe second interface;
providing the request to the first interface; and
wherein a change to the first interface does not

04" €QYifetmBtHieaai® 20Wheseeond  interface. 10 21. The
met hod of claim20wherein: an.i

n.interface incl
| easin intesfask inpledes et iashgne of tha '&&"@%ﬂrﬂle,%ggae Rhrmat, a
transpor QLo i raHdCE seedritpischome.
traé‘ﬁﬁ'oa %gﬁ)ﬁgh 7 Sdgc#]rgrsrgna ?g%%sé@lf rg“ met hod gf cl gi m
20wherein: the second interface is a web services

interface. 23. The %t hod .of claim 20, wherein the
2201 ovihgi mgtharoelaln 20WPREical |y mappi ng the request

to ttES ﬁfeif;énza iiBkgEL aCs wetlsdficed itemEBOd oOf clai m 20,

wher providing includes: perform ng at |east
one of the follow ng: converting the nmessage format to

2a?hef€r£aq”&§§r§§q”‘§? Slaim ‘F’,V'W BedifSnd hgc?\h%iinatiﬁélﬁaéﬁ' sendi ng

dynamically mapping the request {0 the first interface,

24.  The method of claim 20, wherein the providing includes:

performing at least one of the following: converting the message format to a
format compatible with the first interface, sending the request to the application using
a transport protocol that is compatible with the first interface, using a security scheme

that is compatible with the first interface.

25. A method for accessing information via an application having a first interface,
comprising:

exposing a second interface wherein the second interface is a fagade for the
first interface;

accepting a request from the second interface;

providing the request to the first interface;

obtaining the information from the first interface;

providing the information to the second interface; and
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a transport protocol ‘that is conpatible with the first

interface, using a security scheme Z5 that is
woonpatidize with the first interface. 25. A mePhbYSHYF/018183

accessing information via an -8Bplication having a

first interface, conprising: exposing a secon
i nt eieacia avbieargientct the fB’@?dﬁtﬁlffaCﬁth}ﬁ’Sdlfg requige ﬁég‘ﬁﬂgeﬁ%lthe second

the Wfirst interface; accepting a request fromthe
intgdaemd interface; providing the request to the first

interface; obtaining the information fromthe first

interface; providing the information to the second
26l nt §hbanethcanef JENPRYWHETEiA52 PCT/ US2005/ 018183 - 69

wh h t t { .

FeqamiBtEARgade s 2l sk apd RitY IGRFE: 135 g format, =
tr 'ﬁ@g@ﬁ%r%céﬁ ahBRheyder &miceTaiimition, entlacsedunity sclemmat

a] t ‘'one of the follow ng: a message format, a

transport protocol, an address, a service definition,

and sec The net hod of claim 25
27\7\,he #}?éjt{ifoi% Q?H\fkier??iace is a web services

i nt ?r'ié §é§ondl@1té’r$acéﬂb€a webheevioss ttaiface25, wherein the

provi ding the request to the first interface

i ncludes: performng at | east one of the follow ng:

28\(,:\,‘0? A n?qorc&% &ﬁﬁﬁ? wh8Fdi®in (ﬁﬁm@l%rﬁ@m@ltecﬁfégpﬁiﬂ@'fﬁst interface

ace, sen e request to the
in@fpdd.cation using 15 a transport protocol that is

S hpwsorming psasipa PhIe leRnongoverind fhe iiEitlonhat o a
fo%{j; (@rﬁrggéttbc?g \r\fltﬂrthg W&G?ﬁt%'r(%%e NESRAGE thd Qiqu@sﬁﬁf ﬁhleceﬁ)phcatton using
%tx ying a nessage in a first

a Ghhgdr pmt@ctcnm@atas fconmatipw with theafirsk §8adac@ising a security scheme

processin erein the first path includes at
thﬁ@é@”&%%\%@@ﬁé’% e frd#ue9PRy node: al | owing each one

of the at |east one nmessage processing node to process
the nessage; and wherein the at | east one nessage .
20r odesRithgd fodeotesdivgroTessages fonapeice Praky GIYpSIRg:

260%%%@%#@5%@'%13%@ a%hﬂglg Wg&@ %_sb%gsf?'h}’ét et Px Yressage
processing graph wherein the first path includes at least one message processing
node;

allowing each one of the at least one message processing node to process the
message; and
wherein the at least one message processing node implements an interface

and/or a protocol that is compatible with the service proxy.

30. The method of claim 29 wherein:
the first path is dynamicaily determined based on message content.

31.  The method of claim 29 wherein:
a message processing node in the at least one message processing node can

he added to or removed from the message processing graph dynamically.

32.  The method of claim 29 wherein:




the:first path is dynam cally determ ned based on

nmessage content. 30 31. The nethod of claim 29
wolrengiis2a nessage processing node in the at IpeasisS200m018183

message processing node can _he added to or renoved

fromthe nessage processing graph dynamcally. 32. The

e (Resnol BRI AOHE M he QRN iR Ao prspessing node i

cagdhte af pbEashingrat [oast SReOIPhe felRWing: medsade autheabaficéh, message
of performng at | east one of the follow ng: nessage .
authotiFatinn, CRSSH9e Alidatign massaws rarsfPonationdseggage routing,
| . ; .
e AR OO R P LI e AR ML fogging
messadd publisatioessagerdmoiidandoa iessdgingiliptdoeati on,
error reporting, and a user-defined process.



