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1 METHOD FOR PREVENTING MALICIOUS SOFTWARE FROM
EXECUTION WITHIN A COMPUTER SYSTEM BACKGROUND OF THE
INVENTION 5 1. Technical Field The present invention relates to avoiding
malicious software in general, and, in Particular, to a method for
preventing mali- 10 cious software from execution within a computer
system. 2. Description of Related Art Malicious software, such as

COmMPUtesTyises peanentana CanT: 15 puter Systemim nysuywWayscEomoN
example, they can enter.a _computer %%stem via_ a disk that is to be

inserted into the comp@%t&n%@ g)? £&n ehterthe computer system

via an email that is to be opened by a user of the computer system.

B &I%%S%}xﬁﬁ C%IQ Gavse roblems to the computer system 20 if they

are execute In the computer system. For example, computer
security may be compromised or files within the com- puter system may
b;f d%?}{%g‘fﬂ- gg:rt'ilin types of malicious software can easily be de 25

. C . . .
tected using simple gletectlon techniques, such as scanning for a search

string. However, this type of detection proc- ess can also easily be

Th%:it?‘f%fé%%)’fﬁ’v”é’%{“l”&mm %‘EE’%’SS cade yia, ¢amp e?%grié’{ DEUON, e 5y
thus bypassing scan- ning filters. Another approach to detecting malicious
gegooftwarads té ruPaprograba while @tenmsting e iftercepteralicions mali-
c1 BEULONS Ayring program execution Ihis teeh-nigue which s known.as
behavior blocking, has a number of disadvantages. Despite of the attempt
to intercept mali

2. Description of Related Art

Malicious software, such as computer viruses, can enter a com-
puter system in many ways. For example, they can enter a
computer system via a disk that is to be inserted into the
computer system or they can enter the computer system via an
email that is to be opened by a user of the computer system.
Malicious software can cause problems to the computer system
if they are executed within the computer system. For example,
computer security may be compromised or files within the com-

puter system may be destroyed.

Certain types of malicious software can easily be de-
tected using simple detection techniques, such as scanning
for a search string. However, this type of detection proc-
ess can also easily be subverted by converting malicious
code via compression or encryption, thus bypassing scan-
ning filters. Another approach to detecting malicious
software is to run a program while attempting to intercept
malicious actions during program execution. This tech-
nique, which is known as behavior blocking, has a number

of disadvantages. Despite of the attempt to intercept mali-



2 cious actions, the program may nevertheless cause harm to the
computer system. Furthermore, the behavior blocking mechanism
typically cannot view an entire log of ac- tions in making a blocking
determination. Hence, the be 5 havior?locking mechanism may make
sub-optimal blocking decisions, which'means harmless programs may be
blocked while harmful programs may be allowed to execute. Yet another
ciapproach i@ detecting matieigus softwarenis-te rihemylate suspast seden to
within an insulated environment of a computer system so that the ,
EREoMBIRY 5§ste MYS protected™ fromMaidous actions 'of the usperf-dode?
meQhne dravthack/ef i emulationds thabwhileiibmaw protect parts of the eom-a c -
. puter system from virus attacks, it is not itself pro 15 tected. Additional
© 3RS e oL, A et [ a Breaeil Te fsoidtion Sruiisamede
haConsequently,iihwoulddieadesiablesto previde ankme proved mnéthod forng
reventing malicious software from exe- 20 cution within a computer
Ao SO VO TNV ORT IR ek i g ed
wheémbotiment of therpresemt snmantibr, & péwmadtiorisqpesformhed on a
subset of instruc- 5 tions within an application program to yield a permuted

se quence of instructions before any actual execution of the ap- plication
Yeprograrhlohra epmpoter systend Atgermutationesel guenee aambepofthes to

emB§IUed seguence of jastiuclipns is, stored.im a permuted INSIYetion ¢ 4
pointer table. The permuted 10 sequence of instructions is executed in an
coppatifion edige so that the computer system is protected
from malicious actions of the suspect code. One drawback of
emulation is that while it may protect parts of the com-
puter system from virus attacks, it is not itself pro-

tected. Additionally, data can be infected, which leads to

a break in the isolation environment.

Consequently, it would be desirable to provide an im-
proved method for preventing malicious software from exe-

cution within a computer system.
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that is capable of translating the permuted sequence of in- structions to an

actual machine code of a processor within the computer system

according to the permutation sequence number of the permuted

sequence of instructions stored in 15 the permuted instruction pointer

table. In accordance with a second embodiment of the present inven- tion,

before any actual execution of an application program on a computer
susystem, the application progsam needs to be 20 cross-compiled to yield a

set of cross-compiled code of the application program. The set of

cross-compiled code of the application program can then be executed in
Inaa executipndvod-iwe thatis eapabiebbrecagnizingfanthiranstatingribe i n-

ve%%t.of cross-compiled code aof the a%ppllc%té%{’n 8ro ram Egstgg actual 25

hathihe OdBTTtHE Procebst?. At teatlifes and advaitages of the " tr1c™

tipresent mvention withhe: comieap parent imthecfolldwingy detadedwirdtense -
wagsgription, 30 4 BRIEF DESCRIPTION OF THE RRAWINGS The 1o 4p-

AHvention itseﬁ‘, as wellas a prel%rreda mbde otf use, SFirther OBJec?s, and. °F

pladusntages:thereof, will estbepmt Sderstoddrby rkferemoeiteatheon se-

quiflewing detalled gesgip fion g gn ustiaive embadimen when readdn o
conjunction with the accompanying drawings, wherein: 10 Figure 1 i1s a
st earceptnalaview ofiatradthoasfor prevepting omalicious sbftwarelfrempermuted

s §reGHionwithip 8 Gopyier sys—tem,Jn,accqrdance with a preterred, o gy e
embodiment of the pre- sent invention;

that is capable of translating the permuted sequence of in-

structions to an actual machine code of a processor within

the computer system according to the permutation sequence

number of the permuted sequence of instructions stored in

the permuted instruction pointer table.

In accordance with a second embodiment of the present inven-
tion, before any actual execution of an application program
on a computer system, the application program needs to be
cross—-compiled to yield a set of cross-compiled code of the
application program. The set of cross-compiled code of the
application program can then be executed in an execution mod-
ule that is capable of recognizing and translating the set of
cross—-compiled code of the application program to the actual

machine code of the processor.

All features and advantages of the present invention will be-

come apparent in the following detailed written description.
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15 Figure 2 is a block diagram of a computing environment in which a

preferred embodiment of the present invention is incorporated; and

Figures 3a-3e depict a sequence in which instructions is 20 being

permuted, in accordance with a preferred embodiment of the present

invention. 5 DETAILED DESCRIPTIO?\I OF A PREFERRED

EMBODIMENT Typically, there are several levels of instruction sets
BRWIithin arcomputer systero.rT hedfirsti{lome sty teyel is the 5 machine level

instructions, and the second level is the operating system application

binary interface instruc- tions. At the second level, the operating system
Thbag abesttacted same of theamaghine level instruetiensrtodnakeidhem use,

easier to be understood. The third level is the macro_10 level instructions
o R DA Fase TG Aot R of e borBiiey ¢ 7"
desystem o allow tof ccase of prograrmminfo$ince many dectmigques hdeacrip-

; Ben dedigated g the protee: 15 fon,of he second and third levels of

Instructions, the presen%lnventlon IS sorileﬁy directed to the prorfeccilonjo
withe firselewelaimmstruetion, especially when this is the level that is used
er%l aqg%comlpeuggri\ﬂir:uses. 20 Generally speaking, it is improbable, if _noF

Impossible, to write a machine level program that can be executed within

a computer system without knowing the machine level instruction set of a
r1 BIOSESSOrWithin the. computer system. Jp addition, an installation of .« s g

Software on a computer sys 25 tem requires the software to first
mapderstandifé ingtie- from execution within a computer sys-

tem, in accordance with a preferred embodiment of the pre-

nction

sent invention;

Figure 2 is a block diagram of a computing environment
in which a preferred embodiment of the present invention

is incorporated; and

Figures 3a-3e depict a sequence in which instructions is
being permuted, in accordance with a preferred embodiment

of the present invention.
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tion set of the computer system on which it is being in- stalled. Thus, in
accordance with a preferred embodiment of the present invention, an
application program is ini- tially transformed to a set of cross-compiled
code of the 30 application program, ar})d the set of cross-compiled code of
the application program is then executed within an execu- tion module that
is capable of recognizing the set of cross-compiled code of the
DEapplicatiorpprograne.16r deferring nowse tirrdnawingscandvin yparticular to
Figure 1, there is depicted is a conceptual view of a method for
preventing malicious software from execution within a com 5 puter
Tygystenm,lin accordaaceawith a prefersed embedimentofi theqaresanon sets
.invention. As shown, a corg@%tgr syﬁtlem 0 in-thLi esatra sf9remat'ion.

th t . t th
"+ modlile 1aHd an &Xectition module™ 2. ALnrySapp |C8ﬁ]()ensp ograrr‘{?haﬁsS ©

matohbienexdcuted within tcomplitensystem d Ottteeds 4@ underfjeanl is the
msta,lclfiltlon proc 10 ess, Dgr.lln tchle mstglia};[g)g rocess, a user of

°PSormptiter syStem 10 can decide whether or NGt ah application program © -

tishau_ld b_e insinaalleelalvimndcdmp_mév sysl’uemdl@eﬁaheusers detide thes ab-
st 3RRlication program ?Jlg%&'%g%ﬁ”fﬁ%"eﬂe"xvf'é n i%%?%%%rt(j,ysﬁeim 49, gﬁe

i
application program is then sent to 15 trans?ormaﬂon module 11 in whi
thehe @@gﬂiéaﬂtortpr_dgﬁamrwm bettransforiled t@lais@@oﬂ@_@sé-cémpn@da macro
1e6ede of the ,applieation prograpm,The set of coss-compiied gode o they, .
application program can subsequently be executed within execution
abfmipaletEXthaf istcapableiof féCogiiZirg ARd 20 Yahshting tel setvof for

e ag@sg-f:o%pggq 5Rde pfthe applica- tion program to the actual machine
code of the processor.

Since many techniques have been dedicated to the protec-
tion of the second and third levels of instructions, the
present invention is solely directed to the protection of
the first level of instruction, especially when this is the

level that is used by many computer viruses.

Generally speaking, it is improbable, if not impossible,
to write a machine level program that can be executed
within a computer system without knowing the machine level
instruction set of a processor within the computer system.
In addition, an installation of software on a computer sys-—
tem requires the software to first understand the instruc-
tion set of the computer system on which it is being in-
stalled. Thus, in accordance with a preferred embodiment
of the present invention, an application program is 1ini-
tially transformed to a set of cross-compiled code of the
application program, and the set of cross-compiled code of
the application program is then executed within an execu-
tion module that is capable of recognizing the set of

cross—-compiled code of the application program.
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Without going through the installation process, an appli- cation program
will not be able to be executed by execu 25 tion module 12. For example,
as shown in anillicit path 15, even if a virus program has sneaked under
the detec- tion of a user and was plac%d within computer system 10
without the user's knowledge, the virus program still can- not be executed
by execution module 12 because the virus 30 program has not undergone
the installation process. As such, computer system 10 is safe from the
potential harm that could have heen brought on by the virus program. 7

Re frPprattiCe, trdhstormation MGt 43 sHdexteulion fotdte® 12 Shouf be ©
1, isoleded from erghiothed In faci, executon uacdule 4@ shoukd heethod for
grevent.ed from ccepting codg tfrom any source othe£ than trant formation
prm%%ﬁfélflg. ith T&ferénce now orlgigurreo?, théreis dle%ﬂ:te"qd1 a olbek <O
pudiagrany of arcomputing envicenmentvn which apref éerrediembbditient ot of
O B O i S ALl YElen 29 -
incfudes 2 hardware 10 Stricture fl, a virtual machine manad{er?VK}I or
clhyjgervia sorr22 adc virtealimachinesi128a-23b . aVidualrmeaetines-23an anddule
231 are preferably located in separat titiops such that ecuti ,
125 AR %fa{ﬁ%%%t‘%ozﬁi?)gairo f&% %{ES‘{ DL ?8 *E)% %x%'%,%& M hin

rt macnine s Isolated om virtual machine 23D, or vice
coyarsa VMM 22 eonttdls 18 sadl cofmnunicitions between s/ireubl machineproc-

esfl2 and %%% Ip addition, YMM, 22 gan ?%@%&mrﬂu Neate Wik computer

ardware sftructure 2_1. Hardware structure 21 includes Sl_Jch known
SYStr@Etures as2proeessots, regitérsrmemdry manageRicht cation program

should be installed within computer system 10. If the user
decide the application program should be installed within
computer system 10, the application program is then sent to
transformation module 11 in which the application program
will be transformed to a set of cross-compiled code of the
application program. The set of cross-compiled code of the
application program can subsequently be executed within
execution module 12 that is capable of recognizing and
translating the set of cross-compiled code of the applica-

tion program to the actual machine code of the processor.

Without going through the installation process, an appli-
cation program will not be able to be executed by execu-
tion module 12. For example, as shown in an illicit path
15, even if a virus program has sneaked under the detec-
tion of a user and was placed within computer system 10

without the user's knowledge, the virus program still can-
not be executed by execution module 12 because the virus
program has not undergone the installation process. As

such, computer system 10 is safe from the potential harm

that could have been brought on by the virus program.
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units, memory devices, input/output devices, etc. 20 An operating system

and multiple application programs can be executed concurrently within

each of virtual ma- chines 23a-23b. For example, an operating system 24

and an application program 25 are executed within virtual ma 25 chine

23a, while an operating system 26 and an applica- tion program 27 are

executed within virtual machine 23b. Although it is not required, operating
InSystemn Z24can he gifferentdeom eperabing system 26, ok gxampleon module

operating 30 system 24 can be an open source Linux operating sg/stem, ,
L2\t Bpétatifig system s5 cart BE WiRGowS(r) Gerafifly §stem Sxecution
mo hahafactured by the Micioseft &orporationnSiatlady tthe gundetlyingrom any

rocessor emulatgd by virtual %nachine.23a can 8 also be different from
fe) rcechher than-trans ?r atlop Todu%e
e underlying processor emulated by virtual machine 23b. For example,

the underlying processor emulated by virtual machine 23a can be a

. Pentiu roces- sor manufactured by the Inte] Corporation, while the un 5
(R featiacteSacrap Mlinkcicelorhs W A Lt gHCHE D T
b 1prokessos gianufactured by thedintensationali BusinesstMachimgsich a pre-

fegg@é’faet!%?@o'é%beﬁft"”&@' Q}%%h%"%% 233:23b, which includes itg opet-
10 ating system and associated application programs, operates at a
ragser-lefel. WhemVMM 22mees difectexeeutiany, VMMI2214s set tocrdware

st 3¢ Cplied usar-mode (i,6.,\with reduced priyi; |eaes) so that nong ofvirtual , ;
machines 23a-23b can di- rectly access the various privileged registérs
s othat éorp IS trolithé wpérdfion b hareware stiutiure 211 Rather dichines 23a

and 23b are preferably located in separate partitions such
that any execution within virtual machine 23a is isolated
from virtual machine 23b, or vice versa. VMM 22 controls
all communications between virtual machines 23a and 23b. In
addition, VMM 22 can directly communicate with hardware
structure 21. Hardware structure 21 includes such known
structures as processors, registers, memory management

units, memory devices, input/output devices, etc.

An operating system and multiple application programs
can be executed concurrently within each of virtual ma-
chines 23a-23b. For example, an operating system 24 and an
application program 25 are executed within virtual ma-
chine 23a, while an operating system 26 and an applica-

tion program 27 are executed within virtual machine 23b.

Although it is not required, operating system 24 can be
different from operating system 26. For example, operating
system 24 can be an open source Linux operating system,
while operating system 25 can be Windows® operating system
manufactured by the Microsoft Corporation. Similarly, the

underlying processor emulated by virtual machine 23a can
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privileged instructions will be trapped into VMM 22. In Figure 2, virtual
machine 23a is shown to include a cross compiler 28 for performing initial
cross-compilations 20 of application programs. In addition, virtual
machine 23b is shown to include an execution module 29 for executing
the cross-compiled code of the application programs. The
cross-compilations are preferably performed via a permu- tation algorithm,

aland the esults aenstorachin a-permited 25ynsteiction poktertablesdited by
. Permuted instruction pointer table 30 includes multiple entries of

v15§mawgé.n®e%§ss. E4ch GPiREPemuthlion S8GTencesty processor

emagsociaiet ywith a setaf crassréompiterhcadenofan apphieation pid- graie s -
All the permutation seguences within Eeré'nuted in %O struction .plo(ient%rh

®fable 30° aFeCIﬁ&eﬁ/ 0 beydnrfer%ntI Iflric—’)(ren each thér: aﬁﬁ&dghwtﬁéy grenot 1
derequired toohe different fronu eacteother v Eigurea2, petimbteddnstfie- can be

 on,pointes table 30 is showp to e placed within VWM 22,9, howeyer, )
permuted Instruction pointer table can also be placed within virtua

Bumachine 28aqirovided fhat itacamtalso be accessed by virtual machine

23b. 5 An exemplary method for performing permutations is as fol- lows.

First, a subset of instructions n is selected from a group of instructions for
Eathe muFposeréfysermutationn Not afldnstrietiom bermhutatiodswesldibes oper-
2cguAly el Eapexaraple: permutatians ot dently iBSIGuClions WOt - ces

10 be of no use at all. So certain machine instructions™ (such as a JUMP
atinstructfony SREd belldaitifiditas2eriticarinstictions itorier to-emsurd™MM 22

isméggk@gmé so-called user-mode (i.e., with reduced privi-
leges) so that none of virtual machines 23a-23b can di-
rectly access the various privileged registers that con-
trol the operation of hardware structure 21. Rather, all

privileged instructions will be trapped into VMM 22.

In Figure 2, virtual machine 23a is shown to include a
cross compiler 28 for performing initial cross-compilations
of application programs. In addition, wvirtual machine 23b
is shown to include an execution module 29 for executing
the cross-compiled code of the application programs. The
cross-compilations are preferably performed via a permu-
tation algorithm, and the results are stored in a permuted
instruction pointer table 30. Permuted instruction pointer
table 30 includes multiple entries of permutation se-
quences. Each of the permutation sequences is associated
with a set of cross-compiled code of an application pro-
gram. All the permutation sequences within permuted in-
struction pointer table 30 are likely to be different
from each other, although they are not required to be
different from each other. In Figure 2, permuted instruc-

tion pointer table 30 is shown to be placed within VMM 22;



10

15

20

25

30

structions will get permuted. 15 There are several ways to generate
permutations. One method is to utilize a hash or encryption based
function such that each instruction in a data segment has a differ- ent
mapping, i.e., H(A1), H(A2),..., H(A), where H is the hash based function,
and A is an instruction. The problem 20 with using a hash or encryption
based function is that, from a general compilation standpoint, same
hotastractionsemay have different hashed results drorexamples instiustion so be
A5 and instruction A9 may be the same instruction, but H(A5) does not
P LREESsSEify Edual tF ﬁkﬁ%. B8 Rhotiermethda 3 toiize Witblenta? 818°

be mappgsaaction P(A),ueheref-isithe peemutation, and A is an

instruction, which generates: P1(A), P2(A), ..., Pr,(A). This method yields

a more predictable cross-compilation result, since P1(J), where J 30 is
Anthesgiverliastyuctionh shoufd be the same hoanattermvhere iibappeass s fol-

code ments. A permutation_seguence dictates the way the subset of |
LOR el n o 16 Le e tod oF banifort Gl E Sott Bermas ge £ rom
a geguence tan be viewediasan éntry hdnengmultipkees|ots, madreatch sliopn .

o 12 filed Witk an pgiriction purnier,| fn

D order fo generate an ful.
permutation sequence, a om nummber 5 between 0 anﬁﬁﬁ?isYniﬁzfl@ -

Foeh@e@mpéeexmm@utm@i sulssed 6f ingteuctiony njn@%tl_édl t-hens would
pePEPUied 5. (which, means therg are b1,= 120 pefnutation SeQUENGes),

a random num- ber 101 can be chosen between 0 and 5!-| as the 101th
(spefmua- tion'sBgRlepdes truction) should be identified as

critical instructions in order to ensure all critical in-

structions will get permuted.

There are several ways to generate permutations. One
method is to utilize a hash or encryption based function
such that each instruction in a data segment has a differ-
ent mapping, i.e., H(A1), H(A2),..., H(A;), where H is the
hash based function, and A is an instruction. The problem
with using a hash or encryption based function is that,
from a general compilation standpoint, same instructions
may have different hashed results. For example, instruction
As and instruction Ag may be the same instruction, but H(As)

does not necessarily equal to H(Ag) .

Another method is to utilize a different mapping function
P(A), where P is the permutation, and A is an instruction,
which generates: P;(A), P2(A), ..., Py(A). This method yields a
more predictable cross-compilation result, since P;(J), where J
is the given instruction, should be the same no matter where

it appears in code segments.

A permutation sequence dictates the way the subset of in-
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10 The slot position Pos of the first instruction number is indicated by the
dividend of the chosen random number r di- vided by (n-I)!, as follows: 15 r
Pos = (n -1)! The remainder of the division replaces the chosen random
num- ber r for the determination of themlot position Pos of the 20
subsequent instruction number until he slots are filled with instruction
numbers. For each determination, n in the denominator (n-1) ! is
s t daeremenied by Hneo Thesptorthe 6hosen tandom dieler Hilsiheslotuta-
position 25 of the first instruction number is 101/(5-1)! = 4, as shaown in
tl%ﬁbuﬁ%%e%% refthinGer oFt(s21) s §natﬁ%VtH%a§16P%d§Hﬂoﬁlé?]tﬁeSlOts'
angeecnthinstroction numhes i 5i(4<h)! w1, hasishows i frigurer3ndieer . In
remainder of 5/(4-1)! is 5, Q@d the slot osmon of the third instructi
Or%ﬁrrnber |§§R§ % 2% fas s%%wtrl\uln |gure 3EThE reMalndéFlgffg}FBIl])lmber
betsvdeand theslot pesition dfrthe fedrily instrustion nbmbesxist/(21)!i= 1the
s shown in Figure 3d. The flfth Anstry tlo number Qes to.the .
Sul?emglnln% opegso%posrhon as 8§pl%?tedplrrlbl—698re 3e. ffl The > (which
mepemMitation seqeehte=~25481bfrom FHdguren3e)dgtherncentered imadom num-
nePemtecinsiuction poipter @ble 304from, Fgurp 2).5 80 e oL e,
permutation sequence. 5 An application program can be permute
tl@Cc@r@m@m:me 101th permutation sequence into a set of cross-compiled

The slot position Pos of the first instruction number is
indicated by the dividend of the chosen random number r di-

vided by (n-1)!, as follows:

r

(n—1)!

Pos =

The remainder of the division replaces the chosen random num-
ber r for the determination of the slot position Pos of the

subsequent instruction number until all the slots are filled
with instruction numbers. For each determination, n in the

denominator (n-1)! is decremented by one.

Thus, for the chosen random number 101, the slot position
of the first instruction number is 101/(5-1)! = 4, as shown
in Figure 3a. The remainder of 101/(5-1)! is 5, and the slot
position of the second instruction number is 5/ (4-1)! = 0,
as shown in Figure 3b. The remainder of 5/(4-1)! is 5, and
the slot position of the third instruction number is 5/ (3-
1)! = 2, as shown in Figure 3c. The remainder of 5/(3-1)! is
1, and the slot position of the fourth instruction number
is 1/(2-1)! = 1, as shown in Figure 3d. The fifth instruc-
tion number goes to the remaining open slot position, as

depicted in Figure 3e.
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code via cross compiler 28 (from Figure 2). During execu- tion, the set of
cross-compiled code can be executed via execution module 29 (from
Figure 2) according to the 101th 10 permutation sequence stored in
permuted instruction pointer table 30 gor example, if the five instructions
chosen to be per- muted are ADD, SljL TRACT, JUMP, BRANCH and
STORE, then each 15 of these instructions is assigned an instruction
number ac cordingly, i.e., instruction number 1 = ADD, instruction number
2 = SUBTRACT, instruction number 3 = JUMP, in- struction number 4 =

ThERRREM &rd indttudtioRtiimiiser 528 TORE Wiigh the 8ith €/ 1s then

enpernudationtsequenea: isadilized 20.fot perforing €eassceampilation of rom

.an agplé'gatign program withp cros co%ﬂlg{ 28 of Fi%ure.z, each

Figur ntr r the. ermutation seguence.
ccurrence of the a ove%erﬂlone ?lve mstrugtlons Wl?hln ?he apptica-

Antiemprhogram Wit be tramstormedradoerdirg-tothe pesrmutar dion sequendes
"25431." In other words, each ADD instruc 25 tion within the application
L0 gt At Wil Be faRSToF RS o & SUBTRART indtrughion sach ™o 1=
co8EBTRACT grsstructionp Within #He dppticatidh progeard )will be tramgformedu -
.i1110a % ORE.in t%ucti]p achJ MlDi struction i}lhi he§ - plication .
tlé]ro'grzgmgwﬁ e tr%ns orm$e§ ir%’?é E BlRiﬁlcﬁﬁ%oc\%trugi%n,ee%éﬁl £ 1
e x BRANCH instrdiefien @ithinftherapplication progeamavitiba dransforimed1 01"

pe¥m%@é%4%%"E%%GE%%&”E%S@%@5@5”%%?5%?8@0&%@@@%@%ion pointer

application program will be transformed into an ADD instruction. A
takehersdl 12 of the above-mentioned transformation is performed within
execution module 29 of Figure 2 during the execution of the

For example, if the five instructions chosen to be per-
muted are ADD, SUBTRACT, JUMP, BRANCH and STORE, then each
of these instructions is assigned an instruction number ac-
cordingly, i.e., instruction number 1 = ADD, instruction
number 2 = SUBTRACT, instruction number 3 = JUMP, in-
struction number 4 = BRANCH and instruction number

5 = STORE. When the 101" permutation sequence is utilized
for performing cross-compilation of an application program
within cross compiler 28 of Figure 2, each occurrence of
the above-mentioned five instructions within the applica-
tion program will be transformed according to the permuta-
tion sequence "25431." In other words, each ADD instruc-
tion within the application program will be transformed
into a SUBTRACT instruction, each SUBTRACT instruction
within the application program will be transformed into a
STORE instruction, each JUMP instruction within the ap-
plication program will be transformed into a BRANCH in-
struction, each BRANCH instruction within the application
program will be transformed into a JUMP instruction, and
each STORE instruction within the application program

will be transformed into an ADD instruction. A reversal
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cross-compiled code of the application program. 5 The permutation can
be performed in either a static or a dynamic manner. If the permutation is
performed in a static manner, then a group of computer systems can be
set to use the same permutation seqyence. Such practice would be
easier for an information technology manager be 10 cause cross
compilation of each application program would be required to be
o f peniermasanly ares dwingiinstaliations dfthepeimutatien is perfermediianin
a dynamic manner, there are several choices. A set ofé)ermutation
[

eX&&dlUehtBs 18 LHh Bechahged pehodically? eredS cdhpildtion T thage ©f the

crpernutations ean be perfermethencenddhen each timgraarcomputer
system boots, it can run a different set of cross compiled programs,
based on the permutation sequence actu- ally in use. Further, the

T hpemeutatioresequence: cam ranc2(d domlyschange each imedhe campuatesr a

ystem boots. In sucpf atcglseépcerjc_)%%%%rpgllatlon would nge t60 be rcllorgle

s
dypoanmtﬁg fflya‘rﬁ)rf/eardross com|eoil rrunning on the %:cs)nﬁ%ﬁi[er sf/rs%(rjn. n

s tadditiomahe permutaton seguernce cah alsorpe 26 changedfos eaem be set
applicatj rogram, and. it.can caom- plished by differen ods.

tOTE% §im€ﬁge§ ?n%p em r?t%#é%g?s%%ﬁavg %@\?ﬁ%ﬂ%dsegtﬁg ¥slig gjtﬁr% ﬁags

woguflah dppliea tibaasackeydor a stieamiag eperyption algodthm, thereppr be-

cageneratng.a upighs nstruction set far.that ap., 30, plication, PIOGLAMANY; 5y 1 g
altered application program (such as being aIPered in a main memory due

betorg dinds it fcaubes aduffersvsH|ow)LWillBtare geverating aeift fekémtt 1on .
instruction set. 13

If the permutation is performed in a dynamic manner,
there are several choices. A set of permutation sequences
can be changed periodically. Cross compilation for those
permutations can be performed once, and then each time a
computer system boots, it can run a different set of cross
compiled programs, based on the permutation sequence actu-
ally in use. Further, the permutation sequence can ran-
domly change each time the computer system boots. In such
a case, cross compilation would have to be done "on the

fly" by a cross compiler running on the computer system.

In addition, the permutation sequence can also be
changed for each application program, and it can be accom-
plished by different methods. The simplest implementation
is to have the VMM use the signature hash of an applica-
tion as a key for a streaming encryption algorithm,

thereby generating a unique instruction set for that ap-
plication program. Any altered application program (such
as being altered in a main memory due to a virus that
causes a buffer overflow) will start generating a dif-

ferent instruction set.



10

15

20

25

30

Alternatively, the VMM can generate a random number each time an
application program is being loaded, and the code segments of the
application program are run through 5 an streaming encryption, or hash
(since it does not need to be reversibi%) engine to change the cross
compilation. This method provides an additional level of security in that
the P,(A) function becomes P(A) a constant function and remains
unpredictable. 10 As has been described, the present invention provides a
method far preventing malicious software from execution within a
BLESmplitdrsyseety |f§%eevWe%%§ aehfiatation assotikted wit e«
e ahashtof ieactaperaniad application thag 28nis isbe simdharmeweda and the
ampling attack (where a sample permuted application is somehow
OB HEATIS) i aftackeh < AR e SRt SRR a5 v
anvieusy aad ithen sent tg perfonm aw inféctioh) fads. 2Ot istalstokrpaontant toeed

£oNBiE that lthough the present in- vention ias besn described i he 1 e 5 o
context of a%ulfy func- tlongllcompu?er sysPe%, those skilledin the art will )
Thap- pretiatethatrthe noechanisnmsdaf tHe preséntlisvention ares ccapable of in

£nR&INg distibuted as a program 8%09#%%'9 3v3,25 Lety of farms, and tha%ion
the present invention applies equally regardless of the particular type o
angignainreansng nredial utilizgdlte actually carry out the distribution.
Examples of signal bearing media include, without limita- tion, recordable
type media such as floppy disks or com 30 pact discs and transmission
Astyhe medesuchas ahalgdr didgital EsrAmanitationgdinks.on provides

a method for preventing malicious software from execution
within a computer system. If the VMM keeps a permutation
associated with the hash of each permuted application that
is to be run, then even a sampling attack (where a sample
permuted application is somehow obtained by an attacker,

and the permutation determined, applied to a virus, and

then sent to perform an infection) fails.

It is also important to note that although the present in-
vention has been described in the context of a fully func-
tional computer system, those skilled in the art will ap-
preciate that the mechanisms of the present invention are
capable of being distributed as a program product in a va-
riety of forms, and that the present invention applies
equally regardless of the particular type of signal bear-
ing media utilized to actually carry out the distribution.
Examples of signal bearing media include, without limita-
tion, recordable type media such as floppy disks or com-
pact discs and transmission type media such as analog or

digital communications links.

While the invention has been particularly shown and de-



While the invention has been particularly shown and de 14 scribed with
reference to a preferred embodiment, it will be understood by those
skilled in the art that various changes in form and detail may be made
therein without de- parting from the sqiq’t and scope of the invention. 5 15
CLAIMS What is claimed is: 5 1. A method for preventing malicious
software from execu- tion within a computer system, said method
s cEOIMPHSIAg  PeHemaingracpermutatignera sukset efipstiuctions ,within wil1
an application program to yield a permuted se- quence of instructions
o AP ATy AUl Sk UlBR of 10 bt AbpliRatiohprgram o Said o £ +0us
cheomputer systermn stadngla peimutaiignisequence rniraberiof saidhout de-
??brmute(% sequence of instrgctiond? ina permu%eolt E\struction ointer
P2 tabté! And'exécu ir\eg Eﬁarblermﬁféd sse(%;fl)}%%céj of instructions'in an"15
execution module that is capable of translating said per- muted sequence
of instructions to an actual machine code of a processor within said
computer system according to said permutation sequence number of said
permuted se- quence of instructions stored in said permuted instruc- 20
tion pointer table. 2. The method of Claim 1, wherein said application
program can be executed in a computer system without being cross-
compiled.
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25 3. The method of Claim 1, wherein said method further in- cludes
providing a first virtual machine to perform said permutation; and
providing a second virtual machine to perform said executing. 30 4. The
method of Claim 3, wherein said methl05d further in- cludes providing a
virtual memory manager within said com- puter system for controlling said
first and second virtual machines. 3516 5. The method of Claim 3,

cLwherein said method further includes placing said first and second virtual

machines in separate partitions. 5 6. The method of Claim 3, wherein said
method further in- cludes providing different operating systems in said first

whand secantkvirieal machines. 7. A computer usable medium having a

computer program prod- 10 uct for preventing malicious software from
execution within a computer system, said computer usable medium

. campesihgd piogram code meang forperforming & permutatonfama execu-

s%kisoer'% of instructions within anrapé){/lc%tlon program toeyélﬁld a ermuted.

. € , .
SEqUence of Hstructions before any ActUal exacd 15 tion of Said” = - +>5+17d
applicétion prograncen said computerrsystesmbprograr code treartsifon s

storipg g.pemutation. sequenge rg%%* PE&OE%aSBJF[’Sﬁ'H“tsng%%’%Cee Of e
Instructions in a r- mutedllnst Ctlo% pointer table; and program coade
neans fer executing said permatddsequeneensf actual execution of

said application program on said computer system;
storing a permutation sequence number of said permuted
sequence of instructions in a permuted instruction
pointer table; and

executing said permuted sequence of instructions in an
execution module that is capable of translating said per-
muted sequence of instructions to an actual machine code
of a processor within said computer system according to
said permutation sequence number of said permuted se-
quence of instructions stored in said permuted instruc-

tion pointer table.

The method of Claim 1, wherein said application program
can be executed in a computer system without being cross-

compiled.

The method of Claim 1, wherein said method further in-
cludes providing a first virtual machine to perform said
permutation; and providing a second virtual machine to

perform said executing.

The method of Claim 3, wherein said method further in-
cludes providing a virtual memory manager within said com-
puter system for controlling said first and second virtual

machines.
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20 instructions in an execution module that is capable of translating said
permuted sequence of instructions to an actual machine code of a
processor within said computer system according to said permutation
sequence number of said permuted sequence of instructions stored in
said per 25 muted instruction pointer?a@le. 8. The computer usable
medium of Claim 7, wherein said appli- cation program can be executed in

. Ao pldensystem without beingherassrcompitedn30rddl e eemputerncludes

usable medium of Claim 7, wherein said com- puter usable medium
fdtHET i utEs Prografit cOdE nisHrd for Providing st VittR hadiirg rate
teeernttain said program code means for performing said 35 permutation;

and 17 program code means for providing a second virtual machine to
contain said program code means for executing. 10.The computer usable

. MediumedfiCldine 9, iheiein 3aidrbemes puter usabietmedium fitteer in-

includes program code means for_providing a. virtual memory manager _.
Withis SAicCompLiet Systom for-Contralling Sa first and Second virtal =7=F
nerhiresd® Vi Theabmputer nsable medium of Claim 9, wherein said
com- puter usable medium further includes program code means for

placing said first and second virtual machines in separate partitions. 15

- 12 Thegomputer aséble medidnmof Glaim @, wherginsafcomoputen prod-

ugahle medigmtyrhet nelydes;programeade, Means 9 execution within

a computer system, said computer usable medium comprising:
program code means for performing a permutation on a subset
of instructions within an application program to yield a
permuted sequence of instructions before any actual execu-
tion of said application program on said computer system;
program code means for storing a permutation sequence num-
ber of said permuted sequence of instructions in a per-
muted instruction pointer table; and

program code means for executing said permuted sequence of
instructions in an execution module that is capable of
translating said permuted sequence of instructions to an
actual machine code of a processor within said computer
system according to said permutation sequence number of
said permuted sequence of instructions stored in said per-

muted instruction pointer table.

The computer usable medium of Claim 7, wherein said appli-
cation program can be executed in a computer system without

being cross-compiled.

The computer usable medium of Claim 7, wherein said com-
puter usable medium further includes

program code means for providing a first virtual machine
to contain said program code means for performing said

permutation; and



10

15

20

25

30

35

10

11

12

13

providing different operating systems in said first and sec- ond virtual
machines. 20 13.A computer system capable of preventing malicious soft-
ware from being executed, said computer system compris- ing: means for
performing a permutation on a subsetlo7f in- structions within an

application program to yield a per- 25 'muted sequence of instructions
before any actual execu tion of said application program on said computer
sys-dgnuna pedauteddnstrietionppeinieritablesfos stering a& peruautatiothine
se%jtljence number of said permuted sequence of 30 instructions; and

m

SO BB diny’sRaPerAlited S8qlERSE of st GE=fidtls ?i%n

execution module that is capable of trans- lating said permuted sequence

of 'glstructions to an ac- tual machine cqfde ?f a r%cessor within said
., T'he gogﬁyte% sable ,me 1uth C %1 wherein said Fom—
computer system-according 10 said permutation sequence number o

1Busaid pesaiuied sequencefofinsteuctionslstoeed mrsajdapermdtedneans for
mstru&gg{ni lfgé)lnter tlarbcl%.ajﬂ.;rll'he compn%ter sgs_tevml QL%llalm 1%, wherein

shid appli- b cation program can be exacuted in'a compu?earlsysfé)rIﬁputer

withettheihgrcross-complledgl5dhe domptitersystepcohClainri8al ma-
Wg}g{%igss.aid computer system further includes 10 a first virtual machine

to contain said means for per- forming a permutation; and a second virtual
machine to contain said means for exe-

.The computer usable medium of Claim 9, wherein said com-
puter usable medium further includes program code means for
placing said first and second virtual machines in separate

partitions.

.The computer usable medium of Claim 9, wherein said com-
puter usable medium further includes program code means for
providing different operating systems in said first and sec-

ond virtual machines.

.A computer system capable of preventing malicious soft-
ware from being executed, said computer system compris-
ing:

means for performing a permutation on a subset of in-
structions within an application program to yield a per-
muted sequence of instructions before any actual execu-
tion of said application program on said computer sys-
tem;

a permuted instruction pointer table for storing a per-
mutation sequence number of said permuted sequence of
instructions; and

means for executing said permuted sequence of instruc-
tions in an execution module that is capable of trans-
lating said permuted sequence of instructions to an ac-
tual machine code of a processor within said computer

system according to said permutation sequence number of
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14

15

16

17

18

19

cuting. 15 16.The computer system of Claim 15, wherein said computer
system further includes a virtual memory manager for controlling said first
and second virtual machines. 17.The computer system of Claim 15,
wherein said first and 20 second virtLiaé machines are located in separate
parti- tions. 18.The computer system 0Of Claim 15, wherein an operating
system within said first virtual machine is different 25 an operating system
withingsaie secanshvidualyaachine f19:A methed fos pseventing analicious: d
software from execution within a computer system, said method
cBMPHLihG crdss idoniling ar 8661?%350&%%019?am to yield a set of 30
cross-compiled code of said application program before any actual

exgeution, of said application program oy gald com- putey systemand ),
executing s id 56t of oss-compiled code of said applica-"tion program

an &xkecutiop meadtdenthatis capalele ©f vec: @5iognizing apd translatg: em
s%ig et 1(3tcc&())gs-comgiled code %f 11%85 id application program to an

t . oM
actual machine code of & processor within said computer system. 20.The

method of Claim 19, wherein said method further in- 5 cludes providing a
f.'ﬁ%&”&'%‘!n?a%@?e% pedor %a'&cég%s' f?E“PJq'WQig”i% PIOVIANG Brputer
$econd virtial machirie to perform said execut- ing. 1

system further includes

a first virtual machine to contain said means for per-

forming a permutation; and

a second virtual machine to contain said means for exe-

cuting.

.The computer system of Claim 15, wherein said computer
system further includes a virtual memory manager for

controlling said first and second virtual machines.

.The computer system of Claim 15, wherein said first and
second virtual machines are located in separate parti-

tions.

.The computer system of Claim 15, wherein an operating
system within said first virtual machine is different

an operating system within said second virtual machine.

.A method for preventing malicious software from execution
within a computer system, said method comprising:
cross-compiling an application program to yield a set of
cross-compiled code of said application program before any
actual execution of said application program on said com-
puter system; and

executing said set of cross-compiled code of said applica-
tion program in an execution module that is capable of rec-

ognizing and translating said set of cross-compiled code of
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21

22

23.

24

21.The method of Claim 20, wherein said method further in- cludes
providing a virtual memory manager within said com- puter system for
controlling said first and second virtual machines. 15 22.The method of
Claim 20, wherein said method furtheE 5’1 cludes placing said first and
second virtual machines in separate partitions. 20 23.The method of
Claim 20, wherein said method further in- cludes providing different
operalingcsysteyas i sajs st and second virtual machingss 248e of a
ogguter usable medium having a computer program prod- 25 uct for

c
pFEVERTIRG Hhalicibis Bofifvare FOMBXECutiorffin a computer system,

said computer usable medium comprising: program code means for

ciges-compling an,application pro- gram to,yield a.set of erosrcomplied
code of said appli- cation program before any actual’execution of sal

appla38 ation program on said computer system; and program code

meansfaf gxecyting said set of cross-compiled code of sald application
pPogram in‘ah éxecution module” that i capa e 0 regognlzmg an
transiating said setdf cross-compiled code of said application program to

an.ac 35.ty achine e of ce within,sali er sys 20

e o To? oAl i B i 2 where S aope. ==cut
putey usable medium further includes 5 program code means for providing

a first virtual machine to contain said program code means for

cross-compiling;

. The method of Claim 20, wherein said method further in-

cludes providing a virtual memory manager within said com-
puter system for controlling said first and second virtual

machines.

. The method of Claim 20, wherein said method further in-
cludes placing said first and second virtual machines in

separate partitions.

The method of Claim 20, wherein said method further in-
cludes providing different operating systems in said first

and second virtual machines.

.A computer usable medium having a computer program prod-
uct for preventing malicious software from execution within
a computer system, said computer usable medium comprising:
program code means for cross-compiling an application pro-
gram to yield a set of cross-compiled code of said appli-
cation program before any actual execution of said appli-
cation program on said computer system; and

program code means for executing said set of cross-compiled
code of said application program in an execution module
that is capable of recognizing and translating said set of
cross-compiled code of said application program to an ac-

tual machine code of a processor within said computer sys-
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25

26

27

28

29

and program code means for providing a second virtual machine to

contain said program code means for executing. 10 26.The computer

usable medium of Claim 25, wherein said com- puter usable medium

further includes program code means_fqr providing a virtual memory

manager within said computer systeri tor controlling said first and second
virtual ma- 15 chines. 27.The computer usable medium of Claim 25,

whetein said com- puter usable medium further includes program code

means for placing said first and second virtual machines in separate 20
partitions. 28.The computer usable medium of Claim 25, wherein said

come= puterpisable medivne futither ircludesquragran? epdevmeansforsaid com-

Providing ifforent perating systems in sailfitgtand 25 second virual
achines. 29.A computer system capable of preventing malicious

softwatea fronpbieingexecutdd, rsajg-computey System comprisingiaieanschine
fqr cross-compiling an,application program to yield a 30 set of Cae
Cro%s- SO ot A Saict SRBTSAtO broS R Be-Tofe arh Asua P+ 110
execution of said application program on said computer system; and

merazﬁ‘iﬁ%e’é%%’éi“%é"ghdsse%gf crosszeompiled code of said application, ;1
pPogr m in an execution module that is 35 capable of recognizing and
translating said seticf arosy 2amcomgiedicodes of saideapplicationy program

to an actual ma- chine code of a processor within said computer system.

.The computer usable medium of Claim 25, wherein said com-
puter usable medium further includes program code means for
providing a virtual memory manager within said computer
system for controlling said first and second virtual ma-

chines.

.The computer usable medium of Claim 25, wherein said com-
puter usable medium further includes program code means for
placing said first and second virtual machines in separate

partitions.

.The computer usable medium of Claim 25, wherein said com-
puter usable medium further includes program code means for
providing different operating systems in said first and

second virtual machines.

.A computer system capable of preventing malicious software
from being executed, said computer system comprising:

means for cross-compiling an application program to yield a
set of cross-compiled code of said application program be-
fore any actual execution of said application program on
said computer system; and

means for executing said set of cross-compiled code of
said application program in an execution module that is

capable of recognizing and translating said set of cross-
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31

32

33.

34

35.

5 30.The computer system of Claim 29, wherein said computer system

further includes a first virtual machine to contain said means for
cross-compiling; and a second virtual machine to contain said means for
execut- ing. 10 31.The computer SyStST of Claim 30, wherein said

computer sys- tem further includes a virtual memory manager for control-

ling said first and second virtual machines. 15 32.The computer system of
Clainp3Q uheyeiesajd fisstiands spcond virtial prashings are legated #hal ma-
sgﬁarate parti- tions. 33.The computer, sﬁem of Claim 30, wherein an

0

rating €3S 26 teh WitMAsaRE first virttra niehihe & feht BT

erating system within said second virtual machine. 34.The method

according to Claim 1, wherein the permutation comprises cross-compiling

and wherein an application pro- 25 gram is cross-compiled to yield a set of
cross-campiled €odesgfssaid appiicatioaiprogtam befareainy actwual computer
exeeytion of  said application, prograrp.on said computer, system; and said. . ; ,
set’of cross-compelled code of said application program Is executed in an
exedutionemodulecthatiscapablenpfirecn80 ognizing and translating said

set of crossscompiled, code, of sai .@&'!g%tﬁ%%%o%%%on?e” %%tr“%'or execut-
machine code of a processor within said computer system. %5. he
methid of Claim 34, wherein said method further in- 35 cludes 22

providing a first virtual machine to perform said cross-

.The computer system of Claim 30, wherein said computer sys-
tem further includes a virtual memory manager for control-

ling said first and second virtual machines.

.The computer system of Claim 30, wherein said first and
second virtual machines are located in separate parti-

tions.

The computer system of Claim 30, wherein an operating sys-
tem within said first virtual machine is different an op-

erating system within said second virtual machine.

.The method according to Claim 1, wherein the permutation
comprises cross-compiling and wherein an application pro-
gram is cross-compiled to yield a set of cross-compiled code
of said application program before any actual execution of
said application program on said computer system; and

said set of cross-compiled code of said application program
is executed in an execution module that is capable of rec-
ognizing and translating said set of cross-compiled code of
said application program to an actual machine code of a

processor within said computer system.

The method of Claim 34, wherein said method further in-

cludes
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37

38

39.

40.

compiling; and providing a second virtual machine to perform said execut-

ing. 5 36.The method of Claim 35, wherein said method further in- cludes
providing a virtual memory manager within said com- puter system for
controlling said first and second virtuai 2machines. 10 37.The method of

Claim 35, wherein said method further ih- cludes placing said first and

second virtual machines in separate partitions. 15 38.The method of
CGlain/3%,wherein saicsmethogdfudhenincsludes provisingrdifieresid cross-
operating systems in said first and second virtual machines. 39.The

cgﬁfﬂﬂfe% &bléRidium according to Claim 7, wherein 20 the

petroutaion compsisesciossteampiling afidithe com-fauteousaldeid execut-
medium comprises program code means for cross-compiling an

aﬁBﬁc‘ation program to yield a set of cross-compiled code of said

application program before any actual execution of said application

E’Eﬁ}%a%é’{‘h%géd C%'“‘c%%%te5%>’3t%rﬁ?ea%%$r° [am code meansfor or in-

éxecuting said set of cross-compiled codé of said appﬁ%a ion program in

an exeéeustignrmoddlien that isvdapalie. ofrrecognizivgand tramsidting sead d com-

ﬁ?tu%fe Lo '%Oé@p'!?grcoggn%fr%?ﬁ Application program 19.an ac 3Q.wal ;. \,5;
achine code of a processor within said computer sys- tem. 40.The

computeragsable medium of Claim 39, wherein said com-

.The method of Claim 35, wherein said method further in-
cludes placing said first and second virtual machines in

separate partitions.

.The method of Claim 35, wherein said method further in-
cludes providing different operating systems in said first

and second virtual machines.

The computer usable medium according to Claim 7, wherein
the permutation comprises cross-compiling and the com-
puter usable medium comprises program code means for
cross-compiling an application program to yield a set of
cross—-compiled code of said application program before any
actual execution of said application program on said com-
puter system; and

program code means for executing said set of cross-compiled
code of said application program in an execution module
that is capable of recognizing and translating said set of
cross-compiled code of said application program to an ac-
tual machine code of a processor within said computer sys-

tem.

The computer usable medium of Claim 39, wherein said com-
puter usable medium further includes

program code means for providing a first virtual machine
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41

42

43.

44

45

puter usable medium further includes 35 program code means for

providing a first virtual machine 23 to contain said program code means

for cross-compiling; and program code means for providing a second

virtual machine to contain said progg@ code means for executing. 5

41.The computer usable medium of Ciaim 40, wherein said com- puter

usable medium further includes program code means for providing a
virthialdpaemenn manager pithin-said eeaputae systemdfer cordroding-sald 1ing;
first and second virtual ma- 10 chines. 42.The computer usable medium of
Cidith 40, wherein said com- puter usable medium further includes
programeeodecmeans: ors placing saighfirst agd seconcbvittualimachinesnichine

separate tlaa agglggs. 43.The como%uter usable{nedlum of Célalm 40,

wheréin' said Com- puté)rrt?s%]fﬁén medium turthér in%ﬁjd%éepcrggrlarh? tode

means for providing different operating systems in said first and 20

seeond.virual machines, -The computer system ageording o Claim 13, o,
where the |5)ermu- tation comprises cross-compiling and said computer

systeaT corglrises2s meansuor brossicompifing arrapplioationgrogreans for

toﬁ¥‘8'vdi8 i %‘%i OECF%Sff%%'Qg”eH Godle of %%iga%o@}!‘ca&‘? g%grég‘i%e' puter
a yactuafl execution of sal apﬁlcatl\o/n program on said computer
systetrerand erreapsforexecuting saidisef of etosscdmpiededdevofrtual ma-

chines.

.The computer usable medium of Claim 40, wherein said com-
puter usable medium further includes program code means for
placing said first and second virtual machines in separate

partitions.

The computer usable medium of Claim 40, wherein said com-
puter usable medium further includes program code means for
providing different operating systems in said first and

second virtual machines.

.The computer system according to Claim 13, where the permu-
tation comprises cross-compiling and said computer system
comprises:

means for cross-compiling an application program to yield a
set of cross-compiled code of said application program be-
fore any actual execution of said application program on
said computer system; and

means for executing said set of cross-compiled code of
salid application program 1in an execution module that 1is
capable of recognizing and translating said set of cross-
compiled code of said application program to an actual ma-

chine code of a processor within said computer system.

.The computer system of Claim 44, wherein said computer



30 said application program in an execution module that is capable of
recognizing and translating said set of cross- compiled code of said
application program to an actual ma- chine code of a processor within said
computer system. 35 45.The compute£4system of Claim 44, wherein said
computer 24 system further includes ‘afirst virtual machine to contain
said means for cross-compiling; and a second virtual machine to contain
saidgneans fartexecut-ring 12146. Thergarputer system efzClaim«&5:0 contain
wherein said computer sgs- tem further includes a virtual memory
nihagel fot tontrok GRS fifdtahd '$&¢6nd Vittual machines. 10 47.The
campuies system-oi:GlaimaAs, wherein saich fisstranda secanrdhvigtuabr execut-
machines are located in separate parti- tions. 48.The computer system of
Claiff 45, wherein an operating sys- 15 tem within said first virtual

5 machine is different an op- erating system within said second virtual

A 6mg]c§r_1rine. AE%:STRACT METHOR.FOR PI%{EV‘%NTIN.G MALICIOUS for svs—

SOFTWARE FROMEXECUTION WITHIR ACSMPUTER'SYSTERI & T Y
nmethod fortgreventmglmadicioas softwarel frommexecutien awithin Zor control-
compyter.system is disclosed. A permualion is per farmed on a subset of
instructions within an application program to yield a permuted sequence
of instructions before

10 47.The computer system of Claim 45, wherein said first and
second virtual machines are located in separate parti-

tions.

48.The computer system of Claim 45, wherein an operating sys-
15 tem within said first virtual machine is different an op-

erating system within said second virtual machine.
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any actual execution of the application program on the com- puter system.
A permutation sequence number of the permuted sequence of
instructions is stored in a permuted instruc- tion pointer table. The
permuted sequence of instructions is 2ebxecuted in an execution module
that is capable of translat ing the permuted sequence of instructions to an
actual ma- chine code of a processor within the computer system accord-
ABBIRIRANe permutation sequence number of the permuted se- quence of
instructions stored in the permuted instruction pointer table. A method for
preventing malicious software from execution within a computer system is
digelosed. Berernymeiuatcexacution @ ansppiwaken PROMAEK@T AT ION

computer system, the rﬁg@gﬁi% %réﬁ{)e% %[@e §%ﬁ? cross-compiled to

yield a set of cross-co code of the application program. The set of
cross-compiled code of the application program can then be executed in

A RAE 8%“t¥’£‘rmiﬁ%%'%é%%t'i%§fa %ki'%g{f'%%c?‘?gé‘gf{%%%d Er%%%!a%@%t@&tion
set of cross-compliled code the ap- plication program to the actua
wiptachine coderofthe proceseson. §Figi $¢flosed. A permutation is per-
formed on a subset of instructions within an application
program to yield a permuted sequence of instructions before
any actual execution of the application program on the com-
puter system. A permutation seguence number of the permuted
sequence of instructions is stored in a permuted instruc-
tion pointer table. The permuted sequence of instructions is
executed in an execution module that is capable of translat-
ing the permuted sequence of instructions to an actual ma-
chine code of a processor within the computer system accord-
ing to the permutation sequence number of the permuted se-
quence of instructions stored in the permuted instruction

pointer table.

A method for preventing malicious software from execution
within a computer system is disclosed. Before any actual
execution of an application program on a computer system, the
application program needs to be cross-compiled to yield a set
of cross-compiled code of the application program. The set of
cross-compiled code of the application program can then be
executed in an execution module that is capable of recogniz-
ing and translating the set of cross-compiled code of the ap-
plication program to the actual machine code of the proces-

SOr.





