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: 1 SECURI TY APPARATUS AND METHOD
FOR A DATA COVMUNI CATI ONS SYSTEM TECHNI CAL FI ELD OF THE | NVENTI ON
This invention relates in general to the field of data conmuni cati ons
systens, anwomesesparticularly to a security appar at ESTA/ RN od f or
a data comuni cations system 5 BACKGROUND OF THE | NVENTI ON
Many data comuni cation systens include a collection of
i nt erconnect ed devi ces, which may include a host and a plurality of
renotes. Multiple users nmay desire access to 10 t he processing and

storage capabilities of these systens.

SECURITY APPARATUS AND METHOD
FOR A DATA COMMUNICATIONS SYSTEM

TECHNICAL FIELD OF THE INVENTION

This invention relates in general to the field of data
communications systems, and more particularly to a security
apparatus and method for a data communications system.

BACKGROUND OF THE INVENTION
Many data communication systems include a collection
of interconnected devices, which may include a host and a
plurality of remotes. Multiple users wmay desire access to
10 the processing and storage capabilities of these systems.
For example, a user of a remote may access the processing
and storage capabilities of the host using an electromic
mailbox.
As data communications systems become larger and more
15 complex to serve a variety of users, system administrators
may desire to limit access to the processing and storage
capabilities of the system according to the needs and
authorization of a particular user. A known security
technique allows users unlimited access to processing and
20 storage capabilities of a host upon furnishing appropriate
access information, such as an identifier and a passwoxd.
However, unauthorized users may thwart this security
technique by appropriating the access information.
Further, once a user has accessed the host, whether
25 authorized or not, the user may have unlimited access to
the processing and storage capabilities of the host.



For exanple, a user of a renote may access the processing and storage

capabilities of the host using an el ectronic mai | box. As
data communi cati ons systens becone |arger and nore 15 conplex to serve a
vari ety of users; system adm nistrators may desire to limt access to
t he processwog7aa st or age capabilities of the systcPORUIGOBNg t O

t he needs and aut hori zation of a particul ar user. A known security
t echni que all ows users unlimted accesspto processing and 20 st orage
capabilities of a host upon furnishing appropriate access

I nformati on, such as an identifier and a password. However,

unaut hori zed users may thwart this security techni que by
appropriating the access |nfornat|on Further, once a user has

accessed the PHori zed or not, the user may have

ﬁnl imted access tozn a%i%%ﬁécmmg e 5;5:9&59&& capdRiddildes qfnd he
P8§5U897/02080 lsagvgntages and problems associated with security in a

data communications system have been substantially reduced
s or eliminated.

In accordance with one embodiment of the present
invention, a data communication system includes a remote
that communicates data. A host having a memory is coupled
to the remote and communicates data with the remote. A

10 security system is coupled to the remote and the host, and
spawns an interactive process in response to the remote
requesting access to the host. The interactive process has

- selected access to the memory of the host, and interacts
with the remote to provide the selected access.

15 In another embodiment of the present invention, a
method of initializing a data communications system
includes invoking a plurality of non-control modules
operable to determine a well-known port number for a
control module, communicating the ephemeral port numbers

20 for the non-control modules to the control module using the
well-known port for the control module, and communicating
a ready signal from the control module to each of the non-
control modules, the ready signal having the ephemeral port
numbers for each of the non-control modules.

25 Important technical advantages of the present
invention include providing a security apparatus and method
that associates a data repository within the memory of the
host with a user, and limits the user's access to the
memory of the host to access to the user's associated data

30 repository. Access to the data repository associated with
the user may be specified and approved according to access
information associated with the particular user. The data
repository associated with the user is isclated from data
repositories associated with other users, such that each

35 user's access to the memory of the host is limited to



SUMVARY OF THE | NVENTI ON In accordance with the present
s invention, the di sadvant ages and probl ens associated with security in
a data communi cati ons system have been substantially reduced 5 or
el i m nat ed. - I n accordance with one enbodi nent of the present
i nvention, avelew232omuni cation systemincludes a renote mmfﬂ%ﬂ?““
communi cates data. A host having a nenory is coupled to the renote
and comruni cates data with the renote. 3A 10 security systemis coupled
to the renote and the host, and spawns an interactive process in
response to the renote requesting access to the host. The interactive
process has sel ected access to the nenory of the host, and interacts
with the renote to provide the selected access. 15 I n anot her
enbodi ment of t#eCeFedOnthpnRaFEionlar aser's agEpFiRrest daset FEPPELRETY- dat a
cogrmlmi cations 'syét;ﬁasent intagt Lstesi & rt\Hélfl | ieE@ra b1y ald teereficeoa- nakbenl
nodul es opger e to de e - kno n for
control nodul e,ggo%%f%atgﬁéﬁ%&%%%e%r aﬁndgo%kt%%%er ;égg\gilggf o?w{lﬁlee
non- cont rol node¥esiding et oro dlice mgBPRY PRethe hostye| | - known port
for thle cggtlrol WDdLAxﬁ;tk]fé}_dhCQﬂiﬁbﬂtﬁﬁti ng:echniclaa rdeadivl astgthal fheludée |
control nodule to each of the non- coptro ules, .t e signa
having the. epheREraiabad: = SefSiiny apopsRPuE? paly Wodiag PRaLPRGY b
nmodul es. 25 distribwied: 4ot orerahai onl 2 ndvbenr afedlifflerenfie prpresahng
i nvention i ncgughﬁ&wgicagpaoﬁmriﬁwmr pbetailh t{pt Wedularicyl hakd
associ ates a data r.enasitory n,t of the t
user, and Iinit%é% %é%ﬁ?gﬁgé a?%%ggefoggﬁggggéy aéﬁﬁéha St qfhg%%0g¥%%%n@
access t 80t he ukayentierotnalede dhtBaBtbox nadids tthayr spAWBEsd SePaKatelat a
reposi tory assoghgdettusivehprocess £ didl uly tRatpRRiddsed ahd apptemed
according to acgeggumun;cac SHOHBLAL ARRORISL Y UhnhilfiRALLLEY! BEoHSET
. users in a number of different protocols, and an auto

connect module that initiates communications between the

15 system and a user at predetermined times. Other technical
advantages are readily apparent to one skilled in the art
from the following figures, descriptions, and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

20 For a more complete understanding of the present
invention and for further features and advantages,
reference is now made to the following description taken in
conjunction with the accompanying drawings, in which:

FIGURE 1 illustrates a data communication system;

25 FIGURE 2 illustrates a data communication system
distributed to operate on a plurality of different
processing platforms;

FIGURE 3 is a flow chart of a method for initializing
£ data communication system;

30 FIGURE 4 is a flow chart of a method for establishing
a data communications session between a remote and a host
using a security system;

FIGURE 5 is a flow chart of a method for imitiating
automatic data communications in a data communication

35 system; and



repository associated with the user is isolated fromdata

repositories associated with other users, such that each 35 user's
access to the nenory of the host is limted to WO 97/ 34232
PCT/ US97/ 02080 - - 3 access to the
parti cul arwesgna4en2 associ ated data repository. The prrsXarge7p298&nt i on
Is therefore able to service a nunber of users sinultaneously and
wi thout conflict, while providing security for the menory of the
host. 5 Anot her inportant technical advantage i ncl udes
providing a security apparatus and nethod that may be distributed to
operate on a nunber of different processing platforns to provide

i ncreased portability, nmodularity, and adaptability. Further

t echni cal advant agesGURE tehdspresdow tBart of naemetlbed i fref uidep e nvemit gk

modul e that SPOUS,A%SEPE A & data cdnphflidakiivs ByEEeAs for each user that

accesses the system a communi cati ons nodul e that receives
comuni cations from users in a nunber of different protocols, and an .
aut o

5 DETAILED DESCRIPTION OF THE INVENTION

FIGURE 1 illustrates a data communication system 10
that includes a host 12, a security system 14 running on
host 12, and a plurality of remotes 16, 18, and 20. In one
embodiment, host 12 is a mainframe computer, mini-frame

10 computer, personal computer, or other processing device
having data processing and storage capabilities. In
general, system 10 manages access by remotes 16, 18, and 20

. to the processing and storage capabilities of host 12.

Host 12 comprises a memory 22 and a processor 24 that

15 together operate to store, process, Or manipulate data.
Memory 22 and processor 24 are coupled to security system
14 using link 28. Generally, host 12 may be any processing
device coupled to any suitable wireline or wireless link to
communicate data with other processing devices. In one

20 particular embodiment, host 12 comprises a mainframe
computer operable to communicate data using the IBM 3770
data communications protocol.

Memory 22 may be any suitable memory, such as dynamic
or static random access memory (RAM), read only memory

25 (ROM} , magnetic media, optical media, CD-ROM, or other
suitable volatile or non-volatile storage media. Memory 22
stores information in files, directories, or any other
suitable arrangement that may be accessed by security
system 14 and processor 24. Memory 22 contains

30 instructions for processor 24 to execute in managing the
operation of security system 14. Memory 22 also contains
data repositories 4, 6, and 8 operable to store data
associated with the plurality of remotes 16, 18, and 20,
respectively. Data repositories 4, 6, and 8 are accessible



connect nodule that initiates conmuni cati ons between the 15 system and
a user at predetermned tines. Oher technical advant ages are
readily apparent to one skilled in the art fromthe foll ow ng
figures, descriptions, and clains. BRI EF DESCRI PTI ON OF THE

DRAW NGS 20w0 9734232 For a nore conpl ete understandi ng of tHeTBPREEP

I nvention and for further features and advant ages, reference i s now
made to the follow ng description takensin conjunction with the
acconpanyi ng draw ngs, in which: FIGURE 1 illustrates a data
comuni cati on system 25 FIGURE 2 illustrates a data

conmuni cati on system distributed to operate on a plurality of

di fferent processi ng pl atforns; FIGURE 3 is a flow chart
of a method fofoi HameHsSzi 18, an@daRf MSARGNiSSSITAY Ys \sxistiqm J¢ and
FIGURE 4 is a blrowesbart20f a nmethod for establishing a data

conmuni cati ons sess en.a rennt t LD9 rity

system kg %éﬁ%gg; el om?gh2£§ %hé;zo "ﬁBtho pn%??aggf

aut omatic data%m@ahquaﬁeaaaé{arcmm%tq Ygsire ggsesw C‘and
5 the processing and storage capabilities of host 12.

Remotes 16, 18, and 20 each include a memory 32 and =a
processor 34 that together operate to store, process, or
manipulate data. Memory 32 and processor 34 of remotes 16,
18, and 20 are coupled to an interface 36 using link 38.
10 Interfaces 36 for remotes 16, 18, and 20 couple to
interface 40 of security system 14 using links 42, 44, and
46, respectively.
Generally, remotes 16, 18, and 20 may Dbe any
processing device coupled to any suitable wireline or
1s wireless link 42, 44, and 46, respectively, to communicate
data with other processing devices. For example, remotes
16, 18, and 20 may be miniframes or personal computers and
links 42, 44, and 46, respectively, may communicate data
using FTP, ASYNC, BISYNC, TCP/IP, SLIP, SDLC/SNA, X.25,
20 X.400, or any other suitable communications protocol. For
example, the ASYNC family of protocols may include specific
implementations, such as XMODEM, YMODEM, ZMODEM, KERMIT, or
other standards of asynchronous data communications. A
protocol is generally any format, definition, or
25 specification for the communication of data, whether
implemented in software, hardware, or both software and
hardware. A protocol may include, without 1limitation,
transmission rates, frame formats, blocking formats, text
formats, stop/start indicators, framing and heading
30 indicators, field definitions, checksum values, carriage
return and line feed (CR/LF) indicators, and any other
suitable information that specifies the content or nature
of the communicated data.
As described above, security system 14 operates on
35 host 12 and is coupled to remotes 16, 18, and 20 using
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4 FIGURE 6 is a flow chart of a nethod for inplenenting
systemexits in a data conmunicati on system 5 DETAI LED DESCRI PTI ON
OF THE I NVENTION - FIGURE 1 illustrates a data communi cation

system 10 WO9734t8at i ncludes a host 12, a security systenrdrusyvmeseag on
host 12, and a plurality of renptes 16, 18, and 20. In one

enbodi nent, host 12 is a mainfranme compgiter, mni-frame 10 comput er,
personal conputer, or other processing device havi ng data processing
and storage capabilities. In general, system 10 manages access
by renotes 16, 18, and 20 to the processing and storage capabilities
of host 12. Host 12 conprises a nenory 22 and a processor 24
that 15 t od@tgELaggeddt-e t Enseomaryirmdess emodimeinuy| a:trftedifhae 40
Memory 22 and d@fn@ﬁ&&@r Bfle aldr CRHHHLdERQ18RC Usts yz%Y;Sthers usi ng
link 28. Gene aII / t 12 naéggs,any proceSS|n evice coup ed to
any suitable mnre R@ F wi 7RI Fknggwork 1 €8at BuykRRLS 549 ot her

processi ng dewupport BIS¥Nthe AXUNC, PaPtoxultder eohmdhiestiondGaiotcbdl

conprisegs a b@%bﬁ&tshari%motes 160NRYL €, n@pef@béﬁdt QeEBQﬂJQ' %@tsg/sgathl usi ng
the 1BM 3770 onnunlcatlﬂ?é rotoco ‘22 may

be any SU|tangtﬁ§§8F? § ch*8s &YHR to and, {pteractsindbiac
menory (RAM) , ceaminamaapippaongdule 50 of security system 14.

Although security system 14 is shown as integral to
host 12, security system 14 may be integral to or separate
10 from host 12. Security system 14 may operate on one or
more computers associated with host 12. A computer 8¢
operating in association with host 12 may include an input
device 82, such as a keypad, touch screen, or other device
that can accept information. An output device 84 may
15 convey information associated with the operation of
security system 14, including digital or analog data,
visual information, or audio information. Both input
device 82 and output device 84 may include fixed or
removable storage media, such as a magnetic computer disk,
20 CD-ROM, or other suitable media to both receive output from
and provide input to security system 14. Computer 80 may
have a processor 86 and an associated volatile or non-
volatile memory execute instructions and manipulate
information in accordance with the operation of security
25 system 14.

Security system 14 establishes and conducts
communications sessions using communications subsystem 50,
which allows host 12 and remotes 16, 18, and 20 to exchange
<%“za. Host 12 and remotes 16, 18, and 20 may operate using

30 different communications protocols. Communications
subsystem 50 may include a plurality of communications
modules 52, 54, and 56. Each communications module 52, 54,
and 56 may have an associated protocol for establishing and
conducting communications sessions with any of the remotes



25 (ROM, magnetic nedia, optical nedia, CD-ROM or other

"suitable volatile or non-volatile storage nedia. Menory 22 stores
information in files, directories, or any other sui t abl e arrangenent
that may be accessed by security system 14 and processor 24.
Menory 22 wontsdses 30 instructions for processor 24 toPEXAETAR80MN
managi ng t he operation of security system 14. Menory 22 al so
cont ai ns data repositories 4, 6, and 8 operable to store data
associated with the plurality of renotes 16, 18, and 20,
respectively. Data repositories 4, 6, and 8 are accessible WO
97/ 34232 PCT/ US97/ 02080 to
renotes 16, 18, and 20 using security system 14 and processor 24.

In general, renbfes 18, 18ndan2l 20thaly bepewstd ogisiglg that empartiiesliamr
har dwar e and/ or asebd e e dRai.re access to 5 the processing and

Ishgi’ 33: acﬁgﬁglr ly' g'zeé}.]%l?%ugﬁ] OStcom]th%.'nication§emgggs%gter& 8, 5681 d Zlglcei%%gs
communications modules 52, 54, and 56 associated with
5 bisynchronous, file transfer, and asynchronous protocols,
respectively, the present invention contemplates as many
communications modules as desired to allow the plurality of
remotes 16, 18, and 20 to effectively communicate data with
host 12. 1In one embodiment, communications subsystem 50
10 includes a protocol converter that receives first data from
remote 16 in a first protocol, translates the first data
into second data in a second protocol, and communicates the
second data to host 12 in the second protocol. United
States Patent Application Serial No. 08/582,536 entitled
15 “Protocol Converter Apparatus and Method,” filed by Sterling
Commerce, Inc., describes a suitable protocol converter,

and is herein incorporated by reference.

Communications subsystem 50 is coupled to
communications port definitions files {(CPD) 70. In one
20 embodiment, each CPD 70 supports a different communications

protocol and is associated with a different communications
module 52, 54, or B56. Each CPD 70 contains protocol-
oriented coordination -information for protocol-dependent
communications between each remote 16, 18, or 20 and its
25 associated communications module 52, 54, or 56. CPD 70
may, for example, specify the communications resources,
including ports and devices, associated with communications
modules 52, 54, and 56, respectively, and the manner in
which communications modules 52, 54, and 56 may communicate
30 with those communications resources. CPD 70 may include,
without limitation, communications module start-up options,
communications port identifiers and initialization rates,
path specifications, server information, modem information
and identifiers, communications hardware information,
35 bisynchronous emulation specifications, line switching

This Sheet Has Been RTIaced

Ll




.processor 34 that together operate to store, process, or | mani pul at e

data. Menory 32 and processor 34 of renotes 16, 18, and 20 are
coupled to an interface 36 using link 38. 10 Interfaces 36 for renotes
16, 18, and 20 - couple to interface 40 of security system 14 using
| i nks 42, W9754232 46, respectively. : Gen®@Calusy7/020800t €S
16, 18, and 20 nay be any processi ng device coupled to any suitable
wireline or 15 wireless link 42, 44,3 and 46, respectively, to

communi cat e data with other processing devices. For exanple, renotes
16, 18, and 20 may be mi nifranes or personal conputers and i nks 42,
44, and 46, respectively, nmay conmuni cate data usi ng FTP, ASYNC,

Bl SYNC, TCP/ 1P, SLIP, SDLC/ SNA, X. 25, 20 X. 400, or any other suitable
conmuni cat i on§P|§Fétfé§éF1°nFor lnbounéxaﬁ!plde U ONSENC Hadkri | wlafcksrizieocol s

may i ncl ude Sp@@lcfilf(icatxonsl NPheReRbAt | 9ﬂ§ct§%§l’ﬂ/ asi RN WdPpEMy 2 MODEM
KERM T, or ds of . as nch rﬁrous data comuni cations.. A

stand
protocol is gé’né:?“g‘fgf? ?’fﬁcf&’c"l Yieftofet i SRELINGS. 255ign-Qheci@dcat i on
for the conﬂﬁﬁﬁ@@@ﬂo@roﬂptSdaﬁad aghetdtégrer informaphienesddablesdicwar e,
hardwar & or kepbosehihyar epﬁS‘Qacol degBARS €. coﬁu@ﬁ?&&@fgn@y Heﬁk&)eléqe

w thout limtatlion rat es rane orna
formats, textcommuh1F8Fﬁ8P§ moég%ﬁ?s?%ft541rﬂﬂ atrand qqm%ﬁﬁﬁglsanésv

headi ng 30 angn@Peat or s, field definitions, checksum val ues, carriage

return and |ine fe@@n(:%ﬁ'—m«od\fﬂ C%toor§s 3&9{1@@8 Oi:geram? Cﬁo?@ﬁ'x a8

i nformati on thaL eC|f1es é& tent or, nature e connunlcated

dat a. 18S9 tgﬁﬁ{}ecor%‘walt}%?s?‘é‘?ﬁ)i%%e@at Faidhoxs

host 120%nd i sodudpl €2, tapteponpsct Grodfle #dd 20gusddigle 66, and exits
module 68. Control module 60 manages the operation of

security system 14 by providing remotes 16, 18, and 20
selected access to the processing and storage capabilities
of host 12. The processing and storage capabilities of
15 host 12 include memory 22 and processor 24. Mailbox module
62 manages the communication of data to and from the data
repositories 4, 6, and B. Auto connect module 64 initiates
communications between host 12 and remotes 16, 18, and 20.
Log module 66 stores status information generated by system
20 10. Exits module 68 implements a plurality of user-
supplied exits before and during a data communications
session between remotes 16, 18, and 20 and host 12. 1In one

embodiment, communications subsystem 50, control module
60, mailbox module 62, auto connect module 64, log module
25 66, and exits module 68 operate as separate processes

running on host 12 to provide selected access to the
processing and storage capabilities of host 12.

Control module 60 is coupled to remote site definition

files {(RSD}) 72 and mailbox control definition files (MCD)

30 74. RSD 72 contain information which further specify the

manner in which data communications are established and

conducted with remotes 16, 18, and 20, in addition to the

protocol-oriented coordination information provided by CPD

70. In one embodiment, RSD 72 identifies the remotes 16,

35 18, and 20 that are authorized to access the processing and
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6 interface 40. In a particular enbodi nent, interface 40
conprises one or nore Enul ex DCP 286 boards, serial board/ ports, or
TCP/ I P network interfaces suitable to support BI SYNC, ASYNC, FTP or
ot her commumaemems protocol 5 between renptes 16, 18 PCHRFIYR8h|
security system 14. Interface 40 is coupled to and interacts with

t he conmmruni cations nodul e 50 of security system 14,

Al t hough security system 14 is shown as integral to host 12, security
system 14 may be integral to or separate 10 fromhost 12. Security
system 14 nmay operate on one or nore conputers associ ated wth host
12. A conputer 80 operating in association w th host 12 may include
an i nput gForpge gzpakititins Lk fasdid 12 saehidepebhieyrorpratiicgadli ce

t hat can acceptcHddapu@iiicics ofnaauhpiizeeviemots g, 18, amdRrey As

i nf ti ' Wi t ' ' 14,
el udi ng di gy oo, bEReily | fenbi® PECLEELER SHaeraily SESUALLY AT
information. WSULSHBG accesgeyik® 8fhand RAAGRASIAVI cBn84 mBPNase ude

fixed or s dappapidlilteest oFagestedga, such as a magnetic conputer disk,

A separate RSD 72 is associated with each authorized
remote 16 according to a mailbox ID associated with the
particular remote 16. RSD 72 may include, without
limitation, remote protocol information and specifications,

10 protocol enhancement options, remote linetype settings,
remote IP addresses, remote phone numbers, remote port
numbers, inbound and outbound data format information,
ASCII translation file identifiers, outbound data batch
separation information, wait interval specifications,

1s directory command format specifications, and any other
information suitable for allowing control module 60 to
establish data communications sessions between host 12 and
remotes 16, 18, and 20. RSD 72 may further specify a
password corresponding to each mailbox ID that must be

20 communicated from the particular associated remote 16
before security system 14 approves selected remote access
to the processing and storage capabilities of host 12. 1In
one embodiment, control module 60 opens and reads a
particular RSD 72 each time a data communications session

25 is established between the remote 16 assgsociated with the
particular RSD 72 and security system 14.

Mailbox control definition files (MCD) 74 contain
information for controlling the operation of security
system 14 to provide remotes 16, 18, and 20 with the

30 selected access to the processing and storage capabilities
of host 12. In one embodiment, MCD 74 allows remotes 16,
18, and 20 to add batches of data to data repositories 4,
6, and 8, respectively, if MCD 74 includes a valid mailbox
ID corresponding to the particular remote 16, 18, or 20

35 attempting to add the data batches. MCD 74 may specify,



.20 CD-ROM or other suitable nmedia to both receive output from

provide input to security system 14. Conputer 80 nay

and

have a processor

86 and an associated volatile or non- vol atil e nmenory execute

i nstructions and mani pul ate information in accordance with the
oper ati onWeX978&Barity 25 system 14. Secur i tRCTAESH30208¢ 14

est abl i shes and conducts conmuni cati ons sessi ons using

comuni cati ons subsystem 50, whigh all ows host 12 and renotes 16, 18,
and 20 to exchange data. Host 12 and renotes 16, 18, and 20 nay
operate using 30 di fferent comuni cations protocols.

Conmuni cati ons
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15
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35

exit identifiers and activation information, and other
information suitable for allowing control module 61 to
provide remotes 16, 18, and 20 with selected access to the
processing and storage capabilities of host 12 using
mailbox module 62.

Mailbox wmodule 62 is coupled to mailbox engine
definition files (MED) 76. In general, MED 76 contain
information for configuring the processing and storage
capabilities of host 12 to allow security system 14 to add,
store, and retrieve data batches from data repositories 4,
6, and B in memory 22. MED 76 may specify, without
limitation, directory paths, the maximum number of data
batches to which system 10 may provide selected access, the
minimum number of bytes of freespace to be maintained in
memory 22, and any other information suitable for
configuring the processing and storage capabilities of host
12 to allow security system 14 to add, store, and retrieve
data from data repositories 4, 6, and 8 in memory 22.

Auto connect module 64 is coupled to auto connect
definition files (ACD) 78. In general, auto connect module
64 initiates communications between host 12 and remote 16
at predetermined times based on scheduling information in
ACD 78 or in response to requests from an operator of host
12. Communications initiated by auto connect module 64 may
include, for example, data transfers from host 12 to remote
16, data transfers from remote 16 to host 12, commands from
host 12 that cause remote 16 to execute a process, and any
other communications between host 12 and remote 16 suitable
for automatic initiation using auto connect module 64. In
one embodiment, each ACD 78 defines a chronological auto

subsystem 50 may include a plurality of comuni cations
54, and 56. Each communications nodule 52, 54, and 56
may have an ¥ikherttkinigrasiisun| slystessnabesshpdyinhdtrator passiwstdsg



respectively, the present invention contenplates as many

communi cations nodules as desired to allow the plurality of r enot es
16, 18, and 20 to effectively comunicate data with host 12. In one
enbodi ment, conmuni cati ons subsystem 50 10 i ncl udes a protocol nverter
51 that rec¥P9¥33 st data fromrenote 16 in a fi r8sVEvre ‘?g

transl ates the first data into second data in a second

pr ot ocol , and comuni cates thelkecond data to host 12 in the
second pr ot ocol . United States Patent Application Serial No. 15
08/582,536 entitled "Protocol Converter Apparatus and Met hod, "
filed by Sterling Cbnnerce Inc., describes a sui tabl e protocol
converter, and is her orporat ref erence ,
Communi cat i ons n‘%‘ﬁ%% aBOSPe‘F %G&EI ggrotes, Ly 18'c6‘ﬁ"ﬁuﬁ cYtFBns

port definitiowbifh|astq €RBRe?6. moddle de needs to embwulimenice, eabe €RPe70
supports a d'fE%rEBﬁm&HHHHH@ C8hiOP%e task topr£@5f$ E“ﬁ&dHSd%%%pEbﬁtht“”th

a different co nicatio nodul e 52, 54, 56. ach
contai ns prot oddft may Speq&ﬁyéﬁt83u¥ﬁiﬁ§¥ R§tF6ﬂ°??ﬁ(iﬁﬂa9@onaﬂér20 that
pr ot ocol -sdependtant A5fferemmassasiHteds ddemwatbaehochs rereiacdls. 18, or 20

and its assocmbe?acaggvags&éif NS, {BAULE B3 e 508" §Qm09§£> Z,gth

may, for exanple, sheci cat1qQns resources

ports and deV|8 aS% Eﬁ?&&sﬁnF?PWRﬂﬁﬁiﬁle§Froﬂ%teS arid ﬁ&ﬂﬁﬁe§t52h15h and
56, respectlvehytoandxﬁh&usﬂumﬂ soh&8uled WhbcC IbeC ol tni atadd ,0 Nda t@siubkad 52

54, and 56 W&ytﬁa@gunheatﬁmch sl dduledP S GuESTMUBAAL O " Y15 OHEE Spe O

70 may i_nclude,, limtation, comunicatlions no star u
opti ons, 9 igdtiahedat | FRCIFHM | CRAEYTTSIIES aﬁam?wtumpgﬁtmpés
pat h specifi casessipnsequantiniesavaot, inedevalof beowéennadbo coffidet

identifiers, %QEEEthaédnﬂ:}l%u%%rd esubgfe%m'% to connddSYBGREPRRUS
emul at i on speC|f|cat|ons e swt
initiation, maxlmum sess1on inactivity intervals preceding

session termination, whether to establish communications
1s with a remote if no data is to be communicated, how many
attempts are made to establish communications with a
remote, how many times gpecified resources are requeued for
a remote on the auto connect list with which communications
are established and delay intervals between requeues, and
20 any cther information suitable for automatically initiating
communications between host 12 and remote 16. ACD 78 may
further specify remote-specific information associated with
a particular remote 16 on an autoc connect list to replace
or override the remote-specific information associated with
25 the particular remote 16 and included in RSD 72.

In operation, security system 14 spawns a separate
interactive process 5, 7, or 9 each time, for example, one
of the plurality of remotes 16, 18, or 20, respectively,
requests access to the processing and storage capabilities

30 of host 12. The selected access of each interactive
process 5, 7, or 9 to the processing and storage
capabilities of host 12 is limited to its associated data
repository 4, 6, or 8, respectively. Interactive processes
5, 7, and 9 interact with remotes 16, 18, and 20,

35 respectively, to provide the selected access.
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8 specifications, inbound and out bound data bl ocksi ze

speci fications, maxi muminactivity interval settings, asynchronous
interactivity node settings, sign-on and password pronpts, and any
ot her i nfowesra3xsuitable for 5 supporting pr ot ocol rCEARINdZORG
communi cati ons between comuni cati ons nodul es 52, 54, and 56 and
renotes 16, 18, and 20. 12Control nodule 60 is coupled to
and coor di nat es comuni cations between conmuni cations subsystem 50,
mai | box 10 nodul e 62, auto connect nodule 64, |log nodule 66, and exits
nodul e 68. Control nodul e 60 manages the operation of security
system 14 by providing renptes 16, 18, and 20 sel ected access to the
processi ng and stora‘&érc%ml-?tlégmotes 16f Hd@st @Rl 2TFheapr aeedsiengtand

storage capabi|lédtaisligh ldommuriQsit ibad Rﬁ'tlllﬂ%dﬁmi@’ 1?n2 @f&fézpr&?efé@éss%

Mai | box nodul e g t he communj cation o 0,and fromthe
dat a repotsﬁ r%%cgﬁag Séo%?l%t?%mgeﬁenﬁaﬁﬁ léi‘lq?ﬁt‘?‘atf&s‘:
12 that include memory 22. In response to communications
5 from remotes 16, 18, and 20, security system 14 is operable

to use mailbox module 62 to spawn a separate interactive
process 5, 7, or 9 to interact with each remote 16, 18, or
20, respectively. Each separate interactive process 5, 7,
of 9 has selected access to its associated data repository
10 4, 6, or 8, respectively, according to its associated
remote 16, 18, or 20, respectively. Each separate
interactive process 5, 7, or 9 therefore interacts with
remote 16, 18, or 20, respectively, to provide remote 16,
18, or 20, respectively, with the selected access to its

15 associated data repository 4, 6, or 8, respectively.
Security system 14 may include one or more application
program interfaces (API}) to facilitate communications
between communications subsystem 50, control module 60,
) mailbox module 62, auto connect module 64, and exits module
20 68. In one embodiment, each API is a C function call
embedded in an application program associated with security
system 14, There may be multiple such application
programs. Each application program may communicate with
processes operating on host 12 or processes operating
25 remotely from host 12. Each application program may be
distributed to operate on multiple processing platforms
located within the same or different local area or wide
area networks. Each API may be customizable to faciliate
data communications to, from, and within security system 14
30 according to particular needs. The present invention
contemplates other suitable methods of facilitating
communications within security system 14 and between
security system 14 and one or more remotes 16, 18, and 20

using an API.



communi cati ons between host 12 and renotes 16, 18, and 20. Log nodul e

66 stores status information generated by system 20 10. Exits nodul e
68 inplenments a plurality of user- supplied exits before and during a
data communi cati ons- session between renotes 16, 18, and 20 and host
12. I n one WO9B2¥ihodi nent, conmuni cations subsystem 50, EGHTOIMaul e
60, mail box nodul e 62, auto connect nodul e 64, |og nodul e 25 66, and
exits nmodul e 68 operate as separate pror®sses runni ng on host 12 to
provi de sel ected access to the processi ng and storage capabilities of
host 12. Control nodule 60 is coupled to renote site definition

files (RSD) 72 and mail box control definition files (MCD) 30 74. RSD 72

contain information i ch fﬁéther S eciLX t he ) nner jn i ch data
communi cations are @ ghsRegftand 15 showpnasc? HRFIH TeHfA%s MAST 18, and
20, in additi omayoindiaide one orchoo®|camputeiredtbabruhitaion ami exetiten

provi ded by CPPhe instilict {dhenecombagh gRake B hAeBLLELRS {41e hEmt es
16, 35 18, and 20 that are authaqrized to access thé processing an
VO 97/ 34232 important technical advantage of segyriigSYRLRM 14 is the

9 5 use of communications subsystem 50, control module 60,
mailbox module 62, auto connect module 64, log module 66,
and exits module 68 running as software processes on
security system 14. In one embodiment, security system 14
may therefore be distributed to operate on a plurality of

10 different processing platforms. '
FIGURE 2 illustrates a data communications system 10
having a distributed security system 14. Communications
from remotes 16, 18, and 20 are received at interfaces 40
coupled to hosts 12a and 12b. Interfaces 40 are operable

15 to communicate data from remotes 16, 18, and 20 to the
distributed communications modules 52, 54, and 56 operating
on selected hosts 12a and 12b. For example, BSC

communications module 52 operates on host 12a, whereas FTP
communications module 54 and ASYNC communications module 56
20 operate on host 12b. Although only hosts 12a, 12b, 12¢,
and 12d are shown, the present invention contemplates as
many hosts 12 as is compatible with the desired
distribution of security system 14. Further, although
interfaces 40 are shown coupled only to hosts 12a and 12D,
25 the present invention contemplates interfaces 40 coupled to
each host 12 on which a communications module 52, 54, or 56

is operating.
Mailbox module 62 and BSC communications module 52,
FTP communications module 54 and ASYNC communications
30 module 56, log module 66 and control module 60, and auto
connect module 64 and exits module 68 are coupled,
respectively, to an interface 80 associated with the host
12 supporting the particular modules. Although mailbox
module 62 and BSC communications module 52 are shown
35 running on the same host 12a, FTP communications modules 54



.Storage capabilities of host 12 and identifies operational

characteristics of authorized renotes 16, 18, and 20. As used herein,
renote 16 refers generally to any renote requesting access to the
processi ng and~ storage 5 capabilities of host 12. A
separ at e RI¥OPHI4232 5ss0ci ated with each aut hori zed r BEHU897103080
according to a mail box I D associated with the particular renote 16.
RSD 72 nmay include, wthout lig tation, renote protocol

i nformati on and specifications, 10 prot ocol enhancenent options, renote
| i netype settings, renote | P addresses, renote phone nunbers, renote
port nunbers, 1nbound and out bound data format information,

ASCI| translation file identifiers, outbound data batch separation

i nformation, waRe AN pemmupéeaticns impdule]56 arelsteptrompnodmgend fhenat
speci fi cat i onssamantiosny 12)eriog moduldf 65 MALEOEHHAAD Rodi0fe a4 0%irad

control nodul e \ S | ish dat mruni ¢cations sessi ons _bet ween
host 12 and s (r)retlnntg’tlgg fg,éﬁg,sa%ed%fﬁg EE%%D ARFS GPREFTSPRERES a
password corre$poRBfngxibscaedubai $Hoxred hawn mrstinge o?0 the eemsuhbsat ed
from the partigd| arciésqietiedd HLaWRhEioAD contemPE{t¥L SQGUT LLYcSKgLem 14

oD OvES 3oL BRI R Bece gl Nl ST AR
and reads a dataegmmunicatiRes EyssemhlPime a data communi cations session
25 is establishpgedptaesd e LED! BohS188S 0L AlGE WlRehll® using
particul ar RSE)Z% nd security s s&gg 14. . cEhllbox controf
definition fil &g Tﬁ&iﬁaﬁﬁp%ﬁnﬁgﬁﬁ$r 2, which may dRfyfecBnlPERLi AGSRhe
operati 8f of seetiwexk (LAN), ayyridn ldrea petwodk r(@AN)es ok6,am8, other 20
wth the 30  sufediTd e¢hideless (dr t RerBLAESSShdtGidHk] BbOTAGRDRAPARLELLT es
communications among hosts 12a, 12b, 12¢, and 124. 1In one
embodiment, communications network 82 includes a messaging
layer that allows communications between hosts 12 that use
15 different communications protocols or provide different
processing platforms. For example, the messaging layer of
communications network 82 may use Socket Interface
Parameter Structures (SIPS) or other suitable message based
protocols for communications between hosts 12. In one
20 embodiment, each Socket Interface Parameter Structure
communicates a separate message between two or more hosts
12 irrespective of platform specific data storage formats.
For example, a first host 12 operating on an Intel® data
storage format can communicate with a second host 12
25 operating on a Motorola® data storage format, and a third
host 12 that uses a Big Endian data storage format can
communicate with a fourth host 12 that uses a Little Endian
data storage format.
Using interfaces 80 and communications network 82,
30 communications modules 52, 54, and 56, control module 60,
mailbox module 62, auto connect module 64, log module 66,
and exits module 68 can be distxibuted to operate on a
plurality of different processing platforms. The increased
portability, modularity, and adaptability associated with



of host 12. In one enbodinent, MCD 74 all ows renotes 16, 18, and 20

to add batches of data to data repositories 4, 6, and 8,

respectively, if MCD 74 includes a valid mail box | D corresponding to
the particular renote 16, 18, or 20 35 attenpting to add the dat a

bat ches. MR ¥734a38y specify, WO 97/ 34232 PCTUSI7/02080

PCT/ US97/ 02080 10 wi t hout
limtation, system names, adm nistrator ymsswords, data bat ch
security information limting i nbound data bat ches to those from
renotes having valid mail box I Ds, valid mailbox ID Ilists, nodul e
pol I'i ng frequency 5 specifications, nailbox maxi num data nessage size
settings, exit_identifiers and activation information, and ot her

i nf or mati on sui F&BI S¥FTIPUtARiIAG Yo oFerRELTE SYSEem 14 Pﬁiﬂ"d\ﬂe&e an
renptes 16, 18, iapdrPanid técinel @l edivaetege bl shetem 10. processing and

storage capabi 11 esyobubos) 2 J030h Uace ORI BRCHRAUE GRicializing

Mai.l box nodul e 62 I's éd ‘to°nai box en ,
the components of security system The method begins at

5 step 100 where control module 60 is invoked. Control
module 60 may be invoked automatically, manually, or in any
other manner suitable to initiate the operation of control
module 60. At step 104, control module 60 identifies the
non-control modules desired to be included in security

io system 14. The desired non-control modules may include,
without limitation, one ore wmore of the following:
communications modules 52, 54, and 56, mailbox module 62,
auto connect module 64, exits module 68, and any other
processes running on security system 14 that are desirable
1s for data communications and processing. The identities of
the desired non-control modules are loaded into a status
table at step 106.
Control module 60 opens a well-known port (WKP} at
step 108. Any one of the non-control modules determines
20 the well-known port number (WKPN) and Internetwork Protocol
(IP) address of control module 60 at step 112, and
establishes communications with control module 60 at step
114. At step 116, the non-control module communicates its
identity and ephemeral port number (EPN) to control module
25 60. The ephemeral port of the non-control module allows
control module 60 to communicate with the non-control
module before the non-control module has established a
well-known port. 1In response to the communications from
the non-control module at step 116, control module 60
30 transmits a wait message to the non-control module at step
118. In one embodiment, the non-control module enters a
suspended operating state in response to the wait message
and remains in the suspended operating state until a ready
message is received from control module 60.



definition files (MED) 76. In general, MED 76 contain I nf or mati on
for configuring the processing and storage capabilities of host 12 to
all ow security system 14 to add, 15 store, and retrieve data batches
from data repositories 4, 6, and 8 in nenory 22. MED 76 nay

speci fy, Vo342 limtation, directory paths, the rRoTiusame208mber of
dat a batches to which system 10 may provi de sel ected access, the

m ni nrum nunber of bytes of freespace tggbe maintained in 20 menory 22,
and any other information suitable for configuring the
processi ng and storage capabilities of host 12 to allow security
system 14 to add, store, and retrieve data fromdata repositories 4,
6, and 8 in nenory_ 22. Aut o connect nodule 64 is coupled to auto
connect 25 def | RF t$%9P flid%s qEAtHPl7godulis §éndebernines wosttext aiddul e

64 initiates enanudbshié®NIndetIRRIrd0Snokid1ard HeyRt eréélstered afw81 _
predet er m nedebhiES1PaRgGu 0 SEHCUy | NG N aLNRY O8eblripeq ke o 5o !

response to requests froman operator
initiated by Sﬂ?%ﬁ%%ﬁﬂbdﬂlﬁbéﬁﬁ@SGAlﬁayhsough Lh8l udef 41F whearddsd redat a

t ransf ess frOﬁbheabnﬁfolombaﬂmé% have ﬁ@t<¥£@i&ééﬁ@éé&éﬁfVQEEES”QHﬁ 16 to

brocess. and GhyoushTig are d3Beaked Mir Hhar PamcontzodnPakisre 16
sui t abl e St¢2ﬁ ¥%&(ﬁhﬁpnghlhl@l%xe(xepﬁatnq &at ceacim neodcemdivee noh- | N 35

one enbodi menéont26d NEBLTE d8bhBesiagCHE0RRLBINGE! WAYE? 211 the non-
cofitrol modules have registered with control module §0 by

10 communicating their identities and ephemeral port numbers
to control module 60. Although the flow chart shows the
non-control modules registering with control module 60 in
a serial fashion, the present invention contemplates
registration of all the non-control modules simultaneously,

15 or in any other relative order or temporal distribution
suitable for effectively initializing the components of
security system 14.

After all the non-control modules have registered with

control module 60, control module 60 transmits a ready

20 message to each non-control module at step 122. In one
embodiment, the ready message contains the ephemeral port
numbers and IP addresses of the other non-control modules.
Providing the ephemeral port number and IP address of a
particular non-control module to the other non-control

25 modules transforms the ephemeral port of the particular
non-control wmodule to a well-known port. Once the
ephemeral ports of the non-control medules are transformed
toc well-known ports, the port number of each non-control
module being a well-known port number known by the other

30 non-control wmodules, initialization of the components of
security system 14 is complete.

FIGURE 4 is a flow chart of a method to establish a
communication session between remote 16 and host 12 using
security system 14. The method begins at step 200 where

35 remote 16 establishes communications with communications
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connect |ist that specifies the renotes 16, 18, and 20 with whi ch

aut o connect nodul e 64 needs to conmunicate, the tine t o comruni cat e,

and the task to perform Each auto connect list may specify a

plurality ofWPSAB43% 16, 18, and 20 that 5 have differe FT@§§ﬁEWQted

conmuni cati ons protocols. ACD 78 may specify, w thout

limtation, renptes with whi ch to &%tablish comunications, dates and

times at which auto connects are scheduled to be initiated, dates and

times at which schedul ed auto connects wll not be 10 initiated,

maxi mum concurrent renote comrunications sessions quantities, wait

i nterval s between auto connect Sessi o cgg&letipn and suﬁsequent aut o
S

connect sessi on SUPSYSEER (3% oS mBd SHNASE VEnadt i GPEGSFnt P v AR
pr ecedi ng RISTBESN1 t andri hatdammunilrattionst gubsyabén sH0 coapnaniciatdeo®s 15

with a remte ifpRE3a03kF ¥ (Ruk@nedRYBhEaARBAuIBOWSERNE,, and &fel,endich are
made to establish conmunications with many timnmes

th a . renote, .how,

speci fi ed resourty¥digr e?r T§Nfor associated er?ﬁ’f’g‘“gﬁcf‘ﬁlé"aﬁt PRI
list wth ®hi ch Ruorohen,catommmicatiorsy emedebdd | SRed Bhd dvla)s6 nihayvdes
between requeuesy; AR ea t8NYufl BA! al BRALERE EPNoBUaL Al fedOlprocessing
automatically initiatin C ni cations between host and renote
16. ACD 78 may PLatEORRS: s H5EQ PSTELRoI S UBELCAELOTPABYURTS (i ASTRTS ed
W th a pargernexiaddyr anotanyl 6ome afi &hieo plomaddityl ich ¢ommeplateions

or override the g RRBLS SRECkL] Cahafos mation associated with 25 t he

particular renmote 16 _and inclugded in RSD 72, - . e )
10 Communications module 52 determines identification

information associated with remote 16 at step 202.
Identification information may dinclude a username,
- password, mailbox ID, or any other information suitable to
identify or authorize remote 16. Identification
15 information may be determined either non-interactively or
interactively. Whether communications module 52 determines
the identification information non-interactively or
interactively may depend upon the particular communications
protocol used for communications between remote 16 and host
20 12. 1In one embodiment, remote 16 is interactively prompted
to communicate a mailbox ID associated with remote 16 to
communications module 52. Communications module 52 reports
the remote sign-on attempt and communicates the
identification information to control module 60 at step

25 204.

In response to the communications from communications
module 52 at step 204, control module 60 attempts to verify
that remote 16 has communicated a wvalid mailbox ID to
communications module 52 and is authorized to access the

30 processing and storage capabilities of host 12 that are
associated with the particular mailbox ID. Ir one
embodiment, control module 60 consults RSD 72 to verify the
mailbox ID at step 206. If the mailbox ID communicated by
remote 16 does not match the mailbox ID associated with

35 remote 16 and contained in RSD 72, control module 60



In operation, security system 14 spawns a separate I nteractive

process 5, 7, or 9 each tinme, for exanple, one of the plurality of
renotes 16, 18, or 20, respectively, requests access to the
processi ng and storage capabilities 30 of host 12. The sel ected access
of each i W@PHI e process 5, 7, or 9 to the procd®3/HI78P st or age
capabilities of host 12 is limted to its associ ated data repository
4, 6, or 8, respectively. Interactive 8 ocesses 5, 7, and 9 interact
with remotes 16, 18, and 20, 35 respectively, to provide the sel ected
access. WD 97/ 34232

PCT/ US97/ 02080 12 For
exanpl e, renotes 16, 18, and 20 nay desire to est abl i sh

conmuni cat i onSTAPFRLIHRA YPFUSS §FGESS: Bessrgesto communigatigns madule
processi ng an@2statr ageepc kb and | esmeinhestions betwsti hedmddec| Lalean@nor y

22. In responﬁgsgolgogpyné£§#éfgyi 5 fromrenotes 16, 18, and 20,
security system 14_i s operable to use nmil box npdul e 62 to_spawn a
separ at e i nteracti ye the mailbox ID from remote 16 matches the mailbox

5 ID associated with remote 16 in RSD 72, control module 60
retrieves the password associated with the matched mailbox
ID using RSD 72 at step 212. At step 214, control module
60 communicates the verification of the mailbox ID to
communications module 52, along with the associated
10 password. For communications sessions using an interactive
communications protocol, such as file transfer protocol
(FTP), communications module 52 then prompts remote 16 to

communicate the associated password at step 216.
If the password communicated by remote 16 does not
15 match the password associated with remote 16 retrieved from
RSD 72, control module 60 transmits a refuse access message
to communications module 52 at step 210 and communications
between remote 16 and host 12 are canceled. If remote 16
communicates the correct associated password at step 218,
20 which matches the password retrieved from RSD 72 at step
212, communications module 52 spawns a child communications
module to manage data communications between remote 16 and
host 12 at step 220. In one embodiment, the spawned child
communications module is a separate process, application,

25 or instantiation of communications module 52.

After spawning the child communications module,
communications module 52 continues to monitor its
associated communications ports at step 222. Repeating
~teps 202 through 220, communications module 52 may spawn

30 a separate child communications module each time one of a
plurality of remotes 16, 18, and 20 contacts communications
module 52 and is authorized to access selected processing
and storage capabilities of host 12 by control module 60.
Although the flow chart shows each remote 16, 18, and 20

35 contacting security system 14 in a serial fashion, the



brocess 5 7, or 9 to interact with each renpte 16, 18, or o 20,

respectively. Each separate interactive process 5, 7, or 9 has

sel ected access to its associated data repository 10 6, 8,
respectively, according to its associated renot e 1 nﬁgmz
respectivel YO STHLR separate I nteractive process

therefore interacts with renote 16, 18, or 20, respectlvely to
provi de renote 16, 18, or 20, res})%ctively, with the sel ected access
toits 15 associ ated data repository 4, 6, or 8, respectively.

Security system 14 may include one or nore application pr ogram
interfaces (APlI) to facilitate conmunications bet ween conmuni cati ons

bsyst em 50, b 5
oy o e “ona Eabbehs TR 80 congomo1 IRELORIMMOLLS. S0 Miih cofgESL
C function call 16, 18 @fige RIL dS AL BERREIHS ot | DN WOQPXW&%&F&#E&Wt h

security ox¥sicedr bmporhierd stputhen rﬂtblﬂt.'abh.é f%l:cmst&mhsﬁahgon
prograns. Each ni cate_with

I
operating on hogge_aLl : %‘%}&c%ességmﬁgg%{hﬂ% chyeen r?%%?sellya'f rlg %§§f§§2
Each appl iScat i omngr bgstini?2ay be distributed to operate on nultiple

processing platfor mSMaxlbox ndAke @ik hedhddtt eS0HE Sfe iii@&@ﬂbrﬁ@ﬁ'atoar ea

or w de area., etvvor custonm z aciliate
Cat o Communi cat PEATIAE. TRRERe RO WIS, AERbsReA ACRTE! B Ehe)piotessdhg
according to pamdcushﬁrmdsapabtﬁetpﬁesecrﬁ bogtent2 omaccordingcdint ebpeat es
other suitable ngkhedgicht{ori 1htsihdion assoGUFBdNWERN eRmotkt AEN  In

security stem 14 and e ecurit stem. 14 and one_ or re
renot es 18, °Afd 2B élmex&[f& n@‘aé:r]f =T mddute’ “¢2" dfcesses °' aata

repositories 4, 6, and 8 in memory 22 to store data in
individual batches identified by batch ID. Mailbox module
62 tracks the data batches using an indexed control file in
which one control file record exists for each data batch
is5 stored in data repositories 4, 6, and 8. The control file
may be tracked and indexed, for example, according to a
batch number associated with each data batch, a batch ID
associated with each data batch, which may include a user-
supplied description of the batch contents, a mailbox ID,
20 a combination of batch number, batch ID, and wmailbox ID, ox
in any other manner suitable for tracking and indexing the
batches of data in data repositories 4, 6, and 8.
At step 226, mailbox module 62 determines the selected
portion of the processing and storage capabilities of host
25 12 that remote 16 is authorized to access. Remote 16 may
be authorized, for example, to access only particular data
batches and file directories. In one embodiment, mailbox
module 62 associates each batch ID with a particular
mailbox ID using the indexed control file. One wailbox ID
30 may have one or more associated batch IDs depending upon
the particular implementation. The batch IDs associated
with a particular mailbox ID correspond to the data batches
in memory 22 accessible by the remote 16 having the
particular mailbox ID.
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13 Al t hough host 12 is shown as a single device, host 12
may i nclude one or nore conputers that maintain and execute t he

i nstructions to-inplenent security system 14. An I nportant technical
advant age WS8R ity system 14 is the 5 use of commurt

subsystem 50, control nodul e 60, mai | box nodul e 62, auto connect
nodul e 64, | og nodul e 66, and exots nodul e 68 running as software
processes on security system 14. In one enbodi ment, security system
14 may therefore be distributed to operate on a plurality of 10

di fferent processing platforns. FIGURE 2 illustrates a data
conmuni cat i ons syste

havi n i,stribut curity stem 14.
Conmmuni cat i ons ‘f]\})&?ﬁ pefotesda s ef% 15Rd*%® ‘fﬁ‘ E’ #‘@édiét "FHPEY f aces
40 couplzdl tlwathozsts aeaeasmbmwylmmﬁacb% ) step op2s abl tnldne to
communi cate Ckﬁﬁbdﬂi%@hkenﬁhésoiﬁtléﬁlaf”ﬁkég)Hé%éﬂ@% accessibik’ bPukgdn

conmuni cati ons nDduIes host s

) ect
12a and 12b.Femetp %xa%%feor %@Care Sel&&ﬁﬁgﬁFXa@FSﬁ%rﬁBHb?EegZfBﬁErates
on host 82a, wies epsmdiliPing datsobatbheat fanmemotyl @54 anfrdINE data

communi oat | ons:Spskl €ofegOy,  OPesghe €N osbedlherfl thonch Bl bas! o

12a, 12b, 12 resent 1 nvention contenplat
as access of each partlcular remote 16, 8, or 20 to th

processing and storage capabilities of host 12 is then
limited to the data batches in data repositories 4, 6, and
10 8, respectively. At step 230, mailbox module 62 spawns a
child mailbox module to interactively provide remote 16
with the selected access in accordance with the mailbox ID
associated with remote 16. In one embodiment, the spawned
mailbox module is a separate process, application, or
is instantiation of mailbox module 62. After spawning the
child mailbox module, mailbox module 62 may spawn
additional child mailbox modules each time security system
14 is to provide one of a plurality of remotes 16, 18, and
20 with selected access to the processing and storage
20 capabilities of host 12. The child mailbox module sends a
ready message to the child communications module at step
232, indicating that data communications between remote 16
and host 12 may begin in accordance with the selected
access remote 16 has to the processing and storage

25 capabilities of host 12,
FIGURE 5 is a flow chart of a method for establishing
an auto connect data communications session between host 12
and remote 16. The method begins at step 300, where an
auto connect may be requested. Auto connect requests may
30 be initiated manually by a system administrator oxr
operator, automatically by host 12 or security system 14 in
response to some other event, or in any other suitable
manner. If an auto connect has not been requested, the
method proceeds to step 302, where it is determined whether
35 an auto connect has been scheduled to occur at that



many hosts 12 as is conpatible with the desired di stribution of

security system 14. Further, although I nterfaces 40 are shown
coupled only to hosts 12a and 12b, 25 the present invention contenplates
interfaces 40 coqgled to each host 12 on which a congaﬂéﬁ

modul e 52, ¥P%96 i s operating. Mai | bo 2 and
BSC communi cati ons nndule 52, FTP communi cati ons nodul e 54 and ASYNC
comuni cati ons 30 modul e 56, | og noddle 66 and control nodule 60, and
auto connect nodul e 64 and exits nodul e 68 are coupl ed,

respectively, to an interface 80 associated with the host 12
supporting the particul ar nodul es. Al t hough mai | box nodul e 62 and

BSC conmuni cat i
FTP conmmuni cati

12c,

5

10

15

20

25

30

35

SAEIN:8A2 A1 SHOWE 33, ALHINL 8,00, S, SATB: NYerl 22
PCT/ US97/ 02080 scheduled, security system 14 waitg for a predehrivisedC

communi cati ons g@dide N6 @iépSQ@MﬂbéEBQéngegﬁrﬁfﬁb to stepa§Bohostelh,

rodul 2 nSG aﬁ?g gg nh:;gc![onnnggﬁlléasfs%een requesteé a% stegng'bggo:é) nsékbeeduslaeige Qost

step 302, auto connect module 64 spawns a child auto
connect module to manage the auto connect at step 306.

At step 308, the child autoc connect module consults
ACD 78 to determine the remote 16 to contact, the time to
contact remote 16, and the task to be performed. 1In ocne
embodiment, each ACD 78 defines a chronological 'auto
connect list specifying a plurality of remotes 16, 18, and
20 to contact, the time to contact remotes 16, 18, and 20,
and the task to be performed. ACD 78 may further specify
remote-specific information associated with a particular
remote 16 on an auto connect list to replace or override
the remote-specific information associated with the
particular remote 16 and included in RSD 72. The child
auto connect module selects an appropriate communications
module 52, 54, or 56 to communicate with remote 16 at step
310 using information contained in RSD 72 coupled to
control module 60, ACD 78, or both RSD 72 and ACD 78. At
step 312, the child auto connect module tells
communications subsystem S0 to establish communications
with remote 16 and to provide remote 16 with selected data.
In one ewmbodiment, the selected data provided to a
particular remote 16 is contained in data repository 4
associated with the particular remote 16, and specified in
accordance with the mailbox ID associated with the
particular remote 16.

Communications module 52 obtains remote communication
parameters from RSD 72 coupled control module 60, ACD 78,
or both RSD 72 and ACD 78 at step 314. Communications
module 52 then spawns a child communications module to
process communications between host 12 and remote 16 at
step 316. At step 318, the child communications module

| og



.64 and exits nodul e 68 are shown running on the sane host 5 12d, the
present invention contenplates any suitable di stribution of these
nodul es anong two or nore hosts 12 in data communi cati ons system 10.
Interfaces 80 are coupled to one another using communi cat i ons

net wor k 82WOWBdM¥2may i ncl ude a | ocal area 10 net wor k (PICAN)S97/62080 de ar ea
network (WAN), or any ot her suitable wireline or wirel ess network
to support data comuni cati ons anppg hosts 12a, 12b, 12c¢, and 12d.
In one enbodi nent, communi cati ons network 82 includes a nmessagi ng

| ayer that allows communi cati ons between hosts 12 that use 15 di fferent
comuni cations protocols or provide di fferent processi ng pl atforns.
For exanpl e, the nmessaging |ayer comuni cati ons network 82 may use
Socket InterfacéttemptsPaganeF%Pt§E¢LKKQHQ&? ( S6PShsbngottiey sgifraiphdate

message based protopbatamd:tdhmunﬁ@&&&ﬂhﬁabh?ﬂﬁe@@iﬂeenlho§kﬁoég 16 48 one

20 enbodi nmen | nt rfac cture

comuni cates a ?gﬁaggggacﬁg%gia%}e Tt 3;9 "t o?‘eﬁge‘é %%cfese S to stgp 322

i rrespective of WHexer Shfh 5§pilure ciglarepantedage fontmbd. module G%M’ exanpl e,
a first hast 12 Operatlﬂgméﬁbémtl or@s hndehér commursidy ! %&5@5c8§”
comuni cate with,.g §§8€$§Li¥§%ro 24 ;E?Peratlng on a torola at
storage format, _and a PIiRo%t° VIS Bfdi &t -d]Fa56
storage for mat &§navallabéenﬁﬁnﬁéepe33#trthsfmnnhdﬁinﬁuprh% thastepesa.
Little Endian Stepsdaiza tﬂiﬁ@ﬁ 320" @&k then repeateci-’ﬁlﬂ%? ch% fs@ﬁgé %Q and
conmuni cati ons §E$9£§té3 éﬁ nnunlcgtions nodul es E
control nodul e o (?ﬁ‘lse mgIuteued cthmex 5Iﬁ)dullé gaothey
nmodul e 68° apREGPEARES Fonmlpicat toms bmodibe ribunet tvadpabdée aGta

plurality of ditbanest W' kA PhatéLhiPes T%e't’ﬁgre"%x?d auto connect
portability, nodularift Ve, 4% gdapt t)iaeéuly asa%:OgtI:gzg e3d26vm If appropriate,

-

the auto connect session is rescheduled at step 328, and
the child auto connect module and the child communications
15 module terminate processing at step 330. If an auto
connect session is not to be rescheduled at step 326, the
method proceeds directly to step 330 where the child auto
connect module and the <c¢hild communications module
terminate processing. Whether or not an auto connect

20 session is rescheduled, the method returns to step 300.
If communications are established with remote 16 at
step 320, the successful contact is reported to control

module 60 at step 332. At step 334, the child
communications module requests mailbox module 62 to
25 retrieve selected data from memory 22 and to communicate

the selected data to remote 16. Although establishing an
auto connect session with remote 16 is discussed in the
context of communicating data from host 12 to remote 16
using security system 14, the present invention
30 contemplates eétablishing auto connect sessions to
communicate data from remote 16 to host 12 or any other
processing platform coupled to security system 14, to
request remote 16 to execute a process on itself, host 12,
Or any other processing platform coupled to security system
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15 the distributability of security system 14 provi des an

i mportant technical advantage of system 10. FIGURE 3 is a flow
chart of a pet ﬁg or |nitializing t he conponents of weGhdohiossyStem
The net hod Eﬂ%f7 23 step 100 where control nodule 60 is invoked.
Contr ol nndule 60 may be invoked automatically, manually, or in any
other manner suitable to initiate the ofetation of control nodul e 60.
At step 104, control nodule 60 identifies the non-control nodul es
desired to be included in security 10 system 14. The desired

non- control nodul es nay I ncl ude, without Iimtation, one ore nore of

the followng: ,,, %ﬁ%te’ﬂ'o%‘ims L& du?@sl%r’ém@%&S’léGfoPthQ%a@éU' e

62, auto connect any ot

processes runnlwwts’éﬁhﬂﬁlylgs%‘tté’mcﬂmﬁﬁat mafelee®d rabl e 15 for data
comuni cati ons and AOCESStRY. chib@ icdaruihit&8idks modulet helliesmaddbox

non-cont rol mdﬂ%c?\?l rgzl ggd%% m%?z.c%tgt %thlés selectedt Qilgt:% agt Sé@@p 19@4
5 mailbox module 62 searches memory 22 for the appropriate
data batches using the indexed contxol file at step 336.
Mailbox module 62 may perform this task or may spawn a
child wailbox module to perform this task, as described
above in connection with FIGURE 4. If the selected data

10 batches are not 1located at step 338, the failure is
reported at step 340. The method then returns to step 326,
where the auto connect may be rescheduled. If mailbox

module 62 locates the appropriate data batches at step 338,
mailbox module 62 communicates the selected data to the
15 child communications module at step 342. The <child
communications module then communicates the selected data
to remote 16 in a format appropriate for remote 16 at step
344.
FIGURE 6 is a flow chart of a method for implementing
20 user-supplied exits before and during the data
communications session between remote 16 and hest 12, using
exits module 68. 1In general, exits module 68 is coupled to
control module 60 and may modify access by remote 16 to the
processing and storage capabilities of host 12 in response
25 to communications from remote 16. In one embodiment, MCD
74 specifies which exits are enabled at any particular time
and for any particular remote 16.
The method begins at step 400 where remote 16
successfully signs on wusing identification information
30 particular to remote 16. Identification information may
include, for example, a username, a mailbox ID, a password,
or any other identification information associated with
remote 16. If the security exit is enabled at step 402,
the method determines at step 404 whether there is any
35 reason toc deny remote 16 access to the processing and



Control nodule 60 opens a well-known port (WKP) at step 108. Any one
of the non-control nodul es determ nes 20 the wel |l -known port nunber
(WKPN) and I nternetwork Protocol (I'P) address of control nodule 60
at step 112 and - est abl i shes conmuni cations with control nodul e 60
at step WOy At step 116, the non-control nodul e cBRFHRI7O3Ms it s

I dentity and epheneral port nunber (EPN) to control nodule 25 60. The
epheneral port of the non-control nod#4e all ows control nodule 60 to
conmmuni cate with the non-control nodul e before the non-control nodul e
has established a wel | -known port. |In response to the comunications
from the non-control nodule at step 116, control nodule 60 30

transmts a ma t _nmessage_to the non-control nodul e at ste 118. In
one enbodi nmenf; °fﬂ%en8%p ?%ﬁﬁ?ﬁe Shtldrs dgspite regﬁgﬁeﬁéeaaﬁbﬁgatlng
state in respm@%e-‘-’esflltliw mmedrma}estep 400 anReasomisnsoi Aehireramspended

operating staig sétidds haiS8hlude; forBRAAPFe! pdstCe plebbRY FAPRLAL
ggT7U§97/ozogﬁellnquenc1es' past attempts to exegute unauthorized or

s invalid commands, and any other past or present condition
making it desirable to deny remote 16 access to the
processing and storage capabilities of host 12 despite
remote 16 having successfully signed on at step 400. If
thére is a reason to deny remote 16 access, the session is

10 canceled. If there is no reason to deny remote 16 access,
the method proceeds to step 406 where remote 16 attempts to
execute a command. If the security exit is not enabled at
step 402, the method proceeds directly from step 402 to
step 406.

15 If the remote command exit is not enabled at step 408,
the method proceeds directly to step 416. If the remote
command exit is enabled, exits module 68 determines whether
the command remote 16 attempted to execute was authorized
at step 410, If the remote command was not authorized,

20 exits module 68 determines at step 412 whether to modify
command parameters associated with the remote command so as
to place the remote command in an authorized condition.
Exits module 68 may modify command parameters associated
with a remote command to add data to memory 22, for

25 example, in response to exits module 68 recognizing that
the data is incompatible with the access remote 16 has to
memory 22. If the remote command parameters are to be
modified, the remote command parameters are modified at
:‘.ep 413 and the method returns to step 410, where it is

30 again determined whether the remote command is authorized.
If the remote command parameters are not to be modified,
the method determines whether or not to cancel the session
at step 414. If the session is not canceled, the user is
informed of the unauthorized command at step 415, and the



At step 120, control nodul e 60 determ nes whether all t he desired
non-control nodul es have registered with control nodule 60 in the
manner descri bed above in connection with steps 112 through 118. |If
all the deS|red "5 ° non-control nodul es have not yet regipad, R%EﬁnmmSteps
112 MR Y}P2118 are repeated for another non- contro? ul e

Steps 112 through 118 are repeated for each successive non- control
modul e identified at step 104 until all Z%e non- control nodul es
have regi stered with control nodule 60 by 10 comuni cating their
Identities and epheneral port nunbers to control nodul e 60. Although
the flow chart shows the non-control nodul es registering wth control

ot on o ™a5 o ifeuthe! A3IUAL d0BC BREPE U RLORE REON ERE

registration of ™&F non-contT o al es st nmu aneous 1 I'n any
other relative SreeRLeranGhnRy Aomdasdri but i on suitable for
effectively initial szngth@er&ﬁwwnaamaﬂa is aulfstidddy aysiseepllio,

After all the nop-control | es, have reqi stered wth troI nDduIe
60, control nndﬂﬂgggﬁrt?3n§ﬂfgéa§;¥egﬁ@m3ébcate ea%ftmOdﬁﬁﬁﬁﬁg% O

nmodul e at Sstep 422, othemmyre-execubhbodexits mauhéver @aeylﬁésehg%t%rﬂlaﬁ ns
the epheneral paithough tﬁém&f}éra'}ﬂfé—@x%@dtﬁsﬁe%x@f:st heOtdigycud@edC o ol

nodul es. Provi d ep ener pQrt nu ress of..a
particul ar non- 88%??%+ éhmﬁﬁ%b éiﬁ:he eﬁgnnggﬁfrBFeZ%xg%E%ﬁﬁPIEXICS
transforns the sphdreridvoked: baform@rp@lfttecm:m securityopxibnapdfor gl e
to a wel | - knO!‘@moEér Tcommaﬁc%xﬂth%re 1nv@@89r@f abtReFISsOf ihDeiated.

non- contr es are transfq kno t he port
number 09 each ﬁg efkﬁﬁ??ﬁxecutl°nnﬁﬁbF§ TEXrﬁ#%} WEB&HE i?? 2l
known by the ot derigitializeticpnexist aml;tfesngmhettmru zanpsﬂlowtoci\hlee 60
conponent s of 1nvoké§CU§htYe§!§teHh14rb§p§ﬁ§8|ets its initiaHfARd is

a flow chart OfpgogggggggfanSt%ngghznltlat1on exit specifying whether
communications subsystem 50 invokes an exit in response to
15 a data communications session being established with remote
16; and any other exit suitable to modify access by remote
16 to the processing and storage capabilities of host 12
before a remote command is executed. If other pre-
execution exits are enabled, the remote command may be
20 stopped at step 418 and the stop reported to remote 16 at
step 420. The method then proceeds to step 414 to
determine whether or not to cancel the session. As
discussed above, the session may either be canceled or the
method may return to step 406, where remote 16 must attempt

25 te execute another command.

If the remote command is not stopped at step 418, the
remote command is executed at step 422. If any post-
execution exits are enabled at step 424, the method
proceeds to step 414 to again determine whether or not to

30 cancel the session. As discussed above, the session may
either be canceled or the method may return to step 406,
where remote 16 must attempt to execute another command.
If no post-execution exits are enabled, the method proceeds
directly from step 424 to step 406, Post-execution exits

35 may include, without limitation: a batch receive exit



communi cati on session between renote 16 and host 12 using security
system 14. The nethod begins at step 200 where 35 renote 16 establishes

conmruni cations with comruni cati ons WD 97/ 34232

PCT/ US97/ 02080 =~ ~ 17 sub%%m}en150
As di scuss¥@%B%% in connection with FI GURES 1 andG/UsI7e

communi cati ons subsystem 50 may i ncl ude a plurality of communi cations
nodul es 52, 54, and 56, each havi2ég a di fferent associ ated

comuni cations protocol. 5 Further, comunications nodul es 52, 54,
and 56 may be distributed to run on a plurality of different

processi ng platforns. As used herein, comrunications nodule 52 refers
generally to aFy %e.of the plurali of co ni cati,ons nodul es 52,
54, and 56. 1FPECHIYing atTd ﬂ%dﬂ?g ® 6t dPYOKES STdeRIEit i Tati on

i nformati on asesEcased Wt Iretc@tmtlexgl&atdas:taepbaﬂeh from réwmerei fliecadr on

informati on  RheritURididg USHNHhatch to MARSHPISh; R bHOL | fen@r any
ot her |nfornat|on SU|taPIe to
t specifying whether communications subsystem 50 invokes

5 an exit in response to successful communication of a data
batch to remote 16; a data input exit specifying whether
communications subsystem 50 invokes an exit in response to
data being received from remote 16; a data output exit
specifying whether communications subsystem 50 invokes an

10 exit in response to data being communicated to remote 16;
a session termination exit specifying whether
communications subsystem 50 invokes an exit before data
communications between remote 16 and host 12 are
terminated; a termination exit specifying whether control

15 module 60 invokes an exit during shutdown of system 10; an
application program interface {API} function exit
specifying whether the API invokes an exit before an
operation requested by a command line utility or user-
written API is executed; and any other exit suitable to

20 modify access by remote 16 to the processing and storage
capabilities of host 12 once a remote command has been
executed.

Although the present invention has been described with

several embodiments, a myriad of changes, wvariations,

25 alterations, transformations, and modifications may be
suggested to one skilled in the art, and it is intended

that the present invention encompass such changes,
variations, alterations, transformations, and modifications

as fall within the spirit and scope of the appended claims.



identify or authorize renote 16. I dentification 15 I nformation

-may be determ ned either non-interactively or I nteractively. Wether
communi cati ons nodul e 52 determ nes the identification
dinformation_ non-jnteractively or interactively mey-SgR5ished!PON
the parti cuM? 2’3%n| cations protocol used for conmuni cations
bet ween renote 16 and host 20 12. I n_one enbodinent, renote 16 is
i nteractively pronpted to comunitdate a mmil box I D associ at-ed- WI th
renote 16 to communi cati ons nodul e 52. Conmuni cati ons nodul
reports the renote sign-on attenpt m:‘m\ \‘ the
identification information to control nodule 60 atﬂm
In response to | s from communi cations ¢ “ fodul e 52 at
step 204, contr ts to verify that renote 16 has

comuni cated a val i dlmal |Pb&étﬁocpamunlcateeﬂm%%%mor%°wmﬁﬂélgsz and is
aut hori zed to accessa tiumct@ opeaab(tessbngomdns&ﬁagﬁampabl i t i es of host

12 that are aé%@:aESQF gﬁ? Bgeo Péﬁéd %gﬁqa?gng melB ﬁh@

one enmbodi nent, contro consu Verl
mai | box | B at shept wmerable ge ﬁ&@ﬂﬁ&%cﬁtﬁcéﬁﬁ%rﬂ%‘é‘f dehepyremote; aF’«éﬂ’mt e 16
does not match the rmiddamritd aysosmaéﬁsbwd hha3®he refitRlecahd ahd KOSt ned

LET,R 8[3)9;/2020%”&59 | A%y SQystem operablfl 24/ 3448 an interactive

process in response to the remote requesting access to the

host, the interactive process having selected access to the
10 memory of the host, the interactive process operable to

interact with the remote to provide the selected access.

. 2. The system of Claim 1, wherein the security
system is operable to establish a separate interactive
15 process each time one of a plurality of remotes requests
access to the host, each interactive process having an
associated remote, each interactive process having selected

access to the memory of the host.

20 3. The system of Claim 1, wherein the security
system spawns the interactive process according to access
information associated with the remote, the access
information specifying the selected access.

25 4. The system of Claim 1, wherein the security
system is distributed to operate on a plurality of
different processing platforms.

5. The system of Claim 1, wherein the security
30 system further comprises:

a communications module operable to receive
communications from the remote and to transmit an access
signal in response; and

a mailbox module operable to spawn the interactive

35 process in response to the access signal.
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18 transmts a refuse ess rressage t o- comuni cati ons modul e
52 at step 210 and communi cati on‘s{l@’ 16 and host 12 are

cancel ed. I f the mai te 16 mat ches the mail box
5 | D associated with rempte 16 in D" 723 control nodul e 60

retrieves WR&MM¥svword associated with the natched mail boSCTUSY02089 by ;5 ng
RSD 72 at step 212. At step 214, control nodul e 60 comruni cates the
verification of the mailbox IDto 28 conmuni cati ons nodul e 52, al ong
with the associated 10 password. For communications sessions using an
interactive comuni cations protocol, such as file transfer protocol
(FTP), communi cati ons nodul e 52 then prorrpts renote 16 to

comuni cat e the associ af.ed assvvor tep 2 . | f ‘%%‘f
password communi cat ed ?J’&l gﬁ{;g‘“l “h(?t' Yéere“he&t\?nm?ﬁ%b%’és'g e]cf‘

associ at ed w spawespt thé6 interageilvé r oprocess RS8Erdimgpntt®l awmckes 60
transmts a refHSenRCLSSS £@§<§é’ﬁﬁ:ed witP C&EEmnf&ﬁ’éti&ns fpdul e Sdsat step

210 and com’runlgatl ons bet ween_renote 16_and host 12 are canceled. |f
renote 16 %ﬁ%#ﬁén@onécFe%gB‘ﬁlaﬁ‘éifsﬁassmord at step 218,
20 8hi ch mat ches the password retrieved fromRSD 72 at step 212,

comuni cations nodyl € SgheS weam%f%iﬂupgmmﬂegﬁﬂm commum@@@i’éx?s to

manage data co i cations between remte 1 Q at, step
220. In one cABOUTETRTPIIRES FuRTRFARY d’°n"erterc89ﬁﬁﬁ’P %t'i%n%e?r%’o‘tﬁe is a
separ at e procEssstapfpdtixatfivom £be remwtd ndmanai afimst oprobowuhi catd ons

modul e 52, ¢ranslate RhbSle SAAARLAT 1RceN dbARATRIEL2EH0RS JOAHE
10 protocol, the protocol converter operable to communicate
the second data to the host in the second protocol.

8. The system of Claim 3, wherein the access
information comprises a mailbox identifier associated with
15 the remote.

This Sheet Has Been R.
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.communi cati ons nodul e 52 continues to nonitor its associ at ed
conmmuni cations ports at step 222. JMH Iﬂrlmumlau St eps 202 through 220,
comuni cations nodul e 52 may spawn chil d comruni cati ons

modul e each tinme one of a plurallty “of "refotes 16, 18 and 20
contacts comURPEtons nodul e 52 and |s authorlzed t BCHY,

sel ected processing and storage capabilities of host 12 by control
nodul e 60. Al t hough the flow chart28hows each renote 16, 18, and 20
35 contacting security system14 in a serial fashion, the WO
97/ 34232 PCT/ US97/ 02080

19 present invention contenplates comunications wth renotes

16, 18, and 20 S|nult§neo order or

I in any oth rel ative
tenporal distribution SU|$§b¥ c?fﬁt%sf%%W?%réaﬁypr°Vld%ﬁﬁef§55ﬁﬁﬁﬁlé&FFﬁﬁs
sessi ons bet weentPeapremonys ofl & hpat ,2@omprisiagd host 12.
Mai | box nmodul e 62 is &oidiriirB¢atlionkCRodddel BoRhHEd €& the rendt@Vi(la LgODtE

16 with selected acgess ﬁo th ﬁgfggéig module operable to receive

s communications from the remote and to transmit an access
signal in response;

a control module coupled to the communications module,
the control module operable to receive the access signal
and, in response, to approve a selected access to the

10 memory of the host, the control module operable to transmit
a spawn signal in response to approving the selected
access; and

a mailbox module coupled to the control module, the
mailbox module operable to receive the spawn signal and to

15 spawn an interactive process in response, the interactive
process having the selected access to the memory of the
host and operable to interact with the remote to provide
the selected access.

20 10. The system of Claim 9, wherein the security
system is operable to establish a separate interactive
process each time one of a plurality of remotes requests
access to the host, each interactive process having an
associated remote, each interactive process having selected

25 access to the memory of the host.

11. The system of Claim 9, wherein the mailbox module
spawns the interactive process according to access
Iaformation associated with the remote, the access

30 information specifying the selected access.

12. The system of Claim 9, further comprising an
exits module coupled to the control module and operable to
modify the selected access in response to commands

35 communicated by the remote.
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.and storage capabilities of host 12 according to the identification
infornmati on associ ated with renDte 16 |n—10 _________ one enbodi nent , mai | box
nodul e 62 accesses dat a ories 4; 6, and 8 in nenory 22
to store data in_ - |nd|V|dua |ed by batch I D. Mail box
module  WOIEMB} 5cks the data bat cfhes @7 i ndexed EEH{USEI0080 ¢ |
whi ch one control file record exists for each data batch 15 stored in
data repositories 4, 6, and 8. The cosbrol file may be tracked and

i ndexed, for exanple, according to a bat ch nunber associated with
each data batch, a batch ID associated wth each data batch, which
may i nclude a user- supplied description of the batch contents, a
mai | box 1D, 20 %glnatlon of batch nunber, batch ID, and mai | box | D,
or in any otlﬁer FnefYShf™ aBfe FLAim Qeki FarlahRr | soeRriginge a

bat ches of datr®monedaite rdwbixiimidms fi,1eb conpdeld. to the contréﬂ Hd@R1L26,
mai | box nodul 2 e I i QK rpcessi ng
and storage c%ngbl es%‘?%?o ttlﬁ t§§ ?&L&gez t het rreg%%% %e gu’f‘ﬁ%???%d to
access. Renotdifs pE§rable tﬁb %RR?%?Hzéammﬂﬁﬁcékaﬁﬁ$eFEF@mGG@§§s forty

particulfar datemtablishiabChasnaid dddieond rBetwéees then faroedbadanente

mai | box Hodul e 62 associates each batch ID with a particular
mai | box 1D using the indexed control file. One mailbox ID 30 may have
one or nore associ ated batch |1 Ds dependi ng upon the particul ar

i npl ementation. Tha.batrhh &Pst&nSOEiClLlh 9, furauetzhc@mea«&bhﬁ Iar mai | box
| D correspond to t da atc i 22 £& CeSSI , the
48 92L8eB Dinece  addlJIRIDRL 22625 & &Yidd

renot e 16 haV|n%lthe
munications to be establlshed at predetermlned times

between the security system and the remote; and
an auto connect module coupled to the control module
and operable to initiate communications between the
security system and the remote at the predetermined times

15 specified in the auto connect definitions file.

Tbts
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20 Mai | box nodul e data batches in nenory
22 that are accessible by renDte In one enbodinent
the particul ar data batches acce e by ach

renot g, q?% 20
are sel ecti V9" erentiated froms the remaining data bat ches |n
menory 22 to provide data repositories 4, 6, and 8, respectively.

The sel ected access of each partic# ar renpte 16, 18, or 20 to the

processi ng and storage capabilities of host 12 is then limted to the
data batches in data repositories 4, 6, and 10 8, respectively. At step
230, mail box nodul e 62 spawns a child mail box nodule to interactively

provi de renote 16 't d | . h the

mai | box 1D assom at ed‘tgék{ar% %%I %lt%‘;:(SL gg&’&\%%f(:é&&% 5(!%%%%8% & spawned
mai | box nodule is a?%%%%ﬁ%ﬂ%e5?@%%§sc°maﬁb¥¢%%&?%ﬁlatoP having ‘a

i nstanti ati on ofemdtypox nodul e 62. After spawni ng the child

mei| box modul e, maj ';g,gé&cgmg 808 1BY SRR ro tne WL ODR! RO harmLh bOX

nodul es each tinme se provi one 0 urality
of renote$ 16, ¥&sSpamse t° th%N¥QMQQ¢ §@N@éﬂé§aﬁk%@%s to the proce55|ng and

storage 20 capabi trihemifidpd dphwn Hignall lith FekbbAxe nbdubppBeniisg a
ready message tQnLhg. £0L1 gy GOMIUY Gl QRS nIRAW, Cofleiid st ; ana
spawning an interactive process in response to the
spawn signal, the interactive process operable to interact
10 with the remote to provide the selected access to the
memory of the host.

16. The method of Claim 15, wherein a separate

interactive process is established each time access by one

15 of a plurality of remotes is approved, each interactive
process having an associated remote, each interactive
process having selected access to the memory of the host.

17. The method of Claim 15, whérein. spawning the

20 interactive process determines the selected access to the

memory of the host, the selected access specified by access
information associated with the remote.

18. The method of Claim 15, wherein receiving remote
25 communications at the host comprises:
receiving first data from the remote in a first
protocol;
translating the first data into second data in a
second protocol using a protocol converter; and
30 communicating the second data to the host in the
second protocol.

Wi



232, indicating that data comunications between renote 16 and host

12 may begin in accordance w th the sel ected access renote 16 has to
the processing and storage 25 MWHM”Ilﬂuﬂﬂm host 12.

FIGURE 5 is a fll'ow'chart of a shi ng an_auto
connect da™P¥Ahi cations sess! or’ bét ween host 12 PCIAPOT e 16.
The nmet hod begins at step 300, where an aut o connect nmay be
request ed. Auto connect requests nay 32 be initiated mnually by a
system adm nistrator or operator, automatically by host 12 or
security system 14 in response to sone other event, or in any other
sui tabl e manner. |f an auto connect has not been requested, t he

nmet hod proceeds to step 02 it LS, det ned whet her an auto
connect has been XSthed®Fele \Q,S‘Bdm?éu Flaip 1§hn%“rg‘er °°mpns\?\6997/ 34232
PCT/ US97/ 02080 establishing communications bgtween the remotezletret m ned

time. 1T an A CEdndaodifle ReSbled to SERCMAAY, 1 SeFididnsSUSS em 14 _

waits for a predeterm ne
receiving the remote communlcatlons,

5 spawning a child communications module to manage
communications with the remote; and
reporting the remote communications to a control
module, the control module operable to approve the selected
access.
10

il \m\ T“"



period at step 304 before returni nﬁ to step 300. If an aut o connect

has been requested at step 300 o Mﬂmr, step 302, auto
connect nodul e 64 spawns a chil d "l %! ect nodul e to nanage the

aut o connect_ at p 306. At step s3 the chil ect
nodul e consﬂﬁ?"’iﬁg ACD 78 to determ ne the renpte 16 to cont a@ﬁg@t he
tine to contact renote 16, and the task to be perforned. In one 10
enbodi ment, each ACD 78 defines a ch¥dnol ogical auto connect
|ist specifying a plurality of renotes 16, 18, and 20 to contact,
the tine to contact renotes 16, 18, and 20, and the task to be
performed. ACD 78 may further specify rem)te speci fic information

associated with a pagticul a%ﬁégod o er{%tl%&%?l %in form‘?t acoé‘&m%&tnléat%’i&k%

repl ace or override e renn e-spe I on associ a
t he par t FYaFeR. redfR®eisigignd i ncl uded in RSD 72. The child

auto connect nodul e 5@11191:1@ am aﬁp\ﬁﬁ@li@rec&onﬂbﬁl@@iﬁﬁm moduleshglll @ 52,
54, or 56 to co e16 at_ste 10 usin

i nformation con?gggkéf W%Q c%upl e 1Y contzp‘)l Ir(':C'éin r?é’&%laé’léo ERcD
78, or bofh RSDdeQemaA@DwaaLknown portsnepbeslﬂqr tlmc,contnmll ghodailies

connect nodul e teé&&nunlcat:lz@omnéﬁﬁ&ineﬂﬁl sis@;sa/szt.&me‘i% 10578 b Inlosh
comruni cati ons 16 wi.t.h_ sel ect ed

data. 25 I'n c%ﬁ%mjerﬂ?é(g‘lﬁfg?° tgiﬁe°°§’8f:8% ro‘\{u:g%t‘és edé"c?l ~Frogn
particul ar renoPertctes B teanhabl mogle ;ir epdsi tory 4 associ at ed

with the particular é@m&&é&l ¢ Shady | 41 from t&féccxdiﬁ%q widduikhe

mai | box asso note 1

Comuni cé?i ons ﬁr%d%?%‘fﬁé 55‘FaPﬁ§ ?%Wb’?"gl mﬁ%ﬁﬁcaﬁ%fea‘g’ Slp?é}aa“wé’taé’@gf rom
RSD 72 coupl ed &bat rephemsdalle Bt AOBMGErs for emchhorh RER ZRrermdbnaCol78
at step 314. ReARVULE cat i ons nodul e 52 then spawns a child

conmmuni cations nodule to process comuni cati ons between host 12 and

renote 16 at
21. The method of Claim 20, further comprising:

15 loading the identities of the non-contrel modules into
a status table.

22. The method of Claim 20, wherein the non-control
modules comprise a communications module and a mailbox
20 module.
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pr ot ocol

contacted at

step 316.

At step 318,

the child conmmuni cati ons nodul e

attenpts to contact

0

and_communi cati ons paraneters.

PCT/ US97/ 02080

renote 16 using the appropriate

If renote 16 is

, the nethod proceeds to step 322
failure is reported to control
anot her conmmuni cati ons protocol
conmuni cati ons nodul e 52, 54,
met hod returns to step 310.

using the selected

alternate connunlcatlons nodul e 52 54,

pCTusdbz

ere

nodul e 60. If renote 16 supports
an not her appropriate
or 56 is avail able at step 324, the
Steps 312 through 320 are then r at ed

6. If
it o

anot her 10 bl e,
connect nodule 6 ra connect ession shoul d
be reschedulied af Fr¢ 6apppropr il at the aggo ¢onnect session
I s reschedulled atl step tHe child auto connect nodul e and
the child C&nﬂugibdrfJHb T ul rmat e processing atf step 330.
|f an auto > fonpec} sggsion i sP@8 to be reschedul ed atf step 326, the
AL 68
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met hod proceeds directly to step 330 where the child auto connect

“nmodul e and the child communications nodul e term nate processing.
Whet her or not an auto connect 20 session is reschedul ed, the nmethod
returns to gag | f conmuni cations are estapbipbamont h
renote 16 a?ﬁ887 2step 320, the successful contact is reported to control
nodule 60 at step 332. step d; the child
comuni cati ons nodul e requests nallbox no re 62 to 25 retrieve sel ected
data fromnenory 22 and to conmuni cate the selggted data to renpte
16. Al though establishing an aut o connect sessypon with renpote 16 is
di scussed in the context of communicating datga fromhost 12 to renote
16 using security system 14, the present invention 30
cont enpl at es shi nnect sesgi-ons——to corrgi cat e
data fromrenotp 1f hokdc 12—eryany ot her prreeespi had platfqr m
coupled to secufity 3y 1. , 740 request nenntgzl” Lo ekeyqitfe 4
process on itseff, | HOSt 1%, “— _jor lany other pifjocgsSIng p athTh1cowpIed
to security sysfem ~—7g VO 7/ 34232 : ~-28
PCT/ US97/ 02080 23

CoNTRoL |60 B4 ac ExrTs 168
- — < '
B0 80)
72 74
O
120 gL 8 12b
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14,

or to performany other task suitable for automatic
After the child comrmunications

i using auto connect nodul e 64.

nodul e teIIs mai |
step 334,
dat a bat ches¥

to performthis t

|f the selected data 10

failure 1is

326,

nodul e 62 comruni
nodule at step

box

as descri bed
bat ches

ask,
are

file at step 336.

"heve
ve in con

| ocated at step 338,

initiation

nmodul e 62 to comuni cate the sel ected data at
box nodul e 62 searches nenory 22 for th

937’%%3% he i ndexed contr ol

nodul e 62 may performthis task or may s

FARRg i °

child mail box nodul e
nection with Fl GURE 4.

t he

reported at step 340. The nmethod then returns to step

where the auto connect may be reschedul ed.
nodul e 62 | ocates the appro-rlate data batches at step 338,

cates t ed data to the 15
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I nclude, for exanple, a username, a mailbox ID, a password, or any

"other identification information associated with renote 16. |If the
security exit is enabled at step 402, the nethod determ nes at step
404 whether there is any 35 reason to deny renote 16 acc bk
processi ng aNg 9734232 WO 97/ 34232 FeTrosdy
PCT/ US97/ 02080 24 st or age
capabilities of host 12, despite renote f(%avi ng successfully

signed on at step 400,—ReasoQs to deny renote 16 access may
I ncl ude, for exanple, present paynent del i nquenci es, past

attenpts to execute unautigarized or 5 Lnvalid mmra-n-ds.,_a-nd_a-n-y—e{—k}er
past or presen oReH—t-0H Faking it desirable to deny renote 16

access to the REMOTR ESOARESHES and <200 age capabilities of host 12
despite COMMUNIGATIONS WMITH GOMMdcessful |y signed on at step 400. |If
there is a reason to den;@ renpte 1o access, the sessionis 10 cancelled.
If there is nofre A i ! eotg 16 access, t he net hod procdeds
(o 508 ol P EEY
WITH REMOTE :
v

COMM REPORTS SIGN-ON
ATTEMPT AND SENDS ID  }—204
INFORMATION TO CONTROL 220
P! v/
CONTROL CONSULTS RSD T0 | -206 COMM SPAWNS CHILD COMM} 555
VERIFY MB 1D FROM REMOTE

208 COMM CONTINUES
MONITORING PORTS

L

MB CONTACTED TO PROVIDE
THE SELECTED ACCESS | -224

MB ID
VERIFIED
?

YES T
CONTROL OBTAINS
PASSWORD FROM RSD 212 MB DETERMINES THE
T SELECTED ACCESS ~-226
COMMUNICATE VERIFICATION 1
AND PASSWORD TO COMM [214 MB SELECTS DATA
_ BATCHES ACCORDING TO ~-228
' THE SELECTED ACCESS
PROMPT FOR PASSWORD 216 T
218 NB SPAWNS CHILD
MB TO PROVIDE THE  K_73g
PASSWORD ~\_YES SELECTED ACCESS
CORRECT? T
CHILD MB SENDS READY L
N0 MESSAGE TO CHILD COMM [>-232
CONTROL SENDS REFUSE
ACCESS MESSAGE T0 CoMM [~-210 BEGIN DATA
COMMUNICATIONS

SESSION
CANCELLED

FIG. 4



execute a command. If the security exit is not enabled at step 402, the
nmet hod proceeds directly fromstep 402 to step 406. 15 | f
the renote command exit is not enabled at step 408, t he nethod
proceeds directly to step 416. |If the renote nnﬁ%& #é

enabl ed, exM®?ti e 68 det erni nes whet her the co ﬁ§§; Ye 16
attenpted to execute was authorized at step 410. |If the renote
command was not authorized, 20 exitsﬁﬁghule 68 determ nes at step 412
whet her to nodify command par anmeROMSFI@sSBci ated with the renote
command so as to place the renote jand i n an aut hori zed

condi ti on. Exi ts nodul command par aneters associ ated
with a renote command to add , for 25 exanple, in
response to exits nodule 68 gEogM he data is

I nconpatible wth the access henory 22. If the
renot e conmand par anet er nodi fi ed, the renot e conmand

paranmeters are nodifie 13 and tgh jeturns to step
410, where it is 30 ' ed whet her ﬁ%@ qnand S
aut hori zed. | f yeonmmand par anet|® EJJEB{RM B be

nodi fi ed, t he nes whet her ¢ ncel the

sessi on at step 414. ession is not carteled, the user is
informed of the unauthofize AﬂﬂhﬁﬂNﬂﬂﬂ\\yﬁp,415 and _k he WD

97/ 34232 SCHEDULED PCT/ US97/ 02080
?
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v
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|
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25 met hod returns to step 406, where renote 16 nust attenpt to

execut e anot her conmand. If the renote command is authorized at
step 410, whet her as initially communicated or as nodified at step 5
413, other pressx ution exits may be enabled at step 416. PCT/USY7/0RdBE OUGN
t he ot her pre- &P ion exits are discussed in connection wth step
416, these other pre-execution exits // Jay be invoked before or after
the security exit and/or the renot €-command exit are invoked or
otherwise initiated. 10 O her pre-execution exits may include, w thout
limtation: an initialization exit specifying whether control nodul e
60 I nvokes an exit in response to its initialization

processing; a session initiation exit specifying whether

comuni cati ons subsystem 50 i nvokes aFROMIFIG.iSA response to 15 a data
conmuni cati ons sessi on being established h renote 16; and any
other exit suitable to nodify access by yot e 16 to the processing
and storage capabilities of host 12 before a renote command is
execut ed. | f other pre- > s—&y e enabl ed, the renote
command may be 20 stopped18bJ top reported to renote
16 at step 420. The net| ] to step 414 to
det er ni ne whether or not to cance As di scussed
above, the session may either be céﬂ@el t he net hod nay return

NQ execut e anot her

to step 406, where renote 16 rrusQESat De
3 opped at step 418, the

comrand. I f the remo

339~ REPORT CONTACT REPORT FAILURE | 377
™1 70 conTROL 70 CONTROL |
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renote conmmand i s executed at step 422. | f any post- execution

"exits are enabled at step 424, the nethod proceeds to step 414 to
agai n determ ne whether or not to 30 cancel the session. As discussed
above, the | y ei ther be canceled or the net 2ot Ur n
to step 406?‘583&8&3{T\7here renote 16 nust attenpt to executet}ggot er
conmand. I f no post-execution exi ts mre enabl ed, the nethod proceeds
directly fromstep 424 to step 406. Post ;& {on exits 35 may i ncl ude,
wi thout [imtation: a batch receive e WD 97/ 34232

PCT/ US97/ 02080 26 speci fyi ng

whet her mai | box nodul e 62 i nvole

AREMOTE LOOS IN USINGHsponse to receiving a
data batch fromrenote 16 or ;

OshEURINYS PARMIETERS d data batch to menory
s 5T

22;. a batch send exit specif e i cations subsystem 50
I nvokes 5 an exit in response to s6 ; communi cation of a data
batch to renote ag; dat g, i nput exit spes g whet her

comruni cations s s&é?en1 I nvokes ag N JHdse to

REMOTE ATTEMPTS 406
COMMAND EXECUTION

422 NO
e
EXECUTE REMOTE 413
COMMAND N
MODIFY
COMMAND
PARAMETERS

¥

REPORT STQP
T0 REMOTE

MODIFY

COMMAND

PARAMETERS
?

[REPORT UNAUTHORIZED], NO

COMMAND
N
4135

412

(' SESSION CANCELED )



data being received fromrenote 16; a data output exit e?

whet her cgmmni cations subsystem 50 i nvokes an 10 ~exi PQW% Zyérﬁzo 80
data bei ng comuni cated to renote 16; _ a session mgém atg anCT\SW
exit speci fyi ng whet her communi cati ons subsyst es an

exit before data conmuni cati ons between renote 16 and host 12 are
termnated; a termnation exit specifyi ng whet her control 15 nodul e 60

i nvokes an exit during shutdown of system 10; an appl [ ﬁat lb\gln proEram
interface (AP fugcti e |t ecifyin e t he J nvokes
an exit before %m 187 8(Eelfiat |§on rtht?uesté’(? &Fy gﬁﬁ% hlai"fe RGP IR
user - Wl%ﬁ%ﬂcmeﬁspfé?mbd and any other exit suitable to 20

nmodi fy access by rermehéégho t&@mﬁuﬂfeééwﬂsandsésé)} 5o CaRabiddd es
of host 12 once renpt e

execu
Al t hough t he pr%%%'ﬂ?n*%ﬁ%ﬁ?’?%n “l'?éggtf&nsaescﬁbed’%tﬁs assoghyleed| with
enbodi nerés, a b%ymhmn@kmngéﬂevaraﬁsfeﬂs afd asy@kchebabu@Nprotocols,

transfornatlon ﬁ@&lt: fIC 0 suggest ed, to one skilled
inthe art, an?irlt i S, :Pﬁti ghé Qﬁes’% PRER AL gmf’ﬁtg?&?%?\ eﬁ?orﬁ%’é’
such changes c°““““%"dt°¥’§n§‘°dblﬂ-§§ra$|@¢§lr€t dres fadlost itdwes plamdlity of

nodi fications remoteds 16yl ey hRlN26heo SPEFdde AR S cORFA dalte dRRENIALH
cl ai ms. host 12. 1In one embodiment, communications subsystem 50
10 includes a protocol converter 51 that receives first data
from remote 16 in a first protocol, translates the first
data into second data in a second protocol, and

communicates the second data to host 12 in the second

protocol. United States Patent Application Serial No.

15 08/582,536 entitled “Protocol Converter Apparatus and

Method,” filed by Sterling Commerce, Inc., describes a

suitable protocol converter, and is herein 1ncorporated by
reference.

Communications subsystem 50 is coupled to

20 communications port definitions files (CPD) 70. In one

embodiment, each CPD 70 supports a different communications
protocol and is associated with a different communications
module 52, 54, or 56. Each CPD 70 contains protocol-
oriented coordination information for protocol-dependent
25 communications between each remote 16, 18, or 20 and its
associated communications module 52, 54, or 56. CPD 70
may, for example, specify the communications resources,
including ports and devices, associated with communications
modules 52, 54, and 56, respectively, and the manner in
30 which communications modules 52, 54, and 56 may communicate
with those communications resources. CPD 70 may include,
without limitation, communications module start-up options,
communications port identifiers and initialization rates,
path specifications, server information, modem information
35 and identifiers, communications hardware information,
bisynchronous emulation specifications, line switching
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27 VWHAT |S CLAIMED I S: 1. A data emgzt—qolngzo 80
system conpri sing: a renote associ at ed w’th‘PEé/éjSa ﬁl'(uaﬁifimh
of users, the renote operable to comuni cate data; a host
coupled to the renote and having a nenory, the host operable to

comuni cate data with the renote; 27 a pluraki-ty of. data. _
repositories within the nenory of the host, each_data repository
associated with a particular user; and 10 UI%UB&H"JUMJE tem
coupled to the renote and the host, the securi tly 4 to
spawn an execut abl e program In response to the renote redue§ti’hg

access to the yrst, 18 CcLAIMEIhergxecut abl e program having sel ected access to

t he nenory f the, hgst, the executabl e program operable to interact
15 with the re(r)gb’t e o‘f%r%v?%“urﬁ%a ?ré%t%ﬁs‘ge&’es%,mp’f’r‘ﬁemg’
sel ect ed access coprietiaotg asseosdated wdtdaaer efosi pduyrality ofassecisat ed

with one of thgeladmdldd %(?gréﬁfé %o communicate deka; Ihe systemof Caim
1, wherein the security 2 systemis operable to establish a separate

execut abl e prodidh CRURIEPNE o kbeoreqaseuRRE PAVERT: BnBEROTYeqbBS! S
access to the Heesi opeEBleeXRS Wk Y0 At with ahe remotassoci at ed

of the host. 25 o P11l R RE el i B s, i RIS BBel Rela®ycaty | ¢y
syst em spawns thee hostc ueathedptagrepesituaryliaspocdagedewdith a particular
user; and '

10 a security system coupled to the remote and the host,
the security system operable to spawn an executable program
in response to the remote requesting access to the host,
the executable program having selected access to the memory
of the host, the executable program operable to interact

15 with the remote to provide the selected access, the
selected access comprising access to the data'repository
associated with one of the plurality of users.

2. The system of Claim 1, wherein the security

20 system 1is operable to establish a separate executable

program each time one of a plurality of remotes requests

access to the host, each executable program having an

associated remote, each executable program having selected
access to the memoxry of the host.

25

3. The system of Claim 1, wherein the security
system spawns the executable program according to access
information associated with the one of the plurality of
users, the access information specifying the selected

30 access.

4. The system of Claim 1, wherein the security
system 1is distributed to operate on a plurality of
different processing platforms.

35
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i nformation associated with the one of the plurality of PCUUbJéﬁrfs/U@dgo

access information specifying the selected 30 access.

The systemof Caim1, wherein the security syst emlfﬁk_,q'y‘ébrl byt eGCT mli
operate on a plurality of di fferent processing platforns

28 5. The systemof C 1, wherein’ fhe_securlty

system further conprises: a onnunicatioh oper abl e
to receive comuni cations fromthe renote and ‘ﬂ

access 5 signal in response; and a mail |l e
to spawn the executable programin response to the access S|gna

'S, ° The system of Claim 1, wherein the security
system further comprises:
a communications module operable to receive
communications from the remote and to transmit an access
5 signal in response; and
a mailbox module operable to spawn the executable
program in response to the access signal.

6. The system of Claim 5, wherein the mailbox module

10 spawns the executable program according to access

information associated with the one of the plurality of

users, the access information specifying the selected
access.

15 7. The system of Claim 5, wherein the communications
module comprises a protocol converter operable to receive
first data from the remote in a first protocol and
translate the first data into second data in a second
protocol, the protocol converter operable to communicate

20 the second data to the host in the second protocol.

8. The system of Claim 3, wherein the access
information comprises a mailbox identifier associated with
the ope of the plurality of users.

25
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6. The systemof Claimb5, wherein the mailbox nodule 10

execut abl e - program__according to access I nf or ass d
with the f the plurality of users, the acceg?g'?%rnagz)?ﬁm"
speci fyi n%m | ﬂmm, access. 15 7. The system of
Claimb5, |cations 9rmdule conprises a protocol
converter operable o teckive firs% data fromthe renote in a first
prot ocol and translate the first data into second data in a second
protocol, the protocol converter operable to connunicate 20 t he second
data to the host in the second protocol. . The system of
Claim 3, wherein he- r S I

i dentifier aSSOCIaté§ mngﬁqggéérlt% s%égéﬁffgﬁ BQoGQEFh?y%%%@Sgg?g@%&ess
29 to a memory of a host, comprising:

a communications module coupled to a remote and the

host, the remote being associated with one of a plurality

S of users, the communications module operable to receive

communications from the remote and to transmit an access
signal in response;

a control module coupled to the communications module,

the control module operable to receive the access signal

10 . and, in response, to approve selected access to the memory
of the host, the memory of the host comprising a plurality
of data repositories, each data repository associated with
a particular user, the control module operable to transmit
a spawn signal in response to approving the selected

15 access; and

a mailbox module coupled to the control module, the
mailbox module operable to receive the spawn signal and to
spawn an executable program in response, the executable
program having the selected access to the memory of the

20 host and operable to interact with the remote to provide
the selected access, the selected access comprising access
to the data repository associated with the one of the
plurality of users.

25 10. The system of Claim 9, wherein the security
system is operable to establish a separate executable
program each time one of a plurality of remotes requests
access to the host, each executable program having an
associated remote, each executable program having selected

30 access to the memory of the host.

Q— C,‘

RHRERDEY



.9. A security systemfor providing selected access ry

host, conpri sing: a communi cati ons nodul e COWBU%EWJH&CZ@BO
and the host, the renote being associated with one “HEQ/*‘QBW@‘(QCTBML
of users, the conmunications nodul e operable to receive

communi cations fromthe renote and to transmt an access signal in
response; a control nodul e colipl ed to the conmunicat-i ons nodul e,
the control nodul e operable to receive the access sig nd, in
response, to approve selected access to the nenory I”ﬂ’"ﬁﬂ!{tﬂﬂ@ B"the
menory of the host conprising a plurality of dat Hieach
data repository-associated with a particular user, the control nodul e
operable to transmt a spawn signal in response to approving the

sel ected 15 accedsd; affle system of Glaim |howhereihetheuphilbon mddule
control modul egoblfis tne TLkBat-HRIY! € ARELAN © LochEaEHYC KRS SpAN

signal and to | sann an execu ) am in respons e e.xecu?sabl e
progr am havi ngiphersakéene@saaciarad wheh nkhsr prsi ehetbs Plurgditanet
operabl esto i nhgeas!, Whé tdecsdDtihidnitdblespecifyifg SeheCt sl 80K S,

the sel ected access conprising access to the data repository
associ at ed wi t A°FH&%one of the plurality of users. 25 10.
The system of Claim9, wherein the security systemis operable to
establish a separal gzexeqballfsren ofP'CUAN 930 el tle O NEoRbrasRbYr ald 1Y
of renotes requests access to the host, each executabl e” program

havi ng an exht8 RO LR FRRIY RRACH GRMEED) d"RWER AR RE &2 ed
30 atgcess t@odh€ynephey sblebeedoStaccess in response to commands

communicated from the remote.

13. The system of Claim 9, further cowprising a
remote site definitions file coupled to the control module
15 and associated with the remote, the remote site definitions
file operable to specify communications parameters for
establishing communications between the remote and the

host.

20 14. The system of Claim 9, further comprising:
an auto connect definitions file specifying
communications to be established at predetermined times
between the security system and the remote; and
an auto connect module coupled to the control module
25 and operable to initiate communications between the
security system and the remote at the predetermined times
specified in the auto connect definitions file.
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30 ° 11. The systemof Caim9, wherein M Ipox mpal
spawns t he execut abl e program according to access Pm&m&%@%,
ctess

associated with the one of the plurality of 5 users,

i nformati on specifying the sel ected access. 12. The
systemof Claim9, further conprising an exits nmodul e coupled to the
control nodul e and operable to 10 nndﬁﬂy t he selected access in
response to commands conmuni cat ed fron1the renD €.

13. The systemof Caim9, further conprising a

definitions file coupled to the control nodule 15 | FB)’ W|th
the renote, the renote site definitions file dbeﬂa te

communi cati ons paraneters for est_abl i shi ng comruni cati ons betmeen t he
renote and the 1%10stA method of data communications, comprising:

receiving communications from a remote at a host
having a memory, the remote being associated with one of a
5 plurality of users, the memory comprising a plurality of
data repositories, each data repository associated with a
particular user;
approving selected access to the memory of the host in
response to the communications from the remote, the
10 selected access comprising access to the data repositery
associated with the one of the plurality of users;
transmitting a spawn signal in response to approving
the selected access;and
spawning an executable program in response to the
15 spawn signal, the executable program operable to interact
with the remote to provide the selected access.

16. The method of Claim 15, wherein a separate

executable program is established each time access by one

20 of a plurality of remotes is approved, each executable
program having an associated remote, each executable
program having selected access to the memory of the host.

17. The method of Claim 15, wherein spawning the

25 executable program determines the selected access to the
memory of the host, the selected access specified by access
information associated with the one of the plurality of

users.

30
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20 14. The systemof Claim9, further conprisi %EJ}{‘U;C)( /0a2030

aut o connect definitions file specifying tions @j%
established at predeterm ned tines bet ween t he se yst L

the renote; and an auto connect nodul e coupled.to the control
nodul e 25 and operable to initiate__conmunications between the

security systemand the renote at the pré&etern1ned ti i ed
in the auto connect definitions file. “nmlmlllllllmﬂr | l
31 15. A nmethod of data communi cati ons,* cénpki st ng®

recei ving conmuni cations froma renote at a. host havi ng a rrermry, t he

renot e bei ng associ ;a_.{gd Wi b %%g%% P 5Clag.91| ureal i&ﬁeﬁééﬂsge%lt‘)ﬁdmé@éy

conprising a plural ories, each data repository
associ ated wit kp%mmunlcatbwfﬁ ckrem 'Eﬂ%%rremOte at the,pB@ebyFAPPELPESE ed

access to the menoryr&feivendosftitdt data from the remote in a first
protocol;
5 translating the first data into second data in a
second protocol using a protocol converter; and
communicating the second data to the host in the

second protocol.

10 19. The method of Claim 15, further comprising:
establishing communications between the remote and a
communications module coupled to the host in response to
receiving the communications from the remote;
spawning a child communications module to wmanage
15 communications with the remote; and
reporting the communications from the remote to a
control module, the control module operable to approve the

selected access.



.response to the comunications fromthe renote, the 10 Stebe? d a@%&go
conprising access to the data repository associ at wi-t-h t he one of

the plurality of users*— " transmitting a Spamlgﬁg?% ”o‘reét?Pw

to approving access; and
execut abl e pro m Elgﬁ ﬁi E to the 15% spawn signal, the executable
pr ogr am oper abl with 1he remote to provide the sel ected

access. 16. The nethod of Claim 15, wherein a separate
execut abl e programis established each tinme access by one 20 of a
plurality of renotes is approved, each .execut abl e program havi ng an

associ ated renote, gach axertiay e ﬁltgli__%ggg eé&&ﬁlgﬁl %@féés

thé menory of the host. al m 1l er el
spawni ng t he 2§Y5teé‘xe€8t“§5|1§lﬁgogr am det er mi nes the sel ected access to the

menory of the host, cbhplsageci eplaneasit S POEi fmﬁ@-&b’n@ﬁ@ES&lodules to a
| nformation aség(ﬁ't% ?.d \Modulg]e Ve OfnotnhecoD R ";:'I.l | tnYocfules oper B Te tg 0

5 determine a well-known port number for the control module;

communicating ephemeral port numbers for the non-

control modules to the control module using the well-known

port for the control module; and

communicating a ready signal from the control module

10 to each of the non-control modules to initialize the data

communications system, the ready signal having the

ephemeral port numbers for each of the non-control modules.

21. The method of Claim 20, further comprising:
15 loading the identities of the non-control modules into
a status table.

22. The method of Claim 20, wherein the non-control
modules comprise a communications module and a mailbox
20 module.

23. The system of Claim 9, further comprising an
exits module coupled to the control module and operable
to modify parameters associated with a remote command if

25 the command is incompatible with the selected access.

24. The system of Claim 9, further comprising an
exits module coupled to the control module and operable
to determine a reason to deny the one of the plurality of

30 users the selected access.



32 18. The nethod of O aim 15, wherein FGEGTV!I.I‘;QQI?eln?OBO

comuni cations fromthe renote at the host conprises: rece|V|n189
first data fromthe renote in a first protocol; 070 i
translating the first data into second data in a s«!gmqorotocol
using a protocol converter; and connunlcatlng the second data to
the host in the second pr ot ocol . 340 "The net hod -of -
Claim 15, further conprising: establlshlng co

bet ween the renpte and a conmuni cati ons nodul e cou mgﬁﬂ"ﬁ I,,II n
response to recei ving the communications fromthe reno

spawni ng a child comiuni cations nodul e to manage 15 connunlcatlons W th
the renote; and reporting the comunications fromthe renote to
a control nod2be, The syatew| ofpfdRémofer fbkshey sppPEeingean

sel ected accesgyjrs module coupled to the control module and operable
to invoke an exit selected from the group consisting of:
S an exit invoked in response to initialization
of the system;
an exit invoked in response to a communications
session being established with the remote;
an exit invoked in response to receiving data
10 - from the remote;
an exit invoked in response to the addition of
data to the memory of the host;
an exit invoked in response to communicating
data to the remote;
15 an exit invoked during shutdown of the system;
and
an exit invoked in response to a request to

execute an operation.

20 26. The system of Claim 14, wherein the
communications between the security system and the remote
comprise a command operable to cause the remote to
execute a program.

25 27. The system of Claim 14, wherein the
communications between the security system and the remote
comprise information operable to override remote-specific
information associated with the remote.



33 °

20. A net hod of

system conpri sing:

to a

and

to each of the non-control
communi cati ons syste
nunbers f of

of Claim?2
non-contro
of Cdaim?2
conmuni cat

contr ol

nodul e,

initializing a data c

coupling a plurality of 'n ol qq@@f ] §
t he non- nodul es opera gﬁ?gﬁ;5 0 "
determ ne a well-known port nunber for the control
comuni cati ng epheneral port nunbers for ﬁy@'non-
t he control

control

nodul e usi ng the well -known
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m the ready signal

nodules to initialize the data

havi

fisa0dnd 02080
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23. The systemof Caim9, further conprising an e dgjg a

to the control nodul e and operabl e to nodify param).PQ? associ ?Q?WBO

with a renote conmmand i f 25 the command is inconpatlble iZ She Q‘IOC m"
%h

sel ected access. 24. The systemof Caim?9, conpri sing
an exits nodul e coupled to the cont nodul e and operable to
determ ne a reason to deny the one of thePlurality of 30 users the
sel ect ed access. 34
25. The systemof Claim9, further conprising an 10 exits nodul e
coupled to the control nodule and operable to/ nvoke an exit
sel ected fromthe group-consisting of: 5 an exit invoked in
response to initialization of the system an eX|t
i nvoked in resgomseto A t2um|un| TatTgns sepsTOT DEl n;'; gdeUI St
wi th the renotaq; 12d
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.an exit invoked in response to receiving data 10 fromthe renote; pimes
“an exit invoked in response to the addition of data to the mem)ry,,g_f
t he host; ' an exit invoked in response to comunicating
data to the renote; 15 an exit invoked during Z#ss
system Igédg an exit i nvok%gnl N T espo My
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(57) Abstract
10
A data communication system includes: a host (12) '4
having a memory; and & remote (15) that communicate ————%
dats: a security system (14), which is coupled to the =——"a Y 2 2
mmote(ls)andﬂxebost (lZ).forspaumxnganmmﬂve
process in response to the remote (16) requesting access B 28
to the host (12). The interactive process has selected 68
access to the memory of the host €12), and interacts 14
with the remote (16) to provide the selected access. The [ exrs |
security system (14) may include: & communications 74
module (50), a control modute {(60), a mailbox module I
Egg, an anto connect module (64), and an exits module o
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