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(57) Abstract: Network traffic is monitored to coordinate control
of data flows and detect anomalies. For a data flow transmitted be-
tween sender and receiver hosts, pre-defmed amounts of sent and
received network traffic of the data flow is recorded. The data flow
is monitored, based on time stamps of data packets in the network
traffic, for an anomaly. Responsive to determining that no anom-
aly is detected, the recorded sent and received network traffic is
overwritten with newly sent and newly received network traffic,
respectively. Responsive to determining that an anomaly is detect-
ed, the data flow is paused, which causes the sender host to store
the recorded sent network traffic to a first buffer and causes the
receiver host the store the recorded received network traffic to a
second buffer.
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