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'A PLURALI TY OF DATA COVMUNI CATI ONS NETWORKS 5 Technical Field The present
invention relates to the use of access control in a pIurmmmmmmwmmmm E
comuni cati ons networks. An internediate node controls a m

nodes to 10 the network resources in a siggular or plurality ofsshata
communi cati ons networks. The grant of access to the network resources is

deci ded by an external entity not co-located with the intﬁW“ﬁMWﬁMﬁMWﬁde.
Such a deploynment scenario is esp n in, but n o, 15

a W rel ess data conmuni cations netﬁgFE &%éf@ i nt er nedi at ecmode does
not make a deci sion on access requests because of the need to reduce the
processing |oad, or for ease of managenent. 20 Background Art |Information
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Technical Field
The present invention relates to the use of access
cohtrol in a pluralit& of data communications networks.
An intermediate node controls access of edge nodes to
10 the network resources in a singular or plurality of data
communications networks. The grant of access to the
network resources is decided by an external entity not
co-locatedwith the intermediatenode. Suchadeployment
scenario is especially common in, but not limited to,
15 a wireless data communications network where the
intermediate node does not make a decision on access
requests because of the need to reduce the processing

load, or for ease of management.

20 Background Art
Information on documentationrelating topriorarts
referred to in this description will first be disclosed.
Non-Patent Document 1: IEEE 802.1 Working Group,
“Port-BasedNetworkAccess Control”, TEEE802.1X Standard,
25 June 2001.
Non-Patent Document 2: L. Blunk and J. Vollbrecht,
“PPP Extensible Authentication Protocol (EAP)”, IETF RFC

2284, March 1998.



Non- Patent Docunent 3: Basavaraj Patil andA. Yegin, "Charter of Protocol
for carrying Authentication for Network Access", |ETF PANA WG Charter, My
2002. Non-Patent Docunment 4: C. Rigney, S. Wllens, A 5 Rubens, and W

Si npson, "Renpte Authentication Dial In User Service (RADIUS) ", |ETF RFC
2865, June 2000. Non-Patent Docunent 5: P, R Cal houn, J. Arkko, E.
Quttman, G Zorn, and J. Loughney, "D ane?er Base Protocol", | ETF | nternet
Draft: 10 draft-ietf-aaa-dianeter-|2. txt, Work In Progress July 2002.
Non- Pat ent Docune o "The ,t I tifi IETF RFC
2486, January 199 OnThPeaFﬁtnerfralgFutmeo%yMﬁ' evéf to g?[rsltéaggejg where® T 15
Nuer ous penﬁﬂgg A tHQﬂf t Y un
system of fixe : %macff z t%e%%ykﬁ% p era? %I%Fgg%argog
controlled R?/ di S fer rgce gr,w CFEPFOWA%ZK Syl A HApLzati . ofpsuch, these
networks utilize d|f erent méthods to | npl ement access ontro In

addi tion, the undefyipgt @%&W&iuingwta&f ruet, UrRQLSgﬁé? vaSst lys glh f frpsr eng

bet ween these peri phera net wor e. g Wi rel ess” ne ks versus

wired-lige REIVOKKS) anl0S8] I Bnpseess aoshbele @i@ﬁ@%t@é@thb@i‘ treih byrhhe
underlying network infrastructure used 25 As a result, there exist a w de

range of ace@ssr coBLHAlce MeRhedNS For imstangec t e sbEEE (A asbidtas e of
El ectrical and El ectronics Engi neers) 802. 1x standard defines a network 3
Non-Patent Dccument 5: P. R. Calhoun, J. Arkko, E.
Guttman, G. Zorn, and J. Loughney, "“Diameter Base
Protocol”, IETF Internet Draft:
10 draft-ietf-aaa-diameter-12.txt, Work In Progress, July
2002.
Non-Patent Document 6: B. Aboba, “"The Network Access
Identifier”, IETF RFC 2486, January 1999.
The Internet today has evolved.to a stage where
15 numerous peripheral data communications networks are
deployed around a system of fixed network nodes. Most
of these peripheral networks are controlled by different
service providers or organizations. As such, these
networks utilize different methods to implement access
20 control. In addition, the underlying network
infrastructures are vastly different between these
peripheral networks (e.g. wireless networks versus
wired-line networks). Possible access control methods
arelimited by the underlying network infrastructure used.
25 As a result, there exist a wide range of access control
methods.

For instance, the IEEE (Institute of Electrical and

Electronics Engineers) 802.1x standard defines a network



access protocol for local area networks (Non-Patent Docunent 1) . This
standard defines ‘an extension of the |ETF (Internet Engineering Task
Force) Extensible Authentication Protocol (EAP) (Non-Patent Document 2) 5
for use in an | EEE 802 network, such as the | EEE 802.3 Ethernet or |EEE
802.11 Wreless network. Another exanple_,would be the ongoing effort of

| ETF in the Protocol for carrying Aut henfication for Network Access ( PANA)
Wor ki ng Group (Non-Patent Docunent 3). Such network 10 access protocols are
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honme area. For these situations, a protocol capable of 4

for carrying Authentication for Network Access (PANA)
Working Group (Non-Patent Document 3). Such network
10 access protocols are usually deployed for local area
networks, where the access control messages are limited

to the local network.
In some situations, it might be necessary to
transport the access control messages beyond the local
15 areanetwork. Forinstance, theserver thatgrantsaccess
may be located in a different local area network. Such
situations occur when a single administrative domain
consists of a number of local area networks. A central
access server is usually used to control these local area
20 networks since it is easier to manage and maintain access
informationif it iscollected inone central area, rather
than being distributed to various local area networks.
Furthermore, such a scenario is becoming more and more
common with the widespread deployment of mobile network
25 infrastructure, where a mobile terminal may be roaming
in a plurality of wireless networks in one remote area,

and authenticated by a server in i1its home area.

For these situations, a protocol capable of



traversing one or nore packet sw tched networks is usually desired.
Exanpl es of such protocols are the widely deployed Renpte Authentication
Dial In User Service (RADIUS) protocol (Non-Patent Docunent 4), and the 5
D aneter (DI AMETER) Protocol (Non-Patent Document 5) of the IETF, which is
currently being defined. These protocols are typically used to provide a
backbone infrastructure for authenticatidn, authorization, and accounting
servers to comuni cate anong each other. 10 Because these protocols are
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protocol s such as PANA, | EEE 802. |Ix, or other EAP-based protocols, and

t he gl obal pagthesbilcat ker Sekydrcasey anskker tgl opabvdctess pbeiciasbnesuch
as DI AMETER or RADIUS, there is no efficient way 5
infrastructure for authentication, authorization, and
accounting servers to communicate among each other. A
10 Because these protocols are usually quite extensive, it
is often considered too expensive (in both a computation
and memory sense) to deploy in end terminals.
A typical deployment will be for terminals to use
a local access protocol, such as IEEE 802.1x, to perform
15 access regquests to a local intermediary. This
intermediary then contacts a remote global server using
RADIUS or DIAMETER that performs the actual authorization
and authentication. Suchanarrangement ismost commonly
seenin, butnotlimitedto, awirelessnetworkenvironment
20 where thewireless mobile node uses EAP to request access,
and the wireless access point uses RADIUS or DIAMETER
to verify the wireless user with a server on the wired
network.
Inanetworkaccessenvironment where thelocal nodes
25 uses one or more local éccess protocols such as PANA,
IEEE 802.1x, or other EAP-based protocols, and the global

authenticationserver uses another global accessprotocol

such as DIAMETER or RADIUS, there is no efficient way



of maintaining the sessions between the two protocols at the internediary.
In addition, inplementation of an intermediary is often tightly coupled to
the access protocols, so that the change of an access protocol would 5
require substantial effort to nodify the internmediary. O the studied
prior arts, only DI AMETER (Non-Patent Dogunent 5) specifies the
possibility of an internediary capable of linking two different protocols,
known as a "translation agent”. However, specification of such an 10 agent
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of such an 25 internmediary are in a wireless environnment, it is highly
possi bl e t opevisage an $peerrfed siryh evp hs i b iiltisiey fo £ nobiilre; e smekl iasr a
W rel ess access point in a train or aircraft. Wth such settings, there is
a significamtagieble of linking two different protocols, known as a
“translation agent”. However, specification of such an
10 agent is absent. For 802.1x (Non-Patent Document 1), an
intermediate “authenticator system” is defined. This,
however, is confined to an intermediary using the same
802.1x protocol when communicating with both end-points
of an authentication session. The charter of the PANA
15 working group (Non-Patent Document 3) specifically
identifies the PANA protocol to be used within one hop,
i.e. there can be no intermediary using a PANA protocol
to communicate with both the local node and the global
server. The intermediary, in such cases, will have to
20 use a different protocol to relay an authentication
session to the global authentication server.
Unfortunately, the architecture and operation of such
an intermediary is not defined.
Furthermore, since many deployments of such an
25 intermediary are in a wireless environment, it is highly
possible to envisage an intermediary which is itself

mobile, such as a wireless access point in a train or

aircraft. With such settings, there is a significant



possibility that the connection between the internediate node and the

gl obal server may be nmomentarily down. This is especially true when there

is a high frequency of handovers between base stations. Most

i npl ementations 5 of access control are not optim zed for such a scenario.

O'ten, access requests of local nodes are rejected or put on hold when the

i nternedi ate node cannot | ocate the globéi server. This is

counter-productive if the local nodes just need to comrunicate with each
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nodes to comuni LRt Witheachh@t heft frmediate node cannot locate the
global server. This is counter-productive if the local
nodes just need to communicate with each other.
10
Disclosure of Invention
It is an object of the present invention to provide
an access control method 1in a plurality of data
communicationsnetworksthafenableseapluralityoflocal
15 nodes to communicate with each other even when connection
between an intermediate node and global server 1is
momentarily lost.
The present invention allows the intermediary to
employ a high level state machine to synchronize between
20 two or more access protocols. 1In particular, the actual
access protocols used are abstracted to a set of generic
control messages for use in the state machine. As such,
the problem of changing access protocols is limited to
just the change in the affected protocol.
25 In addition, the invention disclosed in this
description is designed with frequent temporary loss of
connections taken into consideration. Thus, ithasmeans

of allowing local nodes to communicate with each other



even when the gl obal server cannot be contacted. The present invention

i nvol'ves operation of an intermediate node controlling access of |ocal
nodes in a singular or plurality of data conmunications networks. 5 Wen a
| ocal node requires network access, the internediate node is configured to
contact a gl obal server to authorize the request. The protocols used by
the I ocal nodes and gl obal server can bel i dentical or different. \Wen
connection to the global server is nonentarily lost, 10 the present
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new
nodes and global server can be identical or different.
When connection to the global server is momentarily lost,
10 the present invention allows the intermediary to

temporarily grant network access to the local nodes, so

that local nodes can still communicate with each other.

Brief Description of Drawings
15 FIG.1l is a drawing showing a communication network
scenario, illustrating communication networks connected
to an intermediate network node in a typical scenario.
With the aid of the global server, the intermediate node
controls access to local and global network resources
20 Dby the local nodes.

FIG.2 is a drawing showing a message flow sequence
in access control, depicting a general flow sequence of
control messages whenperforming access controlofalocal
node by a global server. The intermediate node is

25 functioning as a relaying agent between the local node
and the global server. Fourteengenericcontrolmessages

are shown here.

FIG.3 is a state transition diagram showing state



data packet froma | ocal node that has no active session associated with
it. FIG4 is a state transition diagram showing state 5 transitions when
the internedi ate node receives a new data packet froma | ocal node that
has no active session associated with it. This state di agram
issinplifiedfrom FIG 3 when an acknomded%gnent for release of network
resources i s unnecessary. 10 FIG5 is a fl%whart for processing packets,
depicting the algorithn1enployed by the internediate node to process a
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sel f-contained unit of data of any

associatedwithit. Thisstatediagramissimplifiedfrom
FIG.3 when an acknowledgement for release of network
resources 1s unnecessary.

10 FIG.5 1is a flowchart for processing packets,
depicting the algorithmemployed by the intermediate node
to process a packet received from a local node.

FIG.6 is a drawing showing the architecture of the
intermediate node, consisting of local and global access

15 protocol units to handle access protocol messages used
by local nodes and the global server, a message mapping
unit that maps the actual access protocol messages to
oneof the 15 generic control messages, anda statemachine

that implements the state transition diagram.

20
Best Mode for Carrying out the Invention
With reference now to the accompanying drawings,
embodiments of the present invention will be explained
in detail below.
25 An apparatus for controlling network resources at

an intermediate network element is disclosed here. To
help understand the present invention, the following

definitions are used:



possible format that can be delivered on a data network. An
"intermediary", an "intermediate network element", and an "internediate
node" are equivalent, 5 and are used interchangeably, unless otherw se
specified, to refer to a gateway, an access router or an intelligent
network hub to which the present invention applies. In the follow ng
description, for the purpose of 10 explaﬁation, speci fic nunbers, tines,
structures, and other paraneters are set forth in order to provide a

t horough understandi ng of the present invention. ~ However, it will be
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guence of control nessages between the i nterned ate node (103), a
local 10 node {d01)nesditihpe gt obattaenver Hilld5)to which the present
invention applies.

In the following description, for the purpose of

10 explanation, specific numbers, times, structures, and
other parameters are set forth in order to provide a
thorough understanding of the present invention.
However, it will be apparent to anyone skilled in the
art that the present invention may be practiced without

15 these specific details.

The invention disclosed in this description 1is
designed to be employed in an intermediate network node,
which is connected to two or more data communications
networks, as illustrated in FIG.l. The subject of the

20 present invention, the intermediate node (103) controls
access to local networks (102) and a global network (104)
by local ncdes (101). Whenever there is a new local node
(101) requesting network access, the intermediate node
(103) will have to consult the global server (105), which

25 is the authorityingranting network access to local nodes
(101) .

FIG.2illustratesatypical flowsequenceof control

messages between the intermediate node (103), a local



Usual Iy, the local node (101) will have to request access by sending the

i ntermedi ate node (103) a |l ocal access request nessage, as signified by

L- ACCESS-REQ 5 (202) . This nmessage will nornmally identify the | ocal node
(101), and state the network resources required. However, a |ocal node
(101) may assune that such a request is not necessary and directly attenpt
to use network resources, such as by send?ng data packets to a single or
plural 10 nunber of nodes in other |ocal networks (102) or the gl obal

t k (104).. W i nt di d 103 i h kets f
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To accept e request, server sends™t er nedi

node (103) 31G1ACCESS: K (208h JBESILE: k 22 gggegeflfgtig%g&lat SRS £105)

receives this, it grants access to the loca sending an
L- ACCESS- OKa (3@%)1 meseage1ba )t ke ecad uRede nEk01y e h FL oAk Hhiesks P01 Nith o oN,

the |l ocal node (101) can access the requested network 11 résource until it
chooses to heleas€akrl, afl ditelct @ attempt to use network resources,
such as by sending data packets to a single or plural
10 number of nodes inother local networks (102) or the global
network (104). When the intermediatenode (103) receives
- such packets from a local node (101) that has not been
previously granted access (or for which a previous grant
has expired), the intermediate node (103) can notify the
15 local node (101) to send an L-ACCESS-REQ (202) message
by sending an L-ACCESS-INIT (201l) message.
When the intermediate node (103) receives an
L-ACCESS-REQ (202), it then contacts the global server
(105) with a G-ACCESS-REQ (203) message. This control
20 message informs theglobal serverof thenewaccess request
from the local node (101). The global server (105) can
then accept, reject, or authenticate the request. To
accept the request, the global server (105) sends the
intermediate node (103) a G-ACCESS-OK (208) message.
25 When the intermediate node (105) receives this, it grants
access to the local node (101) by sending an L-ACCESS-0K

(209) message to the local node (101). From this point

on, the local node (101) can access the requested network



grant expires. To release the network resource, the Iocal node (103) can
send the internedi ate node (103) an L-LOGOFF (210) 5 nessage. The

i nternedi ate node (103) will acknow edge the rel ease by replying with an
L- LOGOFF- ACK (211) nessage. At the same tinme, it will informthe gl obal
server (105) that the local node (105) has rel eased the resource by
sending a G LOGOFF (212) . The gl obal seftver (105) 10 acknow edges with a
G LOGOFF- ACK (213) control nessage. It nust be noted that acknow edgenent

B R s

unnecessary, ?% gl obal server (105) rejects the request, it sends
the inter (%fate node 83) a G ACCESS-REJ (214) control nessage. Upon

i vi this, t ter he.| th
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i nt er nedi ate node 3) a G AUTH RE nessage |nternedf%%e node

(103) rel ayse sbbgy M t riad LnAdTRREQ: H2R) 18853838 4,01 § heakagal, peds e

(101). The local node 25 (101) wll have to respond to the authentic £ on
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i nternedi ate node (103) forwards this to the global server a
G AUTH RES A 2071 e coatueok i1 mesisagel 1 Tha relrabalh sef veh a(llg@r @@9 them,

accept or
that the local node (105) has released the resource by
sending a G-LOGOFF (212). The global server (105)

10 acknowledges with a G-LOGOFF-ACK (213) control message.
It must be noted that acknowledgement of the release of
network resources 1s optional. In such cases, the
IL-LOGOFF-ACK (211) and G-LOGOFF-ACK (213) control
messages are unnecessary.

15 When the global server (105) rejects the request,
it sends the intermediate node (103) a G-ACCESS-REJ (214)
control message. Upon receiving this, the intermediate
node notifies the local node (101) with an L-ACCESS-REJ
(215) message.

20 Alternatively, the global server (105) can choose
to authenticate the local node (101) by sending the
intermediate node (103) a G-AUTH-REQ (204) message. The
intermediate node (103) relays this with an L-AUTH-REQ
(205) message to the local node (101). The local node

25 (101) will have to respond to the authentication with
an L-AUTH-RES (206) message sent to the intermediate node

(103). The intermediate node (103) forwards this to the

global server (105) with a G-AUTH-RES (207) control



reject the request based on the authentication response. In addition, it
can choose to further authenticate the |local node (101) wi th another

G AUTH REQ (204) control 5 message. Due to the fact that L-LOGOFF-ACK
(211) and G LOGOFF-ACK (213) nessages are optional, tw sets of generic
control nessages can be identified: first, the full set consisting of al
fifteen nessages defined above, 10 as citled in feature (3) described |ater
herein, and second, a reduced set consisting of only thirteen nessages,

wi t hout the L-LOGOFF-A 211) .and G LOGOFF- ACK. (213 ssages, as cited

in feature ®S%RYEErib éa?éPQQfeFﬁrWSrc“é§%§ §%ﬂmg§ﬁQh%CS§ or

illustration, IheF_%ﬁ i nt er medi have 1o maintain states
e

d 03 1
duri g’ an aGas’ et SeEEe SRt hepadie t fpT kasEdhet tert
t 1 . . (101), d h ad f h
o aor var B BL SR (03, (A< dNECTRRAANTE SR H O BIRIIOTLARE

gl obal servéP S, a structure shown in

Format 20 1. hel.ow, cit | L eat ur, desctped l-at e Fein,. .l

defi ned. ty%g)éJe fvs??égt (slgglsil gvrqll'?gig%{necf\]é%érl F%q@ga dgz ?%#O;C%%}S%TE

st at e; &§UFEE@Eg§§get[]; } SESSION;, Data Format 1: The SESSI ON Structure.
ata

13 The ormat SESSI ON contains three major fields, |ocal node info,
state, and the pagke! arday-ndheract that L-LOGOFF-ACK (211) and

G-LOGOFF-ACK (213) messages are optional, two sets of
generic control messages can be identified: first, the
full set consistingofall fifteenmessagesdefined above,

10 ascitedin feature (3) describedlater herein, and second,
a reduced set consisting of only thirteen messages,
without the L-LOGOFF-ACK (211) and G-LOGOFF-ACK (213)
messages, as cited in feature (2) described”laterherein.

As clearly shown 1n the above illustration, the

15 intermediate node (103) will have to maintain states
during an access request session to synchronize between

the messages sent from and to the local node (101), and

the messages sent to and from the global server (105).

To facilitate this, thedata structure shown inData Format

20 1 below, as cited in feature (8) described later herein,

is defined.

typedef struct _ session_tag__ {
NODE INFO local node info;
25 STATE state;
BUFFER packet[]:
} SESSION;

Data Format 1: The SESSION Structure.




| ocal -node-info field is used to store the identification information of
the l'ocal node (101). This can include 5 user identification, network
access identifier (Non-Patent Docunent 6), and sone unique identifier of
the network interface card. The state field is used to store the current
status of the access request. Its usage i1l becone apparent later in this
description when the 10 operation of thelg%ternediate node (103) is

di sclosed further. The packet array is used to tenporarily store outgoing

dat ket t.f h | 101 t he. t
data packet s sentrLLOT oL SEchYS LSAAPIeAPL) . Mhen D aacpss pques

| obal t 15 tivity. f t ill_be di d
Purther | at oF S P Bodagbrr bt i Dhe 5 SOAGedrtl | § ok Fai T ERY tuo 1o
essions, O et t : a e, int i t he
sesst ons,  SBcabeHeaR Uleekooal) dade.CLOL) caadoLc bt e o Ve 800
states and {y2asifd ONsnaWNG #be1 staliesoss needed. Featwr %%d{ ) capd 12 )
described |l ater herein specify the mninmal set of states and state

transitisonsysthat ijg&hbgiralcd 01 ohhe opesahiben of fhecpiesentyd pyentian.
However, in order for the present invention to operate 25 correctly, a nore

conpl ete sefneh -statestand Simbéat ENANHAH 088 mieS UILLETEAR e WD F UGN o £
conplete sets are disclosed in this docunent, as desScribed by the state

transition €haghans shrWinite Fi4x3 anddhl GrheWsth t¥4 i enenseuke f e@af ures
(14) , (15) , (17) and (18) described later herein. It should be apparent
to anyone s&tbl@dthe current statusof the access request. Itsusage
will become apparent later in this description when the
10 operation of the intermediate node (103) is disclosed
further. The packet array is used to temporarily store
outgoing data packets sent fromor to the local node (101)
when the access request of the local node (101) is pending,
or when there 1is a temporary loss of global network
15 connectivity. Use of the packet array will be disclosed
further later in this description.

To successfully maintain the two sessions, one
between the local node (101) and the intermediary, and
the other between the intermediary and the global server

20 (105), a set of states and transitions among the states
is needed. Features (ll1l) and (12) described later herein
specify the minimal set of states and state transitions
that iscrucial for theoperationof thepresent invention.
However, in order for the present invention to operate

25 correctly, a more complete set of states and state
transitions is necessary. Two such complete sets are

disclosed in this document, as described by the state

transition diagrams shown in FIG.3 and FIG.4, with



inthe art that other sets of states and state transitions can be defined
to i nmpl enent the invention disclosed. 5 Nonethel ess, such a set will
incorporate in some form the mnimal set cited in f eat ur es (11) and (12)
described later herein. FIG3 is the state diagram when the set of generic
control nessages includes the L-LOGOFF-ACK and 10 G LOGOFF- ACK nessages.
When t hese nessages are not necessary, t é state di agram can be sinplified
to the one shown in FIG 4. Atotal of nine distinct states are defined,
I stat e en a

?chioillag\,\?:rj%?f 5%%%%135 3&? 1‘?&%%)65 kﬂgil’ﬁéé ho’t o )\/laglu%n@m%eenket 5n§)eedj
o T ooat ed ahHCER O1oA T oBa T ?%Ct% HE ke SBEEE) 0 Yot Byfire
structure V\iljlltl’gg J,L'E'g:eh o &Igcgtgn&fl Eleeé éécﬁ%t)(e?’gpar?éfrcgon

reached. Thus ng If a Joc has any pendi ng

or granted gﬁc é%?e % | f ;ﬂ%@%r}é 3R ACt L e nFE3Th O 188 & Ve ULe

associ ated W th the ?oca e (1 ocating a SESSI ON structure that

has sim| arNéHE%'henpéigs' nfsqlc125 Thics: shate iih@okpansdeat ist Agnbnrbhat it
will always transit to a dlfferent state. The state it transits to

depends on {he heaemwed sRackalt dypeh fdedttihe s gaai)vachdathy ) RRCKEEi bR AN
L- ACCESS- REQ (202) message, then the next 15 state will be S— RES- WAI T

(303), as indteatedpyithhe transition denoted by literal 311. At this
transition,

FIG.3 is the state diagram when the set of generic
control messages includes the L~-LOGOFF-ACK and

10 G-LOGOFF-ACK messages. When these messages are not
necessary, the state diagram can be simplified to the
one shown in FIG.4. A total of nine distinct states are
defined, as follows:

. S-INIT (301):

15 The initial state when a new packet is received from
a local node (101) that has not previously been granted
access, and has no pending access grant. A new SESSION
structurewillbeallocatedandinitialized for this local
node (101). The SESSIONstructurewill continue to exist

20 until the S-DISCONN (307) state isreached. Thus amethod
of checkingifalocalnode (101) has anypendingor granted
access is tocheck if there is an active SESSION structure
associatedwith the local node (101) by locating a SESSION
structure that has similar local node info.

25 This stateisatransient state inthatitwill always
transit to a different state. The state it transits to
dependsonthereceivedpackettype. Ifthereceiveddata

packet is an L-ACCESS-REQ (202) message, then the next



the variable "try" is set to nunber nRES, which defines the nunber of

G ACCESS- REQ (203) nessages to be sent before 5 declaring that connection
has failed. If the packet received is an ordinary data packet, then the
next state wll be S-ACC-WAIT (302) , as indicated by the transition
denoted by literal 310. At this transitioq6 the variable "try" is set to
nunmber nACC, which defines the nunber of 4D L-ACCESS-INIT (201) nessages to
be sent before declaring that connection has failed. S ACC-WAIT (302)

Thi tate i t i i d 10 i
R AL T LR N o
ool V20 e AEESUERLA0N B0 ksie iate W M (gl gt ot
202 . LR t vl z SS-INIT {201). .

(200) eosaine iy SLaio s s oo, eSS Tl 28U, fhage

decr ement ed¢ h Ahukite S8FEG L ARCE F5 LR AR (96 3Y8halg sbAG f’iollge%%ft[[ gféfof%le

When this tinmer expires, a new state transition 1s” triggere
greater 3 hadezerdriag Sehhtt risheen drakas Pl psel da e. the t%e“cg'a dJ
(302) 25 state is re-entered, as indicated by the transition denote %y
literal 320re@eiwedoibeanhardindryh@atanBh cedt J eshaht Pret Akt @GUAl 10
zero, the attenpt at connection with the local 16 node (101) is deened to
have fai | edyidnid dehe PexC-FRATe (30f2 1§ adnsi inds cFRASEINKSOD andS tion
i ndi cated by the

denoted by literal 310. At this transition, the variable

is

“try” is set to number nacc, which defines the number of
10 L-ACCESS-INIT (201) messages to be sent before declaring
that connection has failed.
. S-ACC-WAIT (302):
This state is entered when the intermediate node
(103) receives anordinary packet froma local node (101),
15 from which it has not received an L-ACCESS-REQ (202).
This is the state in which the intermediate node (103)
iswaiting for the local node (101) to send an L-ACCESS-REQ
(202) message. Once this state is entered, an
L-ACCESS-INIT (201) message will be sent to the local
20 node (101), and the variable “try” will be decremented.
At the same time, a timer of value tace Will be started.
When this timer expires, a new state transition is
triggered. If “try” isl greater than zero, a
self-transition takes place, i.e. the S-ACC-WAIT (302)
25 state is re-entered, as indicated by the transition
denoted by literal 320.
On the other hand, if the timer expires with “try”

equal to zero, the attempt at connection with the local



transition denoted by literal 322. A state transition to S-RES-WAIT (303)
can occur regardless of the tinmer 5 when an L- ACCESS- REQ (202) nessage is
received fromthe |ocal node (101) . This is the expected state
transition. During this transition the variable "pkt" is set to

G ACCESS- REQ (203), and "try" is set to nRES, as denoted by literal 321.
10 SRES-WAIT (303): This state is enter when the internedi ate node
(103) receives an L-ACCESS-REQ (202) fromthe |l ocal node (101). This is

L
Server (105) S0 cbhTTate R E Fondse i e Ra okl e e ReeoS BB00s)
to dcoept ble pecsss:fequeste in CARPSHEE) (24 Lo deistbihe, apgess

request, t'o authenticat'e’” the access reques on
entering thi ; ' j.ate; 2 103 A e L

& ACCESS. R (305) T aF s A AT RORE (b0 30 THe of Bbal Vet vat 2Pidey on
dependi ng oR of he-¥akuGOf v " Pkly's) CERT @ENLthe MArhable "dfVineand pLart a
timer of value tRES When this tinmer expires, anew state transition wll

be triggeredgndd ad Iy-ACBEWLMRED (hAD 2 OssB g2 i%elded & 2R I10Hh akies
place, i.e. the SSRES-WAIT (303) state is re-entered, as indicated by the

transition 1denoteddy (ideral 880.s hifs theyexpe Aas@ shepetdeahis®ion .
expires, the transition denoted by literal 332 will be 17 taken. Dependi ng

on the polioyirofngnteriedicatsan fode odnl08he asagiitzed é N “igat ur es ( 8k tangs (10)
descri bed | ater herein,

G-ACCESS-REQ (203), and “try” is set to ngrezs, as denoted
by literal 321.
10 . S-RES-WAIT (303):
This state is entered when the intermediate node
(103) receives an L-ACCESS-REQ (202) from the local node
(101). This is the state in which the intermediate node
(103) is waiting for the global server (105) to send back
15 a response, in the form of a G-ACCESS-0K (208) to accept
the access request, a G-ACCESS-REJ (214) to reject the
access request, or a G-AUTH-REQ (204) to authenticate
the access request.
Upon entering this state, the intermediate node
20 (103) will send a G-ACCESS-REQ (203) or a G-AUTH-RES (207)
to the global server (105) dependingon the value of “pkt”,
decrement the variable “try”, and start a timer of value
tres. When this timer expires, a new state transition
will be triggered. If “try” is greater than zero, a
25 self-transition takes place, i.e. the S-RES-WAIT (303)
state is re-entered, as indicated by the transition
denoted by literal 330. If “try” is zero when the timer

expires, the transition denoted by literal 332 will be



the next state will be either S-CONN-LOST (308) or S-DISCONN (307) . If
the policy is to assune that access 5 is granted when the internedi ate node
(103) cannot contact the global server (105) (on-lost), the next state
will be S-CONN-LOST (308), and an L- ACCESS- OK (209) nessage wll be sent
to the local node (101), as indicated by _ _the transition denoted by literal
334. On the other hand, 10 if the policy %75 to assume that access is denied
when connection to gl obal server (105) is lost (on-lost) , then the next

il -DI' S 7) .. - Al S- REJ 215 i
fgat ﬁeW: ocanr}\%dg (1 egl%glsagnélﬁggfgg&OEE;?% ltr?’%a%gr\%idétgﬁgeﬁﬁ%ge(ﬂgp%)sem
it | 333, .15. Lt t t - RES- T.(30 :
occur - evon Ren TRy trmbeaatfe 8 M) S Poo) QO 8 ek T RE s 4,

i nt er nedi at ;R0dg - (103) LaGEI y,gsl&%cg%gsag%%(%g)@_t&?blgl_% Tse{%&\% ?1( 105) .

If the received nessage is a ransition e State

20 S- DI SCONA- Y/ il | s@ecur, : l.it eral he
transition, a%?lﬁ%%%i&gsé?gE '(21%5 g\f?%(‘ggl? ntlst"t?:(()D taﬁgi%%%afﬁﬁt&dgcffoﬁﬁ. | f
the receg ved Y | § : anshkio h t
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transition, tae lgIAKESSsAc(209) 10B9sagen+ sokiansnmhted 410 4 hgtlogal, node
(101), and the variable "try" is set to nOONN Ot herwise, if the recelved

message i s Be S-AIHNREQI(R0A)08)t hanexdnstaheords-be FAFTH NALT A(304)
18 During this transition denoted by literal 335, the variable "try" is
set to nAUTHill be sent to the local node (101), as indicated by
the transition denotedby literal 334. On the other hand,
10 if the policy is to assume that access is denied when
connection to global server (105) is lost (on-lost), then
thenext statewill be S-DISCONN (307), and an L-ACCESS-REJ
(215) message is sent to the local node (101), as indicated
by the transition denoted by literal 333.
15 Transitions to other states from S-RES-WAIT (303)
can occur even when the timer has not expired. This
happens when the intermediate node (103) receives a
message from the global server (105). If the received
message is a G-ACCESS-REJ (214), transition to the state
20 S-DISCONN (307) will occur, as denoted by literal 331.
At the transition, an L-ACCESS-REJ (215) will be sent
to the local node (101). If the received message is a
G-ACCESS-0OK (208), transition to the state S-CONN (305)
will occur, as denoted by literal 336. During this
25 transition, an L-ACCESS-OK (209) message is transmitted
to the local node (101), and the variable “try” is set

to nNconn- Otherwise, if the received message is a

G-AUTH-REQ (204), thenext statewillbe S~-AUTH-WAIT (304) .



S-AUTH-WAI'T (,304), This state is entered when the internediate node 5
(103) receives a 'G- AUTH REQ (204) fromthe global server (105) . This is
the state in which the internediate node (103) is waiting for the | ocal
node (101) to respond to the authentication with an L-AUTH RES (206)
nmessage. Wien this state is entered, an L-AUTH REQ (205) is sent 10 to the
| ocal node (101) and the variable "try" i 8 decremented. In addition, a
timer of value tAUTH will be set. Wen this timer expires or a response is

received fr the | ocal. no 101 tate transiti.on wll o r. 5 1f
Che timer exDITog% FRES T yE e %m AREEG e P Lot hnd: CPan i P
occur, as denot ed Y, literal 34 "try" is zero when the tinmer expires,

it is assuned {’ﬁg ton 56\,/t|thSV\f'?ﬁ tth U4 node (101) is lost, and the
next state wll W 3 f the full set 20 of generic control
nmessages i s ‘used _F‘églr 3 1{%& ggl)ocdat ed by the transiti o% denot ed by
literal 342. On t*ﬁ%ﬁéhgftaé@”ﬁs bh e&i‘r&f‘eerf’ ‘él%{e %ﬁ%ef}g%l?‘iac@é‘tﬁé?he

messages is used e next stafe wl be S-

I ndi cat eg by fé‘%}}tféﬁ%' ity o8 QW@FHb)&ﬂQ t(eg@,l_] é“ff?omzjéh\%t atl%ﬁa[ﬁrbsé HQQS

can al so occur I nt ermedi ate node ( recei ves an L-AUTH-

(206) responsgs§ r omrtfies |10§adhé‘0§j@a£é031)1 whll%ﬂ hirse GaseeFhe dext e I%é'(ee i's
S-RES-WAI T (303) The variable "try" is set to 19 nRES and the vari able

'l' prt'r' iseg4t10< & AUTHSRES i(207) £0as tHedisabednbyid hel 8 T ansit e slenat ed by
e the authentication with an L-AUTH-RES (206) message. |

When this state is entered, an L-AUTH-REQ (205) is sent {

10 to the local node (101) and the variable “try” is
decremented. In addition, a timer of value tayry will be
set.

When this timer expires or a response is received

from the local node (101), a state transitionwill occur.

15 If the timer expires with “try” greater than zero, a
self-transition will occur, as denoted by literal 340.
If “try” is zero when the timer expires, it is assumed
that connection with the local node (101) is lost, and
the next state will be S-LOGOFF (306) if the full set

20 of generic control messages isused (FIG.3), as indicated
by the transition denoted by literal 342. On the other
hand, if the reduced set of generic control messages is
used, the next state will then be S~DISCONN (307), as
indicated by the transition denoted by literal 442.

25 State transitions <can also occur when the
intermediate node (103) receives an L-AUTH-RES (206)

response from the local node (101). In this case the next

state is S-RES-WAIT (303). The variable “try” is set to



S-CONN (305): This state is entered when the internedi ate node 5 (103)
receives a G ACCESS- OK (208) nessage indicating that the access request of
‘the local node (101) is granted. Upon entering this state, the variable
"try" will be decremented, and a tiner of value tCONN will be set. Wen
the tinmer expires, a state transition will|l occur. If 10 "try" is greater
than zero when the tlner expires, a selfl%ran5|t|on w Il occur, as denoted
by literal 350. If "try" is zero when the timer expires, the connect i on

Wi the | opgle el RAI) ) oy ssurec i o oSl slae, He pbared: ot

node (103) ®not reécelve 101)2 5 wWhen

this happenmlhﬁamn%% eﬂedfgﬁﬁg 1% ds tsgﬁ'otéé?’bg”oﬁh@ %gatgj@- LOaCFF

(306) will be taken Set eneric co nessa I's used

(FIG3). I{ theg ﬁd(§ﬁ§5fs used (FICi 4) , a transition as denoted 20
by literal 452 wll be taken,” which |eads directly to theS-Dl SCONN (307)
state. During theTH%HBéEhQ@(¥§“Eﬁger@ﬁlw 85 21n@e§ﬂé§¥§% (%%Q%
nessage will be sent to the global server ven when & ti mer- has

yet to ea<p|rqogtafecea&zééaascummgﬂoﬁ%Ikbo@QC%eg\’Qsaet e:h&i"é%rt Late
node (103) receives packets fromthe | ocal node (101) . t packe

received istamt th@®EE (210k qassager tad Ndictat 8odde 1roq| e@%e oL nReIor K

resources, the next state will 20 be S-LOGOFF (306) for the fu? set of
generic nmessages ehFleGid)g Burii gsthitse t ransi tvonidenat edehy 4 igeqal 352,

decremented, and a timer of value tcony will be set. When

the timer expires, a state transition will occur. 1If

10 “try” i1s greater than zero when the timer expires, a

self-transition will occur, as denoted by literal 350.

If “try” is zero when the timer expires, the connection

with the local node (101) is assumed to be lost, since

the intermediate node (103) has not received any packets

15 from the local node (101).

When this happens, the transitiondenotedbyliteral

353 to the state S-LOGOFF (306) will be taken, when the

full set of generic control messages is used (FIG.3).

If the reduced set isused (FIG.4), atransition as denoted

20 by literal 452 will be taken, which leads directly to

the S-DISCONN (307) state. Duringthe transitiondenoted

by literal 452, a G-LOGOFF (212) message will be sent

to the global server (105).

Even when the timer has yet to expire, state

25 transitions can still occur when the intermediate node

(103) receives packets from the local node (101). If the

packet received is an L-LOGOFF (210) message to indicate

the release of network resources, the next state will



the internedi ate node (103) wll send an L-LOGOFF-ACK (211) nessage to the
| ocal node (101) and set the variable 5 "try" to a variable of nOFF On the
other hand, if the reduced set is used (FIG4) , the transition denoted by
literal 452 will be taken, leading to the state S-DI SCONN (307). During

the transition denoted by literal 452, a G LOGCOFF (212) 10 nessage w || be
sent to the gl obal server (105) . However2Q if the packet is a normal data
packet, a self-transition to S-CONN (305) will occur, and the variable

Y o, BEe RO YR AP M ate e cated Py dhetransdions
|t er redi at e apde 5 (103, 7 pagl ves 2 b LOIEEL( 210) nessaps fromnssbocal

node (101) , generi c ¢con nessage i's use G 3).

This 05 | g_eL%%an't%fvt%s%gggg@dggt %@g aka 1o sngj%&&gﬂggg@gig&ba'
acknoul edgeneit ;) GRge st w3 Bhe Scant ekedl (3 07 F ORFE. d 212) imspagee S

sent to the serv the vVariable try” ecr enment

Furtherngre“@r wn%r of VQEH%ﬂKﬂgF %5I%A|| be set. V%en the timer expires
with "try" greater than zero, a self-transition occurs, as indicated by

the state transi tdrpehdeea%%ct R¥ nld t@E%hé%dutetdhgetlln@hs@dwﬁ i th
"try" equal to zero, or LOGOFF- ACK 21 (213) nessage is received from

the gl obal é/ercr(alrQsSittona &éﬁ-b@etd' apgi e £361)4$2 &iDIISCORN H30dH , Wi | |
oLt leading to the state S-DISCONN (307). During the
transition denoted by literal 452, a G-LOGOFF (212)
10 messagewill be sent to the global server (105). However,
if the packet is a normal data packet, a self-transition
to 8S-CONN (305) will occur, and the variable “try” is
reset to the value of ncoxns @as indicated by the transition

denoted by literal 351.

15 - S-LOGOFF (306):

This state is entered when the intermediate node
(103) receives an L-LOGOFF (210) message from the local
node (101), and the full set of generic control messages
is used (FIG.3). This 1is the state in which the
20 intermediate node (103) sends theglobal server a G-LOGCFF
(212) message, and waits for the G-LOGOFF-ACK (213)
acknowledgement. Once this state is entered, a G-LOGOFF
(212) messageissent totheglobal server, andthevariable
“try” is decremented. Furthermore, a timer of value torr
25 will be set. When the timer expires with “try” greater
than zero, a self-transition occurs, as indicated by the

state transition denoted by literal 360. If the timer

expires with “try” equal to zero, or if a G-LOGOFF-ACK



S-DI SCONN (307): This state is entered when the internediate node 5 (103)
deci des that the local node (101) no longer requires the network .
resources. Upon entering this state, the SESSION data structure associated
with the local node (101) will be deleted. No nore state transitions wll
occur. 10 S-CONN-LOST (308): This state is entered when the internediate
node (103) decides that connection to tﬁ@-global network (104) is |ost,
and the policy is to assune that an access request of the |ocal node (101)
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S- DI SCONN (307) , as |nd|cate “the transition denoted by Ilteral 381,

if the full set O@hgesnesrﬁ&teoatér%n€§§§%ﬂ%ehst&&%edltx(EE%r§3cH £ 7

reduced set is used instead the next state I'S

as indi cat ed123 byetdiead & ansd itafe deo 4 DYl (161 /11 481, Bt Btll}eér
% tradd;

hand, if connectlon to the global network (104) 1s restore State

will be S-REBET-MAtRoEX0YesBUkidigs ! hig hraerm&x_»% et ed fya i Lt erals 380,
the variabl e "'try"'022 |sezet to a valﬁg of nRST. gpS—RESET ﬁhl %%53

SESSION data structure associated with the local node
(101) will be deleted. No more state transitions will
occur.
10 - S-CONN-LOST (308):
This state is entered when the intermediate node
(103) decides that connection to the global network (104)
is lost, and thepolicy is to assume that an access request
of the local node (101) is granted until connection to
i5 the global network (104) is restored. The session will
always stay in this state until it receives an L-LOGOFF
(210) message from the local node (101), or until
connection to the global network (104) is restored.
In the former case, an L-LOGOFF-ACK (211) message
20 is returned to the local node (101) and the next state
is S-DISCONN (307), as indicatedby the transitiondenoted
bylitera1381,ifthefullsetofgenericcontrolmessages
is used (FIG.3). If the reduced set is used instead
(FIG.4), the next state 1s S-DISCONN (307), as indicated
25 Dby the transition denoted by literal 481. On the other
hand, if connection tothe global network (104) is restored,
the state will be S-RESET-WAIT (309). During this

transition denoted by literal 380, the wvariable “try”



This state is entered when the internedi ate node (103) has just regai ned
connection to the global network. 5 This is the state in which it is
waiting to receive a packet sent by the |local node (101) to verify that the
local node (101) is still active, before resuming the previous access
request session. Wien this state is entered, the variable "try" is
decrenented and a tiner 10 is set with va?%e t RST When this tiner expires
and "try" is greater than zero, a self-transition (390) occurs.

O herwi se, if thl% t,i mer ex H{es ﬁnth "try" equal to zero, the local node
(101) is assufred®fo o Fofger® nRad FAB network resources. In this case, a
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492, a GL F (212) control nessage will be sent to the global server

(105). 23 Ondbgiotheie hand)ifig thQQClkeéthﬁ?z@ VelleifS 0t r e B0kril{¥Fhe
(210) nessage, the | ocal node is still actively

previous access request session. When this state is
entered, the variable “try” is decremented and a timer
10 is set with value tgrsy. When this timer expires and “try”
is greater than zero, a self-transition (390) occurs.

Otherwise, if this timer expires with “try” equal
to zero, the local node (101) is assumed to no longer
need the network resources. In this case, a transition

15 as denoted by literal 391 to the state S-DISCONN (307)
occurs. When a packet is received from the local node
(101), the session will leave this state. If the packet
is an L-LOGOFF (210) message, the next state will be
S-LOGOFF (306), if the full setof genericcontrol messages

20 is used (FIG.3).

Together with this state transition denoted by
literal 392, the variable "“try” is set fo norr and the
local node is acknowledged with an L-LOGOFF-ACK (211)
message. Otherwise, if the reduced set is used instead

25 (FIG.4), the next state will be S-DISCONN (309), as
indicated by the transition denoted by literal 492.
During this transition 492, a G-LOGOFF (212) control

message will be sent to the global server (105).



using the network resource, and thus the access request session nust be
resunmed. This is indicated by the state 5 transition, denoted by literal
393, to the state S-ACC-WAIT (302) . During this transition, the variable
"try" is set to nACC In the above description of the state diagrans, a few
references are made to nAcc, nRES, nAUTH, nRST ncoNN, 10 and nOFF. These
are "retry paraneters” enployed to contr& t he nunber of re-transm ssion
attenpts. It should be apparent to anyone skilled in the art that should
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when the connection to the gl obal networ is down.

featuress (9 rafids { Qb rdescaiDed clat &y her £ 8235 t9Y 5 st Ceﬁfe' glérr?éoéf
option, dependi ng on polrcy Such a“configuration option, inits sinplest

form canmagi-fast-whtsel (3 @s) a bbhr iwhere Bs bi £ aMaliue; of, Z@ﬁ@ L aRliigs & hat
the policy is to tenporarily reject access, and a bit 24" val'ue of “one

i npl i es that #he”poki gt stbongpaporarily grant access. It should be
apparent to anyone skilled

In the above description of the state diagrams, a
few references are made to nacc, Nres, DNauTHs DNRrRsT, TCONN,
10 andneorr. Theseare“retryparameters” employedtocontrol
the number of re-transmission attempts. It should be
apparent to anyone skilled in the art that should
re-transmission of any of the control packets not be
desired, or be otherwise prohibited, the state transition
15 diagram disclosed is still applicable by setting the
corresponding “retry parameter” to a value of 1. In
addition, a few references are made to tacc, tress taurh,
tconns trsr, and torr. These are time-out parameters to
control the re~transmission period and state transition

20 timing.
The present invention allows the intermediate node
(103) to temporarily grant access to local nodes (101)
when the connection to the global network (104) is down.
As cited in features (9) and (10) described later herein,
25 this is aconfigurable option, dependingonpolicy. Such
aconfigurationoption, initssimplest form, canmanifest

itself as a bit, where a bit value of zero implies that

the policy is to temporarily reject access, and a bit



inthe art that other fornms of inplenentation are possible, such as using
a string of bits to indicate the swtching 5 on or off of the
configuration option. During the period when connection to the gl obal
network (104) is down, if the policy is to grant the |ocal node (101)
access, all data packets sent to other local nodes (101) in the | ocal

net wor ks (102) connected to the 10 i nt er fédi at e node (103) are forwarded.
Al'l data packets destined for the gl obal network (104), however, cannot
be forwarded. These_are store er assaci at e e |l ocal . node

i buf f d i h
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processed ag" y are’recerve er ~ access eenh gran

packet array._c a u @gﬁp j gl obal network (104)
IS aIivgi T Fs%gé_%g%s?§$e§ﬁ%5 at%§gg2E§%%8§eﬁ%9%§g§he | ocal node (101) to
any destination, pngl 'L&ggn@h@epw%'d mﬂmﬁrlec(r%l@@):,tivmntbhec@@cg%wguest
has yet to be granted’ y the dl obal server (105) , as cited in features

(24) and (23 tdeseki pedahatarabahsi D FRE BS1iikS) anceo hirarst Whed itdieal

session is still inthe state S RES-WAIT (303) or SSAUTHWAIT (304) . Once

the access node (101) access, all data packets sent to other local
nodes (101) in the local networks (102) connected to the

10 intermediate node (103) are forwarded. All data packets
destined for the global network (104), however, cannot
be forwarded. These are stored in a buffer associated
with the local node (101), as cited in features (26) and
(27) described later herein.

15 For this purpose, the packet array in the SESSION
structure is used. This canbe used to store data packets
sent by the localnode (101) destined for theglobal network
(104) when connection to the global network (104) is down.
When connection is restored and access has been granted

20 by the global server (105), packets queued in the packet
array are then processed as if they are received after
access has been granted.

The packet array can also be used when connection
to the global network (104) is alive. This is to store

25 datapacketssentbythelocalnode (101) toanydestination,
including the local network (102), when the access request

has yet to be granted by the global server (105), as cited

in features (24) and (25) described later herein. For



has been granted, data packets queued in the packet array are then
processed as if they are received after access 5 has been granted. FIG 5
illustrates the algorithmused by the internediate node (103) when a
packet is received from the |ocal node (101), with reference to features
(22) and (23) described | ater herein. ng list of SESSION 10 structures is
first searched to |locate a SESSION that “I's associated with the |ocal node
(101) , as shown in the step denoted by literal 501. This search can be a

i el e seaych Liroughal | o iy SESSHON-SLIUELUT g8, O, 8 hash  funglion on

t he | ocal -node-info field can no structure’i's hew

t at hi t,h t ' in El 4]
oLa1 e R esdaLed, Dol Sl el SR, L1 BIGS AlohiBsas

instantiated, as shown in the step eral’s

- AQCESS. RECT (2095 2 L SATRE Rt BB Tabe) & B e T e e PR Reteabt as ™"
I ndi cat ed bé/r&hﬁh%he%xdcﬁ@&&%%d%éiitﬁr@ke 04yl rdde] Fedt 8 ESSAYE lsS
processed as dictated by the state transition diagram as shown in the

step denot ey By Hdder gk 253% g X herwi se, the state is checked to see if it
is S-CONN (305) or 25 S-CONNLOST (308), as shown in the steps denoted by

literals 506 and HP8. sl f itieustabeds SEONNa(3QP)ithhe packet H§ SeRte in
the normal way and the state machi ne proceeds to the 26 next state, as

i ndi cat ed bynthensd®padendiorik byl bdhefdlen 57paCidher W Sereicle ithedstabe i S
S- CONN- LOST (308) , the

the local node (101), with reference to features (22)

and (23) described later herein. The list of SESSION

10 structures is first searched to locate a SESSION that

is associated with the local node KlOl), as shown in the

step denoted by literal 501. This search can be a simple

search through all the SESSION structures, or a hash

function on the local node info field can be used. If

15 no structure is found, a new state machine governed by

the state machine shown in FIG.3 or 4 is instantiated,

as shown in the steps denoted by literals 502 and 503.

If a SESSION structure is found, the packet is next

checked to see if it is an L-ACCESS-REQ (202), L-AUTH-RES

20 (206), or L-LOGOFF (210) message, as indicated by the

step denoted by literal 504. If it is, the message is

processed as dictated by the state transition diagram,

as shown in the step denoted by literal 505. Otherwise,

the state is checked to see if it is S8-CONN (305) or

25 S-CONN-LOST (308), as shown in the steps denoted by
literals 506 and 508.

If the state is S-CONN (305), the packet is sent

in the normal way and the state machine proceeds to the



packet is checked to see if it is destined for the global network ( 1 0 4

) or local network ( 1 02) . | f the packet is 5 destined for the |ocal
network (102) , it is sent and the state nachine proceeds to the next
state, as shown in the step denoted by literal 512. If the packet is
destined for the global network (104) , it is queued to the SESSI ON

faruczuredandttgebstﬁpf narhggi pgﬁc?ﬁds %? thehnegt ;}atﬁ, 1? ?s shown in

e step denoted by litera : e ot her and, i e state is
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ol eront at POV of @ RBCAEcT Seeht PRFGRGTNE 17 PECORNY PRBtoan D 1 ofber
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nventi on | & raduged 9.2, 3ushem aher e no el 9g) of spagkets i s, par{ gened.

W t href erenc eature (I) descr ater herern, eprcts the

architecturgt]oaftéhﬁaic@heﬁém Pl i9de £ o 1O3d - nkikC0onshets of sassidigyl ap or

plurality o ocal access protocol units (601) that handl e the access

protocol used, by clarak npades pyl01x vk 1 e 4 ocat £ RataEks: 2¥ i(8)st AREqa

singular or plurality of global access protocol units (602) that handle

the access it @Gl J1S§8a1 network (104), it is queued to the SESSION
structure and the statemachine proceeds tothenext state,

10 as shown in the step denoted by literal 511. On the other
hand, if thestate isneither S-CONN (305) nor S-CONN-LOST
(308), the step denoted by literal 509 is taken. 1In this
step, the packet is queued to the SESSION structure and
the state machine proceeds to the next state.

15 In any practical implementation of the disclosed
invention, it is only reasonable to set a l1limit on the
number of packets to be queued. If more packets need to
be gueued when the packet array is full, the incoming
packets can be silently discarded. Furthermore, it

20 should be obvious to someone skilled in the art that by
setting the size of the packet array to zero, the present
inventionisreducedtoasystemwherenoqueuingof packets
is performed.

Withreference to feature (1) described later herein,

25 FIG.6 depicts the architecture of the intermediate node

(103). It consists of a singular or plurality of local

access protocol units (601) that handle the access

protocol used by local nodes (101) in the local networks



by the global server (105). Messages to and fromthe |ocal node (101) are
handl'ed 5 by the local access protocol unit (601) as indicated by the
data path denoted by literal 611. Messages to and fromthe gl obal server
(105) are handl ed by the gl obal access protocol unit (602) as indicated by
the data path denoted by literal 612. Th% architecture shown in FIG 6 10
al so contains a nessage mappi ng unit (60§), whi ch maps the nessages used
by the | ocal and gl obal access protocols to one of the fifteen control

I A e R A o

the state transi'tion diagram described in

the | ocal aGeess dlolaeotsUnkba(60Lhe ggﬂcﬂﬂ@%egcccgesgﬁg&g% %%Loa]gﬁissteém?)

are napped a generic contro ssage, as shown a

denoted bypl,i tgral §16813 and. 614 ,r espgeti vel y. The nmapped nessages are
t hen passed Po the State nac%?n% ( §84)), as shown by 20 the data path

denoted by literayo815 qYben, fah% §%§%3Fh€af8'baq 480 i&g?ﬁi)?ﬁ§et19a58§%saﬁt

nessages to the local ™Tmode (10 obal server ese nessages

are pa%sedbgowzme IRSSAIEC FRRA MY 3PbE(6Q3); i ['ﬂesbfﬁ dat an?}ﬁégt%%%tfd by

literal 615 to be mapped to the actual 25 control nessages. e actu

control nesspgesi & PasHedietiovnBdt 8t hei t eeall apcess PEQLQLpd supbt 4(H01)
or global access protocol unit (602) via the data paths denoted by

literals 618ramd tiild gespedt isetyert q1ESs peat ot o drh@l 288 bacalndogdecttal) or
gl obal server (105). It is up to inplementers to use the full set of
fifteen access protocol unit (602) as indicated by the data path
denoted by literal 612. The architecture shown in FIG.6
10 also contains a message mapping unit (603), which maps
the messages used by the local and global access protocols
to one of the fifteen control messages defined in FIG. 2,
and the state machine (604), which implements the state
transition diagram described in FIG.3 or FIG.4.
15 Messages from the local accéss protocol unit (601)
and global access protocol unit (602) are mapped to a
genericcontrolmessage, as shownbythedatapaths denoted
byliterals6l3andé6l4respectively. Themappedmessages
are then passed to the state machine (604), as shown by
20 the data path denoted by literal 615. When the state
machine (604) decides to transmit messages to the local
node (101) or global server (105), these messages are
rassed to the message mapping unit (603) via the data
path denoted by literal 615 to be mapped to the actual
25 conﬁrolmessages. The actual control messages are passed
down to the local access protocol unit (601) or global

access protocol unit (602) via the data paths denoted

by literals 613 and 614 respectively, to be sent to the



generic control nmessages, or the reduced set w thout L-LOGCOFF-ACK (211)
and G LOGOFF- ACK (213) . The nessage 5 mapping unit (603) shoul d work
accordingly, as cited in features (4) and (5) described later herein. In
fact, wth reference to features (6) and (7) described later herein, a
general solution is to use the full set, where the L-LOGOFF-ACK (211)
generic nessage maps to a null 10 nessag@ﬁ i.e. no actual control nessage
is sent by the |ocal access protocol unit (601), and the G LOGOFF- ACK

213 [ [ I . Wh [ th [
Sl vays | ol B8 b RHGE BERRLF obd vEk BRHorReel oF G LBGOPF mossags | o sent.
15 Sim|l ly, | t : t.h t.at i 604 t, t at
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described 13 erein, or use o € reduced 'sét "of generic 20 contr
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general solution 1s to us e sta transition diagram depicte

Wien the reﬁlgg%dinﬁe&n% gemney ) %ﬁ&ﬂ&ﬁoho@é%@%ﬂﬁﬁgm 9@?&%&*6{%;6

the operation of the state transition diagramillustrated 25 in FIG4

setting nOFFcLa 0Res aRg et | opr qealdies bOEF 1402 e sARl | rhalyg, ¢ such
as one mcrosecond, as cited in features (21) and (22) described later

herein. Theypresend fépeerid ofo afbawsads | N6er BB ary) 28 6H¥ 18k NG ttde
networ k access of |ocal network nodes in a singular or plurality of |ocal
data communheatdionNs a general solution is to use the full set, where
the L-LOGOFF-ACK (211) generic message maps to a null
10 message, i.e. no actual control messadge is sent by the
local access protocol unit (601), and the G-LOGOFF-ACK
(213) generic message maps to a virtual message, wherein
the message 1is always implied to have been received
whenever a G-LOGOFF message 1s sent.
15 Similarly, implementers can base the state machine
(604) on the state transition diagram disclosed in FIG.3
or FIG.4, according to the choice of use of the full set
of generic control messages, as cited in feature (17)
describedlaterherein, oruseof thereducedset of generic
20 control messages, ascitedin feature (19) describedlater
herein. 1In fact, a general solution is to use the state
transition diagram depicted in FIG.3. When the reduced
set of generic control messages is used, one can derive
the operationof thestate transitiondiagramillustrated
25 in FIG.4 by setting neorr to one, and the timer value torr
to a very small value, such as one microsecond, as cited

in features (21) and (22) described later herein.

The present invention allows an intermediary



networks. It allows the decision to grant network access to be located in
an external global server, so that the 5 internediary does not have to be
overl oaded with authentication and access issues. Wth the enploynent of
t he present invention, the internedi ate node can easily synchronize the
access request nessages between the |ocal A node and the gl obal server. In
addition, the disclosed 10 invention als al lows intermediaries to
tenporarily grant access to |ocal nodes when the gl obal network is |ost.

rhis ol Lovechie ocel unodas, oo EOa gL SO b W e, aBoL e

tQ
when gl obal “connection”i en%orarl cket
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access Is grant ed ese packets can be transmtte W %out

having to V‘@.éi:wfoc?crkstahe ltgca?‘ilgg%(e?het@e E%’stirfra(rqscrg g;:aFr‘P@tnLg’@\ﬁo?fk gg%ﬁsesent

invention are listed bel ow ) A network accéss control frane

appar at us {Qrbﬁo%rc%!ﬂé@giﬁCSﬁfséxtt%fr%?UEk}‘i%%éP oAl 1LY Ol ot e
packet - swi t ched data comruni cati ons networKks, wherein network elenents,

hereaft gr kngwa rased0gah nadess idbenNeh e MIEe data &Gm@£@éhon§i§h
networ ks, hereafter known 25 as | ocal networks, are access controll ed, and

one or Nor eau @ated (COERUAIGALH 0MSa BELWS kiss shiekeal tere knewa asal 99aknt
net wor ks, are not access controlled by the said access control framework,

conprises: @9 the praisgntarmoenplivml thye oh tledotdd2@ARSE o0t 880ba sHNiYL S,
wherein a | ocal access protocol unit services

synchronize the access request messages between the local
node and the global server. 1In addition, the disclosed
10 inventionalsoallows intermediaries to temporarilygrant
access to local nodes when the global network is lost.
This allows the 1local nodes to continue to
communicate with one another when global connection is
temporarily down. Packets sent to the global network are
15 also queued so that once global connection is restored
(and access is granted), these packets can be transmitted
immediately without having to wait for the local nodes

to re-transmit.
Features of the present invention are listed below.
20 (1) A network access control framework apparatus
for controlling access to resources in a plurality of
packet-switched data communications networks, wherein
network elements, hereafter known as local nodes, in one
or more data communicatiéns networks, hereafter known
25 as local networks, are access controlled, and one or more
data communications networks, hereafter known as global

networks, are not access controlled by the said access

control framework, comprises:
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plurality of global access protocol units, wherein a gl oba
ocol unit services access responses fromone or nore networ
hereafter known as gl obal servers, in the gl obal network,

gl obal servers provide authoritative 10 responses to access
omthe local nodes; iii. a ne3%age mapping unit that maps t
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he

ssages used in the said singular or pIuraIity of local access
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SR tBatresponses from one or more network elements,
hereafter known as global servers, in the global network,
wherein the global servers provide authoritative
responses to access requests from the local nodes;

iii. a message mapping unit that maps the control
messages used in the said singular or plurality of local
access protocol units, and control messages used in the
said singularorpluralityof global accessprotocol units
to a generic set of control messages; and

iv. a state machine to control the operation of the
salid network access control framework apparatus based
on the said generic set of control messages.

(2) The set of generic control messages wherein the
message mapping unit maps to and from the control messages
used by the singular or plurality of local access protocol
units and the singular or plurality of global access
protocol units, as cited in (1) above, comprises:

i. an L-ACCESS-INIT generic control message that
is used to inform local nodes that access request 1is
required;

ii. an L-ACCESS-REQ generic control message that

is sent from the local nodes to request access to the

ric

4



is used to informthe gl obal server that a |ocal node is requesting access
to the controlled network resources; 5 iv. a G AUTH REQ generic control
nmessage that is sent fromthe gIobaI server to request authentication
information on the local node that is requesting access to the controlled
network resources; v. an L-AUTH REQ gener,j.c control nmessage that is 10
sent to the local node that is requestin&laccess to the controlled network
resources to request authentication information fromthe said | ocal node;

vi. an L- AUIHH¥¥59§8%“ﬂé§&§£ dBs5a¢9e dhat is sent fromthe |ocal node

to provide authentication ornatlon that is sent fromthe |ocal nodes

to request access;to tgwez;s@etmlésﬂgaeg Ke £SQUPE80 1Virle o 82 GAUTH FES

generic control nessage that is use send authentication i hfor m |%n

fromthe | ogal usr@@etbhatnﬂ&rﬁeq%stwebaq@érb@r h%h(&‘entarQLAc?g 1" ﬁgfék

20 resources to the global server; viii. generic con

message thags #&qgent: fﬂ?@d&@s9'tQp@heS%'b\fPJré@l'eQﬁh%%%fpa:te§QﬁrceeckueSt
of access to the controlled network resources by the I ocal node is

granted; 25 ix. apvl- ACCESSI PK-Baner § eneontd Oéoﬂ%wemég%taqé tHg8d {10
informthe | ocal node that the request to access the controlled network

resources isegrantiesh xhearylob&BO0Ee geser ito COAELQ s fresgate A hak aics Sent
32 fromthe local node to indicate the rel ease of access to the controlled
network respufoesyation on the local node that is requesting access

to the controlled network resources;

v. an L-AUTH-REQ generic control message that is

10 sent to the local node that is requesting access to the
controlled network resources to request authentication
information from the said local node;

vi. an L-AUTH-RES generic control message that is
sent from the local node to provide authentication

15 information that is sent from the local nodes to request
access to the controlled network resources;

vii. a G-AUTH-RES generic control message that is
used to send authentication information from the local
node that is requesting access to the controlled network

20 resources to the global server;

viii. a G-ACCESS-OK generic control message that
is sent fromthe global server to indicate that the request
of access to the controllednetwork resources by the local
node is granted;

25 ix. an L-ACCESS-OK generic control message that is
used to inform the local node that the request to access

the controlled network resources is granted;

x. an L-LOGOFF generic control message that is sent



Xi . a G LOGOFF generic control nessage that is sent to the global server
to indicate the rel ease of access 5 to the controlled network resources by
the local node; xii. a G ACCESS-REJ generic control nessage that is sent
fromthe global server to indicate that the request for access to the
controll ed network resources by the local node is rejected; and 10 xiii.
an L- ACCESS- REJ generic control nessage tAat is used to informthe |ocal
node that the request to access the controlled network resources is

jected. (3)_Th t of tr.ol ited | 2 b
e o ediegE Bt e Sha PRSI L LR
used by the S|ngglar ont?lﬂfajétXe% PﬁakeaCQ? ) %rotocol units and the
si ngul ar %Iuralff I"ob 8CdEss protoco “Ofi'ts as cited in (1)

above, mhereas an}?g_pﬁe—ggﬁgggﬁf88%5%?58§§@£¥rcwpﬁﬂﬂﬁgabgdtﬁ%%!9% gent

rel ease of access etwork resources’is re

further comydsenctiie ool ! ouiha addityanalccont kale Wopaaey dr Bcess

L- LOGOFF- ACK generi c control nessage t used to ac e to the

| ocal noge t@@tthaec%qpteéélltefa tnf@t&e?tkr@é@gu%tevg)%yr@ﬁ%url%ecsaisnode,
rel eased; and 25 ii . LOGOFF- ACK generic control nessage that is sent

fromthe gl obal seryer EOGaQKﬂQMEngﬁﬂﬁh&eh%h§@§ec09ﬁ:5@§ AGGRSSg L0t hhe
controll ed network resources by the |local node. 33 (4) By neans of the

nmessage mappi g i i 1k @t d §1 obd)1 akoves reantingl i dBES2PRS tUSRE Hyqhhe ¢
si ngul ar or
for access to the controlled network resources by the
local node is rejected; and
10 xiii. an L-ACCESS-REJ generic control message that
isused to inform the local node that the request to access
the controlled network resources is rejected.

(3) The set of generic control messages as cited
in (2) above wherein the messagde mapping unit maps to

15 and from the control messages used by the singular or
plurality of local access protocol units and the singular
or plurality of global access protocol units as cited
in (1) above, whereas an acknowledgement is necessary
when an indication of release of access to the controlled

20 network resources is required, further comprises the
following additional control messages:

i. an L-LOGOFF-ACK generic control message that is
used to acknowledge to the local node that the access
to the controlled network resources 1is released; and

25 ii. a G-LOGOFF-ACK generic control message that is
sent from the global server to acknowledge the release

of the access to the controlled network resources by the

local node.



plurality of |ocal access protocol units and the singular or plurality of
gl obal access protocol units, as cited 5 in (1) above, are nmapped to one of
the generic control nessages as cited in (2) above. (5) By nmeans of the
nmessage mapping unit cited in (3) above, control nmessages used by the
singular or plurality of |ocal access protocol units and the singular 10
or plurality of global access protocol umits, as cited in (1) above, are
mapped to one of the generic control nessages as cited in (3) above. (6)

Th t hod d h i it of the net Kk 1t
framovor k. apparat U6 27 CREgd %?’P'f?% %ﬂ%'gbsoai’%e PG DgERF al3d (Gibt 88t 16F
fifteen generj C g%%t‘;gl NESSAPES %é %43é)sab % é(t Otltege rfgggl dat'FZeétreps

thirteen generlc conttol mnessages CI % ( I
fooi. 0 t
ﬁess;genaaﬁ gf%Q%ékgttua|Egé??g%%@ﬁ%%igﬁf@%cg e§ﬁ%%§F“§%$b§§%ﬂ$%HLéa|

uni L, hen R acknowhadderent o1 b ecessaty o LBB Je 8258 0T L0 a@%%ss

to the control l'ed network fegources napplng

generic sontirpl (1 25.BBSSA0EaER aaéaﬁéalatorr%%%ﬂ%f M%Vg‘ dhe Gl %‘E
generic control nessage is assunmed to have been receiv |nned|a after

an |nd|cat|m@ggagg% red ease @f the (2acegssvko the controlled netmnrk
resources is sent to 34 the global server, when no acknow edgenent is
necessary for theg3elepseeahst ke ACEESHe ke dde ropild ednnet Worked in
(3) above, control messages used by the singular or
plurality of local access protocol units and the singular
10 or plurality of global access protocol units, as cited
in (1) above, are mapped to one of the generic control
messages as cited in (3) above.
(6) The method used in the message mapping unit of
the network access control framework apparatus, as cited
15 in (1) above, to generalize the set of fifteen generic
control messages cited in (3) above to the reduced set
of thirteen generic control messages cited in (2) above,
comprises the steps of:
i. mapping the L-LOGOFF-~ACK generic control message
20 to a null message, wherein no actual message is sent by
the local access protocol unit, when no acknowledgement
isnecessaryforthereleaseoftheaccesstothecontrolled
network resources; and
ii. mapping the G-LOGOFF-ACK generic control
25 message to a virtual message, wherein the G-LOGOFF-ACK
generic control message is assumed to have been received

immediately after an indication of the release of the

access to the controlled network resources is sent to



resources. (7) The nessage mapping unit cited in (1) above, 5 wherein
control nessages used by the singular or plurality of |ocal access
protocol units and the singular or plurality of global access protocol
units, as cited in (1) above, are mapped to one of the generic control
nmessages as cited in (3) above, utilizes the nethod as cited in 10 (6)
above to generalize the set of fifteen gé%%ric control nessages cited in
(3) above to the reduced set of thirteen generic control nessages cited in

(2) above. S%} ThF ga;a format used b the]petmgrk access .control
framewor k appar & ud; %as°Cited n"_”f”if1 éﬁo@g, n9Y \?ﬁeqreéil?lni str YEUre® 0f Yt he
Ea'P' data f iRt | s Péi%%'fé o Wi b Qg'c%c E‘Qd@hghrc%gé‘?é‘{u%ﬁ natyg P
eginning from @a reguest for accesSs t0 Nnetwork resources 1o thé Tel ease

of the netwyr r.ce, conprises: i. a field that stores information
about the mggﬁgggggggfed | ocal node, wherein the said field stores a

fficient t (of, i td t ' C o |
suf fi ci ent” amount efy iff or éé%?%ﬁﬁ%éﬁ@%gfﬂg%ﬁfﬁ?%@ﬁﬂan ¢3! Jdescan

be identified using'the Infornmat at stores the curreént

st at us t hisneny id ed d oy €e; i fjeld
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I ocal node. o(9) 1 kg INebwrks 3CGasSt 6L Ol nfirgaewa{k appar atiysqufiar or
controlling access to resources in a plurality of 35 packet-sw tched data

communi cat i gnsi et WBKKks, £ agl 6bked adde §3) palevec ofl Utithiet s COBBN icS8Se @ in
mechani smto sw tch
(1) above, aremappedtooneof thegenericcontrol messages
as cited in (3) above, utilizes the method as cited in
10 (6) above to generalize the set of fifteen generic control
messages cited in (3) above to the reduced set of thirteen
generic control messages cited in (2) above.
(8) The data format used by the network access
control framework apparatus, as cited in (1) above,
15 wherein a structure of the said data format is associated
with a local node throughout the session beginning from
a request for access to network resources to the release
of the network resource, comprises:
i. a field that stores information about the
20 associated local node, wherein the said field stores a
sufficient amount of information such that the associated
local node can be identified using the information;
ii. a field that stores the current status of the
state machine, as cited in (1) above; and
25 iii. a field that can be used to temporarily store
data packets sent by the associated local node.

(9) The network access control framework apparatus

for controlling access to resources in a plurality of



the policy of the said network access control framework apparatus to one
of the following: 5i. in the case where it is determ ned that the
connection to the global server is lost, nmonentarily or otherw se, the
policy is to reject all ongoing or newly initiated requests for access to
the said network resources during the period of time for which it remains
10 so deternined that the connection to Ythe gl obal server is lost; or ii.
in the case where it is determined that the connectlon to the gl obal
server is |ost rmmsntal?%%{ (gr ot her wi se, the licy is i{o accept, al |

e

ongoi ng or PR&W S 18tk A E 8 SRR GE tcjc% § P& GHRT K §ir d SrfetGAok k4
th f.t f i det d
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commn! catbp?)%f@{ rkcso @ﬁmﬁcbtfe hénfg’ljtlg‘m\ﬁ . switches to one of t_he

fol |l owi ng I'n the case ere ermned that the 25 connection to

the gl gbal serveg is;)oghe MOIERALALHLY OF; OGNS yg%%rlﬁbﬁe%mﬁ%%e' %48

reject all ongoing or newy 1Initiated requests I access to sai d
network reseuaes aur itRd thhe Jueshed Qfert\}éTP igrwfeltchrdofméﬁ'i{%'ﬂsléﬁofo

determ ned that the connection to the global server
otherwise, the policy is to reject all ongoing or newly
initiated requests for access to the said network
resources during the period of time for which it remains
10 so determined that the connection to the global server
is lost; or
ii. in the case where it is determined that the
connection to the global server is lost, momentarily or
otherwise, the policy is to accept all ongoing or newly
15 initiated requests for access to the said network
resources during the period of time for which it remains
so determined that the connection to the global server
is lost.
(10) The mechanism to switch the policy of the
20 network access control framework apparatus for
controlling access to resources in a plurality of
packet-switched data communications networks, as cited
in (1) above, switches to one of the following:
i. in the case where it is determined that the
25 connection to the global server is lost, momentarily or
otherwise, the policy is to reject all ongoing or newly

initiated requests for access to the said network

resources during the period of time for which it remains



ji. in the case where it is determned that the connection to the gl obal
server is lost, nonentarily or 5 otherwse, the policy is to accept al
ongoing or newWwy initiated requests for access to the said network
resources during the period of time for which it remains so determ ned
that the connection to the global server is lost. 10 (11) The set of
states used in the state machine that cggtrols the operation of the
network access control framework apparatus, as cited in (1) above,
conprises: i. an SSACC-WAIT state, wherein a control message is sent to
the | ocal redelétdirenindg thatt athacceasgequest taliis gegliakdse andrt he
said state nachine is waiting for an access request nessage to be sent by
the | ocal nadelositi;, @an S-RES-WAIT state, wherein a control nessage is
sent to the global server indicating that an access request is nmade, and
the said state ndchi néni £wai tesge @Defrer atr éspohseetrmibeederithdy the

gl obal server; iii . an S-CONN state, wherein access to the requested

net wor k resanres tiiogrant gdet 9loha 1 geat veadé;s ilw s an BoDeSCCNNL $yaber,
wherein the access to all network resources by the | ocal node is rel eased,
and thed 25 tdtenptiee itd Pheé iddl a $ ofreecspadi faled ongpgdnabovenewhat is
associated wth the I ocal node is deleted; v. an S-CONN-LOST state, wherein
the sai d stidtiet i1pddd ng et esfiSned tthate @oaf6ct fon £Het héagidbdie beépvér 37
is lost, and the polic speC|f|ed in (9) above is set _to allow access
tenporariIf%ﬂ@%réﬁﬁhééq%ﬁgtB £hredl |of time for which it remains

so determined that the connection to the global server
is lost.

10 (11) The set of states used in the state machine
that controls the operation of the network access control
framework apparatus, as cited in (1) above, comprises:

i. an S-ACC-WAIT state, wherein a control message
is sent to the local node indicating that an access request

15 is required, and the said state machine is waiting for
an access request message to be sent by the local node;

ii. an S-RES-WAIT state, wherein a control message
is sent to the global server indicating that an access
request is made, and the said state machine is waiting

20 for a response to be sent by the global server;

iii. anS-CONNstate, whereinaccess totherequested
network resources is granted to the local node;

iv. an S-DISCONN state, wherein the access to all
network resources by the local node is released, and the

25 structure with the data format specified in (8) above
that is associated with the local node is deleted;

v. an S-CONN-LOST state, wherein the said state

machine determines that connection to the global server



server is lost; and vi. an S-RESET-WAIT state, wherein the said state 5
machi ne determ nes that connection to the global server is regained,
whereas the prior state is the S-CONN-LOST state. (12) The set of
transitions between the states cited in (11) above, wherein these
transitions are used in the 10 state nmachine that controls the operation of
the network access control framework apparatus, as cited in (1) above,
conprises: i. the transition fromthe S ACC-WAIT state to the S-RES-WAIT
stat e, prow ded b thgje{q?dltl oglthat the | ocal 15 node has sent a control
nessage to Fegju q lEéfntsrR)‘F‘Fédlr?é%v\b?k (Pdscripede ilis shé

sel f - tranS|t|oTl%Rv%%c S- S—MAIT i ErOVIded the condition that a
control nessage in fésponse IP%OFFF‘e”r JUERED 5P NREGISEORot P e @ shk ¢ Led 20
net wor k reggty\pgr@% rlo(; peeg ctecel ved fromthe gl obal server after a
specified tine er| whef efh € he nunber of self-transitions perforned

has not exceeded f I e transjtion fromthe
S-RES-WAIT state t o %Jt h%ﬁgEBhg%ﬁlﬁl St aatJCe ’ p‘?’g\?lrdee]cp bglhfehéa%(ﬁt't‘?‘%ﬁ t hat

a contg ol t. for acces t.he controlled

net wor kgregc%%?g%gﬁaggﬁgt ee%grggg%e%d&ﬁ?gg%t He gcf Cké %P@é‘rl a3%ereq

specified ti 3 r eIf nansd t e r med

has excee%esg%e[b?{)ie@iggl eg %@Eofﬁ g %g |t%y |stt é b8%_&6£8
state.

(12) The set of transitions between the states cited

in (11) above, wherein these transitions are used in the

10 state machine that controls the operation of the network
accesscontrolframeworkapparatus,ascitede1(1)above,
comprises:

i. the transition from the S-ACC-WAIT state to the
S-RES-WAIT state, providedby the conditionthat the local

15 node has sent a control message to request access to the
controlled network resource;

ii. the self-transition of the S-RES-WAIT state,
provided by the condition that a control message in
response to the request for access to the controlled

20 network resource has not been received from the global
server after a specified time period, wherein the number
of self-transitions performed has not exceeded a
specified threshold;

iii. the transition from the S-RES-WAIT state to

25 the S-DISCONN state, provided by the condition that a
control message in response to the request for access
to the controlled network resource has not been received

from the global server after a specified time period,



configured to reject the access request as cited in (9) and (10) above; 5
iv. the transition fromthe SS-RES-WAIT state to the S CONNLOST state,
provi ded by the condition that a control nessage in response to the
request for access to the controlled network resource has not been
received fromthe global server after a specified tine period, 10 wherein
t he nunber of self-transitions perforned3fas exceeded a specified
threshold and the policy is configured to accept the access request as
cited in (9) and (10) above; v. the transition fromthe S-RES-WAIT state
to the 15%SexRANstHie, npreve de® byserd tohansildnt nat ReeLghaRd hserver
has sent a control nessage to ,accept the request for access to the
control | ed St SBFR S esaoursé%‘?c\]/\ﬁéreézfn CREESAY the 38Fd tiEhsiRG bhCYa é6ntrol
nessage i s sen%, to the local n dg¥£ndicating that the request for access
20 to the CGHtTLERES hetwor kI FE Q@ FSCESSeptE eV, ahé& kT aAsiBi 6R)from
the S-RES-VAIT ?Egte t.o the S-DISCONN state, provided by the condition
that the gid¥hl (18dr &°KE¢ sent a control message to accept the rejection
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to the controlled network resource has not been received
from the global server after a specified time period,
10 wherein the number of self-transitions performed has
exceeded a specified threshold and the policy is
configured to accept the access request as cited in (9)
and (10) above;
v. the transition from the S-RES-WAIT state to the
15 S-CONN state, provided by the condition that the global
server has sent a control message to accept the request
for access to the contrclled network resource, wherein
during the said transition, a control message is sent
to the local node indicating that the request for access
20 to the controlled network resource is accepted;
vi. the transition from the S-RES-WAIT state to the
S-DISCONN state, providedby the condition that the global
server has sent a control message to accept the rejection
of access to the controlled network resource, wherein
25 during the said transition, a control message is sent
to the local node indicating that the request for access

to the controlled network resource is rejected;

vii. the transition from the S-CONN state to the



time period, wherein the nunber of self-transitions perforned has exceeded
a specified threshold; 5 viii. the transition fromthe S-CONN state to the
S-DI SCONN state, provided by the condition that a control nessage is
received fromthe |local node to indicate the release of the controlled
network resources, wherein during the said transition, a control nessage
is sent 10 to the local node to acknomﬁégge the release of the controlled
network resources; ix. the transition fromthe S-CONN-LOST state to the

S- DI SCONN st , i d by the . iti t hat , t i
Cecei ved 5 ont ehON Dk S hodePEy Lt oabd hatl R C508 Bhothe BeAkAH | ed
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of the S state, provided by"the condition at” a’ packet sent

fromthe 25 |ocgl;nodehas: Aok sheen, feeebyed 18 tEL A NP 'J%gdty ggceee ded

period, wherein the nunber of self-transitions performnmed as no

o Tee U e et bheyaneny endcondle EREL btk o

the | ocal Wwgsahkas iDirbeen VLt ¥8d the local node to indicate the

release of the controlled network resources, wherein

during the said transition, a control message is sent

10 to the local node to acknowledge the release of the
controlled network resources;

ix. the transition from the S-CONN-LOST state to

the S-DISCONN state, provided by the condition that a

controlmessage isreceived fromthe local node to indicate

15 the release of the controlled network resources, wherein

during the said transition, a control message is sent

to the local node to acknowledge the release of the
controlled network resources;

X. the transition from the S-CONN-LOST state to the

20 S-RESET-WAIT state, provided by the condition that the

connection to the global server is determined to have

been regained;

xi. the self-transition of the S-RESET-WAIT state,

provided by the condition that a packet sent from the

25 local node has not been received after a specified time

period, wherein the number of self-transitions performed

has not exceeded a specified threshold;

xii. the transition from the S—-RESET-WAIT state to



after a specified tine period, wherein the nunber of self-transitions
performed has exceeded a specified 5 threshold; xiii. the transition from
the S-RESET-WAIT state to the S-DI SCONN state, provided by the condition
that a control nmessage is received fromthe | ocal node to indicate the
rel ease of the controlled network resources, 10 wherein during the said
transition, a control message is sent t®&%the | ocal node to acknow edge the
rel ease of the controlled network resources; and xiv. the transition from

the S- RESET-WA t t he, S- ACC- WA tate, provided.by the condition
that a 15 Oheker B ol G FomPhRY ] 0881 ok enadd Lhie s pdket.
i t trol t o i ndi t h I f th trol |l ed networ
esour cos. HAGF e e STt STRELNE RE SOGhE RBETo e SoCets READT 1o CF  Hitchor k

appar at us, ited in (1).above, utilizes the .20 set qf states cited in
(11) above agén%gfh@ sséPe%fl%lr%ﬁs;%tj’lI%enspﬁgtl h the sard g:t}é eéluéfﬁ%%la P (12)
above, to ¢o 0 t.he. rafi sajd _ne rk ess control.

f ramewor k Saé[;ipfar lgtruasrrsej( ?E%%egs%eﬁog%#mgfjatgg,s a%y%etee%glgn a(1f)peacb%)J\JE/é,e‘jused
25 in the qﬁ@}gsggghine that controls the operation of the network access
control “framework apparatus, as cited in (1) above, further conprises: i.

an S INT state, aherel R SUEHRGULS b BrLle dicdatadoramlaspecifled 1n
(8) above is initialized, wherein the said structure 1s associated with
the local noféche S-DISCONN state, provided by the condition that
a control message 1s received from the local node to
indicate therelease of the controllednetwork resources,
10 wherein during the said transition, a control message
is sent to the local node to acknowledge the release of
the controlled network resources; and
xiv. the transition from the S-RESET-WAIT state to
the S-ACC-WAIT state, provided by the condition that a
15 packet is received from the local node, whereas the said
packet is not a control message to indicate the release
of the controlled network resources. |
(13) The statemachine of thenetwork access control
framework apparatus, as cited in (1) above, utilizes the
20 setof statescitedin (11) above andthe set of transitions
between the said states cited in (12) above, to control
the operationof the saidnetwork access control framework
apparatus.
(14) The set of states, as cited in (11) above, used
25 in the state machine that controls the operation of the
network access control framework apparatus, as cited in

(1) above, further comprises:

i. an S-INIT state, wherein a structure with the



initiating the said state machine; ii. an SSACC-WAIT state, wherein a
control nessage 5 is sent to the |ocal node indicating that an access
request is required, and the said state machine is waiting for an access
request message to be sent by the local node; iii. anS-RES-WAIT state,
wherein a control nessage is sent to the global server indicating that an
access 10 request is nade, and the sai f state machine is waiting for a
response to be sent by the global server; iv. anS-AUTH WAI T state, wherein

2, control WESsPgeo 5 e 9, thes obel odsindieald g Lhat, authnticat o

informationis reqwre € sai
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state, wherein access to the requested tmor% resour ces |508F§nfe5d?o t he

| ocal nodej nvit; 2851 é}qggng%ﬁﬁgeSt ngﬁg gi¢Qnirol nmessage 20 is sent to
the gl obal server indicating the release OF requested net wor k resources,

and the said state maghisnecdtsywait i £0r @A «acknow t sage.to be
sent by the global server; vii. anSS- SCCNNestéke g?%l e%ggg Ss to

all 2% netwog lsnrteeetﬂmeqcka/almd@qa}idﬂege ﬂrﬁ%rt@iae@%%dac%'e%stg%ﬁ@%ycmt ure

with the data format specified in (8) above IS associ ate

| ocal nodeiiss rdefet edid, Vidnd 8ReSsCANN L ERE Strad €n 1 Wheried nwéh‘% fr?c_{ d state
42 machine determines that connection to the gl obal server and the
pol i cy speeinf iaetté¢ os( B qalye mésselge to be sent by the local node;

iii. an S-RES-WAIT state,whereineacontrolnmssage
is sent to the global server indicating that an access

10 request is made, and the said state machine is waiting
for a response to be sent by the global server;

iv. an S-AUTH-WAIT state, wherein a control message
is sent to the local node indicating that authentication
information is required, and the said state machine is

15 waiting for an authentication response message to be sent
by the local node;

V. an S—CONN state, wherein access to the requested
network resources is granted to the local node;l

vi. an S-LOGOFF state, wherein a control message

20 is sent to the global server indicating the release of
requested network resources, and the said state machine
is waiting for an acknowledgement message to be sent by
the global server;

vii. an S-DISCONN state, wherein the access to all

25 network resources by the local node is released, and the
structure with the data format specified in (8) above

that is associated with the local node is deleted;

viii. an S~-CONN-LOST state, wherein the said state



to allow access tenporarily when connection to the global server is |ost;
and 5 ix. an S-RESET-WAIT state, wherein the said state machine determ nes
that connection to the global server is regained, whereas the prior state
is the S-CONN-LOST state. (15) The set of transitions between the states
cited 10 in (14) above, wherein these transitions are used in the state
machi ne that controls the operation of the network access control
framewor k apparatus, as cited in (1) above, conprises: i. the transition
fromthe S—INIT state to the 15 S-ACC-WAIT state, prow ded by the

condi tion fRRDiRe A6LATHBES ﬁilsa%é%o%’éﬁf:tal%n??ﬂ ﬁe%&é@%oﬁ%&éést

access to the controlh% getmnrk resource; i t he tranS|t|on fromthe
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| ocal 20 node s sent a control S e to request, access to t t wor k
ocar oy TS LR Y e 8 D R D PN 6 el ERRTES € Be i roany T he
condition that a contrg ssa to request access to the controlled

net work reSSUrterhds not°bée received fromthe | ocal node after a

speci f|5ed time p rJ Mﬁ&%%ﬁ@g gf%erté)f ﬁ Iefretlr '?htei Q slcper.%g{:_msd

has not™ exceede aspe0|f|e tran5| o]y rom
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a control message to request access to the con
is regained, whereas the prior state is the S-CONN-LOST

state.
(15) The set of transitions between the states cited
10 in (14) above, wherein these transitions are used in the
state machine that controls the operation of the network
access control framework apparatus, ascitedin (1) above,
comprises:

i. the transition from the S-INIT state to the

15 S~-ACC-WAIT state, providedby the condition that the local
node has not sent a control message to request access
to the controlled network resource;

ii. the transition from the S-INIT state to the
S-RES-WAIT state, providedby thecondition that the local

20 node has sent a control message to request access to the
network resource;

iii. the self-transition of the S-ACC-WAIT state,
providedby theconditionthat acontrolmessage torequest
access to the controlled network resource has not been

25 received fromthe local nodeafteraspecifiedtimeperiod,
wherein the number of self-transitions performed has not
exceeded a specified threshold;

iv. the transition from the S-ACC-WAIT state to the



resource has not been received fromthe |ocal node after a specified tine
period, wherein the nunber of 5 self-transitions perforned has exceeded a
specified threshold; v. the transition fromthe S-ACC-WAIT state to the
S-RES-VWAIT state, providedby the condition that the | ocal node has sent a
control nessage to request access to the 10 controlled network resource;
vi. the self-transition of the S-RES-WAl ¥3state, provided by the condition
that a control nessage in response to the request for access to the

controlled _n esour ce has no en _received fromthe gl obal 15
server aftésr’]g&gg{edé\ln?ise T?héj]b%?’ilgff‘?gﬂ%’eF i CPRE hkBer thet a control
seIf-trans%&iggsg&gr%orned has  not exceedgd a, . specified threshold; vii.
the transi thon F0m the ‘S RESS $C55E% €6 FRE <ORSEANN efatee t P&V ded

by the condif] t hat 20.control nessage in response to the request for
access to t %éggﬁfg%ﬁrgﬁIH%%a%?énrﬁggﬁ?ﬂﬁgﬁéérﬂgt%gééioﬁé%%ﬂV%ﬂe $EO6RTt he
wherei n the nunber o

gl obal server . A& Speci.f. t] peri od f
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policy ks 25 ¢enfd edit ] ect e re st _as.cited_in ( and
(10) above; v.f?i. I%E% trta%sflurstei g)%%fr%?nmtgﬁig %—gﬂEsgg&leF‘g?%t eatépei%gled

S- CONN- LOST: 18t at@,o p ovi ded by the condition that 44 a control nessage in
response to the request for access to the controlled network resource has

not been received;. the transition from the S-ACC-WAIT state to the
S-RES~-WAIT state, providedby the conditionthat the local
node has sent a control message to request access to the

10 controlled network resource;

vi. the self~transition of the S-RES-WAIT state,
provided by the condition that a control message in
response to the request for access to the controlled
network resource has not been received from the global

15 server after a specified time period, wherein the number
of self-transitions performed has not exceeded a
specified threshold;

vii. the transition from the S-RES-WAIT state to
the S-DISCONN state, provided by the condition that a

20 control message in response to the request for access
to the controlled network resource has not been received
from the global server after a specified time period,
wherein the number of self-transitions performed has
exceeded a specified threshold and the policy 1is

25 configured to reject the access request as cited in (9)
and (10) above;

viii. the transition from the S-RES-WAIT state to

the S-CONN-LOST state, proﬁided by the condition that



fromthe global server after a specified tinme period, wherein the nunber
of self-transitions perforned has 5 exceeded a specified threshold and the
policy is configured to accept the access request as cited in (9) and
(10) above; ix. the transition fromthe S-RES-WAIT state to the S-CONN
state, provided by the condition that the global 10 server has sent a
control nessage to accept the request for4access to the controlled network
resource, wherein during the said transition, a control nessage is sent

to the local node indicating that the request for access to_the controlled
network resdufedltire hdtepfade 15 X eTReMSA? tF R FRONTHe BORE3CHASS
state to the S-DI SCONN state, provided by the condition that the gl obal
server has senthR§ EBﬁttrrcﬂlﬁ‘Egs%géwtocF FRPPUEIRE PG AT brPeoP H8EELY R the

troll ed pet . Wherei [ the said. t iti trol
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to the contr IIed.ne% rk_resource.is r %g ted; XpL.. the transition.from
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that t | obal h . I t : .
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the S AUTH .S r Qi b. hg condit| C | .nessage in
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received froguthe §pcab, Jypde after a specified tine period, wherein the

nunber of self-transitions
ix. the transition from the S-RES-WAIT state to the

S~CONN state, provided by the condition that the global (

10 server has sent a control message to accept the request
for access to the controlled network resource, wherein
during the said transition, a control message is sent
to the local node indicating that the request for access.
to the controlled network resource is accepted;

15 X. the transition from the S-RES-WAIT state to the
S-DISCONN state, provided by the condition that the global
server has sent a control message to accept the rejection
of access to the controlled network resource, wherein
during the said transition, a control message is sent

20 to the local node indicating that the request for access
to the controlled network resource is rejected;

x1i. the transition from the S-RES-WAIT state to the
S-AUTH-WAIT state, provided by the condition that the
global server has sent a control message to redquest

25 authentication information from the local node;

xii. the self-transition of the S-AUTH-WAIT state,
provided by the condition that a control message in

response to the request for authentication information



performed has not exceeded a specified threshold; xiii. the transition from
the SAUTHWAIT state to 5 the S-LOGOFF state, provided by the condition
that a control nmessage in response to the request for authentication

i nformati on has not been received from the |ocal node after a specified
time period, wherein the nunber of self-transitions perforned has exceeded
10 a specified threshold; xiv. the transition fromthe S-RES-WAIT state to
the S-AUTH-WAIT state, provided by the condition that the gl obal server
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time period, wherein the nu f-transitions ~pertorne aS exceeded

a specid i ed dresholdbr@Ssxdie, t Be SRl debr Al than obnk ecjf%m'}lﬁss aLe,

provided by the condition that a packet has been received fromthe |ocal
node, wher gighthe1packesshgenoti@ CeBLnsBBSTAPe Rl Ndicalgstthe f@t:ase

of the controlled network 46 resources; xviii. the transition fromt

S-CO\N st abextilpehb@cation information has not been received from
the local node after a specified time period, wherein
the number of self-transitions performed has exceeded

10 a specified threshold;

xiv. the transition from the S-RES-WAIT state to
the S-AUTH-WAIT state, provided by the condition that
the global server has sent a control message to request
authentication information from the local node;

15 xv. the self-transition of the S-CONN state,
provided by the condition that a packet has not been
received fromthe local node afteraspecifiedtimeperiod,
wherein the number of self-transitions performed has not
exceeded a specified threshold;

20 xvi. the transition from the S-CONN state to the
S-LOGOFF state, provided by the condition that a packet
hasnot been received from the local node after a specified
time period, wherein the number of self-transitions
performed has exceeded a specified threshold;

25 xvii. the self-transition of the S-CONN state,
provided by the condition that a packet has been received

from the local node, wherein the packet is not a control

message to indicate the release of the controlled network



S- LOGOFF state, provided by the condition that a control nessage is
received fromthe local node to indicate the 5 release of the controlled
network resources, wherein during the said transition, a control nessage is
sent to the local node to acknowl edge the rel ease of the controlled
network resources; xix. the self-transition of the S-LOGOFF state, 10
provi ded by the condition that an acknowfé&dgenent of the release of the
controll ed network resources has not been received fromthe gl obal server
after a specified time period, wherein the nunber of self-transitions
performed HhHASOHNJIC@Rceeded a specified threshold; 15 xx. the transition
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controlled network resources,

xix. the self-transition of the S-LOGOFF state, !

10 provided by the condition that an acknowledgement of the
release of the controlled network resources has not been
received from the global server after a specified time
period, wherein the number of self-transitions performed
has not exceeded a specified threshold;

15 xX. the transition from the S-LOGOFF state to the
S-DISCONN state, provided by the condition that an
acknowledgement of the release of the controlled network
resources has not been received from the global server
after a specified time period, wherein the number of

20 self-transitions performed has exceeded a specified
threshold;

xx1i. the transition from the S-LOGOFF state to the
S-DISCONN state, provided by the condition that an
acknowledgement of the release of the controlled network

25 resources has been received from the global server;

xxii. the transition from the S-CONN-LOST state to
the S~-DISCONN state, provided by the condition that a

controlmessage isrecelved fromthe local node toindicate



to the local node to acknowl edge the rel ease of the controlled network
resources; 5 xxiii. the transition fromthe S-CONN-LOST state to the
S-RESET-WAI T state, provided by the condition that the connection to the
gl obal server is determ ned to have been regained; xxiv. the
self-transition of the S-RESET-WAIT state, 10 provided by the condition
that a packet sent fromthe | ocal node‘%hs not been received after a
specified tine period, wherein the nunber of self-transitions perforned

has not exc eded .a sgeC|% d thresho é the transition fromthe
S- RESET- VAl St tos 4 %%0% ééc\jlm? t1h¢ EW O o SRt B SShe WedHeR £ Pon
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not a cont kole PRISPEELLEQH RE Eﬁteegﬁla%iflseé?is@er is determined to have
been regained;
xxiv. the self-transitionof the S-RESET-WAIT state,
10 provided by the condition that a packet sent from the
local node has not been received after a specified time
period, wherein the number of self~transitions performed
has not exceeded a specified threshold;
XXV. the transition from the S-RESET-WAIT state to
15 the S-DISCONN state, provided by the condition that a
packet sent from the local node has not been received
after a specified time period, wherein the number of
self-transitions performed has exceeded a specified
threshold;
20 Xxvi. the transition from the S-RESET-WAIT state
to the S-LOGOFF state, provided by the condition that
a control message 1s received from the local node to
indicate therelease of the controlled network resources,
wherein during the said transition, a control message
25 is sent to the local node to acknowledge the release of
the controlled network resources; and

xxXvii. the transition from the S-RESET-WAIT state

to the S-ACC-WAIT state, provided by the condition that



of the controlled network resources. (16) The state machi ne of the network
access control 5 framework apparatus, as cited in (1) above, utilizes the
set of states cited in (14) above and the set of transitions between the
said states cited in (15) above, to control the operation of the said
network access control f ramework apparatus. 10 (17) The set of states, as
cited in (11) above, used in the state fichine that controls the operation
of the network access control franmework apparatus, as cited in (1) above,

further conprises: i. an S-INT state, wherein a itruc ure with the 15
data fornata spagikEted £nreg)e bpdde GO nFPital i %64 @i nWh§Tee g §he
structure is associated wth the | ocal node tiating the ald tate
machi ne; iiS2af P¢ AT *Foéjt%FQHWBF&‘%saa@@n{:P&n%géﬁt esr%gﬁtasteo t he

| ocal node |nd|§at|q? %hah an acc% quest 20 is required, and the said
state machi%e F 197 hg Ofdre Anl& 85%5 r 8Uestt E§sage to be sent by the

| ocal node; iii. fﬁgfﬁgsﬁﬁgggﬁ§%§§§l§%2§%6£ﬂ qnc%@ xﬂca (§sgg oh?ﬁeﬁpt to
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server ereln a co ssage I's sent to the
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be sent bMoéP%eé%“%hQQ9§ld states cited in (15) above, to control
the operationof the saidnetwork access control framework
apparatus. (
10 (17) The set of states, as cited in (11) above, used
in the state machine that controls the operation of the
network access control framework apparatus, as cited in
(1) above, further comprises:
i. an S-INIT state, wherein a structure with the
15 data format specifiedin (8) aboveis initialized, wherein
the said structure is associated with the local node
initiating the said state machine;
ii. an S-ACC~WAIT state, wherein a control message
is sent tothe local node indicating that anaccess request
20 is required, and the said state machine is waiting for
an access request message to be sent by the local node;
iii. an S-RES-WAIT state, wherein a control message
is sent to the global server indicating that an access
request is made, and the said state machine is waiting
25 for a response to be sent by the global server;
iv. an S-AUTH-WAIT state, wherein a control message

is sent to the local node indicating that authentication

information is required, and the said state machine is



v. an S-CONN state, wherein access to the requested network resources is
granted to the local node; 5 vi. an S-DI SCONN state, wherein the access to
all network resources by the local node is released, and the structure
with the data format specified in (8) above that is associated with the
| ocal node is deleted; vii. an S-CONN-LOST state, wherein the said state
10 nachi ne determines that connection td&%he gl obal server is lost, and
the policy specified in (9) above |s set to aIIOM/access tenporarily when

connection to.the qgobal | ost; %ET WAI T state,

wher ei n th‘é%&%%%ta&%%% %?Récﬁettle%%%ép%aﬁe 8‘&1’%%%?? O ¢ 7 Yl obal
th t at t he S- CONN- LOST t at

?igye;he se&eqﬁugfgﬁgrgng§§8ét3e2;|?Less?a?egscit:d in (17) abO\S/ea .
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the operation of the network ~“access con ranemo appara as cited

1) abo i t itd on fr h PULA D ate to t he
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resource; ii. the transition fromthe S-1I 'NI'T state to the S RES-
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nmessage to request access to the network resource;
structure with the data format specified in (8) above

that is associated with the local node is deleted;
vii. an S-CONN-LOST state, wherein the said state
10 machine determines that connection to the global server
is lost, and the policy specified in (9) above is set
to allow access temporarily when connection to the global
server 1is lost; and
viii. an S-RESET-WAIT state, wherein the said state
15 machine determines that connection to the global server
is regained, whereas the prior state is the S-CONN-LOST
state.
(18) The set of transitions between the states cited
in (17) above, wherein these transitions are used in the
20 state machine that controls the operation of the network
access control framework apparatus, ascitedin (1) above,
comprises:
i. the transition from the S-INIT state to the
S~ACC-WAIT state, providedby thecondition that the local
25 node has not sent a control message to request access
to the controlled network resource;
ii. the transition from the S-INIT state to the

S~RES-WAIT state, providedby the condition that the local



Iii. the self-transition of the SSACC-WAIT state, providedby the condition
that a control nessage to request 5 access to the controlled network
resource has not been received fromthe |ocal node after a specified tine
period, wherein the nunber of self-transitions performed has not exceeded
a specified threshold; iv. the transition fromthe S-ACC-WAIT state to the
10 S- DI SCONN st at e, prOV|ded by the condPPion that a control message to
request access to the controlled network resource has not been received
fromthe local node after a speci time period, wherein the nung%r of

sel f-transitqdRshpér 6P ed ﬁé’éﬁe&%iéﬂ%& Sé‘%%e%‘?f*?%ﬂuef§ BT eeRsI 4° ¥1& he
transition fromthe S-ACC-WAIT state to the S-RES-WAIT state, provided by
the conditiUCYREE tHeSPYEAS’ node has sent a control message to request
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not been repel¥edy the number of self-transitions performed has not
exceeded a specified threshold;
iv. the transition from the S-ACC-WAIT state to the !

10 S-DISCONN state, provided by the condition that a control
message to request access to the controlled network
resource has not been received from the local node after
a specified time period, wherein the number of
self-transitions performed has exceeded a specified

15 threshold;

v. the transition from the S-ACC-WAIT state to the
S-RES-WAIT state, providedby the condition that the local
node has sent a control message to request access to the
controlled network resource;

20 vi. the self-transition of the S-RES-WAIT state,
provided by the condition that a control message in
response to the request for access to the controlled
network resource has not been received from the global
server after a specified time period, wherein the number

25 of self-transitions performed has not exceeded a
specified threshold;

vii. the transition from the S-RES-WAIT state to

the S-DISCONN state, provided by the condition that a



fromthe global server after a specified tine period, wherein the nunber
of self-transitions perforned has 5 exceeded a specified threshold and the
policy is configured to reject the access request as cited in (9) and
(10) above; viii. the transition fromthe S RES-WAIT state to the
S- CONN- LOST state, provided by the condition that 10 a control nessage in
response to the request for access to thel control | ed network resource has
not been received fromthe global server after a specified tinme period,
wherein the nunber of self-transitions ier£org§g has exceeged a specified
Y t8 actep

threshol d & th81p8l§252P8 1! hRfPGd Feie Skcted @Sf as
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the gl obal ~server has sent a control nessage to accept the'rejection of
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transition, a control nmessage is sent 52 to the Tocal node indicating that
the requestyf@r (aegessgpotye;the controlled network resource is rejected,

viii. the transition from the S-RES-WAIT state to
the S-CONN-LOST state, provided by the condition that
10 a control message in response to the request for access
to the controlled network resource has not been received
from the global server after a specified time period,
wherein the number of self-transitions performed has
exceeded a specified threshold and the policy 1is
15 configured to accept the access request as cited in (9)
and (10) above;
ix. the transition from the S-RES-WAIT state to the
S-CONN state, provided by the condition that the global
server has sent a control message to accept the request
20 for access to the controlled network resource, wherein
during the said transition, a control méssage is sent
to the local node indicating that the request for access
to the controlled network resource is accepted;
X. the transition from the S-RES-WAIT state to the
25 S-DISCONNstate, providedby the condition that the global
server has sent a control message to accept the rejection
of access to the controlled network resource, wherein

during the said transition, a control message 1s sent



Xi . the transition fromthe SSRES-WAIT state to the S AUTH-WAIT state,
provided by the condition that the 5 global server has sent a control
nmessage to request authentication information fromthe |Iocal node; xii.
the self-transition of the S-AUTHWAIT state, provided by the condition
that a control nessage in response to the request for authentication
information 10 has not been received frof@the | ocal node after a specified
time period, wherein the nunber of self-transitions perforned has not
exceeded a specified threshold; xiii, .the transition fromthe S-AUTH WAI T
state to fife Ihelsrenl B8PS 105HgwR 6@ Dy ik doRidt EABE ShatOh 2988E6nt r ol

message in response to the _request for authenticati,on inforna&%pn has not

been recei V&t ??Smcqq%rPgéﬁ OB YW er LESOIECTFi &8 15 FREF&SDd, wherein
th nb f | f-t it . f d ified

Che nurber of sl el ons vur omd, o, axchedod e peclil g

S- AUTH WAI T , ided by th i ti tthat _the,. bal

sent & contr ot nEs Y| §E PR ek E ot ittt BlartiBh FRACHRT P on b FRE
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the conditi aCket " has not been recei ve romth oca

after a spag{}eflli B PER ¢ o yhShal dh t Be JINDRL 9l S2L T ablansi ti ons

per formed has no excee a specified thres 53 xvi. the transition

fromthe S-CONN sfafe tether rStRISCOM SRl tafd\-degrhy itzher cong bi,on
that a packet

provided by the condition that a control message in
response to the request for authentication information (

10 hasnotbeenreceived fromthe local nodeafter a specified
time period, wherein the number of self-transitions
performed has not exceeded a specified threshold;

xiii. the transition from the S-AUTH-WAIT state to
the S-DISCONN state, provided by the condition that a

15 contrﬁl message 1in response to the request for
authentication information has not been received from
the local node after a specified time period, wherein
the number of self-transitions performed has exceeded
a specified threshold;

20 xiv. the transition from the S-RES-WAIT state to
the S-AUTH-WAIT state, provided by the condition that
the global server has sent a control message to request
authentication information from the local node;

xv. the self-transition of the S-CONN state,

25 provided by the condition that a packet has not been
received fromthe local node afteraspecifiedtimeperiod,
wherein the number of self-transitions performed has not

exceeded a specified threshold;



has not been received fromthe | ocal node after a specified tinme period,
wherein the nunber of self-transitions 5 performed has exceeded a specified
t hreshol d, wherein during the said transition, a control nessage is sent
to the global server to indicate the rel ease of the access to the
controll ed network resources; xvii. the_self-transition of the S CONN
state, 10 provided by the condition thg a packet has been received from
the |l ocal node, wherein the packet is not a control nessage to indicate

t he rel ease of t}tg%icor\{%gl }%gddnl thFSWUE%%S;SMbN&dgf%getrt%nsd'ﬁéon

fromthe S-CONN Stat'e t state, provi the condition

that a Congr_(ﬂlSé@{%ﬁggﬁgi}%n,;ﬁi&ifgefdr g the LG 1 fPde tRANG ﬁ%thg%@e

rel ease of "t he contr resources, wherein during the sa

transitiony.a £QRIEOLN\MESERIS d P r39M t nleP1bRG Vhokal ag@raser pdigatidyg the
rel ease of the access 20 to the controlled network resources; xix. the

transition¢finom bhe iEONWHLOST 1 st at Bet Ohukbe :S- PiSGERNrstat £, spravided by

the condition that a control nessage is received fromthe |ocal node to

indicate Lhe rebgase rofst Beceid @l hed pat 1Bk le I eSOHEsd 1 5 Wie rtdhien
transition fromthe S-CONN-LOST state to the S-RESET-WAIT state, provided

by the conditiiongt bate ddedcennecsipnotg thecghahadl seeverade det erevitned to
have been regained; 54 xxi. the self -transition of the S-RESET-VWAIT
state, prew deé Hyobhel cendiér oo tihadi aapackete seditedsomt e access
to the controlled network resources;
xvii. the self-transition of the S-CONN state,
10 provided by the condition that a packet has been received
from the local node, wherein the packet is not a control
message to indicate the release of the controllednetwork
resources;
xviii. the transition from the S-CONN state to the
15 S—DISCONNstate,providedknztheconditionthataacoﬁtrol
message is received from the local node to indicate the
release of the controlled network resources, wherein
during the said transition, a control message is sent
to the global server indicating the release of the access
20 to the controlled network resources;
xix. the transition from the S-CONN-LOST state to
the S-DISCONN state, provided by the condition that a
controlmessageisreceived fromthe local node to indicate
the release of the controlled network resources;
25 XX. the transition from the S-CONN-LOST state to
the S~RESET-WAIT state, provided by the chdition that

the connection to the global server is determined to have

been regained;



| ocal, node has not been received after a specified tinme period, wherein
the nunber of self-transitions perfornmed 5 has not exceeded a specified
threshold; xxii. the transition fromthe S-RESET-WAIT state to the
S-DI SCONN state, provided by the condition that a packet sent fromthe
| ocal node has not been received after 3éspecified time period, wherein
the nunber of 10 self-transitions perforned has exceeded a specified
threshold; xxiii. the transition fromthe S-RESET-WAIT state to the

SN LA PR S S S SRR

received fromth i'cate thé rel ease o ontréﬁﬂed

t Kk L oduri h [ it t
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erver | ndlca se O the access to
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S- RESET- WA _ _ t state, provided by the condition
that a pacggh'o%,f %%f/@%%?@ﬁ&ﬁg%%é# @@@%,-wgﬁga%itmslpf@m@a«@d@a is

not a contr nmessagée to indicate t rel ease of the control’l ed network

resources. £19) sthe skl dBENLNa i c 1 be cietvgrk saccegs control 25
framework apparatus, as cited in (1) above, utilizes the set of states

cited in (17) aboygiand e sehndfi {ansiftdiRSthkeisverpsEile wRIU staltes
cited in (18) above, to control the operation of the said network access

control fraggwehle 35-BPHEOANIStatd)) pihey freekbd wseldei potohel nebworth diccess
control a packet sent from the local node has not been received
after a specified time period, wherein the number of (
10 self-transitions performed has exceeded a specified
threshold;
xxiii. the transition from the S-RESET-WAIT state
to the S-DISCONN state, provided by the condition that
a control message is received from the local node to
15 indicate the release of the controlled network resources,
wherein during the said transition, a control message
is sent to the global server indicating the release of
the access to the controlled network resources; and
xxiv. the transition from the S-RESET-WAIT state
20 to the S-ACC-WAIT state, provided by the condition that
a packet is received from the local node, whereas the
saidpacket isnotacontrolmessagetoindicatetherelease
of the controlled network resources.
(19) The statemachine of the network access control
25 framework apparatus, as cited in (1) above, utilizes the
set of statescitedin (17) above and the set of transitions

between the said states cited in (18) above, to control

the operation of the saidnetwork access control framework




framewor k apparatus as cited in (1) above, to generalize the set of states
as cited in (14) above and the set of 5 transitions between the said
states cited in (15) above, to the set of states as cited in (17) above and
the set of transitions between the said states cited in (18) above,
conprises the steps of: i. configuring the paraneters of the said network
10 access control framework apparatus sueh that for the self-transition of
the S-LOGOFF state, provided by the condition that an acknow edgenent of
t he rel ease of th% controll ed network resources has not been received from
the gl obal ¥EPY&F atter a specified tinme period, wherein 15 the nunmber of
self -transitions d_h not ex eede ecified threshold e

i i fi %6[)%% ndlbd usef T4 g%FuEQt rtaF§eﬁe'ig|qu‘?‘bF8qmth

said specified ti eriod "i'S so

respect t l e qf rk «aCCess contro
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provi ded by the condition t at an ack genent of
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after a specified time period, wherein the nunber

-transi ti onsperfafsedi 56 196 teecacdad aasresthicd &firt%%%de 1&?%1&@{79
specified tine periodis so small a value that it is negligib

comprises the steps of:

i. configuring the parameters of the said network

10 access control framework apparatus such that for the

self-transition of the S-LOGOFF state, provided by the

condition that an acknowledgement of the release of the

controlled network resources has not been received from

the global server after a specified time period, wherein

15 the number of self-transitions performed has not exceeded

a specified threshold, the said specified time period

is so small a value that it is negligible with respect

to the processing cycle of the said network access control

framework apparatus, and the said specified threshold

20 is set to a value of zero so that no self-transition can

occur; and

ii. configuring the parameters of the said network

access control framework apparatus such that for the

transition fromthe S-LOGOFF state to the S-DISCONN state,

25 provided by the condition that an acknowledgement of the

release of the controlled network resources has not been

received from the global server after a specified time

period, wherein the number of self~-transitions performed



W th respect to the processing cycle of the said network access control
framewor k apparatus, and the said 5 specified threshold is set to a val ue
of zero so that a transition to the S-D SCONN state nust occur when the
said specified tinme period el apses. (21) The state machi ne of the network
access control framework apparatus, as cited in (1) above, utilizes the
10 set of states cited in (14) above, theoset of transitions between the
said states cited in (15) above, and the nmethod <cited in (20) above to
generalize the set of states cited in (14) above to the set of states
cited in (DAS awveedeathd thieesat Igd t F ARSISH @he / béthfeeh? ¢ He S84 G- 5t §Ces
cited 15 in (15) above to the set of transjtions between the said ,siates
cited in (fémabbesiad E8nblolShheloferRiBR diPatnd Ssab ¥ REGorkiBeCess

control framework apparatus. (22) The nethod used i e network access
control f MadEhor kS BEFdr &tusS e P85S P 9)C Bb 9e‘,’?t% B éc?éggneztbwargata

packet sent by a |ocal node, conprises.the steps.of. i._searching for a
structure RI%E £ Re &Qﬁ’atlf%ﬁnafg'raé%e‘ﬁ?i:& iarPF(%ga%J(ﬁ/’e tARE | &8 sotfAfed
N e ! ocale 9900 ARGahAL {quGe DB AT SLLE0 b L SIancRg! 2
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t hat Correiﬁﬂﬂgssp%gxﬂpfeaftHEﬁagﬁ@?ﬁkﬁicgﬂﬁ&ﬂieg?ssages cited in (2) and

(21) The statemachine of the network access control
framework apparatus, as cited in (1) above, utilizes the (

10 set of states cited in (14) above, the set of transitions
between the saidstates citedin (15) above, and themethod
cited in (20) above to generalize the set of states cited
in (14) above to the set of states cited in (17) above,
and the set of transitions between the said states cited

15 in (15) above to the set of transitions between the said
states cited in (18) above, to control the operation of
the said network access control framework apparatus.

(22) The method used in the network access control
framework apparatus as cited in (1) above, to process

20 a data packet sent by a local node, comprises the steps
of:

i. searching for a structure with the data format
as cited in (8) above that is associated with the local
node, and if not found, instantiating a new instance of

25 the state machine as cited in (1) above to process the
saild packet;

ii. when the said structure is found, having the

said packet processed by the state machine as cited in



(3) above; iii. when the said packet does not contain any 5 control
nmessages that correspond to one of the generic control nessages cited in
cited in (2) and (3) above, and the state of the state nachine as cited in
(1) above is the state in which access to the controlled network

resources is granted, forwarding the said packet to its 10 intended
recipient; iv. when the said packet does®hot contain any control messages
that correspond to one of the generic control nessages cited in (2) and
(3) above, and the state of the state nachine as cited in (1) above is not
the state 16l { RRGT&H TatESRP 8 10%e GUbRF Oddhvar 3% Hgta&ﬁmgﬁ)efcﬁ%onﬁé

| ost, the state_in which tqth trolled .netyork i
grant ed, quetii et RE St SRRRBEC FRTHES Lol StHURE uPs Aoty af €0 #Fth t he

| ocal node; ¥) mgeQrthe sai d packet does not contain any control 20
nmessages that/ c8 fb§%bnd to one of the generic control nessages cited in

(2) and (3) above,; and e, state ol heastate aaell ngogs cited i (1

above is the state Th i'Ch "access servér is determned to

be | osg, @g?élil%&ﬁ%%%%ag% sCi Jgagti Qogf%)e gﬁgf itﬁ]gborpé ' ger %gxkezfgc%lge?%%gpt

access TFeques Fnten récipie sai d”packe
ot ST IASRLER L Watote Tt LaLEL Y bl k0 el varlyspcess
recipient; angd ¥e sthen e 9ak & PaekehadaesnB0h sCORLAD A0Y(£PNEFBl e
is the state in which access to the controlled network
resources is granted, forwarding the said packet to its
10 intended recipient;

iv. when the said packet doesnot containanycontrol
messages that correspond to one of the generic control
messages cited in (2) and (3) above, and the state of
the state machine as cited in (1) above is not the state

15 in which access to the global server is determined to
be lost, nor the state in which access to the controlled
network resources 1s granted, gqueuing the said packet
in the said structure associated with the local node;

v. when the said packet does not contain any control

20 messages that correspond to one of the generic control
messages cited in (2) and (3) above, and the state of
the state machine as cited in (1) above is the state in
which access to the global server 1s determined to be
lost, and the policy as cited in (9) above is configured

25 to accept access requests, and the intended recipient
of the said packet is in a data communications network

that is controlled by the said network access control

framework apparatus, forwarding the said packet to its



nmessages that correspond to one of the generic control mnessages cited in
(2) and (3) above, and the state of 5 the state machine as cited in (1)
above is the state in which access to the global server is determned to
be lost, and the policy as cited in (9) above is configured to accept
access requests, and the intended recipient of the said packet is in a
dat a communi cations network 10 that is no® controlled by the said network
access control framework apparatus, queuing the said packet in the said
structure associated with the |ocal node. (23) The network access control
framewor k dpgpaeBees rasigiedyt fnaP£§ above utilizes the nmethod cited in

(22) 15 above to process data p ket are sent by_a_lo (24)
The mechani sm utiV} z&d*§™h %Sﬁét ?sos €5 It A& ?éﬁeﬁ%?kc%ggg%

as cited in (1) above, erein the ald nechanl e.n

access 20 &YhtFBLE ST a%@xﬁhﬁotrget%?rﬁfi ariq yW 3t or pa(a:ie?gs\ﬁsé:gt bC?;/&Hg&Il&c}cal
node i ntended for sone, n,t oc o] h

been grantéﬁ3%56é§§3t%l éﬁhtfg W% é?&o%§grgééu%%gg gggnnggg% %ﬁ%

step of %S\Shﬁﬂ th%gﬁ:glgrf gﬁ%@ %0%%@8& ggnt(a_l N 29%veontd olh Fessages ithat

25 corr e generlc control nessages cited in (2) and (3)
above, and the stat el Neseasr&it ed idefdrmabove s mat the
state in mﬁﬂ&h gcgggégg %og serng is determned to be | ost, nor
the 59 statg, ? t%CeC%%?lie the comdd!ied aptwpbk o @EPWARESigused

gr ant ed, queU|n e sad packe¥ in a structure W th

to accept access requests, and the intended recipient
of the said packet is in a data communications network (
10 that is not controlled by the said network access control
framework apparatus, queuing the said packet in the said
structure associated with the local node.
(23)Thenetworkaccesscontrolframeworkapparatus,
as cited in (1) above utilizes the method cited in (22)
15 above to process data packets that are sent by a local
node.

(24) The mechanism utilized in the network access
control framework apparatus, as cited in (1) above,
wherein the said mechanism allows the network access

20 control framework to temporarily store packets sent by
a local node intended for some other node when the said
localnodehasnot yet beengrantedaccess tothecontrolled
network resources, comprises the step of, when the said
packet does not contain any control messages that

25 correspond to one of the generic control messages cited
in (2) and (3) above, and the state of the state machine
as cited in (1) above is not the state in which access

to the global server is determined to be lost, nor the



the data format cited in (8) above, wherein the said structure is
associated with the local node. 5 (25) The network access control framework
apparatus, as cited in (1) above, wherein the said network access control
framework utilizes the mechanismcited in (24) above to tenporarily store
packets sent by a |ocal node intended for sone other node when the said

| ocal node 10 has not yet been granted attess to the controlled network
resources, conprises the step of, mhen t he said packet does not contain
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structure i 20089300} ot gd Wi 1De hacal gade.) (26) Theggechani sm

utilized i § the network acCess ~ contro ranemor apparatus as cited in (1)

above, yherein (bhy saldERGHAN S8 ALLOShBE SICLAIC AEEESIREAUA O

framework to tenporarlly store packets sent by a mhen

connection 0 dhe-galid | ocpl apgde, h%@%weéh@e@algf qm@@o@q&eascscégst he
controlled netmork resources by t'he gl obal server cited in (1) above,

wherein thesekdidatapaskelk g ini eaded HOmseRB Ot e cnedel i1h 602a)dat a
comuni cations network that is not controlled by the said network access
control framywektappamidiSarily store packets sent by a local node
intended for some other node when the said local node
10 has not yet been granted access to the controlled network
resources, comprises the step of, when the said packet
does not contain any control messages that correspond
to one of the generic control messages cited in (2) and
(3) above, and the state of the state machine as cited
15 in (1) above is not the state in which access to the global
server 1s determined to be lost, nor the state in which
access to the controlled network resources is granted,
gueuing the saidpacket ina structurewith the data format
cited in (8) above, wherein the said structure 1is
20 associated with the local node.

(26) The mechanism utilized in the network access
control framework apparatusascitedin (1) above, wherein
the said mechanism allows the network access control
framework to temporarily store packets sent by a local

25 node when the connection to the said local node has not
yvet been granted access to the controlled network

resources by the global server citedin (1) above, wherein

the said data packet is intended for some other node in



conprises the step of, when the said packet does not contain any control
nmessages that correspond to one of the generic 5 control nessages cited in
(2) and (3) above, and the state of the state machine as cited in (1)
above is the state in which access to the global server is determned to
be lost, and the policy as cited in (9) above is configured to accept
access requests, and the intended recipi €t 10 of the said packet is in a
data communi cations network that is not controlled by the said network
access control framework apparatus, queuing the said packet in_the said
structure assbetateamiiumi s Jgealnabder ¥ A athésnaotordo meEeds by ol
framewor k apparatus 15 as cited in (1) above, wherein the said network
access cont®l sEfreReriY apparst RS Gt iI92ES Athel FBERANT S ARRAT 2T 26)
above to tenporarily store packets sent by a |pcal = node when the ,
connect i on $9"Pke SHF &neoﬁglepn%ge %%nﬁﬁlgsfét‘?ﬁé‘&*eg\: SRYRLLCceSE %3 R he

controll ed network 20 resources hy the gl obal server cited. | 1) above,
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to accept access requests, and the intended recipient {
10 of the said packet 1s in a data communications network
that is not controlled by the said network access control
framework apparatus, queuing the said packet in the said
structure associated with the local node.
(27) Thenetwork access control framework apparatus
15 as cited in (1) above, wherein the said network access
control framework apparatus utilizes the mechanismcited
in (26) above to temporarily store packets sent by a local
node when the connection to the said local node has not
yet been granted access to the controlled network
20 resources by the global server citedin (1) above, wherein
the said data packet is intended for some other node in
a data communications network that is not controlled by
the said network access control framework apparatus,
comprises thestepof, whenthesaidpacket doesnot contain
25 any control messages that correspond to one of the generic
control messages cited in (2) and (3) above, and the state

of the state machine as cited in (1) above is the state

in which access to the global server is determined to



of the said packet is in a data conmunications network that is not
controlled by the said network access control 5 framework appar at us,
gueui ng the said packet in the said structure associated with the | ocal
node. This application is based on Japanese Patent Application

No. 2002- 276195 fil ed on Septenber 20, 2002, the entire content of which is
expressly incorporated 10 by reference férein. Industrial Applicability
The present invention is applicable to access control in an internediate
net wor k el enent_ connectin 15 a plurality of data communi cati ons networks.
62 CLAI M5 %ﬁ quF%tcae% t@%?r"il%t%&%&éﬂr@ér REAER é SHEOWor kI L ERéhent
for connecggngaa plq{alit% of data cquunic tiqﬂ net wor ks including a

| ocal network and<Z gl HHAF et Worke > S cofBf iihg tRE RLBd &eC Het R ni ng
whet her or Onf)tt?ﬁcggqe tion froma local ; node in the |ocal network to a

gl obal nodé  n"ERe 5 dbdi% CHEFwork 1% Ui SRERNSI BRI N BE B IRyt YA TAccess
| ocal node Th R Gl ObAC haae TS B3 5P NEL § 0 He B CoBRRETBE TRLE RS st ep
Furt hor - conpry arig The Caon 1 1 Gt 1A A Sadtack brtost Ertn oREl *Adde o
the global sipdecywhen 4bgocanneshi o 1 ophthe Jogal ode to the gl obal
This application 1is based on Japanese Patent
Application No.2002-276195 filed on September 20, 2002,
the entire content of which is expressly incorporated

10 by reference herein.

Industrial Applicability
The present invention is applicable to access
control in an intermediate network element connecting

15 a plurality of data communications networks.



node is determned to be disconnected in the step of determ ning, 20
wherein the step of accepting and the step of rejecting are swtched
according to a course of action of the internediate network el ement. 3.
The access control nethod according to claim11, 25 further conprising the
step of: transmtting a nessage to the |ocal node which indicates that an
access to the global node is accepted when an access fromthe |ocal node
to the global node 63 is accepted in the step of accepting. 4. The access
control nethod according to claim2, further conprising the step of: 5
transnmitting a message to the local ne&&MRFch indicates that an access to
the gl obal node is rejected when _an aﬁﬁgzs fromthe |local node to the

gl obal nodé - is P& BSSES T FARETSePe jietdmgntermediate network

element for connecting a plurality of data communication
networks including a local network and a global network,
5 comprising the steps of:
determining whether or not a connection froma local
node in the local network to a global node in the global
network is disconnected; and
accepting an access fromthe local node to the global
10 node when the connection from the local node to the global
node 1s determined to be disconnected in the step of

determining.

2. The access control method according to claim 1,
15 further comprising the step of:
rejecting an access from the local node to the global
node when the connection from the local node to the global
node is determined to be disconnected in the step of
determining,
20 wherein the step of accepting and the step of
rejecting are switched according to a course of action

of the intermediate network element.

3. The access control method according to claim 1,

25 further comprising the step of:
transmitting a message to the local node which
indicates that an access to the global node is accepted

when an access from the local node to the global node



63

is accepted in the step of accepting.

4. The access control method according to claim 2,
further comprising the step of:

transmitting a message to the local node which
indicates that an access to the global node is rejected
when an access from the local node to the global node

is rejected in the step of rejecting.



