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FAI LURE REPORTI NG BACKGROUND OF THE | NVENTI ON [ 0001] Thi s invention
rel ates geNE @Y computer networks and more parti cECELSHO7PIG612
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network security breaches. [0002] The data transmtted to and from
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significant and additional nonitoriggpandnegeration of the aircraft
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properly assess and recover from system faults reported by computing systems. In addition,
typical maintenance crew procedures and activities for diagnosis and repair of system failures are
not consistent with activities normally used to diagnose and recover from security breaches in

typical computer systems.
BRIEF DESCRIPTION OF THE INVENTION

[0003] In one embodiment, a method for alerting airline personnel to potential
aircraft data network security breaches includes detecting and categorizing potential aircraft data
network security breaches, and recording said potential aircraft data netweork security breaches

within an aircraft's existing maintenance data storage and reporting system.

[0004] In another embodiment, a method of operating a data network of an

aircraft is provided. The data network includes at least an aircraft control portion, an airline



portion, at |east one portion including an interface to a ground
based network. The nethod includes detecting potential network
attacks on the aircraft data network, categorizing the attacks based
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accordance wth an enbodi nent of the present invention. Aircraft 100

inClUdﬁﬁgﬁ?B%%E%lﬁT&%%(HI%QLWQQAGHbﬁircraft 100 i s operated and
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20 [0006] Figure 1 is a side cross-sectional view of an aircraft in accordance with

an embodiment of the present invention,

[0007] Figure 2 is a forward perspective view of a forward panel crew alerting

display that may be used with the aircraft shown in Figure 1; and

[0008] Figure 3 is a flow chart of an exemplary method of alerting airline
25  personnel to potential aircraft data network security breaches that may be used with the aircraft

shown in Figure 1.



[0010] Aircraft 100 includes a conputer network such as an aircraft
data network (ADN) 110. In the exenplary enbodi nent, ADN 110

i ncl udes % %200fHal"As with varying |evels of security BEBESH07/017612
requi renents. ADN 110 includes an aircraft control domain 112, an
airline informati on services domain 114, a passenger information and
entertai nment services domain 116, and a passenger-owned device
domain 118. Aircraft control domain 112 includes flight and enbedded
control__functions, and cabin core functions that are both used to

cont r ol DET AEER DESRIPEIPN OB THE BYWRNTENser vi ces domai n 114

i ncl udes adm ni strative functions and passenger support functions

used to operate gooenafFigdiell ishh kide Revsb-REQIORRL View dYeVAiERsh lg@mihﬂ:ordance
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funct i aigrafPEBSIE BYaERtedhakbRtkeIyd. and entertai nnment services donain
116 and passenger-owned device domain 118 are used to entertain the
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|1 t d tem . . )
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di tl f | ect
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el ectronic versi ons Fe5 Sy
suppor tfuhgionpzsdendjstenansg popporaﬁqnbmmat Pamngdnamfoanetzcax @ﬂrént@fa::ﬁﬁmr services

ai 1 pl ang pidt 19RELAt ﬁ%&%{ B%Ingf%% 0@ ﬁ'{afmo h1g SR& cﬁf} LU ﬁ-xos%ﬁsengers

gane/ novi e di spl ay crat control “domain I'sTac
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003! 048124 BerPuesbd bR e R spbiioRs M B fa B Ballc, iy Mmariegptems,
donmmi n and Rthek pysteres dsseoated Wit ‘sgfetwandgsgularity of flight”. Cabin Core funcnons include
control of lighting (including reading lights with light switch inputs from In-Flight
Entertainment), cabin attendant call control, cabin temperature, and public address system.
Administrative functions include primarily information-system-based applications that support
the crew with information but don’t relate directly to flight or navigation for example, electronic
manuals, electronic versions of forms, sales support, and rebooking. Passenger support is
passenger suppott applications that are a part of the airplane but operated by the passengers for

example, an in-seat game/movie display.

[0011] Aircraft control domain 112 is a closed domain that does not permit
modification during flight and requiring a strict access control level. Airline information
services domain 114 and passenger information and entertainment services domain 116 are
private domains using a privacy level of access control, and passenger-owned device domain 118

is a public domain.
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dormain 114, and passenger information and entertai nment services
domain 116 all include an air/ground network interface. [0013]
During opeP&1%H45the various donmins are in operation BREUpISVIIGHAG
data transm ssion servi ces between devi ces conmunicatively coupled to
ADN 110. Portions of ADN 110 include w reless access point support
120 such as through standard 802.11. As used herein, 802.11 refers
to a famly of specifications devel oped by the I EEE for wirel ess LAN

technol ogy. Standard 802.11 specifies an over-the-air interface
bet ween a wi rel ed80Ki dnt adgitipra aitszfe contaeli domain bt wiskine tinformdtiosl essgices

cl i ent syonflid oY G asRQM eiemfémefuoh%d%e%eﬁﬁnenwe%eg"aoﬁ{a 1%@5«? dﬁé?@é% an

with referencetoa Flcular net wor k st andar d, I'sS under st oo
t hat flﬁFft’@“@‘Hﬂdr%GWQIkdﬁWfaéﬂ’ that standard or use of ot her standards is
considered within the scope of the present invention. [0014] In the

exenpl ary embodi megt3) abhsipabperad, 1R vEIQSRI dbnldids biaC nugﬁ‘e?atﬁm and ;_)Lovxdmg

Communi cati ons, Navi gation and Surveillance System (CNS) 122

i ncl udélets EBTRTIART B FrsrbY eSpieyifes FORMBRIATYRY chwR e%q ADN i%dP@t@ons of

radi o, gENelibith@ud@RGrest 8deBEpoifPNPPEH 120SuliPhs MPhEH ARARE®.11. As used
exchanrghg between aircraft, ground controllers (air traffic control)

and aj M5B SHd! larstes de & éaeiﬂbr ©f &reciticafigns gavalenedstin fesiiehf for wireless LAN

det er mieghngloghe spdr@aNt0d. PCHlecies @h ovepmelaﬁ%efrface@wéaﬁ a"\Glkds @ent and a
course to arrive at a destination, and a surveil|ance subsystem for

moni t or PRGSO HPF RV EFiEss cHENS e AbRough amadingents pdthegirpsentyigyention are

nmanagerendribes afied ﬁéféi&@be tsQCpHrtiéar ARl dnagRN i 8lundQIRILH tﬂaje%uﬁlé(?evxsmns
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crew and ground, and a’ cabin services subsystem 126. [0015]
| nf or mati on ser vi(é@lst] ddnstha e:’k&:ﬁpiafgc Embedinent, | adfcorfiradntiol @i CE3 includes a

subsys atjye | es,to th domai n nd

sys- syts(’l‘:?:)er;('arrn!jsrg]rl§ (r"lét{&%é ci%%%%@ ,}{ g%ﬁvleﬁf % S&’Sg%t f‘cc‘)lﬁé)of{‘“&mé@é 132231 Fgpludes
exanpl epmirningratian | wb-syste, cfes esoab@yestlem ﬂ:ﬁ8hm$ted ctonradié,C sdtéliie] Yend wireline
coupl e bhan stemlOtht (of0) ni c th off- oard
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subsystem 124 that facilitates communications between the aircraft flight crew and cabin crew

and ground, and a cabin services subsystem 126.

[0015] Information services domain 114 includes an information services
subsystem 128 that communicatively couples to the other domains and sys-systems in the
domains to facilitate operation of ADN 110. For example, information services subsystem 128 is
communicatively coupled fo a broadband subsystem 130 that communicates with off-board
information sources, an internal and an external 802.11 wireless device. Internal 802.11 wireless

device 132 is adapted to support crew devices 136.

[0016] In the exemplary embodiment, entertainment services domain 116
includes an In-flight entertainment (IFE)} system 140 communicatively coupled to an internal

802.11 wireless device 142 and to passenger-owned devices 144.



[0017] A portion of ADN 110 is used for aircraft control 146 and

i ncludes an existing crew alerting systemthat provides warning,
caution, a¥Q W 64515And st atus nessages in a structuredpemdsroogiidity
controlled protocol to ensure flight deck and cabin crew nmenbers only
receive alerts and status nmessages in a famliar format. Additional

mai nt enance di agnostic, recovery, and repair information is nmade

avai l abl e to nmai ntenance crew through the existing mnaintenance data
storage and reporting system [0018] Airplane fault nessages are
categori zed in tlio@Elbasiporticevef sDNAL BT ts, useBtfat siscrafh doMeblntasnaicCifcludes an

Each | . S | at with faults, systemfailure or non-nornal )
condi 1 18k 5ih AR S S0 DEHE B ER Fy HSeut] B meages in a
advi sorsjrpctugedaamdungiibt exhitotled Ipeotoédlitghenswre elightt deely amaycab® ¢regunédblert @nly

per for : Lfic.nonnormal procedure.or, flight neuver, . Statuys .
rressag(ra%&ﬁeg%%géegﬁ ?OS?aﬁ?\Snﬂnr? eEre ﬁuﬁua{@‘?rhfgfmﬁtff@‘ggglé’f’%ﬁpf’lﬁﬁ’ée’}?f’gepgia@ﬁ‘?sng
St at us reeysay@ad depainotfoinaatienais Soalcatvatlalblt itg hhaiskeemicpraee difoagh the existing
Mai ntenance nmessages gener.at ed .bg/ t he mai ntenance data storage and
reporting System are teed R urPe 5 i agnostic and repair purposes,
and are not displayed on the engine indicating and crew alerting

syst em (El CAS) ndP018dr eAlrpleye dadt ntessages eraviceteg@izep| ianthred buwic tidviele shlert,
for di us f [ . [ .

troubl Sohgory o aticAhtel > RE Rl R SHARS R KRS, BB dalire or apgmormet
is an d<ondidgnat Bthenyrot slerttlovgrossstize @farvingf cautomwr wiltibor) icamfuhiciated to the
engi nesy; . i atd.ans.

1 CaS TE CaR Ty F Y SET Ll S PUTAR £ AN Ch N AR i B Francuver.
par amet¢4tas mepgeesimysédio axanplate REkGthat effipe raplane disphtuks Stftuenedshgay do
and quagt i gy ialdhy! S : Leal | I.Cr S

nmoni t or ed byeEIQggCg\%agPeﬂ%{r? %%g'[e lr%aé%%?'auﬁ?@,ﬂ{m%lh%ur?ge{slg%g,%yeé%cgfarmldcéﬁy, the
dei ci n@haiRiRRANCe it tstiragm ané orpeing stysfeat ars yised ivslel yASOIEIdRASostRSs atl ghpair
connectyMickys, ah® eV, 103} ; e - r Qv de,

acqui sitpHﬂc())n and. 1 ouﬁt%g,i) %g%g?ﬁggﬁ% gﬁd%ﬁégggg‘?‘.eﬁwc@‘é‘? S?, %@ﬁ% éléﬁg?mr
criti care Way Wrey', dskerrinngirlapaairiverisingsidor digpatslor They armiused fbomaintepance
a Pri Ofidnnat Lnsmnehswe@{&hxo.baﬁﬁgnynﬂmcw@egﬁcy R fdGhg SGHEH (RICAS) is an
awarenéss and urgency of Tlight crew response. Atime critic

war ni ngPEAFEe@YTER conaitvidnstitcrft ereyuiwith diremdbli engdnds| jagt obheevsystems
avar eneseruafidtatighBal & Ehingllatoh WHICARAYS R all P idtRiJat %s!@rumgta%igrrx of various

i medi ate safe operation of the airplane’” A warning i s use .
condi t €BHEE PHAMeEy I edipgriRrFramele Ry Mp+ temppraiyraviel pesh Sl figdhnd quantity, and

I medi atieprbiu@nt TopRW FRSPRRGSR HsteAY habok& t}%@iah@r a:fég:aﬂie&' @}%er{?vh?éuuc,

require inmediate fljight crew awareness and subsequent I ght

R . .
res pon?8?““2&?“’&18\?!3%‘6?5'%F‘§m8u_§’é‘d“¥f@?€“é% #6¢ cPRiFel stfate pstaay: eAs BIGAB has high
Crew awe#RRgsisy, ashstehys thefisghb @ tBUBSAGME RICAKISNidG B adqBRRRASE routing,

[0019] An alert message includes time critical warnings, warnings, cautions and
advisories and conform to a prioritization hierarchy based upon urgency of flight crew awareness
and urgency of flight crew response. A time critical warning is used for conditions that require
immediate flight crew awareness and immediate flight crew response to maintain the immediate
safe operation of the airplane. A warning is used for conditions that require immediate flight
crew awareness and immediate flight crew response. A caution is used for conditions that
require immediate flight crew awareness and subsequent flight erew response. An advisory is
used for conditions that require flight crew awareness and may require subsequent flight crew

response.



-5 WD 2008/ 045154 PCT/ US2007/017612 [0020] A nenp message

annunci ates a normal state of certain manually configured airplane
systens, a¥OSBN+HEho nessages are not considered crew RIEV$2607/0gk12

rat her they support nornal airplane operation: [0021) A status

nmessage indicates a fault has occurred that affects airplane

ai rwort hiness. Status nmessages are not considered crew alerts, but
rather they support dispatch determnation. [0022] A maintenance
systemindication includes maintenance nessages that indicate that a
fault has been dé?®ded temo anefsan anowreaiaeons nemalr ptai of cFhgp wmasually

not  usegnfired NElIEA stté?;%é b9 $RenOhedo fnlxésg%fes Gfd r‘idt;cglnmﬁ&gg tcl"eQ{' gfgﬁs,%ut rather

| oss of airtworthiness mai nt enance tem 1cation a
i ncl udEreyrFRPPRTERRIAE: Aplaps opdsation. ndi cat e t hat one or nore faults have
been detected in a system causing the systemto be one failure from

af fecting airpl apgoxdi spatsdus O3 1&19&55 EI famhthage&ksu&éé %SaféeEQEan-plane

include flags that indicate a loss of valid display data or | ess of
funct i BFVOBREESdete®E RHESH AR RAYtONEATRALTES et Jutt exthedhpy penpetictispatch
and ve@kganaetidd. and tactile feel. [0024] During preflight, a review

of the Alert and Status nessages and Iog book entries is required to

verify airplane ai rthiness for dis habl | i, This review
done ~by mai nt eng%d(’,zg? #} TYHRLCRIDES, Sy ’r‘?@t“ﬂﬂ ‘fd(?ﬁé‘?a*BYenﬂwe messgges that
conbi natdiome dfat hh‘aﬂt hif‘@een/&etdc&ﬂ&hat%@&melib%ﬁ)rﬁlanytrepmﬁSa.‘géﬁ a@l it used to

normal | y,.di s bu ar .not '.ten d to identif
fout ts e Be o eBPafi! Bt onk ot ke G jainizgagre sydtem
ai r]E): anﬁhmjﬁheﬂf avchudes! mmeakendrice rﬂermdmoﬂl]fzusxesﬁlczml Ehaﬂ@nbhae rﬁbﬂepﬁaﬁh?@have been
reflight there reventl real ts.in ese s

e g Siselsh £ SRoukr. e B rimgb hPre Bl o HF6 sz Atel palch
integrated into the existing maintenance data storage and reporting
syst em such t hat [@128{ t Otberalight desk dffieis ﬁ@ﬁhmmdmgagmsindmai@ wag ofigplid
in ADNch]sEJ Hafa érﬁ@ tﬁ;h&%t Qxéegg rch:é QQE mﬁ{cgyte{ng %h?st %%%?ec%ld rParaé'neters and

famliar nner & exi st I'ng alrcra
pr ot ocypice ppigl @Eistlﬂ@iﬂalfeqiuetvmr k and system adninistration services
onboard the airplane will be extrenely limted and are to be assuned

to be nonexi st epdozan tm@mtgr;ﬁl&hgmoa@éwév%@{hwlbﬁ%a %%%%%Xge%%§?og book

Thi s conpl ex network™ environment results in form dable security

i ssues “HACRISTEMHER 197VeEde airplege yowertigess ffopdisgatchabilie c Thistrgvipwmaype done
110 i ne} ugiastchdhcecnipat QW 12891AE FQERh&’ HEASHhESation of the three. At least some

EICAS alert messages are normally displayed during preflight, but are not intended to identify
faults affecting the dispatch of the airplane. Additionally, many airplane systems are turned off
or not used during the airplane preflight thereby preventing real time faults in these systems from

being sensed,

(0025] Faults and anomalies in ADN 110 are also integrated into the existing
maintenance data storage and reporting system such that alert, status, and maintenance messages
originating in ADN 110 are transmitted to the flight crew in a standard and familiar manner
through the existing aircraft alert and warning protocol. Professional network and system
administration services onboard the airplane will be extremely limited and are to be assumed to
be nonexistent in the traditional information technology sense. This complex network

environment results in formidable security issues in a number of security domains.

[0026] The security for ADN 110 includes three categories of countermeasures,

protection, detection, and response. Because protection alone is generally accepted as being
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protection, detection, and response. Because protection alone is

general ly accepted as being -6 WO 2008/ 045154 PCT/ US2007/017612

i ncapabl e WP 28&845i5hg a network from a determ ned att ackC¥/0$20em17612
indefinite period of tinme, ADN 110 is able to identify attacks

(i ncludi ng anonmal ous activity which nay be a known precursor to

attack) when they occur and have avail abl e a range of responses up

to, and including, shutting down the network. Security functions are

i npl enented such that, for anticipated attack nethods, detection

occur s ineapeblawfsecuniag & rebwerl e ratstromsedfagtack ﬁiranbecﬂafhﬁemenb@of timn, ADN

I's compngnt s8d 1o idMEH, AGLES cl@&in% GGHLAbYs &HO&% 'rvlﬁ'ﬁ'%l 1?1@1& $eh lcgbwﬁ é)re%ursor to

flight safety or require malntenance actio
pr esentatippierpdnofiep posuir dad dane available moanige pf sesgonsty |u$eocam1/\mn®ﬂhgr shutting

s Lo, dolis GOREGLI QWA MGl AN hENANL: LEH A9 IRAGLE! steek methaas,

training in conputer se verse us
di ct at eletetion Déﬂslpbmst@ste tt@ ngse omdasyred yésphiastei foassblb defond pratoitiostis emtpromised.

i ncremsphal it o ‘?‘;‘g i Tl IAN r&gfegtleél}‘iﬁ{ui% fighe/ éeﬁ@t eogggﬁmﬁq% J(}xéé;{xéjluléev%cﬁlon,

of passengers in eto a si robeé®i's
invit e§n‘d@|dha¢nts)ﬁf1§!emsegt mmm@olm%’!dah nirengte mdtafg wodh advipe albe reamners as to

froma m@&&&&%&fmé Ltibd wﬁ'ih%tr&%ﬁﬂhgg%gg%ﬁ ﬁg&n%e uté%écwpgﬂ? to the

seat. Even worse eny| ng net dué
activity that or| &I} nates in the passe [%a net wor k. Responses are
devel oped with sdP®de Thepdetessei wseti al, ARN 110 odlistats rihaic respesgorigesecurity

are at hesiRti&d RIvoey robﬁstamﬂ HdmEfHt %%xarﬁﬂ@téén%g%%ﬂ(gwg kd £ cabin full

net wor k |s an avail abl e defense but, one i S used as a
r esor t 0T PASSGRESFF HYFSRAPF d@ 2 gmple nrelisisriuEeasensblgang civen iyitgy deniglrfiservice

down spaadks),CalSBuyH desichQ $iRBE Ichine RGA laSparBiildr SV BRSELE Easonable to deny
services to the entire network_or a_portion of the network, shut down

physi caF™i5r Ps™Eatpt eEuFY Worsots dsiifg BstwaTks aeaers s Hin BRSO activity that

i sol at @rigQiatdsGn theOfasdechBeRAMOIKK HdsPénsexX &Rk Pslop Ok AL Sert 28 11JnE§:ts in mind, and
netvvorlli fromthe rest of the airplane network, shut down the entire

net wor Ko™ P RSt SRy AERBBHENRIRT, loct dofak TS halsting devptthe entire

over PassSeiRes ab bNilabRS defefe W AGTY @bat istuded af QS Bst 264:£.0US dEﬁylﬁlg Bdrvice as a
w than.to is also generally nore Serious

service to cr%& Eaieféj%ers

to deny*PSR¥Y SPEEes; Yy S Wt“h%i-‘r?c‘th(ﬁ RN tor WECIdc PRITSh Sk specific
crew. Fheides k®thetantief n@GOESS: 4 Poitida ofes M\él{vlSrkb)éh@tf daaplysRAl bb@Scothdittely
dependlﬁ%r eFa rt. on et her, renot.e access off board serV| ce

person wnglena et Fh‘}téj(?&’\’}‘e‘?rys%{ﬁ'& PP@%Q“SP&*?%?F%’@F‘"\/@ elegcamnlg, isolate the IFE

ai r bor metwuek dmink thewbitOIf B¢ 8irplafAGtLEE shet dde ih%rel’nﬁﬁé hdtbrid, NahO8kemplary

substant:b Illﬁ%e nor e SOEY‘hC gcat ed responses % possible wth, the

ai d of g8 CIRiEnl 8y 5% e PIILY ‘%{@62’8]’33@ V\?eﬁé‘ﬁ%r &'op egampls, lt is more

pri mar gerieans dhy dervixet tohuaiarthmmcepmaigeﬁm It is also generally more serious to deny
service to flight crew than to cabin crew or maintenance crew. The priority of access to the
network by offboard parties will depend in part on whether remote access by off-board service
personnel is a part of recovery and restoration services. For airborne networks which are
connected to the terrestrial Internet, substantially more sophisticated responses may be possible

with the aid of ground-based administrators.

[0028] Crew members are the primary means of direct human intervention
onboard the airplane. Recovery procedures are limited to a simple physical or logical reset
operation on specific functions or components to avoid significant distraction of crew members
or the necessity of extensive training in the area of network systems. The operations are

included in procedures, such as operations or fault isolation procedures.
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onboard the airplane. Recovery procedures are limted to a sinple
physical or |ogical reset operation on specific functions or
conponent s MOV H4si gni fi cant distraction of crew menBeFES2087017¢Ha
necessity of extensive training in the area of network systens. The
operations are included in procedures, such as operations or fault

i sol ati on procedures. -7 WD 2008/ 045154 PCT/ US2007/017612 [0029]

Figure 2 is a forward perspective view of a forward panel crew

alerting display 200 that nggibe used with aircraft 100 (shown in .
Figure 1). In thdO8%@npfFighte 2 i Bumarhrersiest viayigvrieforwprd\paaklegrew derting
di spl ayqig08), 206! wee A BBSIEd WK RirBSaaNeh (P Hibglt § 292 thg'ie%emplary

annunciate tinme critical warnings, warni n% and, cautrion alerts. _
El CAS afabadimpgis eyl pregl ¢rop 4laring display 208 igpludss aamasiangyaraingtandreaution

and advigey YorhRE bndBSRAI8Se cn%_emmhg%&,i Winfletidd, PRIRAMS1s. agg 51%53@ alert

messages. Status nmessages are display in a status nmessage
206 on ®essIgeP dirkh28¢ Zogised 0g3dispiaygwieEning,i saytion epd cadiitornf alggy messages,

exenpl agynhBtibAGn30G afes@lolS tahBGnAld He&%&es‘?eﬁﬁ% NedssddRs Q@cﬁ?ﬁ%ﬁ’éd in a status

aircraft data network security breaches that may be used w
ai r cr af messegr figld RBOA 2P A fdishlay £08.Met hod 300 i ncl udes detecting 302
potential network attacks on the aircraft data network, categori zing

334 thfe attafckshtms_mij omfgaﬂ:f 3 nCE ﬂgwr&éﬁhlaf ﬁ?’x@n@ﬁ\z‘jﬁh&mﬁvg %tgal&ftilng airline
the safet of, the aircrafrt romthne detect ttack. t ho )J al SO
| ncl udeRSREPEH IRy StiEeTal AR sOrk SepreBsaRLS o TGN SR e 100

on the @hévegol Figofe Hhalahsdsio iabddéshietaerg 802 porhtidl M rwdRRA&IKs 0h thd@rcraft
det or m (LIPS e BLoR B EhETKT BraforsH bR O e R i somrie of
st or agethansfetyoqftiht kivgrag)Bdrathe datdallaBlR. Meaved 80 aks6 Psltded determining 306 a
faul ts TREGENGTRaah (o Pl SYRHor] B AFC Ry SR TAIOT a4t Ste G PReeVerity of the
ai r pl anienpadtbtiithel atfik, end pleeingnBIanhe Kligie e ty themBisRgRs e dbtérhifiddSresponse
the  SUBFSFD bt APPPAR ROreT BeuErali CRRc reh FoPPYDAE NEH: | NEFtod 300
faul t. develops rapartingfraqdtdnaamtsofor kévrityCaienn filtitesfahy rddie tiad dephratauifnighio the
Can 1 osBEnd-mBIEE BEEHSY AR S s T eal M 19 RouSonrart ferricy
descr i beessagepr aulegleri§ dnto Hesédistngseaittédayicalfantss eapeciale @Xxv@iitlag where the
o Sl aySPEA YRS oH Fest B AR e e BB LR IR s B I o sy e
ease tdrewwotoldothd aoplanheandinot taddal ertbwecr) BidacHabihe supp@anda? chehoground
descri bc%ntrgs%o%inpotrg %g&%%ﬁg’uye ot se"ca:‘{llrclitlyoarlerisl. i %rtho%% further describes a process for

hosting security alerts on the existing system used to gather hardware and maintenance

information data and displays only those message that necessitate flight crew attention to ease

the workload on the aircraft crew.

[0031] Tables 1 and 2 below describe the maintenance effect and/or flight deck
effect of a variety of network security data. or events. The security events are evaluated and
categorized accordingly to their relative threat to the safe flight and airworthiness of the aircraft.
At least some events do not warrant a notification to flight deck personnel, while other events
indicate a serious attack that may jeopardize the flight of the aircraft. Categorized events are
displayed to the flight deck crew in a familiar presentation based on the existing maintenance

data storage and reporting system.
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Does not require Flight Crew action.

implications for flight
safety and requiring
immediate action in
response.

A security event or Advisory A serious ancmaly indicative of a

effect requiring (Flight Deck Effect) successful network attack that may

notification of or escalate to events with safety

action by the Flight implications. May also be used to alert

Crew. _the flight crew to specific passenger
activities in flight to permit preparation of
law enforcement or other response on the
ground prior to passengers disembarking.

A security event or Caution A serious anomaly indicative of a

effect with potential (Flight Deck Effect) degradation in safety-related systems or

implications for flight functions. Crew response may involve

safety. May involve alternate procedures and potentially

flight crew procedures diversion of the aircraft.

to preclude a more

severe event,

A security event of Warning An event requiring immediate action to

effect with immediate | (Flight Deck Effect) ensure the safety of the aircraft. May

involve emergency procedures up to
requiring immediate landing.
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A serious anomaly indicative of a effect with potenti al
Ef fect) degradation in safety-related systens or
flight functions. Crew response may involve
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diversion of the aircraft.
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fli
to preclude a
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ot her response on the

(FI'i ght Deck
i mplications for
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nore severe event. A
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acti onfle® response. TA dlin lodhl Wate2908/| Q4 5.8a# PCT/ US2007/ 017612
Securjity Data or Event | GRicemtatheds Miptenance/ FDE Item Security |ogs
& audit Shop fault rec¢gg§ef Ad hoc records specific to the function
files ¥9 ofl [ral
servefr 3%%%‘); dE cfrny @%e’n § y ggl&gﬁt A tegz\%elf of clU ena?gge‘lg{)o t%al ;\[}&&lczﬁewgﬁ%e
Syst emy iﬂgi&? eanh %ﬂm% h ﬁ &S ST VE it eRance
activei SCRr occurrehce§ ed &% LAN functlon by detectlng
Segnety St c||| rcl St§71 cllt conttt+omtatehedfauvtt~+eported
Mai nt ﬁé% | ndiletehed reported | Maintenance Sys{ém Indicate when
€.g8., unau onzed to Central Maintenance | latched; procedure to unlatch is required
configuration detected) | function by detecting
system
Condition that | Maintenance status Correction of the condition is required to
precludes airplane message — reported to clear the message. The system reporting
dispatch until Crew Alerting System the condition determines when the
corrected. by detecting system condition is cleared.
Condition that requires | Crew Alerting System | Correction of the condition is required to
flight crew notification. | status message — clear the message. The system reporting
Assumes that crew will | reported to Crew the condition determines when the
continue monitoring Alerting System by condition is cleared.
and potentially take detecting system
action.
Condition that requires | Crew Alerting System Correction of the condition is required to
tlight crew notification | alert or waming message | clear the message. The system reporting
and response. Severity |- reported to Crew the condition determines when the
of condition and Alerting System by condition is cleared.
required immediacy of | detecting system
response differentiates
between an alert or
warning.
TABLE 2

[0032] The above described methods and systems provide mechanisms to report
potential security threats using the proven maintenance approach to provide a security reporting
capability benefit, as the above described methods and systems fit into the existing processes that
both airframe manufacturers and their customers have, thereby eliminating the need to develop
and train to another method. The above described method for setting the crew alerts is consistent
with present practice. In addition, advisories are used for the flight crew which alerts them to
specific passenger activities in flight to permit preparation of law enforcement or other response

on the ground prior to passengers disenibaﬂdng.
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(e.g., unauthorized to Central Maintenance | atched; procedure to
unlatch is required configuration detected) function by detecting
system CoW&295dH5khat Mai nt enance status Correction of P€TEsSwomMIrdiz on
is required to precludes airplane nmessage - reported to clear the
nmessage. The systemreporting dispatch until Crew Alerting System

the condition determ nes when the corrected. by detecting system
condition is cleared. Condition that requires Crew Alerting System
Correction of the condition is required to flight crew notification.
status nessage - [8PFHr Thveabowsslaspeibed netigods tagdnsysipos fomajertiAg sixlins personnel
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Crew A rectl i

i ght o msbesY i RepBHE Ll feh thcieBEnal MeloL D budiSodl 2 e cmeliB, roivates
Theds ysnierningpibighi deck merdonret pb msevorSevanrity yhreats éper txmdlyt maﬁﬁeevwmmemmply
condi ti t

condi 1 7o SEE SPIHAEE0RARs P finof B ol s bk ST PoSniant n o
responscesteﬁffefcév%md@h@@enmnmen an alert or warning. TABLE 2 [0032]
The above descri bed nethods and systens provide nechanisns to report
potential securitipod4)r e@hie Uk Mvdnlln Ha0REn %kéﬁb@@qgcﬁ:ﬁg?%ﬁgué Upecific
provi de a securlt reporting capability benefit, as

descri & Oﬁmﬁ’&ﬁstz%ﬁ?dﬂ% Bntherart wiilhrecopnige shatshe iy aption wer e practiced with
bot h alrﬁcﬁdaﬂ%oﬂaﬂuﬁ@%ﬁ&%naeéoﬁe%@kﬂe gualsoners have, thereby
elimnating the need to develop  and train to another nethod. The

above descri bed nethod for setting the crew alerts is consistent

with present practice. In addition, advisories are used for the

flight crew which alerts themto specific passenger activities in
flight to permt preparation of |aw enforcenent or other response on
the ground prior to passengers disenbarking. -10
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WO 2008/ 045154 PCT/ US2007/017612 [0033] The above-descri bed nethods
and systens for alerting airline personnel to potential aircraft data
network security breaches are cost-effective and highly reliable. The
net wor t breaches and cat egori zes the breaches
consi s&ﬁﬁtﬁ% @$ME§$StI ng naintenance data reporting system
increnental priority protocol. The nmethod facilitates informng

flight deck persannel /ofnetieidnor kies@auiitiine fdascpatistol pbiéntial AREMT MRRNGwork
while sinply. recording potential breaches of a minor nature for
mai nt eﬁ%ﬁ%*éy Breagics valeraR tlts:rﬂiﬂwgtpﬁﬁpn@tﬂnqlweé at leggtang fof déght geevaprisonnel and

reliably nmggmeg‘g%} W"s:il nﬁégfbd'c% n has been described in

ternms of various t ose skilled in the art wll
recogni ze that the i nventl on can be practl ced with nodification

within the spiri tdenithsovpmtagbriting potcatimsurcrafildaHAT WO S St lyEDedcBes; dnd
A nmethod for alerting airline personnel to potential aircraft data
network securit r |rI|n erso i ncludes a
"eaSt one of 111 SHERBPEor per Caifaot i e SRS P ae L LR eatrs
sai d W%Lf@ﬁd%(ﬁ MMt \@ita S8t26hdgEpantheGiedor i zi ng potential aircraft
data netwo security breaches; and 5 recording said potent| al

aircraft data network security breaches within an aircraft's
exi sting mai nt endREENHHIEA SIebE SGE SFRPISE BONE SeryTsy Bieash based ep Mhagatrgory of

f1ight ofraus ﬁﬁ’t@@éﬁu&& ahﬁ?héf%%éﬁ ot o R E(?tﬁ‘%} 9@1}?;18%9& LRe a@ﬁttﬁgﬁﬁéﬁt Aew to

an attack on net wor k and the ocatl on € source o
at t ack theantdclabt the tdhterhlied h¢sponevihtoagh theaimtafas kxistird drbe atketisy syisread
response through the aircraft's existing crew aI erti ng system 10 2.

A pethod in accordanc WittE Cgl.ai m I‘é@merelﬂ s(g cti.n d i
categorizing poténtiaf™ dl'fcrart HaPEner Wirk Al r W]eb‘?lﬂaf% etecting an
conpri sasg& ek RYPsikid Giraraged £8 hethorlabécuFiaf brefldHed cHRLIM K ak@BHEinE Y detected
fault or failure that affects the dispatch of an associ ated ai réraft

usi ng airepftdin peveRgsccus fudl o 8uiseibatagféecissthe ahigrattheofban atseciated aircraft
airer afu%mé‘%' #{ltlﬁgﬂ‘[égﬁrggr&% st'faﬂlsqnes%%t tﬁ el PR ?Fth%oﬁﬁéﬁ? ktamet?tr!’qanag crew, said

action ew operatin ealrcraf

accor dauans mdskdpedoas motlreqdier &ition wadhgletcmt bpga@ipdihe @at:@gor i zi ng
potential aircraft data network security breaches conprises

categorizing a detected apomaly indjcativ a successful craft

datd network attdck u?i ﬁEEtg?#TgHv?°§8ﬁ?n%§§§bé 2ighi Iy W%‘?}Psiﬁ‘@ §geand

i nf or meaBediend pteitial GrHeMOdats REWot GeccBABSERAGN s *GMbMids @R obAzihl iadiMected
anomaly indicative of a successful aircraft data network attack using an advisory message, said

advisory message informing the flight crew of specific passenger activities in flight.

4. A method in accordance with Claim 3 wherein said categorizing a
20 detected anomaly indicative of a successful aircraft data network attack comprises locating a
specific connection to the aircraft data network where the attack originated and disabling the

specific connection.

S. A method in accordance with Claim 1 wherein said detecting and
categorizing potential aircraft data network security breaches comprises categorizing a detected
25 anomaly indicative of a degradation in safety-related systems or functions using a caution
message, said caution message informing the flight crew of alternate procedures and potentially

diversion of the aircraft.



4. A method in accordance with Caim3 wherein said categorizing a

20 detected anonmaly indicative of a successful aircraft data network
attack conprises locating a specific connection to the aircraft data
network where the attac Lgina di.sablin h speci.fi :
connection. 5. A%r'ret h%ﬁiﬂfl(%hggc@r %(g(%(r:%ﬂg\? tvﬁlﬁbqj%lf“ Iltv%e}éer%ll%nsaé%i ‘gﬁtwmg and
det ect icagganting pateagdraiziafgdnohemtdriakeatife bahthed @bmphiets@itdgosi2iadra deyected
breaches conprises cat eg_ori Zi ng a detected 25 anomaly indjcative of

a degr ééi%f’ttit% rpqpiSs famedial Highhcreyactipg topnspisibe seRYy Udhagirgaliaseivesning,
nmessagegy; ; . : :
e A R e S e
met hod lamiigrefcheaimoeftwi t h G ai m 1 wherein said detecting and

categori zing potential aircraft data network security breaches

conprises categorizing a_detected  event that requires.inmediate -
flight crew actidn to%éhglﬁ?’r%ﬁt%ﬁgl Y ARS8 ?loémgﬁplc??té‘fetly é‘t%u‘gie‘ﬁﬁi’r?ﬂ frgsting
sai d Wardw agrifsSSaue mauiehdicd datahgorhbd G 1M Oy SRR 6H A GYreraft, said aircraft
procedures up to an imediate 5 landing of the aircraft. 7. An

ai r cr affl2digt Tk SPMBFIRINEY st em conmuni cati vel y coupl ed to an existing
crew alerting and a nmai ntenance data storage and reporting system of

an aircraft, sai [ G r ri.Sing. - rall 0,

net wor k porti ons?{ @g%ﬁ{)ﬁgf ?‘thﬁhgﬁgfroﬁgi ééaﬁ%rqﬂ?é}s%%f%&p%@tag\%rc %yedl%etwork
sedlri syeurigwkiel; a nodul e comuni catively coupled to said aircraft

data network, said nodule configured to: detect potential network
attacks on the aircr flt dat a ne .vvolrk' Cfitde ori&e.‘t_hg (?ttacks 'basecfi on
an i ncrenent al | y *niBPEYE STRYVIMGHSFYnouRIcd 18 d pleraldfalq peliorkpzaid module
ai rcr akbnfigieed fohe detected attack; determne a flight crew response

to the attack based on the category of the attack and the |ocation

of the source of the attack; and alert the flight crewto the attack
and the deternined re8p6fd®tehiabigirotstacky ereihapircitedaiasngtygker ew
alerting system 20 8. A systemin accordance with Claim?7 wherein

said nodule is furt heEate%(ngeitgéJEl%kE Qa%h%ﬂlaﬁw%lgﬁgﬁhﬁﬂ§%&e gév%gé]&ﬁﬁ;grﬁmise

and recovery response I n rmati on on the exis
15 of the safety of the aircraft from the detected attack;

determine a flight crew response to the attack based on the category of the

attack and the location of the source of the attack; and

alert the flight crew to the attack and the determined response through the

aircraft's existing crew alerting systeim;

20 8. A system in accordance with Claim 7 wherein said module is further
configured to display maintenance diagnostic and recovery response information on the existing

maintenance data storage and reporting system.

9. A system 1n accordance with Claim 7 wherein said aircraft data network

includes at least an aircraft control portion, an aircraft service portion, and a passenger owned

o]
(v

devices portion, at least one portion including an interface to a ground based network.



mai nt enance data storage and reporting system 9. A systemin
accordance with Caim7 wherein said aircraft data network includes

at least an aircraft control portion, an aircraft service portion

and a passenger ed vic ast, one

i ncl udi ng an |ntgp?acé\$gﬂg% Po%%&gﬁééé lﬂl m&?k ‘mfﬁﬂidgi n% § Sl fufher
accor danm‘égwu:d v Ctainmne WM&EHE:EIshutﬁﬁg doWﬁdMlpémﬁE sttvideh@ra speeiffci kit @1 fsBlate
determ Fther shutting down a specific service at a specific port
will id ﬁ?@ the attack. 11. A systemin accordance with daim?7
wherein said nodule is further 5 configured to determ ne whet her
shutting down a sgpecifg %ys"'{@lhwlcﬁccbﬂiaﬁcé)‘?\fnth' el 7 AR ORTAR Klo‘eﬁde is further
isolate the attack. 12. A systemin accordance with Claim 7 where

sai 8 nsdufigiredtocdntdrimgur whicthershotinggominzespetific ativireks alpagien afnhametwork will
incre severe conprise of the safety of the aircraft
fron1?ﬁ%ﬁ%e% E’tmgcgattack 10 13. A systemin accordance with Claim?7
wherein said nodule is configured to |ocate a specific connection to
the aircraft datd2net woskstednén acdofdunad tadkClam gi widreld andmoedileabténfigured

t he specific connectiagn. -14
to categorize the attacks based on an incrementally more severe comprise of the safety of the

aircraft from the detected attack.

10 13. A system in accordance with Claim 7 wherein said module is configured
to locate a specific connection to the aircraft data network where the attack originated and

disable the specific connection.

-14-



