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WD 2004/ 051441 PCT/ GB2003/ 005219 1 METHOD AND SYSTEM
FOR RESPONDI NG TO A COWPUTER | NTRUSI ON  Field of the

wo poogfosidean 5 The present invention rel ates in BEneBad03/005219
to the field of data processiing, and, in particular,
to an inproved data processing systemand nethod for
responding to a malicious intrusion using a graphical
represent atl on of the |ntrUS| on S effect 10

netmprks |nclude nmeans for access by renote users,
i Gal Landflg I nternet. This access is designed to
F
1#? Y auzéhorl zed users interaction with the network
f or purposes such as 15 e-commrerce, sharing content,
and otTrer pedseot roviestmet reldticesin Begeausdeto tiheséield of data

pr%@&%‘hﬁs ﬁfde Q?%agﬂfc@lﬁﬁ ke £asSiby¥owreCess bkécds@ing system and

B Galat o UL AU SepLORCI DR By

repRewaRtaE Hn aéc%rﬁ‘&uﬁh@l ﬁ*ete@\f:ﬁcl? This malice is

presenting in the formof an "intrusion" by the user.
BaPRghEUSE QBel SavedBiddef i ned as a malicious electronic

access of the network or a conputer in the network.

Exanpl es of intrusions include viruses, unauthorized

data Meisii TRECES OTEEFPES SCRATEEks HAEK I "Bns [EPEgcpess by remote
usafd, divpicdloyt ek deaimkenfet.serhliscacddBBOB) dastankisto iafford

au\eﬂb:&t%ea &s@i@ulrﬁferéé(&toﬁnﬂlritﬁ eNerlersiad tbY dukBoses such as
i ntrusi on_.such rea a ecause
e—ﬁ Wegcﬁé Oshafén%ﬁ:ont nrtuszlarb noé%ee " e[ﬂecglc(?rgl'l?@ %.%glple(:leﬁ B

thegg ISCPBET @kt )desfonad tF mer B3T 0N, 2ESeERbP S grmughorized users,
thiept 4¢SS Do @vemd tar acadat coyf bhashoei eyl geerupeeetifpeally those

wilth! €93k ¥ Lconi &g, f%%%@égs‘iggpﬂieeheﬁicﬁﬁheSI‘hQBd:nalJ.ce is
pregertltlgnilggg E’Jzt te{‘re J 0% Of 1ntru51on"cgy§]r]:tl'1§rls’leq I nzgrf ljl.ﬁ{:sgfs%on is

a securit m ni st rat or,
deffp ﬁﬁtwﬁ { S OP RGP S PETISSt KB nRRveEE < i T‘Wputer in
thieheetwaird. oftxaislesnahdgemeribns oftchade v1ausﬁ§;npmae1rthorlzed data

mm?ﬁfﬁ e(@bfn&fllﬂegtcféiile@m’hacwﬂgl 8r #ihete ,akfa MBRYrKABWH denial of
se§g1ce g%?g)amina cht : nrg ﬁn I nt c%'lmséjlugﬁre@qygt&pqs &yé’figé@e@ by the

i'ig Tespon rntrusion_is
lnéﬂlffﬂéﬁﬁ*ew"bcéﬁptf ireat ewr Wéltnoﬂsongameepﬂ%feé’er? on of an
event is well known and may be automatic, nanagenent

and r %peﬂeﬁlsasﬁi&eﬁt aleatpiRicgadd ¥nk a:_leemfm(rasﬂaéém of an
1ngr1f1?:.on Q}‘I 3 ?esnggr% %%t{u%&g V%L.t a:ﬂ:el a;.t‘! %5.9@3 bleingl %orrupted

ICU|t Securil m nj strator val uat

orphhtedey e C@Plrcht Frrereaﬁcr@u&ee PP aaﬂﬂ%rﬁ“ mp‘ir"cf—r
sloespond . appropri at el y.

Countering intrusions is typically the job of a security
administrator, an information technology specialist who monitors, with the
aid of risk management software, a computer system for intrusions. While
there are many known methods for detecting an intrusion and the intrusion
event, managing responses to the intrusion is extremely complicated. That
is, while detection of an event is well known and may be automatic,
management and response actions are typically taken manually. Because of
the complex nature of an intrusion, it is difficult for the security
administrator to evaluate what type of intrusion is occurring, and how to

respond appropriately.
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WD 2004/ 051441 PCT/ GB2003/ 005219 2 Thus, there is a

need for a nmethod and systemto assist the security
wa@cdinsRsr ator in responding to detected intruBCDGB2003/005219

preferably in an manner that ;i s automatic or

sem -automatic. 5 SUMVARY OF THE | NVENTI ON The present

invention is directed to a nethod and system for

managi ng an intrusion on a conputer by graphically

repr esbnti riypean isi atragdi Hor partwdod wid gykirowho pssEst the
sebitiySh@iini andcbhen cosmaking toheeddtbatinyshapnpatdrefarably in
anozgan%e%ut!ﬁ %mis a%{a&i‘a?’éi%”oé"’!s%ﬁi—t u%oHQLSitc,l ntrusion. If the

known and current 1ntrusions have sonme or all common

results (intrusion events or comonly affected

hardware), then a secuFVNMARYJPH THEt PRENFI®EBN execute

scripted responses to heal danage caused by the "

current intrusion or_at |least. prevent r

o e Prn: chirer enats, SR8l EY I hellf GHA [lten cor
mapegings#o g EEiennohRy CETRUREF -hyegﬁ%%&abﬁ' FRPTIFSTbITY an
ineMedibs, patli€ hvfas erdohe misktetdtsuefon hend nfhens¢amwaning the
B B e e B e, * o

[ usion, , i, Si .
e (T G- EGPo1 G TNEr TS P, PE iy Cpmes, Feife Merusion
eveltsThe ¢arreRsy GALpritederardvary)raphet & F§CUHsp| adpépigator can
exbie- S BEHIHtEY re3dihdtsSts atedl , darage carusp@Spohke pyprrent intrusion,

oreén_ﬁ qggé £ %ré@éﬂtp ted Lespan §§’§rus‘ﬁ’8i;1 Cjﬁfo:hnca?hs 1§ efgr E%her damage.
enbodi nent are presented in pop-up w ndows associ at ed

with each node in the intrusion pattern. _ A

Al t er Fagi irsirysiqrheakiesporise of BRYth&e 23 SeAt FUSPE SRy PEnts:
whdtH eratiie ebased en taepierdeter ot nedipericentizgepofvide a
=1 GRERA oﬂ:%ﬁELﬂyié &4 ihhediphr usd QﬁeF%%Ekﬁgﬂ&noﬁaﬂﬂé@nkﬂ&@mﬁe based

bast, Lnir sl on. and. f be _ GUELent, Ipld yslonsofhe above,
OnQRENTWRT© FEPRFt FoHar® obj EETTVEY, “teat tir 63 and 30

advant ages of the present invention will becone

appar ant idtrizhtordf phtwownngs odepiidaddly Wiisblared to the security
ad%ﬁ?ifc\srt!rﬁ)@drq nﬁ%@%&ﬁ':régt mfalb?r&ggug.:nér FEJ:QRA\Q: f@oﬁ%&ii , which in a

eferre Tbodi nents o e. present i :

PHGITB8, SHBSCPBR T TARTAE By iy Tof iapl sy o ek ench
node tiR £ot drEHEE ORoPYTETF 0l POWFHGEI TR HRfs ToBRYEFeta the
indepiichsmay bkogkodatbgy, arasell an dabaepictewsigiedgrarystierns AL common

felruAR P eher (8duerhodhrent, 6f dbBexfyassdc EAVEREbORENG the
-0 2004/ 051441 PCT/ GB2003/ 005219 3

rusion.

The above, as well as additional objectives, features, and
advantages of the present invention will become apparent in the following

detailed written description.

ERIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention will now be
described in detail by way of example only with reference to the following

drawings:

Figure 1 depicts a block diagram of a data processing system in a

preferred embodiment of the present invention;
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Figure 2a illustrates an intrusion pattern based on
intrusion events of a many different intrusions,

WO p@ilosi4my a known past intrusion in a preferPedGB2003/005219
enbodi ment of the present invgntion; 5 - Figure 2b
depicts an intrusion pattern based on intrusion events
of an unknown current intrusion that matches an
intrusion pattern of a known past intrusion in a
pr ef erigereebodilmentated dheénpresent vatreamtdagad o grjpaision

evg’nﬂss ogti ln@.‘ﬂfy‘ C(ﬁ%&&:{&l‘t §?%§£&§J eg?@m&??@ e phof phée intrusion in
resen i on for automagically running
qeﬁfee%l ef“gg‘éfé'ﬁgg &P EReERknoOW " Ctcur fent intrusion

in a preferred enbodl msnt of the present invention;
Fi gur ¢idard 2busddiat e sanaimtnist osiraht@at besed basedrogion events

of airf %ﬁk:?&lnn gf’ﬂ“%ﬁ g'lxttrgggcgrp Y2 Ofnafch®NYn dlr:ftﬁrﬁéﬁﬂt pattern of a

i nt rusi ons n no a 5 intrusi

oo RERT G CEHEGH e POF FAEY FFBORIT niehET o oo ay L0encion
Fi gure 4b depicts an intrusion pattern based on
af f ectreguiandnarse r1éwpakegwLos mefankdourbaiinerenbt the present

inl Qgtflléﬁ' o gnégma@éaﬁ%smﬂ&lh&tg&%% Qé.sgo%ees Qf & wnlnom
own |ntru5|on|n erre ?n‘%)lnent of t

Cuﬁ?%eh?trfﬁl%v‘é’nﬁ%‘ﬁ et b el Eson:
PREFERRED EMBODI MENTS Wth reference now to the
figur Q‘@.g’u:?endai Mipaetdadl af iwktdsiodSpateket aacedtan affected

haEcl‘lvgal'Jlrreet ola%:\g at ?pxﬁa%?/eéﬁffgg Sj}l@ms]lggs QL@Q?\MJ%Q‘OJ known past

conrni ﬁ% %t‘
mFﬁusa@eOw&n%eiﬁFfﬁd EMPpHEraF r%fd tEW&&F wma?n E% A4

present invention. Data processing system 100 nmay be,

for e)ﬂE@.L§a4bo@@p1Qf:stahle 104k 5n Yatpers BAsdd cargifeets hardware

or_ serv avai | abl.e fra 0 S usion pattern
to%JCq?P/ngig OI‘ g?l %urn]:rg?t )&l’ ru%(l%kl\é&a{t g%hgg érp%lsif?r patt
ofp? d@é’%lWtswréﬁ%%ennﬁyprﬁﬁﬂﬁ?éea&?ﬂzm%?tﬁ gﬁhé Present

inp&ncessor or may be a nultiprocessor (MP) system
including a plurality of processors. A single

processor Syﬁéﬁﬂ,ﬁ% F&é%gﬁ}i toge ;ﬁﬁ@%ﬁﬁ%&ﬁﬂmﬂ@s

second processor to the
system depicted, either with a separate L2 cache or
shari m\gchreE&E&&:elﬁ&v Wot theprragessor arkD2n Rrodesisgr w3z

re}ggen%ytcpeg QI‘ scakas ﬂr@gé‘scs%gg' %&Eﬂcﬂdofpncaiﬁble of

oo, [T e ocender R e SRRl e v o

prefétried eliwdprotestomhe PrefsassbIVveRpPn-s RFAnREIEgsty system 100
maljeﬁle.el fg-ﬂ\@xéing])e C3cderlode mbdeTnoBeperdOnd0Boisuters or servers

! S el Ohva s o SE-26h ew
e g S ene b oo b

YoBls Pf a p&@C?%S%nﬁpﬁfS/tam’pP&m%ﬂr 1 PAge AT TH
malpUsse lar mdgemdaescsou plrrs $ys@epusnclifing asylatrahihu st PEYcessors.
A M&QO&&%L%Q @QI&EB%O&%BO&ZL% ékcaﬁn@h.él)debgctaﬂd/ X second

pr%%%sns%gcergo]tnghdat am 1; %gsggéedogé tfhr O@s‘%@ﬁ c@ﬁ%cﬂ&i t Q&her with a

separate L2 cache or sharing L2 cache 108 with processor 102. Processor

102 may be a superscalar reduced instruction set computing {(RISC)
processor including separate Level One (Ll) instruction and data caches

104 and 106 within the processor.

Processor 102 is connected to Level Two (L2) cache 108. L2 cache
108 is connected to system bus 110 for data processing system 100. System
memory 112 is also connected to system bus 112, as is Input/Output (I/O)
bus bridge 114. I/0 bus bridge 112 couples I/0 bus 118 to system bug 110,
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O her devices may al so be connected to system bus 110,

such as nenory-nmapped graphi cs adapter 116, which
w@e@niosiagl user interface information to a di SpPCHEBL®4/005219

5 I/0O bus bridge 114 is connegted to I/ O bus 118,

whi ch may be connected to a variety of other devices

such as an input device 126, which may be a

conventional nouse, a trackball, a keyboard, or the
reldkag @ndoa tnaoafqumhaa|daeasnnana@R;1@QQ fromcineabuy teare other.

Otlgérl \é.@v:.c%sgl%gjgﬁgo HeSKordn@a s RbYsyk? clesmy ¥1d ClouBOMs
drive a al

driv S
e RS EG SAPET B LY CONTIee B S T Ble TS
infemathet work Sligdkgpt 824.120, whi ch prOV|des a logica
interface with a netmork whi ch may be a | ocal area 15

NEtVOlHo (Nl 1 08 28 S A NELIUK L W) pud Bes | RSN Gy be

or ot net wor conmuni cation w_t 126, which
copnarsrd CONPUTBTSTY r?ft ﬁ*éle\afefl%r‘:ﬁs wiach aacd lfbpr“&cé‘%‘éﬁcﬁg wa
map Yl em&ﬁ)@ntfﬁhel anenp) ar yraretl menkedivewd, ior Fhguike] and a

n0111§7 I dgg %%Jeei:}é f Qfen gQ at I?l@r@lgrﬁ(?@e aOEo@Q@Eadinngeai only
erre

qdi ment, . of ent inve tion
: lik
mesis ACRIEOM AR tahél%eﬁa 4%0 lcsogrﬁ LN naﬂe%ﬁgbéar e
styicieaf¢aigssare possible, both in formand function.
For instance, data processing system 100 may i ncl ude

a sou ﬂgsg ad’ogném:%daycg 119 %%akfé’ S Qtrfé%ﬁoiﬁsoag@‘deg‘eﬁz B Nghich

communi cation ports, and nunerous ot her cogggpent S o frea
prfidesrafiegéiite 1ﬂ5‘?/’v’ff‘8e Ii"ilﬁﬁ r PEHYOTN | UE1Fal'
nepos$i bl , | wideusien neverrks V@éluse‘éﬁebﬁn‘icﬁdfﬁ?t T pEpghfetwork that
afféﬂdéu§éﬁﬂﬁ§1céﬂienlWﬂthU6ﬂHéB c@RBtss anetigehenedkagith data
: EI%ggsEpr g byities initiated by the intrusion,
PIU e %eﬁ' In a tree manner, these intrusion
events are best 30 understood by realizing that the
i nt r ughenexevehiry ehadstert eomr én Figuserkliat wepvifed solely for
th& )&ﬁ%g& o%o&?dl(ggﬁlr@ﬂa' Iﬂzteri':' Hﬁli‘qéﬂ" epd A0 ofWH L br;;ﬂpﬂléic fsvention,
LNt rusi vent S omn N ea e
o ot S A ol AP T DAL SELCSlapser B o
powbégs e‘gotﬁayn Fera a\ylldr E@%a@h agox e&aEaanedda.ta] gr%cr?ss:mg system
100 Nigyush@mdehatsoafd eets amdl sidioeshrssess 202hen I¢Pedailngs and

coftma It S5 .Bpfgsedargf—‘ ALAdrRE S8lV &8péRdntdd) a host

conputer 2 I'ntrusion Ais shown as being detected

by a Snort 208, which is an exenplary intrusion

det ectiiioh xafsrenfe ehabl BIEe R f oFHHSHE1€aPE T MpESiPLle
intFafibh Ce@‘ihals y&iuse@ng myaac ket fdregyiimgrosnionP. ndhaokkgusion

evéjiléy E /fgf’il&i %gréﬁrem@ro@t Q@&IVJ.@{@A Y81 Shate€@ WU €A¢ intrusion.
SearC tchin

de o gty
1 SEPYERS 10 e bPOBES SO S BUITLr eg o
undewHbed poreakicang thep nﬁ?@nl@faffléwafy eVERES ﬁﬂé‘t%r(i*ﬁfﬂ pre
1n8t+R0KSed S CF¥E exARSSAgeonBl ek 2h SMBrupi abesth R98r athigh depicts

intrusion events (shown in heavy circles) caused by an Intrusion A.
Intrusion A, which for exemplary purposes may be a virus such as "Code
Red," is an intrusion that affects multiple hosts 202 in creating a
distributed denial of service 204 in a host computer 206. Intrusion A is
shown as being detected by a Snort 208, which is an exemplary intrusion
detection system, capable of performing real-time traffic analysis and
packet logging on IP networks. Snort 208 can perform protocol analysis,
content searching/matching and can be used to detect a variety of attacks
and probes, such as buffer overflows, stealth port scans, common gateway
interface (CGI) attacks, server message block (SMB) probes, operating

system (0S) fingerprinting attempts, and the like.
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system (OS) fingerprinting attenpts, and the |ike. WO
2004/ 051441 PCT/ GB2003/005219 5 Intrusion A may al so
WO pooggEr4n response froman intrusion detectiPCI/6BG08/005219
(1DS) 210, which inspects all ¢inbound and outbound
network activity and identifi es suspi ci ous patterns
that may indicate a network or systemattack from.
sonmeone attenpting to break into or 5 conprom se the
syst emnthBS o218 met ebtcetr ivaest aorekrensentrdd 20 igfirehidm
det:@@uoﬁﬁ?y%%@fn @b@m:@ | ShildAt £ ASIe0bs l%.ll\/\m&ﬂnﬁ&ﬂﬁﬂ byjRund

ru3| dentlfled b
nef_%%r ﬁﬁ::rv& ﬁ'\ée‘}%b?leﬁ ﬁgfplelf) % %{Sléote gﬁ%t#(nigldlcate a
negYoRkr opaﬁaas§er@fatttﬁ@< EEap Lﬂoé‘Pone_LGtE?%ﬁtéﬁ? Efsbr?%éfl?f’atoéd
coltyrdmiké USicoByaath 203, 2dthdbtécted| ataetisogn efed 262, which in the

t 1 t 1 io en
) rg%%ﬁc a_n%llaof’g Iﬁ!ﬂglog @ wﬂ@ékpl}saé t§/¥>§ &Ny L’l% g]é?!i t 214

menory event. 220 well as a
1dﬁ%‘i’%ﬁl§§|9¥na’é@€\ﬁfe%@?g Eift CRETS Fﬁ?‘i‘eﬁfbl on A creates a
perineter event 224, .which is detected by firewall 226
as beixage DOiB Bt 86N ANGL RV eBtedBonms phras bahRge@nputer

sybﬁa pag k.l.e.l_tlugg:t%tgg kg;ﬂt_l.ﬂtru-ghgn %ﬁqzz‘s@ac’kﬂt gg’o ﬂn%r@s10n A also

m ssSion co g or ned prot o
Crﬁ%*éﬁ?eﬁ gy, e‘é%ltdéb‘?'cf” ¢eh ?ﬁu%v Patt En2SHSwR BRF %4 memory
evefif 2281 40 wpal s280pdraysnigpndavdoena2p . hemebormrssmog 4 creates

%%19(1%@&5'&@@@{ Whd, 'vyﬂchSiQBe@@Jtte@r@y ff@Eevbaﬂtlr ﬂﬁd Q8 ¥eindOboth a

erring now to Figure 2b, there | S
SCRiNGs PR tpatth 228 12 158 B R8 2 |bﬁf1r1i’fs‘1 B\Peﬁ? d""%fa arrpe bad
patkhkn@en GURr ernsiikgigsi omtrTherohess d)TCR)h@alﬁﬂarFl?‘érHrotOCOl

pahlg;g YshOn g §e§lrytgaal |y unknown. However, since the
intrusion pattern is identical to that of Intrusion A

of Figure 2a, the security admnistrator of the
conmputtans NEDROPAELGER ORI IPHAE LI AAPABY RETiTgetprsned
hedPpPhocadrd €6 QQRInZEud Bagndthee curcremton pirueshofprd Sntdvweion A.

ReP&H 8S owo':coairn.gjugéséb achs bd cfeB?ct?é@inEn r@ﬁ@@élcﬁspath 201 based
Intrusion A Iin a preferred enbodlrren of eoresent

ony {RIEHET Sh SVERSL OF ate W PhBEER T ndté U F & gﬁ‘l SEEq °F the
curespofseuss o Hsadn sl bt edkpegponieeyeta 30casdGeiHragon
pa‘ﬁt&ﬁ denicaht 0dai1ses Winee €ventrZidén Ahe Bigurpt B0 the security

adm:L QS%Q§§OII %f atheD [’:%np?tﬁg: F}Ie%goﬁp %@‘ é&(pu@@f‘ q:lhhﬂ g.zaxshﬁeen 1ntruded

rusron event or ex%%p , SCI‘I:{) rees?onescg1 )48\ 1 east
upﬁﬁfaﬁer%lmﬁ%@‘? PSSy REd Fb FEEFRE RNt FIsAoN
acthatn ithe sowerwrakmiary Thwugdmpdter system and then

di sabling the intrusion. The scripted responses are

de ICt d e T O 5assoc:.a‘e
P 1% a&%‘%@%ﬁ&f%ﬁﬁeﬁ%ﬁﬂ&g{?& Q&ECEM@E RY x3 ted

node, are prefe Ive wi nd
wigh p‘?ﬁ?hu’bo% ElcWEoT TR T9PEPa e urhessE P LEY T EOPea e
assbaiptyd by ol dekiehgoDsethiceaetenre 204 ndbey agiripted Hepsese is a
pr@tscs_cllgl:«la@rcoﬁgﬂgr' Hﬂuﬁ@ﬂéy Gee W :8iSCIphed FESREBRGES, scripted
reﬁP%rfs&. ?%18; 8%029 mlf%l Gad tcfés%gned tgnls%hg’gé Qﬂg intrusion that is
overwhelming the computer system, and then disabling the intrusion. The
scripted responses are depicted associated with each event describing
node, and are preferably in an active window, such as a pop-up window,
that initiates the scripted response simply by clicking on the active
window with a mouse or similar pointing device. While scripted responses
are depicted as single items, in an aiternate preferred embodiment, a list
of multiple suggested scripted responses are depicted and active in one or
all of the nodes in the intrusion path 201. The multiple scripted
responses are preferably depicted with rankings, with one of the scripted

responses having a highest ranking based on historical success using the
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of multiple suggested scripted responses are depicted
and active in one or 40 all of the nodes in the

WO paop0Si4on path 201. The nmultiple scripted reBEDOB2®3/005219
are preferably depicted with rankings, with one of the
scripted responses having a highest ranking based on
hi st ori cal success using the WO 2004/ 051441
PCT/ GB2003/ 005219 6 scripted response, the

scetipted aksponsef theectitticabitynef dheottemusi@ot or sother factors

dquhﬁfr@dnﬁﬁ»d A% éé&r&%ﬁ l&@iniﬂﬁs@géﬂcﬁ* §lﬁérﬁﬁ@{'el\£s@§3ﬂg a risk manager
pr%?{%/reu%pl n9,3 21':3'.81713 J[:mt 1ons prﬁ%r qr &y qjlgﬁtrﬁarﬂgger program

s ons. Orogr
mayefefariiee (hat aéWyl’i“iﬁuF%l%If shat r?ézFa%%fSt T
beC ehénired| ofldtsalanish, Seviee Bhsbeedkodhtigotlaitdsofoweren-gifected

patrlag di_sgh@téogxﬂu@@:k@?s%m nodped faeeied tpanlighed: bigyested

- SO LTSI, sy S0 B DF LS GGESLE

reas O
wopdfiphrt epcayrsrdef agnthe Rb%ﬁe&tb%‘grgéﬁ RERASSs t he
hi ghest suggested response. 10 Note that intrusion
pat hs paed-not 1§§rds%zmﬁa@ﬁé ﬁe@dm&vbgeidtehelcaaeewldrbylde the
L i o et
Thlaﬁt%%S|lén‘éhq15¥}‘é'maa’é‘ér“€15{l?¥”h&ﬁﬁ’éjr“8?s h@?iﬁrﬁ)ﬁﬁﬁaﬁne% r of
ccnhedd liches Usi citeipatitsust dre pagiowr ithy sedniHivs efpings tiRlpr may

1n1@h£ﬁ<aataer@sﬂo§§@%§€ +ihat covel hoSUr ef st a11,f oRGthealidtrimental

ment al 13 ff f the current unknown
eﬁ%ﬁfﬁj& o%‘he IcHrroeng &NB6d ne%%L%]fO%t he present invention,

each scripted response is manually selected by the
secur i 1y cadnmb§ineat oot frbe m@Eshnthddeenyionheachntqigteh response

190%1'511%% sAlLEEDN %&" Me Yec@d180tddrigi sy cbe el @adhefloded in the
ire g TRl G811 Y A Jartn'a%welyt, hi dhest, SUAG9R! 8didrsponse

nodes™i n I NtT ust on,
augenericgédy iimitirtef p dwgéﬁ%ﬁf tSuge esliﬁe@ Urespgnsedor o‘%‘&c o b
rés@ozbée)ctk B02Antfusdons eant destribisd dn tise débvectedt of Figure 3. As

@I@Jda%ybmkasozr I é&u@aag%tﬁ@ealblles eét&%@ctﬂrege@my by a
| ntrusi on accor di to characteristjc

riiskt PYROEH. 8RR eﬁa?eat@FE+ffgsFPc’sntﬁﬁ§l?nn 8?“58%%% own 25
chpaekietrs sbicas cHice ousishermd e Fusth FBRTFETEBH tdFS didyefnclude known
pad:ﬁE@s rgCoi dddevant heer Lmicenationsaf tovaee data harcgieadd actions

k%n sgg%lgeeﬁr ﬁi&v@fpecmrtﬂgt @Jn{pﬁiéic s9§t§[n characteristic of an

|n rusi on, suc scannl n uters
NS 19y e PRt aﬁr%ﬁﬂ&&b’rg 6??@&8&?6&53@ a“a‘éwﬁ’rgoP“u?M‘@“%t
prpepEal MAAL eddogradatddsn emeaPer R%é@@anaﬁdiepr LdQRrftis CFU
uRlgeCoidi 110N sverdde ol oSt idnsev antsimgfrutie evertendf @@ current

1141:%%1%:&2{ gge ac!oﬁlpgloégjﬁiﬁg tl%éé" otth%oQIfl ﬁltkﬁ‘él\&!ﬂ, as described in
| usil

escribed in det er t
blogknifife 4 daﬁtFFﬁfé’Ith‘fnedsaTa(%uear‘sy lg tlfa%% = @é}? bl 306, as
torreetier 8 m:eedqmremmdq@érmté@moégw@fonc%‘fﬁ%nn%%fénfre found in
bdtadese apend@uBtridit haihsidie ahakihewmonr Lsrbricely gsimsion.

Th%@dlsg h%hgnﬂ'}@ugiﬂ B&%lﬁ%k 'cﬂit LHS 11Q8wn a-HaaEur‘r%nttlthrus:.ons are
I nt ru3| on_pat h <nown_and _current intrusions

cog}pére If the kn wn past and own current rusions

significant number of common event nodes, then scripted responses for all

nodes are automatically run, as described for block 310. If there are not

enough common event nodes between the known and unknown intrusions, then

the security administrator is prompted to manually select a scripted

response for each event node.
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35 conpared. If the known past and unknown current

i ntrusions have a significant nunber of commobn event
wmowems14shen scripted responses for all nodespP@r/6B2003/005219

automatically run, as described for block 310. If

there are not enough comon event nodes between the

known and unknown intrusions, then the security

adm nistrator is pronpted to nanually select a

scri ptég dé-eratporise forueashiiealdmyt rpdél sgpipted responses can
214004 Qééé%&n@@ﬂy@&%ﬁ/ R052dfent7 pThE-aflede thk Natootert @ystem

%tc maLi call M&Ql@r}g té%éte%ﬁqlef gshonses, %aaomﬁllé O REonse

managenent  program on

Shet%h%@@ewvg¥% N
detletmeimpe NEhathgitch enreantain omat e iseshenieowns byt fheation tvpe,

ora€k 'Mﬁ%owﬁ%ev%%ﬁ@'tﬁat idoulldd Q:aﬁls@ kthﬁa&&g&mémstlamogi‘ afesh, an

_au%Pmaet:L% gc]:rqegeé r%is/ ér&% 1%5%; 'io%nln E‘_Lﬁé{?' of‘n' p9£fe@rg@%odlment

frcati nown severity

CheoRFETERISE Tife 16 Srlénsﬁfsf“@?ﬁhteg ErEsA, Seé’ﬁ““aﬁﬁt"én%ﬁ gesults of
a scrigeddraspsponseTimy ibe d BEvemat dutrushom isr pdtethedgto a scripted

re%ﬂ@!%@ AR may th®eSeWRkbiy ibaddeni tHd ldﬁs’st(&h i Sudibe hedemptively
brlnglng dgwenv.e?rhl%%% QE ghlge &%ﬂl t1§.1t0fche %e@&té ﬁ ?Qct ma; be justified

, a severe intrusion Is i
du&:w pederee e’?ﬁl‘:}ﬁ%é’ft R iRB§siat ey §%%é’ggeﬁfﬁ %a%h the

intchesiopshamcassrch as preenptively bringing down a part
of the system but the severe inpact may be justified

due tq th%ﬁ?‘,’e{f At e rs?atnafg@&eatnm@amnhaasnQe&meagned to

pot entl afL I ntrusi on na

P A TRB4, Tk HATEREE TTBGREn hAS fk?éeﬁhed§§‘ﬁ‘¢11?1lr£éf fphaserator
tounderostiaim likelly thebeexpebingdthads pbarsdicinre dpprge hg done to the
sy%%@fh' el ¥r 8 GAE NHeStif B0 Bami sk £8R@NEedpBnlis K@hyaitembeis @cripted

regg?lgset h%t eSIS%tlE.EQC{]t E’ﬁ%g;ge' %.fdgrl%rngcﬁllgg 1%&@&1 path has

ecurity ‘adm ni strator respon

higEPORLIC KOH etk TESHONRe Iy B AP b e Foponees 2
sikhk&wiese, numben gfatinesull@r onhy rarsebn Yhae itheasisip management
prdb S0 ke Al e ¥mi @ THl 18 dnk i L6e61HduBDor0ofSPRCEELted responses

ba%%iﬁ'd%t%gl %§Q€ es a significant nunber of times (or
once en the risk managenent program can

automatl cally initiate execution of the scripted
r esporsesddiidse d-conotrivng evengt prterns, |39 atldistrared dn Figures 2a

an@loggggn@iﬁgignQQAtﬂsngﬁSfe @@n'ah:{lﬂé‘st radedihs mﬁhgbﬁa&ﬂwﬁqu in a

rusl ons_.al.s S| n ure a

haﬁg F%pciqr?g"_g :Lshg V\%Fe top%lﬁge% : Sncgaf i%vgt%ggﬁ Q‘g 'i:here is
depdfeade heedvwagey ttl'@.tppq}upg Ffect ¥ Ty 1n83étﬁlefledm 1ntrus:|.on path
aobar chwakeriddain ey bheyuatfiecbeld ypraerddnbexesi, obdendnfied hardware

to%@i%g@s nabg%ﬁ)teéogstleg%'tf i@%fhf@cgé&ebf/']glﬂgﬁsn.w §0|é§l3scr1bed

oxes denti fi ed . hardware %maf’

OB fptt 5?9‘5?3?%m TRt Igt“é‘fsfl%t}\e&a%ffes a rusi orf9 An ba Anterprises
ccajleg’gem bestemab oing rpmetFkfRr eh2gh 1‘th|:§fec|tﬁeg1 r]:lysp.o}pclg(l area network

IBRYSL 208N AR | {02y IME AN N S€504 GOEPIFFeEtSY SEerirs 406,
pﬁl{g%}r n%)méu e‘l:s\l\ﬁ3 Qh |4%8a£:rfdeg£terqlsg¥n Qieltggt%.lonagfﬁem (IDS)
hardware 410. Within servers 406 is an affected web server 416, whose
portal B 418 is also affected by Intrusion A. Similarly, all PC's running
Windows® based operating systems are affected and shown as Windows® based
414 PC's. Likewise, IDS hardware 410 running Snort enabled hardware 412
registers an event that Intrusion A has been detected. Thus, the hardware
shows a signature intrusion pattern in a manner analogous to that of the

intrusion event intrusion pattern described above with Figures 2a and 2b.
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(LAN) A 404 in intranet 402. Wthin LAN A 404 are

af fected servers 406, personal conputers (PC s) 408
wa@ea4iost4nusi on detection system (1 DS) 35 har dweeBEGB1@®3/005219

Wthin servers 406 is an affegted web server 416,

whose portal B 418 is also affected by intrusion A

Simlarly, all PCs running Wndows(r) based

operating systens are affected and shown as W ndows(r)

based wi4l 4 PErance h&ewiosBigurBAharrdediegddh® Fopmicgy intrusion
pa§H Ofoly géﬁb‘,ltg dtl'ﬁl%r Sé{\@c%ﬁn 412 sed Qﬂ'l ﬁ&&%l&[‘ AeV Efftent Q adurrent

Intrusion A h been detected. Thu 5 aggern Le Szhown b
UNERSRs lat%isgﬂ%ﬁffar? FEVUY 6nSH%t f”érsnl T35 Pg Y
haadedregous Loy timgrusifont prth #Atr G8F oTPCEYERL aﬁmqﬂ%%ﬁ@r responds
inPati-2hBr descidbed abkeveertBedirgures 2acAmsdo? kvedDintrusion

,pa,%QQr‘H 9%&441 ISEQ 03,9952, 3 1§ W Bamia%e%%wgwlhemsmn

ur € 4b, ehar war e t opo |ntru3|on ’%‘1 g
page p4°&t énqlw&?S F& peTerieses é&tb‘gﬁ MRS FEH2AR 5ﬁ“ap <
respssent) , whketowmei atalluséen tocdwes demei Hepdaakaree iprdescribing

F:.ﬁ'lz:{"@é 3L fHat ber nAQSWJ.StIROMJQYed %&Q&Yﬂsfa@ i&:p(ih&g.}élon events, the
I ntrusi on gath urlt adm ni

o SRS AeRren 4 i §Eihare el Flszyeiop, pesn 402
mayHee ispbgulsicorpedeptctief: rars F“é?ﬂ be. patisér pf AHEYRStefheripted
re8p&itc8y 8fticAO i s tdieffmbdwadc@rtd palcbgyhaitng riishest scripted
reBQ&Jk 99' ald@gézﬂgés ai@leaééﬁgalt@& %sﬁ&ﬁée\éeméﬁ} RAOW itiated manually
cont ai nij ag scrip res%lrl é‘g) vx%a%hdare @Iagggg%or
oTy FIEPFEE TS T Belaarﬁ’%v 3R &P BIFg ST gur es and
inRhusifg eWenly Sxirupted PRERHonses for intrusion events,
the 10 scripted responses described in the hardware

gOpm %&éwﬁﬁ! LHS i &%pﬂ@gah. éps]pl@yo@@n\@fdﬁblh HvienBS described and
epl clt e

a_list est ed [
dePé%ﬁf’én%%%ve Wh"rhc%"?‘f%et 2f NSy g%er abt Yy sedr g‘ sﬁgc %%? hng Urneve
inhighest sod ptede Fdsmpoemle tP sP@(W@% a\‘-ﬁlédsecFﬁétlé @@ﬁ“b‘tlé&rat"r
inkE8SRRAEE SonMBYw he t&ddobhated thranumalktsionor Whatohmt i€atteyknown and

unhcgov\% TRONES ox@@q}agg%%eggaltnhﬁ&nﬂgsgf 'Jaﬁgor%a@t/f‘esf eh t]lélr

I'ALT.UST 6N event i ntrys raphica
Ingragicry P Sy n‘f%§?‘6‘ff1§¥e?ﬁ3t“§nb%t§§?% ] y Tit cfttlateq ? ed" Bbe chat
widbowerewnedt, Figuroe 24 .anfl s, d¢ﬁ¢tl¥f‘a%ﬁaéne%ﬁ(ﬁcﬁ§ ‘bﬁf tR‘ﬁ(ﬁ}\Hrent
un@Asinkaawaoni Nt rusi ons need not be identical to

provide the security adm nistrator 20 information on

how to respond to the intr That is, .if.the

and  UMMenBVIPERt FESPYHE %%\ljc al%térFl aih mﬁ%n_]%eeﬁ n%%a'%@&% the
segorron afiiniesratert idiher 1arelUgiBnT fRACRSY- tlﬁer%gé’e{i?‘?tt;? a
noR@ d2itS bt At G6r NERYmbIH,t kAt ecauriaspofsieistiattor widy recrige a

no@?:t.cattl.fm rb%t aaéell'luﬂ{r E)Hgnéj %ﬁ:r% Bﬁé‘i d@&ft?é@.t ssofsthhe (PDA)

current unknown i ntr

scr.l ted
1ntf8r1{uﬁ]g }ll?ﬁ ro S*i‘_l'ben 1%39156.8n %vefnl at e bsecuﬁp Pn%%??ét%r may then
acadvits seraterall chethd é@@gtﬁidolfeSP@lﬁ%ﬁSeﬁiﬁctFﬁnF@é&%sr%fe clicking
ant Onterapoivd wEaddwoin dher PExasptie thbhbheheetamitt ys recognized by a

ri@grﬁﬂaégrﬁékofnréﬁ&nrﬁeitﬂg @mputer system to initiate the requested

scripted response(s).

The preferred embodiment described above presents a method and
means for creating and graphically representing an intrusion pattern of a
known intrusion for comparison to an current intrusion, which may be known
or unknown by the risk management program of the computer system. After
the current intrusion is identified according to its sigmature intrusion
path which is graphically represented, scripted responses are initiated to

respond to and control the intrusion. The scripted responses may be based
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15

segikgf

notification on a cellular phone or personal digital

assi stant (PDA) 30 inform ng her of the intrusion
we@ansi4dhe security adm nistrator nay then arCT/GB2@3/005219

some or all of the scripted rgsponses electronically

by clicking an interactive wndow in the PDA, such

that the input is recognized by a risk managenent

program for the conputer systemto initiate the
onretesied dser ifpt eder esponsefrsyio35 Tiwe kpeef enfeghrrent

m@fﬁéclgﬁm& Q@%ﬁé' led abqverdgsentng sudRtbedl safthted responses

for_creating .and gra hi_cal | e septi;ng, e event or
ar?a rﬁrlaalg‘:}rcgﬁ }sa?utgg?%igegf 1% a%Eoglatlo m¥.t£ :Pom% %? Clg?rpgglhson t

har@vegn maflesert thAtIESHBIPR AR ﬁfﬁweeebﬁk ﬁBWHrESFnt intrusion.
Thi NkRe¥tedYeidtskimly ranagenrt cipricgr fon ehch yegbfipatierre node
inS¥al € ruég.gr? a%g td}emgyﬁogeéﬁos'eﬂtfx%ﬁd QNLilss éﬂ&ﬁhkéd edggested
accor %ﬁ% £0 1 ts signature intrusion path which is
fi TEPPY*F%pr esent ed, scripted responses are
initiated to respond to and control the intrusion.
The scrbgpiad deSpomnsEanamynbeohabebrAb2004 85 4gdnt can be

de Qﬂ;lrgﬁ%O 3/ &)aqu ;tgora%e O&Stﬂbﬁ tr b&@utéﬁt S'S/sft@(ﬁ tihea kR@wety of

t - 1ca e
i o rg%%%lggrmeuqxﬁ é.ﬁP 1nclccli|er,rentt:h nirnﬁscEQPén MBYnRE1tabl

stpﬂeassy@om%@@ (arce 6?”&19?1‘9 cmqua%kfg@%%&a@a If‘eﬁil&sé%é”l -at i orrRY
divkddtes a-dodisxl Brife,t hendéveitte OP-RONar ektdicel medes) 4 gnd

’ com%1 IO F kS ﬁ\Qcﬂap ath-ratkf %&nﬁ@: Y ahdaet élﬂSl{cﬁi@t nétoEks i@Pluding

- The sc ed. response b computer
Etg%&nﬁatev e’fﬁl{: h J,rgawarbea Ogemegaay l?en c‘gl:{}%ln% SP%SSdm%f put

repdabliselnaTaaer onrf otha PJr%GFto‘fe‘:Flaﬁkfé’&CEt@tfegf etd“e present

ins&fdiph £ d-epespnnsebterPaviyraambadehéntisngt fanechiensst ofnvepelon.
preferred enbodi nent can be 10 delivered to a data
storage systemor conputer systemvia a variety of
signal -bearing nmedia, which include, wthout
limtation, non-witable storage nedia (e.g. CD-ROM,
witable storage nedia (e.g. a floppy diskette, hard
disk drive, read/ wite CD-ROM optical nedia), and
comuni cation nedia, such as conputer and tel ephone
networ ks including 15 Ethernet. Such signal -bearing
medi a, when carrying or encodi ng conputer readable
i nstructions that direct nethod functions of the
present invention, represent alternative enbodi nents
of the present invention. WO 2004/ 051441
PCT/ GB2003/ 005219 10 CLAIM5 1. A nethod for managi ng
an intrusion on a conputer, the nethod conprising: 5
graphically representing an intrusion path of a known
i ntrusion, the
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-graphi cal representation including a scripted
response at a node in the intrusion path; matching a
W@ aooest44i nt rusi on of the conputer to the grapPCT/&B2003/005219
representation of the known intyusion according to at
| east one common 10 feature in the intrusion path of
the known intrusion and the current intrusion; and
responsive to the matching of the known intrusion and
the current intrusion, initEeHIMEg the scripted
response, which is capable of responding to the

curr§nt tr L9 2. .The nethod of claiml
wher i n tﬁe %%‘rd%%bﬁmﬁﬁ%?%rn MM HEERY Yo TRPPEE ofPe method

CEPAEEY:3. The nmethod of claim 1, wherein the
i nt r gsaphh cpEivt eeprdssnbiagesn 20r-harcdvwedteh bOpOlkagyn intrusion, the

_g@etﬁh@@&le erﬁ/esteﬂeaikl%g\/\@ndlﬂhiﬂé 1208er bred NRsBBANOE: Of Hoge in the

iehaim L, @Qereln t he scrlpted response for the
current *Mntrusion is based on historical data for the
knowrr i RERQIS] SRTTent BN usipRe ofptifo OBFUtEK afnthe graphical
rédnteberatc Nt shaghoautianaidioal dgcopetdprni 419 lkh€: one common

fé@hbedmdgﬁg rinbedkiich Gl Bt leACRAAl A rk@oPR8a0e Brrent
lI{e,u%ecte response tinme for manually initiating the

SCriptéd response; a severity of the current
i nt rJE@PGHSl‘Wh &p éihﬁ FHebing i95t &8 resPo igerugipngpnd the current

irgevefdd,y itvekimpphepidrapeed eesidieesentchtis ebpdlile of

r&bh&My b NMnkUSEARne 3R -Asfdppe cl assification of the
current intrusion. 35 6. A systemfor managing an

intrusion on a conputer, the system conprising: means

for #r aphTheaPpihade pf @At Ing "APFIint Fits LBR-YSAPE Rttt 45 based
ok dowrusiontewesion, the graphical representation

including a scripted response at a 40 node in the

I ntrusi onTipahbthd@eansclban IatBéidlg ehe UREARE oh Ndatti8i0Ns based

haefdwgltge 605 L AR Ldh ey gﬂeaﬁmbmlm@&rl%ﬁent ation of
t he known intrusion accordlng to at | east one common

feawre | d Decddit bHSIQ8;, pat thi%hgbég%%fﬁt FHURLOLL for tne

the current I ntrusion;

cqggﬁ??ﬂéﬁﬁfﬁﬁ3965ﬁfl@asﬁﬁ_On historical data for the known intrusion..

5. The method of claim 1, furthervcomprising:

automatically performing the method described in claim 1 according
to one of:

an expected response time for manually initiating the scripted
response;

a severity of the current intrusion, wherein the scripted response
is at a severity level appropriate to. the severity of the current
intrusion; and

a type classification of the current intrusion.

6. A system for managing an intrusion on a computer, the system
comprising:

means for graphically representing an intrusion pattern of a known
intrusion, the graphical representation including a scripted response at a
node in the intrusion path;

means for matching a current intrusion of the computer to the
graphical representation of the known intrusion according to at least one
common feature in the intrusion path of the known intrusion and the

current intrusion; and
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means for initiating a scripted response for the

current intrusion according to the matching of the
wopamnsigmt r usi on and the current intrusion. 5PGT/GBR@®3/005219

system of claim®6, wherein t intrusion pattern is

based on a hardware topol ogy affected by the known

intrusion. 8. The system of claim6, wherein the

scripted response for the current intrusion is based

on histdrrcgalnidabaideor ddrepkaDwaspanbe uironhe ch@rért Therusion

: f . i tHEr LCQAPE A ShRYon BBANSd efirrent

?cg%%dgﬁg‘?ocgﬁ%;}ﬁag]g%%% %’En‘g&t he nmet hod described in claim
1n§51sigRecording to one of: 15 an expected response tine

for manually initiating the scripted response; .

sevdrity Toe THREBUT ERELT At r‘ﬂ’selrS%,‘ tgfzﬁe”rnelrlSlt%ﬂe"“:"_’Uéjltem is based
onSg Maptetker espdose afifeceed v stheekiqwr Lev@isieppropri at e

to the severity of the current intrusion; and 20 a

type.cl agakf i eakhost oflatthé, caereint thatsardpesd regeonge for the
cubPORUL £ Jdsablie BRiUB: fakt6RNAYI M adford RhE UGican Oitrasion.

conputer, the conputer usable nmedi umconprising: 25

comput er program code for graphically representing an

I Nt rUS| OmeP@fdrehNoDiclaik BOWLHAthtE usnpisihbe graphi cal

r eprm%%r?sn t oE:I Qlﬂ:okmg\giééqll{;gpe@foﬁﬁﬁbp{@mé@&)@o@&ﬁbe@ in claim 15

node Tn the irntrusion path; conputer program code for
achfERENE® &°€Utfent intrusion of the conmputer to the

gr aphi eadectepreseoms tome Gbr tirauRhonAn] HEERy dhe scripted
re@6&Rding 30 to at |east one comon feature in the

I nt raugleggri%at% %Betgh%r@@%tfﬁgﬂ,s'v@l@ré“ﬁp.thges_&ﬁ!ﬁieﬁﬁ&esponse
_intrusron; an conput er program code fog |@|éﬂeatc{lﬁgm@
issel i FRFETFEEpHITSE FRAOPHE Sctht %ﬁtsﬁvﬁﬁ Usi’on-accord ng
inteudilee; metnéhi ng of the known intrusion and the

CUr r£plpd RLELSIARat 3R of the current intrusion.

10. A computer usable medium for managing an intrusion on a

. computer, the computer usable medium comprising:

computer program code for graphically representing an intrusion
pattern of a known intrusion, the graphical representation including a
scripted response at a node in the intrusion path;

computer program code for matching a current intrusion of the
computer to the graphical representation of the known intrusion according
to at least one common feature in the intrusion path of the known
intrusion and the current intrusion; and

computer program code for initiating a scripted response for the
current intrusion according to the matching of the known intrusion and the

current intrusion.



