CLAIMS:

1. A computer-implemented method for verifying authorisation of a transaction, said

method comprising the steps of:

receiving a request to process an electronic transaction for a predetermined amgtint of
money, said request comprising data identifying a particular financial instrument;

dividing the predetermined amount into a plurality of charges;

causing said financial instrument to be debited with each of said pluralify of charges;

receiving information relating to said plurality of charges from the ofiginator of said
request; and

verifying said transaction only if said information is correct.

2 The computer-implemented method of claim 1, wherein the sum of said plurality of

charges is equal to said predetermined amount of money.

3. The computer-implemented method of claim 1 of 2, wherein said plurality of charges

comprises two charges.

4. The computer-implemented method of glaim 1, 2 or 3, wherein said financial

instrument comprises a credit card.

S The computer-implemented method of claim 1, 2 or 3, wherein said financial
instrument comprises one of the groyp of financial instruments consisting of:

a credit card;

a debit card;

a charge card;

a store card;

a direct debit facility; and

7. The computer-implemented method of any one of the preceding claims, wherein said

inférmation comprises the number of said plurality of charges.
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8. A computer system for verifying authorisation of a transaction, said computer system
comprising:
a memory for storing data and program instructions; and
at least one processor coupled to said memory, said at least one processor prograpfmed
to:
receive a request to process an electronic transaction for a predetermined ampount of
money, said request comprising data identifying a particular financial instrument;
divide the predetermined amount into a plurality of charges;
cause said financial instrument to be debited with each of said plurdlity of charges;
receive information relating to said plurality of charges from thg/originator of said
request; and
verify said transaction only if said information is correct.
9. The computer system according to claim 8, wherein/the sum of said plurality of charges

is equal to said predetermined amount of money.

10. The computer system of claim 8 or 9, whergin said plurality of charges comprises two
charges.
11. The computer system of claim 8, Yor 10, wherein said financial instrument comprises a

credit card.

12. The computer system of glaim 8, 9 or 10, wherein said financial instrument comprises
one of the group of financial ingtruments consisting of’
a credit card;

a debit card;

13. The computer system of any one of claims 8 to 12, wherein said at least one processor

is ppogrammed to confirm the amount of each of said plurality of charges.

14.
is programmed to confirm the number of said plurality of charges.
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15. A computer program product comprising a computer readable medium comprising a
computer program recorded therein for verifying authorisation of a transaction, said compute
program product comprising:

computer program code means for receiving a request to process an electronic
transaction for a predetermined amount of money, said request comprising data identitying a
particular financial instrument;

computer program code means for dividing the predetermined amount/nto a plurality

of charges;

computer program code means for causing said financial instrumént to be debited with

each of said plurality of charges;

computer program code means for receiving information refating to said plurality of

charges from the originator of said request; and

computer program code means for verifying said tranéaction only if said information is

correct.

16. The computer program product according to£laim 15, further comprising computer
program code means for determining said plurality/of charges such that the sum of said plurality

of charges is equal to said predetermined amoupf of money.

17. The computer program product aécording to claim 15 or 16, wherein said plurality of

charges comprises two charges.

18. The computer program pfoduct according to claim 15, 16 or 17, wherein said financial

instrument comprises a credit gard.

19. The computer piogram product according to claim 15, 16 or 17, wherein said financial
instrument comprises/One of the group of financial instruments consisting of:
a credit cafd;

a debitCard;
a/Store card;

a direct debit facility; and

a bank account.
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20. The computer program product according to any one of claims 15 to 19, wherein said

information comprises confirmation of the amount of each of said plurality of charges.

21. The computer program product according to any one of claims 15 to 20, whereir

information comprises confirmation of the number of said charges.

22. The method of any one of claims 1 to 7, comprising the further steps of:
storing said plurality of charges; and
comparing said information received from the originator of said request to said stored

plurality of charges to determine whether said information received fromy'the originator of said

request is correct.
23. The computer system of any one of claims 8 to 14, wherein said at least one processor
is further programmed to:

store said plurality of charges; and

compare said information received from the originator of said request to said stored
plurality of charges to determine whether said inforpation received from the originator of said
request is correct.
24. The computer program product acgording to any one of claims 15 to 21, further
comprising:

computer program code meafis for storing said plurality of charges; and
computer program code deans for comparing said information received from the
originator of said request to said stored plurality of charges to determine whether said

information received from the originator of said request is correct.

25. A computer-igdplemented method for verifying transactions, said method comprising

the steps of:
receiving a request to verify an electronic transaction for a predetermined amount of

money;
1ding said predetermined amount into a plurality of charges;
providing said plurality of charges to facilitate debiting of said financial instrument
ach of said plurality of charges;

receiving information relating to said plurality of charges, said information originating
from a user of said financial instrument after said plurality of charges has been debited to said
financial instrument; and
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verifying said transaction only if said received information is correct.

26. The computer-implemented method of claim 25, wherein the sum of said plurality of

charges is equal to said predetermined amount of money.

27. The computer-implemented method of claim 25 or 26, wherein said plurality of charges

comprises two charges.
28. The computer-implemented method of claim 25, 26 or 27, wherein said financial
instrument comprises one of the group consisting of:

a credit card;

a debit card;

a charge card;

a store card;

a bank account; and

a direct debit account facility.

29. The computer-implemented method of any ong’of claims 25 to 28, wherein said
information relating to said plurality of charges comprises one or more of the group consisting
of: , /

the amount of each of said plurality of charges; and

the number of said plurality of 7lmgcs.

30. The computer-implementgd method of any one of claims 25 to 29, comprising the
further steps of:
storing information felating to said plurality of charges; and

comparing said réceived information to said stored information.

31. The compyfer-implemented method of any one of claims 25 to 30, wherein the party
performing the cgmputer-implemented method is provided with insufficient information to

enable identifiCation of said financial instrument.

32.

furthér step of storing a currency exchange rate associated with said transaction.

he computer-implemented method of any one of claims 25 to 31, comprising the
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33. A computer system for verifying transactions, said computer system comprising:
a memory for storing data and program instructions; and

at least one processor coupled to said memory, said at least one processor programm

to:
receive a request to verify an electronic transaction for a predetermined amount

money;

divide said predetermined amount into a plurality of charges;

provide said plurality of charges to facilitate debiting of said financial igdtrument with
each of said plurality of charges;

receive information relating to said plurality of charges, said inforpiation originating
from a user of said financial instrument after said plurality of charges hag been debited to said
financial instrument; and

verify said transaction only if said received information is/correct.

34, The computer system of claim 33, wherein the sum gf said plurality of charges is equal

to said predetermined amount of money.

35. The computer system of claim 33 or 34, whérein said plurality of charges comprises

two charges.

36. The computer system of claim 33, 34 or 35, wherein said financial instrument
comprises one of the group consisting of?

a credit card;

a debit card;

a charge card;

a store card,

a bank account;

a direct debit gécount facility.

37. The compugr system of any one of claims 33 to 36, wherein said information relating to
said plurality gf charges comprises one or more of the group consisting of:
the amount of each of said plurality of charges; and

number of said plurality of charges.
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38. The computer system of any one of claims 33 to 37, wherein said at least one processor
is further programmed to:
store information relating to said plurality of charges; and

compare said received information to said stored information.

39. The computer system of any one of claims 33 to 38, wherein the party perfofming the

computer-implemented method is provided with insufficient information to enablé identification
of said financial instrument.
40. The computer system of any one of claims 33 to 39, wherein saitl at least one processor

is further programmed to store a currency exchange rate associated with said transaction.

41. A computer program product comprising a computer r¢adable medium comprising a

computer program recorded therein for verifying transactiong, said computer program product

comprising:

computer program code means for receiving g/request to verify an electronic transaction
for a predetermined amount of money;

computer program code means for diviging said predetermined amount into a plurality
of charges;

computer program code means fop’providing said plurality of charges to facilitate
debiting of said financial instrument wih each of said plurality of charges;
computer program code means for receiving information relating to said plurality of
charges, said information originatihg from a user of said financial instrument after said plurality
of charges has been debited to gaid financial instrument; and

computer program ode means for verifying said transaction only if said received

information is correct.

42, The comppter program product of claim 41, wherein the sum of said plurality of

charges is equalAo said predetermined amount of money.

43.

compriges two charges.

e computer program product of claim 41 or 42, wherein said plurality of charges

The computer program product of claim 41, 42 or 43, wherein said financial instrument
comprises one of the group consisting of:
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a credit card;

a debit card;

a charge card;

a store card,

a bank account; and

a direct debit account facility.
45. The computer program product of any one of claims 41 to 44, wherein said information
relating to said plurality of charges comprises one or more of the group consigting of:

the amount of each of said plurality of charges; and

the number of said plurality of charges.

46. The computer program product of any one of claims 41 tg 45, further comprising:
computer program code means for storing information/elating to said plurality of
charges; and
computer program code means for comparing sajd received information to said stored

information.

47, The computer program product of any ogfe of claims 41 to 46, wherein the party
performing the computer-implemented methog/is provided with insufficient information to
enable identification of said financial instrupient.

48. The computer program prodyét of any one of claims 41 to 47, further comprising
computer program code means for gtoring a currency exchange rate associated with said

transaction.

49, The computer-implemented method of any one of claims 1 to 7, 22, and 25 to 32,
wherein said received jnformation comprises a plurality of values each modified by a single
currency exchange rdte, and said method comprises the further steps of:

convertipg each of said plurality of charges to a respective charge ratio by dividing each
of charges by the predetermined amount;
stoping each of said charge ratios;
onverting each of said received plurality of values to a respective value ratio by
dividipg each of said plurality of values by the sum of said plurality of values;

comparing each of said value ratios to said stored charge ratios; and
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verifying said transaction if each of said value ratios matches a respective stored charge

ratio within a predefined margin of error.

50. The computer system of any one of claims 8 to 14, 23, and 33 to 40, wherein sai
received information comprises a plurality of values each modified by a single currenc
exchange rate, and said at least one processor is further programmed to:

convert each of said plurality of charges to a respective charge ratio by di#iding each of
said plurality of charges by the predetermined amount;

store each of said charge ratios;

convert each of said received plurality of values to a respective yalue ratio by dividing
each of said plurality of values by the sum of said plurality of values;

compare each of said value ratios to said stored charge ratigs; and

verify said transaction if each of said value ratios matchés a respective stored charge

ratio within a predefined margin of error.

51. The computer program product according to any one of claims 15 to 21, 24, and 41 to
48, wherein said received information comprises a plurality of values each modified by a single
currency exchange rate, and said computer prograpf product further comprises:

computer program code means for conyerting each of said plurality of charges to a
respective charge ratio by dividing each of said plurality of charges by the predetermined
amount;

computer program code meang/for storing each of said charge ratios;

computer program code megns for converting each of said received plurality of values
to a respective value ratio by dividing each of said plurality of values by the sum of said
plurality of values;

computer program gode means for comparing each of said value ratios to said stored
charge ratios; and

computer program code means for verifying said transaction if each of said value ratios

matches a respectivg stored charge ratio within a predefined margin of error.
52. A copiputer-implemented method of any one of claims 1 to 7, 22, 25 to 32 and 49,

wherein vepifying comprises verifying an electronic signature associated with a contract or

record as$ociated with said transaction.
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53. A computer implemented method of any one of claims 1 to 7, 22, 25 to 32 and 49,
wherein verifying said information comprises the amount of each of said plurality of charges

that represent one time keys.

54, A computer-implemented method of any one of claims 1 to 7, 22, 25 to 32 and 49,

wherein the method is applied to individual transactions.




CLAIMS:

1. A computer-implemented method for verifying authorisation of a transaction, said
method comprising the steps of:

receiving'a request to process an electronic transaction for a predetermined amount of
money, said request comprising data identifying a particular financial instrument;

dividing the predetermined amount into a plurality of charges;

causing said financial instrument to be debited with each of said plurality of charges;

receiving information relating to said plurality of charges from the originator of sai'd
request; and

verifying said transaction only if said information is correct.

2. The computer-implemented method of claim 1, wherein the sum of said plurality of

charges is equal to said predetermined amount of money.

3. . The computer-implemented method of claim 1, wherein said plurality of charges

compnses two charges.

4, The computer-imiplemented method of claim 1, wherein said financial instrument

comprises a credit card.

5. The computer-implemented method of claim 1, wherein sa1d ﬁnanclal instrument
comprises one of the group of ﬁnanclal instruments consisting of’

a credit card;

a-debit card;

a charge card,

a store card,

- a direct debit facility; and
a bank account..

6. The computer-implemented method of claim 1, wherein said information comprises the

amount of each of said plurality of charges.

7. The computer-implemented method of claim 1, wherein said information comprises the

number of said plurality of charges.
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"8 T A computer system for verifying authorisation of a transaction, said computer system
- comprising; '
a memory for storing data and program. instructions; and
at least one processor coupled to said memory, said at least one processor programmed
to:
receive a request to process an electronic transaction for a predetermined amount of
money, said request comprising data identifying a particular financial instrument;
divide the predetermined amount into a plurality of charges;
cause said financial instrument to be debited with each of said plurality of charges;
receive information relating to said plurality of charges from the originator of said request; and

verify said transaction only if said information is correct.

9. The computer sjst_em according to claim 8, wherein the sum of said plurality of charges

' is equal to said predetermined amount of money.

10. The computer system of claim 8, wherein said plurality of charges comprises two
charges.

11. The computer system of claim 8, wherein said financial instrument comprises a credit
card. ' ' '

12. The computer system of claim 8, wherein said financial instrument comprises one of the

group of financial instruments consisting of’
a credit card,
a debit card;
a charge card;
a store card;
a direct debit facility; and
a bank account..

13. The computer system of claim 8, wherein said at least one processor is programmed to

confirm the amount of each of said plurality of charges.

14, The computer system of claim 8, wherein said at least one processor is programmed to

confirm the number of said plurality of charges.
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15. A computer program product comprisinig a computer readable medium comprising a
computer program recorded therein for verifying authorisation of a transaction, said computer
program product comprising;

computer program code means for receiving a request to process an electronic
transaction for a predetermined amount of money, said request comprising data identifying a
particular financial instrument;

~ computer program code means for dividing the predetermined amount into a plurality of

charges;

_computer program code means for causing said financial instrument to be debited with
each of said plurality of charges; .

computer program code means for receiving information relating to said plurality of
charges from the originator of said request; and _

computer program code means for verifying said transaction only if said information is

correct.

16. The computer program product according to claim 15, further comprising computer -
program code means for determining said plurality of charges such that the sum of said plurality

of charges is equal to said predetermined amount of money.

17. The computer program product according to claim 15, wherein said plurality of charges

comprises two charges.

18. The computer program product according to claim 15, wherein said financial instrument

comprises a credit card.

19. The computer program product according to claim 15, wherein said financial instrument
comprises one of the group of financial instruments consisting of:

a credit card; '

a debit card;

a charge card;

a store card,

a direct debit facility; and

a bank account..
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20. The computer program product according to claim 15, wherein said information

' corqp'rises confirmation of the amount of each of said plurality of charges.

21. The computer program product according to claim 15, wherein said information

comprises confirmation of the number of said charges.

22, The method of claim 1, comprising the further steps of:

storing said plurality of charges; and

comparing said information received from the originator of said request to said stored
plurality of charges to determine whether said information received from the originator of said

request is correct.

23. The computer system of claim 8, wherein said at least one processor is further
programmed to: . . ' )

store said plurality of charges; and

compare said information received from the originator of said request to said stored
plurality of charges to determine whether said information received from the originator of said

request is correct,

24, The computer program product according to claim 13, further comprising:
computer program code means for storing said plurality of charges; and
computer program code means for comparing said information received from the

oriéinator of said request to said stored plurality of charges to determine whether said

information received from the originator of said request is correct.

25. A computer-implemented method for verifying transactions, said method comprising
the steps of:
' receiving a request to verify an electronic transaction for a predetermined amount of
money;
' dividing said predetermined amount into a plurality of charges;

providing said plurality of charges to facilitate debiting of said financial instrument with
each of said plurality of charges;

réceiving information relating to said plurality of charges, said information originating
from a user of said financial instrument after said plurality of charges has been debited to said
financial instrument; and |

verifying said transaction only if said received information is correct.

34



. 26. . The computer-implemented method of claim 25, wherein the sum of said plurality of

charges is équal to said predetermined amount of ‘money.

27. The computer-implemented method of claim 25, wherein said plurality of charges

comprises two charges.

28. The computer-implemented method of claim 25, wherein said financial instrument
comprises one of the group consisting of?:

a credit card;

a debit card,;

a charge card,;

a store card;

a bank account, and

a direct debit account facility.

29. The computer-implemented method of claim 25, wherein said information relating to said -
plurality of charges comprises one or more of the group consisting of:
the amount of each of said plurality of charges; and

the number of said plurality of charges.

30, The computer-implemented method of claim 25, comprising the further steps of:
storing information relating to said plurality of charges; and '

comparing said received information to said stored information.

31, 'The computer-implemented method of claim 25, wherein the party performing the
comiputer-implemented methiod is provided with insufficient information to enable identification

of said financial instrument.

32, The computer-implemented method of claim 25, comprising the further step of storing a

currency exchange rate associated with said transaction.

33. A computer system for verifying transactions, said computer system comprising:
a memory for storing data and program inétructions; and
at least one processor coupled to said memory, said at least one processor programmed

to:
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receive a request to verify an electronic transaction for a predetermined amount of
" money;
o divide said predetermined amount into a plurality of charges;
provide said plurality of charges to facilitate debiting of said financial instrument with
each of said plurality of charges;
receive information relating to said plurality of charges, said information originating
from a user of said financial instrument after said plurality of charges has been debited to said

financial instrument; and
verify said transaction only if said received information is correct.

34, The computer system of claim 33, wheréin the sum of said plurality of charges is equal

to said predetermined amount of money.

35. The computer system of claim 33, wherein said plurality of charges comprises two
charges.
36. The computer system of claim 33, wherein said ﬁ'rxa_nci'al{instrdment comprises one of

the group 6onsisting of:
a credit card,;
a debit card;
a charge card;
a store card;
é bank account; and

a direct debit account facility.

37. The bomputer system of claim 33, wherein said information relating to said plurality of
charges comprises one or more of the group consisting of:
the amount of each of said plurality of charges; and

the number of'said plurality of charges.

38. The computer system of claim 33, wherein said at least one processor is further
programmed to:
store information relating to said plurality of charges; and

compare said received information to said stored information.
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39. The computer system of claim 33, wherein the party performing the computer-
- implemented method is provided with insufficient information to enable identification of said

financial instrument,

40. The computer system of claim 33, wherein said at least one processor is further

programmed to store a currency exchange rate associated with said transaction.

41, A computer program product comprising a computer readable medium comprising a
computer program recorded therein for verifying trarisactions, said computer program product
* comprising;

computer program code meané for receiving a request to verify an electronic transaction
for a predetermined amount of money;

cprriputer program code means for dividing said predetermined amount into a plurality
of charges; ' , ' -

computer program code means for providing said plurality of charges to facilitate
debiting of said financial instrument with each of said plurality of charges;

computer program code means for receiving information relating to said plurality of
charges, said information originating from a user of said financial instrument after said plurality
of char_"ge;s has been debited to said financial instrument; and

computer program sode means for vedfying said transaction only if said received

information is correct.

42. The éomputér program product of claim 41, wherein the sum of said plurality of charges

" is equal to said predetermined amount of money.

43. The computer program product of claim 41, wherein said plurality of charges comprises
two charges. | '
44, The computer program product of claim 41, wherein said financial instrument

comprises one of the group consisting of:
a credit card;
_a debit card;
a chargehcard;
a store card;

a bank account; and
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a direct debit account facility.

45. The computer program' product of claim 41, wherein said information relating to said
plurality of charges comprises one or more of the group consisting of:
the amount of cach of said plurality of charges; and

the number of said pl’urélity of charges.

46. The computer program product of claim 41, further comprising:

computer program code means for storing information relating to said plurality of
charges; and

computer program code means for comparing said received information to said stored

information.

- 47, The computer program product of claim 41, wherein the party performing the computer-
implemented method is provided with insufficient information to enable identification of said

financial instrument.

48. The computer program product of claim 41, further comprising computer program code

means for storing a currency exchange rate associated with said transaction.

49. The cofnputer-implemented method of claim 1 or claim 25, wherein said received
information comprises a plufality of values each modified by a single q_urr_ency exchange rate,
and said method comprises the further steps of: )

converting each of said plurality of charges to a respective charge ratio by dividiqg each
of said plurality of charges by the predetermined amount,

storing each of said charge ratios;

‘ converting each of said received plurality of values to a respective value ratio by

dividing each of said plurality of valués by the sum of said plurality of values;

comparing each of said value ratios to said stored charge ratios; and

verifying said transaction if each of said value ratios matches a respective stored charge

ratio within a predefined margin of error.
50, The computer system of claim 8 or claim 33, wherein said received information

comprises é plurality of values each modified by a single cunenéy eéxchange rate, and said at

least one processor is further programmed to:
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convert each of said plurality of charges to a respective charge ratio by dividing each of
- said plurality of charges by the predetermined amount; '

store each of said charge ratios;

convert each of said received plurality of values to a respective value ratio by dividing
each of said pli_lrality of values by the sum of said plurality of values;

compare each of said value ratios to said stored charge ratios; and

verify said transaction if each of said value ratios matches a respectivé stored charge

ratio within a predefined margin of error.

51. The computer program product according to claim 15 or claim 41, wherein said
received information comprises a plurality of values each modified by a single currency
exchange rate, and said computer program product further comprises:

computer program-code means for converting each of said plurality of charges to a
respective charge ratio by dividing each of said plurality of charges by the predetermined
amount; ' ‘

computer program code means for storing each of said charge ratios;

computer program code means for convértiné each of said received plurality of values
to a respective value ratio by dividing each of said plurality of values by the sum of saidlplurality
of values; | ‘ ' T

computer progra;n code means for comparing each of said value ratios to said stored
charge ratios; aﬁd -

computer program code means for verifying said transaction if each of said value ratios

matches a respective stored charge ratio within a predefined margin of error.
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