‘”; e3e\ F86nTC~, r A Portable Device Having Bionetrics-Based Authentication

. Capabilities The present invention relates to a portable device, and in
warticular, a portable data storage and access control deliSAPRZPng
bi onetri cs-based aut hentication capabilities. Portable data storage devices
have becone a class of indispensable pdripherals that are widely utilized
i n busi nes# Pertabld Denide HadirtpBiometaics -BasedlAattee rtinaticrs Capabliitiees al | y
not permanently fitted to a particular host platform such as a personal
conputer (PC). Rather, they can be conveniently renoved from and attached

to any conput | : | i p : erial bus
port like a Ugée&gg%&qéh\pﬁ%yf%éé?é‘éﬁoﬁ‘\%ﬁ%h&ﬁ%& g'a 'é’ﬁagrf;u{aﬁe e portable
dat a st opagsblidaidts storafalr dcdesslcontrol Haviet Havity BioAEdies-Bhdder ent
conputers that are not otherw se connected. A popul ar type of portable

st or age duthendication capabilitieson- vol atile solid-state menory (e.g., flash
menory) as the storage nedi um and so does not require noving parts or a
mechani cal drive nmechani smfor accessing the data. The absence of a drive

nmechani sm ena : . gl e e nore
conpact than Ebﬁ%géé;&a;‘t?o‘c}r%g%a@% eééﬁlg%sh%%hégcgm%%@é ?g?mog%}ntasﬁgréw ROMs. As
por t abl epetipherads thet ace widelg atilzatbinebwiinkedsy edsiedtiomal\emid ifsrae icdaiputingl onal

and personal conputing environnents, preventing unauthorized users from
accessi ndheae demees @ie gesreallydivtappmnangntly fdteddesa gagicatardost piggformdi a i s
one of th t sianifican h n In,information technolo t opday. For
exanpl o, S5e)t B34 hrt FABhv R oo Rl Mebmbe SATVEEROBN I Yoy rat i on
i ke modi , : e o

essent | al ol eERATES Bhy SOTPUE ARG IE hobPRTiate toelRn nitt (59, 2
conveni eserialtalisppart likke a BSB@oel, aof|EREo1 384 (‘Gircaine’ oporitiat Ehdsythésee t ype of

I nformati on B@é?e secured, To dat nost portable storage d;i | ces have

resor t edPPHa atﬁz%%r\%ﬁdie"&‘@seﬁ ’%@iqsﬁrﬁﬁé@ﬂﬁ ridgta gmangcqiffREeMgai nst

unaut hor | | f ation

mechani sﬁaﬁgﬁégg%ﬁﬁe teov\me%'\g?é g?%'?ée@?labr'fpgaaqﬁg Sﬁgﬁgﬁégyé@%ess, It

I s of t endevigenditidedn nosevslatie solidixtateamenrongd (.06 dlashmemonguss the t he need

to remenber the password and to ' | QU bb' p g APR 203 2 kgly it in every
r

time ; hes}ﬁg@gehn@ﬂj@@t@%ﬁ@éggs Npf refiike Bwir@rw%aﬂ%oug@reqi@mﬁ% iVequi rﬁd to
e Ll ; gt e

Purt her - Biarbes A qtsBsi0R RETEE, TR astRree e R nofhadiitildan ner ot 1

needs acgfae [Sé?fé%ﬂé%bﬁd-s%gﬁh'érﬁb%bié&iéﬁt@BQ’n‘?cSre"t%n‘]j\ﬁééﬁhéﬁQHHébé‘g access

control, the user may have to nerprize nunerous different passwords because
t hey ar estowagedeeicgarsuch dsdaagnetid disks tind GD{RGM=at systenms. Thus, it woul d
be advant ageoz‘s§ to q%iovi de a reJiable authenticgation chani sm for
preventing unAStRRIIADIR gtosage devicssibecamamoss widely d§eain YaHers abl e or

desi gnat stor ' I-StAAt | | he
user o i SRR Eng Bk Bomlob g e e B len L RaRNGltked Blols"S
al so from accessing information stored on a portable or designated storage media is

one of the most significant challenges in information technology today. For
example, to secure confidential business information, personal information like
medical and financial or other types of sensitive data, it is essential to have a
reliable security measure that is simple to use, convenient and provides a level of
protection appropriate for the type of information to be secured.

To date, most portable storage devices have resorted to user passwords as
a security measure for protecting against unauthorized data access. While the
use of passwords as an authentication mechanism provides some level of
protection against unauthorized access, it is often regarded by users as

cumbersome and inconvenient due to the need to remember the password and to
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Lsubj ect to hacking by many skilled hackers. Once a password has been
conprom sed) whet her by inadvertent disclosure by a bona fide user to an
unaut-hori zed party or by malicious hacking, confidential @8tAPRAE is
supposed to be password-protected are no | onger guarded. |ndeed,

unaut hori zed access to such informati o may go unnoticed for extended
peri ods kéy itimeve@nijnerige iuser rexjumsés aseedsl inmeamy sgstamiebarseeds alsbi | t he
victimzed yser finally realizes that the data has begq%acc ssed  and/ or

dest r oy eteauied fairariodjically e A Rasswerd afel @dded lovglol sgoyty.

SUSPpi Ci OR: WL I [ il ; rovi de
2 Secur odnisHahhEt RUAS 1o MERECRUSchfe Riirdofor ke LUPTR RECdER AT o
access t peddd accésy isdvergiadnbliter systeatcan®er AclVSIkY pédWiting aeowsE er
systens which is not easily conprom sed by hacking and preferably provides

a uni queconitelethe kegrmayhayade merplizelndmaiges diffarent RASSYWOyJS breaysesent
i ti i d t hod, and i ch deli hi, ghl |i abl d
user -1+ B et meterEany SeHeah R ool e SR ng isal fiuie B8y’ accese

Fur t her nar e 2gB0a% RpfRids BiRAAN, A oA T M T Rl ™S 1 g

secur e aqnagthorieetl agcese thimforemationr stprezt en i portadaiondesignatddsiorargel access
to stored data and conputer resources as, well as guardi ng agai nst
unaut hor Mastia Eatdy npbcymbgisame oplleenvenient faidheuseent i nvention, which

U111 225 o, U\ R TBALA o3 it G e rb A srBtmBEa o2 on

and as an "ac each i ar € descr et ail

herein. subjegPRChadiking by many sKiféd Rasiess. Wnddg paBYRBEd BAs beeni des a
portabl e st'orage devi ce conprising: a mcroprocessor; a non-volatile nenory

havi ng acempramisedapdethsr hyf inadvedeast digcinsuref byiatwnarfitlecesgiited@nt o t he
m cr oprocesspor ;. a, bionetrics-hbased, authentication e, coupled tq and
Cont rol | BaaGgorREd D GrkycEalgpUS ackiBon catitiert g8ttt il hsserite " heror y
i's grant er ' Y eekEes- | i on
modul e a§t[;j Sne ?Igg? ?gmtg Efeé\eu%%?ﬁslbﬁgg?\plﬁta ;h/i ahdh\%ﬁéébﬁﬁﬂgﬁe}é&tﬁg&%ﬁb

non- vol akutle infermation mayego edndticedfor extendedhseriddseof tmmel @mgoirtgegr al mal e
connector for connecting the portable storage device di rectlg%lto a host

havi ng aif{B/Hons lll%#allé{rfégffac'b'_?s UREsigFeaitt e Vistmiachusardingdy realigsithet

cecond ablse8rERY Het Aottt VA ReaiSdcor Rt B8 HERmadrifRigter A

conpri si gatectdadaMesh of sUSHIEIORE QREGHIOE. Thiepéfote, libwbll 4186 be
advantageous to provide a secured access control mechanism for protection
against unauthorized access to data stored in portable storage media and various
computer systems which is not easily compromised by hacking and preferably

provides a unique "access key" for each individual user.

Accordingly, the present invention provides a method and system which
delivers a highly reliable and user-friendly authentication mechanism for
preventing unauthorized access to information stored on a portable or designated
storage media. Furthermore, embodiments of the present invention also provide a
highly secure access control mechanism for protection against unauthorized
access to stored data and computer resources as well as guarding against
unauthorized entry to premises. Aspects of the present invention, which utilizes a
unique biometrics marker as a basis for identity authentication and as an “access

key” for each individual user, are described in detail herein.



a- non-vol atil e nmenory having a storage capacity of at |least 8 MB of data
and coupled to the bus; a bionetrics-based authentication nodul e coupled to
t he bus, wherein under the control 20 of the m croprocessor the

bi ometri cs-based authentication nodule is configured to ((l) ARRO28Be a first
bi onetrics marker; (2) store the first bizonetrics marker in the

non-vol atile nmenory; (3) capture a second bionetrics mar ker and (4)

det erm ne whet herSpEa?czﬁ Coanfﬂspisggﬁt rfh Sl Fﬁr (\Vacﬁ-'es gtg les tr%%eacf Gk agal nst

the first biometPés Harker anlnte ra L% o the
bus for conoeeptisiggt he portabl e storage 25 devi ce d| rectly to a host having
a controller and for exchangi ng data between the host and the non-volatile
menory when a det'é?'fIOREGCHIRi s nade that the second bionetrics marker can

be authenticated q%gﬁ'\%ﬂtllé H‘l%mfo! E&vu@ DEEE bga)a B?ﬁt led8t lj\%]ﬁ%fﬁ REGH of the

i nvention provides a bionetrics-based aut Rent ca I on rret errent ed
using a ﬁ)ortallqjled stthe ageropeeesse;; t he net hod conprising the steps 30 of:

a. s AP R 2L~J3 3 rst met ri user with
S bronet i o5 sendgiomUgERPED feRireling PedbREsHS Bt doRo i Bhfiee ot or age
devi ce havi RcioBtReaBE, wilcpfindteedd fohthend Rt alhti RUAAGE iSaRAGH LY a@berat | east 8
MB of data; (b) retrieving a registered bionetrics nmarker fromthe internal

st orage of 1phfel@ﬁdptbﬂttlh@b@llﬁrmsd@éechwm@élcattqwn@@gé sutherdigatgs dreatsei'cs mar ker
havi no, been, 01 A IRLERAAE |90 of SE1RIL ALYSR. RIGREFR: il BloGAMREND e

first bionmetric
signal i ng aand&ut hent| catl on success provided that a match is identified in

said 10 step (c); and @rovi di n& access. to the internal storage of the
portabl e storageaaéwgaél inplksrFopRReEqr Pwmlﬁ%n@.tbww& %?lagﬁée\a%ﬁqlfw Ydation

success and tfagrgy 1&;‘5‘;{ co%%gér”é%:%i Wit BetWé H%th%E d the R @g&aﬁ’fe the
portabl e stor age 1 cCe an OSt aVI a cont I’ e exc ange o
dat a passi ngndnirg dglfovangahthentamnatia b Hihe undragdealtitym t h t he
A second aspect of the invention provides a portable storage device comprising:
15 a bus;
a microprocessor coupled to the bus;
a non-volatile memory having a storage capacity of at least 8 MB of data and
coupled to the bus;
a biometrics-based authentication module coupled to the bus, wherein under the control
20  of the microprocessor the biometrics-based authentication module is configured to (1)
capture a first biometrics marker; (2) store the first biometrics marker in the non-volatile
memory; (3) capture a second biometrics marker; and (4) determine whether the second
biometrics marker can be authenticated against the first biometrics marker; and
an integral male connector coupled to the bus for connecting the portable storage
25  device directly to a host having a controller and for exchanging data between the host
and the non-volatile memory when a determination is made that the second biometrics
marker can be authenticated against the first biometrics marker.
A third aspect of the invention provides a biometrics-based authentication
method implemented using a portable storage device, the method comprising the steps

30 of:



"15 portabl e storage device. Prefer ably, the bionetrics technol ogy used is
fingerprint authentication technology, and flash nmenory is used as the
-non-vol atile nenory. In this enbodi nent, the fingerprint autﬁ: 2& cation
nodul e automatically pronpts the user to register his/her fi S rﬁ W th
t he portable device upon its first use. ]lan a currently preferred 20
enbodi nent, a conpact and encrypted vers dn of the fi ngerprint is stored in
t he portabl e dey S C\é/q &
compl et ed. Upon (g)ctg)l}%nren&!ﬁt ﬂs(’i’ﬁ%e}’r ?a{tlk%%r}gorltq S%%t\%ﬁ %]8% nfe rc;[% %gsolrmd l e
reads the usgall&l dn tﬂg@l’)miblﬂﬁew@@Iﬂ]’&ﬁ}f(ﬁﬁtbletstmgehddvﬁb% He®figsihened sdoraggerigr i nt
stored in the flash nenory and rellably determ nes whether there is a mat ch
bet ween thét?%S[Ol?tge&alP?éttbfI‘?f""slei‘stﬂ§ﬁ\fq3fq 8ata; aut hentication Of the user's 25
identity is suc %1[14 hd the. apthent| % e %n s to
information in ﬁﬁz ' avélttga-geﬁosr y.e %E" tﬁ(ﬁasgﬁtreg fhbﬁ] Eihé i e%a%lto? e%gg%?lot be
found bet weertableetausgerdeside] thg eegisteret baumkttitemadgr Sdvémgblchisged pietedt , access
to the flash nmenory contents is denied. As such, this enbodi rent of the
present i nERPE GicHEFIPEAEO%SHi ghl y conveni ent, secured and reliable system
for user authenttpratnhRRingnte ﬁﬁ@@l@ﬁteﬁ%tnﬁé?ketvmhﬁgt the rHPEEH BlontRricd0
passwor d- based aut henti cati on approaches in pr| or art. The present
i nventi on appkeci at es that fingerprints, being unique signatures for an
i ndi vi dual , hav e d.universa
dent ity for ovat JEREIR e PR RS BRASRA S el e
forgottien kyepacysed, as passvvords coul d, and further that they are al nbst
i npossible to alter, duplicate, or crack by hacking. As such, fingerprints
and ot her bi omet(F) REYHKRFCEB N Htequ@gﬂéﬁtelagéplf the nortablefsiragesdevics uRAN
aut hent i cat,{.on, AOC.A o ARRESPEAI:RlcABh I ot aahdliceth l,Dir e Pr esent
i nventi on. g%s of & I nventi on W e set ftorth, npar , in the
descri pti orbetvhgh tholntaws s&ﬁ@e ofth@paitablerdtblagbdevioglardst lemdhdyng hose skil | ed
inthe art fromthe descrip n herein. The acconpanyi ng draw ngs, which
are i ncor pSPATelF; o SReiaeshet i1 Yyprssmedaioneiye s congpdey Rtcgal I E| | st r at e
several15en1?,gqhgr%rgto§q& advlg invention and, together with the 10 description,
serves to explain t he principles of the invention. 4 Figure 1Ais a
bl ock di agram i |Rrefstabdy, itigbibuatrics sevhholoppuses infingmprietravduintreationof t he
portable d%é:/clh%glo%];, zEn R %tse%?(}ry Iisnt\lls%g § i n‘%l)lt]ldvoafl fité me}illsc)g)E Eﬁt tﬁ{se embodiment,
the fingerprint authentication module automatically prompts the user to register his/her
fingerprint with the portable device upon its first use. In a currently preferred
20  embodiment, a compact and encrypted version of the fingerprint is stored in the portable
device's flash memory when the registration process is completed. Upon a subsequent
use, the fingerprint authentication module reads the user's fingerprint, compares it with
the registered fingerprint stored in the flash memory and reliably determines whether
there is a match between the two. If a match is identified, authentication of the user's
25 identity is successful, and the authenticated user is granted access to information in the
flash memory. On the other hand, if a match cannot be found between the user's
fingerprint and the registered fingerprint, access to the flash memory contents is denied.
As such, this embodiment of the present invention delivers a highly convenient, secured
and reliable system for user authentication and access control which is superior to
30  password-based authentication approaches in prior art. The present invention
appreciates that fingerprints, being unique signatures for an individual, have been

legally and universally accepted for verifying identity for over a century, that they



‘operational configuration thereof. Figure 1 Bis a block diagram
illustrating functional blocks of another enbodi nent of the portable device
of the present invention. Figure 2 is a front perspecti ven,gim 2003 a
portable device with an integrated fingerprint nodule in accordance with
one enbodi nent of the present invention. Rygure 3 is a rear perspective
view of the portable device wwth an integrated fingerprint nodule as shown
in Figure 2. Figure 4 is .,a bottomplan view, of e portapl e device with an
i nt egr at ed F?‘H@gﬁﬁfqlﬁ?tt%bdm ‘éseésasé’ﬁwrﬁysnc }(fg)ﬁ?%ﬁ%h%l&{hﬁﬁﬁgy 89 a\sjszStt op plan
vi ew of thenﬁg«sstsa)mé@ ARY Ideplivtd, _r 8fack B]t/(ﬂeaaﬁgdxsfsiuemeﬁr@,rei-pﬂntmwtﬁeras shown
in Figure 2. Figure 6 is a left side elevation view of the portable device
with an i nt bipaataes-baspd tachrianes arpwglleuded Drganas an athpptisation qud@ipgcessj s a
right side t [ f r - jce with an integrated
fingerprintg#ﬁgﬁﬁéﬂggxgﬁg%ﬁmpﬁﬁg?g%#%a%bgﬁggﬁkg'8 is a front elevation view
of the pertabl e dewhateges dfitheainvemioagyidttedef fonhemprartnin the dadceipasn dtaown i n

Figure 2. Figure 9 is a rear eleyatiop view of the portable device with an
i nt egr at ed f‘%?ﬂj\é‘f‘]ﬂdi Do it be HadEHBahbY iogs §a'ﬁ%ﬁ @.tﬁw@ o 1§ desCriRtipN oy
diagramil | ‘H%xte[lﬁ‘ti ng steps of a user registration/authentication process

using a portable device in accordance with one enbodi ment of the present
i nvention. The accompanying drawings, which are incorporated in and constitute a part of

this specification, illustrate several embodiments of the invention and, together with the

10 description, serves to explain the principles of the invention.



Figurés 11 (a) and 11 (b) are rear perspective views of a second portable
devi ce according to an enbodi nent of the invention; Figure 12 i éa top pl an
.view of the second portable device with an integrated fi rpg%r'%ﬂ?pp nodul e as
shown in Figures 11(a) and 11(b); Figure 13 is a bottom plan view of the
second portable device with an integrdted fingerprint nmodule as shown in
Figures 11 (&jguwedAls 4 blockiagram illdsiratieg furfctionaldalocksof ofiet he second

portabl e devjce wifh an integrated . fingerprint nmpdul e as own in Figures

11( a) aﬁmdbpﬂcm?pt of the nqrbibﬁé%ﬁslcrssqu %ﬁer@ﬂr&@r\wp@ﬁmf arﬂﬁ_ syab¥hd portabl e

devi ce %Egt%plahg&@lﬁéﬁ& {dé}gﬁf_prl nt nmodul e as shown in Figures 11 (a) and
rgure issa ftront éere

11 (b); vation view of the second portabl e device

with an int egiqired B isngbloekidigramditustrasng imwtiohal tibeks 8faddthep) and 11
(b); Figure 17 is a rear elevation view of the second portable device with

an i nt egmiasimenhegktherpattable deviseof the prgsant irNeftions 11 (a) and 11 (b). The
t i t il be d i.bed fully with.ref to th
bcconpanyi ng FAUIRIZ5E TRt RESRRCIMEYIEW &P RAEERIEAsHe withandnfediated on ar e
ceon ( . _ s Ul “H t
shown ﬁgggﬁ{gﬁfg&ﬁrgcﬂlgggaééd?aaﬁ@agugy%é@go fin %é%riébdﬁr’i\)’e ioh! er en

forns an construe Imted to the enbodi nents set

forth herei nFigurel8eis & rezs @eespiautiveridws ofithe podabldatbvice withtant integyrafericl osur e
will be thoro,u?h GHH? conplete and wilt fully convey the invention to those
ski | | edfingerpriat gradule agsBAWN IR I9WRehti on is intended to cover

o et s iR BSPRORR AN R DRR AT R R 0 1

t he appgingemript edtdile BY'sho@nTRRguiem.t he fol | owi ng detailed description of
t he present invention, numerous specific details are set forth in order to

provi de a t h&igurgtd israltapsplandiiew opthe pertablesiavice witk@niiotegratedever, it will

be clear, to thgse f ordihnazpy. ?(i | | én the art that the present invention
may be PPEETRMOLERIUS BT ShOWMHNE QW& 4-c details. In other instances, well

known met hodg: &é@i@%fe@&idé%mﬁﬁﬂt\ﬁew%‘f‘%é%&ﬁé‘ﬂ)l&ﬁéﬁ}?wﬂﬂtanbee” descri bed
Iy of the present

in detail as ?190t t o unnecessari obscure aspects i nvention.
Fi gure imegmted fihgetprint awdute gk lshewndhiFigureudict i onal bl ocks of one
enbodi nent of_the portabl e device of the present invention and an
i|lustrative quwfea?f ischHOhtide elpvation view Réthaportablg davicewh@is a portabl e

devi 9Q.. I n 4his enbodi ment, host platf
001 <o lsHHE) BgbBobe EhE S ShBIR R FighB 4 s e T por t abi o device 70
Power supply Fidure8 is Bfloft @leatiseiew slfelpasitabie aefieewilDategritegs as a

power source for various conponents of portable device 70. Referring still
t o Fi guffisgemrinporaciie asdbenwrenFighngrd.ner incl udes an integrated circuit 10,

't eqr at ed cHetre B Bt dnatBRIRY & ing PPHAP E ErieawiE e ntearited
fingerprint module as shown in Figure 2.

Figure 10 is a flow diagram illustrating steps of a user
registration/authentication process using a portable device in accordance with one
embodiment of the present invention.

Figures 11(a) and 11(b) are rear perspective views of a second portable
device according to an embodiment of the invention;

Figure 12 is a top plan view of the second portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b);

Figure 13 is a bottom plan view of the second portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b);

Figure 14 is a left side view of the second portable device with an

integrated fingerprint module as shown in Figures 11(a) and 11(b);



"Q 9 APR 2003 6 application-specific integrated circuit (ASIC). In a
currently preferred enbodi nent, flash nenory 20 can have aozg'i gﬁégﬁiﬁcapaci ty
.Jbetween 8 MB and 512 MB, a portion of which can be used to e or
nore tenpl ates generated in accordance with the present invention as

descri bed bel ow. Moreover, in a preferfPed enbodi ment, the tenplates) are
stored in a rieigare 48 imaaightsidd det aofethesecadd pbrtabld devdpegiithiaral | y
designated for this purpose and which is not otherw se accessible to the

user. AdBtadraies ingerpantysduiersishowad giguresdd(@mransei HR): a tenpl ate is

encrypted befgr Iy 9 L r@q@ i I referred
enbodi ment, tIﬁgﬁé%&Gﬁgj{O&ﬁ%%dﬁl&é&ﬁ%&& i %g%éﬁjl hg?é‘?}%ﬁéﬁfrﬁ%&‘”ﬁn e

embodi nERtegraRidfindetpARIMbRuROad Shewh & F@uré@ﬁfﬁ&;ﬁfﬁﬁw)pl rcuit 10 and can
conprise either a dynam c random access nenory M or a static random

access menor yFiggrAlY .is areagelsvation wiswe of thel saaond pastable degiceawittsanve as an
initial storage and stagin rea for a fingerprint i captured in

wccor darBtearat freBratoafuR ASaedun s 1 and BB I0 corpri ses a
m croprocessor 11 which, in one enbodinment, is a R SC processor. In a
currently preferred enbodi nent, an authentication engine 12 is included in
i ntegrated ciTleelpreskht ifventientriovailbbe elegcriteedthare filllyrwith cefepsnceel® tae

tenpl ate generator 12a and a verjfication nodul e 12b. Tenpl ate gener at or
12a i s UREPNIRARNYENG dEawiings. Brwlig prefersdrmbedimentsefthenvantiomges print .

Vge i <y Thg HrabelR VRN mal ARve Tl bR ROl M BRI cCor i ng
t o curr efrmeizHEsHAAE nbeBBRGheEMed asfHeitE limiteltto &R eRtbddineHR) setifggnt i f i ed

usi ng between 8 and 13 distinct points in the raw image of the fingerprint.
Fi nger prhenein; ratherdh¢smenbodimentsare psavidad eotthat thisdisdloshreawibipelensed

f ashi d i ni 8 13 I [ . f d

embodi mehBrigh RS sPaelE kbl Tl cave negateaian & ose Sileiindidr fnt i n
f : i [ t,

el ot el dPRe, Mie fveriiBhs PUERIG (ool MM Ees ol alBRE T cc. O

di f f er engqeivalents dhibesé leenbadimentss which waillbs éidluded withinethel stopédand
verification nodule 12b, is used to conpare a newy generated tenplate
agai nst $Pigt ofthe ineention as defined bydhe aprended plaimns ciFythermare,iimgg pri nt

ut nent | OIPMER ERad UeBEikdEot red P EnCHh e PG e spRtlb sl . -
50, descglebgst foih & BRdeto FRbVHE PPloPIgH andemtATERIg of RS preebhtmieaRén.on in
accordance with the present invention. It should be appreciated that

aut hent i dawewar, ényilliee alzar to thoise-addaginady skill iruther atithattpe enesanit i ons wit hin

i ne. PBvRb 58 et bl pucd 3RS RRSlen R R BRRRENED " i
t abl . | . . . T

Pipl onent g Bttt ds, goBBlias coRBBACAE! and e ff halahipBeERUsRErided |

aut hent i detiil@s restdo udink2essarllypbecwetaspeets of theqressntrinsemtiorat e from

m croprocessor  11. In yet another enbodi pent, authentication engine 12
i ncl udes the Eighee dnipaniinek diggiardiivetsatingSfuasiienal leeksof<ongs descri bed

her ei n, i cat i S t : i e device
e el Bl b 5668 bl o B8 E b ber EBhibhBRglsh RAGHARIE

aut hent | g8érafBnENEErTRuiatidrsthpéof! FOgireCHA SRoWSH PSrtalile RIFVIGET @ cagplege 70.

I nstead, where authentication engine 12 is to be placed is a design choice,
t hus af f terahogt platfoym 90. dritbisl émodimentj hostiplatéorem 90 dp poupleditomspowiemhi ch
the present inventign can be uti]]zed. erring still to.Figure 1A in a
preferr eﬂ-‘%@dp%ﬁpﬁo‘?ﬁ?@m Reda fﬁ ‘f%‘FQR%O F{Q"‘é% SlEQyt %&B[%W nterface

13 which Lhi ' [ ' [ t 10 and ot her
componen? e eL R HER pERRIT 06 T vE B R bbb iy, {1, her

i ncl udesc@mpbashtsiPor@ibledevief7er control ling access to flash nmenory 20.

I n one enbodi nent, upon the successful generation of a tenplate during user

regi strati on, Refershg sthte biguse 174 posiabigmdedce J0vipither ingpldesaryenerat or 12a
to store the pew.y generated tenplate intq £lash 20 [ e.in
subseque egféw%ﬂi/ﬁtﬂ%ﬂ@i %gﬁ%) me%e@/&\fﬁ?weénﬁwgﬁgﬁ@ ﬁpdpa ﬁ'ﬁ%‘?rﬁ'ﬁt

embodi me a i ehcdl 10TarpRRbh R flettyf nilBmentdy 85 Bl serial bus
(USB) stan gﬁgg'n?kt?ﬂ%ugescgﬁugB connect or ?no){ s%own). In this

enbodi ment, integrated circuit 10 also includes a USB device controller 15,
whi ch serves to control the conmunication between portable device 70 and
host platform 90, such as a USB-conpati bl e personal computer (PC) having a
USB host controller 93 therein. Wth reference still to Figure 1A
integrated circuit 10 also includes a volatile nemory 16 and a non-vol atile

Y I Y - o, .



"9 conpatible devices) to the USB via portable device 170. In this

enbodi nent, portable device 170 al so includes a USB device controller 115

Jfor controlling the comunication between portable device &¥OANHd03 he host
platformvia USB host controller 193. In one enbodi nent, a driver software
177 and an application progranmng int& face (API) 197, which.in turn

i ncl udesapplivationispgcifinf integratetddrcuitd NSI@).i n a karreotly ppafatred embodiment,

communi cate with USB host controller 193 to facilitate t ation of

por t abl eflR@vmemary20 exn nawe @ SIQALECAPRS Y Delwaen éd%rar&ﬁgwgﬁrﬂ egr at ed
circuit . f |.af 1 .egr at ed
circuit é&'gloggorf \%@Eﬁg%éﬂrﬁ %%%ng) %@gﬁ gﬂé%tr?'dé Hg?eﬁ@%g&%&atéﬂé&ef erred
enbodi nea&coraah@ée\nﬂﬁetdegmé@eﬁﬁav@itidd aS e S&BYMbIBW. IMokisiR@rtin ast ore one or

nmore tenplates generated in accordance with the present invention.
Fur t her npreferred embediment dhedemplatetsy eve stared dhareservgdarea of flash ncl udes a

status flag 12 tch .indicate et her o ot portabl e device 170 has been
or vt ous Mg WhiEh s 3pecRisatufleaoniater Tor BV pOGiasE 2 BRIGR nek ar s 11 ag
121 thusoﬁi@%ls%sa&éfs%ﬁ%f?o%vﬂé‘e? W&Hit‘i&gﬂ@? 8549 b%%d’i{f cwtﬁlfﬁn?n rdIGhr atlon
process upon Its tnitiral use, as described In detal urther below. In one
enbodi neattemptdtatis eacryptart befbde itdostored és flash hemeryRAM acuaeSRAM  whi ch
serves as an initial storage area for a fingerprint image captured in

accor danpeefaired emkodimesbiberabyarovising dded seeyyity @gainst haekigar dn png,

R SCpr ot DLDEiEht, vbiEte BiFos ) § dheabiRE Ao dl Lo Ard eBh o o1 1 e
114 for eemptiakdither adamit Panddih hceBSD MerMaq (BIRAN) BEEWtatiCifidos | er 133

for controlling access to volatile nmenory 130. Integrated circuit 110 al so
i ncl udesagceas memary (ERAN). 1Amoagdthenuses, yokatiie memonyr3P garvsemvedscambl v,

vol atile, nenory 116 cC rises a RAMJor use.as a worki menory for .

i cr opr ol BEISIOTagE itk SAGNG g far A ndRrPHiN imacs sABledh AECaldRpES Wit
conpri se RN Qring firmvare that performvarious functions of

por t abl e%dégen ce g%’.eﬁggé'ci fically, in one enbodinent, ROM 117 stores the
followi ng firintegeateddircuit 1 0rooapriskl Aanficroprozedsong1 f whist, im one sensor 152,

firmvare 117b for processing fingerprint imges, firnmvare 117c for
gener at i RERasiIHEAL dssa RISCikcessary dnraeuisanty piefersed PRRAAIPERt anages

Never t nepuentEataf Bfiolyet (PR Rohéd i Hited Bid sl 1hn A Re  Rarl sheld ' 1
enbodi menp igturhBophffRidta tehipiatd ganerteimdd anvanerifieatide nduled2bn a
non-vol atile nenory within the host platformrather than in portable device

170. AddiTemplatiel ggneratos d2atie dised te gienetate anenapgies vaisioptof @maimager ofra
checki ng_.(ECO. engi.ne 119 for form ng, various error checki t ask

dur ng-  fegernG: Ui fhesodhe PEhedREBTL HEEN TN, SHEN AR FascHssh TAetOEa « ha
ECC engi i opl f i har dwar e
Co o pliadd B A8 18 S8 PRRINRE, AR AR SpirBctitdd I BebInglo

i nvent i osurrBaf biohgtdestadhnoloyyf-adingergri)cahi begeniguelytidentifiddudih conpri ses

a sensor 152, a converter 154 and an optional controller 156, In this
enbodi nehetwerm8@ndibddistingkpeintsindhpravdmege ofithg &ngeipiint, RingereAinta fi nger

bei I h .

{1 nger pr IO RGgLER nnrERE Sbrknienty SEIEM ASoHaBd sArid e sl g

opti onal peRAIHIR tehel® o 18 reRREnt Gatahsikitst e prafalred ntodimeaebpthent i mages
captured by sensor 152 to determ ne whether a given inmage i s acceptable or

not. |t gresdndinentipprashiantageausht storesha finggeprivt irasomppct ipymatiasta es can
be inplemented usin of t war e .g., firmare), or hardware.(e.
processoF?rBP@g%gﬁFrgﬁéﬂtﬂtb@yemléﬁi"g Wi‘@@ﬁg %ﬁ‘e"‘?ma{iep}?%%@ﬁfz(q ﬂe%mi on. In a
currentl ef n%m:ﬂ i J A [+ Qb - jGI Opr ocessor
111 cont %Xf%s v(gﬁeg%’s conﬂfgﬁg{:gﬁg?éE%%?%ﬁsg%@?rc%t%%é'i-Ir-lr(%8 |eﬁ;lg flash
cont r ol | egmbbhent/SBaditenteatianéngihber2, YVéhficatiM rhdGuleRAM, id ds¢dtal execut i on
of firmvare code stored therein), ECC engine 119, nenory controller 133,
and cont colmipare a3ewWly dgenegriedrtemplate dgainst sostorad templatentgowlideta thepor t abl e
device 170,al so..incluydes a . wite-protection switch.140 which n .
acti vat e@,u”ierrﬁﬁﬂlépg athdn@rewgrﬁﬁcpégglggd 1SABERS RUIPETHAY f’%%@i‘&%ﬂ{’]@@q ash
menory 1 UL i@ 121oHk8 it cofiuht AITHRBFS ANt Myd W of a
first for%rgne[)'}mfg@%oﬂtgﬁlé Q@?ég{églé\n&gg an ?ﬁfggﬁjgbed }Nﬁgefﬂgr iﬁ:IS’It nodul e in
accordance wth one enbodi nent of the present invention is shown. In Figure
2, portable device 70 is shown with USB connector 18 protruding fromits
front end. Fingerprint nodule 50 is shown as being structurally integrated
with portable device 70 in a unitary construction, with sensor 52 disposed
on the top side of portable device 70. A light emtting diode (LED) 73 is



11 device is being accessed, thus serving as an activity indicator. In

anot her enbodinent, LED 73 lights up to indicate that an authentication
.process is underway. Referring next to Figure 3, a rear Peg. § PR byg Vi ew of
the portable device with an integrated_fingerprint nodule as depicted in
Figure 2 is showmn. Again, portable device 70 i s shown with USB connector 18
pr ot r udisfy desoribed in greater detajl bataw ftorigpliegment usesdutikeriticationdhown as bei ng
structurall¥ i nte rai@% wi th portable device 70 in a unitary construction,
Wi th serRSPTAEnGR Wifa e PBsank INendon| e t her cof . LED 73 i s again shoun

di sposed ”earltgﬁgulﬁ%eﬁﬂélr&q%e& tH ﬁeﬁ’tica%h;l :';'?7 ‘i’?Y%gfgIIa%alp%H{dmal

wite protection swtc al SO snown as oCa rear end

of port alirpedrisiinpletientatibas evithn tife SeoparBiBetprebémtineerttionihincéheghons a
bottom pl an view of the portable device with an integrated fingerprint

nodul e a@mbedimantaawhenticatiojuergine 12 isimplementgdias fyemwaierstared iniandent at i on
77, an optional, feature Lch al a user ,to hold pagrtabl e device 70

(1 inty vRT-EOBHesPRREs Rt Bafeb R eihe 26 1° Boofiel HPadMeRtm nost

bl at f or rafeniation drftie AR is ifipBRRMtedas it BOMIRBLRIASSSN 101 8 e devi ce
70 in Figure 4. USB connector 18 is also shown. Referring next to Figure 5,
a top planotheeembbdinhentpauthenticatiey enginel t2hisampilernegiesl &sia forogeEssori nt

nodul e as shown in Fj ?ure 2 is depicted. Portabl e devi 0 i.s shown with

ce
USB conreasatefEorpmBicroRIPRESSAT ohh- i knqutrecsmh%rrﬁmb%mant,r@e%ntl%tl%du| e 50

uni ¢ ary 28 AdBrBES e kAbeed PO GRS Eg Vb 08 IEHEIR AR cor Lo
73 s aopageripbe\Meréins BasRdodatal ik hestpltfofh ddRith@thahde peftaBRy d@hte device

70. Reference is now made to Figure 6, which is a left side el evation view
of the ptltbibdibedwords within the scope gf theepresentimvention, awhenticationshown i n
Figure 2. USB_.cannector .18 is shown protrudin omthe front of portable
ev co NI 2inA0p Lyl o b B Hiirtie' Be Nl Sk TobRar: WPerarsel f rom the
top si deygheRGEdtRA énglh¥28s 19D d 5 HHESgR dndice, th ' tion

vi ew of eatLﬁeeg%)é ttabl e gvi ces\?\n&t ﬁlygé\é? ntsegrat gﬁ T hgé?%ﬁ%ﬁmﬁéﬁgg shown
i n Fi gurfeexibilit9rio suighifféerent/8Bplicatioastio whic¢h the prlesent ipventiomicag bier om t he
front of portable device 70, and the periphery of sensor 52 is shown

slight ! ytligeded fromthe top side of portable device 70. 12 Referring

next to Fi gurgefyrify biPH FRUFY AN, Ha Prérdd dhbodMdrtPhtedtatdLardit 1o

also comprises a bus interface 13 which facilitates communication between
integrated circuit 10 and other components, such as volatile memory 30.
Integrated circuit 10 further includes a flash controller 14 for controlling access to
flash memory 20. In one embodiment, upon the successful generation of a
template during user registration, flash controller 14 communicates with template
generator 12a to store the newly generated template into flash memory 20 for use
in subsequent user authentication. Moreover, in a currently preferred
embodiment, portable device 70 is compatible with the universal serial bus (USB)
standard and includes a USB connector (not shown). In this embodiment,
integrated circuit 10 also includes a USB device controller 15, which serves to
control the communication between portable device 70 and host platform 90, such
as a USB-compatible personal computer (PC) having a USB host controller 93
therein.

With reference still to Figure 1A, integrated circuit 10 also includes a volatile

memory 16 and a non-volatile memory 17. In a preferred embodiment, volatile



"~ dn integrated fingerprint nodule as shown in Figure 2 is depicted. The
insertion end of USB connector 18 is centrally depicted, and the ri phery
. of sensor 52 is shown slightly raised fromthe top side of&ﬁoﬁ?&ﬂﬁﬁ devi ce
70. Reference is now made to Figure 9, which is a rear elevation view of
the portable device with an integrate® fingerprint module as shown in
Fi gure menTdry 16eisigprandpno Bceessmentayi(RAM)chat seivghtasya wairking niemoryt he t op
side of _portabl e devic 0, and optional,  indentation 77 t he bottom side
o por t B acERRrpRessRs ding) i pBBIAEN: RT-SARIS MemOTs I8 A Tead-SW  ch 40

|5, 2 SonBhg ROMEITEN eBbAan iecsrBe (ad isdrinRlaedayf ce 70 Wik

ref erence next I gure rst rear perspective view of a second
por t abl pedein varidud fundtionevf ipoiedlcatedcé ngeﬂic_m’liidiﬁaWPWéT%atéd ieeif gance

wi th one enbodi nent of the present invention is shown. The el ectronic
const r uiticiusiesaan epkionrlares cbroking (E€Eh: engine Udtfar pedermaingtvesiogs\eree 70 (and
hence ny .of the reference nungrals u in Ei 1 a e simlar to

t hose UE@%CH'W fﬁ%ﬁr r@gﬁﬁg qRegAtN Bﬁpgégl?]? %queg%\%aﬂttsg"lo)ﬂ"!ﬂ%%n di fferent
ext erna i t : ot {; i S € HS~a cover
300 whi SRP R thatEoC MRIRG 40, IO GG engheoE To ellaitelitol

cl osed posierouninmpiefFentatonklwitikin thasdope giitiee preseb} inventiosefond rear

per spective Vi f the ]i)grta%lﬁej deivi ce, 370 shown in Figure 11 (a), but

Wi th t hexample: Edefd enging, §8n beomrigmentebhy seiwarri(e/g. fiFBwaep skreds? i s
r ot at abj.e i ti f i j.nge L make a
ol 11 no e fishiRietig RS, 48 BaR' R cdsdi A7 6P b HproBBsdly dflt v
devi ce gdParate flercmidregrocesser ¢1detail as follows. In Figures 11 (a) and 11
(b), the portable device 370 is shown with USB connector 318 protruding
fromits froRefesring againyta biguie 1A dogermmd maduwe dircomprissisrysensardidir al | y
integrated ,w th rtable vice 370 .i.n a unitar onstructi w th sensor
550" (snbien & UbeBiP2piedie ioeptedRaRe e fibr B BRI devi co
370. A Ej b { C@hﬁl}p AN RHEh & rear
si de of Fg%lré?%ﬁﬂrhgg@igcgeb gg’g I Lsrgé %ﬁ%@vd?“ r?;rgjt‘ﬁ LED %@%fg ﬁggﬁggeﬁh%gn dat a
i n port esptaretbfingerpriat meage iro etectdchl sidnals sepresentirastheninegs. vinty

i ndi cator. In anagther enbodi ment) LED 373 | ights up to indicate that an
aut hent P%@@m%p@fw%§mts°dsmat.m909erprlm@pwérr@@@és cgpyerted mtg\ﬁ’"dé@ as a

| at t i i i f . t abl
el e 3P caiertsr 44 AL s0ntaSuafd fofinahy o bf Pridbe it 70 86 Pot ' i
por t abl gerAgyiapesibffge. The oy @mEdiimentd lcoviveeer B4 chnfrodede PRa@oaarnt nmeans
(e.g. grooves) 450 so that a user can slide it between a first position

( Fi gur eofidiffergnt sizeswhifioperint candule 30fudbeeinciuties an opléenal controbemitor 352,
and a segond pasition iqure 11(b . N Lch it does nat. tional, ,wite
T ot oct PoMs e Sttt ek blpodi Rty i Cotttaldi e bine Bt 14 ot
port abl i I d i ; i of the
por t abl @ @?@g dv%(nz,%ﬁ -ﬁgﬁﬁtléégrg%?gﬁlﬁé%g pr ?ﬁqu]a%mt)ydtaj i@gﬁgﬁg\%ﬁ%@g Fi gures
11 (a) eaptutdd bpsensodddpie tetbrmitoe Whiekleerdegiven iBiageiis asbeptable orndiSB
connector 318 grotrudi ng fromits front end, and fingerprint nodule 350 is

shown_ adsisiasqgbed inEiase Aletail belowg it BEeiprRngs thalihe auajivee’ 2 9apiued

it : ' it ‘ ' ' f. Th
cover TRV HiAdsSRtats, heRATRIL BE soRREEFTo kIS SRS, 100
t o Fi gubg alain ¥bitiedt $heWwSmageaddrope ehpturgd.ew of the portable device with an
integrated fingerprint nodule as illustrated in Figures 11 (a) and 11 (b).

A subst ant i aﬂegerganeis nowlmade telEiguiei idh vB1ich issa bigeki diagram dwistratingihi ch

al | ows user ta hold, portabl e device, 3 fir ile uplin r

decoup! Tistanet Eiarls GLErebegemmasimeaHoTBewdsile BPHeS T His Bty . i s
shown o o] i I d %0 Al i ; connect or
318 is gvtsegﬁglﬁ.omﬁﬂ%%bg@gﬂ%gﬂﬁgoﬁ@ﬁemg\‘éb%g7% Ig&?@@?}g\/\ﬁftﬁﬁh??‘%l eft side
el evati gfandafivandl ixﬁélad@@étu@B?l@@wﬂeewmbh,rasanighré eBretows, fis ogeplpditota modul e
as shown in Figures 11 ga) and 11 (b). USB connector 318 i s shown

pr ot r udUSP hestrsartiewlier 408 offa iyt pdatfarmieOptienaiyn podakle drvies &P fedberand

370, NelEruqtscar a8 8one! G5 dart 16 it EubleG 0P SR o P T EReR. Gevi ce
Wi th an1BQti§g|F<§3]})i&‘éH b ROSSvehtint TRStE it CaRBMUsEY fd Sslime older(@$Band 11

(b). Once ag USB connector 318 is shown protruding fromthe front of
portabl e device 370, and the cover 300 and gui des 400 are shown slightly
rai sed fromthe top side of portable device 370.



.Referring next to Figure 16, a front elevation view of the portable device
370 with an integrated fingerprint nodule as shown in Figures 112®a) and 11
.(b) is 14 depicted. The insertion end of USB connector (B38MRs %ntrally
depicted, and the cover 300 and guides 400 are shown slightly raised from
the top side of portable device 370. Reference is now made to Figure 17,
whi ch i sorapatible devise(s) tothei d8Bofia pbeapler dedite 1deviln thisientbadliment,egr at ed

gui dos. BORSRIPEIEGR A0 BlRonneles B daiios FenFalsrai a0 copBOURRTES dovi co.
gui des ROBRIPEIEY Pideaia _ pleh c
the. r caroERnGEUh R SRR PRI MR T ahd ik A IR 1P Rt hodtan, °

di f f er ep6stréIRIrI@BN [hivhd émdbdingsnt afdrivee seRWhADY B7 dadiditapblicafient he second
formof the portable device 370, 1s that the sensor 352 of the second form

of the pmgrammingdntedace1APi)s19r, swhickin tusn inalydesoonitbeng softivase 4985 | yi ng

arallel to both th surface and .the rea face of .th vice 370. In

bhor virside M had o el Sonr B AL b S Tt h TP bet woen

its bot i RauARAhE YDA @Sieﬁortefnﬁlgzaévﬁetﬁ@ right. The sensor 352 is designed
elther Tu

to be rotatg%le a oundélts axi s 1y rotatable, or rotatable

wi thin a def PogdblngeNies 170fgeher ddmpiisesamiritagtated creait 1300a flaslepen, a
portion of the %ndri cal surface sensor 352 Is ugperm)st, and i s exposed

t hr oughMemeyeldthand A valatile siemary 530.t degatedpireuitbi® sandeo, but this

Gevi co. YiVeTouf ilfutf as S8 ASEy i Abidy Sl Bt it e T the
cyli ndr qfsl 132'6f Agsh Aerhdry BRNBAUsedH)staRMondBPNIdRE kémplated hBAEIaté®in t hunb)
on the cylindrical surfacé of the sensor 352, causing It to rotate and to

bri ng sacewdahoemjthrtber presentineention heurthyernmate| indhissembadinéntt o t he exposed
region. ln thj t he user s .ab to coptact ensor,. 352 with a

| ar ger EﬁS@é\’%‘# ﬁﬂ%’@}/r}qrﬂ%rarpﬁ @'QP‘I‘E%@ ?tﬁg‘sgﬁ%%%gfwj}‘fg“ MiGates i cal surface
whi ch i : t LR Sy i s that,
even « holSHe il e pORBHIOAE, LR TP has LBt bANARR Roislen bkt ' 3%

whi ch i withdhe preseritinvdrtione rBatusfiay 12mhusengtsles yontabkl devise MAOttbe devi ce
70 of Figure 2, the sensor 352 is capable (in a single sensing operation)
of senshHPMaticgdy invakes mYistratipn procras UpRB iisdnidial usR astdrsosibeddnt

i nvent or,s, have, f o that this,is.a useful. feature, ani ng that a_single
dovi ce_ BairatapchaRul o mbpled fpistis FRRGLY Rlelattes T &5 1

di f1eri pRANIZR%S SRAM, Wiith Sefd & ah idtial RoRYe ArdaTsr a fingéfpriRtimageng next
to Figure 10, a flow diagram 200 1llustrating steps of a“user

r egi st r aaptorgécin acsordante withghe pessenisnventiont her a device 70 of the first

formor devige, 370 of, the, second.formw,th ap . integrated fingerprint nodule
in accordancge\;ﬁrf'ﬁgéﬁ'gtt%%%ﬁ? dntggrated gycud A0 q WSS is shown. In the

fol | ow Hﬁ’cr@@?&’és@& P14 %Héﬁté}@%ﬁk% R"I‘@? ﬁBEé’%B‘?.”‘I&eQF‘JtSH rc?r?ul"t‘ﬁba"e been

descri bed above wth re I'gure using the Same rererence

nuner al furthen irsdledes?a flashpontrobemyl 4 rdoptrollihgeadeess toflash efemonot2@bl e
device 70, 370 undergoes an initialization procedure. In a currently

pr ef er r 8ad @npemarg sentroliry 133 far gontraliingracsess taivielatilermemasy 188t abl i shi ng
d ensuri

commm Rabsi- ekt 150 45 Bl A5 BB BT e R AR B 2 1 5 0
por t abl gefgyCr 77 Opretd abile haldHId AfeMbSt 1RY compRsés BFARIBALSORS a

working memory for microprocessor 111 during its operation, while non-volatile

memory 117 comprises a ROM for storing firmware that perform various functions

of portable device 170. Specifically, in one embodiment, ROM 117 stores the

following firmware code: firmware 117a for reading fingerprint sensor 152,

firmware 117b for processing fingerprint images, firmware 117c¢ for generating

templates, firmware 117d for encrypting fingerprint images and/or templates, and

firmware 117e for verifying fingerprint authenticity. Nevertheless, it should be



"'i's necessary. For exanple, if portable device 70, 370 is being used for the
first tinme and no tenpl ate has yet been stored in flash nenory 20, portable
. device 70, 370 will guide the user to conplete a registrati®#8 ﬁfb@@gs
(steps 225, 235, 245 and 255 as described below) via a user interface
(e.g., pop-up nessage w ndows) througﬂothe host platform Thus, upon the
first usppreciatedithal io arealteraatice egtivdiment of therrdsentdhyenrtiargrsughr chase), a

preferred enbodi nent automatically jnitiate the registration process to

Cener at BTOHBNS £ B StaLEd Br5 POR AR Bermemailin she hes LoPORREBIRAT shed by

checki ng, ﬁ\éﬁcﬁr't’%bléldﬁgic% . flag 121 in flash menory 120 of Figure 1 B).
registration 3 '

Subsequen : as described bel ow, can be activated by
i ndi vi dual U?@dﬂidﬂaﬂg,smiégme@ eircdithel hipgluddsadrf eptiondl eroreheskiggi ment ,
portabl e device 70, 370 supports nore than one user. In another enbodi nent,

t he sanfEGE3engine 1tYfutparforming prdoys ager phecking tasksahuingtthetapepatiores. |1 n
yet anot her .enbodi nen the . sa user_ fi.ngerpri be i stered

nul ti pl Q?PPH@g%a‘SEV&FEf ?gp'e Sf'pé{l:%pgta@g_req%ﬂ%gft?\ﬁk)Ebgggég@gv{@c%,ge370 can
facilit j j b d ird :
t enpl at @?Ieﬁﬁ%ﬁ@g%@%rgg?%&l Iy }éeﬂ.eg.%?h%&éﬁég(gi ug@'ﬁeﬁgﬁqjﬂcﬁg% et her a
new usendadig) witlkinrtbe dsope o theapresenbinuentiont he user's request in step 220.

If an additiqngl user/tenplate is to be registered, the registration
process will Kedenringctiddo Higure, 15.Jfingsyarnk Maduleriz0 GomRHSES a§essPaiPn s

230 ana SoseERd8e L BBl ctntrdyar 9ol Nt ERcRlpBh SEhge AR ohi »
the SCOB@letobbﬁtt@é@ﬁ@ﬂh?éﬁwiﬂmmége of 8ffinger el Slaced tifestbbneesnvdirierer) may

need to be installed on the host platformprior to the first use of
por t abl 85deeres 0Gor/ENt a caphwied fingerprint imageaintoreledtricalesignals pl at forni s

user interface.to,communicate with the user._ lt shoyld,al be appreci ated
that i1 MERESSRGING EnagR i) eRtianvat cpptseas| 156 iSRS abeek the AUSYSr ¢ for
ch f ! [ L | NS ls reon.
Rot or 11 np0 Y ioef BaBtifud b aRhsBL1SARS BelBRfite Wheerid Shah i98gE K hea. 1 n
step 22accéptebleegi sot dt sloouldhecamsrecimtedhthataued imbge precesdigli mrent, this
involves infarmng the user that a registration process will comence and

pronpt i fgPakiltiesean bg impieraentes) yaing spfiyare (has drpwareor hardwass (@95,

inger PreaeebiBtbdelsBPod O RAUBTAE siond BEeLBRERLPTRaony "embodi mont
step 235 al sgn angiridly prefdried eabblmienths ilastkateadn Figage s of sufficient
quality for further processing (e.g., tenplate generation). This is

pr ef er apigropeedassoed 16 controls variausi corsporentdiof portablengevice APy inchuking 11.

I n one gnbodi nen 5 wll be re ed .l e Lty of the captured
finger p?’?ﬁ? CPH&@@?W if‘ﬁﬁré%‘gélﬁﬁ’b?ﬁl (é‘)n?m&gﬁ?éugﬁ%ﬂﬁguﬁmaQs(ang he user w ||
be pro i i : i w i mage
can berr%ggt&tjﬁd@d& Pr e}ﬂiﬁf)ﬁﬂ?h&é@ﬁ%r @2,5%?%?9?@(5 ﬁg@u@gﬁrﬁ{&@?m&@gﬁl e. Once
an accedB83pand tontrellqrr 158 of fimgerptinsmodale t3{t Lir this embsdéape®3 portpblecess 200

proceeds to step 245, wherein_ _a tenplate is generated based on the captured
fi nger pAEMICe; 80 ARclddes pwie-Riptardion;switehpl4ld whickgwhepastivated, t he

ot erpt OBt Eneroarareeon T4, Birtte Mg agBite Sl etk @0 1275, & 246)
the tenpl at evgenpsfatefbe M @ Figifte J, 1 ROG PEIESEctivevieRieetfoiRNGf a t he
encryption is performed by firmmvare (e.g., encryption firmvare 117d of

Fi gure poBpble deviedwithravintikgrgtechfingerednt mweulein agoondance wijhionst hacki ng.

| t 2585, th ted tenplate. i t d_jnto.fl |

enbod| meROCiERt StbeTerant GURRRAT ISAMOHY EnEIhIR PoRORAOE deuis 2018 11 aon
t | A . :

gener at SHPWRVITUSEEBAREbAch 18 BBt dtifio ARATHE Kokt 266, EARBAR MOBURERDY o1

user aufhetdws akibaing Mrouetavaly, intsyrdetionitiy pdrtablevdevice7@ i aafritangd
enbodi ment, the 17 tenplate is stored in a reserved area of flash nmenory

20 whi clBonstrygiom, Witesenson 62idjspasad enthetan sidg of pepablecdsviegdOw ch i s not
ot herw se,_accessi bl e, t ser,. lp step 280 si.gnal, or .

" cat Taat SRETRe Qebiet & HDICkt R dse sobh Trisi fad R Roe® o IRE 18 fige

gener at ey rarelel gfr@ﬁ I i {5 U‘ﬁﬁfh a
secure gfgtr)gggﬁgdevi ce?og?@%n 80 %%ﬁ%%@’?‘%%?g?@r%g%%ggﬁpabI e bglgvi ce,
i.e., granting the newy registered user access (e.g., read data therefrom

and wite data thereto) to portable device 70, 370 and nappi ng portable
device 70, 370 to a valid drive letter on host platform 90.



Wth reference still to Figure 10, the authentication process using the
portabl e device 70, 370 is now described. 1n step 230, sensor 52, 352 is
.read to capture an inmage of the fingerprint of the user's fih§eAPR 3808 has
been placed thereon. In a currently preferred enbodi nent, step 230 al so
includes a quality check of the capturtd i mage by control unit 56, so that

the | mofeviepiseingiacbedsed, eReateling as ae fbtRlty indicdtol. Nk s@dther ed
fingerprint imge I's unacceptable for tenplate generation. If a repeat

capt ur e ébadiswrnd, LERe 3 lightswip fio ipdicete that @ptasdnemticationgspogss ise number of
retry is uger-configurabl e. In a currently preferred enbodi nent, step 230
al so i ncY aéjenerati ng a tenpl ate based on the captured fingerprint imge
and storing t i ; t L rd j e : 240,
the stored teﬂrar%flegﬁ@%bbg?% F?@% ?,@%%Qgﬁﬁ%@tﬁ@r\@e\% fr(%ery pé;ﬁgbger;d?hggbasi s of
aut hent i with endntelgeateddimgetyrintimodhale esadepibleddn FRigwerdisi sHowrmaggainas been
captured in step 230. In a currently preferred enbodj ment, m croprocessor
11 di r ecR@tahladrvicentQ ts s@meIthdJ$étcpnae@tom§ prejudinarfeemiitsfranitess) fr om

renory 200 Hpdeprf Rl 8% ahQfnSHhahd Bt LRl Rath bhihienen
are decrdenfisi70 The (fH@nY BbRstri@ian, Aitsderroe 5P ddnBrPtheioptdide nenmory 16

in one enbodinent. In step 260, it is determ ned whether the user's
f i nger prthareafah.Bi2 73us Again shavet dispasad heahéhe edge oéthedtapi sigeopr i nt

tenpl ate_ op .record. urrent] eferred di ment, verifjcation

roanl o ataiE S8V Re 10, Bebhhtr R Rl I AL D50 shaifas beiag

regi stengdafc@tfb ¢80 end b goﬁgglgmé'ﬁced%ect ed, the user is authenticated,
ot herwi se, aut henticatrion ¥ I's. I'n one enbodi nent, the user is 18

al  owed to reRéfezemte isheovamddanto Eigured, whintestowd a dottom plaalviewtoftime fails

(e.g., steps 230, 240 and 250 are repeated). Preferably, the nunber of
r epeat edPltaldageyiceswitl ap-inlegratgd fimgeerritidnedie g ilustraied é BiguseiZndri zed

neer nac ity SR bR aN e ARl R SR A Sn R ket oer
access g HdiaportaRlnaiad 70irniPaRIE eeliind er Gecodplingiidmslueps reher e

software driver resides in host” platform9 e software driver can forbid

such acde&m host plationrr 9@ (figdienbh), is showomnabedmdton sidenofjpmrtadlie e devi ce

70 wi Il shut or g’bse di s | gsh controller 14 upon such

wn ot her bl e f
aut hent i €M%% 81‘%iFI'g}F§.‘PTH CUUG S'F%@r 80 2880WHded security neasures

i nst t ' ; ' h ; ' th
dara stor ed i ReIARAEKS P80 S Btop BIafryiBl o TAY pORRLRRGL A Flfh '™
aut hent i intdgratedafirigemptint mbdulenss shdwdinEijure @pt idepidtedt PprtaBle devigs 0i ded.

In this enbodiment, should verification nodule 12b nal function and refuse
to aut hdfshemnevith USR sepneetar 48 arotmdiss fram dte fiant endhaad Hegarmsinévi ous| y

o hone BB ol SR S e GR OD CaARRRAYS e
embodi meNitaty CBhEFubtEH, Wil sdritdr &2 disposdPoR i tbrPsifgltiRéreds BEDUAS json where

access to contents of flash nmenory 20 cannot be had unl ess and until
veri fi caagain shodnl disp@ed sedi thededdef ofithe thy sidesofppariahle devicecd.r ect | y

entered, user_authentjcation s, deened to, be successful: ofherw se, user
SUt hont | cat i OROTRERRESS oW B398 19 FIOUIS BoRhins &S A Bleyaliah wIPW At i f

added s rd j Ll : i j 0 ed in
Sad £ o pdnenIe deee ith oft REATNEH Ak Bfint FiUIe 68 RnBRr IFiGHeY.

aut hent i U8Bi sonnéictdri 18 IstshosappotafdiidfronT teeinéntiof\pontablendevice F0ean@80, a
signal or nessage indicating the successful authentication is generated. In

an embodhameariphesy ef pensaiiZissbowes|ivhtly3aiseddrana dae tap sids&f podtableor age
device, ste 360 can also entail enabling portable device, i.e., granting
t he new@fe"r‘gﬁi tered user access (e.g., read data therefromand wite data
thereto) to | A o é%g syzYole] LR 370 to
a valid dri v?%‘?f@rg?”ﬁﬁ'gﬂﬁ Sellt%%# m |8. %gtrﬁ)béﬁ%l?ﬁ‘eﬁi\ggﬁg& at ed
that in iategrateddingemprimfvaoduleuasishdwe & Figure 2. Once again, USB connector

18 is shown protruding from the front of portable device 70, and the periphery of
sensor 52 is shown slightly raised from the top side of portable device 70.



“.engine 12 is located in host platform 90, appropriate nodifications to the
aut hentication process described above are needed. In partigylgR 2@pce a

. satisfactory fingerprint inage has been obtained in step 230, the image
data is first encrypted and then transmtted to host platform 90, wherein
the steps to be perfornmed by authentidation engine 12 will be carried out.
Thus, dependiRede®ingt iextpeFigurel®ira from elgvaticat view cfithe pRiriabi device Wit

i nformation bei n% transmtted from portable device 70, 370 to host platform
90 can @niintegrateddingenpiint meduleiasashawn 87 Figuse @98 depinted.udbedrsartion

aut henti cat | or i e data r esenting a user fingerpgint that. is
end: ng SR EanhgRisF 16 Le R BRI Al B8 mesBArn B tesst AP rmnce. of
vari OUSsﬁbﬁﬂ%li@htl??&@é&$ro%9?1é°‘fo% ﬁaawﬁbgﬁslebaemévgprpcessor 11 executing
firmvare code, "wWhich is preferably stored in non-volatile nmenory 17 of

port abl e deviReferAhceds Biowdingdefto ddgareyd, whick iwalrdabeleaatiorevieat efthehat t he
present invention not only contenpl ates using portable device 70, 370 as a

secure @8rtabla deviee With\an integrated Hagerpriah les3s shawpdn Figee. The

590 canrafiphdly o ferisBf 5236 Riokh, Sy BRURTASEA ol o loa R BhABGE dHles Gev ce
70, 37070sanawptiofal iNGEAtaBBACIT b Bhé Bottbi $18€ of pbREbIEIdvicd MO Rb t O

access any resource on host platform90 (e.g., data, files, application

pr ogr amyjsifer iQptianal write piitectiemswitels 40ris alsax sMasm@ma@f af. thenet wor k
access) net woc,'k Sri%t&'e@eg/and? torage devices, electronic nmail) a user is
requi r efREHq PEpPORaEaviGh @ aut henticate his/her identity as an

aut hori zed user usa i i i d pri nt
modul e 50, 1 n acody Nargeare ol g 1(A) & el Redrtier e view ¢f

aut hent iseadnad portableseelips 870 neth sinintegrated dihgéqrindmadutain aedordancerddi ti on
to) conventional password-based authentication. Thus, the user

i nconveNidreRe ﬁﬁ@qdé'@§ms@frt_hﬁgj¥ﬁ§e%té6¥@mtﬂn isrfdowns Th&,@}%}tﬂon_{q}. t he grl or art
Pecor dayoReTetcH SRR AR 870 BERERRGE il B BELREARMBE Y FEhEBMET oo

conput emdrgseitheasferehee PUBRR Ak UJBERIFIGNT H@N afd Bitnilke tatved BgRPins| ¥
utilized in nunerous other applications that require security clearance,

such as Figurey2 but higher buB880hdutsapart frooesn diftarent external shap, ¥ has twoand
securit 0S| oxes..and .so on. The sent . i nvention can 20 al so be
bomo i dAEl laatans: Eirch e Sia el Bl haRdaab favers & sensh ac

f act i L i ; ; : i ned. |
bne. o Si2rnBedyBR oY khionin Yk bR32G PURACAMFIcEM REFRA Pightel Dol 11
a pri vatid(thoism secondoaak perdpectiveaieat of thenporalge alewicef 32®she@nhimnal keys.

In the first exanple, the honme gwner first reqjsters his/her fingerprint
when t h&igrenEk(a), dut pakethe cavrr B0 IR anAnescefiguration wecondly. thee ™| at t er

2 hoter seindrass [9tapld Aifnd Y Shatof o sBRng Al sbiorpare' "
restri claa@liing domtactasipe e fitgdreThB®edhd (ORef sscaid Pertallle @eoRle) . These

and other wi de-ranging applications of the bionmetrics-based access device
t echnol 83V ididestribed irhmmoed detailasafdlloimst ended to be within the scope and

irit of th f t L,on. th di t f th t
Thventi on haJe PR dd6aka R freparthle ey bk Wio LR ot i on
t echnol | ; i g i t th
pr osent cPhnett SBRIERLARGTRGR 1§ Hor B, HinB AR IRRABREGT: ShBnas® 01
ot her bibeirg] strectukeliydnteguatedwitic pbitabletdmiice 7@ in aUmitaspucdndtemtiongue i s

iris scan technol ogy. Wil e such other bionetrics-based techni ques are not
expr essMWithoeensor 964 Bbewnrin Rigier1 Wb dispasad er thertopside ©f parakls)

the. pr edenice SRRl Brlighb2efe AERET s AbittburiRapbed ot M < of
the preseid of foredBle Yvitavsr R erNo N efi i e RELEM 373 flaShas wHedsduta®iory as a
storage nedia, it should be appreciated that other types of non-volatile

menory, peuableadeviee ivbeingtadcesseddbus secdsg asaradtivityiidipator. imgnethec
random access rrermrg %RAM can al so be used within the scqc%%,of the .
present SMmRediTEsh. LER 3HddiahteHp tamrdicatetbat ap authentigaion HERGRS]IS have been
descri bg&d?ﬁggi n as being conpatible with the USB standard, the portable
devi ce iresent invention is not intended to be restricted thereto.
Rat her, the present invention is intended to enconpass portable devices

t hat support ot her comruni cation protocols and/or bus standards, such as
the EEE 1394 ("Firewire") standard. Wile preferred enbodi nents of the
present invention, a nethod and system for inplenmenting access control
usi ng bionetrics-based technol ogy, have been described, it is understood

~



.CLAIMS 1. A portable storage device conprising: a mcroprocessor; 5 a
non-vol atil e menory having a storage capacity of at |least 8 MB of data and
.coupled to the mcroprocessor; a bionetrics-based aut henti caigi%APRIII e
coupled to and controlled by the m croprocessor, wherein access to the
non-vol atile nemory is granted to a udér provided that the biometrics-based

aut hent i cat i Jinercuher 809U$ beovideditsa plate sepported foristidingi inthapdangef ei n
access to the non-vol atil e nmeno is denied to the user otherw se; and an

[ nt ogr athedarsaiateet e nastable daviesi 1 bY:b-shapedtauides 4pAgsoiesting rom r eot | y

the. non e BBt Surfagio Rt 8 ddtarn deldp B TREN AR 3P0 BRONEEE WATIdET "1
15 2. Tengagsiht matfidl @0, 36876)2E0 o Mediaidor cHhesIRient bBRyeen a first

bi omet ri cS- based aut hen lon nmodul e is a fingerprint authentication
nodul e. psitichgFigure (&) iewihich theoxovdr 3§ 0tapversiand protebts thersaniser 352,

modlul e. pesitohdFiguredi(a) ire | d protects

el enent 4" (2 39TSLPoHPR (GoUr81RSL NG | 9583 B9 5.1 nwh ch t he. sensor
ta | _ _ | _

por trons of OGR! Sy phAGof SARTRARAE R e 2y REliPloBHRESRThET

t her eby regnesd efpotalsle\devivy 87®ns of a user's fingerprint. 5. The portable
device according to Claim3 or Claim4, wherein the fingerprint

aut hent i cat i fefaBing rRexdefigwes! Za actoparanyiaw etitheoportan!e sievice with an
integrated fingerprint module as shown in Figures 11(a) and 11(b) is depicted.

Portable device 370 is shown with USB connector 318 protruding from its front
end, and fingerprint module 350 is shown as being structurally integrated with
portable device 370 in a unitary construction, with sensor 52 disposed on the top
side thereof. The cover 300 is the open configuration of Figure 11(b).

Reference is now made to Figure 13, which shows a bottom plan view of
the portable device with an integrated fingerprint module as illustrated in Figures
11(a) and11(b). A substantially semicircular indentation 377, an optional feature
which allows a user to hold portable device 370 firmly while coupling or decoupling
portable device 370 to/from host platform 90 (Figure 1A), is shown on the bottom
side of portable device 370 in Figure 13. USB connector 318 is also shown.

Reference is now made to Figure 14, which is a left side elevation
view of the portable device with an integrated fingerprint module as shown in
Figures 11(a) and11(b). USB connector 318 is shown protruding from the front of
portable device 370, and the cover 300 and guides 400 are shown slightly raised
from the top side of portable device 370.

Next, Figure 15 is a right side elevation view of the portable device with an
integrated fingerprint module as shown in Figures 11(a) and 11(b). Once again,
USB connector 318 is shown protruding from the front of portable device 370, and
the cover 300 and guides 400 are shown slightly raised from the top side of
portable device 370.

Referring next to Figure 16, a front elevation view of the portable device

370 with an integrated fingerprint module as shown in Figures 11(a) and 11(b) is



between a first position covering the sensor elenent and a second position
.0 revealing the sensor el enent. 23 f . The portabl e device according
{0 any of the preceding clains, wherein the nale connector is a universal
serial bus (USB) A-type nale connector for connecting the porpabher Iparage
device directly to a host having a USB4 controller . 7. -fhe portable

devi ce afghétdtNTHeCindBMioPferid6f DSBCASHHRELSH 3 8%, ceMi@I§idepidigd, and the

bi onetri cs- based aut hentication nodul e conprises a bionmetrics sensor fitted
on one sunvea880@nd guidesrOatdre sthiewincslightl9 risedrompdne tdp sideafipoetable or di ng
to any o; t he géecedi ng clains, wherein the non-volatile nmenory conprises
flash r“iﬁ.?’ 7+ The portabl e device according to any of the proceeding

cl ai ms, wher e ' ﬁ?afoeest% i hOur ks

mechani sm fosk%g?gﬁ%ﬁ%a I 'on 8@8Hﬁeaqg'e Q%ﬁi'sﬁ%tﬁegﬁeg)éf%ggﬁ @nﬁ%@gﬁson

fail ure gordbie dovieastith anltegrated fingaiprimimsduleRewowrl PiﬁQﬁHst Py storage
devi ce corgorl Si 28_ a bus; 20 a mcroprocessor coupled to the bus; a

non- vol a@nd &1{ndihe cover 3§0ansk guidge 408mreishpwasr slightly saiseddram the tamt a and
Eag!ol \%es:i@(—; tﬁ? SoRgBI;e oaevtl)ci:eog%.r iocpiib%% \zev?lnteag}oqg&tlcgncg\}\/ft&n328?3 L\fesocs%% Ineglst 0 the
being located at the rear end of portable device 370.

As mentioned above, a significant difference between the first form of the
portable device 70 and the second form of the portable device 370, is that the
sensor 352 of the second form of the portable device 370 is provided as a cylinder
having its axis lying parallel to both the top surface and the rear surface of the
device 370. In other words, this axis extends through the device 370, sandwiched
between its bottom and top surfaces, from left to right.

The sensor 352 is designed to be rotatable around its axis (either fully
rotatable, or rotatable within a defined angular range). At times when the cover
300 is open, a portion of the cylindrical surface sensor 352 is uppermost, and is
exposed through an opening in the housing of the portable device 370, but this
portion varies as the sensor 352 is rotated. When the user comes to use the
device, he first opens the cover 300 (thereby exposing a portion of the cylindrical
surface of the sensor 352) and then rolls his finger (or thumb) on the cylindrical
surface of the sensor 352, causing it to rotate and to bring successively new
portions of the cylindrical surface into the exposed region. In this way the user is
able to contact the sensor 352 with a larger area of his finger in total than the area
of the cylindrical surface which is exposed at any one moment.

An advantage of this feature is that, even though the proportion of the top
surface of the portable device 370 which is occupied by the sensor 352 remains
approximately as in the device 70 of Figure 2, the sensor 352 is capable (in a
single sensing operation) of sensing larger areas on fingers than the sensor 52.
The present inventors have found that this is a useful feature, meaning that a
single device can be operated by individuals whose fingerprints are of greatly

differing sizes, e.g. individuals of different races.



.under the control of the mcroprocessor the bionetrics-based authentication
25 nmodul e is configured to (1 ) capture a first bionetrics garker' (2)

. store the first bionetrics marker in the nonvol atile nmenor¥; 6%6 2P}isipture a
second bionetrics marker; and (4) determ ne whether the second bionetrics
mar ker can be aut henti cated agai nst tHe first bionetrics narker; and an

i nt egral mal Betasring ciext tacbigpreed01 a fiowedibgearh @00dlusteatingrstepsiof parseabl e :err

Jat o beTSRATAIORAUBERaNon HoCRS LoAR AINeE arAWAS ARG BB @b Phat | on | <
ta befHis RS _ s
The 1 r48VIEF STOTH e SRRt LR i fRld Fagk Bt RoB e shthelT, 1o,

wher ei nwithene élﬁbbdihﬁ?émmﬂwEﬁes@m& iRiintiontis SNownduh ¢hé folwingiger pri nt
aut hentication nodule. 12. The portable device according to claim 10 or

cl ai m 1desariptioReyarieifmoduias and.epmppsantssefersed tnusayaisegn descidkedont rol | er

coupled_t o the bus and rei he.i nt.egral male connector, i §_an A-type
i 6 Lstb Qe HER e ERG FEoBES 1 hdin Mg Ane TR RESe DAl dBRteriey! ce i s
capabl e GO ' ' ' ' M\ﬁn r. 13.
The por%g%'l e deviéipg%gc gerdcli!ic’tnég;thﬁgggégTP%ﬁé%@fgk%oﬁ{% e(?ée}'lgggtgtﬁ@

bi onet r indtializaten peadddene.i tradicarremtiy preferredsambodiment) thei initiatizationd Wi t h t he
1 s portable device in a t5jni tary construction and conprises a bionetrics

sensor BERIUER S6LES o5 RIS FABEMNAORNR TP Retceands. The
Consor. SA i ReAREtERRlnt § S dethareo Mol debice TR o7t as basficlPagr »' ™

oper at i tharefiod bring successive portions of a user's finger into rolling
contact with the sensor, and thereby sense successive portions of a user's
fingerprint. |nMsepR2D, portabls devies 70340 detarmines whethara useroegistration14,

wher ei n, t he i oetcl cs; Dased BB ASALL 98, F96H BeRSRIeRR 1 FRYS"
time and no template has yet been stored in flash memory 20, portable device 70,
370 will guide the user to complete a registration process (steps 225, 235, 245
and 255 as described below) via a user interface (e.g., pop-up message windows)
through the host platform. Thus, upon the first use of portable device 70, 370
(e.g., immediately after purchase), a preferred embodiment automatically initiate
the registration process to generate the first (“master”) template. This is preferably
accomplished by checking a status flag (e.g., flag 121 in flash memory 120 of
Figure 1B). Subsequent registration(s), as described below, can be activated by
individual users via software on the host platform.

In one embodiment, portable device 70, 370 supports more than one user.

In another embodiment, the same user may register multiple fingerprints as
separate templates. In yet another embodiment, the same user fingerprint may be
registered multiple times as different templates. Thus, portable device 70, 370
can facilitate the registration of additional user(s) and/or additional template(s)
either by periodically (e.g., upon startup) inquiring whether a new user/template
needs to be added or upon the user's request in step 220. |If an additional
user/template is to be registered, the registration process will be invoked. If it is
determined that no new registration is necessary, process 200 proceeds with an

authentication process (steps 230, 240 and 260 as described below).



"25 between a first position covering the el ement and a second position
reveal i ng the sensor. 16. The portabl e device according to ang/ of clains 10
.to 15, wherein the non-volatile menory conprises flash nenory® AP8 293 The
portabl e device according to any of clains 10 to 16) wherein the

bi onetri cs-based authentication nodul e!§s further configured to encrypt the
first bi bsboulddse apptesiated thatewithinthae gcope of thespraseotinventienmar ker i n

101 0. 1ACNREdPA | RaokWATE AElpucBak bpoR do BB s gleaaniGe Astpletoke.
10 to 179%% e | . Vi
oi oot 11 BTG TS AR dRRER S TRRAER AP SRR S Be okl 1 e

non- vol aplatferm®eruwey intéffacd te comniaiitatedeith e asaoridsheuitalgngeof claims 10
to 18, wherein the m croprocessor is configured to enable access to the

non- vol a@ppreciatemdiatifibe epetating Aystam ohtherhaatiplatiarichas builtsuseppertby t he
Dot L A Al bR ohBar eI B ABBN lFes, rocord 1o
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The por t stiepl2fe the eegisicatiali ppcees iinitited) dn one BEnbadid@nt, whizriavolvede
informing the user that a registration process will commence and prompting the
user to place his/her finger on sensor 52.

In step 235, sensor 52 is read to capture an image of the fingerprint of the
user's finger that has been placed thereon. In a currently preferred embodiment,
step 235 also includes verifying that the captured image is of sufficient quality for
further processing (e.g., template generation). This is preferably performed by
control unit 56 as directed by microprocessor 11. In one embodiment, step 235
will be repeated if the quality of the captured fingerprint image is unacceptable.

Under such circumstances, the user will be prompted to place his/her finger on
sensor 52 again so that a new image can be captured. Preferably, the number of
retry is user-configurable.

Once an acceptable fingerprint image has been captured in step 235,
process 200 proceeds to step 245, wherein a template is generated based on the
captured fingerprint image. As described above, in a preferred embodiment, the
captured image is converted into 64 KB of data, which is then used as input to
template generator 12a for generating a 512-byte template.

In step 248, the template generated in step 245 is encrypted. In one
embodiment, the encryption is performed by firmware (e.g., encryption firmware
117d of Figure 1B), thereby providing an added level of security against hacking.

In step 255, the encrypted template is stored into flash memory 20. In one
embodiment, upon successful generation and encryption of a template, flash
controller 14 is prompted by template generator 12a to store the newly generated
and encrypted template into flash memory 20 for use in subsequent user

authentication. Moreover, as described above, in a preferred embodiment, the



. 20 m croprocessor |Is configured to provide a bypass mechani sm for

aut hentication upon a determ nation of authentication failure by the

. bionetrics-based authentication nodule. 22. A bionetrics-bag8dAPR 2003

aut henti cati on nethod i nplenented using a portable as storage device, the
nmet hod conprising the steps of: (a) obfaining a first bionetrics marker
from a teseplate iststardd ioreetasereed aresnof flast miehwaty @0 whiehpsspetifiealtyevi ce, t he
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and write data thereto) to portable device 70, 370 and mapping portable device
70, 370 to a valid drive letter on host platform 90.

With reference still to Figure 10, the authentication process using the
portable device 70, 370 is now described. In step 230, sensor 52, 352 is read to
capture an image of the fingerprint of the user’s finger that has been placed
thereon. In a currently preferred embodiment, step 230 also includes a quality
check of the captured image by control unit 56, so that the image capture will be
repeated if the quality of the captured fingerprint image is unacceptable for
template generation. If a repeat capture is needed, the user will be so prompted.
Preferably, the number of retry is user-configurable. In a currently preferred
embodiment, step 230 also includes generating a template based on the captured
fingerprint image and storing the resulting template into volatile memory 16.

In step 240, the stored template(s) are read from flash memory 20 for use
as the basis of authenticating the identity of the user whose fingerprint image has
been captured in step 230. In a currently preferred embodiment, microprocessor
11 directs flash controller 14 to retrieve the registered template(s) from flash
memory 20.

In step 250, the registered template(s) read from flash memory 20, which
are stored in encrypted form in a preferred embodiment, are decrypted. The
decrypted template(s) are loaded into volatile memory 16 in one embodiment.

In step 260, it is determined whether the user's fingerprint can be
authenticated against the registered fingerprint template on record. In a currently
preferred embodiment, verification module 12b compares the template pending
verification against the registered template(s). If a match is detected, the user is

authenticated: otherwise, authentication fails. In one embodiment, the user is
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authentication remains a failure. It should also be appreciated that if added

security is desired, a password requirement can be implemented in addition to the

fingerprint authentication even for normal routine authentication within the scope

of the present invention.

In step 280, a signal or message indicating the successful authentication is

generated. In an embodiment where portable device 70, 370 is used as a secure

storage device, step 280 can also entail enabling portable device, i.e., granting the

newly registered user access (e.g., read data therefrom and write data thereto) to

portable device 70, 370 and mapping portable device 70, 370 to a valid drive letter

on host platform 90.
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the particular implementation or application, the information being transmitted from
portable device 70, 370 to host platform 90 can either be a simple notification of
success upon successful authentication, or image data representing a user
fingerprint that is pending authentication.

In a currently preferred embodiment, performance of various steps of
process 200 are controlled by microprocessor 11 executing firmware code, which
is preferably stored in non-volatile memory 17 of portable device 70, 370.

Significantly, it should be appreciated that the present invention not only
contemplates using portable device 70, 370 as a secure data storage device but
also as an access control device. In particular, within the scope of the present
invention, portable device 70, 370 can act as an “access key” to host platform 90
to which portable device 70, 370 is coupled. More specifically, in one
embodiment, in order to access any resource on host platform 90 (e.g., data, files,
application programs, peripherals) and/or any resource attached thereto (e.g.,
network access, network printers and storage devices, electronic mail) a user is
required to first successfully authenticate his/her identity as an authorized user
using portable device 70, 370 with integrated fingerprint module 50. In
accordance with this embodiment, such fingerprint authentication is used
preferably in lieu of (or alternatively in addition to) conventional password-based
authentication. Thus, the user inconvenience and less stringent security that is
inherent in the prior art password-based authentication approach is |
advantageously eliminated in accordance with the present invention.

Beyond access control to various computer resources, the present
invention can also be advantageously utilized in numerous other applications that
require security clearance, such as entry into private homes, offices, hotel rooms,

bank vaults and security deposit boxes, and so on. The present invention can
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private home or room key to a hotel room in place of conventional keys. In the
first example, the home owner first registers his/her fingerprint when the
biometrics-based lock is installed at the house. In the latter example, a hotel
guest first registers his/her fingerprint upon check-in at a hotel. Thereafter, access
to the house or hotel room is securely restricted to the respective key holder
(home owner or hotel guest). These and other wide-ranging applications of the
biometrics-based access device technology disclosed herein are all intended to be
within the scope and spirit of the present invention.

Although embodiments of the present invention have been described
herein as using fingerprint authentication technology to implement access control,
it should be appreciated that the present invention is not limited thereto but rather
encompasses the use of other biometrics-based authentication techniques. One
such technique is iris scan technology. While such other biometrics-based
techniques are not expressly described herein, their applicability to access control
implementations using a portable device is within the scope and spirit of the
present invention disclosed.

Moreover, while preferred embodiments of the present invention have been
described herein as using flash memory as a storage media, it should be
appreciated that other types of non-volatile memory, such as ferroelectric random
access memory (FRAM) or magnetic random access memory (MRAM), can also
be used within the scope of the present invention. In addition, while such
preferred embodiments have been described herein as being compatible with the
USB standard, the portable device of the present invention is not intended to be
restricted thereto. Rather, the present invention is intended to encompass
portable devices that support other communication protocols and/or bus
standards, such as the IEEE 1394 (“Firewire”) standard.

While preferred embodiments of the present invention, a method and
system for implementing access control using biometrics-based technology, have

been described, it is understood that those skilled in the art, both now and in the
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1. A portable storage device comprising:
a8 MICroprocessor,;
5 a non-volatile memory having a storage capacity of at least 8 MB of data
and coupled to the microprocessor;
a biometrics-based authentication module coupled to and controlled by
the microprocessor, wherein access to the non-volatile memory is granted to a
user provided that the biometrics-based authentication module authenticates
10 the user's identity and wherein access to the non-volatile memory is denied to
the user otherwise; and
an integral male connector for connecting the portable storage device
directly to a host having a controller and for exchanging data between the host
and the non-volatile memory following authentication of the user's identity.
15
2. The portable device according to Claim 1, wherein the biometrics-based

authentication module is a fingerprint authentication module.

3. The portable device according to Claim 2, wherein the fingerprint
20  authentication module comprises a fingerprint sensor element.

4. The portable device according to Claim 3 in which the sensor element is
rotatable during a sensing operation, to bring successive portions of a user's
finger into rolling contact with the sensor, and thereby sense successive

25 portions of a user’s fingerprint.

5. The portable device according to Claim 3 or Claim 4, wherein the
fingerprint authentication module comprises a cover mounted for motion

between a first position covering the sensor element and a second position

[P} ]
o

revealing the sensor element.
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connecting the portable storage device directly to a host having a USB-
controller .

7. The portable device according to any of the preceding claims, wherein
the biometrics-based authentication module comprises a biometrics sensor
fitted on one surface of the portable device.

n 8 The portable device according to any of the preceding claims, wherein
the non-volatile mermory comprises flash memory.

9. The portable device according to any of the proceeding claims, wherein
the microprocessor is configured to provide a bypass mechanism for
15 authentication upon a determination of authentication failure by the biometrics-

based authentication module.

10. A portable storage device comprising:
a bus;
20 a microprocessor coupled to the bus;
a non-volatile memory having a storage capacity of at least 8 MB of data
and coupled to the bus;
a biometrics-based authentication module coupled to the bus, wherein
under the control of the microprocessor the biometrics-based authentication
25 module is configured to (1) capture a first biometrics marker; (2) store the first
biometrics marker in the non-volatile memory; (3) capture a second biometrics
marker; and (4) determine whether the second biometrics marker can be
authenticated against the first blometrics marker; and
an integral male connector coupled to the bus for connecting the portable
30 storage device directly to a host having a controller and for exchanging data
between the host and the non-volatile memory when a determination is made
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biometrics marker.

11.  The portable device according to Claim 10, wherein the biometrics-based
5 authentication module is a fingerprint authentication module.

12.  The portable device according to claim 10 or claim 11, further comprising
a universal serial bus (USB) device controller coupled to the bus and wherein
the integral male connector is an A-type male USB connector coupled to the

10 bus, such that the portable device is capable of communicating with the host

platform via the USB connector.

13.  The portable device according to any of claims 10 to 12, wherein the
biormetrics-based authentication module is structurally integrated with the
15 portable device in a unitary construction and comprises a biometrics sensor

being disposed on one surface of the portable device.

14.  The portable device according to claim 13 in which the sensoris a
fingerprint sensor and includes a element which is rotatable during a sensing
20  operation, to bring successive portions of a user’s finger into rolling contact with

the sensor, and thereby sense successive portions of a user's fingerprint.

15.  The portable device according to claim 13 or claim 14, wherein the
biometrics-based authentication module comprises a cover mounted for maotion
25  between a first position covering the element and a second position revealing

the sensor.

16.  The portable device according to any of claims 10 to 15, wherein the
non-volatile memory comprises flash memory.

30
17.  The portable device according to any of claims 10 to 16, wherein the
biometrics-based authentication module is further configured to encrypt the first

numvETy SUET
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module 1o capiure and store the first Biometrics marker provided that no

biometrics marker has been stored in the non-volatile memory.

18.  The portable device according to any of claims 10 {o 18, wherein the
10 microprocessor is configured to enable access to the non-volatile memory upon
a determination of authentication success by the biometrics-based

authentication module.

20. The portable device according fo any of claims 10 to 19, wherein the

15 microprocessor is configured to disable access to the non-volatile memory upon
a determination of authentication failure by the biometrics-based authentication
rmodule.

21.  The portable device according to any of claims 10 to 20, wherein the
20 microprocessor is configured to provide a bypass mechanism for authentication
upon a determination of authentication failure by the biometrics-based

authentication module.

22, A biometrics-based authentication method implemented using a portable
25 storage device, the method comprising the steps of:

(a)  obtaining a first biometrics marker from a user with a biometrics sensor

installed on the portable device, the portable storage device having internal

storage with a total storage capacity of at least 8 MB of data;

(b)  retrieving a registered biometrics marker from the internal storage of the
30  portable storage device, the registered biometrics marker having been stored

therein during a registration process;

~1
2]
i
A
T

Yo



" 51109658 ()- QEaBr S4! ! (S*109%6&' () - ! @8z#10% 5-5&' () - YVL0%B&' ()-f3" 109%6& ()
-f :

S APR 2003

. 1109%& () -9f #109%&' () -uPaBr S4! ! (6@109& () - S3 &' e - S3H 1p% ' )-%@J.O%&' (

)-f0 1098& ()-! NL-#10965& ()-r P4l (6@H &10% ( F%%%(;) -%ﬁf&nﬂ@if)&é ) -
1055 1055 1055!1 S>10%%5&' () - Sy8s10%&' () - § 8 Deverna

#ow aBP4!! (""" 10% o0& ()- @L! 10% o0& () - @ 910% o0& () - ﬁ/ 59080 () -

10% o0& () -! &10%BoBo& () -Z' q>AZdBP4! ! (! 63"¥0% o' 0& () -,

10% o0& () -10% o&' () - @@ 10% o& ({D- @10% 0& ()- @0% o0& ()-ZbY<a@4!!

|, #10%p& (X¢) ! S,ceropanimy the Brst bwnetsics marked 8gainst the-regibtaedh idgme}rics

10% o0& () - <?@&‘f}r |, #10%p& ()-)!'S, #10%z& ()-s* 10% o0& ()-9':10% o& () -

*9s10% o0& () - 1T10% } & ()- Normal" "Heading 13]c" "Heading 23]c" "Heading

33]¢" " Headi(gp 43ighalirdeaslantherBibation BaaecksuopBIkey theeadhateh TSldentitiseadi ng

83] c" "Heading, 93]c'A "Default Paragraph Font]"% 6U@GNI Rc\ enFxvM

QJ, PLgxbf QA8 $¥ep{CNARIEOYCOLUU[ # Af zi my. sy} pMej GQ Z<6Ti nes New

Foggg}g '( ?‘L S?l—:‘f} grlpiéﬁgé%&??éss%tt%We%%?%% of the portable storage device
<=>? @\BCDEF GiglohichbvRQREEMYHATHY bftheadatt ehidtiokl surepgs ahd thasattc}l ~
exchanging data between the internal storage of the portable storage device
and a host having a controller, the exchange of data passing through a male
connector integral with the portable storage device.
10
23.  The biometrics-based authentication method as recited in Claim 22

wherein the registered biometrics marker is a fingerprint.

24.  The biometrics-based authentication method according to claim 22 or
15 claim 23, wherein the registered biometrics marker is stored in an encrypted

format.

25.  The biometrics-based authentication method according to any of claims
22 t0 24, wherein said step (d) comprises granting the user access to the non-

20  volatile memory.

26.  The biometrics-based authentication method according to any of claims
22 to 25, further comprising the step of denying the user access to the non-
volatile memory provided that a match is not identified in said step (c).

27. The biometrics-based authentication method according to any of claims
22 to 26, further comprising the step of providing the user with a bypass
authentication procedure provided that a match is not identified in said step (c).



