INFORMATION PROCESSING METHOD AND DEVICE

TECHNICAL FIELD

[0001] This application generally relates to an information processing method, and in

particular, to transferring information by using NFC technology.

BACKGROUND

[0002] At present, in people's daily life, shopping in offline physical stores and
supermarkets is still the main shopping method. Because of the advantages of being direct and
fast, shopping in physical stores and supermarkets is generally favored by people. In a shopping
process, a consumer mainly purchases needed products in a supermarket, and then, the
consumer goes to a settlement channel for settlement. Each settlement channel is equipped with
a checkout station, and one cashier is responsible for each checkout station. The cashier
performs code scanning, settlement, and cashiering on the products purchased by the consumer.

[0003] During shopping in a physical supermarket, if there is a peak shopping period, a
large number of people are in line in settlement channels, resulting in a long waiting time for
consumers and a bad user experience. In addition, performing settlement and cashiering
through cashiers results in relatively high labor costs.

[0004] For self-service settlement, some solutions in existing technologies are as follows:

[0005] 1. Amazon Go provides a solution of recognizing specific products taken by a user
by using cameras and various sensors on shelves, and completing deduction when the user
leaves. However, in this solution, sensors are needed to be disposed throughout a store, and a
lot of renovations need to be made, resulting in high costs and a high promotion threshold.

[0006] II. Wal-Mart has launched a handheld device for automatic settlement. A user
enters a supermarket and scans codes of purchased products with a handheld code scanner.
When the user leaves, settlement can be completed with one click. However, a disadvantage is
that code-scanning actions are performed by a user instead of a cashier. Since commercial use,
a commodity theft rate of products is found to be high.

[0007] III. In offline entities (for example, supermarkets), code scanning is performed on
products for payment. A user finds a product to purchase, opens “Scan,” finds a barcode area
of the product, and scans a barcode. However, in this way, there are many steps to operate, and
barcodes of some products are not easy to scan, thereby resulting in a degraded customer

experience.



[0008] IV. In an RFID unmanned checkout counter solution, an unmanned checkout
counter is disposed at a checkout station. A user places products on a sunken RFID reading
counter, and order details are displayed on a screen. The user selects a settlement method that
may be a card-swiping payment or code-scanning payment. If the code-scanning payment is
selected, the user uses the mobile phone to open Alipay, makes a payment code displayed, picks
up a code scanner on the side to scan the code, and completes the payment. However, in a
payment process, the user still needs to use a mobile phone or a credit card to complete a
payment process, resulting in a queuing problem.

[0009] V. An RFID tag is used for product recognition, and biometric recognition is used
for payment. For a commercial scenario, the RFID requires renovations in a supply chain,
resulting in high costs. In addition, an accuracy rate has not reached a level of

commercialization.

SUMMARY

[0010] To resolve the foregoing technical problems, this specification provides a method
for efficient self-service order generation.

[0011] This specification provides an information processing method, including:

[0012] obtaining entity information on an electronic tag through NFC communication;

[0013] saving the entity information; and

[0014] initiating a payment based on the entity information.

[0015] Optionally, the entity information includes product information.

[0016] Optionally, the product information includes a product ID and a product price.

[0017] Optionally, the entity information includes a store ID.

[0018] Optionally, the method further includes: sending a query message to a server,
where the query message includes a product ID, the store ID, and a quantity of a needed product.

[0019] Optionally, the method further includes: receiving a prompt signal together with
the entity information.

[0020] Optionally, the prompt signal is an audio signal or a vibration signal.

[0021] This specification further provides a device for information processing, including:

[0022] an NFC module, configured to obtain entity information on an electronic tag
through NFC communication;

[0023] a storage module, configured to save the entity information; and

[0024] an application module, configured to initiate a payment based on the entity



information.

[0025] Optionally, the entity information includes product information.

[0026] Optionally, the product information includes a product ID and a product price.

[0027] Optionally, the entity information includes a store ID.

[0028] Optionally, the device further includes a transceiver, configured to send a query
message to a server, where the message includes a product ID, the store ID and a quantity of a
needed product.

[0029] Optionally, the device further includes a transceiver, configured to receive a
prompt signal together with the entity information.

[0030] Optionally, the prompt signal is an audio signal or a vibration signal.

[0031] This specification further provides a device for information processing, including:

[0032] a processor; and

[0033] a memory, configured to store a computer-executable instruction that, when
executed, causes the processor to perform the following operations:

[0034] obtaining entity information on an electronic tag through NFC communication;

[0035] saving the entity information; and

[0036] initiating a payment based on the entity information.

[0037] Optionally, the entity information includes product information.

[0038] Optionally, the product information includes a product ID and a product price.

[0039] Optionally, the entity information includes a store ID.

[0040] Optionally, the executable instruction further causes the processor to send a query
message to a server, where the message includes a product ID, the store ID, and a quantity of
a needed product.

[0041] Optionally, the executable instruction further causes the processor to receive a
prompt signal together with the entity information.

[0042] Optionally, the prompt signal is an audio signal or a vibration signal.

[0043] Compared with the existing technologies, this specification has the following
advantages:

[0044] 1. Costs are low, only an electronic tag needs to be placed near a product, costs of
renovations for a merchant are low, and promotion is easy.

[0045] 2. User operations are simple, and a product can be added to a shopping cart only
by making a terminal come into contact with the electronic tag. Compared with the existing

code-scanning shopping, operations are simplified, and user experience is improved.



BRIEF DESCRIPTION OF THE DRAWINGS

[0046] FIG. 1 is an architecture of a system according to various aspects of this
specification;

[0047] FIG. 2 is a composition block diagram of an electronic tag 200 according to
various aspects of this specification;

[0048] FIG. 3 is a composition block diagram of a terminal 300 according to various
aspects of this specification;

[0049] FIG. 4 is a schematic diagram of obtaining product information through NFC
according to various aspects of this specification;

[0050] FIG. 5 is a message flow diagram of a method for self-service order generation
by using NFC according to various aspects of this specification;

[0051] FIG. 6 shows an example of an interface for a user to enter a store applet;

[0052] FIG. 7 is a flowchart of a method for self-service order generation performed by
a terminal according to various aspects of this specification;

[0053] FIG. 8 is a message flow diagram of a credit-based verification method according
to various aspects of this specification;

[0054] FIG. 9 shows a personalized association recommendation method according to an
aspect of this specification;

[0055] FIG. 10 shows a personalized association recommendation method according to
another aspect of this specification;

[0056] FIG. 11 shows a personalized association recommendation method according to
still another aspect of this specification;

[0057] FIG. 12 is a flowchart of a method for self-service order generation according to
various aspects of this specification;

[0058] FIG. 13 is a flowchart of a credit-based checking method according to various
aspects of this specification;

[0059] FIG. 14 shows a personalized association recommendation method performed by
a server according to various aspects of this specification;

[0060] FIG. 15 shows a personalized association recommendation method performed by
a first electronic tag according to various aspects of this specification;

[0061] FIG. 16A to FIG. 16C are flowcharts of a method for offline shopping and
personalized recommendation according to various aspects of this specification; and

[0062] FIG. 17 shows a screen display of credit-based verification according to an aspect



of this specification.

DETAILED DESCRIPTION

[0063] To make the above objects, features, and advantages of this specification more
clearly understood, specific implementations of this specification will be described in detail
below with reference to the accompanying drawings.

[0064] Many specific details are set forth in the following description to facilitate a full
understanding of this specification, but this specification may also be implemented in other
manners different from those described herein and is therefore not limited by specific
embodiments disclosed below.

[0065] Near field communication (NFC) is a short-range high-frequency wireless
communication technology allowing non-contact point-to-point data transmission (generally
within 10 cm) between electronic devices, and is mainly used for providing machine to machine
(M2M) communication between smart cards and smart devices.

[0066] To implement an M2M service between terminals by using NFC, NFC modules
need to be installed in the terminals, and related software needs to be configured. When NFC
functions of the terminals are enabled, NFC detection areas of the two terminals are aligned
with each other, and a distance between the two areas cannot be too far (generally within 10
cm). After the alignment, the NFC modules respectively recognize electronic tags of each other
for pairing, and a connection is established for information transferring after the pairing
succeeds.

[0067] NFC includes the following three working modes:

[0068] 1. Active mode: In an active mode, an NFC device may be used as a card reader
and emit a radio frequency field to identify and read/write information about another NFC
device.

[0069] 2. Passive mode: In a passive mode, an NFC device is simulated as a card, and
only makes a passive response and has information written or read in a radio frequency field
emitted by another device.

[0070] 3. Bidirectional mode: In a bidirectional mode, both NFC terminals emit radio
frequencies to establish point-to-point communication. In other words, both the NFC devices
are in an active mode.

[0071] This specification provides an electronic tag having an NFC function. A terminal

having an NFC function may perform NFC communication with an electronic tag to obtain



information, and then perform a transaction.

[0072] FIG. 1 is an architecture of a system according to various aspects of this
specification.

[0073] Asshown in FIG. 1, the system may include an electronic tag 101, a terminal 102,
an NFC receiver 103, and a server cluster 104.

[0074] The electronic tag 101 is disposed beside a corresponding product on a shelf, and
each electronic tag may correspond to one product. Related information, such as store
information, product information, tag information, and discount information, may be written
into the electronic tag 101 in advance.

[0075] The store information may include a store ID (identifier) and a store payment-
receiving account. The product information may include a product ID, a product name, a
specification, a price, and the like. The tag information may include a tag ID and a tag position,
where the tag position may be a specific position of the tag in the store, for example, a specific
row and a specific column of a specific shelf. The discount information may include
information about a combination of discounted products related to the product.

[0076] The electronic tag 101 may have an NFC function, and may perform NFC
communication with another device (for example, a terminal) in an active mode, a passive
mode and/or a bidirectional mode. The electronic tag further has a wireless communication
function, and may communicate with the server cluster 104.

[0077] The electronic tag 101 may further have a wireless communication capability, and
can perform wireless communication with a remote server.

[0078] For example, the electronic tag 101 may be in a form of an LCD screen, a segment
code electronic paper screen, a dot-matrix electronic paper screen, or the like.

[0079] In this specification, the electronic tag 101 may also be referred to as an electronic
shelf tag or a tag.

[0080] The terminal 102 may be a mobile terminal (for example, a smartphone) having a
wireless communication function and an NFC function. In this specification, the terminal may
also be referred to as a mobile terminal, a smart terminal, a user terminal, a client, or the like.

[0081] The NFC receiver 103 may be placed near a checkout station, and has an NFC
function and a wireless communication function. The NFC receiver 103 may read information
in the terminal 102 through NFC communication. For example, when a user needs to leave a
store after completing self-service settlement, a terminal may be approached to the NFC
receiver 103, and settlement information of the user is sent to the NFC receiver 103. The NFC

receiver 103 can send the read information to the server cluster 104 through a wireless network.



[0082] In an alternative embodiment, the NFC receiver 103 may be a code scanner, and
is described below in detail.

[0083] The server cluster 104 may include a store server, a payment server, a credit server,
or any combination thereof. Details about various servers in the server cluster are described
below.

[0084] FIG. 2 is a composition block diagram of an electronic tag 200 according to
various aspects of this specification.

[0085] As shown in FIG. 2, an electronic tag 200 may include an NFC module 201, a
storage module 202, a transceiver module 203, and an interface module 204.

[0086] The NFC module 201 may be configured to perform NFC communication with a
device having an NFC function. For example, when a terminal having an NFC function
approaches the electronic tag 200, the terminal may perform information transmission with the
electronic tag 200 in an active mode, a passive mode and/or a bidirectional mode. The NFC
module 201 may further be configured to write information. For example, the staff may write
information to the electronic tag 200 through communication with the NFC module 201 by
using the device having an NFC function.

[0087] The storage module 202 may store the information of the store (for example, a
store ID and a store payment-receiving account), product information (for example, a product
ID, a product name, a specification, and a price), tag information (for example, a tag ID and a
tag position), and discount information (for example, associated electronic tags in a
combination of discounted products).

[0088] The transceiver module 203 may be configured to communicate with a server in
a server cluster and/or other electronic tags through a wireless network, and for example, may
query the server for product stock, receive product update information and/or credit update
information from the server, send a user ID and an electronic tag ID to the server for
recommendations, receive a control signal from the server or the terminal, and report a device
failure to the server. A detailed description is presented in the following.

[0089] The interface module 204 may be configured to dock with another device, for
example, dock with a mobile computing device for writing related information (for example,
electronic tag information and product information).

[0090] FIG. 3 is a composition block diagram of a terminal 300 according to various
aspects of this specification.

[0091] The terminal 300 may include an NFC module 301, an application (APP) module

302, a storage module 303, and a transceiver module 304.



[0092] The NFC module 301 is configured to perform NFC communication with an
electronic tag and/or an NFC receiver.

[0093] According to an aspect of this application, the NFC module 301 may read
corresponding information in the electronic tag through NFC communication, and send the
information to the APP module 302 for subsequent processing. The NFC module 301 may
further send information (for example, a user ID) stored in the storage module to the electronic
tag.

[0094] According to another aspect of this application, the NFC module 301 may further
send a verification request to the NFC receiver. A detailed description is presented in the
following.

[0095] The APP module 302 may perform APP-related processing. For example, the APP
module 302 may implement operations such as receiving product information from the NFC
module 301 to add a product to a shopping cart, delete a product, or make a settlement.

[0096] The storage module 303 may store related information, for example, user
information (a user ID), product information received from the electronic tag, store information,
tag information, order information, user credit information, and recommendation information.

[0097] The transceiver module 304 may perform wireless communication with a server
in a server cluster, for example, send a stock query request to the server, and receive credit
update information and a recommendation message from the server.

[0098] Embodiments are described below in detail according to various aspects of this
specification.

[0099] Self-service order generation

[0100] This specification provides a method for obtaining product information through a
near field communication (NFC) technology for self-service order generation.

[0101] FIG. 4 is a schematic diagram of obtaining product information through NFC
according to various aspects of this specification.

[0102] As shown in FIG. 4, an electronic tag corresponding to a product is disposed on a
product shelf. In this embodiment, store information and product information may be written
into the electronic tag in advance. For example, when the electronic tag is disposed beside an
associated product, the store information and the product information may be written in the
electronic tag. When a product at a position of an electronic tag is replaced or an electronic tag
is reset, product information can be updated in the electronic tag.

[0103] The electronic tag may interact with an NFC module of the terminal through an

NFC mechanism, and may communicate with the server through a wireless network. The NFC



module may be in a form of an NFC tag. For example, the NFC tag may be attached to the back
of the electronic tag. FIG. 4 shows a scenario in which an NFC tag is attached to the back of
an electronic tag. The NFC module may also be constructed in the electronic tag.

[0104] The store information may include a store ID and a store payment-receiving
account. For example, when the user needs to purchase a large number of products or a product
that the user wants to purchase is unavailable on the shelf, the user can send the store ID (for
example, the store ID obtained from the electronic tag) and the product information (a product
ID) to the server by using the terminal, to query the server for whether the store has sufficient
stock. In response to the query, the server may return a feedback signal indicating whether there
is sufficient stock to the terminal.

[0105] The product information may include a product ID, a product name, a
specification, a product price, and the like.

[0106] Information in the electronic tag may be written and updated through NFC
communication (for example, through a terminal having an NFC function), written and updated
by a server through a wireless network, or written and updated by a device through an interface
module.

[0107] When the terminal approaches the electronic tag, the information, for example,
the store information and the product information, may be read from the electronic tag through
NFC. When the terminal successfully reads related information, the terminal may issue a
prompt signal, for example, a prompt tone (a “beep”) or smartphone vibration, to prompt the
user that the product has been successfully added to a shopping cart. In response to reading of
the information, the terminal adds the product to a virtual shopping cart.

[0108] FIG. 5 is a message flow diagram of a method for self-service order generation
by using NFC according to various aspects of this specification.

[0109] At step 501, a user enters a store, opens a terminal application (APP), and enters
an applet interface corresponding to the store. The applet may be entered by scanning a code
or through a fixed entry in the main APP.

[0110] FIG. 6 shows an example of an interface for a user to enter a store applet;

[0111] Atstep 502, the user moves the terminal to approach an electronic tag of a product
of interest.

[0112] At step 503, in response to the approaching of the terminal, the electronic tag
sends related information (store information and product information) of the product stored on
the electronic tag to the terminal through NFC communication. The electronic tag further sends

a prompt signal to the terminal to prompt the user that the related information is successfully



obtained/the product is successfully added to a shopping cart.

[0113] Optionally, at step 504, the terminal may query a server (for example, a store
server or a cloud server).

[0114] For example, when the user needs to purchase a large number of products or a
product that the user wants to purchase is unavailable on the shelf, the user can send the store
ID (for example, the store ID obtained from the electronic tag) and a product ID to the server
by using the terminal, to query the server for whether the store has sufticient stock.

[0115] At step 505, in response to receiving the information from the electronic tag, the
terminal adds a corresponding product to a virtual shopping cart.

[0116] At step 506, the terminal generates an order in the APP.

[0117] For example, by repeating an action of approaching the terminal to the electronic
tag, the user can add a plurality of the same or different products, or can enter a shopping cart
page to manually perform number/addition/deletion editing in correspondence with taking a
plurality of products or putting a product back, to generate an order finally.

[0118] At step 507, a payment is made on the terminal.

[0119] FIG. 7 is a flowchart of a method for self-service order generation performed by
a terminal according to various aspects of this specification.

[0120] At step 701, a user enters a store, opens an application (APP) of a terminal, and
enters an applet interface corresponding to the store. The applet may be entered by scanning a
code or through a fixed entry in the main APP.

[0121] At step 702, the terminal is approached to an electronic tag of a product of interest,
and related information (for example, store information and product information) of the product
stored on the electronic tag is obtained through NFC.

[0122] At an optional step 703, the terminal may query a server (for example, a store
server or a cloud server). For example, when the user needs to purchase a large number of
products or a product that the user wants to purchase is unavailable on the shelf, the user may
query for whether the store has sufficient stock.

[0123] At step 704, self-service order generation is performed in the APP.

[0124] For example, by repeating an action of approaching the terminal to the electronic
tag, a plurality of products can be added, or a shopping cart page can be entered to manually
perform number/addition/deletion editing in correspondence with taking a plurality of products
or putting a product back.

[0125] At step 705, the payment is made on the terminal.

[0126] After the payment is completed, a settlement file is generated on the terminal, and
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the settlement file includes a user ID, a settlement amount, order details, a credit score of the
user ID, and the like.

[0127] Compared with existing technologies, a self-service order generation solution
provided by this specification has at least the following advantages:

[0128] 1. Costs are low, only an electronic tag needs to be placed near a product, costs of
renovations for a merchant are low, and promotion is easy.

[0129] 2. User operations are simple, and a product can be added to a shopping cart only
by making a terminal come into contact with the electronic tag. Compared with the existing
code-scanning shopping, operations are simplified, and user experience is improved.

[0130] 3. A user terminal may query a status (for example, a stock) of a product through
an electronic tag, so that compared with querying for stock by the supermarket staff in the past,
efficiency is improved.

[0131] Credit-based verification

[0132] This specification further provides a credit-based verification method. In the
existing code-scanning payment solution in a physical store, after a user completes code
scanning, a cashier often needs to make a check. As a result, the physical store still faces
problems of high labor costs and low profits, and queuing is also caused. If no check is made,
a problem of a relatively high theft rate may occur.

[0133] In the credit-based verification method provided by this specification, different
verification policies are adopted for users based on credit scores of the users. Further, the NFC
receiver may receive a verification request from a user through NFC communication, thereby
simplifying user operations and improving verification efficiency.

[0134] According to an aspect of this specification, after the user completes the payment,
the settlement file may be generated on the terminal. The settlement file includes a user ID, a
settlement amount, order details, a credit score corresponding to the user ID, and the like. The
credit score is used for representing a credit rating of the user. Generally, a higher credit score
of'a user account indicates better credit of the user, and a probability of default and fraud of the
user is lower.

[0135] When the user needs to leave the store after the settlement is completed, the user
may approach the terminal to the NFC receiver at an exit of the store, and the foregoing
settlement file may be transmitted to the NFC receiver through NFC communication.

[0136] The NFC receiver receives the settlement file of the user, and transmits the
settlement file to the cloud server through a wireless or wired network.

[0137] The cloud server compares the credit score of the user with a threshold, and
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determines a checking policy according to a comparison result.

[0138] Ifthe credit score of the user is higher than a threshold, the cloud server may send
a release control signal to a merchant server, to instruct to release the user. The merchant server
may instruct to open a gate at the exit, and the user can leave the store directly.

[0139] If the credit score of the user is lower than the threshold, the cloud server may
send a manual check control signal to the merchant server. Without opening the gate first, the
merchant server sends a signal to a checkout station to instruct a cashier to check an order. Only
if the order is correct, the gate is opened and the user can leave.

[0140] Further, in a case that the credit score of the user is higher than a threshold, the
cloud server may update a database thereof by using information in the settlement file from the
NFC receiver. The cloud server may increase the credit score of the user to obtain an updated
credit score and update the credit score in a memory of the cloud server.

[0141] In another embodiment, the cloud server stores the credit score of the user. In this
case, the NFC receiver may transmit only a user ID to the cloud server, and the cloud server
queries the database thereof for a credit score of the user according to the user ID and increases
and updates the credit score accordingly. In this case, the user does not need to provide a credit
score of the user.

[0142] Further, the cloud server may send the user ID and the updated credit score and/or
an increased value (for example, +1) of the credit score to a merchant server. The merchant
server may display the user ID of the user on a screen of the store and an increase in the credit
score of the user ID. For example, the increased value of the credit score may be displayed in
a form of a credit tree, and the user may be prompted to leave the store directly.

[0143] In an example, the user ID may be displayed in a desensitized manner to protect
user privacy, that is, to hide sensitive information of the user ID. For example, a portion of
characters may be selected for * processing. For example, if a user ID is MissWang, the user
ID may be desensitized and displayed as M******g_E]G. 17 shows the screen display.

[0144] The cloud server may further send the updated (increased) credit score of the user
to an APP of the terminal to update the client.

[0145] FIG. 8 is a message flow diagram of a credit-based verification method according
to various aspects of this specification.

[0146] As shown in FIG. 8, at step 801, after a user completes settlement by using a
smartphone, the user moves a terminal to approach an NFC receiver at an exit of a store, to
send a verification request to the NFC receiver through NFC communication.

[0147] The verification request may include a settlement file of the user, including a user
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ID, a settlement amount, and order details. Optionally, the settlement file may further include
a credit score of the user.

[0148] At step 802, the NFC receiver forwards the verification request to a cloud server.

[0149] Atstep 803, the cloud server compares the credit score of the user with a threshold.

[0150] In an example, the cloud server obtains the credit score of the user from the
received settlement file. In another example, the settlement file may alternatively not include
the credit score of the user. Instead, the cloud server searches a memory thereof for a
corresponding credit score by using the user ID in the settlement file.

[0151] At step 804, the cloud server determines a checking policy according to a
comparison result at step 803.

[0152] If the credit score of the user is higher than the threshold, the cloud server
determines that the checking policy is that the user leaves the store directly.

[0153] If the credit score of the user is lower than the threshold, the cloud server
determines that the checking policy is that an order needs to be manually checked. Only if the
order is correct, the user can leave.

[0154] In an example, the threshold of the credit score may be specified by a merchant.

[0155] At step 805, the cloud server updates data according to the received settlement
information. For example, the credit score of the user may be increased.

[0156] At step 806, the cloud server sends a control signal to the merchant server.

[0157] If the credit score of the user is higher than the threshold, the cloud server may
send a release control signal to the merchant server, to instruct to release the user.

[0158] If the credit score of the user is lower than the threshold, the cloud server may
send a manual check control signal to the merchant server.

[0159] At step 807, the merchant server may adopt different checking policies according
to the received control signal.

[0160] For example, if the merchant server receives the release control signal, a gate at
the exit may be instructed to open, and the user can leave the store directly.

[0161] Further, the merchant server may instruct to display the user ID of the user on a
screen of the store and an increase in the credit score of the user ID. For example, an increased
value of the credit score may be displayed in a form of a credit tree, and the user may be
prompted to leave the store directly.

[0162] If the merchant server receives the manual check control signal, the merchant
server instructs not to open the gate first, and the merchant server sends a signal to a checkout

station to instruct a cashier to check an order. Only if the order is correct, the gate is opened
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and the user can leave.

[0163] At step 808, the cloud server may send the updated credit score of the user to an
APP of the terminal to update the client.

[0164] It should be noted that, although the steps are described above in a specific order,
the order of the steps can also be changed. For example, step 806 may also be performed before
step 805 or after step 808.

[0165] The foregoing describes an implementation of credit-based verification. However,
other alternative implementations are also conceived of in this specification.

[0166] For example, in another implementation, the settlement information of the user
may be transmitted to the receiver not through NFC communication. For example, a user
terminal may generate a graphic code (for example, a two-dimensional barcode) after a
payment, and settlement information, including a user ID of a user, a settlement amount, order
details, and a credit score of the user ID, is embedded in the graphic code. At the exit of the
store, the merchant reads the settlement information on the terminal through a scanning device,
and then performs step 802 to step 808 in FIG. 8.

[0167] In another example, the credit score may alternatively be another value
representing a performance capability of the user. For example, the credit score may be replaced
with a quantity of points of the user in the merchant. In this case, an operation of the cloud
server may be included in the merchant server. That is, the merchant server determines a
checking policy according to whether the quantity of points of the user is higher than a
threshold.

[0168] Compared with existing technologies, a credit-based verification solution
provided by this specification has the following advantages:

[0169] 1. In this solution, a user can complete a process from purchase to settlement in a
self-service manner, and the user can save time in queuing. Only when the credit score is less
than a preset value, the staff need to make a check, thereby saving labor costs for the merchant
and improving work efficiency of the staff.

[0170] 2. In a scenario in which a user completes shopping in a self-service manner, a
credit-based verification mechanism is added, to reduce theft and loss to a specific extent.

[0171] 3. An increase in a credit score is displayed to the user on a screen, and the user
is prompted to leave the store directly, thereby improving user experience.

[0172] Personalized association recommendation

[0173] Another aspect of this specification provides a personalized association

recommendation method.
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[0174] At present, there are following solutions for product recommendation in physical
stores:

[0175] 1. Promotional recommendation is performed by using posters, or targeted
recommendation is performed for members by using short messages or APPs. However, such
recommendation cannot meet real-time purchase requirements of a user.

[0176] II. With the population of terminals, locations of users can be learned of through
a GPS function of the terminals, to recommend products to the user. However, because the GPS
function may be unavailable indoors, and positioning accuracy is not high, product
recommendation is not accurate enough.

[0177] In view of the foregoing problems, this specification provides a method for
providing personalized association recommendations by using an electronic tag.

[0178] In this specification, a database related to electronic tags is established in a server,
and a position of each electronic tag is stored in the database (for example, in a form of a map).
When receiving a recommendation request, the server searches for the position of the electronic
tag according to an electronic tag ID in the recommendation request, and determines whether
there is a recommendable product near the electronic tag.

[0179] FIG. 9 shows a personalized association recommendation method according to an
aspect of this specification.

[0180] At step 901, a server creates an electronic tag database, where each entry of the
electronic tag database includes an electronic tag ID, an electronic tag position, and an
associated product ID.

[0181] Table 1 illustrates an example of the entry of the electronic tag database.

Tag ID 1 Tag position 1 Product ID 1

Tag ID 2 Tag position 2 Product ID 2

Tag ID N Tag position N Product ID N
Table 1

[0182] When the electronic tag is initially placed on a shelf or information in the
electronic tag is updated, the electronic tag ID, the electronic tag position, and the associated
product ID may be written into the electronic tag (referred to as original electronic tag in this
specification). Then, the electronic tag may transmit a tag update message to the server, where
the tag update message includes the electronic tag ID, the electronic tag position, and the
associated product ID.

[0183] The server stores the electronic tag ID, the electronic tag position, and the
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associated product ID that are received into a database or updates information of the
corresponding entry of the electronic tag in the database.

[0184] In an alternative implementation, the tag position and the associated product ID
may alternatively be inputted into the server when the staff place the electronic tag, or a
positioning module may be disposed in the electronic tag, and the positioning module
determines a position of the electronic tag and sends the position to the server.

[0185] At step 902, the terminal approaches the electronic tag, and reads the electronic
tag ID and other information (for example, product information and store information) through
NFC communication.

[0186] For example, when the terminal approaches the electronic tag, and a product A is
added to a virtual shopping cart, the electronic tag may transmit the electronic tag ID to the
terminal.

[0187] At step 903, in response to receiving the electronic tag ID, the terminal may
transmit a recommendation request to the server. The recommendation request may include the
user ID and the electronic tag ID stored on the terminal.

[0188] Atstep 904, the server uses a shelf tag ID in the received recommendation request
to search the database, to determine a shelf tag position and the corresponding product ID.

[0189] The server may search the database for the corresponding electronic tag position
and the associated product ID by using the electronic tag ID.

[0190] At step 905, the server may recommend a product in a preset range of the
electronic tag according to the electronic tag position, the associated product ID, and/or the
user ID.

[0191] The preset range of the electronic tag may be a range within a threshold distance
of the electronic tag, for example, a visible or audible range of the user.

[0192] The server may further include a discount database, which stores discount
information of products. For example, purchasing a combined set of a product A and a product
B may enjoy a price discount. In this way, if the user wants to purchase the product A, the
server may recommend the combined set of the product A and the product B within a preset
range of the electronic tag of the product A to the user.

[0193] The server may further include a user database storing information such as
purchase history of users and user preferences.

[0194] For example, if a user often purchases a hair conditioner when purchasing a
shampoo, when the server receives a recommendation request from a tag corresponding to a

shampoo, the server searches a preset range of the tag to determine whether there is an
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electronic tag corresponding to a hair conditioner. In another example, if the user prefers to
purchase a product of a brand A in the past, when the server receives a recommendation request
from a tag corresponding to a product of a brand B, the server searches a preset range of the
tag to determine whether there is an electronic tag corresponding to a product of the brand A.

[0195] The server may determine, according to information stored in the discount
database and/or the user database by using a recommendation algorithm, whether there is a
recommendable product in a preset range of an electronic tag, and determines an electronic tag
ID (which may be referred to as recommended electronic tag in this specification) of a
recommended product.

[0196] At step 906, the server may send a recommendation control signal to an original
tag and a recommended tag.

[0197] In an example, in step 906, the server may locate the recommended electronic tag
by using the electronic tag ID of the recommended product, and transmit the recommendation
control signal to both the original electronic tag and the recommended electronic tag, for both
to issue prompt signals together. For example, two tags flash at the same time or emit a prompt
tone, to prompt the user to search for the recommended electronic tag.

[0198] Alternatively, at step 907, the server may send a recommendation message to the
terminal, where the recommendation message includes position information of the
recommended electronic tag. For example, the recommendation message may include an
electronic tag map in the store, and positions of the original electronic tag and the recommended
electronic tag are marked on the map, to prompt the user to search for the recommended
electronic tag.

[0199] FIG. 10 shows a personalized association recommendation method according to
another aspect of this specification. In this example, the terminal may transmit the user ID to
the electronic tag when approaching the electronic tag to add the product in a shopping cart.
The electronic tag sends the user ID and tag ID to the server for subsequent processing. Steps
1001 and 1004 to 1007 in an example in FIG. 10 are the same as steps 901 and 904-907 in FIG.
9, and details are not described herein again.

[0200] At step 1002, the terminal approaches the electronic tag, and transmits the user
ID and other information (for example, the product information and the store information) to
the electronic tag.

[0201] For example, when the terminal approaches the electronic tag, and adds the
product A to the virtual shopping cart, the terminal may transmit the user ID to the electronic

tag.
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[0202] At step 1003, the electronic tag may transmit both the received user ID and the
electronic tag ID stored on the electronic tag to the server.

[0203] FIG. 11 shows a personalized association recommendation method according to
still another aspect of this specification.

[0204] In this method, the server determines a recommended electronic tag combination
in advance. For example, when the electronic tag is disposed at a corresponding position or
information in the electronic tag is updated, the server may determine a recommended
electronic tag combination, and send, to each electronic tag in the recommended electronic tag
combination, a recommended electronic tag associated thereto. In this implementation, user
preferences are not considered in product recommendations. However, because a
recommended combination is stored in the electronic tag in advance, product recommendation
is faster.

[0205] At step 1101, the server creates an electronic tag database, where each entry of
the electronic tag database includes an electronic tag ID, an electronic tag position, and an
associated product ID. This step is similar to step 901, and details are not described herein
again.

[0206] At step 1102, the server determines a recommended electronic tag combination.

[0207] For example, each time the server receives a tag update message from the
electronic tag (also referred to as original electronic tag in this specification), the server may
search products associated with the electronic tag to determine whether there is a
recommendable product, for example, determine whether there is a tag of a recommendable
product (for example, a discount package) associated with the product in the preset range of
the electronic tag. As described in the description of step 905, details are not described herein
again.

[0208] If one or more recommended products are found, the original electronic tag and
an electronic tag (recommended electronic tag) or electronic tags corresponding to the one or
more recommended products are formed into a recommended tag combination. For example,
the server may store a mapping or mappings between an original electronic tag ID and one or
more recommended electronic tag IDs.

[0209] At step 1103, the server transmits the recommendation message to each tag in the
tag combination formed at step 1102, where the recommendation message includes tag
information of another tag in the tag combination. For example, tag information of the
recommended electronic tag is transmitted to the original electronic tag as a recommended tag,

and tag information of the original electronic tag is transmitted to the recommended electronic
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tag as a recommended tag.

[0210] The tag information may include a tag ID, position information, and the like of an
electronic tag.

[0211] After receiving recommended tag information, each electronic tag may store the
information in a memory.

[0212] Atstep 1104, the terminal approaches the electronic tag, to add the corresponding
product in a virtual shopping cart.

[0213] At step 1105, the electronic tag may transmit a recommendation message to the
terminal in response to the approaching of the terminal, where the recommendation message
may include the tag information of the associated electronic tag of the recommended product.

[0214] For example, the recommendation message may include an electronic tag map in
the store, and positions of the original electronic tag and the recommended electronic tag are
marked on the map, to prompt the user to search for the recommended electronic tag.

[0215] Alternatively, at step 1106, the electronic tag may transmit a control signal to the
recommended electronic tag in response to the approaching of the terminal. For example, the
electronic tag may address the recommended electronic tag by using the recommended
electronic tag ID, and transmit the control signal to the recommended electronic tag, to enable
the electronic tag to issue a prompt signal. For example, the recommended electronic tag flashes
at the same time or emits a prompt tone, to prompt the user to find the recommended electronic
tag.

[0216] FIG. 12 is a flowchart of a method for self-service order generation according to
various aspects of this specification.

[0217] Asshown in FIG. 12, the method is performed by a user terminal and includes the
following steps:

[0218] Step 1201: Obtaining entity information on an electronic tag through NFC
communication.

[0219] The entity information may include product information, for example, a product
ID, a product price, and a store ID.

[0220] Step 1202: Saving the entity information.

[0221] Step 1203: Initiating a payment based on the entity information.

[0222] Optionally, the method further includes: sending a query message to a server,
where the query message includes a product ID, the store ID, and a quantity of needed products.
The terminal may receive a prompt signal together with the entity information. The prompt

signal may be an audio signal or a vibration signal.
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[0223] FIG. 13 is a flowchart of a credit-based checking method according to various
aspects of this specification.

[0224] As shown in FIG. 13, the method may be performed by a server and includes the
following steps:

[0225] Step 1301: Receiving a verification request from a user terminal.

[0226] The verification request may include a user ID.

[0227] In an example, the verification request may be received through a near field
communication (NFC) receiver. The NFC receiver performs NFC communication with the user
terminal to obtain the verification request. In another example, the verification request is
received through a code scanner. The code scanner obtains the verification request by scanning
a two-dimensional barcode on the user terminal. In a further example, the verification request
further includes a credit score of a user.

[0228] Step 1302: Comparing a credit score of a user with a threshold.

[0229] Optionally, the method further includes: searching for the credit score of the user
according to the user ID.

[0230] Step 1303: Determining a checking policy according to a comparison result.

[0231] Ifthe credit score of the user is higher than the threshold, the server may determine
that the checking policy is directly releasing the user. If the credit score of the user is lower
than the threshold, the server may determine that the checking policy is making a manual check.
Further, if the credit score of the user is higher than the threshold, the server may increase the
credit score of the user, and display, on a display, information indicating that the user can pass
directly.

[0232] FIG. 14 shows a personalized association recommendation method performed by
a server according to various aspects of this specification.

[0233] As shown in FIG. 14, the method includes the following steps:

[0234] Step 1401: Creating an electronic tag database, where the database includes an
identifier (ID), a position, and an associated entity ID of an electronic tag.

[0235] Step 1402: Determining a recommended electronic tag according to a user ID and
a first electronic tag ID, where the recommended electronic tag falls within a preset range of a
position of a first electronic tag.

[0236] According to an aspect, the method may further include: receiving the user ID and
the first electronic tag ID. A server may send a recommendation message to a user terminal.
The recommendation message includes position information of a recommended electronic tag.

The recommendation message may enable the user terminal to display the position information
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of the recommended electronic tag in a form of a map. The server may further send a
recommendation control signal to the first electronic tag and the recommended electronic tag,
to enable the first electronic tag and the recommended electronic tag to issue a prompt signal.
According to an aspect, the user ID and the first electronic tag ID may be received from the
first electronic tag, and the first electronic tag obtains the user ID from the user terminal through
NFC communication. According to another aspect, the user ID and the first electronic tag ID
may be received from the user terminal, and the user terminal obtains the first electronic tag
ID from the first electronic tag through NFC communication. Further, the recommended
electronic tag may be determined according to user characteristics, discount information, and
a distance between the recommended electronic tag and the first electronic tag. The user
characteristics include the purchase history of the user and/or user preferences.

[0237] According to another aspect, the server sends the recommendation message to the
first electronic tag and the recommended electronic tag.

[0238] FIG. 15 shows a personalized association recommendation method performed by
a first electronic tag according to various aspects of this specification.

[0239] As shown in FIG. 15, the method includes the following steps:

[0240] Step 1501: Receiving a user ID from a terminal through NFC communication at
a first electronic tag.

[0241] Step 1502: Sending the user ID and an ID of the first electronic tag to the server.

[0242] The server determines a recommended electronic tag according to the user ID and
the ID of the first electronic tag, where the recommended electronic tag falls within a preset
range of a position of the first electronic tag.

[0243] According to an aspect, the first electronic tag may receive a recommendation
control signal from the server, where the recommendation control signal enables the first
electronic tag and the recommended electronic tag to issue prompt signals. The recommended
electronic tag may be determined by the server according to user characteristics, discount
information, and a distance between the recommended electronic tag and the first electronic
tag. The user characteristics may include the purchase history of the user and/or user
preferences.

[0244] FIG. 16A to FIG. 16C are flowcharts of a method for offline shopping and
personalized recommendation according to various aspects of this specification.

[0245] As shown in FIG. 16, at step 1601, a user enters a store, opens an application
(APP) on a terminal, and enters an applet interface corresponding to the store. The applet may

be entered by scanning a code or through a fixed entry in the main APP.
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[0246] At step 1602, the user moves the terminal to approach an electronic tag of a
product of interest.

[0247] At step 1603, in response to the approaching of a terminal, an electronic tag sends
related information (the store information, product information, and the like as described above)
to the terminal through NFC communication. The electronic tag further sends a prompt signal
to the terminal to prompt the user that the related information is successfully obtained/the
product is successfully added to a shopping cart.

[0248] Optionally, at step 1604, the terminal may send a query request to the server (for
example, a store server and a cloud server).

[0249] For example, when the user needs to purchase a large number of products or a
product that the user wants to purchase is unavailable on the shelf, the user can send the store
ID (for example, the store ID obtained from the electronic tag) and a product ID to the server
by using the terminal, to query the server for whether the store has sufficient stock.

[0250] At step 1605, in response to receiving the information from the electronic tag, the
terminal adds a corresponding product to a virtual shopping cart.

[0251] At step 1606, the terminal generates an order in the APP.

[0252] At step 1607, a payment is made on the terminal. A settlement file may be
generated after the payment is completed, and the settlement file includes a user ID, a
settlement amount, order details, a credit score of the user ID, and the like.

[0253] At step 1608, after the user completes the settlement, the terminal is approached
to an NFC receiver at an exit of the store, and a verification request is sent to the NFC receiver
through NFC communication.

[0254] At step 1609, the NFC receiver transmits the verification request to the cloud
server.

[0255] At step 1610, the cloud server compares the credit score of the user with a
threshold.

[0256] In an example, the cloud server obtains the credit score of the user from the
received settlement file. In another example, if the settlement file does not include the credit
score of the user, the cloud server may search a memory thereof for the corresponding credit
score by using the user ID in the settlement file.

[0257] At step 1611, the cloud server determines a checking policy according to a
comparison result at step 1610.

[0258] If the credit score of the user is higher than the threshold, the cloud server

determines that the checking policy is that the user leaves the store directly.
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[0259] If the credit score of the user is lower than the threshold, the cloud server
determines that the checking policy is that an order needs to be manually checked. Only if the
order is correct, the user can leave.

[0260] In an example, the threshold of the credit score may be specified by a merchant.

[0261] At step 1612, the cloud server updates data according to received settlement
information. For example, the credit score of the user may be increased.

[0262] At step 1613, the cloud server sends a control signal to the merchant server.

[0263] If the credit score of the user is higher than the threshold, the cloud server may
send a release control signal to the merchant server, to instruct to release the user.

[0264] If the credit score of the user is lower than the threshold, the cloud server may
send a manual check control signal to the merchant server.

[0265] Atstep 1614, the merchant server may adopt different checking policies according
to the received control signal.

[0266] For example, if the merchant server receives the release control signal, a gate at
the exit may be instructed to open, and the user can leave the store directly. Further, the
merchant server may instruct to display the user ID of the user on a screen of the store and an
increase in the credit score of the user ID. For example, an increased value of the credit score
may be displayed in a form of a credit tree, and the user may be prompted to leave the store
directly.

[0267] If the merchant server receives the manual check control signal, the merchant
server instructs not to open the gate first, and the merchant server sends a signal to a checkout
station to instruct a cashier to check an order. Only if the order is correct, the gate is opened
and the user can leave.

[0268] At step 1615, the cloud server may send the updated credit score of the user to an
APP of the terminal to update the client.

[0269] Optionally, at step 1602, when the user moves the terminal to approach the
electronic tag of the product of interest, the following steps can also be performed:

[0270] At step 1616, the terminal reads the electronic tag ID through NFC
communication.

[0271] For example, when the terminal approaches the electronic tag, and a product A is
added to a virtual shopping cart, the electronic tag may transmit the electronic tag ID to the
terminal.

[0272] At step 1617, in response to receiving the electronic tag ID, the terminal may

transmit both the user ID and the electronic tag ID to the server.
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[0273] Atstep 1618, the server uses a received shelf tag ID for searching, to determine a
shelf tag position and a corresponding product ID.

[0274] The server may search the database for the corresponding electronic tag position
and the associated product ID by using the electronic tag ID.

[0275] At step 1619, the server may recommend a product in a preset range of the
electronic tag according to the electronic tag position, the associated product ID, and/or the
user ID.

[0276] At step 1620, the server sends recommendation information to the terminal and/or the tag.

[0277] A person skilled in the art may understand that step 1616 to step 1620 may
alternatively be replaced by steps 1002 to 1007 in FIG. 10 or steps 1102 to 1106 in FIG. 11.

[0278] After the server completes a recommendation operation, the procedure may return
to step 1602 to continue the payment. For example, the terminal may approach the
recommended electronic tag to add the corresponding product to the shopping cart.

[0279] The detailed description set forth above in connection with the appended drawings
describes exemplary examples and does not represent the only examples that may be
implemented or that are within the scope of the claims. The term “exemplary” when used in
this description means “serving as an example, instance, or illustration,” and not “preferred” or
“advantageous over other examples.” The detailed description includes specific details for the
purpose of providing an understanding of the described techniques. These techniques, however,
may be practiced without these specific details. In some instances, well-known structures and
devices are shown in block diagram form to avoid obscuring the concepts of the described
examples.

[0280] In the appended figures, similar components or features may have the same
reference label. Further, various components of the same type may be distinguished by
following the reference label by a dash and a second label that distinguishes among the similar
components. If just the first reference label is used in the specification, the description is
applicable to any one of the similar components having the same first reference label
irrespective of the second reference label.

[0281] The various illustrative blocks and modules described in connection with the
disclosure herein may be implemented or performed with a general-purpose processor, a DSP,
an ASIC, an FPGA or other programmable logic device, discrete gate or transistor logic,
discrete hardware components, or any combination thereof designed to perform the functions
described herein. A general-purpose processor may be a microprocessor, but in the alternative,

the processor may be any conventional processor, controller, microcontroller, or state machine.
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A processor may also be implemented as a combination of computing devices (for example, a
combination of a DSP and a microprocessor, multiple microprocessors, one or more
microprocessors in conjunction with a DSP core, or any other such configuration).

[0282] The functions described herein may be implemented in hardware, software
executed by a processor, firmware, or any combination thereof. If implemented in software
executed by a processor, the functions may be stored on or transmitted over as one or more
instructions or code on a computer-readable medium. Other examples and implementations are
within the scope and spirit of the disclosure and appended claims. For example, due to the
nature of software, functions described above can be implemented using software executed by
a processor, hardware, firmware, hardwiring, or combinations of any of these. Features
implementing functions may be physically located at various positions, including being
distributed such that portions of functions are implemented at different physical locations. In
addition, as used herein (including in the claims), “or” as used in a list of items (for example,
a list of items prefaced by a phrase such as “at least one of” or “one or more of”) indicates an
inclusive list such that, for example, a list of at least one of A, B, or C means A or B or C or
AB or AC or BC or ABC (that is, A and B and C). Similarly, as used herein, the phrase “based
on” shall not be construed as a reference to a closed set of conditions. For example, an
exemplary step that is described as “based on condition A” may be based on both a condition
A and a condition B without departing from the scope of the present disclosure. In other words,
as used herein, the phrase “based on” shall be construed in the same manner as the phrase
“based at least in part on.”

[0283] Computer-readable media includes both non-transitory computer storage media
and communication media including any medium that facilitates the transfer of a computer
program from one place to another. A non-transitory storage medium may be any available
medium that can be accessed by a general-purpose or special-purpose computer. By way of
example, and not limitation, non-transitory computer-readable media can include RAM, ROM,
electrically erasable programmable read-only memory (EEPROM), compact disk (CD) ROM
or other optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other non-transitory medium that can be used to carry or store desired program code means in
the form of instructions or data structures and that can be accessed by a general-purpose or
special-purpose computer, or a general-purpose or special-purpose processor. Any connection
is properly termed a computer-readable medium. For example, if the software is transmitted
from a website, a server, or other remote source using a coaxial cable, fiber optic cable, twisted

pair, digital subscriber line (DSL), or wireless technologies such as infrared, radio, and
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microwave, then the coaxial cable, fiber optic cable, twisted pair, DSL, or wireless technologies,
such as infrared, radio, and microwave, are included in the definition of medium. Disk and disc,
as used herein, include CD, laser disc, optical disc, digital versatile disc (DVD), floppy disk
and Blu-ray disc where disks usually reproduce data magnetically, while discs reproduce data
optically with lasers. Combinations of the above are also included within the scope of
computer-readable media.

[0284] The description of this specification is provided to enable a person skilled in the
art to make or use this disclosure. Various modifications to this disclosure will be readily
apparent to a person skilled in the art, and the generic principles defined herein may be applied
to other variations without departing from the spirit or scope of this disclosure. Therefore, this
disclosure is not to be limited to the examples and designs described herein but is to be accorded

the widest scope consistent with the principles and novel features disclosed herein.
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CLAIMS

What is claimed is:

1. An information processing method, comprising:

reading, by a user device through a near field communication (NFC) interface, an electronic
tag to obtain product information stored in the electronic tag;

storing, by the user device, the product information in the user device;

generating, by the user device, an order based on the stored product information;

receiving, by the user device, a settlement file after the order is paid, wherein the settlement
file comprises a user identification (ID) and a user credit score corresponding to the user ID;

transmitting, by the user device, the settlement file to a server for verification based on the
user credit score;

receiving, by the user device, a verification response from the server that comprises an
updated user credit score; and

storing, by the user device, the updated user credit score,

wherein the electronic tag further stores a tag ID corresponding to a location of the
electronic tag in a store, and the method further comprises:

sending, by the user device, a recommendation request comprising the user ID and the tag
ID to the server; and

receiving, by the user device, information of one or more recommended products that are
within a distance from the location of the electronic tag in the store.

2. The method according to claim 1, wherein the product information comprises a product
ID and a product price.

3. The method according to claim 1, wherein the product information comprises a store ID
of a store and a product ID of a product, and the method further comprises:sending a query to
the server, wherein the query comprises the product ID, the store ID and a quantity of the product;
and

receiving a response from the server, wherein the response indicates whether the store has
the quantity of the product in stock.

4. The method according to any one of claims 1 to 3, wherein the transmitting the settlement
file to the server for verification comprises:

transmitting the settlement file through the NFC interface to an NFC transceiver for the
NFC transceiver to transmit the settlement file to the server.

5. The method according to any one of claims 1 to 3, wherein the transmitting the settlement
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file to the server for verification comprises:

generating a QR code comprising information of the settlement file.

6. One or more non-transitory computer-readable storage media of a user device, storing
instructions executable by one or more processors, wherein execution of the instructions causes
the one or more processors to perform operations comprising:

reading, through a near field communication (NFC) interface, an electronic tag to obtain
product information stored in the electronic tag;

storing the product information;

generating an order based on the stored product information;

receiving a settlement file after the order is paid, wherein the settlement file comprises a
user identification (ID) and a user credit score corresponding to the user ID;

transmitting the settlement file to a server for verification based on the user credit score;

receiving a verification response from the server that comprises an updated user credit score;
and

storing the updated user credit score,

wherein the electronic tag further stores a tag ID corresponding to a location of the
electronic tag in a store, and the operations further comprise:

sending a recommendation request comprising the user ID and the tag ID to the server; and

receiving information of one or more recommended products that are within a distance from
the location of the electronic tag in the store.

7. The non-transitory computer-readable storage media of claim 6, wherein the product
information comprises a product ID and a product price.

8. The non-transitory computer-readable storage media of claim 6, wherein the product
information comprises a store ID of a store and a product ID of a product, and the operations
further comprise:

sending a query to the server, wherein the query comprises the store ID, the product ID, and
a quantity of the product; and

receiving a response from the server, wherein the response indicates whether the store has
the quantity of the product in stock.

9. The non-transitory computer-readable storage media of any one of claims 6 to 8, wherein
the transmitting the settlement file to the server for verification comprises:

transmitting the settlement file through the NFC interface to an NFC transceiver for the
NFC transceiver to transmit the settlement file to the server.

10. The non-transitory computer-readable storage media of any one of claims 6 to 8§,
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wherein the transmitting the settlement file to the server for verification comprises:

generating a QR code comprising information of the settlement file.

11. A device for information processing, comprising:

a processor; and

a memory, configured to store computer-executable instructions that, when executed, cause
the processor to perform the following operations:

reading, through a near field communication (NFC) interface, an electronic tag to obtain
product information stored in the electronic tag;

storing the product information;

generating an order based on the stored product information;

receiving a settlement file after the order is paid, wherein the settlement file comprises a
user identification (ID) and a user credit score corresponding to the user ID;

transmitting the settlement file to a server for verification based on the user credit score;

receiving a verification response from the server that comprises an updated user credit score;
and

storing the updated user credit score,

wherein the electronic tag further stores a tag ID corresponding to a location of the
electronic tag in a store, and the operations further comprise:

sending a recommendation request comprising the user ID and the tag ID to the server; and

receiving information of one or more recommended products that are within a distance from
the location of the electronic tag in the store.

12. The device of claim 11, wherein the product information comprises a product ID and a
product price.

13. The device of claim 11, wherein the product information comprises a store ID of a store
and a product ID of a product, and the operations further comprise:

sending a query to the server, wherein the query comprises the store ID, the product ID, and
a quantity of the product; and

receiving a response from the server, wherein the response indicates whether the store has
the quantity of the product in stock.

14. The device of any one of claims 11 to 13, wherein the transmitting the settlement file to
the server for verification comprises:

transmitting the settlement file through the NFC interface to an NFC transceiver for the
NFC transceiver to transmit the settlement file to the server.

15. The device of any one of claims 11 to 13, wherein the transmitting the settlement file to
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the server for verification comprises:

generating a QR code comprising information of the settlement file.
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