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MULTI OBJECTIVE OPTIMIZATION OF APPLICATIONS

TECHNICAL FIELD
[0001] The present embodiment(s) relate to executing an application at an optimal operating
point with respect to specific key performance indicators. More specifically, the embodiments
are directed at leveraging machine learning (ML) to compute a pareto surface, and exploration of

the pareto surface for identification of the optimal operating point.

BACKGROUND
[0002] Cloud computing is a model for enabling ubiquitous, convenient, on-demand network
access to a shared pool of configurable resources, e.g. networks, servers, storage, application,
and services, that can be rapidly provisioned and released with minimal management effort or
service provided interaction. An application, or more specifically a cloud application, is a
software program where cloud-based and local components work together. This model relies on
remote servers for processing logic that may be accessed through a web browser with a continual
internet connection. Cloud application servers may be located in a remote data center. Cloud-
based application tasks may encompass email, file storage and sharing, order entry, inventory
management, word processing, customer relationship management, data collection, or financial
accounting features.
[0003] Micro-services, also known as a micro-service architecture, is an architectural style
that structures an application as a collection of services represented in one or more modular
components that are highly maintainable and testable, loosely coupled, and independently
deployable. Each module supports a specific task or business goal and uses a simple, well-
defined interface, such as an application programming interface (API), to communicate with
other sets of micro-services. Micro-services are small scalable components. Hach module
sapports a specitic task and uses a define nterface, such as an applicatdon programuoing nterface
(AP to compunicate with other services. Any separate nicro-service module can be changed
without affecting other parts of a progravo coraprised of multiple micro-service modules,

Accordingly, the micro-service architecture supporis and enables scalability.
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[0004] A monolithic architecture refers to a unified model for the design of a software
application. Monolithic software is designed to be self-contained with components of the
program interconnected and interdependent. In the monolithic architecture, each component and
its associated components must be present in order for the code to be compiled or executed. If
any program component needs to be updated to address anticipated and unanticipated changes
within other elements, the entire application has to be re-written. Accordingly, the monolithic
architecture is directed at a large, tightly coupled application.

[0005] It is understood in the art that micro-service architectures enhance business agility
with faster software development and deployment compared to monolithic software architecture.
More specifically, the micro-service architecture enables the rapid, frequent and reliable delivery
of large, complex applications. With micro-services, individual services can be individually
deployed or individually scaled. Done correctly, micro-services require less infra-structure than
monolithic applications because they enable precise scaling of only required components, instead
of an entire application in the case of monolithic applications. It is understood in that are that
there are challenges directed at micro-services, and more specifically micro-service architecture.
Such challenges are directed at managing micro-services as the quantity of micro-services

increases, monitoring micro-services, testing, dependencies, etc.

SUMMARY
[0006] The embodiments include a system, computer program product, and method for multi
objective optimization of cloud applications with respect to key performance indicators.
[0007] In one aspect, a computer system is provided with a processing unit operatively
coupled to a memory, and an artificial intelligence (Al) platform operatively coupled to the
processing unit and memory. The Al platform is configured with tools in the form of an input
managet, a trial manager, and an optimization manager configured with functionality to
orchestrate a multi objective optimization of applications. The input manager is configured to
receive a set of two or more key performance indicators (KPIs) associated with an application.
The trial manager is operatively coupled to the input manager, and is configured to leverage a
machine learning (ML) based surrogate function learning model in combination with an

acquisition function to conduct an adaptive trial execution of the application with one or more



WO 2021/219093 PCT/CN2021/091104

received parameters. The trial manager is further configured to compute a pareto surface of the
KPIs of the application based on observed output from the trial execution(s). The optimization
manager, which is operatively coupled to the trial manager, functions to explore the computed
pareto surface and select an optimal operating point for the application. The optimal operating
point corresponds to the configuration of the one or more parameters. The optimization manager
executes the application at the selected optimal operating point.

[0008] In another aspect, a computer program product is provided to orchestrate a multi
objective optimization of an application. The computer program product is provided with a
computer readable storage device having embodied program code. The program code is
executable by the processing unit with functionality to receive a set of two or more key
performance indicators (KPIs) associated with an application. The program code leverages a
machine learning (ML) based surrogate function learning model in combination with an
acquisition function to conduct an adaptive trial execution of the application with one or more
received parameters. The program code computes a pareto surface of the KPIs of the application
based on observed output from the trial execution(s). The program code explores the computed
pareto surface and selects an optimal operating point for the application, with the optimal
operating point corresponding to configuration of the one or more parameters. The program code
further functions to execute the application at the selected optimal operating point.

[0009] In yet another aspect, a method is provided for orchestrating a multi objective
optimization of an application. A set of two or more key performance indicators (KPIs)
associated with an application are received. A machine learning (ML) based surrogate function
learning model in combination with an acquisition function is leveraged to conduct an adaptive
trial execution of the application with one or more received parameters. A pareto surface of the
KPIs of the application based is computed based on observed output from the trial execution(s).
The computed pareto surface is explored and an optimal operating point is selected for the
application based on the exploration, with the optimal operating point corresponding to
configuration of the one or more parameters. The application is then executed at the selected

optimal operating point.
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[0010] These and other features and advantages will become apparent from the following
detailed description of the presently preferred embodiment(s), taken in conjunction with the

accompanying drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0011] The drawings referenced herein form a part of the specification and are incorporated
herein. Features shown in the drawings are meant as illustrative of only some embodiments, and
not of all embodiments, unless otherwise explicitly indicated.

[0012] FIG. 1 depicts a system diagram illustrating a computer system and embedded tools
to support multi objective optimization of applications.

[0013] FIG. 2 depicts a block diagram illustrating the tools shown in FIG. 1 and their
associated Application Program Interface(s).

[0014] FIG. 3 depicts a flow chart illustrating a process for multi objective optimization of
an application.

[0015] FIG. 4 depicts a flow chart illustrating a process for leveraging machine learning to
conduct one or more adaptive trials.

[0016] FIG. 5 depicts a block diagram illustrating a graph and an example pareto surface for
the KPIs of latency and error rate objectives.

[0017] FIG. 6 is a block diagram depicting an example hierarchy of interacting micro-
services.

[0018] FIG. 7 is a block diagram depicting an example hierarchy of application micro-
services with a sequential query constraint.

[0019] FIG. 8 is a block diagram depicting an example hierarchy of application micro-
services with a parallel query constraint.

[0020] FIG. 9 is a block diagram depicting an example of a computer system/server of a
cloud based support system, to implement the system and processes described above with respect
to FIGS. 1-8.

[0021] FIG. 10 depicts a block diagram illustrating a cloud computer environment.
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[0022] FIG. 11 depicts a block diagram illustrating a set of functional abstraction model

layers provided by the cloud computing environment.

DETAILED DESCRIPTION

[0023] It will be readily understood that the components of the present embodiments, as
generally described and illustrated in the Figures herein, may be arranged and designed in a wide
variety of different configurations. Thus, the following detailed description of the embodiments
of the apparatus, system, method, and computer program product of the present embodiments, as
presented in the Figures, is not intended to limit the scope of the embodiments, as claimed, but is
merely representative of selected embodiments.

5 <«

[0024] Reference throughout this specification to “a select embodiment,” “one embodiment,”
or “an embodiment” means that a particular feature, structure, or characteristic described in
connection with the embodiment is included in at least one embodiments. Thus, appearances of
the phrases “a select embodiment,” “in one embodiment,” or “in an embodiment” in various
places throughout this specification are not necessarily referring to the same embodiment.
[0025] The illustrated embodiments will be best understood by reference to the drawings,
wherein like parts are designated by like numerals throughout. The following description is
intended only by way of example, and simply illustrates certain selected embodiments of
devices, systems, and processes that are consistent with the embodiments as claimed herein.
[0026] Artificial Intelligence (Al) relates to the field of computer science directed at
computers and computer behavior as related to humans. Al refers to the intelligence when
machines, based on information, are able to make decisions, which, for example, improves or
maximizes the chance of success in a given topic. More specifically, Al is able to learn from a
data set to solve problems and provide relevant recommendations. For example, in the field of
artificial intelligent computer systems, natural language systems (such as the IBM Watson®
artificially intelligent computer system or other natural language interrogatory answering
systems) process natural language based on system acquired knowledge. To process natural

language, the system may be trained with data derived from a database or corpus of knowledge,

but the resulting outcome can be incorrect or inaccurate for a variety of reasons.
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[0027] At the core of Al and associated reasoning lies the concept of similarity. The process
of understanding natural language and objects requires reasoning from a relational perspective
that can be challenging. Structures, including static structures and dynamic structures, dictate a
determined output or action for a given determinate input. More specifically, the determined
output or action is based on an express or inherent relationship within the structure. This
arrangement may be satisfactory for select circumstances and conditions. However, it is
understood that dynamic structures are inherently subject to change, and the output or action may
be subject to change accordingly.

[0028] Machine learning (ML), which as noted above is a sub-set of Al, utilizes algorithms
to learn from data, rather than through explicit programming, and create foresights based on this
data. ML is the application of Al through creation of neural networks that can demonstrate
learning behavior by performing tasks that are not explicitly programmed. ML requires data that
is analyzed, formatted and conditioned to build a machine learning model and to train a machine
learning algorithm. It is understood in the art that a ML algorithm is a computerized procedure
and when trained on the data, generates a ML model. Selecting the ML algorithm is essential to
successfully applying ML. Examples of ML include, but are not limited to, regression
algorithms, decision trees, instance-based algorithms, and clustering algorithms. Once the data is
prepared and the algorithm is trained, the ML model can make determinations or predictions
about the data. The greater the quantity of data provided, the more the model learns and
improves accuracy of its predictions.

[0029] ML models fall into the following basic categories: supervised machine learning,
unsupervised machine learning, reinforcement machine learning, and deep learning. Supervised
learning algorithms learn a mapping function for a data set with an existing classification, where
unsupervised learning algorithms can categorize an unlabeled data set based on some hidden
features in the data. Reinforcement learning can learn policies for decision-making in an
uncertain environment through iterative exploration of that environment. Deep learning
incorporates neural networks in successive layers to learn from data in an iterative manner.
Neural networks are models of the way the nervous system operates. Basic units are referred to

as neurons, which are typically organized into layers. The neural network works by simulating a
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large number of interconnected processing units that resemble abstract versions of neurons.
There are typically three parts in a neural network, including an input layer, with units
representing input fields, one or more hidden layers, and an output layer, with a unit or units
representing target field(s). The units are connected with varying connection strengths or
weights. Input data are presented to the first layer, and values are propagated from each neuron
to every neuron in the next layer. Eventually, a result is delivered from the output layers. Deep
learning complex neural networks are designed to emulate how the human brain works, so
computers can be trained to support poorly defined abstractions and problems. Neural networks
and deep learning are often used in image recognition, speech, and computer vision applications.
[0030] An intelligent system, computer program product, and method are provided herein
with tools and algorithms to run intelligent real-time analytics using Machine Learning (ML).
More specifically, and as shown and described herein, ML is applied to the micro-service
architecture to facilitate multi-objective optimization of applications, including for example
cloud applications. Different avenues are available to parameterize cloud applications, with
configuration of such parameters yielding different values of key performance indicators (KPIs)
for the applications.

[0031] Latency is a networking term directed at a time interval or delay when a system
component is waiting for another system component to response. The duration of the time
interval is called latency. Timeout is directed at an interrupt signal generated by a program or
device that has waited a certain length of time for some input but has not received it. Many
programs perform timeouts so that the program does not sit idle waiting for input that may never
arrive. Setting timeout and retry values of micro-services can yield distinct values of end-to-end
latency and error rates for the application(s), e.g. the cloud application(s). It is desirable to be
able to determine the best tradeoff between KPIs, such as latency verse error rate for a given
application, before the application is executed. In an embodiment, determining these tradeoffs
allows for the realistic evaluation of service level agreements (SLAs) associated with the given
application. Analysis of the tradeoff is complicated, and in one embodiment proportional to the

architectural structure of micro-services in cloud applications.



WO 2021/219093 PCT/CN2021/091104

[0032] Referring to FIG. 1, a computer system (100) is provided with tools to support multi-
objective optimization of applications. As shown, a server (110) is provided in communication
with a plurality of computing devices (180), (182), (184), (186), (188), and (190) across a
network connection (105). The server (110) is configured with a processing unit, e.g. processor,
(112) operatively coupled to memory (114) across a bus (116). A tool in the form of an artificial
intelligence (AI) platform (150) is shown local to the server (110), and operatively coupled to the
processing unit (112) and memory (114). As shown, the Al platform (150) contains one or more
tools in the form of an input manager (152), a trial manager (154), and an optimization manager
(156) to provide and support multi-objective optimization of applications over the network (105)
from one or more computing devices (180), (182), (184), (186), (188), and (190). More
specifically, the computing devices (180), (182), (184), (186), (188), and (190) communicate
with each other and with other devices or components via one or more wires and/or wireless data
communication links, where each communication link may comprise one or more of wires,
routers, switches, transmitters, receivers, or the like. In this networked arrangement, the server
(110) and the network connection (105) enable optimization of a cloud application across
distributed resources. Other embodiments of the server (110) may be used with components,
systems, sub-systems, and/or devices other than those that are depicted herein.

[0033] The Al platform (150) is shown herein configured with tools to support ML, and
more specifically a ML based surrogate function learning model in combination with an
acquisition function, to facilitate and enable the cloud application optimization. The tools
embedded herein including the input manager (152), the trial manager (154), and the
optimization manager (156) are configured to receive input from various sources, including but
not limited to input from the network (105), and an operatively coupled knowledge base (160).
In an embodiment, the knowledge base (160) is configured with library (162) with a plurality of
applications, shown herein by way of example as applicationa (1644), applicationg (164s), and
applicationn (164x). Although only three applications are shown, this quantity is for illustrative
purposes and should not be considered limiting. In an embodiment, the knowledge base (160)
may be configured with one or more additional libraries, each having one or more applications.
The quantity of applications in the structure or library (162) is for illustrative purposes and

should not be considered limiting.
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[0034] Each application is shown herein with a machine learning (ML) surrogate function,
referred to herein as a ML Model. Applicationa (164 4) is shown having ML Modela (1664),
applicationg (164p) is shown having ML Modelg (166g), and applicationn (164n) is shown
having ML Modelx (166n). Each ML Model is shown herein with a corresponding model map,
also referred to herein as a map. For descriptive purposes ML Modela (1664) is shown with
corresponding model mapa (1704), ML Modelg (166g) is shown with corresponding model mapg
(170B), and ML Modelx (166n) is shown with corresponding model mapn (170n). Furthermore,
each existing application may also have a corresponding acquisition function, directed at
sampling, and more specifically at measuring a value that would be generated. Applicationa
(1644) is shown having acquisition functiona (1684), applicationg (164g) is shown having
acquisition functiong (168g), and applicationn (164x) is shown having acquisition functiony
(168n). Details of how the ML surrogate function, corresponding model map, and acquisition
function are utilized are shown and described in detail below.

[0035] The various computing devices (180), (182), (184), (186), (188), and (190) in
communication with the network (105) demonstrate access points to the Al platform (150). The
tools (152), (154), and (156) support and enable multi-objective optimization of applications.
The network (105) may include local network connections and remote connections in various
embodiments, such that the Al platform (150) and the embedded tools (152), (154), and (156)
may operate in environments of any size, including local and global, e.g. the Internet.
Accordingly, the server (110) and the Al platform (150) serve as a front-end system, with the
knowledge base (160) and applications(s) (1644) — (164n) serving as a back-end system.

[0036] As described in detail below, the Al platform (150) optimizes performance of
applications, where the application is a collection of micro-services, with respect to identified
key performance indicators (KPIs). The Al platform (150) utilizes the input manager (152) to
receive a set of two or more KPIs associated with an application. The KPIs indicate performance
aspects of the application that is the subject of optimization. In an embodiment, the category of
KPIs is user selected and pertains to performance aspects that the user is interested in optimizing.
Each KPI in the set of received KPIs has an associated or corresponding indicator type.

Examples of possible KPI types include quantitative and qualitative indicators. A quantitative
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indicator indicates a quantity, which in an embodiment may be a number, an index, a ratio,
percentage, etc. Qualitative indicators do not show numeric measures. Rather, they depict a
status in quality. Examples of types of quantitative measures that measure application
performance include, but are not limited to, latency, error rate, and throughput. Each quantitative
indicator has one or more corresponding values.

[0037] It is understood in the art with respect to an application as a collection of services,
e.g. micro-services, that such services may not be arranged linearly. Rather, it is understood that
the micro-services may include dependencies, and as such the micro-services have a hierarchical
arrangement to reflect such dependencies. In addition to the KPIs, the input manager (152) also
receives one or more parameters that are associated with the application, with each parameter
being associated with a parameter value. Examples of possible parameter values include, but are
not limited to, timeout, retry, and replication count associated with one or more topological
constraints corresponding to the hierarchical arrangement, e.g. hierarchy. It is understood in the
art that a hierarchy is an organization technique in which items are layered or grouped to reduce
complexity. Examples of hierarchical arrangements of micro-services are shown and described in
FIGS. 6-8. The tunable parameter(s) are set with respect to the hierarchy of micro-services
ensuring the parameter value(s) guarantee any queries from a parent micro-service are active as
long as a query from a child micro-service is active.

[0038] The trial manager (154), which is shown herein operatively coupled to the input
manager (152), functions within the Al platform (150) to monitor a dynamic resource state. More
specifically, the trial manager (154) leverages the ML based surrogate function learning model in
combination with the acquisition function to conduct one or more adaptive trials of the
application. As shown in the knowledge base (160), each application has a corresponding
surrogate function and acquisition function. Each trial is directed at a specific configuration of
the application based on the parameter(s) setting(s). The trial manager (154) leverages the
acquisition functiona (1684) to select a configuration of the one or more parameters for an
adaptive trial run of the applicationa (1644). The results of the adaptive trial provide
performance indicator values of the application, e.g. KPIs, associated with the specific
configuration of the parameter(s). In addition, the trial manager (154) leverages the ML

surrogate function to capture the KPI values in the associated ML Model. The ML based
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surrogate function learning model can be implemented using a neural network, Gaussian
Progress regression, or other linear, or non-linear or kernel regression techniques, or other value
estimation techniques used in black-box optimization or reinforcement learning. Accordingly,
the ML models maps each configuration of one or more parameters to two or more
corresponding KPI values.

[0039] Multiple trials of the application may be conducted through parameter value setting.
The acquisition function, acquisition functiona (1684), selects a new configuration of the one or
more parameter values and another adaptive trial and corresponding KPI values are measured.
The acquisition function can be implemented as an expected improvement function, maximum
probability of improvement function, or upper confidence bound function, or other action
estimation techniques used in black-box optimization or reinforcement learning. The trial
manager (154) uses the KPI values from each trial and computes a pareto surface of the
application. The pareto surface graphically exhibits all of the possible KPI values that can be
achieved based on the configurations of the parameter values that were employed in the adaptive
trials. Accordingly, the trial manager (154) leverages the ML surrogate function learning model
and the acquisition function to run adaptive trials of the application based on selected
configurations of the tunable parameters, and uses the KPI values from the trials to compute a
corresponding pareto surface.

[0040] The optimization manager (156), which is shown herein operatively coupled to the
input manager (152) and the trial manager (154), functions to explore the pareto surface
computed by the trial manager (154) to find an optimal operating point of the application, and to
execute the application at the selected operating point. The optimization manager (156) explores
the computed pareto surface and from this exploration selects an optimal operating point, also
referred to herein as the operating point, for the application. In an embodiment, the selected
operating point represents a trade off in KPI values, where the point selected might have a higher
value for a first, more desirable KPI, and a lower value for a second, less desirable KPI. In an
embodiment, the operating point may be selected by the user. The optimization manager (156)
executes the application using the selected operating point. By using the selected operating point,
the application executes with the desired KPI values as specified by the user. Accordingly, the

optimization manager (156) explores the computed pareto surface and selects an optimal
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operating point for the application, and then executes that application using the selected
operating point.

[0041] Though shown as being embodied in or integrated with the server (110), the Al
platform (150) may be implemented in a separate computing system (e.g., 190) that is connected
across the network (105) to the server (110). Although shown local to the server (110), the tools
(152), (154), and (156) may be collectively or individually distributed across the network (105).
Wherever embodied, the input manager (152), trial manager (154), and optimization manager
(156) are utilized to manage and support multi objective optimization of applications.

[0042] Applications may be communicated to the server (110) across the network (105). For
example, in an embodiment, one or more applications may be communicated to the server (110)
from nonvolatile data store (1904). The tools (152), (154), and (156) process the applications,
whether from the knowledge base (160) or across the network (105).

[0043] Types of information handling systems that can utilize server (110) range from small
handheld devices, such as a handheld computer/mobile telephone (180) to large mainframe
systems, such as a mainframe computer (182). Examples of a handheld computer (180) include
personal digital assistants (PDAs), personal entertainment devices, such as MP4 players, portable
televisions, and compact disc players. Other examples of information handling systems include a
pen or tablet computer (184), a laptop or notebook computer (186), a personal computer system
(188) and a server (190). As shown, the various information handling systems can be networked
together using computer network (105). Types of computer network (105) that can be used to
interconnect the various information handling systems include Local Area Networks (LANSs),
Wireless Local Area Networks (WLANS), the Internet, the Public Switched Telephone Network
(PSTN), other wireless networks, and any other network topology that can be used to
interconnect the information handling systems. Many of the information handling systems
include nonvolatile data stores, such as hard drives and/or nonvolatile memory. Some of the
information handling systems may use separate nonvolatile data stores (e.g., server (190) utilizes
nonvolatile data store (1904), and mainframe computer (182) utilizes nonvolatile data store
(1824). The nonvolatile data store (1824) can be a component that is external to the various

information handling systems or can be internal to one of the information handling systems.
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[0044] An information handling system may take many forms, some of which are shown in
FIG. 1. For example, an information handling system may take the form of a desktop, server,
portable, laptop, notebook, or other form factor computer or data processing system. In addition,
an information handling system may take other form factors such as a personal digital assistant
(PDA), a gaming device, ATM machine, a portable telephone device, a communication device or
other devices that include a processor and memory.

[0045] An Application Program Interface (API) is understood in the art as a software
intermediary between two or more applications. With respect to the application optimization
system shown and described in FIG. 1, one or more APIs may be utilized to support one or more
of the Al platform tools, including the input manager (152), the trial manager (154), and the
optimization manager (156), and their associated functionality. Referring to FIG. 2, a block
diagram (200) is provided illustrating the Al platform tools and their associated APIs. As shown,
a plurality of tools are embedded within the AI platform (205), with the tools including the input
manager (252) associated with APIp (212), the trial manager (254) associated with API; (222),
and the optimization manager (256) associated with API» (232). Each of the APIs may be
implemented in one or more languages and interface specifications. APy (212) provides support
for receipt and management of the selected KPIs and tunable parameters; API; (222) provides
support for conducting one or more adaptive application trials and computing a corresponding
pareto surface using the observed KPIs from the trials; and API> (232) provides support for
exploring the pareto surface, including selection of an optimal application operating point and
execution of the application at the selected operating point. As shown, each of the APIs (212),
(222), and (232) are operatively coupled to an API orchestrator (260), otherwise known as an
orchestration layer, which is understood in the art to function as an abstraction layer to
transparently thread together the separate APIs. In an embodiment, the functionality of the
separate APIs may be joined or combined. As such, the configuration of the APIs shown herein
should not be considered limiting. Accordingly, as shown herein, the functionality of the tools
may be embodied or supported by their respective APIs.

[0046] Referring to FIG. 3, a flow chart (300) is provided illustrating a process for multi
objective optimization of an application. As shown and described, A user inputs two or more key

performance indicators (KPIs) of interest with respect to an application (302), which in one
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embodiment may be a cloud based application. In an embodiment, a KPI is a metric that
measures and assesses how well a process or project is meeting certain expectations and goals.
KPIs can be incorporated into cloud applications to monitor and confirm expectations direction
at the form and function of that the cloud application. Following step (302), one or more
parameters associated with the application are received (304). The parameters received at step
(304) are tunable parameters, and in an embodiment the received parameters are controllable,
that affect the KPIs that were input at step (302). Examples of the received parameters include,
but are not limited to, timeout, retry, and replication count associated with one or more
topological constraints of the application. Accordingly, KPIs of interest and parameters
associated with the application are received.

[0047] As described in FIG. 1, and as shown and described in FIGS. 6-8, the application is
comprised of topological arrangement of micro-services, which in an embodiment includes a
hierarchical arrangement of the micro-services. The hierarchical arrangement has inherent
constraints directed at to the topology represented in the hierarchy. The parameters received at
step (304) are responsive to the topology, and in an embodiment are tuned or set with respect to
the hierarchy of micro-services that comprise the application ensuring that the parameter value(s)
guarantee queries from a parent micro-service are active as long as a query from a child, e.g.
dependent, micro-service is active. Following receipt of the parameter(s) at step (306), the ML
based surrogate function associated with the application is leveraged in combination with a
corresponding acquisition function to conduct one or more adaptive application performance
trials to measure KPI values that correspond to the category of indicators designated at step
(302), with the measured KPI values corresponding to possible KPI values that can be achieved
based on the configurations of the parameter values received at step (304).

[0048] Referring to FIG. 4, a flow chart (400) is provided illustrating a process for
leveraging ML to conduct the application adaptive trials. As shown the acquisition function is
leveraged and a configuration of the one or more tunable parameters, e.g. the tunable parameters
received at step (304), is selected (402). In an embodiment, the selection at step (402) is directed
at parameters that have not been previously utilized. A trial of the application is conducted with
the selected application parameter(s) (404). Output from the trial is observed in the form of KPI

values, and the ML model is updated with the parameter modification and the observed output
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(406). This process of parameter selection and KPI measurement will continue for a
predetermined amount of time or a defined quantity of trials. In an embodiment, the time or
quantity limitations are configurable. For example, in an embodiment, parameter configuration
trials may be configured to be assessed for a quantity of time, e.g. 30 minutes. Accordingly, a
ML surrogate function and acquisition function are leveraged to determine the quantitative
output associated with the KPIs at different configurations of the one or more parameters.

[0049] Each trial of the application produces a quantitative performance value associated
with the KPIs of interest. Following the conclusion of the adaptive trials as shown in FIG. 4, the
process returns to step (308), where the observed quantitative output of the KPI values are
utilized to compute a pareto surface. A pareto efficiency is a situation that cannot be modified so
as to make any one individual or preference criterion better off without making at least one
individual or preference criterion worse off. A pareto front, or a pareto surface, is the set of all of
the pareto efficient allocations, conventionally shown graphically. The pareto surface created at
step (308) shows all of the possible quantitative KPI values measured from the application trials
that can be achieved based on the provided, and in one embodiment tunable, parameter(s). The
created pareto surface is subject to exploration to identify an optimal operating point for the
application (310). The application is then subject to execution using the identification optimal
application operating point (312). Accordingly, as shown herein, application parameters are
selected or tuned based on the topological arrangement of the application micro-services, ML
leverages the application parameters to conduct adaptive application trials and compute a
corresponding pareto surface, which is explored to identify and execute the application at an
optimal operating point.

[0050] Referring to FIG. 5, a figure (500) is provided illustrating a graph and an example
pareto surface for the KPIs of latency and error rate objectives. As shown, a graph (510)
depicting two KPIs of latency and error rate are shown. The graph (510) is shown with the
latency indicator measured on a first axis (520) and the error rate indicator measured on a second
axis (530). Application trials are conducted with selected parameter(s) and quantitative values
associated with the indicators are measured, with these measurements depicted in the graph
(510). Each measurement is reflected with an entry in the graph (510). A plurality of KPI

measurements is shown as entries in the graph (510) from the trials, and a pareto surface (540) is
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created to represent a select subset of the entries. Each graphical entry depicts the values of the
selected KPIs, in this example latency and error rate, based on the provided tunable parameters
(not shown). Any point on the pareto surface is a possible operating point of the application with
corresponding and known (or identifiable) KPI values. For example, two possible or optimal
operating points are shown on the pareto surface as operating pointa (550) and operating points
(560). Operating pointa (550) represents an optimal operating point of the application on the
surface (540) with respect to latency, and operating pointg (560) represents an optimal operating
point of the application on the surface (540) with respect to error rate. Selecting an operating
point along the pareto surface (540) dictates the application performance indicators before
executing the application.

[0051] The graph shown in FIG. 5 is a two-dimensional pareto surface corresponding to two
KPIs. It is understood that in an embodiment, the pareto surface may represent a larger quantity
of KPIs. For example, in the case of three KPIs, the pareto surface would be a three dimensional
surface. Accordingly, the pareto surface shown in FIG. 5 is a merely an example pareto surface
from the application trials.

[0052] As described above in FIG. 1, the micro-services may have a hierarchical
arrangement. The tunable parameter(s) are set with respect to the hierarchy of micro-services
ensuring the parameter value(s) guarantee any queries from a parent micro-service are active as
long as a query from a child micro-service is active. Referring to FIG. 6, a block diagram (600)
is provided depicting an example hierarchy of interacting micro-services. A gateway (602) is
shown in communication with a hierarchy of micro-services. The topology shown in the
hierarchy includes three tiers, shown herein as tiero (610), tier; (620), and tier> (630). In an
embodiment, tierp (610) is a parent layer, tier; (620) is a child layer, and tier; (630) is a grand-
child layer. Tiero (610) is shown with a single micro-service, e.g. micro-serviceoo (612). In an
embodiment, micro-serviceoo (612) is referred to as a parent micro-service which will stay active
as long as a query from a child micro-service is active. Micro-service; o (622) and micro-
service,1 (624) are shown in the child tier, e.g. tier; (620) in the hierarchy. Micro-servicer o (622)
and micro-service,1 (624) are referred to as child micro-services, each separately related and
dependent on the parent micro-serviceoo (612). A micro-service can be both a parent and child

micro-service in the hierarchy. As shown, micro-service1,1 (624) is both a dependent on micr-
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serviceo,o (612) and also a parent to micro-servicez o (632) in tierz (630). Based on the hierarchy
and arrangement shown herein, micro-servicey,1 (624) will only stay active as long as a query
from micro-servicez,o (632) is active. Accordingly, the hierarchical arrangement of micro-
services shown herein illustrates an example of dependent relationships among the micro-
services.

[0053] FIG. 7 is a block diagram (700) depicting an example hierarchy of application micro-
services with a sequential query constraint. A gateway (702) is shown in communication with a
hierarchy of micro-services. The topology shown in the hierarchy includes two tiers, shown
herein as tiero (710) and tier; (720). In an embodiment, tiero (710) is a parent layer, also referred
to as an independent layer, and tier; (720) is a child layer, also referred to as a dependent layer.
Tierg (710) is shown with a single micro-service, also referred to as a parent micro-service,
micro-serviceoo (712). Tier; (720) is shown with two child micro-services, including micro-
service,o (722) and micro-servicei,; (732). Each child micro-service (722) and (732) is
separately and directly related to the parent micro-service (712). Parent micro-serviceoo (712) is
configured with the timeout parameter, yo (714). Similarly, each of the child micro-services
(722) and (732) is configured with a corresponding timeout parameter and a retry parameter. As
shown, micro-servicer,o (722) is shown with timeout parameter, y» (724) and retry parameter, z>
(726), and micro-service1,1 (732) is shown with timeout parameter, y3 (734) and retry parameter,
73 (736). The topological constraint for the hierarchy shown herein is a sequential query scenario
shown as the equation y1 > y2z2 + y3z3. Under this sequential query scenario the parent micro-
serviceo,o (712) should not timeout when either of child micro-servicer o (722) or child micro-
servicei,1 (732) are active.

[0054] FIG. 8 is a block diagram (800) depicting an example hierarchy of application micro-
services with a parallel query constraint. As gateway (802) is shown in communication with a
hierarchy of micro-services, with the hierarchy including two tiers of micro-services. A parent
micro-service, micro-serviceoo (812) is shown in a first tier (810), e.g. tiero, and interfaces
between the gateway (802) and the micro-services represented in a second tier (820), e.g. tiery,
also referred to as a child tier. Tier: (820) is shown with two child micro-services, each directly
and separately corresponding to parent micro-serviceo, (812). Child micro-servicer,o (822) is

directly related to parent micro-serviceoo (812) and child micro-servicei,1 (832) is directly related
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to parent micro-serviceo,o (812). Parent micro-serviceo,o (8§12) is configured with the timeout
parameter y1 (814). Similarly, child micro-servicei0 (822) is configured with timeout parameter
being y» (824) and retry parameter 7> (826), and micro-servicer,1 (832) is configured with
timeout parameter y3 (834) and retry parameter z3 (836). The topological constraint for the
hierarchy shown herein is a parallel query scenario shown as the equation y1 > max{y2z, y373}.
Under this parallel query scenario the micro-serviceoo (812) should not timeout when either of
child micro-service o (822) or child micro-service,; (832) are active.

[0055] The hierarchical arrangements and corresponding sequential and parallel query
scenarios shown and described in FIGS. 6, 7, and 8 are examples for illustrative purposes and
should not be considered limiting. More specifically, the hierarchical arrangements shown herein
are directed at examples of topological constraints responsive to the arrangement. In an
embodiment, the quantity of micro-services, topological arrangement, and query scenarios may
grow in complexity.

[0056] Embodiments shown and described herein may be in the form of a computer system
for use with an Al platform for providing and machine learning directed at orchestrating a multi-
objective optimization of a cloud application. Aspects of the tools (152), (154), and (156) and
their associated functionality may be embodied in a computer system/server in a single location,
or in an embodiment, may be configured in a cloud based system sharing computing resources.
With reference to FIG. 9, a block diagram (900) is provided illustrating an example of a
computer system/server (902), hereinafter referred to as a host (902) in communication with a
cloud based support system, to implement the system and processes described above with respect
to FIGS. 1-8. Host (902) is operational with numerous other general purpose or special purpose
computing system environments or configurations. Examples of well-known computing systems,
environments, and/or configurations that may be suitable for use with host (902) include, but are
not limited to, personal computer systems, server computer systems, thin clients, thick clients,
hand-held or laptop devices, multiprocessor systems, microprocessor-based systems, set top
boxes, programmable consumer electronics, network PCs, minicomputer systems, mainframe
computer systems, and file systems (e.g., distributed storage environments and distributed cloud

computing environments) that include any of the above systems, devices, and their equivalents.
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[0057] Host (902) may be described in the general context of computer system-executable
instructions, such as program modules, being executed by a computer system. Generally,
program modules may include routines, programs, objects, components, logic, data structures,
and so on that perform particular tasks or implement particular abstract data types. Host (902)
may be practiced in distributed cloud computing environments (910) where tasks are performed
by remote processing devices that are linked through a communications network. In a distributed
cloud computing environment, program modules may be located in both local and remote
computer system storage media including memory storage devices.

[0058] As shown in FIG. 9, host (902) is shown in the form of a general-purpose computing
device. The components of host (902) may include, but are not limited to, one or more
processors or processing units (904), a system memory (906), and a bus (908) that couples
various system components including system memory (906) to processor (904). Bus (908)
represents one or more of any of several types of bus structures, including a memory bus or
memory controller, a peripheral bus, an accelerated graphics port, and a processor or local bus
using any of a variety of bus architectures. By way of example, and not limitation, such
architectures include Industry Standard Architecture (ISA) bus, Micro Channel Architecture
(MCA) bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA) local
bus, and Peripheral Component Interconnects (PCI) bus. Host (902) typically includes a variety
of computer system readable media. Such media may be any available media that is accessible
by host (902) and it includes both volatile and non-volatile media, removable and non-removable
media.

[0059] Memory (906) can include computer system readable media in the form of volatile
memory, such as random access memory (RAM) (930) and/or cache memory (932). By way of
example only, storage system (934) can be provided for reading from and writing to a non-
removable, non-volatile magnetic media (not shown and typically called a “hard

drive”). Although not shown, a magnetic disk drive for reading from and writing to a removable,
non-volatile magnetic disk (e.g., a “floppy disk”), and an optical disk drive for reading from or
writing to a removable, non-volatile optical disk such as a CD-ROM, DVD-ROM or other
optical media can be provided. In such instances, each can be connected to bus (908) by one or

more data media interfaces.
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[0060] Program/utility (940), having a set (at least one) of program modules (942), may be
stored in memory (906) by way of example, and not limitation, as well as an operating system,
one or more application programs, other program modules, and program data. Each of the
operating systems, one or more application programs, other program modules, and program data
or some combination thereof, may include an implementation of a networking

environment. Program modules (942) generally carry out the functions and/or methodologies of
embodiments of the adversarial training and dynamic classification model evolution. For
example, the set of program modules (942) may include the modules configured as the tools
(152), (154), and (156) described in FIG. 1.

[0061] Host (902) may also communicate with one or more external devices (914), such as a
keyboard, a pointing device, a sensory input device, a sensory output device, etc.; a display
(924); one or more devices that enable a user to interact with host (902); and/or any devices (e.g.,
network card, modem, etc.) that enable host (902) to communicate with one or more other
computing devices. Such communication can occur via Input/Output (I/O) interface(s) (922).
Still yet, host (902) can communicate with one or more networks such as a local area network
(LAN), a general wide area network (WAN), and/or a public network (e.g., the Internet) via
network adapter (920). As depicted, network adapter (920) communicates with the other
components of host (902) via bus (908). In an embodiment, a plurality of nodes of a distributed
file system (not shown) is in communication with the host (902) via the I/O interface (922) or via
the network adapter (920). It should be understood that although not shown, other hardware
and/or software components could be used in conjunction with host (902). Examples, include,
but are not limited to: microcode, device drivers, redundant processing units, external disk drive
arrays, RAID systems, tape drives, and data archival storage systems, etc.

95

[0062] In this document, the terms “computer program medium,” “computer usable
medium,” and “computer readable medium” are used to generally refer to media such as main
memory (906), including RAM (930), cache (932), and storage system (934), such as a
removable storage drive and a hard disk installed in a hard disk drive.

[0063] Computer programs (also called computer control logic) are stored in memory (906).

Computer programs may also be received via a communication interface, such as network

adapter (920). Such computer programs, when run, enable the computer system to perform the
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features of the present embodiments as discussed herein. In particular, the computer programs,
when run, enable the processing unit (904) to perform the features of the computer system.
Accordingly, such computer programs represent controllers of the computer system.

[0064] In an embodiment, host (902) is a node of a cloud computing environment. As is
known in the art, cloud computing is a model of service delivery for enabling convenient, on-
demand network access to a shared pool of configurable computing resources (e.g., networks,
network bandwidth, servers, processing, memory, storage, applications, virtual machines, and
services) that can be rapidly provisioned and released with minimal management effort or
interaction with a provider of the service. This cloud model may include at least five
characteristics, at least three service models, and at least four deployment models. Example of
such characteristics are as follows:

[0065] On-demand self-service: a cloud consumer can unilaterally provision computing
capabilities, such as server time and network storage, as needed automatically without requiring
human interaction with the service’s provider.

[0066] Broad network access: capabilities are available over a network and accessed through
standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g.,
mobile phones, laptops, and PDAs).

[0067] Resource pooling: the provider’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources dynamically
assigned and reassigned according to demand. There is a sense of location independence in that
the consumer generally has no control or knowledge over the exact location of the provided
resources but may be able to specify location at a higher layer of abstraction (e.g., country, state,
or datacenter).

[0068] Rapid elasticity: capabilities can be rapidly and elastically provisioned, in some cases
automatically, to quickly scale out and rapidly released to quickly scale in. To the consumer, the
capabilities available for provisioning often appear to be unlimited and can be purchased in any
quantity at any time.

[0069] Measured service: cloud systems automatically control and optimize resource use by
leveraging a metering capability at some layer of abstraction appropriate to the type of service

(e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be
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monitored, controlled, and reported providing transparency for both the provider and consumer
of the utilized service.

[0070] Service Models are as follows:

[0071] Software as a Service (SaaS): the capability provided to the consumer is to use the
provider’s applications running on a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as a web browser (e.g., web-based
email). The consumer does not manage or control the underlying cloud infrastructure including
network, servers, operating systems, storage, or even individual application capabilities, with the
possible exception of limited user-specific application configuration settings.

[0072] Platform as a Service (PaaS): the capability provided to the consumer is to deploy
onto the cloud infrastructure consumer-created or acquired applications created using
programming languages and tools supported by the provider. The consumer does not manage or
control the underlying cloud infrastructure including networks, servers, operating systems, or
storage, but has control over the deployed applications and possibly application hosting
environment configurations.

[0073] Infrastructure as a Service (IaaS): the capability provided to the consumer is to
provision processing, storage, networks, and other fundamental computing resources where the
consumer is able to deploy and run arbitrary software, which can include operating systems and
applications. The consumer does not manage or control the underlying cloud infrastructure but
has control over operating systems, storage, deployed applications, and possibly limited control
of select networking components (e.g., host firewalls).

[0074] Deployment Models are as follows:

[0075] Private cloud: the cloud infrastructure is operated solely for an organization. It may
be managed by the organization or a third party and may exist on-premises or off-premises.
[0076] Community cloud: the cloud infrastructure is shared by several organizations and
supports a specific community that has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed by the organizations or a third party

and may exist on-premises or off-premises.
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[0077] Public cloud: the cloud infrastructure is made available to the general public or a
large industry group and is owned by an organization selling cloud services.

[0078] Hybrid cloud: the cloud infrastructure is a composition of two or more clouds
(private, community, or public) that remain unique entities but are bound together by
standardized or proprietary technology that enables data and application portability (e.g., cloud
bursting for load balancing between clouds).

[0079] A cloud computing environment is service oriented with a focus on statelessness, low
coupling, modularity, and semantic interoperability. At the heart of cloud computing is an
infrastructure comprising a network of interconnected nodes.

[0080] Referring now to FIG. 10, an illustrative cloud computing network (1000). As shown,
cloud computing network (1000) includes a cloud computing environment (1050) having one or
more cloud computing nodes (1010) with which local computing devices used by cloud
consumers may communicate. Examples of these local computing devices include, but are not
limited to, personal digital assistant (PDA) or cellular telephone (1054A), desktop computer
(1054B), laptop computer (1054C), and/or automobile computer system (1054N). Individual
nodes within nodes (1010) may further communicate with one another. They may be grouped
(not shown) physically or virtually, in one or more networks, such as Private, Community,
Public, or Hybrid clouds as described hereinabove, or a combination thereof. This allows cloud
computing environment (1000) to offer infrastructure, platforms and/or software as services for
which a cloud consumer does not need to maintain resources on a local computing device. It is
understood that the types of computing devices (1054A-N) shown in FIG. 10 are intended to be
illustrative only and that the cloud computing environment (1050) can communicate with any
type of computerized device over any type of network and/or network addressable connection
(e.g., using a web browser).

[0081] Referring now to FIG. 11, a set of functional abstraction layers (1100) provided by
the cloud computing network of FIG. 10 is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 11 are intended to be illustrative only, and the
embodiments are not limited thereto. As depicted, the following layers and corresponding
functions are provided: hardware and software layer (1110), virtualization layer (1120),

management layer (1130), and workload layer (1140). The hardware and software layer (1110)
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includes hardware and software components. Examples of hardware components include
mainframes, in one example IBM® zSeries® systems; RISC (Reduced Instruction Set Computer)
architecture based servers, in one example IBM pSeries® systems; IBM xSeries® systems; IBM
BladeCenter® systems; storage devices; networks and networking components. Examples of
software components include network application server software, in one example IBM
WebSphere® application server software; and database software, in one example IBM DB2®
database software. (IBM, zSeries, pSeries, xSeries, BladeCenter, WebSphere, and DB2 are
trademarks of International Business Machines Corporation registered in many jurisdictions
worldwide).

[0082] Virtualization layer (1120) provides an abstraction layer from which the following
examples of virtual entities may be provided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and operating systems; and virtual clients.
[0083] In one example, management layer (1130) may provide the following functions:
resource provisioning, metering and pricing, user portal, service layer management, and SLA
planning and fulfillment. Resource provisioning provides dynamic procurement of computing
resources and other resources that are utilized to perform tasks within the cloud computing
environment. Metering and pricing provides cost tracking as resources are utilized within the
cloud computing environment, and billing or invoicing for consumption of these resources. In
one example, these resources may comprise application software licenses. Security provides
identity verification for cloud consumers and tasks, as well as protection for data and other
resources. User portal provides access to the cloud computing environment for consumers and
system administrators. Service layer management provides cloud computing resource allocation
and management such that required service layers are met. Service Layer Agreement (SLA)
planning and fulfillment provides prearrangement for, and procurement of, cloud computing
resources for which a future requirement is anticipated in accordance with an SLA.

[0084] Workloads layer (1140) provides examples of functionality for which the cloud
computing environment may be utilized. Examples of workloads and functions which may be
provided from this layer include, but are not limited to: mapping and navigation; software
development and lifecycle management; virtual classroom education delivery; data analytics

processing; transaction processing; and multi objective optimization of application management.
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[0085] The system and flow charts shown herein may also be in the form of a computer
program device for dynamically orchestrating a prerequisite driven codified infrastructure. The
device has program code embodied therewith. The program code is executable by a processing
unit to support the described functionality.

[0086] While particular embodiments have been shown and described, it will be obvious to
those skilled in the art that, based upon the teachings herein, changes and modifications may be
made without departing from its broader aspects. Therefore, the appended claims are to
encompass within their scope all such changes and modifications as are within the true scope of
the embodiments. Furthermore, it is to be understood that the embodiments are solely defined by
the appended claims. It will be understood by those with skill in the art that if a specific number
of an introduced claim element is intended, such intent will be explicitly recited in the claim, and
in the absence of such recitation no such limitation is present. For non-limiting example, as an
aid to understanding, the following appended claims contain usage of the introductory phrases
“at least one” and “one or more” to introduce claim elements. However, the use of such phrases
should not be construed to imply that the introduction of a claim element by the indefinite
articles “a” or “an” limits any particular claim containing such introduced claim element to the
embodiments containing only one such element, even when the same claim includes the
introductory phrases “one or more” or “at least one” and indefinite articles such as “a” or “an”;
the same holds true for the use in the claims of definite articles.

[0087] The present embodiment(s) may be a system, a method, and/or a computer program
product. In addition, selected aspects of the present embodiment(s) may take the form of an
entirely hardware embodiment, an entirely software embodiment (including firmware, resident
software, micro-code, etc.) or an embodiment combining software and/or hardware aspects that

EENT3

may all generally be referred to herein as a “circuit,” “module” or “system.” Furthermore,
aspects of the present embodiment(s) may take the form of computer program product embodied
in a computer readable storage medium (or media) having computer readable program
instructions thereon for causing a processor to carry out aspects of the present embodiment(s).

Thus embodied, the disclosed system, a method, and/or a computer program product are
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operative to improve the functionality and operation of multi objective optimization of
applications.

[0088] The computer readable storage medium can be a tangible device that can retain and
store instructions for use by an instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromagnetic storage device, a semiconductor
storage device, or any suitable combination of the foregoing. A non-exhaustive list of more
specific examples of the computer readable storage medium includes the following: a portable
computer diskette, a hard disk, a dynamic or static random access memory (RAM), a read-only
memory (ROM), an erasable programmable read-only memory (EPROM or Flash memory), a
magnetic storage device, a portable compact disc read-only memory (CD-ROM), a digital
versatile disk (DVD), a memory stick, a floppy disk, a mechanically encoded device such as
punch-cards or raised structures in a groove having instructions recorded thereon, and any
suitable combination of the foregoing. A computer readable storage medium, as used herein, is
not to be construed as being transitory signals per se, such as radio waves or other freely
propagating electromagnetic waves, electromagnetic waves propagating through a waveguide or
other transmission media (e.g., light pulses passing through a fiber-optic cable), or electrical
signals transmitted through a wire.

[0089] Computer readable program instructions described herein can be downloaded to
respective computing/processing devices from a computer readable storage medium or to an
external computer or external storage device via a network, for example, the Internet, a local area
network, a wide area network and/or a wireless network. The network may comprise copper
transmission cables, optical transmission fibers, wireless transmission, routers, firewalls,
switches, gateway computers and/or edge servers. A network adapter card or network interface
in each computing/processing device receives computer readable program instructions from the
network and forwards the computer readable program instructions for storage in a computer
readable storage medium within the respective computing/processing device.

[0090] Computer readable program instructions for carrying out operations of the present
embodiment(s) may be assembler instructions, instruction-set-architecture (ISA) instructions,

machine instructions, machine dependent instructions, microcode, firmware instructions, state-
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setting data, or either source code or object code written in any combination of one or more
programming languages, including an object oriented programming language such as Java,
Smalltalk, C++ or the like, and conventional procedural programming languages, such as the “C”
programming language or similar programming languages. The computer readable program
instructions may execute entirely on the user’s computer, partly on the user’s computer, as a
stand-alone software package, partly on the user’s computer and partly on a remote computer or
entirely on the remote computer or server or cluster of servers. In the latter scenario, the remote
computer may be connected to the user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using an Internet Service Provider). In
some embodiments, electronic circuitry including, for example, programmable logic circuitry,
field-programmable gate arrays (FPGA), or programmable logic arrays (PLA) may execute the
computer readable program instructions by utilizing state information of the computer readable
program instructions to personalize the electronic circuitry, in order to perform aspects of the
present embodiment(s).

[0091] Aspects of the present embodiment(s) are described herein with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block diagrams,
can be implemented by computer readable program instructions.

[0092] These computer readable program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These computer
readable program instructions may also be stored in a computer readable storage medium that
can direct a computer, a programmable data processing apparatus, and/or other devices to
function in a particular manner, such that the computer readable storage medium having

instructions stored therein comprises an article of manufacture including instructions which
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implement aspects of the function/act specified in the flowchart and/or block diagram block or
blocks.

[0093] The computer readable program instructions may also be loaded onto a computer,
other programmable data processing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable apparatus or other device to produce
a computer implemented process, such that the instructions which execute on the computer, other
programmable apparatus, or other device implement the functions/acts specified in the flowchart
and/or block diagram block or blocks.

[0094] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods, and computer
program products according to various embodiments of the present embodiment(s). In this
regard, each block in the flowchart or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more executable instructions for implementing
the specified logical function(s). In some alternative implementations, the functions noted in the
block may occur out of the order noted in the figures. For example, two blocks shown in
succession may, in fact, be executed substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the functionality involved. It will also be noted
that each block of the block diagrams and/or flowchart illustration, and combinations of blocks
in the block diagrams and/or flowchart illustration, can be implemented by special purpose
hardware-based systems that perform the specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

[0095] It will be appreciated that, although specific embodiments have been described herein
for purposes of illustration, various modifications may be made without departing from the scope
of the embodiment(s). In particular, the codified infrastructure, including the dynamic
orchestration of a prerequisite driven codified infrastructure may be carried out by different
computing platforms or across multiple devices. Furthermore, the data storage and/or corpus may
be localized, remote, or spread across multiple systems. Accordingly, the scope of protection of

the embodiment(s) is limited only by the following claims and their equivalents.
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