WO 03/ 021442 PCT/ EPO2/ 09680 1 System and Method for Monitoring Software
Queui ng Applications Field of the Invention The present invention generally
rel ates twodawai44z ans- 5 mi ssion in conputer networks, anaCrEPE2/09680
specifically to a nethod and systemfor nonitoring software queuing

appl i cations.

Background Wth the advent of network conmunication standards

such 10 as FDDI, BISDN, and SONET, the day of gigabit conputer
comuni cations is here, and the day of terabit communica- tions is fast

appr oachi ng.
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Background

With the advent of network communication standards such

10 as FDDI, BISDN, and SONET, the day of gigabit computer

communications is here, and the day of terabit communica-

15

20

25

tions is fast approaching. These high speed network environ-
ments demand new and powerful tools, which depend upon
information from the network to assist in the network
design, network management, network control functions, and
network services. A crucial problem with these high speed
environments is to monitor the raw data from one or more
high speed communications channels and convert this data to
useful "information" for a user, for a service, as an input

to an algorithm whenever it is required, and so on.

Up to now, this problem has been viewed as "real-time"
network monitoring and performance evaluation. Network
monitoring is generally defined as extracting, processing,
collecting, and presenting dynamic information with respect
to the operation of a system. Monitoring information is then
used by network performance management analysts to evaluate

the state of network resources in real-time, usually by an



2 individual analyzing the nonitoring information on a conputer display.
One of the requirenents of managing | arge networking structures is to
noni t or awgridmel4minber of various applica 5 tions that ar@Cra&rpuassbl e for
information transm ssion throughout a conputer network that may include
di sparate platforns. Sone of these of_applications are background tasks,
whi ch are commonly naned as such becaude they generally do 10 not offer a

user interface T{uere is a.need for behavioral information about
backgr ouf 1 %s%¢2t haff ZA8Gponsh®l e MEEH L ATEAGr met RERTRRBRHRRAT sSfon @&nong a

variety &dmpsyséendisphayfact, an application operator needs to know whet her
a trans- mssion is successful or not, and whether the transm ssion 15
encount ered problens or bottlenecks. Unfortunately, the background tasks

do not provi dgnanysSt ghus JRLALERIANL BRI ndduts dd1e18RALT GAL o0, PPy at or
has no way to determ ne whether the applicati I's workKing correctly or
not. A vildelgtumresl appreasiontidadreterogeneonsmbppl ofatviaoniouZ) dp@hsed-ssi on

is SS eul a ﬂHﬁH!' n s di j hut ed ications to
excggngggfr?erg%ag%e% eg%?%l gekges 0 %r}%leeehgf%‘?mr%ké(grl%{% r\l/va?ée)lpérrlle“cél][;(g‘ltj‘qr}Scle%r.1 In
message dumighpulsyst emspptihersemelimgr pplliaat imays heetludet diesparaies ned
about ttiﬁéj@féﬁﬁiy routes or the timng of when the receiv 25 ing

appl i cations pickup the nessages. The receiving applica- tion can pick up
new nessages when appropriate, without necessarily maintaining a direct

bonti rm " LNSARNI0 cARRLY B T o1 B LI%GR VLY ABRLLGRLLRY CEluRL O
which are commonly named as such because they generally do
10 not offer a user interface. There is a need for behavioral
information about background tasks that are responsible for
information transmission among a variety of systems. 1In
fact, an application operator needs to know whether a trans-
mission is successful or not, and whether the transmission
15 encountered problems or bottlenecks. Unfortunately, the
background tasks do not provide any status information, and

thus the application operator has no way to determine

whether the application is working correctly or not.

A widely used approach to heterogeneous application

20 transmission 1s message dqueuing. Message gqueuing enables
distributed applications to exchange messages regardless of

the hardware and software resources. In message queuing
systems, the sending applications need not be concerned
about the delivery routes or the timing of when the receiv-

25 ing applications pickup the messages. The receiving applica-
tion can pick up new messages when appropriate, without
necessarily maintaining a direct 1link with the sending
application. The receiving application can also confirm

receipt if required.

30 Messages may flow between applications synchronously or

asynchronously. Synchronous mode allows the sending



30 Messages may fl ow between applications synchronously or asynchronously.
Synchronous node all ows the sending WO 03/ 021442 PCT/ EPO2/ 09680 3

appl i cat iwo Bo2erei ve a reply fromthe receiving appli caPCTiEpn2/tgesior e
continui ng. Messages can also flow between applications in a one-to-one
node, one-to-nmany, many-to-one, or any conbination. 5 Generally, a nessage
application contains two parts: the plication data, and the nessage
identification data. The nmessage nmay_be identified by several parameters
such as 2RMELEFpECDHf LReSRRRLVE he FBRY N fotom hehQppeicedtiiaw RRL1GAd the

priorityigyelpdiotde dBSEAIEind0 IRV e RS AT & KOWNE L, MR {pLe JBSSage
applications and their resources. Commercial products like, Tivoli from

Ti vol i SRR redanBn oheirer BVE CBeger atine tal-many noramorti et queues

and det edf“é‘l’?ﬁé’&nk?iné@foﬁﬁat us of the applications. Wth these products,
the application operator 15 nust continuously navigate through a plurality
of panels to find the paraneters needed to take appropriate actions.

Whi | e doi ng is_ari 1. SSi . N | p I t
occu‘rgs in th}oearb%]ﬁ:%’l ons. ﬁl@Eae?écorgrﬁ?@rlcQ?aa Opr%o %ctt;%{ltnssucwgs. %Qg?‘
MXBer i esttendapbéic20iGhCSldtrapm 4BV Cheporeadsaoye prewnicdéiwaysono dketar m ne

the de S e ng. t he, status of applications. U S _Patent No.
5,655,0 i srg%sé%g?% %8 ngﬁel leqeneﬁl.ﬂeéfsbéf oés)%\ée]éa%yggé%mForerrsforﬁ C(%1r iansg and
managi ngheconputerof resssages ahd appythadifonbeaappds catdicst rddn edand

conput i 25 environnent Usi an intelligent autononous agent architec-
ture. Linc%ee t reloal?lotr}énf%‘{?%n%gg‘b}?%dﬁ%%ssa}g?'hi s systemis able

10 Several ways are known to monitor message applications
and their resources. Commercial products like. Tivoli from
Tivoli System and Omegamon from IBM Corporation allow
monitoring of queues and determination of the status of the
applications. With these products, the application operator

15 must continuously navigate through a plurality of panels to
find the parameters needed to take appropriate actions.
While doing so, there is a risk of missing an important

problem that occurs in the applications.

Other commercial products, such as the MQSeries and the
20 CICS from IBM Corporation, provide ways to determine the

depths of queues and the status of applications.

U.S. Patent No. 5,655,081 issued to Bonnell et al.
discloses a system for monitoring and managing computer
resources and applications across a distributed computing

25 environment using an intelligent autonomous agent architec-
ture. Like the aforementioned products, this system is able
to trigger an alert message when a queue contains a prede-
termined number of messages with no application identifica-

tion.



to trigger an alert nessage when a queue contains a prede- term ned nunber
of nmessages with no application identifica- tion. WO 03/021442 4

PCT/ EPO2/ D36@®2MNape of today's tools, however, provides tharopaeabey W th
a unique interface that gathers status of the tasks and the depth of
gueues relevant to a specific appllcatlon to be nonitored. Instead, the
known systens provide information on 45 all applications in the entire
system Therefore, there is a need to provide the application operator
with a S|ngl§OB§spémt¢@@Yg%tﬁ@p§SmIhQW@N¢miopﬁ@Vlﬁﬂ®1WhﬁeOBﬂFat@rone

appl i cali o anflot e " SSQULRES DG L O SUATRT ¥ Of L hea bpyeghlion An

obj ect the rnvention 1S to provide an appllcatlon nonitoring system
t hat gatherdeauhonﬁtquahby,redeyamh(pﬂaa\ﬂpwwlfn¢oapﬁli©atusefbb ber error

det ecti gn, er t. of .the inve Vi 15 _system
whi ch 0%8 ? séant %gértPﬁtéFﬁﬁFlgﬁ’%fﬁ €%£{$ |g§£§¥§%E%%%h?8ves t he
forégoiaglaaﬂpmihatlonbjEntShbyeptmvedsggtamconputer i npl enent ed net hod for
nonitoring up-stream and down-stream software applications in a nessage
gueui ng transm ssion system The transm ssion 20 system conprises at | east

one processi Ngetassréhatthegeable at mderBdra phordldet ytiod bppoficagiorssages
fromat | east one put e, and to ite | ur al of ou 0i ng
nessageSPEFR 8ranFb %ﬁhgiﬁHTMf ﬁﬂeﬁggtTﬁ§£d§3§ %%nﬁ??ség gﬁ@a st eps
of : tion relevant to one application and the resources being

used.

10 Summary of the invention

An object of the invention is to provide an application
monitoring system that gathers automatically, in a unique
view, information useful for error detection.

Another object of the invention is to provide such a

15 system which operates without user interaction.

The present invention achieves the foregoing and other
objects by providing a computer implemented method for
monitoring up-stream and down-stream software applications
in a message queuing transmission. system. -The transmission

20 system comprises at least one processing task that is able
to read a plurality of incoming messages from at least one
input queue, and to write a plurality of outgoing messages
into at least one output queue. The method comprises the

steps of:

25 a. assigning input and output queue group identifiers to the

input queues and the output queues, respectively;

b. for each queue group, assigning queue identifiers to each

of the input queues and to each of the output queues;



25 a. assigning input and output queue group identifiers to the input
queues and the out put queues, respectively; b. for each queue group,

assi gni ngwguwaweidizienti fiers to each of the input queues &od/EHPo2/e®meh of the
out put queues; WO 03/021442 PCT/EP02/09680 5 c. assigning task identifiers
to the processing tasks; d. initializi%g a refresh counter having a
predetermned refresh interval tine; ® for each queue group, determ ning
t he nunmber _of .nessages 5.§toreg,in each qf the input queues and the number
of nes§3g8§s§ﬂgﬁgﬁgiﬁsga& SBEIEEE TS Lt R SFesesE 1 ngett@StiSi ng t he
activation status of the identified processing task; g. gathering the
results of .the,determ ning steps in a task 10 nonitor storage area; and h.
repeat i rPS éfléggagéflpa (§) Fofresln EPWBteHt h4Eing | @ a PFadalrg@wined

enbodi nent retrthespatihecedanesulks are displayed on a display screen
controlled by an operator. In another enbodi nent, the up-streéam
applications 15 deliver the incom ng nessages and the down-stream applica

tions recekye @&m%wj@g?ﬁ@éﬁgga%te%&ﬂ@n%ﬁéSﬁm?éy%%mméégé yg

conprises at |east one reply queue for receiving at east one re
nessage fr8kPERE dbwn-oscheadf apile cdniports fneueesposethe anubhbast ahe

out 40i ng 1§5330Gesa8doLuhL DAY o20nCORDERSCS ALuk AR, A0 Teply Lask for

processing reply nessages. anot her enbodr nent € met hod further
i ncludes the steps of conputing the tine interval between the tine an

out goi ng NgssagR1hsn¥r Lhten.L L9 2B 0utRYL, ayeue, and the, . g

processing task;

g. gathering the results of the determining steps in a task

10 monitor storage area; and
h. repeating steps (e) to (g) for each time interval.

In a preferred embodiment, the gathered results are

displayed on a display screen controlled by an operator.

In another embodiment, the up-stream applications

15 deliver the incoming messages and the down-stream applica-
tions receive the outgoing messages. The transmission system
further comprises at least one reply queue for receiving at
least one reply message from the down-stream applications in
response to at least one outgoing message, and further

20 comprises at 1least one reply task for processing reply

messages.

In another embodiment, the method further includes the
steps of computing the time interval between the time an
outgoing message 1is written into an output queue and the

25 time the respective reply message is written into the reply
message queue. According the value of the time interval, a

warning message may be displayed to the operator.



25 tinme the respective reply nessage is witten into the reply nessage
queue. According the value of the tine interval, a warning nessage may be
di spl ayedwbw®3nhg4nper at or. WO 03/ 021442 6 Brief descri pti @aTaEPO/b®8@r awi ngs
PCT/ EP02/ 09680 Fig.1 is a sinplified diagramof a nmessage queui ng

transm ssion systemin which the nethgd of the present invention is
practised. 5 Fig.2 shows a Task Monitor screen of the present inven- tion
di spl ayi ng nmessage queuing information for the system of figure 1. Fig.3
illustrates table structures for handling the queues and task

configurations of the ppeseft doawyigtibn WE Rilp ddavindgs owchart show ng
the time control operation of the present invention. Fig.5is a flowhart

showing the gpglalion of LifoTaskodbaihgiafysd Lm0l nblsapeesgibutinyent i on.

Det ai | ed descrrpiion o nvention 15"Wth reference first to Figure 1,
a sinpl tteedmiessage sypizemngin r arsidlssidre syettdwd100L | ihehi BlFeBRE et hod
of the .present inventiq . DRY be practiced, is now descri bed. Cener- ally,
inconinb VRf'orat ionPrefatédato a background task is delivered by
up-stream external software applications 102 20 and is processed within the

transm ssion_system 100 througr several |ayers of queues before_ bei ng
out put to doRR9ser BRI SeRt AR Mﬂﬂ%R&ﬁe?%ﬁﬁ%q ighs B85 The *Br&lent

i nvent i pRoABY RS, 1QRANRL Qﬁeéé‘a?‘@y Rk MRIgK eth £ SARLE MY FORV i FIRENMBRE e
regardle%squ har?mare, operating
o} igure 1.

Fig.3 illustrates table structures for handling the

queues and task configurations of the present invention.

10 Fig.4 is a flowchart showing the time control operation

of the present invention.

Fig.5 is a flowchart showing the operation of the Task

Monitor system of the present invention.

Detailed description of the invention

15 With reference first to Figure 1, a simplified message
gqueuing transmission system 100, in which the method of the
present invention may be practiced, is now described. Gener-
ally, incoming information related to a background task is
delivered by up-stream external software applications 102

20 and is processed within the transmission system 100 through
several layers of gqueues before being output to down-stream

external software applications 108.

The present invention may be operated in any networked

computing environment, regardless of hardware, operating



WO 03/ 021442 PCT/ EPO2/ 09680 7 systens or connectivity; consequently, no
reference is made to those aspects. Specifically, the incomng information
arrives fworps/oz4st ream appl i cati ons 102, which put a pl uPglTiEPY2/ef68G
nmessages into input queues Gl'. The nmessages are next captured by input
tasks 104, and provided to internmedi ate queues &', after sone
application | ogic process. The i nt er fedi at e nmessages queues &' are next
processed by output tasks 106, which then deliver outgoing nessages to 10
out put GYSHEHS OF .cameeotiphtyi nFORFRAVEATLY /t HEh Fokerehye fFemade
domn-st&ga@h%gglggggdggg 108. The down-stream applications 108 may

acknowl edge the reception of the outgoing nessages and feed back reply
nmessages to the transm ssion system leaving the reply 15 nessages in reply

Toe® of o SHREAT LA INACT OO IRREI NG NI | S AASKE AP The

tasks of the transm ssidl system nmay send érror ormation to an
error - | og-giewenl 1GpHactetoforithe Ho2ueswhandheaghtof @ heplaskdicy mofit or ed

20 by a_task nmonitor 112 ich. is able.tp prpvid ti a j,que
over%//i eWcor 2ehe stlgfcﬁs (l)Fp%VJVEe h %?%ati%in tra‘ﬁzérﬁ &%ﬁaﬁé,s’sys eem r%ggtwi Il be
descri bedpitnreet dvy Hepow wddks r a0dr, enmed t @rfovjulress ot dnf.erMeelitedsk

nonitor 112 coILﬁﬁgs stat us %ata al_on .t%_.&;anﬁﬂjssionrs %£§ﬁ1tq§} are
requireaufgeﬁy a appl? Sion 88@ra98p et 8T mime the ke ficléncy of the
system iamnérnediasct hesesdaka | guouast ask2fronater nestor aggeoaeedldy In a

preferr 8gt%%0dclaﬁsl?]gé ’ 1&)%6,‘ dwtfchc%hle%(:tggl%rreert %%t%%%%s Igésgggeeguec%es’ the
10 output queues ‘G3’. The output information is then taken by

the down-stream applications 108.

The down-stream applications 108 may acknowledge the
reception of the outgoing messages and feed back reply
messages to the transmission system, leaving the reply

15 messages in reply queues ‘G4’, which are then processed by

one or more reply tasks 110.

The tasks of the transmission system may send error

information to an error-log queue 116.

Each of the queues and each of the tasks is monitored

20 by a task monitor 112, which is able to provide at any time
a unique overview of the status of the information transmis-
sion system, as will be described in detail below with
reference to figures 2 to 5. The task monitor 112 collects
status data along the transmission system that are required

25 by an application operator to determine the efficiency of
the system, and writes these data into a task monitor
storage area 113. In a preferred embodiment, the data
collected are the depths of the queues, the
activation/deactivation status of the tasks, time-stamp

30 differences between the output queues and the reply queues,

and the contents of the error-log queue.



activation/deactivation status of the tasks, tine-stanp 30 differences

bet ween the output queues and the reply queues, and the contents of the
error-| ogvguatzi443\0 03/ 021442 8 PCT/ EP02/ 09680 The col | ecP€u/EPV2(0980 of t he
transm ssion systemis then read fromthe task nonitor storage area 113,
and displayed on a nonitor screen 114. Those skilled in the art wll
understand that the 5 invention may b® applied to various configurations
of nessage queui ng transm ssion systens. It is also to be understood that

the wordi ng ' t3eksCLlbpctagppitaitisons the tressidesian assicen obs' they be
used to designabl tthR: i1l Ek- nBak tBLORIEeH 104, 106, 1%0) t nsgi ssi on
system 10 Furthernore, the gUeaes to sto?g;t%%ége%é§ge§ﬂﬁ%y&§%é%%y§ﬁg
form of <RaRhdBPH HRS5sageequelifg products, such as the already nentioned
MXSeries from | BM Corporation. Fig.2 shows a presentation 200 on the
monitor screen 114 by the task nmonitor 112. This presentation is refreshed
15 accordi ng Thos@ iftierded sipecithieedaby twilbdperatiorstaad dessti bege bel ow
wi t hgref grence: figure,.3. .ask monitor . 112 displays the status of

t he message qué%?ngh??anggisgpg%agéysggnlgﬁrﬁpﬁﬁreQBA%ﬂﬁgfﬁﬁﬁﬂq%ﬂI? g
sever al TEeAFe ofqueaskyy (CESKisntics SESKD) syEhemgr.esamt atisona280 i#wsl usies
several | [ areas (202.to 206). A first information area 202
provide§¢ﬁ§§#?§ﬁ%§ igﬁggh %ﬁ% "%ﬁ%% 19 DeptivhSst aPlis. " APREEGABIORHF or®at i on
area 204'mmoideles tnéosamtionsOnmblye bel agsedvbiss ages gahabusheanithtae -ast

area 206, ovh88.L0LQ B, 906, 920} "® o™ "B O L2 enRALTTR oMo pu S and
10 Furthermore, the queues to store the messages may be in the
form of standard message gqueuing products, such as the

already mentioned MQSeries from IBM Corporation.

Fig.2 shows a presentation 200 on the monitor screen

114 by the task monitor 112. This presentation is refreshed

15 according to an interval specified by the operator, as
described below with reference to figure 5. The task monitor

112 displays the status of the message queuing transmission
system of figure 1, when controlling several groups of tasks
(TSK1 to TSK5). The presentation 200 includes several infor-

20 mation areas (202 to 206). A first information area 202
provides information on the “Queues Depth” status. A second
information area 204 provides information on the “Log
Messages” status, and a last area 206 provides information

on the “Time control” parameter status and on the

25 active/inactive status of the“Background Tasks”.

The ™“Queues Depth” area 202 displays the number of
messages present at a given instant in each of the queues of

the transmission system of figure 1.

The "“Queues Depth” area has as many rows as there are

30  Queues Groups, as will be further detailed with reference to



25 active/inactive status of the"Background Tasks". The "Queues Depth" area
202 di splays the nunber of nessages present at a given instant in each of

t he queuewo®B/o2tl2 t ransm ssion system of figure 1. The " @UeEPe2/Dspt h" area
has as many rows as there are 30 Queues Goups, as will be further
detailed with reference to WD 03/021442 9 PCT/ EP02/ 09680 figure 3. Each row

has as many colums as there are queué% in the respective Queue G oup. A
gueue depth value of zero indicates that there is no backlog in the
associ ated "l T cabFeh, TaHd Hafat s hBaagplcodamsst jam thekekelng toidmee

wor ked prrppedd YreHeRHaNR ARREN @ _other than zero indicates that there
is backlog, and thus indicates to the operator that action m ght be

required, especially if the backlog does not disappear after a refresh of

the presentaty Qp,200.4d L t ept.h of 0,queue ,cannot be
det erni ned, a ggécial 1?%?%%f?§ 8?§p%%§é§%4%1%3%§t%§ﬁ%nﬁ PEor *§cf¥en 114.
The war #iasgc sy dinndihed e st aepll iy dh gapibi cat t @spoadinghatowhen spppesi-f i ¢

col of , i i e to_the."Log. Messages” ea 204. The
TDog Meraorp Y LA Y R ISR Prclietaet B BRPOE riselhgde Xent by
the taskEher than LogrqueuslitiesA thathethdmef of satizkiasea 208, thaed

" Backgr qurd ks, on.Fig, 2 ontains a list of the different , background
t asks tgat éfg%%aﬁghegbeTh%pﬁggﬁafoﬁa%a%a§ﬁtépga Qégﬁﬁy Par (&S ai n an
i ndi cat eswecfialliy sfathe (whikdlbgavedbendenabégepear adicsablederrelna Ti ne
Contr ol ogfeq;k%epré@eentation 200. If for any reason the depth of a

10 queue cannot be determined, a special warning is displayed

on the task monitor screen 114.

The warning may include displaying the corresponding

row in a specific color, and posting a warning message to

the “Log Messages” area 204. The “"Log Messages” area 204

15 contains the successive error messages sent by the tasks to

the Log queue 116.

A  further information area 206, named “Background

Tasks” on Fig. 2, contains a 1list of the different
background tasks that are watched. The Background Task area

20 may further contain an indication of the status (which can
be "enabled" or "disabled") of a Time Control feature. The
Time Control feature is described below with reference to
figure 4; it should be noted now that the task monitor 112

may operate with or without the Time Control Feature.

25 Furthermore, the exemplary organization of the screen
presentation 200 described here is not intended to limit the
invention; rather, other presentations of the relevant
parameters may be easily devised by those skilled in the art

once taught the present invention.

30 Referring now to Fig.3, a preferred implementation for

supporting the gqueue configurations for operating the Task



Time Control feature is described belowwth reference to figure 4; it
shoul d be noted now that the task nonitor 112 nmay operate with or w t hout
the Tine BEhe¥@i44@eature. 25 Furthernore, the exenpl ary orgeamigRiobésyo of the
screen presentation 200 described here is not intended to limt the
invention; rather, other presentations of the relevant paraneters may be
easily devised by those skilled in tH® art once taught the present

invention. 30 Referring nowto Fig.3, a preferred inplenentation for
suppor tYPRLERE ddeue TorhPHar &b f 6prBpeiatd nfrthe tadbkewd s/ end442 10

PCT/ EP0Z4 09680 tMu d O 3bk2 3i0% . shoua 1 hes f argnafi 2 Taskeikaklke 3p8 and
Queues tables 304,306. The tables contain identifiers to identify the

queues afenthEYt &bles queudre #odl heng-amlimetn thige fudtermDfmaheerabl es is
read "‘hﬂ@et%{SnEQEE MenigQr tgajk?ldess is f%gat %ﬂena%h‘g' 'Tlasgg MeHiheE gdescri bed.
as e tabl e 2,

Backgr ound S are cl assi Into the Tasks according to a
first idenstéireedfoasiwilitabenfuatiaskdesamebedr each background task and a
second identifier for indicating a Task Nunber for each task whose
activity is 10 intended to be nonitored. The Queues are grouped into
Queues G oupBawkgrbuande Tasd=er encedliasdhibl diedasoGDups Thalkdse B8dleThe

Queues ups . tabl.e 304 contains a first-.identifier for. .i.ndicating,a Goup
Nane, a%%d?’a ggg&rlglingen g f?e%lﬁ%r ilncﬁnctajtfllnegr a%%oﬁﬁdﬁﬁ%é}j%? (tﬂ%% &) .
G oupi nMgpred  tfoe qrecies beakgdependd skt hendpar t seadbad dekhitdufriaid ofioof t he

TesSage QUEULPEL LT ANSHL SR st 80k DT QARG L eyt Lbe

10 intended to be monitored.

The Queues are grouped into Queues Groups which are
referenced in the Queues Groups table 304. The Queues Groups
table 304 contains a first identifier for indicating a Group
Name, and a second identifier for indicating a Group Number

15 (G to Gn). Grouping of the gqueues may depend on the
particular configuration of the message queuing transmission
system. In the example of figure 1, the gueues are grouped
in four groups: the Input Group ‘G1’, the Intermediate Group
‘G2’ , the Output Group ‘G3’” and the Reply Group ‘G4’. The

20 Group table associated with the Reply Group contains a
further identifier to indicate the Group Number with whi¢h
the Reply Group is associated. In the present example, the

Reply Group ‘G4’ is associated with the Output Group ‘G3’.

25 Each Queues Group is linked to a Queues table 306 which
details the plurality of queues belonging to the respective
Queues Group. Each Queues table contains a first identifier
to indicate the Queues Group Number with which it is associ-
ated, a second identifier to indicate the Queues Numbers of

30 the respective Queues Group Number, and a third identifier
to define the Queue Type. A further identifier may be added

to indicate whether the queue is active or not.



in four groups: the Input Goup G', the Intermediate Goup &', the
Qutput Goup G3' and the Reply Goup &#A'. The 20 Group table associ ated
wi th the WepBy21@bup contains a further identifier to in@#CTaPe2/0480 G oup
Nunber with which the Reply Goup is associated. In the present exanple,
the Reply Goup &4' is associated V\ﬂo h the Qutput Goup G3'. 25 Each
Queues G oup is linked to a Queues tabre 306 which details the plurality

of queues bel ongi to the respective eues Group. Each Queues table
contains a fiE%&g qqgeen%?? BroTREP A i Eﬁ%’%?ﬁel@éﬁé@@roaﬁdﬁd@mﬁ viftér whi ch

it is agapaie afedoea segand igenénfiénhd o Radigat QuglfSe Numer's of
30 the respective Queues G oup Nunber, gnd a Itgh?rd%lutgg%tifl er ejt:\lomc}e i ne
t he Qjeﬁéspﬁ?ﬂé.teﬂi-f ub® hehe| BEREERFerxpap ise dduedQuewe | Ndinbare \efetier the

queue | gsachs¥8chtBAL -y MR 034021442, P02.Q9680 Eqr the Reply G oup,
a further jidentifier inchjli cates the &%u?%%oeré% ?h'\/\hlf)c(r:hattghet ep ey Queue
Number Ugdegssocicatierpt | Bhe hexpresent asrampasentad Quelle KombedarGa=t' s
associ ated qudldt ithie Lt (%Heéj &3 3 is.to.be 5 understood that the
exanpl es aresp_r elsent_e gérﬁ(%/ orq’lc?tg?ll%/en%%ddégcf?%g%;coﬁ%{eaﬁgvgp 6t

i nt ende®0€o Skigilted hin i hhentirbncoulrle dshildedotimet heoafigupat flodevics®e ot her

confi gugakionspeks d t qb| e_taught the present invention. As
descri bed faurtf?er Sﬁe?)t(g%e g:gcl:l r’rtegg%n é:r?%%rﬁ:etlvr\lever{’téonl'o Reply Queues G oup

and an Qut put Queues G oup enables the construction of a plurality of queue
pairs of thezforyng ([QUut ¢ e Queue) to be sed by the Tine
Cont r ol featir & &%%%Enggigw, a éorrespdn ence between a
10 Reply Queues Group and an Output Queues Group enables the
construction of a plurality of queue pairs of the form
(Output Queue,Reply Queue) to be. used by the Time Control

feature.

The Time Control feature computes the time interval
15 Dbetween the time when message is written to the output queue
and the time when a reply is written to the reply gueue.
Thus, for a Reply Group that replies to an Output Group,
each of the Reply Queues may be defined as being linked to

one of the Output queues belonging to the Output Group.

20 The Queue Type information refers to the way in which
the programs access the queues for the referenced applica-
tion, for example, to the use of CICS commands to access
CICS queues, or to the use of MQ statements to access queues

of the type MQ Series.

25 Fig. 4 is a flowchart that illustrates the operation of
the Time Control feature of the present invention in an
exemplary embodiment. Nevertheless, the Time Control feature
is optional, and the invention may be practiced without this
feature. The Task Monitor 112 may be started with the Time

30 Control feature enabled or disabled. The objective of the

Time Control feature is to monitor the functioning of the



The Tinme Control feature conputes the tine interval 15 between the tine
when nessage is witten to the output queue and the tine when a reply is
witten twotohe2xepl y queue. Thus, for a Reply G oup that PCEHPOBEIBO an
Qut put Group, each of the Reply Queues nay be defined as being |inked to
one of the Qutput queues belonging to the Qutput Goup. 20 The Queue Type
information refers to the way in whid® the prograns access the queues for
the referenced applica- tion, for exanple, to the use of CICS comrmands to
access d@ICSsyueawsappilitetihasudd s -MIhs demntcrednagerssCyhetRs  of

the type Iies 5 Fi [ onghagy t fhat Jiklust v abrsol neqgeeration
of therﬁl\%e%o%r?rglh%f egkgpgéof&‘f%é%)resen{ inventi (%n in an ?axerrp ary
enbodi meateptbuelt hedelys, massafiese Conttloé fasaesriated GspilonalueHRd t he

i nventi may pr.acti ced,w thaut .thi s e h : FLAr 012 may
be star ?@%I) Wi tﬁﬁfeh l;ﬁer’rgb% r@&n%é c?ltaﬁfgat%éa;ﬂéjn%bi?%% g?ggflgjé%?g%gﬁTﬁe

obj ext i ¥ige Ofe ltdisedli TEmEOMeledreatiuieing ta memsege the fuect PBAPHE of the
WO 03/021442 12 PCT/ EP02/ 09680 down-stream appli cati ( e

down- st A&8We ap§ii)cafPOnd Ty f % tct?erroeLﬁpﬁgr{)Aﬁn ugggi&)jnpeggnsc?%i £
"acknow gdgerepegepjuone rEp)y. nEssagepraviidess assdorated oReplty Quéges
(4). The Time Control feature enabl es the term nation | apsed
time betRREhCHFiPRNGPEIRESLa ‘?‘bnctWéer]teﬁuS:%equ%% n(%ﬁe%%dgﬁ#)??f:%g t he
correspenghsg (1eph Yaresaagrihg pibperep! yrqwete (G4). This provides

information to the application operator about whether the down-stream
applica- tions (108) are working properly or not.

10 The Time Control feature may be activated for each pair

of (Output Queue,Reply Queue).

The process starts in step 400 when the Time Control
feature is enabled. A Time Control interval is determined
(step 402). The Time Control interval is specified by the

15 operator as described below with reference to figure 5.
Preferably, the operator fixes the same value for each queue
pair. The Time Control Interval specifies the time that is
acceptable for a message to be on the output queue (G3)

before it is retrieved by the down-stream application (108).

20 Next, a time control counter begins to count for the

first time control interval (step 404).

For each queue pair, the time at which the last message
was put on one of the output queues (G3) by the output task
(106) (herein called the last put) is compared with the time

25 at which the last reply message was received by the reply
task (110) (step 406).

If the last put is earlier than the last reply (branch
Yes), this may indicate that the down-stream application is
promptly processing messages. If a warning message Wwas

30 enabled in a previous status verification (in step 412), the



10 The Tine Control feature may be activated for each pair of (Qutput
Queue, Reply Queue). The process starts in step 400 when the Tinme Control
feature iwoanabl4d¢2zl. A Tinme Control interval is determ nedPCTgPepo%er). The
Time Control interval is specified by the 15 operator as descri bed bel ow
with reference to figure 5. Preferably, the operator fixes the sane val ue
for each queue pair. The Tine Cont r o}3I nt er val specifies the tine that is

acceptabl e for a message to be on the output queue (G3) before it is
retri evé@ By he sisatachnd aippp i €881 ons{no8) theo dNext s ta samepedrtT ol

count er RRGIS rly (R dGHNSp ML el LLOBI £ONLAL! nbILELKE], CRLERYE0D) .
For each queue pair, the timne at Ich the lla t nessage -was put on one of
t he out pufieyeands o1GRP R ethdaglitrputagadisk (t@6)4q4erein cal l ed the | ast
put) is conpared with the tinme 25 at which the |ast reply nessage was
received by the reply task (110) (step 406). If the last put is earlier
than the | astlfr epty (bsanghut Yes) latthirs thgn i bdecdtesit hatplhe (daancst r eam

appld catj.Qn i §,..pro | y. i nes es.. If a. warnin ssage was 30
enab edtN:O:Z ‘a EP%\% olﬁg§st%r?%£8€§$i P?q%%‘fi oﬁ%(i FoePes e gﬁ\}\ﬁagé%’zlmz
13 PCT/ EROZ/) 0968 avar prowgpt by dpsabked iqst eped 0@)s s sd¢x eoh hehdowntpiteam
appl i - i.Qn hayve caught up.with readi ng the nessages, .and the tine
control 8@%3% e e'g?phsd%%%l nlr(%?le%nd)ﬁ) macfjiF %ﬁehﬁ%s‘t’h?) ertﬁéFe 1fFan t he
| ast repify {baabthit§ Noj, wittitsinmayhendicate $patithedday- sfHeeaMime

appli ca&bggrgp%}ltlesfvggt B %%'l%“(%t%&)o%ﬁﬁ'_”g t he nessages on the out put

10 If this time is within the time specified by the Time
Control interval (branch No), it is too early to issue a

warning, and the process loops back (to step 406).

If this time is more than the time specified by the

Time Control interval (branch Yes), a warning message is

15 enabled (step 412) and displayed for the current queue pair
(step 414). As previously explained, the warning message is

sent to the Log Messages area 204, and the corresponding

rows in the queues depth may be highlighted.

Fig. 5 is a flowchart showing the operation of the Task

20 Monitor system of the present invention.

The process begins (step 500) when the Task Monitor 112
is started. On the monitor screen, the operator is presented

with an input form to be completed. The form may request:

* a Refresh interval value;
25 * a Time Control status (enabled/disabled); and

* a Time Control interval value for each queues pair.

The Refresh interval controls the timing of refreshing

the status of the relevant data collected. The information



gqueue (&3). A determnation is made as to whether this tinme of inactivity
is wthin the tine specified by the Time Control Interval or not (step
410). 10 wbosBleeg4rine is within the tinme specified by thePTirmro2/@ss r ol
interval (branch No), it is too early to issue a warning, and the process
| oops back (to step 406). If this time is nore than the tinme specified by
the Time Control interval (branch Ye1s‘§, a warning nessage is 15 enabl ed
(step 412) and displayed for the current queue pair (step 414). As

pr evi oudfF¢lexpf ai TR hrd watni Agoreagagintervaent Ireehbiedg Messhges area

204, an origsRendi WS iy t fueye p . i,ghl i ght ed.
Fig. 5 igggfggfﬁovijhart shg‘gmalr%&t hglnorape&rkg%l on o a?ﬁeﬁggﬁdlggl %?t o?gsystem
of the phesereliesred: iopleThatmtdeosss theyiRet (estlepl B0OF vahenst Bet Task

Moni tor g112.-hS <8tahkgd. On the nonitor screen, the operator is presented
with an input formto be conpleted. The formmay request: a Refresh
interval value; 25 a Tine Control status (enabl ed/disabled); and a Tine

Contg ol inte I far C eu pai.r e .Refre i nt erval ntrol s

theE[i i ng O?Krge#‘gg%lgnga % %}%% g]?i’ls%%fe t%ﬁgkr géé\?‘é: o dg?% 28??&983? The

i nf or matponeWVOrf3he21442 cBCTAEROAOIGB dlbamenlisoredit eshed ratlervagul ar
refresh.interval, val ue, and dated data are

et Vol 0REL LR DE B Lol PR el e d vpdat S st e,
sever al isgcdrmdsth® Theptahliee ateceeadmbyhbhe Taskerddnitortdd2o(stiep 504)
to dete&Q%TSst@84?98%ig%&agho%hgp Q%EE“¥£B¥§KEOQTE%£§'%gﬁTés may be
10 stored either in a relational database system or as flat
files, without having any influence on the general method of
the invention. Particularly, in Task .table 302, the task ...
monitor 112 points to the value of the Tasks Numbers and of
the Task Names whose activities are to be controlled. In
15 tables 304 and 306, the task monitor 112 points to the
values of Group Numbers for which the gqueue depths of the
queues belonging to the respective Group are to be displayed
every time the refresh interval finishes. Furthermore, the
task monitor 112 points to the wvalue Queue Numbers of the

20 Reply queues.

Next, (step 506), the queue pairs (Output Queue,Reply
Queue) are created. The queue pairs are arranged in the form
of an Output-Reply array comprising for each queue pair the

information illustrated by the table below:

Output Queue | Reply Queue Last Put Last Reply
o Number Number Time stamp Time stamp
The Output-Reply array may be stored in a memory area
in a way that makes it accessible to both the tasks that put
the messages in the Output Queues, and to the tasks that get
the messages from the Reply gqueues.
30 The tasks that put messages in the Output Queues write

the time stamp (the moment the put is done) in the "Last



data are thus collected by fetching the information (accord- ing to
respective access nethod) stored in the Queues Tables 304, 306 and

Tasks TabW® @0R144The Tabl es may be 10 stored either in a red@tPadso
databafe systemor as flat files, wthout having any influence on t
genera
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in step 510, a 1list of the active background tasks is
determined by inquiring of the task monitor 112 the status

of the tasks. The result is compared with the list of

. tasks to be monitored.  If a ‘task is not running; the

operator is warned (step 518). The corresponding Task Name
in the task information area 206 may be highlighted and a
warning message may be displayed on the next log line of
the Log Messages area 204.

in step 512, the number of records present in each active
gqueue is determined; if a number of records cannot be
determined, a Log message is generated in the Log Messages
area 204, and the corresponding value of the respective
gueue row is highlighted in the Queue Depth area 202 (step
518) .

in step 514, the Log queue is read, and the information is
stored in a storage means dependent upon the implementa-
tion, such as a SQL table, a file, or any other persistent
repository that allows data review. If a problem is
encountered while reading the Log queue, an error message
is issued in the Log Messages area 204. Preferably, the
information is displayed in the upper region of the Log
Message area (204), and the old content area is automati-
cally scrolled down so that the operator always sees the

last log messages (step 518).
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PCT/ EPO2/ 09680 Put" field, and the tasks that get the nessages fromthe
Reply queues wite the tinme stanp (the nonent the get is done) in the
"Last Repw@'osforehzi. I n an enbodi nent where the Reply Queu®STaPe2/om080 i npl e-
5 nmented, the process goes directly fromstep 504 to step 508, of figure
5. After the Qutput-Reply array is built, the refresh counter begins for
the Refresh interval (step 508). Dutfng each refresh interval, a sequence
| oop of operations is executed: 10 in step 510, a list of the active
backgr eunént askp b36, deher mimedCoytirnduprongsef ishepeaskashfiarorearciy t he

status of the tasks. The result _is c ed with the_lis f . = s to be
moni t or ed9UEPS PRIE i§QMﬁPW§HHQ?Eﬁe;gggg¥um#éﬁ%?gisaﬁarkB%ﬂTé?%%E?18).
The corregpgpdi pgdTask NapBrdbehBet he tasdutaf of myion dedatB86 nehe be

hi ghlighted and a warning nmessage nmay be displ ayed t xt 409 line of
the Log MBS$B&gESNALEA f@@.uﬁ%1%ﬁ§ﬂﬁ?ﬁ9%eqrﬁPrﬁﬁ%%r5§E'r§%oﬁi§ ] ent in

each acti ¢g,+queuec 3 ydet ardniad; ehdppedumigs ptoteser deezanhiatedtel y 20
determ ned, a Log nessage I's generated in the Log Messages area 204, and
the correfpondistgpvaldetof sthp PdSpective queue rowis highlighted in the

Queue Depth area (step .518).. t 214 L9g Ggueueis Jead, and
the i nfor Bt i0ER ° 105 &¢ rga%gn%f%ﬁ%ﬁﬁgg:ﬁéa%géggpendént Upon the
i mpl ement 841 6ti Qe Sgethased, SRkitabhe indof idle; vashnyootifer peEraiagent
repository that _allo ata_review. Lf a broblem| ncountered while

e a8 R

readi ng t RESBodlGueddd FhSBrAEEIEls I"SSué ’he Log Messages area

Zoﬂonﬁfgha@ﬁ@ptgfo, the operator is provided with an option to
enter a termination message; if a termination command is
received by the task monitor 112 in step 522, the process
is ended (step 524); otherwise, the process loops to step

508 until the operator enters a termination message.

15 While the invention has been shown and described with
reference to a particular embodiment thereof, it will be
understood by those skilled in the art that various changes
in form and details may be made without departing from the

spirit and scope of the invention.

20



30 information is displayed in the upper region of the Log Message area
(204), and the old content area is automati- cally scrolled down so that

t he oper avoro3mbmay's sees the |ast |og nessages (step 518PCTHRID®6BR1442 16
PCT/ EP02/ 09680 in step 516, the Tine Control process is operated for each
gqueue pair (Qutput Queue, Reply Queue) .as previously described with
reference to figure 4, provided thatl¥ﬂ' Time Control Feature was enabl ed
in step 502. If the Tine 5 Control Feature is not enabled, the process goes
directly fromstep 514 to step 51&laimsstep 518, the data col | ected in
steps 510,512,514 and 516, are gathered, witten into the task nonitor
storage area 113, and displayed on the Monitor screen; 10 in step 520,

t he oper at or WesCprami:ded with an option to enter a termnation nessage; if
a termnation command is received by the task nonitor 112 in step 522, the
process is ended (step 524); otherw se, the process loops to step 508

until the operat enters a_ter.m t|on Ss 5 i]e N tion has
been shown and descr FBEE" W th & e?néerl%%r? %gggr'gil c\#%llf r%‘%%d“t%\ﬁ@lgl
thereof, it ood by those Skl|| t he art .t

nd t t
changes P ﬁt\g&fi‘m 3518 31 ers SELRRT IR0 TR i £ Jtc% barti v Fr 3% t\égl gg?rl t

and fcoaﬁeﬁlnighetéé‘ﬁ’s‘?rﬁ‘{éé’{‘on U &3 03 A2 ECT D92 980 Lo HiTy

task running, the method comprising the steps of:

forming a first queue group by assigning an input
qgueue - group ildentifier to a first input dueue and' to a
second input queue within a message gqueuing transmission

10 system;

forming a second queue group by assigning an
output queue group identifier to a first output queue and to
a second output queue within the message gqueuing transmis-

sion system;

15 assigning a first queue identifier to the first
input queue, a second queue identifier to the second input
queue, a third queue identifier to the first output queue,

and a fourth queue identifier to the second output queue;

assigning a task identifier to a processing task

20 within the message queuing transmission system;



W Caim 1. A conputer inplenented nethod for nonitoring up-stream and
down-stream software applications in a nessage 5 queui ng transm ssion
syst em Wiyidysakidsgast one processing task running, the nRATHEPREMIPI si ng
the steps of: formng a first queue group by assigning an input queue
group identifier to a first input QUﬁ-e and to a. second input queue

W thin a nessage queui ng transm ssio 10 system form ng a second queue

group by assigning an output queue group identifier to a first output
queue and to a sEEbREMAOLPEL FqubteShi ORFPShe? @Eﬁﬁ@gaﬁeﬁwéic?aﬁ m s-

sion sygt&enti1stassbani bhedel, BStsctpite did@iYd fdemdHsddes f ststedi npUt
queue, a second queue identifier to the second input queue, a third queue
i denti fiee BBCPRE LNPPYL Gueysr QualErd dndnker Gl tREIRRYRS | dBRFPAI &P to the

second QUt PUi; ,QUEU; +3331 9B BFe2 tasK ideRbhELRT il Pr egesabBgatask 20

wi thin the nessage quéui ng transm ssion system WD 03/021442 PCT/ EP02/ 09680
18 det e3hdnedgin thessepanBepusbuiedsgyes stored in the first input queue,
a second nunber of nessages stored in the second input queue, a third
nunber of messages stored in the first output queue, and a fourth nunber
of messages 5 stdeedrmAnihg sacbhvdabioputstpteie; afaskheandraeeepaifi ng
activat{ggk§tgﬁas of the processing

gathering, in a task monitor storage area, the

first number of messages stored in the first input queue,

10 +the second number of messages stored in the second input
.queue, the third number of messages stored in the first
output gqueue, the fourth number of messages stored in the
second output gueue, and the activation status of the

processing task.

15 2. The method of claim 1, repeating the steps of
determining and the step of gathering according to a refresh

time interval of a refresh counter.

3. The method of claim 1, further including the step
of presenting contents of the task monitor storage area on a

20 display screen.

4, The method of claim 1, further including the step
of writing an error message from the processing task to an

error-log queue.



gathering, in a task nonitor storage area, the first nunber of nmessages
stored in the first input queue, 10 the second nunber of nessages stored in
t he secorwoioaex442 . queue, the third nunmber of nmessages st @ce&dPOn0OtBE first
out put queue, the fourth nunber of nessages stored in the second output
queue, and the activation status of theg processing task. 15 2. The nethod
of claim1, repeating the steps of determning and the step of gathering
according to a refresh tinme interval of a refresh counter. 3. The nethod
of claim1, further including the step of presenting contents of the task
nonitor storage area on a 20 display screen. 4. The nethod of claim1,

further including_the st of _ witing an errar message from.the ocessi ng
task to an eérj'ror-ﬁt 59 n&]%tgﬁ’ed o 6%?65‘14142 %&ﬁ’? 2}692361T§ §hel'h§{%}ét hod
of cl ai m# pfeséheingnchadiigpt heesiepe ofi preseplangstheeprror message on
a display screen. 6. The nethod of claim11, wherein the first queue
identifier, the second queue identifier, the third queue 5 identifier, and
the fourth queue identifier are each different. 7. The method of claiml,

wherein the processing task is a background task. 8. The nethod of claim
1, further including the steps 10 of: storing the task identifier in a

task identifi®@r tahbkemethod of claim 1, wherein the first queue

identifier, the second queue identifier, the third queue

5 iddentifier, and the fourth queue identifier are each
different.

7. The method of claim 1, wherein the processing task

is a background task.

8. The method of claim 1, further including the steps
10 of:

storing the task identifier in a task identifier
table;

storing the first queue group identifier and the

second queue group identifier in a queues groups table; and

15 storing the first queue identifier, the second
queue identifier, the third queue identifier, and the fourth

gqueue identifier in a queues table.



storing the first queue group identifier and the second queue group
identifier in a queues groups table; and 15 storing the first queue

i denti fi ewp oslzi4¢2cond queue identifier, the third queuePCa@EP2/6968¢ , and
the fourth queue identifier in a queues table. WO 03/021442 PCT/ EPO2/ 09680
20 9. The nmethod of claim1, further Lgcluding the step of assigning a
reply-to-group identifier to a reply queue for -receiving a reply nessage

generated in gJesp e tQ,an outgoin ssage., whereinh the reply nessage is
gener ated by & a Aoan"SCrBam Cof THAPE dgpl T Etion Tor  PEEEPVIERS (HeEBut go-

i ng nesseEgeasidgnihe aetrdepd yoftcclgatan®, idbatefhetheor epl y rapdsaggueus t aken
from t@g reglé gueue and pr.ocessed by a re I¥ ask. 10 11. Thg nmet hod of
claim 9 FurfREFTY P UG nfihe Tes5a %%%%ﬁ Fﬁ% a™ iITEPRMET val BEt ween
Wi ting dulteycititg ahdigsades swigeré Onamheut il fluedies fde t DE HRESAGE: QLG NY
transm s- sion systemand witing the reply nessage {o,the reply queue. 15
12. The ety DFLLFRi AP LIV FGr AREL 4GREIRA nkP¥ nESSeEpingt thenPHEHY sai d

time inteigvadeddddr a predeternmned tinme control interval

10. The method of claim 9, wherein the reply message
is taken from the reply queue and processed by a reply
task.

10 11. The method of claim 9, further including the step
of computing a time interval between writing the outgoing
message to an output queue of the message queuing transmis-
sion system and writing the reply message to the reply

queue.

15 12. The method of claim 11, further including the step
of comparing said time interval with a predetermined time

control interval.



